A SYSTEM AND METHOD FOR DETECTING PHISHING-DOMAINS IN A SET OF
DOMAIN NAME SYSTEM (DNS) RECORDS

Field of the Invention

This document describes a system and method for detecting phishing-domains, which are
used by cyber-attackers to carry out phishing attacks, in a set of Domain Name System (DNS)
records, the system comprising a homoglyph phishing domain detection module, a typo-
squatting phishing domain detection module, a general phishing domain detection module and
an alert module. These modules are configured to collaboratively detect and identify phishing-
domains from the set of DNS records using a combination of homoglyph, typo-squatting and
general phishing domain techniques. Subsequently, an alert module may be used to correlate
the alerts from the various phishing detection modules to discover phishing campaigns

occurring in DNS network data.
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