10

15

20

SYSTEM AND METHOD FOR PROVIDING SECURE DATA
TRANSMISSION COPYRIGHT AND LEGAL NOTICES 100011 A portion
of the disclosure of this patent document contains material which is
5subject to copyright protection. The copyright owner has no objection to
the facsimile reproduction by anyone of the patent document or the patent
nggik?sure as it appears in the Patent and Trademark Office patent files or
Patorars ANE SRR FOSRRQ APING SERERINRBAERANSMISSION
10BACKGROUND OF THE INVENTION [0002] The present invention
relates generally to a system and method for switching communication
paths to match desiead rioHEs O canpaunisasioEand more particularly, to

fravide s 5 - nication paths based on whether
[0ARVESERGHEE R AXLSGERHOMMHASENON B é.%‘@f‘if\?ﬁ&% Br

secure or non-secure communication Is requeste

subjetErdNMERERIGN: 0003 s eopina i avan ambedimentotihe piesent

invention, a method for communicating data is provided. The method may
repspdypioTereiving déte fromicheuormoreainpataevices.anetiansmitting the
data to a first computer, if a first indication that a 20first communication

thefhage rad Hadsnad Ofisa ranbileh cersevéd o atbtneifirstseommpuiter. The

co%;gg%%}r?%zgg)gg{)smltted to a second computer, if a second indication that

BACKGROUND OF THE INVENTION

[0002] The present invention relates generally to a system and method for switching
communication paths to match desired modes of communication, and more particularly,
to provide secure or non-secure communication paths based on whether secure or non-

secure communication is requested.

SUMMARY OF THE INVENTION

[0003] According to an embodiment of the present invention, a method for
communicating data is provided. The method may comprise receiving data from one or
more input devices and transmitting the data to a first computer, if & first indication that a
first communication mode has been selected has been received from the first computer.
The data may be transmitted to a second computer, if a second indication that a second
communication mode has been selected has been received from the first computer,
[0004] According to another embodiment of the present invention, the first computer
may send the first indication in response to a user activating the first application program
at the first computer, whereby the first computer may send the second indication in
response to the user activating a second application program at the first computer.
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communication mode has been selected has been received from the first
computer. [0004] According to another embodiment of the present
invention, the first computer may send the first indication in response to a
user activating the first application program 25at the first computer,
whereby the first computer may send the second indication in response to

[00t3¢ UsE-astivatingiR.SeaRitRRRIGAtAR RIpGam:Bh thefkst.camputer.
Page 1 of 46 100051 According to another embodiment of the present

trafiveRiCRare My tedhedmnsmitiechabtarmaber lecaived fiemibe second
computer, if the second indication has been received from the first

beepomputerirdih éheeitisivenimeply Thayebevrarsiyitred o tthesfirtgtCortipuist, if
the second indication has been received from the first computer. 5100061

COTARYESr iR S SRRB IR BiRThRAS RRRHEGT T PRt eI ransmitting
ata to a second computer comprise transmitting the data.to a
o R R e G P e P
to £GCENANG AFRRI%GOBIRGISESFEREIVING SRty watte%ots@@mﬂgﬁpuwg& data
from the second computer using the network interface of the first
neO@MpLEefactQTAN0TH Acsardingliaasmibe s esplbedimeariseédheinraseny
invention, transmitting the input data to a second computer may comprise
to i crystinige therda tatadrmntfearssnoitt ngrthetensnypteedndatertortihgese o fig
computer. 10008] According to another embodiment of the present
first CRIRRIBET: the reply received from the second computer may be encrypted.
o, transmitting the received reply to the first computer may comprise
B e S e B
dafeRIY {0:the fisheampates 00U Asaisling daAn0thenampgdinent of the
present invention, a system for communicating data comprising at least a
enfifgitebianteh aayobe pragrammed to receive data from one or more input
devices and transmit the data to a second computer, if a first 20 indication
[0¢H8)k Afheioertmaneticatiohodiodet hagbpsresalacidhis bpdnreededded
from the second computer. Data mag; be transmitted to a third computer, if

frogdBe 6779 REARIBHT A%t o SReBitlcdnimirrsatishe ot s pasnto the

SSSEISaNag been [ecalved rom NS Second, compUIet: 1. |00010]
ccor%ﬁngrf]oyano er emclgyopélrﬁent of?he pr@%én?mven%n, the second

dEAMBYIstZrMAysenadhesficshindication in response to a user activating
the first application program S

[0009] According to another embodiment of the present invention, a system for
communicating data comprising at least a first computer may be programmed to receive
data from one or ﬁore input devices and transmit the data to a second computer, if a ﬁrst
indication that a first communication mode has been selected has been received from the
second computer. Data may be transmitted to a third computer, if a second indication that
a second communication mode has been selected has been received from the second
computer.

[00010] According to another embodiment of the present invention, the second computer

may send the first indication in response to a user activating the first application program
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Page 2 of 46 at the second computer; and the second computer may
send the second indication in response to the user activating a second
application program at the second computer. 00011] According to another
embodiment of the present invention, the first computer may be
programmed to receive a reply to the transmitted data from the third

at HOUARYLE ED}LE%{Q? 296end indication has heenracelved from the second

computer. The received reply may be transmitted to the second computer,

resffin@ ®aseneindisationnashegpresaiveiam iheseeond.camputer.

[00012] According to another embodiment of the present invention, the
[06Fvsit] compuiteg s prateasmiveihtentraitsmitdivet datentth@ird compiater
using a network interface of the 10 second computer. The transmitted

My MGPIS FEEERASAIFEFAL TR @ Tkl inpateniishaeih & vethroticthtertawerof the
ths.ec:onddc mputer. [00013] According to angther embodiment of the
R TRGRIO R R COBURLI e BB SRR 50 AhEETAFST g

thir ' ing.the data, and _
e R BN g

frd@ A etbaisambpginent of the present invention, the reply received from
the third computer is encrypted, and the first computer is programmed so

[08RER ] tracsndittiny thetrecenredireply fththesectindotmptidirmaypommprse
decrypting the received reply; and transmitting the decrypted received

PSR RS A S B E S e OThAsENEE SRR G s ERBt P Entsddiment

Seo(;‘t ((zaoglrt-%-l%enl:Ii}r;]vterntionﬁ T?thod of 29 grov'dirﬁugata communication
Ve g B U AT A et ok USG5 e R RS SUTERIE S dRd. The
aesihad may 8?@%’!@%&8@8%@9 first data based on the encryption

device authenticating a user, where the encrypted first data may be sent

[obwu3) thecermiyptien-oryisa-taaBninieiagce-assaciatashwithadicshermputer
for transmission to a second computer. At the second computer, the

rregrenyptédditistt datamuaydobedietrigpteliadrndri2bamongptedisecondgataimay

be generated in response to the decrypted first data. The Page 3 of 46
the data, and transmitting the encrypted data to the third computer.

{00014] According to another embodiment of the present invention, the reply received
from the third computer is encrypted, and the first computer is programmed so that
transmitting the received reply to the second computer may comprise decrypting the
received reply; and transmitting the decrypted received reply to the second computer.
[00015] According to another embodiment of the present invention, a method of
providing data communication over a communication network using a encryption device
is provided. The method may comprise encrypting first data based on the encryption
dgvice authenticating a user, where the encrypted first data may be sent from the
encryption device o an inﬁerfaoe associated with a first computer for transmission to a
second computer. At the second computer, the encrypted first data may be decrypted and

encrypted second data may be generated in response to the decrypted first data. The
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generated encrypted second data may be sent to the interface associated
with the first computer for transmission to the encryption device, where at
the encryption device the sent encrypted second data received via the
interface associated with the first computer may be decrypted. The first
computer may perform an operation based on the decrypted second data.
cend 00018 ARGUAING tpanoiher emRodimeRtRithg RigsgRkiRENEQN,
authenticating the user may comprise launching an application program .
cordid eginRingi abawhenticationpreeesswhifON 1] Acsertingdadaather
embodiment of the present invention,the authentication 10 process may
sentgopyrisksthentadmetredi eoptie dtrontprioer arsp providiitl bodnectomseatus
between the encryption device and the first computer. [00018] According
Mt GRS e BT EPPBIHR & p OSHRTTRAARTEHI Ther st AR Htfcasom e
rocess may comprise scanning and detecting a finger print pattern

SeCAEs6ttated with the user upon receiving a prompt generated by the

(006 ISAHRRR RN e AROAHIAGCALNNGLIR BNQHIGT %&Qw@gt@ the
present invention, the decrypted second data may comprise display data
usefRRetatadiin sponserdadhiediist sata-ptosessediby ihasrennaiecomputer
device. [000201 According to another embodiment of the present
profigsgention, the interface may comprise a universal serial bus (USB)
interface and a network interface. 20[00021] According to another,
[008k7b SrtrdimedP fRe hresBRe BN RO H tRE ST ey Lo GEHSAEd by a
Kewboard device, 2,mouse deviee. andior.a peribheral device, 00022)
PrORELOT ir{fanfg ano}fﬁer embodimnent oft ér%r Sent inven ion, a method of
petfRLA GommURication hetnesnAdirshand,a second computer over a
communication network using an encryption device coupled to the first
[00008) PAEET:dSnP RO ittekk: ERe suaihad Maypeempiisensacrptingdirstdata at
the encryption device based on an application program Page 4 of 46
pragssouiatennwitly shentiatsand anncinicatingdeing Rickveasitwgsdhath the
encrypted first data may be sent from the encryption device to an interface

uses JRFR 5 S T th IR R SPRBATHLRE Yo PRPHREIMSERTAD: the second
[o@gg‘ipﬂégcé'fcﬁ“ntot e segond co) ﬁléé?

éft % ee errel:gé tq%e\f%rftl&sr} %%t%e@agtc%%econd
ypted ard encrypted second data may be generated in reSponse to

da%a%ﬂc%&(y,@@@isfgﬁ& data.wbere: the.ganstaled enarypled Recenddata
may he sent to the

second computer device.

[00020] According to another embodiment of the present invention, the interface may
comprise a universal serial bus (USB) interface and a network interface.

[00021] According to another embodiment of the present invention, the first data may be
generated by a keyboard device, a mouse device, and/or a peripheral device.

[00022] According to another embodiment of the present invention, a method of data
communication between a first and a second computer over a communication network

using an encryption device coupled to the first computer is provided. The method may

comprise encrypting first data at the encryption device based on an application program
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interface associated with the first computer for transmission to the
encryption device. At the encryption device, the sent encrypted second
data received via the interface associated with the first computer may be
decrypted, where the encryption device may provide the decrypted
second data to the first computer for disposition by the first computer.

assod QAR AGSOIAING [0 analnes emBRdmenL aldbs igseAluenap., the
irst data may be generated by a keyboard device, a‘'mouse device, and/or

ve seRERPRS AL ABYiGes 00024 Ascording deanathen embadimeapief e

present invention, the application program may reside on the first
transG@FRiBH G Mand.comminicatestith@secongapplicatiorypeddrandatesiding
on the second computer. The second application may generate the
may b5 secundddatheasinted spplitatio mpr by asavatethis fsteshipther may
display the decrypted second data. [00025] According to anot%?r
dec drivfise BP iRl SR ARDATE A BOIARYEY Brsgham May reside
ime SR A SISNRIONAHSE ARA DA COmMIDIGAE W aerandapplication
program, wherée the second application may generate the second data

the SRAHRG.2Q2RPNIGANAN BIagFaM Aldhe BAGEKPNeN Hewemakdispaytae
decrypted second data [000261 According TO another embodiment of the

witHfieseet deventionawieteiry the canmtnicatiprinevork mrypoondptise the
Internet.- [000271 According to another embodiment of the present
decinmtehtionnéfrniptigiirseefapiien &y esmptioe WrignfhepHistithata at the

encryption device based on a window associated 25wijth the lication
00 ARSI PRI PR P TS RSB TS DB

sengioPiment ol e preselINeln. AseeuE I pLgeneraling
datd’

secure ransmission over a communication network between a first
(00624 RUIE ARk A 26 ARREAMRIR LisRIBvidRdnIhe dereepnayikamprise a

switch device adapted to receive first data from one or more input devices;
progfu@ ey piite detiecdradapigaer and communicates with a second application
program residing on the second computer. The second application may generate the
second data and the application program at the first computer may display the decrypted
second data.
[00025] According to another embodiment of the present invention, the application
program may reside on the encryption device and may communicate with a second
application program, where the second application may generate the second data and the
application program at the encryption device may display the decrypted second data.
[00026] According to another embodiment of the present invention, wherein the
communication network may comprise the Internet.
[60027] According to another embodiment of the present invention, encrypting first data
may comprise encrypting first data at the encryption device based on a window associated

with the application program being in-focus.
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5to receive the first data routed from the switch device for encryptina the
received first data based on an application program associated with the
secure data transmission being active; an interface associated with the
first computer adapted to receive the encrypted first data for transmission
over the communication network to the second computer, where the
[Oﬂﬂig]c%g:o(r: P, t%tgolgﬂg er%%gf%%nttm?ﬁ@ ¥9&§tq1{{r6§}tﬁ§,t§ &@&95@%@&%§
encrypted 10 secon d%tta; and a display device associated with the first

cen&AMPUIEE-THE BREIYRIEd $e60NG Hattaenai aledoat tagvsacerecomputer
may be received by the interface from the communication network and

compent indheswitctvigirautipgyidhieréith deswitamynaypdste thed@nempted
second data to the encryption device for decrypting the encrypted second
adapedde e sitstirtaljoroate theie sy ptéer sseorderaratite Fetke afeksption

~device to_the 15first computer for display on the display devjce, 1000291
10 TeRENE g Yo AR SHDSiIRAR 85?%’?8 BPBshPIRRe SFethe i rface

ay comprise.a network int ' .
R e R e

acti M RS RO MBILRICAARN MAthihe ApPlicAioNAROGEaavdhat Rprarpts a
user for performing an authentication process. The encryption device may

firsedih dnticaterthadiserpiiocdoendryptingethernnpubdatand G008 dit:,
According to another embodiment of the present invention the biometric

whegerthe pricat cATABE E1H AP CEM iR ST tyETTH e SEa BAET PR BRTUG6

[00032] According to another empodiment of the present invention, the
sooR e N Y AT 48 COHR T TP G i Mol Eitching
between the one ' | 1St GQro
e D R e o rat
corRkgReatinvention Amethedpravides brseailityiifan-appisation ot
communication with a server computer that receives input from an input
thedavigerperatit gatwith thechientpdamputer fandecligplay snindormattio seamé
display device operating with the client computer. The method may
datgoriprisdtenBpEy Batderakiahertenthediediomentiiawiorictie Hput

device without providing tlr entered, unencrypted data to the client

Ir
firgt SATRITET 4L BREATpIE S TREA [§Hahsmitted over a

[00029] According to another embodiment of the present invention, the interface may
comprise a netwcﬁk interface

[00030] According to another embodiment of the present invention, a biometric
authentication device may be in communication with the application program that
prompts a user for performing an authentication process. The encryption device may
authenticate the user prior to encrypting the input data.

[00031] According to another embodiment of the present invention, the biometric

authentication device may comprise a fingerprint scanner.
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10 network to the server computer, where the encrypted data transmitted
to the server computer is decrypted. The server computer may operate on
the decrypted data and may provide data for display at the client
computer. The data provided by the server computer may be transmitted
for display on the display device of the client computer, where the display

[00 @ar%%&&%g isPlavibe Hansmitied datademviderdhy, the sanercamputer.
15[000341 According to another embodiment of the present invention, the

maydaiaprevidesthytheisenercompuier Raybiecneryptatepiiobitore
transmitting such data to the client computer, and such data may be

inpyderypte thaficy temsrsissidribanocpriviotdleigsiay. The decrypted data may
be displayed on the display device of the client computer [00035]

[000%3 o dfiEf B BB BF T RBCHRR O B R AT UHERTMEY data
20 ranemitied to, the client, computet, may e deeryptadindependenty of
SeHRE héh g%%ﬁpfﬁer and suc decryp &d datam e provi &d to the client
Frof U RR IO d Wﬁﬁe&_@@a&xﬂm&%@@gﬁé}ﬁgﬁ%ﬁ&&a_nother
embodiment of the present invention, the input device may comprise a

disikeyaedtd opadior avfiotnticg deviepuitage? nkhod H00Q3hirAceasgifna o
another embodiment of the present invention, a method is provided for a
datglidpiinim haterridcititarerterd sl inplitgesicappiivatiornyiding toe prowide
security to at least one application of the one or more applications which
u“‘-’é’ﬁﬁﬁﬁ‘ﬁiyirﬁéﬁt@s%iﬂ]ieﬁ@éﬂl@#&oﬁ?&?ﬁéﬁﬁﬁ?%ﬁ&éﬁﬂ%‘%ﬁ &n input
device operating with the client computer.. The method may comprise the
o teps, T Tha 2t 1455 516 SpBlication TReTdes S vidowin focus
co:ﬁf&&ﬁ? i@!&%ﬁ% pete EeARIRARIRAINGLS ﬁgﬁr@t‘é |§1@§Ie?i'%_@rﬁa@&ﬂ gl Qﬁﬁ%ﬁ?red
via the input device may be encrypted without providing the entered,
provitRnyAtedicaia iotibelelienieampurae ke ernaryptedhdatay e aynheter
transmitted over a network to the server computer, where the encrypted
magipaitrassinitder thstiny seiedisompiseeanaipbeistdeniypte dviFreiserver
computer operates on the decrypted data and may provide data to be

disgley draaearep IR L ST SRR e AV R dbF SRS TR e Frans mitted

oo slsnksomanier. whers s dlient compuleLnay goeiats an provided
ata. If the at'least one appllcatlon doeg not include a window In Tocus’ at

mdRE-rlienhermprierdalaerierad: viathednpuL devieemanbeiprovided to

the client computer without encryption for disposition by
computer, and such data may be decrypted after transmission and prior to display. The

decrypted data may be displayed on the display device of the client computer.

[00035] According to another embodiment of the present invention, encrypted data
transmitted to the client computer may be decrypted independently of the client computer
and such decrypted data may be provided to the client computer for display on the display
device.

[00036] According to another embodiment of the present invention, the input device may

comprise a keyboard, and/or a pointing device.
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15the client computer. [00038] According to another embodiment of the
present invention, data relating to the selected application in a device
coupled to the input device and the client computer may be encrypted.
[00039] According to another embodiment of the present invention, an
output or the 20 keyboard may be coupled to an output of the device that

[00ds5ONRISH:HQ theclient.conpuisr foroparationwithihe aklgaskons Astive

application when the window associated with Inc at least one active

for appitatopuis:k ot [PR040hiteotdingicsanathed ephetinentnf the
present invention, the output of the keyboard may be automatically

at lpoupledbtdidtteonof e aftromeyivplibriors sdupleonotheatdienticospater
when the window associated with at least one active application is in

conpps B RIESE 15 (SR T EINPEEIBASA KPARERS TOBIGAA PHwE SPREHEDN is

illustrated in the figures of the acco nying drawings, which are. meant
T TRl A TG B AT T SO BL S R Encled

wilbieeriQdikaRr oo esending.Ratis 190042 Fihsl da-akiackigiagram
illustrating a data communication system according to an embodiment of

entthe prese ntpiviniie Ml 00kl gathdispacbiorls diagremd|lusifatipgdhe
data communication system comprising a switching system according to

datapp dre biimdirpempotthEhg resermidf deiationy: JO0BaA)RRY. s anserrekiaties
diagram iIIustratirg%tthe secure transmission path of the data

SRl & e SR BREE A G AR BT B D SUi TN SP TR ERe e

deén"%’lﬁi."f‘ﬁe[soo%‘r‘%lrﬁé%t:‘e‘r%é'%%saor&ﬁg (ehat diggran Sﬁﬂ?@%&%ﬁ@%@%
%ratlon (0] € switcning system In a Secure mode of operation

be BFGRALHNG 19 80 SraPeclipest ofthe presealinVe PO Ransmitted to the client

computer, where the client computer may operate on provided data. Ifthe at least one
application does not include a window in focus at the client computer, data entered via the
input device may be provided to the client computer without encryption for disposition by
the client computer.

[00038] According to another embodiment of the present invention, data relating to the
selected application in a device coupled to the input device and the client computer may
be encrypted. |

[00039] According to another embodiment of the present invention, an output of the
keyboard may be coupled to an output of the device that is coupled to the client computer
for operation with the at least one active application when the window associated with the
at least one active application is in focus.

[00040] According to another embodiment of the present invention, the output of the

keyboard may be automatically coupled to the output of the device that is coupled to the

Page 8 of 46




10

15

20

[00046] Figs. 5, 6, 7, and 8 are flow diagrams illustrating a method by
which the data communication system operates the secure mode
application program and switching system based on the application
program'’s window focus according to an embodiment of 70the present
invention [00047] Fig. 9 is a block diagram illustrating the components of
clietheoswitehing:system aecaydisigdowihembetinemof theiRese N in
invention; [00048] FM, 10 is a block diagiam of a USB controller device
focggecording to an embodiment of the present invention; and Page 9 of 46
[00049] Figs. 11A and 11B are system block diagrams illustrating
alternative embodiments of systems incorporating the switching system
according to an Wﬁggﬁﬁj{ﬂﬁ@%ﬁgw&@n. 5DETAILED

DESCRIPTION [00050] Fig. 1 illustrates a data communication system 10
000 S FORHE RS LA SrHBSHRALH B thavsred s JRcRprmR S Afawings. Which

oglmugications stem 1q.c0{.n rises a s%r. omputer 12, a computer 18
are e lary an Mitpg, &
t?ﬁat1 S 10 b6 Adcadean (81s0 Tetered b e %%ee%es%rﬁnfﬁecg’r%rﬁl teerxﬂ%%w

refgx@tw&ggr@gg@@/ggg@jng System 22. 10[00051] User Computer 12
may include any computer that may be operated by a user. Tr an

[o0e4nbBeliment bibtirelinyentionstiaer Lampatendisalsoseapakie @i 1o
receiving and acting upon data from other computers. For example, User
an EERpuest A2hnpsteindenaoRC, a workstation, or a PDA, capable of
eiving and digf%laying data received from a server. Associated with

[Onﬁ?g FESMPLIEYOS AR 1SR HIB St SR HENA BB P48 1 5providing
co EBH& Eos@n‘éﬁl%%s%&emaagc'épd% %ra% QrgpéglgneN? gf tgn ergs%x@ %fveerg%g’ in put

evicés 16, such a mouse and/or a keyboard, may be in'communitation

[0004H) B3es oRRLIRKd ditDFAY G AW I QUSI®h dfission path of the data

communication system according to an embodiment of the present invention;

[00045] Figs. 4A-4B are flowchart diagrams illustrating the operation of the switching
system in a secure mode of operation according to an embodiment of the present
invention,;

[00046] Figs. 5, 6, 7, and & are flow diagrams illustrating a method by which the data
communication system operates the secure mode application program and switching
system based on the application program’s window focus according to an embodiment of
the presént invention;

[00047] Fig. 9 is a block diagram illustrating the components of the switching system
according to an embodiment of the present invention,

[00048] Fig. 10 is a block diagram of a USB controller device according to an

embodiment of the present invention; and
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[00052] In an embodiment of the invention, User Computer 12 also
includes functionality for indicating to Switching System 22 that one of a
plurality of 20 communication modes is desired. Each communication
mode may be characterized by, for example, a different communication
destination,such as a different computer at the receiving end of the
[00047 MHRLNICRUQR 1 FOL X pmple Wh IR HERN fRmMIAHIEN: L2 d8weapable of
simultaneously running more than one application program, User
embd3RRBRY s Idemay Qrpvite améinditation iosBiilchingnPystampadirana
first, a second, or a third communication mode is desired based on
of theyiretbwrimaoplication program from a first Page 10 of 46 second, or a
third set of application programs, respectively, is active. For example, an
active application program may include an application program window

which is in-focus. mo%%@ﬁﬁ%ﬁ&'@&@ﬁ%{@r 18 may include any

computer that may communicate with other computers. For example,

[000AH cBigs d dHETTHBL I T S TR T S EomIB RS Sare &t Baprape g™t

- of thg&%%gg&tq}l%au i&lyvﬂgtg lc!grpl}gumcr&yo%h%ﬁs eEt\[l\’& cr:lc()ml frgsees?c' g %%ér'%%%nesu‘%grdlz,

mputer may communicate with other co uters in a secure manner,

a cofife SIS NGHRLINN.ARM dechyptian: 1 000RAAceesRgdEomputer 18 is

in communication with Switching System 22 through 10 Network 20.
NetdNehzorkdder evisdisedsheeadiy to include any communication path through

which computer systems may communicate, including, but not limited to,
[00054E Bpamerapiith 2o Wit ipivatergedichteaize ecowinturic atser ifes,

wired or wireless LANs and WANE, and the Internet. [00055] in addition,

an efRRo GRS A ﬂ%?gﬁ’ﬁﬁt\ﬂfhiyﬁ%%%% @ﬁlﬂéf'ﬂ SRS AR &S5 with
actifiSEesSed. Gompyter 18 may inglude User (omputer 12, For example, as
h Eig® escribe ¢h % e

ninFig. 2 an ed further below, Switching System 22 may be

pC, I SOMBLRICAOBNtRAGTe s8R CRPRIIGHLS Mid: Userdarapetar 42 and

a network that provides a communication path between User Computer 12
servendsdsesssed Gdepllemtdeel p miNetwork @4ncoonmunisatian path is
used broadly here to refer to a physical 20communication path, a logical
Provigingraieaionupatls. Sor CHPIBITATGRE e relsh, [0005BSWREHIMY System
22 provides communication;{%a)ths between input device(s) 16 and User

devesgm BT L2 BRN SRR ST BYRE 88 6 BHRUREARES S Bputer 18
Co | r\ﬁ%el}ﬁ%l%k ép%g%%tghg}gt&yﬁgm 22 functions to (a) dynamically switch

put device etween these communication paths based on
[ootgdication Linvhicnoperefiavphiralitysef Eagadl 10fAB ncludes
functionality for indicating to Switching System 22 that one of a plurality of
communication modes is desired. Each communication mode may be characterized by,
for example, a different communication destination, such as a different computer at the
receiving end of the communication. For example, where User Computer 12 is capable of
simultaneously mnning more than one application program, User Computer 12 may

provide an indication to Switching System 22 that a first, a second, or a third

communication mode is desired based on whether an application program from a first, a
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communication modes is desired, and (b) transmit data from input
device(s) 16 to the computer system at the receiving end of the active
communication path. [00057] As mentioned previously, Switching System
22 may receive the indication of which one of a plurality of communication
modes is desired from User Computer 12.. For 5 example, User Computer
12 may send an indication to Switching, System 22 that a first
scong AT TR e B e B i Sl S oh e it e of
activERRIEAHONS DS RYASIYE AN UPAReEe MBGHIS Indicaliei, Rwitching
System 22 may cause the communication path between input device(s)
focud 6 and User Computer 12 to be active. Where User Computer 12 sends
an indication to Switching System 22 that a second 10communication
[00083D decisseesiietnas ¢ 8 oy arcappitatonvom nisseorrmsagfaippiitations
being active, Switching System 22 may cause the communication path
othepRaRER N Beit TETRE(S)1B5H F BEEESKE S RpUsA FETE BEEEMHE active.
f000581 According t an e@?gg&n%enl'g %g&ce iﬂvcgrs'lltrig lAAi(r;ce g mmunication
capapie ACRErE TR E S ication path between mput device(s) 16 and
Cm&%{ife‘?%%%?@BHME&W&P&H&%&%&M&M@Q&%%&?@@%ﬁ@o
function to receive data from Accessed Computer 18 and forward the
encri@Eelvad datgtaddser Computer 12. For instance, continuing with the
above example where User Computer 12 sends an indication for a second
[00G53inAnenisatiOrmmcdel bzse duormanisgishcatio R fithing Setend SBroeh
applications being acti\é%%SWitching System 22 may transmit data from

NetfpsliRHe Ve hertds AreeReatCo mpits 18 SAHEHHa IS FEH#e data
and d ly back to Switching,System 22, Switchi
Whl%‘é:ﬁ%e?gtﬁe% F%{SQ%QJ ﬁﬁégﬁ%ﬁ%@% I&%&l&%ﬁ]%el% I’HT §%{e%hcg] %ﬁ%%?tﬁ@e%%

nSMi ser 2, e.g., to the application

the HATIRE. %ﬁﬁ%&d Relobapplcatians hakhisREING 4Q: AGHNRs €.ONsdisplay

to the user. [00059] If desired, Switching System 22 may communicate
wAMEh-athes seenputer systems in a secure manner, e.g., using encryption

and decryption. Thus, in the previous example, Switching System 22 may
[ooesfniprtdeidatadrotinplraeivtie) I6iisbies & triensiieorgaEge 12

of46 to Accessed Computer 18 over Network 20. Accessed %gg uter 18

withyagemstd HeBRAR THeU B CESS ORRGTransift SHBREHHIEATR By
Fi Ch&%é%%&mh%ﬁé&m 225 Vg{t'ﬁg&@@@f&%&g@%m@ B decrvag, this
Srepty priort f 10

t
FOF 10 transmitting it to User Computer 12. [00060] Switching

AcUSIE P mAYdnelude A camRutalsyRiem-capableafperforming 5 the
functions described above. These functions may be implemented through

comafdw@reOfath between User Computer 12 and Accessed Computer 18, e.g.,

Network 24. Communication path is used broadly here to refer to a physical

communication path, a logical communication path, or combinations thereof.

[00056] Switching System 22 provides communication paths between input device(s) 16

and User Computer 12 and between input devices 16 and Accessed Computer 18 (via

Network 20). Switching System 22 functions to (a) dynamically switch input device(s)

16 between these communication paths based on indication of which one of a plurality of
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software or combinations thereof. Examples of different embodiments of
Switching System 22 and components that may perform the functions
above are described further below. 1000611 A.lthough Figs. 1 and 2 show
only a single Accessed Computer 18, any number 10 of such systems
may be accommodated within the invention with Switching System 22

contMRARIGAlY aWichRg NP Aeviess) 1ahawesn commupicaians paths

to each in a similar manner as described above; For example, five

conBRRLRIGalioR rRedes By Larespansimeammunication paths between
input device(s) 16 and five different communication destinations, such as

[00038erAEorpoted 12 amdifoSrdiffereRysikeecég sery Cornputensdiespaofively.
[00062 Computer here is used broadly to mean computer hardware and

Whi%ﬂw awwﬁmwew%ﬁgﬁeﬁze@@mE@nﬂ%elf&ww&feéé%eaor
emmgl %u € ES Irgwel?thaed above may Lfbe s&%g E)% er glp %at%gs S

Fesiden esa ware aﬁ0|m e embodlments of

nﬁnﬁﬂﬁx&medg‘asmﬁ@m@é&/& may, e advaniageaus.n Z0siHations

where a user wishes to access a computer, e.g., Accessed Computer 18,

beif ARG UELESEQRIEMIEE taOndldsamComphiter ks DDhAtistethe
computer. For example, the user's computer may be vulnerable to outside

congittakajcsupeth astiream ivingsisiophicre aid fdsiSisrtputel eopripui@rysuch as
keystrokes, may be monitored and transmitted to a third-party. In such a

W%@S%EGM% 1% Wse%ﬁ%ﬁ‘b‘iﬁ‘f%fg oF i EREEh ddtisew Hbove,

95when the tte t access c essed Computer §through for
communic 10n elS E:éll‘ on an a arion orr%asec set
example, ap corres ng client appli Cation on User

beif mmét%%@m LChinG Sy %&%@M&ﬁm@@pﬁr&w&% dgyice(s)
to Accessed Computer 18 for processing and send the
dev1ce(s) 16 and Accessed Computer 18 to become active.
[00058] According to an embodiment of the invention, in a communication mode where
the communication path between input device(s) 16 and Accessed Computer 18 is active,
Switching System 22 may also function to receive data from Accessed Computer 18 and
forward the received data to User Computer 12. For instance, continuing with the above
example wﬁere User Computer 12 sends an indication for a second communication mode
based on an application from a second set of applications being active, Switching System
22 may transmit data from input device(s) 16 to Accessed Computer 18 which processes
the data and sends a reply back to Switching System 22, Switching System 22 may then
transmit the reply to User Computer 12, e.g., fo the application from the second set of
applications that is active, for action, e.g., display to the user.
[00059] If desired, Switching System 22 may communicate with other computer systems
in a secure manner, e.g., using encryption and decryption. Thus, in the previous example,
Switching System 22 may encrypt the data from input device(s) 16 before transmitting it
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received front Accessed Computer 18 to the client application on User
Computer 12 for action, e.g., display to the user, Thus, in such a case,
data input from the user meant for 5the computer to be accessed is not
sent through the user's computer and would not be vulnerable to the
attacks mentioned above. [00064] As mentioned above, Accessed
Computer 18 may communicate With QEL SR UISES INiRSREME tanner.
o Acéeﬁg?i%i%)%ﬁgr?g %Orllmgtr\;vé) i ecryption. For éx%mple, Agtr:][essed System 18
date, BRGLHSELGYMRMICE] 2 MAN-EopMLRicale secHg B pisingthest@dirapsport
ayer Security (TLS) protocol. [00065] Fig. 3 illustrates a data
SysteROI Mbicatigsysiematronding teramiginp odinbert Gftetimvention that
provides for secure communication. Secure data communication system
(0000 et SoStenSiiret e SIs e PN EESHESR 5RRP I R AT s
shown in the embodiment of Fig. 3, Swgchin? SXSt%%%%Zﬂ%%r' des a data
the RN é@%&’éﬁ@@vén&rﬁ??ee%&?ﬁg RoReViCE OB SE clire communication
system 100 also comprises a tlser GomautanLAg-and anArgassed
SOV ES p eru.lLa;I? ’nagaeeegiéf%g\ bove. As shown in Fig. 3, User Computer
systd085P SomRLSaLion. Witk decensed-CoRpMies dd Bevisdupturor 112, In
the embodiment of Fig. 3, a display device 114 is associated with User
belofeomputer 108, and one or more data mut devices such a mouse 116
and/or a keyboard 118. According 30 to the embodiment of Fig. 3, the
[0008HCadert T b LT IH A e R GHE P FhORTRER & F BB,
[00066] Other devices that proyide input data m lternatively be tilized.
of syehEEsiet BaY iy éﬁafﬁﬁ’ﬁ‘%fp%}v% pléic?gmgﬁn%g?/%%gﬁl [ 13%1\§§rsr1%use 118,
data may be.inut using a toueh.seren disalav.a-\qlsesecqgnition
dyn%%ctaeﬁn ?églr%%g?p ?ﬁﬁ%ﬁﬁ%&he&l device 25capab|e(yof providing input
simAR R 0067k Daka emmunication batwasmifieatinLaeeaponents of
system 100 are designated along communication paths Pl, P2, P3, P4,
corREbRR0 eashafishiclrmapinctadaphysiced(or 1o gidal wotrffaunication
paths, or combinations thereof, as mentioned previously. Each path may
conemipleyiliffierartionmmenie AlShS FEdR, e KuTHBEFGHtic 8f Edia,
wireless means (e.g., radio frequency and infrared), or cable based data
Compigter FREEHUIAY [000681 According to the embodiment of Fig. 3, path P2
53 ysical commynicationipaiiythatincludes.atisastine faaical
[00((:?8?%n@g%ua?lroﬁrgéstﬁse§e.g., P92a and P2b). As described further below,
R REACATSS data Hehwee mSuiichiog Sy Siempk62 armtidserbove

may all be separate server applications co-resident on the same hardware platform.
[00063] The embodiments of the invention described above may be advantageous in
situations where a user wishes to access a comput@rg e.g., Accessed Computer 18, but the
user’s computer, e.g., User Computer 12, is not a trusted computer. For example, the
user’s computer may be vulnerable to outside attacks, such as from viruses, where data
input to the computer, such as keystrokes, may be monitored and transmitted to a third-
party. In such a case, according to the embodiments of the invention described above,
when the user attempts to access Accessed Computer 18 through, for example, 2

Page 13 of 46




10

15

10Computer 108 for local processing (e.g., by programs running on User
Computer 108). As described further below, path P2b carries data
between Switching System 102 and User Computer 108 for transfer (e.qg.,
using a network interface of -User Computer 108 to communicats over
Network 112) to and from Accessed Computer 110. 1000691 Input data
copisepp M fEnseieny FroRsatoUSe T TE RMP Ry B oot k3 isSsaRm IS i paifiict
15P1 to data switch device 104, Switch deyice 104 determines whe.th?r or
ot R R RS B Uit SORETRAI P38 BRERBRON UEvEe 168t a
secure mode communicati ession i blished, i
D L e T SR e o
2 SREULE MRde communication sessian is:potirequifad:.Jante datarlene:
path P1 may be switched along path P2a to User Computer 108 for local
thpracessing 20 {egscbys aqpregramugintingsensdsepCompltention).be
[00070] Display information that is generated by User Computer 108 is
velispidied B disprapddonsd 3aweThe display information may be
enerated as a. result of either programs running on User Computer 108
[‘g’r"%] o B R A T O TR Eh TEEBRY by I e BT Riter to% Tfom
Accessed C uter 110 qver.Ne 0 Da a
e

Acomnputerid0.skan exampleeactypied ioputdaia-mayhe sent along
paths Pl and P3 to encryption device 106. Following encryption, encrypted
Tdatepist Septrdrenpatiis. PIandP2b to User Computer 108, where the
encrypted data is transmitted via network interface of User Computer 108
(PR Shbimr) HishgpathedqramdrPsienArtesssdoCiomn pute LR oiipgER ¢S a
secure mode of operation where the e,ncryptecd data is not processed

S CRITPB P PEBHTH IRET TS SHSTEICH S Saftls KEcReeat e iPuter

110 far processing, Whereby.Accessed Computer 110 nly_proce
R S S e

dorsxamples nensrypiad rput date may.he sent overipathe.RbandiRza
to User Computer 108 for local processing. Following the processing of

dheyprenceypted inut datahynlisetiCompeitet A08;cunencrgptetsdata may
be generated by program(s) running on User Computer 108 and sent
Ceronigr 8 mehwoAchsterfdearpiitsset (CanipisercteBoEforly Paths R4 End

P5 Accessed Computer 110. Also, the unencrypted .
User Computer 108 is in communication with Accessed Computer 110 via Network 112.

In the embodiment of Fig. 3, a display device 114 is associated with User Computer 108,
and one or more data input devices such a mouse 116 and/or a keyboard 118. According
to the embodiment of Fig. 3, the Accessed Computer 110 may include one or more server
computers.

[60066] Other devices that provide input data may alternatively be utilized. For
example, in addition to, or in place of, keyboard 116 and mouse 118, data may be input
using a touch screen display, a voice recognition system, and/or another peripheral device
capable of providing input data.
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15 input data processed locally at User Computer 108 may be displayed

on display device 114. This is an un-secure mode of operation, where

input data is directly processed by computer 108. [00073] Data that is

generated by the Accessed Computer 110 may be encrypted or not

encrypted based on a user's requirements and needs for secure data
ooof 5%33%,1%0@&%9%'&%8{&%%E&%@é@%@iﬁs Mnencrypipd.data

elv ccessed Computer 110 that is addressed to a program

desighROING NS GEOmAUend B8 mayhelosallypragessethbymdgeicude

Computer 108 by the program to which the data is addressed. The
physivaeacrygteictaataneeaivasitron foobssednChmmites htdiamd processed

locally by User Computer 108, may then be displayed to the user on
previfigplayEdevieth 1ey, crmirn ailen: foreRainpierosetierite e JREA PRt is

generated by Accessed omguter 110 for %\\//entug{l %2%%33@ bg/eFlfage
medife VGF A8ss SRR Comm e TOBRA Be BERE G et PathSPS and B4 to User
e dComput(‘er 108. This encrypted data is addressed to Switching System

. Consequently, when, the encrypted data is received by the network

[o00BéeriacsehbsenComputad 08rihe anerypied dafada tansmiietbalong

path P26 to Switching System 102 and switch device 104. At switch 104,
patifteeinciny/ieted datavis legeiVedrandinatitedtiitiiewitrptioritevice 106

over path P3, where the encrypted data is decrgpted. Following this

deseiéery prtnr provesEifB TRengh et Q5D SEHtcBRe SpstrPa18MsWitth 104,
where the decrypted data js routed over path P2a t@sUs&r) Igogremlpi% r 108.
Conpppey é%ﬁfé‘ﬁ%ﬂﬁﬁ?ﬂ%#ﬁéaﬁf Drocessed at Jser Computer

‘for

As g%%ﬁ%‘%@%ﬁ%é’rfb%ﬁi@‘gp‘ﬂﬁ PAVEL-RD disRiay b4 HRIBA0I AL Figs: 4fyand

ustrate operational flow diagrams of the encryption mode of operation
Us@esarding teanambodinenuehtherifventiprthestilevCoiagramsie
described in association with the secure data communication system 100

corshomitain &ig Beivbste p22 e2sreforyplioredevicerbBis ldonnected to switch
device 104 via a connector, wireless link, or other suitable

(00860 inigycésrhnitEEiNthERSTAGE SO T 1B IS SWBHHIG SRétem
Pl i&% %gg‘%a efg’it @%r” ggg\;@%@ the 8&%%@&&8&9&&%% %r%‘i%?tﬁe” he

y Integra within a single unit.

be SWitEhING Sysienp102. may.he gonpected Petween hisekGampel-108

and Input devices 116 and 118 via Universal Serial Bus (USB)

seRINRciions Asd/pRhethar sannectivity mediamantkipralodels.0F otagaimple,

input data from mouse 116 and keyboard 118 may be connected to
and P3. Alternatively, if a secure mode communication session is not required, input data
along path P1 may be switched along path P2a to User Computer 108 for local processing
(e.g., by a program running on User Computer 108).
[00070] Display information that is generated by User Computer 108 is displayed on
display device 114. The display information may be generated as a result of either

programs running on User Computer 108 or as a result of data information received by

User Computer 108 from Accessed Computer 110 over Network 112,
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20 Switching System 102 over a USE connection, as indicated by
communication path PI. Similarly, connectivity between Switching System
102 and User Computer 108 also may occur over a USE connection as
indicated by communication path P2. If the encryption device 106 is a
removable device that attaches to switch 104, it may incorporate a variety

muogﬁgﬁ'm%gé%% for esiaRlisRiNg LROMESIMLY 1R AllARNeE: GRcryption

evice 106 25exchanges data between switch 104 over communications

Acchdth E3nfaoe1b? 5481000 2hdyhiatepu2 b engeoSyeitchtng System 102
is connected between the input devices 116 and 118 and User Computer

and PO® (steprROR)icthe: Us6r Fodywagrohrapiiep shcation drogrammionwpehs
Computer 108 for providing secure data communication between the user

P3 o5t BetoClspn parerutod Shavhse Me cassElCin LRI G aETRE:
.. application 5program is launched (ste 4) at 206 the application
T SO ATLL Ty PG SORAT dovicLL 104 A e

e’swi evice an 8%ecryption device
cod Q- A9 Qe a0 AulepticatipRRiQeRSSndsseHbed further below.
The authentication process begins a secure encrypted data
pro&QEE RSO0 sessivplke e emidsal iGompLIen dd8andoApcessed
Computer 110 via Switching System 102 upon authentication of the user.
for HBOORS FAtstep 2065t € applicatidmpsoyrarmprearadi igpmsdsiseér Computer
108 determines whether Switching System 102 is connected to User
encgaittpiite roBlaFTHE Switching System 102 is connected to User
lication prodram prompis. g Lse!

Computer 108, at step 208 the appli
[0083.%. gtﬁnéﬁ%%y ltxﬁ)é\?f@én ﬁfﬂ')“i%wp%gr orm-the au cation process using

anUIRDIG-PURIBILA 0% Blching.ansiemdfz masinsbidg g splay that
prompts the 15user to initiate the authentication process. For example, in

un@dditienitadhaapplivaianRgrans (oriiserdampuier kiBhasampying the
user via display 114, the Switching System 102 may incorporate a display

prdfatpiompisgthe UseGonplaee! (lairdorafthyegb thartngeakpristdetettion
pad in communication with or incorporatedwithin the Switching System

CongpteTHS SRREPRS By SBMOVHCHHEA Gttt Helite P aeEighin

. authorized 20user based on.a scan fingerprint. This authentication

SRR TGP T e SO0, SO0t S I e e et

1118 deteqtad (5tep.2098). IL4S SAUMRALER:R3IR R2ROOR WD Ro3tRiahy
reference fingerprint that is associated with the designated user of the

copplitehing System 102 (e.g., the user authorized to use the device). If
there is a match between the scanned and reference fingerprint, the

[0@WicRirig By starndoR Gt ientiersress thempser (Ste pr200cingfyatestengi o it

is determined that the user has been successfully o
encrypted based on a user’s requirements and needs for securé data transmission over

Network 112. For example, unencrypted data received from Accessed Computer 11 0 that
is addressed to a program running on User Computer 108 may be locally processed by
User Computer 108 by the program to which the data is addressed. The unencrypted data
received from Accessed Computer 110 and processed locally by User Computer 108, may
then be displayed to the user on display device 114. Alternatively, for example,
encrypted data that is generated by Accessed Computer 110 for eventual processing by
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Page 18 of 46 authenticated (e.g., fingerprint detection), at step 212
Switching System 102 communicates with, and informs the application
program running on User Computer 108 that the user has been
authenticated. If at step 210 it is determined that the user has not been
authenticated, the application program running on User Computer 108 will

ntin i ntigati rocess
e e 0

encBR0 41 Dihekauthentication siears1nRYlesHGerngrates, ittocthe pted
Switching System 102 in addition to or as an alternative to the biometric

datnieansveé by tibecahov éiétcexBivplté;omithier tHE. SwitchingSystem 102, a
password protected and/or personal identification 10code éPN) code

transphifipd elopa Al Prfaly B iidees SjotorB2one evtkieh dspiredfion robian
running on User Com utglr% 108 receives confirmaggn b

e
104 TS (R 1 U A B A TR a Capierd v pad 3.

W icat (o} ni ad ‘ r Ission
At B v

daiy WitchingSystereviQR, ihernas shawiminddigad B alusiep2l fattlata
input received from the mouse 116 and the keyboard 118 at Switching
to Gystermid2 i9Folteditoriipeédaryption Hesliceo06:fot snidyptiomvier

switch 104 and communication paths Fl and P3. In this way, input data is
103 detihaadrarsh rosErifves @cg’%‘al’érli% without being encrypted

when a secure ¢ unication 20session.is being used, [00080 step
O S ARt Ao e g [0Sl e

Crypted da ser

opg'"g %@J&Q&Xi&%&M&JM&(&%‘&&@%@H&&U%@sé?%aﬁ(ﬁa AQ5 fqrwarding

to the Accessed Computer 110. For example, the encryption device 106

acEpaedarmabihe enerwirddatadntaaneineiopagkeaccaiding itore. 3.
network protocol recognized by the 25network interface of User Computer
Atk08 207 Aovessed-ComifigtaridBotedge, StrdrdetcantFagecthofias

wireless link, or other suitable coupling/communication means (not shown) to form
Switching System 102. This may not be necessary if the encryption device 106 and the
switch device 104 were previously integrated within a single unit. Switching System 102
may be connected between User Computer 108 and input devices 116 and 118 via
Universal Serial Bus (USB) connections and/or other connectivity media and protocols.
For example, input data from mouse 116 and keyboard 118 may be connected to
Switching System 102 over a USB connection, as indicated by communication path P1.
Similarly, connectivity between Switching System 102 and User Computer 108 also may
occur over 2 USB connection as indicated by communication path P2. If the encryption
device 106 is a removable device that attaches to switch 104, it may incorporate a variety
of connectors for establishing connectivity. Once attached, encryption device 106
exchanges data between switch 104 over communications path P3.
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address this network packet to the Access Computer 110. The network
packet is then routed by switch 104 to User Computer 108 along
communication paths P3 and P2h. Although connectivity between the
switch 104 incorporated within Switching System 102 and User Computer
108 is established by USB, other physical connectors and 5 transmission

[oou@g?mgééfwﬁ%%a&ﬁﬁggys{% GouRling:ciatarpetneathevdishing
System 102 and User Computer 108. 1000811 At step 222, the USB

116 epnnectio eSS GeMpRierl 082eteives the hehtosk patketiand, since
the network packet is not addressed to User Computer 108, the network

programket I$sgivempoith 08 sonend ititer fgcur ol UsonTumeaiey KO8Ry the
transmission over LO Network 112 to its addressed destination, e.g., the

user gy 3 rea GRS AR M AG B A RBEBE ChingtET 13 6P7H81821 At step

224, the application program miming, an Accessed Computer 110 t
PROSTHTLR (e e Backet 1 A0 eSSl FeneNEL AR DHOCELSES the

e SREHYRISEINRULABIA cARAINRHID 1he Rarketo Thg.aRlicatian;pragram
running on Accessed Computer 110 15 may be associated with the

pro&pgliatitnRdfagantimiming entdsataGomputer 1Q8swherebyihgpted
application program running on Accessed Computer 110 processes the

dateeronypladeivput Himbeeene s SRt hif S ystessseio2ompe ehil 0
application program running on User Computer 108 receives this

Viaém%aya‘a% O RS BT HD R PEE0 and acts onit, (e.g.,
[Oﬁglﬁg | %Xsstlatgﬁg [%On %%)ﬂ %90%2;35?}%%%?)%&%% Og%s%err ‘o%‘no {teegg ge%ag%ﬁnes

rypted input da ea ram at Accessed Computer 110

whelBer RS this datan e inpishdata maxdnchigas: mruserlick selgeting an

option on a displayed webpage associated with a remote web site run by
Syihe applicatioecprograse aoAgcessed, emprieiht kopHdeovebpage may
be locally accessed and displayed on display 114 associated with User
pro@ote tistetel G%: Phalimmbrot dgsier iidy lalsericomipriseticaiibommirdetesforgatry
into one or more fields of the accessed Pacge 20 of 46 webpage.

SRS En Hata HOMee BEBH Gl He R e Y BRERHTE dAta with
usdNG Wb Site. %ﬁtﬁ‘?ﬁé&ﬁ %’Efgé%%r G SlE) o 't‘%oens%‘?tge%gr‘i‘l%% 110

may constitute input data 4] At step 2 e application program

orédRRingenAecassed Gommtenlli Sprecassesdhe desyplaginput data,
Based on the input data, this application program
System 102 may incorporate a display that prompts the user to place their forefinger on a
fingerprint detection pad in communication with or incorporated within the Switching
System 102. The Switching System will then determine whether the user is an authorized
user based on a scanned fingerprint. This authentication process is illustrated in steps
209a, 209b and 209¢. Once the fingerprint is detected (step 2092}, it is compared, in step
209b, with a stored reference fingerprint that is associated with the designated user of the
Switching System 102 (e.g., the user authorized to use the device). If there is a match
between the scanned and reference fingerprint, the Switching System 102 authenticates
the user (step 209¢). If at step 210 it is determined that the user has been successfully
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generates response data for use by the application program running on
User Computer 108. For example, if the encrypted input data comprises a
mouse click on a particular feature or option of the weibpage associated
with the web site running on Accessed Computer 110, the application
program at Accessed Computer 110 processes the mouse 10click by
aninfOEEINE UG ge aniies Asrpaatagwihheydeal siselected option.
Thus, the application program at Accessed Computer 110 responds to the
comriRRiEAatRRY-RIGERSS g bt generating giaphicendssoclatamwitithe
input data. This response data (e.g., graphical data) is encrypted and
that transmitiesboverinetinaek. 11 2t eSRfthingSysispd tobtigiasthaahativork
interface of User Computer 108) for eventual display 6processiLn% % 15 the
been apfatEHAR RS GRRHF I RFEGT DLEIE ShptiterSTHETHE EReRypred”
response data is received by the network interface 108
o DR R S S R g S e S o
102, GOMRMILE +P8fhsRehyars interface passes the data to the USB port of
User Compiter 108 and on to Switching System 102, as indicated by

[00060 ML GatieR paths ftanPdapne R2n20{0008 Bl Avstdng 38stswitth
104, which is incorporated within Switching System 102, routes the

in adstibrypten responsEidat thednemgitio merayisscTosd Aofre ENCTYHIRR

__device 106, the encr){ ted response data js decry te%a?ndd sent back to

withigyihers Yoo satHss ) | GnARrTAY BIHEE HHaY @Er%%?% rE§Ponse tata to
the USB connection.of User, Computer 108 along path P2 or, where the

COd%é&“yb?%%‘f o8 Sﬁ%aglggtgl i B?géé(P;Sed by the application Page 21 of 46

[oodj_@g "8M H:@%lé})géaﬁoyjﬁ{ggﬁi RRIEE 108 The Application-psrgsam then

isplays the rypted response data on display device 114
confGOmMIBABIcRlRN PRy RE). IOMSE: The varteds stbpstithisiratetbi? the
embodiments of Figs. 4A and 4B illustrate that during the encrypted mode
the efdjveriatipmayen evatothinget dearustépicisAvte dATErEHEHR Feceived by
User Computer 108. This is illustrated by communication baths PI, P3,
SwinpinerhissatEording to the embodiments shown in Fins. 3, 4a and 4b,

his encrypted data ;s not locally. sed by D8yitiis
Lt e e R

FigdAzEﬁ%mg Gompuiast 10 fasarecassingudt AceessrdSeraputes 410, the

ata Is decrypted and processed as shown by 10communication paths P4

swaBs RS Rreelpracessettortspansetdatéeiscgehefatesryrhich s enteppted

and transmitted back through User Computer 108 to Switching System
104 621 OniyafietiderripFormnyPSwitching Sy SRS EHRFIEsHOfse data

sent to User Computer 108 for display to the user. This ensures that the
rearbdpbHeE HAIPTEsth W@?ﬁ“éﬂeﬁiﬁﬁ%%ﬁ%tﬁi{e B FrorrWMel The user is

expecting data. The User Computer 108 may only process the response
e ANt %91%? 3%%0 display the results of the processing caned

[00080] At step 220, the Switching System 102 sends the encrypted data to User
Computer 108 via a Universal Serial Bus (USB) connector for forwarding to the
Accessed Computer 110. For example, the encryption device 106 may format the
encrypted data into a network packet according to a network protocol recognized by the |
network interface of User Computer 108 and Accessed Computer 110 (e.g., Ethernet) and
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out at another computer, e.g., Accessed Computers 110 . This provides a
secure bidirectional link, where processing is carried out at a secure site in
direct response to securely transmitted input data. 1009871 The
application program miming on User Computer 108 may be downloaded
to User Computer 108 from Accessed Computer 110 or be stored in and
executed on User Compute or. ice within Syitching
i R S e e Sooaton prapiary et

routeRTRIER S¥ER G Ihe AyHhentizations estingdesally eanyser@domputer

108. Alternatively, for example, the authentication routine executed by the
Althaépplicatieni{itpgeamemay hetactes sedfromel cetisset Bhmp st l0?

rather than 25locally from User Computer 108. In accordance with another
and Bsaboeimiant | ffdspagelistzdruESBpplicanbrsisro §parican iy on User

Computer 108 may be accessed.and run entirely from the encryption
tranggics R@@%@%@i‘%@iag}%“ﬁ*‘f%@ﬁ% Pé%r%w %ﬁ%“r 6§P§“&9ﬁ¥% the
S Sterfgg(&&sagg ‘EJ];L%@Q}I& eriﬁ%tion programs running on User Computer 108
y Eecomln'g active on the secure mode of 5operation according to an

rooRMbedimen-ofpresa iventionaihese sligets ave fesotbadnstivthe aid
of the embodiment illustrated in Fig. 3. During the secure mode operation

pacief systemciie ntheoapplitationqprdgrasseduniisg Oonigser CEniputet08
initially facilitates the authentication process prior to encrypted input data

packssingitearistigtediverk inmdesd T SopnsT 190 BUErNBHRCIT2.

Followin% authentication, the secur%)moi
ppi

. [ e 10application program running
NetSRF Lt BB TR T v SRR (Rt S AR by

win associated with this application program being shown as the
Accgsc ?(\%;H\yfv?r?&g\fv?qﬁ display device 114. Subsequently, the window

roo@esO&ialed withitbis,ARRlicAtRRRROBRIN MAYAQL Y OekPecrinttogus”,
(e.g.,shown as the active window),
which the network packet is addressed receives, and processes the encrypted input data
contained in the packet. The application program running on Accessed Computer 110
may be associated with the application program running on User Computer 108, whereby
the application program running on Accessed Computer 110 processes the encrypted
input data received from Switching System 102, and the application program running on
User Computer 108 receives this processed data from Accessed Computer 110 and acts
on it, (e.g., displays it).
[00083] Once Accessed Compuier 110 receives the encrypted input data, the application
program at Accessed Computer 110 decrypts this data. The input data may include a
mouse click selecting an option on a displayed webpage associated with a remote web site
run by the application program at Accessed Computer 110. The webpage may be locally

accessed and displayed on display 114 associated with User Computer 108. The input

data may also comprise keyboard data for entry into one or more fields of the accessed
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based on whether the user at User Computer 108 has decided to work
with a different 15application program that is running on User Computer
108. Fig. 5 is a flow diagram showing one way in which the data
communication system of the invention may operate when the secure
mode application program running on User Computer 108 stops being the
weo B/ RRRIGRNIER. GaramAle P IVR SeeUieMRdR ARRIEATN e
program has beén  launched and the user authenticated, the user may
webSWvitehaip Nverkyitbeanothefanplicatias2 Capipgtam unniRgrondisabut
Computer 108. [000891 At step 300, the secure mode application program
datarunning on User Computer 108 receives an indication that window focus
has been lost. For example, the secure mode application program may
[004@Peitb siehotifiche éﬁpf}ﬁﬂg?ﬂﬂ%oéﬁéféﬁﬁﬁ%e‘}ﬁca%s@s%?r@&ﬁfddfér 108
indicating that the application has lost window focus. Then, at step 310,
St e it e R R R e

eenSRRGSANNMICALIAY Eé@gg w3 PiAG.doPehing Rysiem A2 that.secure

mode has been exited. Consequently, at step 320, Switching System 102
10galfewexinpit, dadi: tendroprdnpit devieasplit€ anebilstd okftow tanatugh

communication path P2a to User Computer 108 unencrypted.  [000901
featirig oBostiarfloithd ieigirease shrowiteg vité hay th siliivhnhe oateccessed

communication 5 system of the invention may operate when the secure

Compgire Hpthe-ARHBHOG RIAS Ry B T AEEeA 0SB Eomp B FoBthE Frouse

. example ft(g—:-rt e secure mode applicati rogram has been launched
o B R B B e,

the APPHCALOD BEOIAMAURNING OB HIRe Q%feuﬁag #08. causing the secure
more application program to lose window focus and continue running in

- proheshackgiopadrahgealites iheclieusamahisen@amprierpd mayta
resume the secure mode application program by choosing
(e.g., graphical data) is encrypted and transmitted over network 112 to Switching System
102 (via the network interface of User Computer 108) for eventual display processing by
the application program runm’ngv on User Computers 108. The encrypted response data is
received by the network interface of User Computer 108 and since the data is addressed
to Switching System 102, and not User Computer 108, the network interface passes the
data to the USB port of User Computer 108 and on to Switching System 102, as indicated
by communication paths P5, P4, and P2b.
[00085] At step 228, switch 104, which is incorporated within Switching System 102,
routes the encrypted response data to encryption device 106, At the encryption device
106, the encrypted response data is decrypted and sent back to switch 104 (path P3).

Switch 104 routes the decrypted response data to the USB connection of User Computer

108 along path P2 or, where the decrypted response data is processed by the application
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to work with it again and causing it to become the active application
program. [00091] At step 330, the secure mode application program
running on User Computer 108 receives an indication that window focus
has been gained. For example, the secure  mode application program
may receive a notification from the operating system at User 15Computer
pre0& indicatingnthat- thenapplicationhas,gainesd windew fegusThemeat step
340, the secure mode application program running on User Computer 108
d&ends anpoicatiandaibntching Sysiemniithatrseeimmode has been
entered. Consequently, at step 380, Switching System 102 routes input
[08884]frorm Vapue devicdsstiedndt t8vodimearcrypromdaneéB dastorc
encryption and then sends the encrypted input data up through
obdgiEBnTEHER bR P2 e tHE USEFE B ipRiter it fEF RS on to

Accessed Computer 110 o mmunication paths P4 and P4 n(;tl,
el ‘ er . S ] 1,
bﬁlégt \1/“\, Sﬁgfid]% ?g%ro (ﬂjﬂ%\g ¥8§ C&n% 181 s% te%%é)y é;ommumcamon a?[ls

nother way in which't ata communication

pSystemrofthe dnvention.may.opeiate wWhen the.secue mode application:
program is resumed at User Computer 108 is shown in the few diagram of
dkigs Aoilbestepscak &Hoy Ubavingihersamelrefetenaetaisnbers as steps of
Fig. 6 are performed in the same manner as described above in Page 24
cofit@nizonrrastionrivite Fgos: tPFFi7, aftefthessdduraniisaéeldpplication
program receives the indication that it has gained window focus (step 330)
PHRFGSHBRfES SSRGS SHEtEm! 105 RHE Sl aY RES BEh e Hered”
step 340), processin y-continue with step 360 where, before entering
Cée(:ul%lt]alcr%t(?ﬂ5 & ,aé\s/v?tgcﬁ%?gy%?ec r ioéﬁsﬁ%élr%s Pgl ?%a%aallsn"g%étﬁéer%gﬁgnt e

S8 dnal BNERRMSENANDEEASBreviorsly deserinedhin.capnestion with
steps 209a, 209b, and 209c,, of Fist. 4A. At step 370, Switching System
307 afletesmipeswhsthenihe s1senhas beenrayidienticates: 16 this:
determination is negative, processing returns to step 360 where the user
(eagai d¥kiddormthetticate Hibrselfiherduiflif thisodetdatiliatiorimign an

positive, then processing continues with step 380, as described above in
Wﬁ%ﬁ SQHTRE from which the user is expecting data. The User Computer 108 may

only process the response data so far as to display the results of the processng carried
out at another computer, e.g., Accessed Computers 110 . This provides a secure bi-
directional link, where processing is carried out at a securs site in direct response to
securely transmitted input data.

[00087] The application program running on User Computer 108 may be downloaded to
User Computer 108 from Accessed Computer 110 or be stored in and executed on User
Computer 108 from a storage device within Switching System 102. Once downloaded,
the application program may, for example, execute the authentication routine locally on
User Computer 108. Alternatively, for example, the authentication routine executed by
the application program may be accessed from Accessed Computer 110, rather than
locally from User Computer 108. In accordance with another embodiment, the
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10Fig. 6. [00093] Fig. 8 shows a flow diagram illustrating another way in
which the data communication system of the invention may operate when
the secure mode application program is resumed at User Computer 108.
The steps of Fig. Shaving the same reference numbers as steps of Figs. 6
and? are performed in the same manner as described above in
appl%c%ﬁ%%&%ﬁﬂﬁﬁé%ﬁ%%&%ﬂ& E@Er&lﬁ&@fe&@%&?ﬁiﬂ' ﬁlﬁr&ﬁfbly
application program receives the indication that it has gained window
frorf AR (BIERBER) @NAMotifies Switching System 102 that secure mode has
been entered (step 340), processing may continue with step 350 where,
[00488foFeze AtibrimghseaerBom dtherSwitepies SipstEnst 0DHEEhRRIEC HiBther
a predetermined time interval has elapsed. This time inter\é%li n%ay be set

PrOZRHEYIHRS OF 25 AP ST CURRS SrEY ey e T758F TR

determination is negative, then processing may cantinug-with,step 380. If
P efﬁ?lgn ectceo%ardﬁ?' a(fi%lhellg%)f)ﬁsﬁﬁ?e? ?ﬁéenp g\?\ﬁ%cﬁﬁ% é)r/létem 102 atteampts to

desGRINARAS BicaE ARG HSERRHAN I S RISHIG S Chy@ mOde sas-dessribed
above in connection with steps 360 and 370 of Fig. 7. [00094] Fig. 9 is a

opelaek diggram itiustsatipidctheroompon enisief @ Swetchimgu@ysiehmitially
according to an embodiment of the present invention. Switching System
faciliee imprisesation geegBOTiR6 (IeRERSe iR HTTRICISOBIIX L
offered by Freescaie Semicondu}ctor Inc.), m mo,ré/ device 404 (e. 1
AP SRR HRMER ™ drs i) 0B @GS B6i5 5t BB HdHIaY), a
fingerprintt scanner 408 (e g~ the FingerChip- 17G: ered by
AR Bntd %mé“%%o?fglr% ool é%u%iné%?el%%%ﬁ?‘\’}sa@éggggﬁgf%d‘r%y VLS

md%gle&iﬁvﬁ&v}ﬁd&%&%@cﬁme@ﬂ@%ﬁﬁ%ﬂ%mﬁﬂqﬂé&&e&@w@&% demicecthld
(e.g.) the CYC67200 offered by Cypress Semiconductor Corp.). As

wisliseyssedpiavtheidalow, st preatssbe 402performigdhefiingtions of the
switching system mentioned above (e.g., switching, encryption, and

applBengptioveyivase orrEoYen g Sor &S IARARS P tletite W04 WS
discussed further below. Processor 402 also c%ordinqtes #m a_é:tivities of

batRboBHarehipbHRR BT SRIRHIFG 10785 SEaIfA 5™ A et 81 ProGTam
referred to as the.Switchi g ]ysien ontrolPregram oS GRals0

apé%erlelanlﬁrlqﬁrearmn(ﬁi?l er\‘}%lén 04, controls the act'ivitli%és of Process%r 402, as

sndeseribed fuitheribelow: H0QQek ReacesseiAQE iRcluaseh efFogavice
module composite that is configured to enable Processor 402 to function

wias ehdSine evieeapaialile of @pluralitingfodiStiact ithynctioNé|ties. eagh
such functionality may be of a standard USE device class. For

the active application. For example, after the secure mode application program has been

launched and the user authenticated, the user may switch to work with another application

program running on User Computer 108.

[00089] At step 300, the secure mode application program running on User Computer
108 receives an indication that window focus has been lost. For example, the secure
mode application program may receive a notification from the operating system at User
Computer 108 indicating that the application has lost window focus. Then, at step 310,

the secure mode application program running on User Computer 108 sends an indication
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example, as described further below, once Processor 402 is co iected to
the USE host, this USE device module enables Processor 402 to be
recognized (e.g., by the USE host) as and to function as a USD
mass-storage device and a USD communication device (e.g., an Ethernet
Emulation device). 20[000961 Display 406 provides the user of the
switching sys with a display.for,receiving various prompts. F
5 RIS Ry JOH Dol TSP SPAC I o kR 2 on the
swill RIS SPHDE $680ASEADBL A o RiasaHRrelings 98 seanadoy The
display 406 may also provide the user with status information relating to
throtRE @staklishmentof@cenesivmpetvessiteatand the User Computer
(e "Connection Failure Detected"). [00097] Memory device 404 provides
[0009M nTaryssterfige doetire Switclsipey Systory 400 hassnentioneezisove,
memory device 404 stores programming to be executed by Processor
systam »f RREIFISTORF HeRATE Z08 HRR AetbTe e ArBl AR R ta, various
encryption/decryption program data,. data buffering, control program data,
S e e R

nas fiDgerRrinkdetactionpad:angdiscanneribatgensiaies Jata aasasiated with

a user's fingerprint (e.g.) as stored in memory device 404). During
appRtHienticgtienuthescanneddingerpririsnaysbe cenparesadtippiication
authentic copy of the user's fmgemrint. Authentication may be considered
progem pidtecwinsiewhiecas the nticticopyramrdssedhn et lsopynef Thereafirsthe
fingerprint are identical or in correlation. 10[000991 Audio

usepH oM Heraeddel A T AT BYOVRAS TS TSAT ThRHBHVR P HEriDY re1arste
options. For example,. voi ata received from one of the external

T V‘éor%r"f‘f—:‘lc O T gg%}l%%gd?g%tlzeec nélen%‘eear?egg%g#]gi/& evice 410 as a voice

[0088iR R‘&te}JH@OYQ&Q%g@@r@:ﬁB@é’aE&%&%% ihMEnenAQh aed transmitted
over a communication network to another computer device. It may also be

100icestlys tangmitied tathe demoaiad orates felomingptheentodingecurs
15process at device 410, The encoder/decoder 410 may also be utilized

mofisraprdicessint storatafagysiva a4t brrddwnivaring aiEis flbste.g.,
MP3 music files) for pIaybac}lg%OOOlOO],Exter.nal caonnectors 412 may

Cog@mﬁri}é@ @@@%@é&%eaa?ﬁ Bﬁ&ﬁ@ gﬂﬁfﬁ TQEQ?W focus. Then, af step

340, the secure mode application program running on User Computer 108 sends an
indication to Switching System 102 that secure mode has been entered. Consequently, at
step 380, Switching System 102 routes input data from input devices 116 and 118 to
encryption device 106 for encryption and then sends the encrypted input data up through
communication path P2b to the User Computer 108 for transmission to Accessed
Computer 110 over communication paths P4 and P4 and Network 112.

[00092] Another way in which the data communication system of the invention may
operate when the secure mode application program is resumed at User Computer 108 1s
shown in the flow diagram of Fig. 7. The steps of Fig. 7 having the same reference
numbers as steps of Fig. 6 are performed in the same manner as described above in
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and/or an audio output (e.g., headphone socket). For example, decoded
audio music files stored in memory 404 may be output to a headphone
jack. 2010001011 USB controller device 414 operates as a USB hub
connecting Processor 402 and one or more input generating devices (e.g.,
mouse and, keyboard, ) to User Computer 108 (Fig. 1). Detail of controller
device 414 is nin Fig. 10 [0001021. Controller device 414 comprises
R A S A SR SRRt e

indicHdn &S8R4 HIBRAUTH3Z2 Wit catesRadiAg %cﬂﬁg's%&%{‘ﬁﬂ’al
Purpose I/0 (GPIO) interface 436, and a processor 438. USE port 430

that Rage Badeh4dboproviges canreclvitbetiveenthasont eller s end User
Computer 108. Similarly, USB port 432 connects input devices 116 and

whert18:{engenimouseardkeybdaitd)ing thesicontte|kicdeyiteaddis apthsoeesor
402 communicates with controller device 414 via GPIO interface 436.

the Ysto ce B R0P BHIFFLRT A8 R TEBe AsS Bt s erisa r aRt st RO AT 61
data, hand lication data) tq.and from controller, 414 via GPIO interface
209b4 §g% fg)gﬁ f@)ﬁgslé%%é%} r?gep y S(‘)fgsr}]ﬁ%%bn%% Stem ? J)E dé%erm?{llles. WE t%:ll I%he

e further explained by referring

userRACK 4 EigSfbuibrongh &iabove-and glabaratingea:the flow-dingrams
therein in the context of Switching System 400. Referring to Fig. 4A, at

360 Steg202 utbeiSwitahingdSy sitinik cennestdthiadh eIt aarESompsitimand
input devices. Once connected, User Computer 108 (which includes 10 a
positBBthmstreyestors futirigce rtotiment) re dognes SWAtEALRSYoRWIt00
~as a USB hub to which a composite USB device (comprising a USB
Flg‘rﬁass-storage device function and a USD Ethernet emulation device

ion, mentioned above) i ttq}che .UsegCo ! r 108 also
00 R R e o

contfiS R OReR BWitehintRistem 400 is-connerteththe.syitehing:System
Control Progam (SSCP) is initiated at processor 402. [0001041 In

progégitiofsanee SwitchingrSiysterh 400 iscpoofEgteéhatmdtipedogicatrence
communication channels are established, e.g., one or more USB pipes
nugptrespoemingigseachdU SR pRelitacd At svpesarofSwitisiig Spsteh

400, logical communication paths o
connection with those figures. In Fig. &, after the secure mode application program

receives the indication that it has gained window focus (step 330) and notifies Switching
System 102 that secure mode has been entered (step 340), processing may continue with
step 350.where, before entering secure mode, Switching System 102 determines whether
a predetermined time interval has elapsed. This time interval may be set at the time of
manufacture or configured by the user. If this determination is negative, then processing
may continue with step 380. If this determination is positive, then Switching System 102
attempts to again authenticate the user prior to entering secure mode, as described above
in connection with steps 360 and 370 of Fig. 7.

[00094] Fig. 9 is a block diagram illustrating the components of a Switching System
according to an embodiment of the present invention. Switching System 400 comprises a
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P2a and P2b, mentioned above, correspond to all channels associated
with Human 20Interface Device (rlID) class devices (e.g., input devices
116 and 118) and to the channels associated with the Ethernet emulation
device function, respectively. [000105] When first connected, the
Switching System 400 operates in un-secure mode. In this mode,

prIQEESEOr 43801 theddsRcontraller %@%%&%E%l@@nﬁf%&&%tﬁg a it

receives from 1/O port 432 (e.g., input data received from input devices
mdiléand 1 connestedioO per 43240, SIEAR) which.sends this data
through 1/0 port 430 to the USB host system at User Computer 108.
di§0R01 06t gAtstep2Qdr tHE secutie Mogde GpplicAtion PrR) rdfardo dye mel),
executed on User Computer 108 is launched. As mentioned above, this
angHAlRcEROR protheRT My Delstoret8aR tierpdmBRSHavieeon G ofxiemal
Switchin%zs stem 400. As such, the %ﬁ@lication ﬁéo ram would be

db
COB'PS%%WI% { na E,l H);}%hcénﬁfglgfléifél eé‘ﬁ gp%ﬁ 4 %ﬁffgrﬁhgépypress
sEGRMRNISEAAR) fo lneWariasan pxeriable fIe Sipregin e 0aR mass

storage device. The user at User Compu‘te?%@ may then launch the

fuapRlication Progran Jha-canvantionalonasnerassasiated With the.
operating system of User Computer 108 (e.g., double-clicking on an

detOipteny bpresentingrthenfile corré sponding dovibedapplicationpeodisana)
[ODOM] At step 206, the secure mode application program running, on
bRE J5RICEomipLis detetinie shwpathEpTReISWwitehimgsysteapiswitching
connected. This may be accomplished by the secure mode application
; i praten 5

d
SIGgram maRING 2 GEEr) AL B ThE BT Lentatr they SRRCHINT SySEH £b2
s{88- Bova iR convelielinge potaled wItID:dhe d syiahing device
104 (Fig. 35. The application program Is in communication with
asystems11Q(Figw3) during the connection and authentication processes
associated with switching system 102 (Fig. 3). 10001081 After the secure
[9n58e Bpplicatiott pragtam fhitgienthéld semfZemphier poanttsdhe
user to authenticate themselves using the Switching System (step 208),
cihedUSHiRehitg Systehvatienipls fsaethentitateathiergberdccoiding to
steps 209a, 209-b, and =~ . ‘ ,
functionalities.” Each such functionality may be of a standard USB device class. For
example, as described further below, once Processor 402 is connected to the USB host,
this USB device module enables Processor 402 to be recognized (e.g., by the USB host)
as and to function as a USB mass-storage device and a USB communication device (e.g.,

an Ethernet Emulation device).

[00096] Display 406 provides the user of the switching system with a display for
receiving various prompts. For example, display 406 may prompt the user to place their
forefinger on the finger print scanner 408 (e.g., “Place Forefinger on Scan Pad”). The
display 406 may also provide the user with status information relating to the
establishment of a connection between itself and the User Computer (e.g., “Connection
Failure Detected™).
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2093. This may be accomplished by the Switching System Control
Program launching an authentication program stored in memory device
404 to cause processor 402 to perform the steps of 209a, 209b, and 209c
in the manner described previously with processor 402 using display 406
to prompt the user and using fingerprint scanner 408 to obtain
0 @RGSR A AR 0 DS RLo000A00%, A SIER 22, 6 Shisiing
ystem informs the secure mode dpplication program running on the User
As omRteRLthat theuseshas heanrdthenticated: (s saybeoy
accomplished by the Switching System Control Program sending an
ProtRlieation osthesseyrémeddapplicationgured BmaunnidgioNddser
Computer 108. [000110] At step 214, the secure mode application running
enceypiibe dgemption TP EtER ity SSEPIHENBE VB M OEREBR ifhtra el OPRisiHiay
be accomplished by the secure mode application running on éJser
00B S8 RETPIS CEHAT ) S AN td RS S CHRG P CareB

em control

tha ﬁfﬁ%t%é@ NELsed a%:éi SN B2 10904443 Unan receiying this fequest to

ltiate secure mode, the Switching System T0Control Program sends an
aodnstrdctioneaeRle, interdacr A8GithedS B-contraHaameessaE438
commanding it to go into secure mode. USB controller processor 438 then
copnsiithetss skid 33 tanst ojpurvuting: date o Schs 4B fe dpchipiste atidothoute
data from USD port 432 to processor 402 via the GPIO interface 436. This
authsutingpeh arbeI8&E COMPISHE B WtRBDEEEHENY i THET 5B WHRKIOF the

input deyices connected tg PO port 432, Consequently, to tf host
e R GRS CARBNB: KB U S el Bniates 116

ices (e.g., mouse 116

opfﬁ}g. kﬁe/&% L18)anpeal.ia;ha seanectediand fully operational eyen

ough, for the duration. of secure mode, data from them will be prevented

be omAowWingrepsireanadadhe b oy 3l dest-gyisteme RA1dZ] Hdesitaged

USB controller processor 438 may be configured so that it will
in 2QrREEgNIze thrensoitmiand: tocgorintosgounetwiokl e enbibiérthenporimand is
received over a particular communication path, e.g., GPIO interface 436.

deTiags i6 melvalrtdgciaein theamitipticiscynrie incatipp Slleratgiee eoitfiand
to enter secure mode is rec 've@ fr rocessor 4.%2 .S opposed to a
pr?(‘iﬁﬁétﬂ%ﬁfaﬁoregﬁiﬁﬁc%%ﬁﬁ ¥ g%%@é%%ﬁgﬁ?e[% i“‘?zﬁ”ﬁg ShtiNg now to
szl @2, BLAlSH £ R HalR s [eeaed Y M%&bﬁi&ﬁ%ﬁéﬂ%@@
routed fo the encryption device for encryption. In the context of Switching
1056®8] 3: A0 conmectors 412 may comprise USB sockets, 2 microphone input jack,
and/or an audio output (e.g., headphone socket). For example, decoded audio music files
stored in memory 404 may be output to a headphone jack.
[000101] USB controller device 414 operates as a USB hub connecting Processor 402

and one or more input generating devices (e.g., mouse and, keyboard, ) to User Computer

108 (Fig. 1). Detail of controlier device 414 is shown in Fig. 10

- [000162] Controller device 414 comprises a first USB port 430 with a corresponding

Serial Interface Engine (SIE) 431, a second USB port 432 with a corresponding SIE 433,
a General Purpose /O (GPIO) interface 436, and a processor 438. USB port 430
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System 400, during secure mode, data from input devices 116 and 118 is
received through 1/O port 432 by SIE 433 and routed over GPM 436 to
processor 402. The Switching System Control Program running on
processor 402 then executes an encryption program from memory device
404 to encrypt the data. 5[000114] At step 220, the Switching System

formats the encrypted data as a network packet and ds.it to the User
ProViSes HSRHSE VIR (PSSR EBE %]f@ikﬁfgtf %@n@g émoiﬂ%ﬂ ?ﬁ?gs.glg)g,lﬂ%le Witching
usEREENY Gonliel ragiamieeive e eociplerddata ramie gncryption

rogram and Instructs the USB Ethernet emulation device class function

contiOusend the enasypiashdasa dontheniR.addressaf-biccessrd 4orp@eIol 10.
Allocation of the IF 10address to which the encrypted data is sent is

inter€aE 156 . OPHb Byt dhet Dy naimien #4ast Cotines HRedas ol DHEGR cantthbdpéanote
Accessed System 110 (Fig. 3). The USB Ethernet emulation device class
and fplatiginTfornais akionceyprabcaats wecorting titFe Ethernet protocol and

I his Eth k USB d.sends this.US
o0 AL BT The G FPUB b AR o T A5 host

thro%%[?fé?o% s eeﬁéb%%?&%%% 1084200115 Al St 28nihe JpeiwRtin,

p is sent to the sécure mode application program running on the

systscassadoompiter: lnthe sanextel thaembodiment isvpbsieg Switching
System 400, the USB host system of User Computer 108, upon receiving

Usetheomthetnat pasketpassedniteontodttednEoworkimaefd68 ofiibapdsviputer
108 for 20 transmission over Network 112 to Accessed Computer 110.

a USBOOS seSeAviaticenbetimmb itpmpr s R EaEI  SYTRE £heradt Patket
(step 224), it decrypts and processes_the encrypted input data contained
to W%Mﬁ%@@éﬁ%}éﬁ)épgﬁ’?é% ?{g%r’lsé%a - g% ass-s%ra e rclinge é%%lctlon an& a

rypts the response, and transmits the

UsEIGNRISd TG RRANSE R AR AVIGD IR RYRIEN AR 428).Lage 31 Of 46

Computer 108 also recognizes input devices 116 and 118 as USB input devices attached
to this hub. Once Switdhing System 400 is connected, the Switching System Control
Program (SSCP) is initiated at processor 402.

[000104] In addition, once Switching System 400 is connected, multiple logical
communicatioln channels are established, e.g., one or more USB pipes corresponding to
each USR device. In the context of Switching System 400, logical communication paths
P22 and P2b, mentioned above, correspond to all channels associated with Human
Interface Device (HID) class devices (e.g., input devices 116 and 118) and to the channels
associated with the Ethernet emulation device function, respectively.

[006105] When first conmected, the Switching System 400 operates in un-secure mode.
In this mode, processor 438 of the USB controller instructs SIE 433 to route data it

receives from I/O port 432 (e.g., input data received from input devices 116 and 118
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[0001171 At step 228, this encrypted response is received and decrypted
by the Switching System and sent to the application program running on
the User Computer for action. In the context of the embodiment of the
invention involving Switching System 400, an Ethernet packet containing
the encrypted response from Accessed Computer 110 5 arrives at the
comﬁg%wﬂr&vatg&f@&ﬁﬁk ‘éﬁﬁﬁa@%ﬂﬁﬂ%&@ﬁm%ﬁ%&%&k?ﬁ%&%@@%%'S
addressed to the USB Ethernet emulation device class function of
UsBHiehnemSystemcauthel Bthernet packet is passed to the USE host
system of User Computer 108, which wraps this Ethernet packet in a USE
[00Qskeh fortrzids fortcoventhécdBEcaFis luSEpacke tisqeeeivedsat SIE 431
and routed to the USE Ethernet emulation device class function 10
Corpising bl jsroekss gk A28 P1dte it ce BRI PEEES S5 A9 310158

. USB Ethernet emulation device class function extracts the.encrypted
i B G A LTe oA G0 PRl AT i SETELS g e
wonY e GaRiral Pr %W@&Qﬁ%@ﬁé‘&%&&%ﬁ%@}%fﬁf%@%&ﬁ@

memory device 404 to decrypt the response. The Switching System
108 ntolRregramhenisendssthisideary pissl respanse-drtacto the sesure
mode application program running on User Computer 108,
Us€ Gmmpuricdonap étweéemthéSwithingrSystem Gentvoy Riogramaand the
secure mode application program running on User Computer 108 is over
asspPBEedTHE %cﬁli’?éaﬁﬂi’é&@%bﬂ%gﬁﬁr?ﬁ%&?ﬁrﬁ%fﬁfﬁn JORISE S Piptiter
108 sees.the S\@\z}itchin\% Sﬁtem as a USE Ethernet device and
i2a !

icop SRR TRIESHES WO (e PBYEH FE T Hace. 20[000118] As

[00BRMIONELAERY GaFiQSr 2ol Qsﬁ&aa@pgr gifegts.of differeny.
applications running on User Computer 108 becoming active CM the

CosgRieIRnate of wRaiation Seeanrdingytieansesthedimentiohiheyeresent
invention. As mentioned previously, Fig. 5 is a flow diagram showing one

acoyawplishedhig Hthe alat ancdnapplinitati oro systemiaf g haiagentiothmaysoperate
when the secure mode application program running on User Computer

of fryd et p ST thE Attive A pBi it NG RENEFHG W R SV ihi decure

r.rg%de0 Iga e ?g %{..463 a%li%atipnaggo ram rrryljgr_]gri}ncfi\) r<l:>nLUsce iCom er 108
SHSCENES A inéi éﬁ'or?'tha? ndow focus Ras been F&lsﬂs?e%n% . Then,at

' reSlEP 3101 sacUe made;anplicalion RIOGRATKEUANIAG: 00 MSSsociated

Computer 108 sends an indication to Switching System 102 that secure
wifhedednas bpemmexiqdid the context of the embodiment of the invention

[O:)r(])\{gls\;lr;gfter the secure mode application program running on the User Computer
prompts the user to authenticate themselves using the Switching System (step 208), the
Switching System attempts to authenticate the user according to steps 209a, 209b, and
209c. This may be accomplished by the Switching System Control Program launching an
authentication program stored in memory device 404 to cause processor 402 to perform
the steps of 209a, 209b, and 209¢ in the manner described previously with processor 402
using display 406 to prompt the user and using fingerprint scanner 408 to obtain

fingerprint data from the user.
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5 Switching System 102, this may be accomplished by the secure mode
application program sending an indication to tide Switching System
Control Program that secure mode has been exited. This may be
achieved via LISB's endpoint communication channel, where Switching
System 102 (i.e., endpoint device) is identified as an Ethernet device by
Iver interfac gmgyter 8 (i.e., USB host device)
[00%@06[9%%&%%%‘%&S{%é{gg%ﬁﬁge% 5’a*&\/';eitc |R§I§]§g%esrgﬁ%ﬁ5ﬂv3§iﬁ %%%%3 to from
prothRednput deserste-flovthrerah:cenmmunication path f2a to the H%%e
Computer unencrypted. In the context of Switching System 400, sends an
accimstisptiohyvie GRIGIRByiace A36rto RhetdS R-conirall eliprocasser-438
commanding it to enter umsecure mode. USB controller processor 432
SeCHHeT (AR RIS BIBP A3 B FoutecatE seTSoaives fiéfm 1/0 port 432 to STE
"Oéf 431 which sends Ehis data through 1/0O port 430 to the USB host system
008 105t EshmtEl THRTDBO T2 81 A HAB ATBHRTCRIEIBERIF RS is a flow
' A ' e way. i ich the data communication system of the
ey e R R B0 prograT

apriREHAEd Al S8 TSP MRUEE108 RefertinginEigd.O:afle %%1%9 LSS

mode application program running on User Computer 108 receives$ an
Comdicatigruthatewirioivefottis A1as been gained (step 330), it sends an

indication to the Switching System that secure mode has been entered
[008die) 30y meTHEIEERtEsESH tHeERMbodietofthie iBverition Saveiving

Switching System 400, this latter step may be accomplished by the secure
O RH A CRTOI B BT S tTg QAP IERCa fon Eo the SaieERitEFSystem

nicol Jthat seeure mode has  entered. Page 33 0346
proé%%cg%%‘%c T e%%;%ggf slr,ltz%%éék the Swi cﬁlhg@s eqr‘ﬁ ﬁoﬂ é%C%Spoﬁt%gfgeﬁom

msthednputdevices R ihe-enervptinndevice fac encryption ang theasends
the encrypted input data up through communication path P2b to the User
43 Computerfeillrainsmissiinitothe-A66e 380 outing change is accomplished
without changing the USB status of the input devices connected to /O port 432.
Consequently, to the USB host system at User Computer 108, the USB input devices
(e.g., mouse 116 and keyboard 118) appear to be connected and fully operational even
though, for the duration of secure mode, data from them will be prevented from flowing
upstream to the USB host system.
[000112] If desired, USB controller processor 438 may be configured so that it will
recognize the command to go into secure mode only if the command is received over a
particular communication path, e.g., GPIO interface 436. This is advantageous in that it
increases the likelihood that the command to enter secure mode is received from
processor 402 as opposed to a rogue program residing on the User Computer.
[000113] Referring now to Fig. 4B, at step 216, input data is received by the Switching
System and routed to the encryption device for encryption. In the context of Switching
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Computer. In the context of Switching System 400, this may be
accomplished by the 5Switching System Control Program sending an
instruction via GPIO interface 436 to the USE controller processor 438
commanding it to go into secure mode, USE controller processor 438 then
instructs SM 433 to stop routing data to SIB 431 and instead to route data

from USE port 432 to processor. 402 yia the GPIQ interface. 436, Input
Syt B SRR e 16 AR P8 R TN 5 R oy
SY trol Brogr RGP Q0% (OrH\CERRSAHA,
1o p@%?’n%?é%qigl{?%na?ﬁegb ]sij%a%geg%ﬁ?rﬁ)her 220%?23?%%03 alabove. [001221gFigs.
Systehl B bR llstiate Aliesratie-embadineniaqlsystepsdnparpaating
switching system 102 (Fig. 3). In Fig 11A, a network interface 502
fromardinafilcineosporatadryyithin cateomputer (e.g., computer 108 shown in
Fig. 3) may be integrated into switching system 504. In this embodiment,
[000&Hryptecb A3t tie Givdtetip s Srien & REsIBA ERTEMeS 081 8sthBEE er or
remote computer 508 for processing. If the deyice 50(4 IS utili s
ook ARG B LSBT e T BHE S S
authentication requlir 1tsIP function 4 SecUemades, ln non-secure
%, ﬂ?ﬁué éﬁC{Wég g%?ﬁ?%?v@ﬁ%%%ﬁ%%ﬁgé%eggﬁterface 502 may be routed

encrOYSWiRLdBViGe 342.40 eRUyBlioRdayica kB Abihe ensrptinnm device
5, the received data may be 20processed (without

sencEfRERatigRdd éryptivn)Hnddeseridryption devipataridlsentdeidispiafdévice
510 via switch 512. For example, encr)g)tion device 505 may include an

addteeimetishOWSEICDISEF ANPOF BYOVRHTL 19ME e s CHESEINERE SR Web
Pl AER e HER A S8 SR Lo et

) Where the data is
received by interface 206, LIOM-IIGHARS 2025 deceiuadmghnage
emucﬁa%glnls%ﬁét/g@%)}{lsn\%%i 515 to eencryption dev!iice 505. The web page data
profScEiB88 %?ﬁxﬂ@te@hﬁ@ Bre6RsseM DY {NB BIoWSeT REAESans USENIRE on ‘
encryption device 505 prior to being routed by switch 512 to the display
Etheevieadid( containing the encrypted input data) to the USB host system of User

Computer 108,

[000115] At step 222, the network packet is sent to the secure modé application program
running on the Accessed Computer. In the context of the embodiment involving
Switching System 400, the USB host system of User Computer 108, upon receiving the

Ethernet packet passes it onto the network interface of User Computer 108 for

transmission over Network 112 to Accessed Computer 110.

[000116] After Accessed Computer 110 receives the Ethernet packet (step 224), it
decrypts and processes the encrypted input data contained therein to generate a response,

encrypts the response, and transmits the encrypted response to the Switching System (step

226).
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1000123] If, however, the device 504 is used in secure mode, once
encryption device 505 decrypts the encrypted data received from remote
computer 508, the received decrypted 5 data may be displayed on display
device 510. Display device 510 may comprise a display driver (e.g.. VGA
card) and monitor, which is connected to security device 504. In Fig. 11B,
the security device 516 is identical to that of security device 504 (Fig.
[Oomﬂh)l,“&ec?e%tgtﬁg‘f &Wé’ée%ieépﬁf‘fge . 1ﬂ%)elgggna6§seeg}§ﬁe§é grgted display
device The intedrated display deyice maybeincorRanaiedsmphie: e
Swmeﬁl %%%%rr? evice 518 (a{{%% see g% display 10406). Alternatively, a
actiodlegicated displaydevicrimay denatiachedidiresiintasthelseg Sritiedevice
516. Both security devices 504 and 516 illustrated in Figs. 11A and 11B,
400, ke Speetivelycmaytemnite apimalityeatdisgiay divessdoompstiitl Use
with different external display devices. Each device 504,516 may therefore
arrivha abHroRatEos i ESHHADPE ESRETAP LG Bt AT PEUEB BRI BPES fectivity to
these display devices. 15/000124] While the invention has keen described
ad&?ﬁ?ﬁi}m@ﬁé{g% ﬁjiht‘j‘g}%eéﬁi{(%rﬁo\?w ?\VpFe?learere%’gﬁﬁ noog %ﬁgﬁ s Sgrr% gny variations

e rd modifications as, will R g Yide sl iR ihoseskilgabiRthigsartHBRW RS
made without eparting from the spirit and scope of the invention, and the
his IVERLORIENYS DebtebeisitedssvthevprecistsHetrils BSnetietivlogy or
construction set forth above as such variations and modifications are
receintendBTE s berdOmctd detaditfrEthestspalefiehddrve Albs EXC8pt to the
extent necessary or inherent in the processes themselves noﬁ articular
|

runvgpelon B esrepss 6P Sty eRIBRRTSHASAS br b ETRSEs HesHined iR e~

IS

disclosure, including. the Figures, is implied. In. m (ﬁ%&e%et%%geqr of
erylghon deVite HasHAY %nvegﬁag PWithou %%éls gt e(’j}eirzl‘pahrpose, effect or

pac%@%%&%%sga%t%%%tgﬁﬁgQbﬁgn &%%Tﬂ\%g@iff‘%@ga@bhes 21. A method

or communicating data for use in a first computer, comprising:
decryption program from memory device 404 to decrypt the response. The Switching

System Control Program then sends this decrypted response data to the secure mode
application program running on User Computer 108. Communication between the
Switching System Control Program and the secure mode application program running on
User Computer 108 is over USB. The secure mode application program running on User
Computer 108 sees the Switching System as a USB Ethernet device and communicates
with it via an Ethernet over USS interface.

[000118] As mentioned above, Figs. 5 and 6 describe the effects of different applications
running on User Computer 108 becoming active on the secure mode of operation
according to an embodiment of the present invention. As mentioned previously, Fig. 5 is
a flow diagram showing one way in which the data communication system of the
invention may operate when the secure mode application program running on User
Computer 108 stops being the active application. Referring to Fig. 5, the secure mode
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5in a first communication mode selected at the first computer, the first
computer receiving data provided by one or more input devices
associated with the first computer for use by the first computer in an
application program executing in the first computer, the first computer
displaying received data on one or more display devices associated with

apéﬁ&ﬁs%tp%egpﬁmlﬁhﬂ&i55%»'5&%%%&%@@m@v&mm&&ﬁ&l%@%&me

irst computer, a second computer receiving data provided by the one or
fodROKes iRt dlevieesvia arswitehgevice withoutthe dirsitrampyian eram
processing or displaying the data provided by the one or more input
rutevices feer (senbyith8 ecohdicodipier inSavicthiag applicafio thpregram
executing on the second computer; 15the another application program

meseciagsenipriire- SBCBREPBSTA B RT FRpRSERTHGE e i TSR #%he data
received by the ,)sec,ond computer; ‘af;]ddb ﬂthe first co(r}pput?r receiving via
SHHEPGIRRCBVie HHE PAY S8 ASS TR G e RErAtS By RS aats

atlDl'I
computer

oA ERlaYIng egelved (sspanse data an the ane atmare displaydevices

the second communication mode’is selected at the first computer.

mé& has Yeek REiENEE Bf clRiMLlsvahercisthe diglcompuiensenss a first
indication associated with the first communication mode being selected in

crespbnsertoSa tigeratvatingthe applicaticnprogsaimeikec etimghimtmstfirst
computer; and wherein the first computer sends a second indication

deyéesoRyahsd WRISERE SEeEHa BSESPIIIHEAoH Mmothe BethePericted in

response to the user g c.t,ivatingya second application program executing in
Cinstibedetrimist i Rl s s St 4

todt%% %Qﬁghs&%%gmcaﬁon path P2a to the User Computer unencrypted. In the
context of Switching System 400, sends an instruction via GPIO interface 436 to the USB
controller processor 438 commanding it to enter un-secure mode. USB controller
processor 438 then instructs SIE 433 to route data it receives from I/O port 432 to SIE
431 which sends this data through /O port 430 to the USB host system at User Computer
108.

[000120] As mentioned previously, Fig. 6 is a flow diagram showing one way in which
the data communication system of the Invention may operate when the secure mode
application program is resumed at User Computer 108. Referring to Fig. 6, after the
secure mode application program running on User Computer 108 receives an indication
that window focus has been gained (step 330), it sends an indication to the Switching
System that secure mode has been entered (step 340). In the context of the embodiment
of the invention involving Switching System 400, this latter step may be accomplished by

the secure mode application program sending an indication to the Switching System
Control Program that secure mode has been entered.
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computer comprises receiving the data at the second computer using a
network interface of the first computer, and wherein receiving the
response data comprises receiving from the network 5interface of the first
computer a reply to the received data provided by the one or more input
dew_ces from the second computer. 4. The method of claim 1, wherein
receiving the data provided by the one or more in ugbdevices at the

[Oﬂﬂléébaqﬁéﬂeéiﬁﬁmﬁp&W@&%lﬁéﬁ%ﬁ‘fﬁﬁi@w&té‘ﬁ YBVIE&FBY the one or
devic&%%é?%%%ygggﬂcges @ r%c%elvmg éh&tﬁé‘%‘fsrgv%%%&%éﬁ%ﬁ%%p

10!
. Theme of claim erein thé received reply from

throu%ﬂ%o%%%ﬁ&%%%‘%%%@ ﬂfé%@é@@@ﬁﬁﬁté{v hereinsecading thewepheat the

Irst computer comprises: 15decrypting the received reply; and
Com}g@é?§qﬂﬂtt§i@g0§h@§dﬁ®m%£w€t@ 4be fiistuegrputesmplisig:dAntethod of
providing data communication over a communication network using an
Switeheryptien devics Phermetrdiie eiprisieipr2owr (R) @ iskselirs 436 to 15
communications mode is selected: providing data f Onij e or more input
% T

e RO o DR R OB
el oA U AT g g et
data from USB port 432 to processor 402 via the GPIO interface 436. Input data from
input devices 116 and 118 are then routed to the Switching System Control Program for
encryption and sent to Accessed Computer 110 in the same manner as described above.
[000122] Figs. 11A and 11B illustrate alternative embodiments of systems incorporating
switching system 102 (Fig. 3). InFig 11A,a network interface 502 ordinarily
incorporated within a computer (e.g., computer 108 shown in Fig. 3) may be integrated
into switching system 504. In this embodiment, encrypted data is directly sent over the
network 506 to the server or remote computer 508 for processing. If the device 504 is
utilized for accessing another website having no encryption/decryption and/or
authentication requirements, it will function in non-secure mode. In non-secure mode,
the data received from another site by interface 502 may be routed by switch device 512
to encryption device 505. At the encryption device 505, the received data may be
processed (without encryption/ decryption) by the encryption device and sent to display
device 510 via switch 512. For example, encryption device 505 may include an Internet
browser program for providing Internet access. Accessed web page data is sent from a
remote server (e.g., computer 508) over ccmmunicatiéns network 506 to switching
system 504, where the data is received by interface 502. From interface 502, the received
web page data is routed by switch 512 to encryption device 505. The web page data 1s
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sending the encrypted data to the second computer without the first

computer processing or displaying the encrypted data or the data provided
from the one or more input devices; decrypting at the second

computer the encrypted data and generating 5encrypted response data;

sending the encrypted response data generated by the second computer
to the interface associated with the first com| r; th

terf idi
then prReeshRVRg WS?\%@%Q&W%%O@%@ |on 331%% t% G B

e encryption

muteg \ C%%g%ﬁ)%o Oqget(fﬁ%)%g%@égglﬁesponse data and providing decrypted

Sponse data; providing the decrypted response data to the first

[000995?@P§§‘Jw%9 thefivst-computen pertonring @Rncapetatigpibagsedoorithe
decrypted response data; 15else (b) providing data from the one or more

decry@t@uhaaw@@&ﬁmﬁtﬁémsmtﬂnmmmtmmm%ﬂbﬂrmﬁlmedwxﬁé%rst
computer, wherein the first computer causes the data provided by he one

data orapnior éiMnpuiedlevibataoiBecaislayuePl BRESS GRS HEpRY ¥

associated with the first computer, and in the secu icati
TS FREs o SRl

11B tlgé) Iaé/ egtyb cxtzpoee s%éliﬁ&ﬁ %%?BRXGQﬁW%%CZ Jdl?ﬂ?gem@g aceprding

t6 claim: comprising authenticating a user in the
that device 516 (Fig. 11B) comprises an integrated display device. The mtegrated display

device may be incorporated within the encryption device 518 (also see Fig. 4, display
406). Alternatively, a dedicated display device may be attached directly to the security
device 516. Both security devices 504 and 516 illustrated in Figs. 11A and 11B,
respectively, may comprise a plurality of display drivers for use with use with different
external display devices. Each device 504, 516 may therefore incorporate one or more
external connectors for supporting connectivity to these display devices.

[000124} Whﬂe the invention has been described and illustrated in connection with
preferred embodiments, many variations and modifications as will be evident to those
skilled in this art may be made without departing from the spirit and scope of the
invention, and the invention is thus not to be limited to the precise details of methodology
or construction set forth above as such variations and modifications are intended to be
included within the scope. of the invention. Except to the extent necessary or inherent in
the processes themselves, no particular order to steps or stages of methods or processes

described in this disclosure, including the Figures, is implied. In many cases the order of

~ process steps may be varied without changing the purpose, effect or import of the

methods described.
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secure communications mode. 8.The method according to claim 7,
wherein the authenticating comprises launching an application program
which provides connection status between the encryption device and the

first computer. 59.The method according to claim 7, wherein the MCSLLP

authenticating comprises scanning and detecting a finger print pattern
associated with the user in response to a prompt generated by the

application program which is displayed on a display device associated
M@&%% device or the first computer. 1010.The method
according to claim 6, wherein the decrypted response data comprises

display data which the second computer displays on a display device
associgted therewdthod fotlcdientmthidcbactoadifig taclaim G wWheresomputer,
the interface comprises a 15universal serial bus (USB) interface and a
tratmidyiiiterface. 12. The method according to claim 6, wherein the

one or.more input devices.comprises,a keyboard device. 2013.The
ool LEHIAG I L B URSr R e Ry A1 K gy Qs computr
COMPHERRA PIOVRR ABYiERe i hbR Mok aes0rdingiie:glaith GhaviiEiBmputer
the one or more input devices comprises a peripheral device.

for use by the first computer in an application program executing in the first computer,

the first computer displaying received data on one or more display devices associated
with the first computer;

in a second communication mode selected at the first computer, a second
computer receiving data provided by the one or more input devices via a switch device
without the first computer processing or displaying the data provided by the one or
more input devices for use by the second computer in another application program
executing on the second computer;

the another application program executing in the second computer generating
data in response to the data received by the second computer; and

the first computer receiving via the switch device the response data generated by
the second computer and displaying received response data on the one or more display

devices while the second communication mode is selected at the first computer.

2. The method of claim 1, wherein the first computer sends a first
indication associated with the first communication mode being selected in response to a
user activating the application program executing in the first computer; and

wherein the first computer sends a second indication associated with the second
communication mode being selected in response to the user activating a second

application program executing in the first computer.
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25 15.A method of providing data communication between a first

computer and a second computer over a communication network using an
encryption device coupled to the first computer, the method comprising: if

(a) a first application program associated with the first computer is active: M CSLLP
5providing data from one or more input devices to the encryption device;

the encryption device encrypting the data; providing the encrypted

data to an interface associated with the first computer for f}ranﬁ:missio to

the seéond 'cgﬁ?pd?@f‘??d of clufhiny SR BTSN B5td 15 Hiasdtoly sccond
c%(?]rqglrl)@!tgg Eé’gﬁgt]gslgs IIQ:% eff@ﬁé' ﬁﬁoﬁﬁp}lﬁ?ﬂgg’&%ﬁ Qgrﬁﬁlﬂiﬁﬁ!}%g 9 t@work interface

encrypted or the data provided from the one or more input devices;

slearypingahpheseadnd computer the encrypted data and generating
encrypted response data; sending the encrypted response
data gehereiied ispitiasdbe s TSR oCOBAESTI TR Bes FamdsviRtwork

ihe it semputer e erface RraM g e SNCHAEHIASRONSSARAI: more

€ encryption device decrypting the encrypte

HERRORSR AARRA second computer.

4. The method of claim 1, wherein receiving the data provided by the one
or more input devices at the second computer comprises:
encrypting the data provided by the one or more input devices; and

receiving the encrypted data at the second computer.

5. The method of claim 3, wherein the received reply from the second
computer is encrypted, and wherein receiving the reply at the first computer comprises:
decrypting the received reply; and

transmitting the decrypted reply to the first computer.

6. A method of providing data communication over a communication
network using an encryption device, the method comprising:
if (a) a secure communications mode is selected:
providing data from one or more input devices to the encryption device;
the encryption device encrypting the data;
providing the encrypted data to an interface associated with a first

computer for transmission to a second computer;
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the encryption device providing the decrypted response data to the first
20application program operating in the encryption device or to the first
computer for operation by the first application program operating in the

first computer; else (b) providing data from the one or more input MCSLLP

devices to the first computer without encryption for use by the first
computer in a program other than the first application program, wherein
the first computer, causes the dat r%rovided by the one or more inP

t
devices to be Sy Lif SRORE 6 TEF ey SHAVLe Lo RNty e fr
the 5f'5%wlﬂﬁrce§mgv&e@i$ﬁﬁ@ @1@@5@9 Progaynis aeliy®h8ded from

first computer causes the decryptéd response data to be displayed by the
one ortrarecdisplay depicesyvik@sThe method according to claim 15,
wherein the one or more input devices comprises a keyboard device. 10

17. The metHisTaEEBRIitg S GIBFANY 5 ANHBKETntHee BB/ Biefh drdarfiigt generating

devices com egsrgg %nrgé)gg,t%_device. 18. The method according to
claim 15, WRé&fein the one 6f more input 15devices comprises a peripheral

device. 1@ndig MetRehdecoripane aainydiriyBersimheeisald computer to
application program
the interface associated with the first computer;
the interface providing the encrypted response data to the encryption
device;
the encryption device decrypting the encrypted response data and
providing decrypted response data;
providing the decrypted response data to the first computer; and
the first computer performing an operation based on the decrypted
response data;
else (b) providing data from the one or more input devices to the first computer
without encryption for use by the first computer, wherein the first computer causes the
data provided by the one or more input devices to be displayed on one or more display
devices associated with the first computer, and in the secure communications mode the

first computer causes the decrypted response data to be displayed by the one or more

display devices.

7. The method according to claim 6, comprising authenticating a user in the

secure communications mode.
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resides on the first computer and communicates with the another
application program residing on the second computer, wherein the

another application generates the response 20data and the first MCSLLP

application program at the first computer displays the decrypted response
data on the one or more display devices associated with the first
computer. 20. The method according to claim 15, wherein the first

appllC%’Flon plﬂ%r %[1% %%%%%&Qiﬁ%etg ! z{%ﬁ) UPQV &YT AL %u %Qﬂ@ga%ﬁgtggmprises
with thé another application program, wherein the another applicatio

genaiRiesitherpseanse ¢ataand hadishrrrlicatiomrogsam@hifievetween the
encryption device displays the decrypted response data on 5the one or

mangdispliryidevickthassociatedudth the first computer or on a display
device associated with the encryption device. 21. The method
according to claim 15, wherein the communication network comprises the

Interney. 10 Th@%&ﬂ@d@@é&%‘i‘n%%%ﬂﬁﬂ t0 Qﬁé%iﬁﬁhwgﬁﬁ?éﬂtfgﬁiﬁg%%mprises

application program is active in the first computer when data provide

shenfinst applcateimprodiageripimhigous@nesdisplay Wakicecassodiatesponse to a
with the first computer. 1523.A system for providing secure data
pramginizsioniederya tberapmlisfiisio ArAgtb rk bishvis et igvsdcomputisplapirlevice

a secon mputer, the system cqmprising;: a switch device;
assoc?ate eclalexp WE‘[ tﬁe ené/rypt%n 8evPce orghe irst compu¥er.

10.  The method according to claim 6, wherein the decrypted response data
comprises display data which the second computer displays on a display device

associated therewith.

11.  The method according to claim 6, wherein the interface comprises a

universal serial bus (USB) interface and a network interface.

12. The method according to claim 6, wherein the one or more input devices

comprises a keyboard device.

13.  The method according to claim 6, wherein the one or more input devices

comprises a mouse device.

14.  The method according to claim 6, wherein the one or more input devices

comprises a peripheral device.
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an encryption device; a first computer configured to run a first
application program and a second 20application program; an interface
associated with the first computer; and a second computer; the switch
device being adapted to receive data from one or more input devices and
being configurable to route the data to the encryption device when the MCSLLP
switch is in a 25secure communications mode and to the first computer
when t]:;%]e switch d vi%g if? not in a secure communications mode; f the
%‘% M SecEi e the dats tom the SWItgh dévice
AdUse iR da fdhefist ARRIFAHRRRERAr HIWMIR NS SWItER doVisthitlevice
not in the secure communications mode: the encryption device being
copliglte thtofmeceireptiterddtafrethmtheoswitcingdevice when the switch
device is in the secure communications mode, and to encrypt received

data; if (3h fiitérBREALeR AEEd AR HGE S EOhPRILF SRR USRS
to receive the ?o”v‘%@{%ed%ﬁ g BEQ <§E‘13113}%'E%%gg%@&%gwéeencrypﬁon device;

communicatiéns mode and to send the encr data over the
communicatigRenRgiwaikde dbeiseeangmpppielawithout 10 processing or
display by the first computer of the encrypted data or the data received

from the one providiegirfbertatevicees datathe secofrifeempiirsidiedhyyith the first
configured to receive the.encnsltp d data, %utomatically generating

t
encrypted PR SRS E U Sy LR AEC A EHe R PtRY Fesponse data to the
interface; 15the, interfage Hringcaniayred IRPLRVIGR RS SNRYPIRthout the first

response data generated
computer processing or displaying the encrypted data or the data provided from

first co putefAbBW/l eVd%[mg; a ¢ 100 between st computer

the one or more input devices;

decrypting at the second computer the encrypted data and generating
encrypted response data;

sending the encrypted response data generated by the second computer to
the interface associated with the first computer;

the interface providing the encrypted response data to the encryption

device;

the encryption device decrypting the encrypted response data; and

the encryption device providing the decrypted response data to the first
application program operating in the encryption device or to the first computer

for operation by the first application program operating in the first computer;
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by the second computer to the switch: the switch being configured to
provide the encrypted response data to the encryption device; the
encryption device being configured to decrypt the encrypted response
data 20 and provide decrypted response data to the switch device, the
switch being configured to provide the decrypted response data to the first
computer; and the first computer being configured to use the

decrypted response data in the second application program ang provide
iapto Sl BN ETEAb GHSpILS BB S BAIEl IE et Computer
WwRARKEL ARE hedirst compyter BRiNg£eptigHred Jodisplay 2athe datathe first
used in thefirst application program when the switch device is not in the
Hpticne comoytaicatibrscontteefvsiec ommoee dispiayhdeldceprassdidtethe one or
with the first computer. network interface. 25. The system according .
oA IeHisasdP dsnibrimg hioRfefidiGtAshlitator e witociated With the

f%%?egiaé% erwigy'adt%ena&xef}gtnaggﬁé%%gﬁﬂgg%%esa%ﬁ%aoﬂ%ug;gpn ' S r causes

user, encr ptlonegewce being contigured to encrypt data
BWiEh-elavicR Qi RTRELRE Kiseikit.geihentitatad o2t b aisyRigAevices.

according to claim 25, wherein the biometric authentication 10device
comprises a fingerprint scanner. 27. The system according to claim

23, wherein the switch device comprises a USB controller for providin -
switchify of dta _ ?agaﬁﬁ%r%‘f‘%é‘?e‘%ﬁﬂt Eg\/ig&ﬁ%%@?ir&‘%o%prgpﬁ mput
&Q/gcég E%%Sﬁgéwtl&@&%‘ﬂ?ﬁevice.

17.  The method according to claim 15, wherein the one or more input

devices comprises a mouse device.

18.  The method according to claim 15, wherein the one or more input

devices comprises a peripheral device.

19.  The method according to claim 15, wherein the first application program
resides on the first computer and communicates with the another application program
residing on the second computer, wherein the another application generates the response
data and the first application program at the first computer displays the decrypted

response data on the one or more display devices associated with the first computer.
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15 28. A method of providing security to an application program in
communication with a server computer that receives input from an input
device operating with a client computer and displays information on one or

Y Ta

more display devices operating with the client computer, the method MCSLLP
comprising: 20if (a) a secure communications mode is selected:
encrypting data entered via the input device without providing the entered,

unencrypted data to the client.computer; transmitting the encrypted data

over ﬁetwo ?ﬁﬁ%’%%?\%?@é%ﬁutéra tin 13 Wi “r(e)lugt(ttflllee %lrrss{:t%ﬁ}]cﬁgtoel} program
RIRRESSINGIRr disnlaying the waengsiyRISARNLERMMPIRH 2 datanvhereiplication
the server computér includes a server application program; decrypting the

eoghptedidatanatitheasetvar epphipatien; dend@ds. the. teBpons¢hdaseramst the first
computer using the server application pro%tam and the decrypted data

apnkicgERRrats¥EsHotSeeasraP on aHSMittnt e e dfsoRad datgsponse data on
tﬂs“efatedn?xrtehsig@agen%%g{ge ISLIAANA IR SRTIRYSIRPHRE BY BfitPlisplay

apﬂﬂ:eaﬁ(r)n progra lent computer and the first application
REQsk AN CausNg thernenerymese display devices to display the response
data; else (b) providing the data entered via the input device to the client
computer
21.  The method according to claim 15, wherein the communication network

comprises the Internet.

22.  The method according to claim 15, wherein the first application program
is active in the first computer when data provided by the first application program is in-

focus on a display device associated with the first computer.

23. A system for providing secure data transmission over a communication
network between a first computer and a second computer, the system comprising:

a switch device;

an encryption device;

a first computer configured to run a first application program and a second
application program;

an interface associated with the first computer; and

a second computer;

the switch device being adapted to receive data from one or more input devices
and being configurable to route the data to the encryption device when the switch is in a
secure communications mode and to the first computer when the switch device is not in

a secure communications mode;
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without encryption for use in an application other than the first application
program, wherein the client computer causes the data entered by the

input device operating with 10the client computer to be displayed on the
one or more display devices. 29. The method according to claim 28, "> LLP

comprising encrypting the response data at the server computer and
transmitting encrypted response data to the client computer, and

decrypting at the client computer the encrypted response data. . .
30. THB B SGBRES i eénlg [ glrlﬁl%?v%\:/ é%?hvgrﬁz{%yg%e%%ggp)é%esé\gﬁg device

Hangigediie.the clientGompitads deshmted dapendanily Riibe cligt in the

computer and such decrypted response data is provided to the client
seomputeifomdisptay orodee one or more display devices. 31. The
method according to claim 28, wherein the input deyice comprises a

keyboHiel.cneryBIOm K VSRS &CERRURG YD a2 wiREERFHEMplE SWitch
e%}/cl(é:e %%m%%sg\%@ %SJ) Q/IQQ g e%ﬂ% ‘ecure, cﬁﬁnf?nﬁ?géﬁ%fﬁ{o%&”&{ﬁ to encrypt

compu eF to Interact with a plurality o appflcatlon programs and to provide
SESVEY At least one application program of the plurality of application
programs, the client computer communicating with a server computer and
receivihg inpufarormssovinpdtwishitie, fiiet sretiode OFipasingli SireHdateceive the

least one application pr includ indow in f t the client
SESTPSABH SN ore B al) A RESLTS SRR I TR e © send the

&G %%&ffas crypting, data relating, 1o the.26 152t ONRARPASAHIOD REAGER Wyithout

entered via the input device without providing the entered, unencrypted
slatrdadhe cliegl spmpterfikansmitting tfelenengpipc dataove tie netwoekeived

to the server computer without
from the one or more input devices;

the second computer being configured to receive the encrypted data,
automatically generating encrypted response data and send the encrypted response data
to the interface;

the interface being configured to provide the encrypted response data generated
by the second computer to the switch;

the switch being configured to provide the encrypted response data to the
encryption device;

the encryption device being configured to decrypt the encrypted response data
and provide decrypted response data to the switch device, the switch being configured
to provide the decrypted response data to the first computer; and

the first computer being configured to use the decrypted response data in the
second application program and provide display data to one or more display devices
associated with the first computer, and the first computer being configured to display

the data used in the first application program when the switch device is not in the secure

communications on the one or more display devices associated with the first computer.
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10the first computer processing or displaying the unencrypted or
encrypted data; decrypting the encrypted data at the server computer;
the server computer operating on the decrypted data and generating data

to be operated on by the client computer; transmitting the data generated MCSLLP

by the_server computer to the client computer; 15and the client computer
operating on the generated data; else providing data entered via the

input device Ilqnthe C |ent computer ngl‘llggltﬁt %crmgp&nqﬁgmg%&n% rises a

the client compute¥ Wlﬁlereln e%wst computer causes the data receive

ngﬂbﬁ!{gﬁg@@ewces to be displayed on one or more display devices
20associated with the first computer, and when the window is in focus the

first computer causes the decrypted data to be displayed by the one or

more display devices. 34 The me 33 comprisin
encryr?tf’ng d%ﬁereﬁﬁifﬁﬁ‘té“fﬁ%r as 8 p%:? SOPRLISIA 2 biometric

HER Progral

c%tﬁ%ﬁ 'Qf%lés yindowein a.8Rvice corplsd Artadnt b@\ﬂﬂ@i@ nc%erate to

|npu eVICG an e client computer.
authenticate a user, the encryption device being configured to encrypt data from the

switch device only after the user is authenticated.

26.  The system according to claim 25, wherein the biometric authentication

device comprises a fingerprint scanner.

27.  The system according to claim 23, wherein the switch device comprises
a USB controller for providing switching of data from the one or more input devices to

the first computer and to the encryption device.

28. A method of providing security to an application program in
communication with a server computer that receives input from an input device
operating with a client computer and displays information on one or more display
devices operating with the client computer, the method comprising:

if (a) a secure communications mode is selected:

encrypting data entered via the input device without providing the
entered, unencrypted data to the client computer;

transmitting the encrypted data over a network to the server computer
without the first computer processing or displaying the unencrypted or encrypted
data, wherein the server computer includes a server application program;

decrypting the encrypted data at the server computer;
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MCSLLP

the server computer using the server application program and the
decrypted data and generating response data;
transmitting the response data generated by the server computer to the
client computer for use by a first application program; and
the client computer and the first application program causing the one or
more display devices to display the response data;
else (b) providing the data entered via the input device to the client computer
without encryption for use in an application other than the first application program,
wherein the client computer causes the data entered by the input device operating with

the client computer to be displayed on the one or more display devices.

29.  The method according to claim 28, comprising encrypting the response
data at the server computer and transmitting encrypted response data to the client

computer, and decrypting at the client computer the encrypted response data.

30.  The method according to claim 29, wherein encrypted response data
transmitted to the client computer is decrypted independently of the client computer and
such decrypted response data is provided to the client computer for display on the one

or more display devices.

31.  The method according to claim 28, wherein the input device comprises a
keyboard.
32.  The method according to claim 28, wherein the input device comprises a

pointing device.
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33. A method for a client computer to interact with a plurality of application
programs and to provide security to at least one application program of the plurality of
application programs, the client computer communicating with a server computer and
receiving input from an input device, the method comprising:

if the at least one application program includes a window in focus at the client
computer on one or more display devices associated with the client computer:

encrypting data relating to the at least one application program entered via the
input device without providing the entered, unencrypted data to the client computer;

transmitting the encrypted data over a network to the server computer without
the first computer processing or displaying the unencrypted or encrypted data;
decrypting the encrypted data at the server computer;

the server computer operating on the decrypted data and generating data to be
operated on by the client computer;

transmitting the data generated by the server computer to the client computer;
and

the client computer operating on the generated data;

else providing data entered via the input device to the client computer without
encryption for disposition by the client computer, wherein the first computer causes the
data received from the input devices to be displayed on one or more display devices
associated with the first computer, and when the window is in focus the first computer

causes the decrypted data to be displayed by the one or more display devices.

34.  The method of claim 33, comprising encrypting data relating to the at

least one application program which includes the in-focus window in a device coupled

to and between the input device and the client computer.
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