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relates to a healthcare nonitoring system and nore parti CMN“\E‘ m‘@ s a
a

systemallowi ng a user to nonitor his or her health and co

vagi ety of healthcare providers, such as physicians, in an effect#we* and
conveni ent fashion. Several systens for the formation and mai ntenance of
el ectronic healthcare records have been proposed, sone of i ch i ncorporate
the use ofp HealhchréMohifdrifg Syttt @ storage device to St&@ﬁ@%mwwm
relating to a carrier of the storage device. Qther known s a
central server to store nedical records relating to a group of *ispei*vi dual
heal t hcare_users, which records can_be accessed, (ypon the successful

;
conpl et i oFFHS ANYENTHaN: relatesote s dealiagase ) mopitpHBE havsteme And AEs and
al so by assqci ated heal t hcare praoyiders. However.. such systens jcal ly
amount topﬁﬁ{cﬁ“?aé?%?%c%ﬁ SXﬁte& @X‘W'{S’ﬂi %“%‘?53’591‘%‘{% lglpr%f’reﬂ’ieﬂt%%ﬁfi paper
medi cal r : | § , (e VARs | i L ALC to
rodi cal r SoamTnicRBAH 4 vdre of HRURREE YRRy oo R A B 0 ncare
user s andeffealivdramd comverneridashioht is an object of the present invention to
seek to provide an inproved heal thcare nonitoring system Accordingly, one

aspect of the present invention a portable healthcare nonitoring device
havi ng: a menory deyice recejve conmuni cat i n&ﬁtwith a ortgttr)l e _menory

f
devi ce, the re§é?’9‘é‘ SRS érg}ﬂ %{rgap%da {RARCHANGE Ofy FLEETRICA to a

portabl e J i i E5y . 1 erabl e

to gat herﬂggi{ﬂ%éérrgfézgtoﬁsghéo a‘%&ld%ﬂg?bg%%gsp eyS| oﬁ%lgg%p?g?tgqrr@%gr% nga user

of the appmadf ¢hid dtadtBegddtaetrdgbelite tobrealecdRIsglatinigt foed) ch@ier i menory

device, the arrangenent being such that a recent data set relating to a

peri od of the starage dewinediQthet knosfroisgstems gmplania centeal oserderoto tskareport abl e
i r retrieval,ip the

menory devicg, .the recent .data set being .availalle f J

event of &edicalr ReREds r&ﬁﬁ’f’geﬁo asPeyp 8? 1p E’“%J‘Fagsﬁ?ﬁlﬁ'lcﬁfﬁer\‘tsf’@n Whighi des a
heal t hcar ' L0 onnr i.Si.0g. | itoring
devi ce ha\%ﬁr{%a& ég@ﬁgf ?/é(%é@:@%&} g@%%@&%?%ﬁ@@ﬁ@ﬁ@af? ﬁﬁg&@mﬁ%ﬁf}caaﬁggr tabl e
menory degké‘&du?é's? beQﬁ@hL‘ﬁ'thc_tA?é {16er9 BRA 2Ryt sbeatbdindakthbaRPravitiend.i te data
to a portable nmendry device inserted into tthe receiver; and a nonitor
operable to gather data relating to at |east one physiol ogi cal paraneter of

a user of the apparatus, data gathered by the rmnit&r being witten to the
port abl e menor Y1QW&NEEe; Sughd Systems c EFHly naBavRe tRalittly) MoEeNnH8At @Bn to a

 cooper afISryeBBL RO BRORGS] Behs? PheiGh 8RR MO A8 TS HevbRdCacs ng
machi ne tgr tihlg'}gpkaﬁvér{i&ﬂsﬁé‘éesﬁtodﬁfe dal G8L41a8, 'i?i?%éi‘l’i‘iat%oth%hﬁeé@gﬁ}&y devi ce

ai
recei ver or rocessi ng machi ne. Advantageously, the processing machi ne

i s a desktimprdetiondetwpémhedificare uerehnbhedihicare pvidersl di gi tal assi stant
or a portable tablet PC.

It is an object of the present invention to seek to provide an improved

healthcare monitoring system.

Accordingly, one aspect of the present invention a portable healthcare
monitoring device having: a memory device receiver for communicating with a
portable memory device, the receiver being operable to read data from and
write data to a portable memory device inserted into the receiver; and a monitor
operable to gather data relating to at least one physiological parameter of a user
of the apparatus, data gathered by the monitor being written to the memory

device, the arrangement being such that a recent data set relating to a period of
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Preferably, the portable nenory device is a smart card. Conveniently, the
nmoni t or nmeasures the bl ood pressure, SPQ2, body tenperature, blood glucose
| evel s, pul se rate, ECG paraneters, haenogl obin concentration, bl ood

gl ucose | evels, cholesterol or urine acid |levels of the user

Advant age ed b . ifor is t ] o menory
devi ce re@ﬁ%épn%@iagel&megﬁéesglel ﬁrﬁé&?égggﬁé@g&t ec@%ﬂ‘} Sg;e?xig%rﬁ{ ﬁig[‘age’or a
conmon  CORRRIRICEAL 4R sbi E@ng?&ﬁiﬁl@?&rﬁeﬁléﬁl e s4ht ¥F A Bfefgdieyt O the
portabl e nenory device 1n an encrypted form 2 Conveni ently, the

heal t hcare nonitoring systemfurther conprises an authentication device
operable to gather input allowng the systemto authenticate the identity
of the user. Adngthergeaspesty oft Hbeawmn¥i butensand evoides o gpricalibearek ey pad

allow ng a password to be entered. Alternatiyel t he aut hentication device
conpr 1 Ses ORI YR, SOmPESIES Ao RoTtebiss Bfalhare mdnifoningn Puiee on of
the ident ity of At O\ i i i ,

whor el n t RaVis; aSREmES e Bicp ¥eleivart Onhph g silifa pRARR BRI

i nventi ondpvive] dies récdioért Bbing bpérabRec ey eeaddatp fioig ARl ivadtecdagrioshng: a
menory device receiver for communicating with a portable nenory device, the
recei ver Ipertableomemuisy elevicer insertedhinfof the rreegivenrandea szanitarcoperghlettabl e
menory devi (ﬁg{i({werted i nto tre recei ¥ler.; a.r’rqnitor operable to :ﬁt her data
relating &8t ata selating tprafsleastogne phyiglogical dpargmeler Qg yser afgthe

appar at us g e [ | AV it |l e
menory de\”‘/lpg%{aﬁlashag& é@ﬁf@ﬁf%ﬁ"ﬁ%ﬁtgé.bggfgp\ggf%httéetggﬁﬁé‘% Blfengﬁgﬁ (g’?I oW ng
the appar gevize! @ndubhgrdcb&siie thiéhihél eiving Ocohhéctioneto Ao, dde
conferencing facility operable to allow video conferencing between the user
and a heamdmitorehgvingy addacking por alkwing khe poonitort teedadkctt 8 @oopérating
identity of the user, the portable healthcare rr&lnitori ng devi ce being

oper abl e dgckingnpest:onydhe, mempey dswicentecpiyer 451 tenprasessing ynaching tohe

heal t hcar e,,proyi der_qver.the net work, er,.aspect of the present
ovent | on 3PS insiictr BB FEm: Bl maaat RE SRRk Mol rBEREF Y 11 oo
heal t hcar ¢, sgFo68Esin gited with a 3 plurality of healthcare users,
heal t hcar e rgléordgs ggﬁ%tling to the healthcare users being stored on the
first healthcare server; a second healthcare server, associated with at

| east one heal thcare provider; an authentjcation systemassociated with the
heal t hcare providuantaggausly, thetmecessitgmaehingds axleskion RecalaptomBG 8ri ng

systens and, aut i cation.systens,. the first rv i ng operable to
Y anen ¢ - Botqhoaki e Bursanl M GRusbRt oha PRERBEEIELEE G2 7ol ating to one
of the healthcare users to the second heal thcare server for review by the

heal t hcare provi der upon authentication of the identity of the healthcare

provi der by th@®refietdbdns the giortablesmsinony dédicans agamnséard. a record of the
review of the nedical records by the healthcare provider is stored in the
medi cal records relating to the one of the healthcare users. Preferably,

t he medi cal records rel atiﬁ% to .the one of Lhel?lhealthcare sﬁgs t hat are
transnmitted to q‘?é(eglé?@gﬁdt ANPECL, @%@‘FWErt fo 09_ RIESSW 250 d server
once the heahlBadkebRdA ERRbsd el S Yt tatt NECT PaffhetefiS Halfhoglobin

concentration, blood glucose levels, cholesterol or urine acid levels of the user

Advantageously, data gathered by the monitor is transmitted to the
memory device receiver by a wireless link, a dedicated communication line or

a common communication line.

Preferably, the receiver writes data to the portable memory device in an

encrypted form.



Conveni ently, anmendments to the nedical records relating to the one of the
heal thcare users may be made by the healthcare provider and transnitted
back to the first healthcare server for storage. Advantageously, the first
heal t hcare server is operable to transmt healthcare records relating to a
heal t hcare user associated wth the first healthcare server to the second
heal t hcare server for review by the healthcare user upon authentication of

the identity ofcddiRniedlyl fE@RaltAedre ohftSriAg Y8t Taither cOMPrREY an
Preferably, healthcare fecords are transmtted"fromthe first healthcare

server to auttensieation devite hoperabkertuegather aimppundHowidgr thet .sydtem to
Conveniently, wherein_ a record of the review of the nedical records by the
heal t hcar @ughesicaterthe ddentidy eftheusefie nedi cal records relating to the one of
t he heal t hcare users. Advantageously, the network is the Internet.
Preferably, the identity of the healthcare user or the healthcare provider

I s aut henti cat | | BASENROE ded Lvel | Ity of
t he heal t hcar eqﬁ%‘g‘)rﬁt%g&ki Elé/l’ ﬁ%aﬁtﬁcar e Sgo%el@écseefé(?}gﬁgﬁfshé/elﬁ? cat Eﬁelgs?vgf;l/lganal ysi s
of a fingerpuskwbrd foobw emessd. | y, the heal thcare col | aboration system further
conprises a translation server connected to the network, which translation
server is operable to transl ate nessages passi ng between the heal thcare

user and the . C . . . .
Alternatively, the authentication device comprises a fingerprint reading

device.

Preferably, the authentication of the identity of the user provides a

digital signature.
Conveniently, wherein the network is the Internet.

A further aspect of the present invention provides a portable healthcare
monitoring device comprising: a memory device receiver for communicating
with a portable memory device, the receiver being operable to read data from
and write data to a portable memory device inserted into the receiver; a monitor
operable to gather data relating to at least one physiological parameter of a user
of the apparatus, data gathered by the monitor being written to the portable
memory device; an authentication device operable to gather input allowing the
apparatus to authenticate the identity of the user; and a video conferencing
facility operable to allow video conferencing between the user and a healthcare
provider over a network upon authentication of the identity of the user, the
portable healthcare monitoring device being operable to transmit data stored on

the portable memory device to the healthcare provider over the network.

Another aspect of the present invention provides a healthcare

collaboration system, comprising: a first healthcare server, associated with a
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heal t hcare provider from one | anguage into another. Advantageously, the
first or second healthcare server allows healthcare users to sign up for
heal t hcare packages on-line. Preferably, the first or second heal thcare
ser.ver allows healthcare users to view claimprocessing status.

o vi ow bPITFRY FrdihaRon 5 HeaREe oS roB e e BEBERL ST 00"
Provi des BofgMRikEn B OReATeO TRAIALEE SATB! §T <UoR MhARE. Adapked to:

read data mand wite data to a portable ' nenory device; and gather data

rel ati ng hssoeiatédasith cateleabty ®nel bgilthehrep prevideer awfauthdimiRationdsystérhe t he
data to the nenory device, the arrangement being such that a recent data
set rel at psfgciated withi dhe diealthgares providawdiand ehy npayerke conseging dhe i s

t d t table n devi ce, t . eC. d ' i | abl
P e om0 BG5S b e, T R 21 S
d S d d
(i on 2, SO S MU RABRIUE Yot BACETH R AR i B2

anot her . fglgfileroase®f Bt hédthehRs a8drsi taV el seuondr RydlfRare sefEp Uop!
program according to the above, stored on a conputer-readable nedium In

order tharetitw lpy dbehealthearatpirovidenypoa amthenticationl of thedidestitp df theanpl es

thereof will now be described, by way of exanple, with reference to the
acconpany hﬁ@lﬂmampwﬁeri by (%ﬁi authentication system.

Advantageously, a record of the review of the medical records by the
healthcare provider is stored in the medical records relating to the one of the

healthcare users.

Preferably, the medical records relating to the one of the healthcare
users that are transmitted to the second healthcare server not stored on the

second server once the healthcare provider has reviewed the medical records.

Conveniently, amendments to the medical records relating to the one of
the healthcare users may be made by the healthcare provider and transmitted

back to the first healthcare server for storage.

Advantageously, the first healthcare server is operable to transmit
healthcare records relating to a healthcare user associated with the first
healthcare server to the second healthcare server for review by the healthcare
user upon authentication of the identity of the healthcare user by the

authentication system.

Preferably, healthcare records are transmitted from the first healthcare

server to the second healthcare server in a standard format.



Figure 1 shows a schematic representation of a healthcare nonitoring system
enbodyi ng the present invention; Figure 2 shows a portable healthcare
nonitoring device suitable for use with enbodi nents of the present

i nvention; Figure 3 shows a further view of the portable healthcare

noni tori ng device of. Fi,qure 2:. Figure, 4.shows. a heal thcate,nmoni t,orin

Syst em enbodyi SGRBIEHHYs BRETR FREPOr BEFEVish OF fhs medical FPeesaS by ¢ abl e
for use w ' & r f ol | 1o El1g - how

G111 or s ng U HEABRAERRAEY id 6rdd EOME mbleaT teddids RIS o # o80T
t he preseflie henlghiehieomserd Figure 7 shows a schematic view of an

aut henti cation and comruni cation systemsuitable for use wth enbodi nents
of the present invention; Figure 8 shows a schenmatic representation of a

heal t hcare group, utili si n enbodi nept ~.of the present invention; Figures
9a and 9b shoWLI&S,Q:"H‘\E\‘FI"&(‘C’F’Egl eﬁw&éwgi 1S&H§ Igferneint er ences bet ween a
heal t hcare user and a healthcare provider; Figure 10 shows a schematic
representation of conponents of a healthcare coll aboration system enbodyi ng

the present inPeefersly, the identity of the healthcare user or the healthcare provider

is authenticated by inputting a password.

Alternatively, the identity of the healthcare user or the healthcare

provider is authenticated by analysis of a fingerprint.

Conveniently, the healthcare collaboration system further comprises a
translation server connected to the network, which translation server is
operable to translate messages passing between the healthcare user and the

healthcare provider from one language into another.

Advantageously, the first or second healthcare server allows healthcare

users to sign up for healthcare packages on-line.

Preferably, the first or second healthcare server allows healthcare users

to view claim processing status.

Conveniently, the first or second healthcare server allows healthcare

users to view billing information.

A further aspect of the present invention provides a computer program
comprising computer program code adapted to: read data from and write data
to a portable memory device; and gather data relating to at least one
physiological parameter of a user and write the data to the memory device, the

arrangement being such that a recent data set relating to a period of time
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Figure 11 shows a schematic representation of healthcare providers to which
a heal thcare user may gain access when using enbodi nents of the present
invention; and Figures 12 to 16 show alternative healthcare nonitoring
apparatuses suitable for use with enbodi nents of the present invention.

Referring. Hi. e e h e | L ord I at yhng the
present i hé}g}ﬁdﬂﬁﬁl&cgé%ﬁa%@es B gésﬁlgﬂsa%tggé&néﬁltbﬁ %&@Bﬁ?oﬁ]ﬁﬁn‘?%& t@g 2.
Pref er abl YocehP@aaQet BEIng A1@ALBIRGRF PetfRPALLIRIthe SvERVHLCh 8m'e§gem2! {vhehi ght and
unobtrusive, and can be“carried with mninmal inconvenience. The portable
heal t hcar eaidwoniputemprogeardent cwarongesera recei ver 3 for communi cati ng
with a portable nmenory device (not shown). In a preferred enbodi nent of the

present invention, the portable nmenory device conprises a smart card, and
in this enbodi t the receiver 3 conprises a of (sui tabl e dinmensions
Lo recei ve t e Advaptazeapsly. B EompyRErRras is ThRhenandisd 8, Fetsifle

| ncl udi ng ddeviaRRiN0N GRerTE dfwBhl bl laABfiaéfRilo bhGMePY the T ecei ver in
a contactless manner, may al so be used w th™t present 1 nvention. The
receiver 3 is operable to read data from and wite data to, the portable
menory device. The portable healthcare nonitoring device 2 further

conpri ses conmédiotheri aspect akshe present sventioneprosides @ camputes progeah
nonitor 4 conHrisiﬁg a, sensor ich(ggthers d f rel,ating to at |east one
physi ol ogPESATdme o the 8oy, sforgd on q,pompiter:g QRIEUMG, exanpl e, a
nonitor 4 may neasure the bl ood pressure, SPOz, body tenperature, blood

gl ucose |l evels, pulse rate, ECG paraneters, haenogl obin concentrati on,

bl ood gl ucose [g\ster tlfd%odhésl%@ﬁé}it AWehfibmenaeibéd hvelrsadily tuhdersscsd, but the
invention is not limted to the neasurenent ‘of these quantities. The
comuni caekamplésrthereb€wit arova beulescrobed) byratay lof epamipld; Iveith eeflerdncarte

nmoni toring device 2 may _conprise a .comon comuni cation |ine 5, docking
ports 6, W& GcOPanyHEdravings Igddlielit ed conmunication line 8. A skilled
person will appreciate that any suitable nmethod of transferring data froma
nonitor 4 to the portable healthcare nonitoring device 2 may be utilised.
Preferably, theihgalf RRewS d@éﬂe&ﬂticnfbp?@ééﬁfa%fdﬁsoﬂa'I&aﬂﬂWeeﬂloBYtoﬁﬁg' nt er nal
battery or batteries (not shown), and hence requires no external power

sour ce t osygtemadmbodyirg lemptesentriavention;or i ng apparatus 1 may be docked to,
for exanple, a mains power supply 29, to recharge the internal battery or
batteries. The healthcare nonitoring apparatus may al so be connectabl e
directly to anpexterngl power reeq.for instan e _mal. i dition
Lo or i hst ead I8 St Harmble fcienle maRUSHEE dedite BB bl BE s ur Ther
conpri Seswﬁltlférﬁ%éﬁﬁé]ﬂs DREHY piescht iddtrtidnt S operabl e to comuni cate with the
portabl e healthcare nonitori'ng device 2 via any suitable nmeans, such as a
direct link, a wireless or wired LAN, a docking port, and so on. The
processing nmachine 9 preferably 8 conprises a PC,_ and conveniently the PC
is a | aptop PCFigiseebsbrwec fpghenonigw difgtheaporiahie healthcarepmongeringbl et PC.
The proceasLngOE&phin 9 has a link to the Internet or other network, and

i s oper abP&VIE 844 and receive information over the |ink
Alternatively, the portable healthcare nonitoring device 2 may have a |link
28 to the Internet or other network. The processing machine 9 preferably
conprises a vi @iggurechikswsai ixalthesre! mbititorng sgstens embetigingothe mresénped wi th
a canera, mcrophone, speaker and the necessary software to facilitate

vi deo confmyemtionng. Figures 2 and 3 show a portable healthcare nonitoring
device 2 suitable for use wth enbodi nrents of the present invention, and

t hese Figures show a bl ood pressure sensing nodule 11, a SP02 sensing
nodul e 12, a teg¢ ensi : | vera3, an LCD
i spl ay 14, o STOES"SrhOuSTE o TRt der bl Bith, GRbSURAR ¥EInd: 7T, 50
gl ucose copasent mdeh@onport 17, a tenperature communication port 18 and a
common comruni cation port 19 for SP02 and tenperature readings. Figure 4
shows the portable healthcare nonitoring device 2 docked to the processing

machine 9, to forma healthcare .t oring apparatus, 1l enbodyi t he
present inventi égﬂreﬁ%l‘lr‘e é% g]%‘ﬁrsng{}*eé% d evgé)ﬁ%’; f‘%b‘ﬁéﬁrﬁﬁﬁw‘? aﬁﬂgegpt abl e
for measurj l|thcare user. Figures 6a -
6e show arlilﬁ(;@iﬁpg{r}%aﬂsgegggglrbt%ggﬁg ﬁgé?%%ggﬁne‘%ﬁgﬁﬁt oring device 2, which
conprises a conpartnment 20 for storing various nonitors 4, the lid 21 of
the conpartnment 20 having a | arge screen 22 for video conferencing

pur poses, an LCD display 14, a smart card receiver 13 and a renovabl e cover
23 to allow access to a nunmber of comrunication ports (not shown). The

alternative portable healthcare nonitoring device 2 has a keyboard
compartment 36 from which a keyboard 37 can be extended, and is generally

T



In use of the healthcare nonitoring apparatus 1, a healthcare user wears
one or nore nonitors 4, which continuously or sporadically gather data
relating to physiol ogical paranmeters of the user. The data is stored on a
pocttabl e nmenory device inserted into or otherw se associated with the
receiver 3, and may (if the processing nmachine is connected to the Internet
or other network) transmt the data in real tinme over the Internet or other
networ k o a SEiyge (eshowed DReMaticorviehor 380an | fauinicaoROlane
transmitted to the server for storage, the data is preferably stored until
such ti me cammunicatioesystent esisthble ot nzaswitht eshbodirhésts sef \the presert or age.
If the portable nenory device 3 is approaching full nenory capacity, the
user is pldYAHWA;to gain access to the Internet or other network to
transmt data to the server for storage to avoid full capacity being
reached and thereby obviate the need for sone data to be discarded. In
preferred enbodgi t R, por ; i r r ing to a
period of tineq?%ggdﬁafg ySbgf%?%h?ﬁgegﬁgggﬂﬁM?ggéﬁggaﬁ?gﬁﬁéﬁﬁlﬁ%qg details
of the adwtitieingrstpé¢mbodingnt i thxy plesedttineentéomr ovi ders during a

predet ermi ned nunber of consultations before the present), regardl ess of
whet her this data has al so been transmtted for storage el sewhere. This
data may prove useful .to e gepcy services if the user suffers a nmedica
emer gency. as FABUES o9 ATkl Sog SPAY SFIATENG grRiasealians & SOBRTERS s or

i mredi at e I Y. t he energency services,

W t hout tEéuﬁgégéﬁ%hgﬁ?gﬁg%g?gaﬁgggggpﬁﬁéﬁ§g¥@ér fromthe scene of the
energency to obtain this information (the access of various personnel to
information stored on the portable nenory device will be described in
greater detail Figirew)l0 Shewsnaoschemasic sepresentation hef mompasieatsrdfory devi ce
may well allow the rgency services, t.o ke a swifter or nore accurate

di agnosi s%ﬁﬁﬁlﬁq?ée @gﬁ&?qrggﬂn ystemeembedying fhe presentigveptiAthi st er appropri at e
treatment. The length of time before the present, in relation to which data
is stored on the portable nenory device for energency retrieval purposes,
may be fixed, ¥oureNBY sheéws &l sdhéntti¢SRpresehtatiohCsMBédIRhve i@&sltom ted by
the nenory capacity of the portable nmenory device - i.e. the oldest data is
cont i nual whidk|&thedlthcareraiser rmayn gainm aceessdathen ®singrembBodineids af the

aut henti cati on and communj cati on system 24 for use by a healthcare

provi der, Present HYEAHER; #Ghysi ci an, nurse or surgeon, in use of a system
enbodi ment of the present invention. The authentication and conmuni cation
system 24 shares many conponents with the heal thcare nonitoring apparatus
1, but has no ggiRE! B2 heald KRéwealREHAL®¢ HealtR@tE GRoRitofing L Hparathfid

aut henti cati on and communi cation system 24 conprises a receiver 3 for

r ecei vi ng saitplletfeblige withembathments ¢fabeipresentmvestiansmart card) and a
processi ng machine 9, which has a link 30 to the Internet or another
network, and which is operable to allow video conferencing. The system

architecture of, the. present inventi for_a healthcare arqu ngd. ot her

o oups o |1 od BAFEER 7 Py fohésllbcn i anlbRok SRt 1 GnBRdy e
acconmoda j LSl & ' (e ot wpl® clinics
in a heal? cé&g&gfggg?hﬁﬁﬁ?Pgﬁ%ﬁgfﬁﬁgﬁégﬁﬁégﬁgh@%ﬁ%ﬁg¥gggg¥ﬁgggk?é%ated
heal t hcar ®referablye the portdbles hesltitdara mobwisqringldeyviden2 uisasmellc tigharainds, and
so forth. Wth reference to Figure 8, each physician in the system

ar chi t ect mnebfrysiyssenghean becamicdavith srninagl ine@NeRignesi cat i on system 24. All

heal t hcare applications and nmedi cal records of healthcare users within the
heal t hcare group are nmanaged by a group portal server 25, database servers

or their conbi j [ ne 'r&*ﬁé- royi.ded

bet ween conpongg{ésﬁé(}?abtlﬁgﬁleg@%aﬁ? mlﬁ?dgﬁ% ?ﬁqlcélgt anc fi é”tz‘pwéﬁ?%"?o%gdsr of

aut hent i cgbhfifusikatiegEvitd a2portable memory Bvied (5atr ywdo . InTagrefeerdy of the
portable nmenory device carried by a user is preferably partitioned into

four sect emhodiment ef thecpresentsnvenstony éhe partableanemory dovige compiseas t he
patient's bl ood group, height, i ght,, gender,, nane,, next. 11 of . kin, and
Do Fort h SPiAFoFaHE, AU 0 b ebpdierelt e FEPrver 13- GRLSeRed Slot & H8akor a1
the first | : erm Ssi S nory of
the first c@@%@%pn%%}%eg%Fa 1‘@‘%?@&3{1‘8@?’2‘#&@% %ﬁlg reaégr a-&\%\nc?’ﬁout any
security measures being in place to pr;vent this. Hence, the information
stored in the first sector is available for general purposes. A second
sector of the nenory of the portable nenory device stores, as nentioned
above, a string of recent data gathered fromnonitors 4 attached to the
heal t hcare user. Such storage is used for the purpose of energency nedi cal
gatairetrieygti oI_retrievaI of data when the Internet or other network is
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Only aut horised healthcare nonitoring apparatuses 1 and aut hori sed
heal t hcare providers such as physicians and energency services are able to
gain access to the second, third or fourth sector of the nmenory and
authenticate the identity of the healthcare user therefrom In the present

i nvention,; VIS Y, | Nl .t l.t hcar e

ar oup. or - AR EECET WHRG nRas ivenTaPart bl b g B LVER ih

di agnost i GpniictiRs@niainet, thayf alsde BRA WitAAhe praseht mvERALAAThE RE&% & can be
retrieved accurately fromthe portal server 25 of the healthcare user's
heal t hcar 6 gropepatfileto reud duta fioen, pndsiieaduatal t, ithe poitableimemorBdévice. t he

di agnostics are commenced, the authentication of the identity of the
heal t hcare user via the user's portable nenory device, using the user's ID,

e e B e R GATD STt L S R CEGERFRC 1 "
user's pordyathGnitRiBA YIiAEY 16Cat 18Rt R0 thbMNitG 4 NheP Y Skl mihitdr @ sO be
aut henti cated, again tLroug t%e physician's authentication anJ

communi catdopwprinisg @anseddor Wikclaghtherd datat tetatingf td bt 1dage bheé tphysioldgieal

heal t hcare user provides a "digital signature" (or virtual key) which
al | ons hedgararoatee of @aowset of the appasatusd. ekariple damenifers may breasater i eved

fromthe portal server 2 he heal thcare,user's healthcare group and
vt cwna d0¢ DR PUAawS. SBRe PORKI RPERSGieo MON §1ucaSe IYSTH. duUSH BRI no.

Pr ef er abl i . . 1 iici an,
t he physi g@%%ésrgﬁg%g?’gﬁt%lg{dg%ﬁodggggé@%ogﬁg l&gdeg‘r?g:g?% }]ééé;sé %ﬁgfc%g?@ sl. Thi s
neans t hatorr 8HRECAdid EleReR! bRGhE euddir OWRS tAECinvehtibRidi hed lfmmitédabethe
heal t hcare records with each other, and it will be understood that this

f eat ur e wirheasneementoafithese quantiéies.of t he sensitive nature of heal thcare

records. |In advantageous enbodi nents, however, the physician may print a
hard copy or save a soft copy of the advice and/or treatnment that has been

given to the pagient ﬂi . CO tadd 3 refer Yital | t hcare
records relati ﬁ%ﬂet orEO uﬁggfl?ﬁcgﬁgé userggx?l% B%’“@Pgsgn%i% Ehg gﬁggg ysi ci an
in a standghfthéfe Mbniteritk dedREES nfily é’cﬂ’ﬁ?ﬂé’@th%nﬁlﬁoh%nﬁlﬂﬁhfdaﬁéﬁ%deecor ds
may al so be made in a standard format. Along with use of standardised

readers fd, doshkilighgortatty wirelessbidksu7 or agdeth¢ated copomumichBomdimer §. Aevi ces,
it is envisaged the use of such a standard format will allow an overseas

travel | er skijlaseprrson will gppraceate ghayiapg suieblg mefhed of sranstesdng datadfrom h an

al lied heal t hcare,grgup wit i.ni mum of., di srupt i to .t he.routine of

ci ther tnd matiha o Biadsdele Refbitaft MtitaRnbidiPicecy md B SGAR: | Co, *the
physician is authorised able to view, analyse, and coment upon the user's
nmedi cal records through healthcare portal 25 of the healthcare user's

heal t hcar e gr oRrefefatslyc ah¢ yhealthearphyonitosing vapparstypl hiis powdred breant hcare

user the current status of his or her health, and nay prescri be new
nedi cat i orintgrnalthastery pehattenies (mph showahtandyhesicetrpquinesane gxtaraalpawerder or

alliance healthcare provider will alsgo he captured, and authenti cat.ed by his
[ n-house PORTSs todnepale. The Replthcare Sipitoriie #pParA! Bt B dodhelo. 39 of 1 he
heal t hcar ; tﬁ&ﬁ@ %Hﬁ? R -k he

heal t hcar gexgggage,isas&ggts re yresr}r%h%g%’ t%;rre] a thlé:gﬁglg%% P%trtlés bet‘\S/\L}et%?\w%ati ent
and physi CTI&nhEzﬂ&ldaﬁ@mdﬁtbrin-@hEer@mermaz A& be aonpeetableadirkctly tovn t he
patient to view his health record through a col |l aborative healthcare

noni t or i ngxégrpal power 1souraty ot dystened yhelumaing, in additioantceosniosiegd 0of anot her
non face-to-face interaction); or through a physician's authentication and
comuni catdeHRT%DRVEM 24 during di agnostics. The system may al so al |l ow t he
heal t hcare user to view his or her own nedical records retrieved fromthe
portal server 25, through a network browser by submitting his or her user

| D and associ atHt healkheuré Iﬁﬁﬁftoﬁiﬂ% dppafitis tfufthePlcdgiprive VW rpfocdsding A
heal t hcare user may nmake an appointnent with a preferred physician, either

| ocal | y ormashine &swhithoisghpemblentoiconmumicateewith thenpoxsablehloealthcareni t ori ng

apparatus 1, or .anqQther such apparatus within the heal thcare group.
Conf i r mat ifBﬂmé?m%ae‘élﬁE@i e At f’l\te e éP&&r apé Jr}@aﬁilflgdaﬂ\él e Ay

it et ed ViR AN R Bof. Hidleo T THY pREEE HhPRO Y Btemelly (o,

what ever reason, neets with one or nnrg overseas physicians face-to-face or
via video conferencing. The consultati®ons can be recorded and nade known to
his or her enpl oyer and other healthcare providers, and the physician's
consultation and nmedical bills can inmediately be submtted electronically
to a claimprocessing departnent via the Internet or other network. Figures
9a and 9b show the use of the conponents of a healthcare coll aboration
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In preferred enbodi nents, only healthcare providers (i.e. healthcare

pr of essionals) are able to coment or edit a user's nedical records. As
illustrated in Figure 10, each healthcare group nmanages its own portal
server. The portal server can be a conbination of application and database

heal ¢ hoar SorafeE BES andoEopidlfy I 1R Msof | tonl P, sHRRROFE £Cor
| anguage tgRa5la2ldi &1%%51*4?3&1; rgﬁm*) &%bfe?w.eﬂﬂiﬁf%@egﬁ‘iﬁi?%%h%é‘gt%% of

i n-house physicians or a clinical” chain, and fo ances w ot her

heal t hcar dinde uifise Inftbmet|dri athereaetwaykpend inepemble o trahymitcarah séoeiveni cs,
nursing care centres, hospitals, medical device/equipnment suppliers, drug &
phar macy siofpmasion owerethee ok, Adternativelyothed ppgableeh¢althearee monitoring
devi ce/ equj pnent suppliers, tritional food, suppliers, health-care

librari es,dfﬁ%“cﬁ ééﬂa}f@é’&ﬁﬁﬁk Egﬁwhﬁ ﬁ#?l@gztg{gtasgﬁngog s, medication
distribution & delivery service providers, or their conbinations. Figure 10
shows the network line |inked froma physician's authentication and

communi cati on spigd ?f@o’éésihg hAchihBtE hsterably Tofiptive el Wled ednforslcidicar e
group B and the alliance physician network of healthcare group A SO,
each heal tfhcdity, apdospisrprefdrably equipped: withtaycamerh, midophene,speakéteard h, or

ot her apprggriate Ioc%l auth(%ri.tiél;t i n, order. to have access to real-tine
updat es orfhe NgFessaygATEvarg dq fagilitate videa £oREeTEREINGy and pl anni ng.

Preferably, each healthcare group has connectivity with insurance conpanies
or personal health assistants to obtain updated information on insurance

pl ans of healt rﬁgﬁfés@%& 3Whbi é‘pbﬁ@bl@ﬂﬁ‘dﬁhcﬁ% Iﬂ&hikoﬁ’ﬁg H8¢ice RaduiabRf

present claimprocessing and inportant information regarding insurance. 16
Pr ef er abl yfor ese twitte eitbodamentgrafuthe lpresend imegrttion, tapdvthese Bemires sloowla ai n t he
necessary fingncial assi stance, to strengthen and i nprove its financial
status. Atleod pressure sensiesmodie dd, gr 3@y sansing, moduds dec i tempgratiten banks

or personal f.inancia sistants of, the. healthc users w.t.hi n.t he, group
Co oo ot YeRtinengie d3; AR oy FeeRiE d A C! ARblnl e D10,

heal t hcar D f grsab RSG C RBARETAIYS hid, 1kor e e

heal t hcar ?rg%%?é Egﬁdqcsén%l?{e for ggvancﬁelgat?(ﬁle\rll\ﬁl?y lght e?ﬁ@at%lgﬁo%ﬁ‘ ei t her
heal t hcar econsunicatioh gairt h7 a8 eernperatude rcommlisicativa lpoet d8ldad = obmwiore
upgrades and on-|ine technical support on heal thcare apparatuses may be

gai ned t hreomgmunigationipekt 19 foriSPQ,@nddemperaureigadings, pref erred enbodi nent s,
each healthcare portal server 25 has its own identity authentication
capability. The steps taken during the making of an appointnent for, and
hol ding of, a qﬁlgﬁﬂé § koW ME!YRERIA hBERICARE Héhiltifilz BLvied baRiEr oup A
and an alliance ysiclan from heal thcare group B vita vi deo conferencing

wi || typi ahbl proeessisg f@lathine. OFitosfonn 4 Healthedreharurdtortigy appamnis this or
her portable nenory device (in the present exanple, the portable nmenory
devi ce wi lambedying sheipresentrioventicn. Shgure Scshaws views aflaeportable menitordser ' s

heal t h monj t ori t . t h t Wi thi
e B L BERETA! Kol o o SRR B

ified, b i Ceal : . . d
ver! 199, Dl LR R0 R LaRcko SOREr g F8icd 2. BRAESSIT

menory of domeprisesrd cempaitment 20efol 8tcrthgdfaGowy thontoeP 4P eHecHd abn e an
encrypted password held in the nmenory of the smart card. Optionally, the

i dent : ty c;fompm'tmem:c thaviagétsbrrg%ragrebn ﬁdm%d%maomﬁ&rmcgng;gurpdses,rmal t hcare
T iires | : .

Ut hent | cACBrdisply 14 Bed @ eé‘eﬁ?&éﬁ%@@mﬁ‘é‘m@ coveradt dnellgvnt | evel

wEor i1 SYRRER (R R REPOE NS ORAR, TR DO ST s

| ni t1 at| noyrome Aanticale ARRPRE. dEL2DS PRUARARY cbiipalnicht 36! figpt | cat i on

has been 17 conpleted, the healthcare smart “‘card centre provid

aut hent i cavhich a kdydwoard 3Doan be ektended) artdciargenprallyadonsgacter 25 of heal t hcare
group A. In enbodinments of the invention, the healthcare user may be
required to provide fingerprints, and fingerprint verification my be
carried out through a bio-netric reader. Aside from video conferencing
applications, it is envisaged that this will be particularly useful for
ener gency purposes, if the healthcare ﬁser i S unconsci ous or otherw se
unable to provide his or her user |ID and password. Preferably, a healthcare
user's portable healthcare nonitoring apparatus conprises a dedicated

aut henti cati on device which, as discussed herein, may conprise neans to

i nput a password, a fingerprint, or any other information which will allow
accurate authentication of a party. Via the healthcare portal 25 of
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24 and the associ ated appoi ntnent schedule, to the healthcare portal server
25 of healthcare group A. Then, the healthcare user initiates video
conferencing with the sel ected physician at the scheduled tine through the
heal t hcare portal of healthcare group A It is envisaged that, if the

heal thoar e useq, 300 ot e RENBRBRINOHTL Wolfhulel, SRR AL ARl anIuage,

appropriate transration nay rforne or "eéxanpl € by a

dedi cat ed ohg 288 IrRble0 tdififoreT 4, Mﬁcﬂ%ﬁﬁﬁﬁﬁ@usly‘oaprsbéfdaﬂcélryargf%tmi gaa of the

advi ce provided by the physician, w be presented in the Tormof a voice
or nessageelating to physieldgie] paraneterssafithbyseh & heatata iscstoredmor 4 portsldever 25

of healthcare group A, Translation in the other direction, j.e. for the

benefit ofMSIAANLACKFe insertedaifto 08 othrawise awosiated with thei recewvand #ndon nay
al so be appl.i to_the healthgare.user's i galy.records t.0 _allow,the

el of anthay BEMEpitRsTRE aGEAS i FoiingtidiEr, RRATHERRY BF ois HebREIT cct ca
physi ci an t F i f h r and

P oment ot ppi thet adl 8 e il B Etd BRBERE ol othbP nBRAL PR hekiE. on or
ot her treddesenbedtelde) forestoragecdf dbet cargrt her gandmittendt toethieestirvédrcfore user

by the nonitors 4 nay be nmade available to the physician for review via the
heal t hcar &tqsage, dhe <lata, is predergblyhstaredhuatiksuphotimesds kcanobe quegsssiallyt he

physi cian may not. be permtted to _downl or_ otherw se stare.thg records
el ot fng. tBObmh 4 B Lrarvcdet Srotedim it molhbl Fetor, deticens &

physi ci an 0 ] t ' thraugh the
portal serabélﬁwfgﬁl?ffdrzggfe&%grée%araéﬂgﬁgﬁﬁfg%ﬁlé&ﬁggfjttﬁ ér}g dﬁg‘r’%saqa fs?lgrver 25
of heal t hgaetned0?Withé: natwark tEWafsmitRfdtd 1R sepweafds siragd e dasiltfaflar e user
within this server 25, and this may be achi eved by providing the physician
wi th a spespaityhypeeng iradchedo and | theneby eatwiaty , the mesdnfort same ndafa bl bede to an
i nsur ance CONF(%P%, a bank or the appropriate Mnistry of Health, to nake
requests fisca rmation (rfi's), requests for instructions, to give
instructions, or to seek approval for a course of action. Referring to
Figure 11, it can be seen that the present invention provides a connection
bet ween heal t h(Iﬂ(rjﬁre!ﬂé‘i?é(F e@xﬁl?od]ﬁﬁhisbcthée{)@ftéb’lbdﬁfeﬁaor?”deﬁ@d%s_t@fest sta
heal t hcare providers are shown. The heal thcare service providers my

i ncl ude, Ielatingt td iavipeeiddt of times iminzadiatelynibesoren thies i prgsemr optimiatlys,

hospi tal s, nmedical device/ equi pnent sugpj iers, g & phar macgusuppl iers,

. | | dr
ener gency iRdudingadetailscof theedvicefesatmentgiyep Myrhealthsane rroyidess dusipg 8nal  f ood

suppliers, healthcare |ibraries di.cal resear aborat ori

spoct al 1 Lt RN ChumBEE of Fondgtich eI il ARREHT o easPdeR i8f i on &
delivery s@eth&ethis ABURANGR0 R¥nSRRAImARE! fob @&%g@tééﬁﬁheréﬁ'l‘hi?s daaer sonal
financial assistants, and a healthcare smart card centre. The present

i nvent i onnliay tpreve pusefulds emeogdreyoservices ubrthe ouserg sueffesr at msedicalnpri si ng
at | east two collaborative healthcare npnitoring apparatuses; or a

col | abor aemesgenaa) t #c slata (Felatingr to thgpphyselegical dparapeferscphirthe user

aut henti cati on,.syst 24 interlinked via,a one-st healt hcare portal. This
appar at us R REITE dhe SIneraRIE, maya e ARad i, e PRrgaasy: serices,

aut hent i cat:i i r tahl dg\ai t he

Shi 'ty i e UEEP R0 BRERDIE! foddSl (8 CrfRiTHOMCRE SERGEothe | ]
retrieval epferg@bycad otttaiar dsisf indoemdttonhéeet beaess ofs earisud giridimel eogr oup,

| anguage translation in favour of the healthcare user, a video conferencing
capabi | i t ynformationistared &ml the peatableymeneary rdevigeawilh be tdssembed, imgeatari ng

nmodul es, real.-ti.ne lth, data storage in th ortabl e nory devi ge, and
eal - t1 e deRinasiPR; B inbortiedon sOHEF S e bArabRahRe FEVEREteHelincar o

portal seryst, dr- elﬁgfgeg@f'sewers%%@hﬁa%mﬁbpar M&E%&H&@ gia%@oarsqw de the

ability to answer r romrelate eal'thcare service providers, t
ability teh&tamditibn ofthe’Gser, Wﬂlﬁb@@h&rﬁﬁ@t@ﬁp?rd’pﬁa'té tteatnidmg, ability to
vi ew cl ai m processing status, and the ability to view updated billing
information. Wth reference to Figures 12 to 16, alternative healthcare

noni tori ng apparatuses epbodying the present invention aye shown. nmon
conponents wi t H BerENg %i@?‘i"l@ége pEesenh dn relatignite of ‘Eg d&E?p‘érsé‘P’iﬁgo 1 are

alter nat | 8 e EPPRE, BENERY AEFicR IOERAstiep (OB Lol gbRl, iPEscar 1y

be enpl oyed to comunicate with a progﬁssing machine 9 via a wirel ess
access point 32, the healthcare nonitaoring apparatuses nmay be provided with
an internal battery 33, a touch-screen LCD 34 or a keypad 3 5. The
heal t hcare nonitoring apparatuses may al so be built into a chair or other
itemof furniture, kiosk, clinical chair or other household object, for
ease of use. It will be appreciated that the present invention provides a
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CLAIMS: 1. A portable healthcare nonitoring device having: a nenory device
recei ver for comunicating with a portable nenory device, the receiver

bei ng operable to read data fromand wite data to a portable nenory device
inserted into the receiver; and a nonitor operable to gather data rel ating

to at lea [ [ . L f dat a
gat hered E’i‘/a}fﬁg S%yr# ? gdrsgge(ﬁﬁ%te\%ﬁﬂé%%%}ppﬁgmﬁ%opg t%%\%%@ggﬁ%@agﬁyangenent
bei ng suclftthé@ipottabRCRIEMGIH devidd - i@ #id BilsE dataPRr éiflin®hllyi d@etedmBdi at el y
before the present is stored on the portable nenory device, the recent data
set bei ngnsakeiroabl forfmew datari eval in the event of an emergency. 2. A

heal t hcare nonitoring system conprising: a portable healthcare nonitoring
devi ce having: a nenory device receiver for comunicating with a portable

menory devi ce, & he recei ver bejng..operable to read data fro d wite data
to a portabl o Fisley” RN Ean ARERACRT RS o Giedd Sab L RE % or
oper abl e 49 DRéAMcaftobrdvidirafdrifisthfice®s phfdsianOABrsRDISuPL R, TRlisPBF gMet er Of
a user of ?he appa?ugf%s,V a‘[arga%%e?edpgg tﬁg’ ngrnsl tor g%ﬁ%r;li@ Witten to the
portabl e gpstomy embodienentndfathpy opresaitngnvetiome Theviaughentivatiorctandn to a
network, the nonitor having a docking port allowi ng the nonitor to dock to
a communication system 24 shares many components with the healthcare
monitoring apparatus 1, but has no portable healthcare monitoring device 2.
Instead, the authentication and communication system 24 comprises a receiver
3 for receiving a portable memory device (again such as a smart card) and a
processing machine 9, which has a link 30 to the Internet or another network,

and which is operable to allow video conferencing.

The system architecture of the present invention for a healthcare group
and other groups allied thereto will now be described. The system is able to
accommodate, for example, multiple physicians in a clinic, multiple clinics in a
healthcare group, multiple alliance healthcare groups, and related healthcare

service providers, such as hospitals, insurance companies, and so forth.

With reference to Figure 8, each physician in the system architecture is
assigned an authentication and communication system 24. All healthcare
applications and medical records of healthcare users within the healthcare
group are managed by a group portal server 25, database servers or their
combinations. Suitable switches and firewalls 26 are provided between
components of the architecture, for instance between groups of authentication

systems 24 and the group portal server 25.

The memory of the portable memory device carried by a user is
preferably partitioned into four sectors. A first sector stores general health

records, such as the patient’s blood group, height, weight, gender, name, next
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cooperating docking port on the nenory device receiver or the processing
machine to allow the transfer of data fromthe nonitor to the nmenory device
receiver or the processing machine. 3. A healthcare systemaccording to
Claim 2, wherein the processing machine is a desktop PC, a laptop PC, a

not ebook PEg, . r | £l . [ - 22 4.
A heal ¢ ho 2t Kk SORR. @k RioR 1 eaRhER cfficd) MIERR iy ARy Be fdred Ty
nmenory dev ¢lge Figstaestor! ithethd: pdrmidsitie of the hesltlfoasd @serO THeOmkE of

heal t hcare nonitoring device according to any preceding claim erein the
nmoni t or milees dirsts sedter ohngireferatslyube re®PdY, atrp dypitablepesaderr withbhbadygl ucose

| evel s, pul se . rate, ECG par ameﬁ ers, haem)%_obi n contﬁent ation, bl oad
gl ucose | 8¢@irHy TaeasuEes; Reing 1 plagei tadravemy thisy Heacerthe jatogmation stored

heal t hcar ¢ st.em or. _port ahl | £ he nitoring device according to any
pr ecedi ngu?:ﬁ%a/ﬁ tfws Wé?gﬁsﬁvaﬁ?@eﬁ?ﬁ@?eﬁfﬁ‘i)‘%ﬁeé- nonitor is transmtted to the
menory device receiver by a wireless |link, a dedicated conmunication |ine
or a common conmuni cation line. 7. A healthcare systemor portable

heal t hcare noniA s¢dond séetor of tike aentbry®fithe postableaneiong deviee Btoredlasei n t he
receiver wites data to the portable nenory device in an encrypted form 8.
A heal t hc mentionad tabovega stringeod resent datagathered yramenenitas 4 agacheddoz,

T e e
heal t hcar ﬂa%%'nfcijélfa!l,r& el b AASRNIh &Pt Qnﬁrﬂéﬂ”@@othé‘ﬂ“ﬁét%}o?kgé‘ﬁow or
aut henti catron devi’ce conprises a keypad allowi ng a password to beent er ed.

10. A heabtteoiige itabtdseible1dt sy als6 neivaged g thiy fehairenwdll dhfaweidvérhe
aut hentication device conprises a fingerprint reading device. 11. A
heal t hcar aseftuhiwhen ngjng\the healtbeare dnonitoring appanatusol atiaalaestiontwhich,

has no connection to the Internet or other network.

A third sector of the memory of the portable memory device stores, as
indicated above, information relating to the advice and/or treatment given to
the healthcare user by healthcare providers during a predetermined most recent
number of consultations. This information may also be retrieved by, for
example, emergency service personnel, as it may be of assistance in

formulating a rapid diagnosis of a condition in an emergency situation.

Finally, a fourth sector of the memory of the portable memory device
stores a password of the healthcare user, which is preferably stored in an

encrypted form.

While the healthcare monitoring apparatus 1 is connected to the Internet
or other network, the string of data stored in the secondary sector of the
portable memory device will be transferred across the Internet or other network

for storage.
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wherein the authentication of the identity of the user provides a digital

si gnature
Clains 2

. 23 12. A healthcare nonitoring system according to any
to 9, wherein the network is the Internet. 13. A portable

one of

heal t hcare nonitoring device conprising: a nmenory device receiver for

oad data fromeNy APRPHSGE R lRERE InOibARe AIRRAER okl ERARE 1% e

receiver;
physi ol og

into the

IRalthédre %ro@i&&@][@h@n taQ mis]gtﬁa%siaﬁ@ hdrabhd(g séivicds ArRashleoe

i cal paraneter o

a user ‘of the apparatus, data gathered by the

nmoni t or bedanyacweiss teethetsecond; thudtaxfberthwsectoy oflthe memaay aadtaéhenticatei on
erable to ther i nput allow ng the apparatus to authenticate the
3he Rsatief thedheal &9

devi ce op
identity

thegreisgr there

Bncing facility operable to

al | ow

vi deo conferenci ng between the user and a heal thcare provi der over a

network u

heal t hoar e monirhhd BeesdatingentAgh MohaMBEAR et sy viSi hy HiRicwihf gl on the

portabl e

pon aut hentication of the identity of the user, the portab

menory device to the heal thcare providér over™the network.

l e

A

heal t hcar dealthtabogmupoor ays dkance alini¢c iveeseasy hnd darhe alut Haee-to-fmrever

associ ate

d wth a plurality of healthcare users, healthcare records

rel ating tdagnestineavith Gaphysisians Thei heplthcaregserns mprdiealr eacordsaram g e

server,

retrieved accurately from the portal server 25 of the healthcare user’s
healthcare group for use by the physician during the visit. Before the
diagnostics are commenced, the authentication of the identity of the healthcare
user via the user’s portable memory device, using the user’s ID, password
and/or fingerprint is compulsory, and this may be performed on the physician’s
authentication system 24, which will receive the healthcare user’s portable
memory device. The identity of the physician will also be authenticated, again

through the physician’s authentication and communication system 24.

The authentication of the identity of the healthcare user provides a
“digital signature” (or virtual key) which allows healthcare records relating to
the healthcare user to be retrieved from the portal server 25 of the healthcare
user’s healthcare group and reviewed during a video conferencing session or a
face-to-face meeting. Preferably, while the healthcare records can be viewed by
the physician, the physician is unable to download or store the healthcare
records. This means that respective healthcare groups are not required to share
healthcare records with each other, and it will be understood that this feature
will be welcomed in view of the sensitive nature of healthcare records. In
advantageous embodiments, however, the physician may print a hard copy or
save a soft copy of the advice and/or treatment that has been given to the

patient at that consultation.
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a second heal thcare server, associated with at | east one healthcare
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syst em acdhe Healthoare Gcairds tdy albebeimade incx staddarfd fdrmat.eAlang withtuse nmedi cal
records by the heaJthcare provider,is stored in the nedical records
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syst em acabliell heplthwasngraupewith £nainiraudviof dishiptionhes eierrartiziedssitlsert 0 t he

medi cal records relating to the one of the healthcare users may be nade by
t he heal t teehealthicerq wser ostlae physieiant t ed back to the first healthcare server
for storage. 18. A healthcare collaboration system according to any one of
Clainms 14 to 16, wherein the first healthcare server is operable to

t i1t healt ' Q. - ; ' d with
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user by the authentication system 19. A healthcare collaboration system
accor di ng the healthaare usdr’ Chedltheategroupl Typwhadlyethe plepdicine avill explainde ar e
transmtted fromthe first heal thcare server )

the ealrt]ﬁcare user tsne current status ofehls or her health, and may prescribe

new medication or other treatment.

The identity of the healthcare provider or alliance healthcare provider
will also be captured and authenticated by his in-house portal server; and later
submitted to the portal server 25 of the healthcare user’s healthcare group. As
such, the health record of the healthcare user is securely managed, and all

transactions between patient and physician are recorded.

The present invention preferably allows the patient to view his health
record through a collaborative healthcare monitoring apparatus 1
(advantageously during video conferencing or another non face-to-face
interaction); or through a physician’s authentication and communication
system 24 during diagnostics. The system may also allow the healthcare user to
view his or her own medical records retrieved from the portal server 25,
through a network browser by submitting his or her user ID and associated

password over the Internet or other network.
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to the second healthcare server in a standard format. 20. A heal thcare
col | aboration system according to any one of Clains 14 to 19, wherein a
record of the review of the nedical records by the healthcare provider is
stored in the nedical records relating to the one of the healthcare users.
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any one of Clains 14 to 21, wherein the identity of the healthcare user or

t he heal t KeeEmpation efetheappaintment Wl esaermjlybaregairgd dreforef ampyeomsastnt . 24.
A heal thcare col J,ahorati on system according to any.one.of Cains 14 to 23,
further carprral  HraRhodn ¥ o u¥ fehtheth oy REHtder vork, “whi ch
transl ation server is operable to transl ate nessages passing between the
heal t hcare user and the heal thcare provider fromone | anguage into anot her.

25. A heal t hcarfhi§ @klapbemeht @nbéiveficeal RCE Heditheark usen ity fopfwhdtavérs 14 to
24, wherein the first or second healthcare server allows heal thcare users

to sign upedson, meewts Mathr eng ac lnaeresovensdas physdansAfakedoifheape vimwvideoor at i on
system according to one of, C ai 14 t 5, .wherein the first or second
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program code adapted to: read data fromand wite data to a portable nenory
devi ce; arndtp2Bment via the Internet or other network.

Figures 9a and 9b show the use of the components of a healthcare
collaboration system as described above, when used in relation to consultations
between a healthcare user and a healthcare provider, whether face to face or via
video conferencing. Figure 10 shows a schematic representation of components
of the system, particularly with reference to the holding of video conferencing

between a healthcare user and healthcare providers.

This arrangement is beneficial to a healthcare group, since general
healthcare user medical records are made available in the user’s portable
memory device for emergency purposes, and real time medical data stored in
the second and third sectors of the portable memory device are available for
emergency retrieval during a network failure. Further, important healthcare
user medical records are made available only to the healthcare user, but are
managed by the healthcare group. The input/commenting format and
terminology of the users’ medical records can easily be standardised (as
mentioned above) with a common understanding established between the

healthcare group and its alliances, or the healthcare smart card centre.
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group B and the alliance physician network of healthcare group A.

Also, each healthcare group may have connectivity with a Ministry of
Health, or other appropriate local authority, in order to have access to real-time

updates on, for example, healthcare finance policy and planning.

Preferably, each healthcare group has connectivity with insurance
companies or personal health assistants to obtain updated information on
insurance plans of healthcare users within the group, as well as the status of

present claim processing and important information regarding insurance.
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Also, each healthcare group preferably has connectivity with banks or personal

financial assistants of the healthcare users within the group to assist in the

application of any financial assistance schemes.

Each healthcare group preferably has connectivity with, for example, a
healthcare smart card centre for advanced identity authentication of either
healthcare users or healthcare providers. Also, value-added software upgrades
and on-line technical support on healthcare apparatuses may be gained through
this link. It is to be noted that, in preferred embodiments, each healthcare portal

server 25 has its own identity authentication capability.

The steps taken during the making of an appointment for, and holding of, a
consultation between a healthcare user of healthcare group A and an alliance
physician from healthcare group B via video conferencing will typically be as
follows. Firstly, the healthcare user inserts his or her portable memory device
(in the present example, the portable memory device will be considered to be a
smart card) into the healthcare user’s healthcare monitoring apparatus 1, or
another such apparatus within healthcare group A or B. The identity of the
healthcare user will be verified, by requiring the healthcare user to enter a user
ID and password (which is preferably held in an encrypted state in the fourth
sector of the memory of the smart card). The entered password is compared
against an encrypted password held in the memory of the smart card.
Optionally, the identity of the healthcare user may be authenticated through the
healthcare portal server 25. If it is deemed necessary, advanced identity
authentication, for instance comprising AI algorithms, or a confident level
scoring system, may be employed through the healthcare smart card centre.
This may be desirable, for example, in the event of a healthcare user initiating

connectivity overseas. Once the advanced identity authentication has been
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In embodiments of the invention, the healthcare user may be required to
provide fingerprints, and fingerprint verification may be carried out through a
bio-metric reader. Aside from video conferencing applications, it is envisaged
that this will be particularly useful for emergency purposes, if the healthcare
user is unconscious or otherwise unable to provide his or her user ID and

password.

Preferably, a healthcare user’s portable healthcare monitoring apparatus
comprises a dedicated authentication device which, as discussed herein, may
comprise means to input a password, a fingerprint, or any other information

which will allow accurate authentication of a party.

Via the healthcare portal 25 of healthcare group A, the healthcare user
selects a physician on duty from a clinic within the healthcare group, or from
an alliance clinic. To initiate a connection with a physician, the patient will
generally need to have made an appointment on-line in advance, and this may
be performed through his or her healthcare monitoring apparatus 1 or through
such apparatus within the healthcare group. Confirmation of the appointment
from the selected physician will usually be required before a connection can be

initiated.

The selected physician, who is within healthcare group B, logs in to the
healthcare portal 25 of healthcare group B. The identity of the physician is
authenticated through healthcare portal server B, with the physician’s user ID
and password being required, as described above. The healthcare portal server
25 of healthcare group B submits physician authentication information, as well

as the IP address of the physician’s authentication and communication system
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Then, the healthcare user initiates video conferencing with the selected
physician at the scheduled time through the healthcare portal of healthcare
group A.

It is envisaged that, if the healthcare user and the selected physician do not
share a common language, appropriate translation may be performed
automatically, for example by a dedicated translation server, and messages,
comprising translations of the advice provided by the physician, will be
presented in the form of a voice or message text to the healthcare user by the
healthcare portal server 25 of healthcare group A. Translation in the other
direction, i.e. for the benefit of the physician, may also be performed, and this
translation may also be applied to the healthcare user’s medical records to

allow the physician to review the records.

During the video conference, the selected physician is able to view the
medical records of the healthcare user and comment on the current health of the
healthcare user, and new medication or other treatment may be prescribed.
Data gathered from the healthcare user by the monitors 4 may be made
available to the physician for review via the healthcare portal server 25 of
healthcare group A. As noted above, the physician may not be permitted to

download or otherwise store the records relating to the healthcare user.

In embodiments of the invention, a physician from healthcare group B
may be permitted to log in (through the portal server 25 of healthcare group B)
to the healthcare portal server 25 of healthcare group A, and view or amend the
records of the healthcare user within this server 25, and this may be achieved

by providing the physician with a special hyperlink.
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requests for instructions, to give instructions, or to seek approval for a course

of action.

Referring to Figure 11, it can be seen that the present invention provides a
connection between healthcare users and healthcare providers, and some of the
healthcare providers are shown. The healthcare service providers may include,
but not limited to: physician clinics, nursing care centres, hospitals, medical
device/equipment suppliers, drug & pharmacy suppliers, emergency services,
healthcare device/equipment suppliers, nutritional food suppliers, healthcare
libraries, medical research laboratories & specialists, an appropriate Ministry of
Health, medication distribution & delivery services, insurance, personal health
assistants, banks & personal financial assistants, and a healthcare smart card

centre.

The present invention further provides a collaborative monitoring
apparatus, comprising at least two collaborative healthcare monitoring
apparatuses; or a collaborative healthcare monitoring apparatus and a
physician’s authentication system 24 interlinked via a one-stop healthcare
portal. This apparatus further enables healthcare user and physician identity
authentication, universal healthcare portable memory device access, the ability
to make appointments with in-house or alliance physicians, the retrieval of
medical records from the healthcare user’s healthcare group, language
translation in favour of the healthcare user, a video conferencing capability,
real-time health data gathering and monitoring via sensing modules, real-time
health data storage in the portable memory device, and real-time transmission

of data gathered from a monitor to the healthcare portal server 25.

The healthcare collaboration system may also provide the ability to answer

rfi’s from related healthcare service providers, the ability to sign up for
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With reference to Figures 12 to 16, alternative healthcare monitoring

apparatuses embodying the present invention are shown. Common components
with the above-described healthcare monitoring apparatus 1 are designated by
common reference numerals. However, as can be seen from the alternative
healthcare monitoring apparatuses, a wireless LAN card 31 may be employed
to communicate with a processing machine 9 via a wireless access point 32, the
healthcare monitoring apparatuses may be provided with an internal battery 33,
a touch-screen LCD 34 or a keypad 35. The healthcare monitoring apparatuses

may also be built into a chair or other item of furniture, kiosk, clinical chair or

other household object, for ease of use.

It will be appreciated that the present invention provides a powerful,
flexible and integrated system for monitoring the health of healthcare users,
maintaining medical records and facilitating communication between

healthcare users and healthcare providers.

In the present specification "comprises" means "includes or consists of"

and "comprising" means "including or consisting of".

The features disclosed in the foregoing description, or the following
claims, or the accompanying drawings, expressed in their specific forms or in
terms of a means for performing the disclosed function, or a method or process
for attaining the disclosed result, as appropriate, may, separately, or in any
combination of such features, be utilised for realising the invention in diverse

forms thereof.
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1. A portable healthcare monitoring device having:

a memory device receiver for communicating with a portable memory
device, the receiver being operable to read data from and write data to a
portable memory device inserted into the receiver; and

a monitor operable to gather data relating to at least one physiological
parameter of a user of the apparatus, data gathered by the monitor being written
to the memory device,

the arrangement being such that a recent data set relating to a period of
time immediately before the present is stored on the portable memory device,

the recent data set being available for retrieval in the event of an emergency.

2. A healthcare monitoring system, comprising:
a portable healthcare monitoring device having:

a memory device receiver for communicating with a portable
memory device, the receiver being operable to read data from and write
data to a portable memory device inserted into the receiver; and

a monitor operable to gather data relating to at least one
physiological parameter of a user of the apparatus, data gathered by the
monitor being written to the portable memory device; and
a processing machine having a connection to a network,
the monitor having a docking port allowing the monitor to dock to a

cooperating docking port on the memory device receiver or the processing
machine to allow the transfer of data from the monitor to the memory device

receiver or the processing machine.
3. A healthcare system according to Claim 2, wherein the processing

machine is a desktop PC, a laptop PC, a notebook PC, a personal digital
assistant or a portable tablet PC.
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memory device is a smart card.

5. A healthcare system or portable healthcare monitoring device according
to any preceding claim, wherein the monitor measures the blood pressure,
SPO,, body temperature, blood glucose levels, pulse rate, ECG parameters,
haemoglobin concentration, blood glucose levels, cholesterol or urine acid

levels of the user

6. A healthcare system or portable healthcare monitoring device according
to any preceding claim, wherein data gathered by the monitor is transmitted to
the memory device receiver by a wireless link, a dedicated communication line

or a common communication line.

7. A healthcare system or portable healthcare monitoring device according
to any preceding claim, wherein the receiver writes data to the portable

memory device in an encrypted form.

8. A healthcare monitoring system according to any one of Claims 2 to 7,
further comprising an authentication device operable to gather input allowing

the system to authenticate the identity of the user.

9. A healthcare monitoring system according to Claim 8, wherein the

authentication device comprises a keypad allowing a password to be entered.

10. A healthcare monitoring system according to Claim 8, wherein the

authentication device comprises a fingerprint reading device.

11. A healthcare monitoring system according to any one of Claims 8 to 10,
wherein the authentication of the identity of the user provides a digital

signature.
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12. A healthcare monitoring system according to any one of Claims 2 to 9,

wherein the network is the Internet.

13. A portable healthcare monitoring device comprising:

a memory device receiver for communicating with a portable memory
device, the receiver being operable to read data from and write data to a
portable memory device inserted into the receiver;

a monitor operable to gather data relating to at least one physiological
parameter of a user of the apparatus, data gathered by the monitor being written
to the portable memory device;

an authentication device operable to gather input allowing the apparatus
to authenticate the identity of the user; and

a video conferencing facility operable to allow video conferencing
between the user and a healthcare provider over a network upon authentication
of the identity of the user, the portable healthcare monitoring device being
operable to transmit data stored on the portable memory device to the

healthcare provider over the network.

14. A healthcare collaboration system, comprising:

a first healthcare server, associated with a plurality of healthcare users,
healthcare records relating to the healthcare users being stored on the first
healthcare server;

a second healthcare server, associated with at least one healthcare
provider;

an authentication system associated with the healthcare provider; and

a network connecting the healthcare monitoring systems and
authentication systems,

the first server being operable to transmit at least selected portions of the

medical records relating to one of the healthcare users to the second healthcare
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of the healthcare provider by the authentication system.

15. A healthcare collaboration system according to Claim 14, wherein a
record of the review of the medical records by the healthcare provider is stored

in the medical records relating to the one of the healthcare users.

16. A healthcare collaboration system according to Claim 14 or 15, wherein
the medical records relating to the one of the healthcare users that are
transmitted to the second healthcare server not stored on the second server once

the healthcare provider has reviewed the medical records.

17. A healthcare collaboration system according to any one of Claims 14 to
16, wherein amendments to the medical records relating to the one of the
healthcare users may be made by the healthcare provider and transmitted back

to the first healthcare server for storage.

18. A healthcare collaboration system according to any one of Claims 14 to
16, wherein the first healthcare server is operable to transmit healthcare records
relating to a healthcare user associated with the first healthcare server to the
second healthcare server for review by the healthcare user upon authentication

of the identity of the healthcare user by the authentication system.

19. A healthcare collaboration system according to any one of Claims 14 to
18, wherein healthcare records are transmitted from the first healthcare server

to the second healthcare server in a standard format.

20. A healthcare collaboration system according to any one of Claims 14 to
19, wherein a record of the review of the medical records by the healthcare
provider is stored in the medical records relating to the one of the healthcare

users.
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21. A healthcare collaboration system according to any one of Claims 14 to

20, wherein the network is the Internet.

22. A healthcare collaboration system according to any one of Claims 14 to
21, wherein the identity of the healthcare user or the healthcare provider is

authenticated by inputting a password.

23. A healthcare collaboration system according to any one of Claims 14 to
21, wherein the identity of the healthcare user or the healthcare provider is

authenticated by analysis of a fingerprint.

24. A healthcare collaboration system according to any one of Claims 14 to
23, further comprising a translation server connected to the network, which
translation server is operable to translate messages passing between the

healthcare user and the healthcare provider from one language into another.

25. A healthcare collaboration system according to any one of Claims 14 to
24, wherein the first or second healthcare server allows healthcare users to sign

up for healthcare packages on-line.

26. A healthcare collaboration system according to any one of Claims 14 to
25, wherein the first or second healthcare server allows healthcare users to

view claim processing status.

27. A healthcare collaboration system according to any one of Claims 14 to
26, wherein the first or second healthcare server allows healthcare users to

view billing information.

28. A computer program comprising computer program code adapted to:

read data from and write data to a portable memory device; and
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data set relating to a period of time immediately before the present is stored on

the portable memory device, the recent data set being available for retrieval in
the event of an emergency,

when said computer program is run on a computer.

29. A computer program according to Claim 28, further adapted to translate

data transmitted over the network from one language into another.

30. A computer program according to Claim 28 or 29, stored on a computer-

readable medium.

31. A portable healthcare monitoring device substantially as hereinbefore

described, with reference to the accompanying drawings.

32. A healthcare monitoring system substantially as hereinbefore described,

with reference to the accompanying drawings.

33. A healthcare collaboration system substantially as hereinbefore

described, with reference to the accompanying drawings.

34. A computer program substantially as hereinbefore described, with

reference to the accompanying drawings.
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