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Radio frequency identification tags (hereinafler referred to as “RFIDs”) are well-

15 known electronic devices which have uses in many areas including freight transportation
and retail product tracking. An RFID works by first recording or “burning in” identification
or other data into memory in the RFID device. Thereafter, the RFID sends the recorded
identification or other information to an RFID reading device. A particular advantage of
RFIDs over bar code, optical characters and magnetic storage (such as the magnetic strip on

20  many credit cards) is that the RFID does not require physical contact, or as is the case with
optical character and bar code readers, line of sight, between the tag and the reading device
to be read. Some currently available active tags can be read at distances up to 300 feet
through typical crates and containers used during shipping.

RFIDs come in two varieties: active and passive. An active RFID includes a battery

25  or other power source, and is activated by a signal from a reading device. The activated
RFID then broadcasts its identification or other data, which is picked up by the reading
device. Some active tags have memory chips on which data can be written and received
remotely. An advantage of active RFIDs over passive RFIDs is that the inclusion of a

power source allows the active RFID to transmit to a receiver without entering into an



el ectromagnetic field to power the tag circuit. Active RFIDs are al so
generally able to transmt over a |onger distance and be activated

i ndi vidually. The advantage of active RFIDs has led to its use in
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without physical contact are available in many forms. All of these devices have the
common functionality in that they generate and transmit or direct energy and receive back
portions of that energy as it is reflected back from the target and thereby detect the presence
25  or absence of the target or in this case the door. Some types of these sensors are described
below. Iall Effect Sensors employ a magnetically biased semiconductor, Hall element to
sense moving objects. Light Feedback or fiber optic sensor: the emitter and receiver can be
in the same housing or side-by-side. The emitter sends out a beam of pulsed red or infrared
light which is reflected directly by the target (at any angle), it is diffused in all directions
30  and some light is reflected back. The receiver sees only a small portion of the original light,
switching the sensor when a target is detected within the effective scan range. Ultrasonic
Proximity Sensor: This device allows for alternate transmission and reception of sound
waves. The transducer emits a number of sonic waves which are reflected by an object,

back to the transducer. After emission of the sound waves, the ultrasonic sensor will switch
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20  The monitoring units preferably include a power supply, sensors using 1eﬂect1ve energy

with programmable parameters, globally-unique sensor identification, recording capability
on a timeline, long term memory and the ability to rebroadcast information on RFID radio
technology. Programmable monitoring hardware in the monitoring unit detects significant
changes in the sensor outpuis as a triggering event. The programmable monitoring
25 hatdware includes memory for storing identification information for the Container. The
sensors which can include conventional devices that detect varions forms of energy
including visible light, infrared light, magnetic fields, radio frequency energy and sound.
The event can be logged for subsequent readout and/or an immediate RF transmission can
be gencrated. In one embodiment, a monitoring unit is mounted inside a shipping Container
30  suitable for long distance transport. The sensor is disposed so that opening and closing the
Container door creates a change in the sensor output which is detected as a triggering event
by the monitoring hardware. The triggering event can be used for tamper detection security.

The status and logged information contained in the monitoring unit can be read by RF



including visible light, infrared light, nmagnetic fields, radio frequency
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applicable to other embodiments and applications without departing from the spirit and
scope of the present invention and the clam hereto appended. Thus, the present invention is
1ot intended to be limited to the embodiments described, but is to be accorded the broadest
scope consistent with the disclosure set forth herein.

20 A system 20 according to the invention is described in Figure 1. This system 20
includes one or more Monitoring Units 21 and one or more Readers 30 which are devices
for reading information from or communicating with the monitoring units 21 such as hand-
held/mobile devices 31, laptop computers 32, desktop computers 33 and/or dedicated fixed
position devices 34. Each Reader 30 is equipped with RF capability which for computers

25  can be a commercially available card (not shown) that plugs into a slot in the computer.
This card contains a transmitter, receiver, and an antenna. The Readers 30 preferably send
and reccive radio signals to and from the Monitoring Uniis 21. The Monitoring Unit 21
includes one or more sensors 22 and an RF Transmitter/Receiver 25. The RF capability can
be limited to transmission only for some applications. The intelligence of the Monitoring

30 Unit 21 is built into the Monitoring Electronics 24 which includes a microcomputer,
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in part using the active RFID technofogy. The sensors 22 are used to monitor changes in

the environment in the Container. For example, the opening and closing of a door can be

detected. The sensors 22 can also be used to detect movement of the cargo or intrusion into

25 . the Container. The sensors 22 typically use reflected energy and, for example, can sense the

presence of the door by sending and receiving back reflective energy. This method utilizes

no wires or fiber optic cables that need broken or cut fo sound an alarm, nor does it require

switches or electromagnetic contacts to operate or sound the alarm. The invention is not

limited to any particular type of sensor. Sensors 22 which can be usefully included in a

30 Monitoring Unit 21 according fo the invention include conventional devices that detect

various forms of energy including visible light, inured lighi, magnetic fields, radio
frequency energy and sound.

Figure 2 illustrates an embodiment the Monitoring Unit 21 using an RFID Tag 54.

This embodiment ¢an be used as a tamper detection security. The sensor 22 is connected to



in part using the active RFID technol ogy. The sensors 22 are used to

noni tor changes in the environnment in the Contai ner. For exanple, the
opening and cl osing of a door can be detected. The sensors 22 can al so be
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This device depending on its mounting location allows the door, door jam,

25 doorframe, mobile opening, or removable side (hereinafter referred to as the “Door”) to be
monitored using a Sensor instead of a physical seal or an electromechanical switch. The
device allows the fault condition which is detected by the sensor when the Door is moved to
be recorded with a timestamp accessible to a RFID tag where it is available for transmission
10 an RFID Reader,

30 The Sensor 22 is preferably placed in close proximity to the Door, cargo or other
monitoring target. The maximum distance is limited by the capability of the Sensor. The
Monitoring Unit 21 can be mounted with screws, magnets, etc. preferably on the inside of
the Container. The Sensor is preferably mounted with the energy emitter and receiver

aimed at the target with no impediments between the Sensor and the target. When the target
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t he docunent | abe Tini ca ormation ghal 1 ndi cat ] ng a
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the microprocéssor or mcrocofmputer as shown in Figure 2. Because it is
useful to | minesgeemhe fbinfongptiongedudmedy tm*ff‘dtaﬁ’é@éé%ﬁirtﬁ}e tage pidBoldgniehie next
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by the RFID t &ntec ffag The advantage of the above method is that the timeline can be extended due to
the magnifying effect of using two devices with memory. An example of this is as follows:
The iQtag from Identec with a 5 year battery life and a 32K memory can record 13,312
gvents or readings on a timeline which means to cover a shipping time of 30 days it can read
25  the sensor every 20 seconds. To provide adequate protection on the door the sensor must be
monitored continuously or at least every couple of seconds. One way to accomplish this is
to record the event as described above and hold it in the volatile memory for over 20
seconds until it can be recorded on the non-volatile memory which is activated every 20
seconds by the Identec tag. The disadvantage of this method is that the time of the fault as
30 itisrecorded is only accurate within 20 seconds. In this embodiment the sensor is always in
the on position as is the Identec tag. Because the sensor records a fault when no energy is
reflected back to the semsor a fauli condition will always appear if the battery is

disconnected, removed, or goes bad. Likewise, proper function will be evident and indicate
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After the fault is recorded on the long-ierm memory associated with a timestamp and
where it iz accessible to the RFID circuit, it must be transmitted to a Reader 30 to be used.
RFID tags can be read with either fixed or hand-held Readers. Readers can also work as re-

25  broadeasting devices reading the information on the tag and then transmitting information
via a long-range technology.

An alternative embodiment of the Monitoring Unit 21 illustrated in Figure 3 uses an
RS485 serial interface 62 to transmit the data from the microprocessor 48 to the radio
transmitter/receiver 25 which can be any of the alternatives as described above. In this

30  embodiment of the invention the Monitoring Unit 21 is self-contained and does not rely
upon the capabilities that are supplied by an RFID Tag. Al functional control, logic and
memory are contained within the Monitoring Unit 21 and its firmware and the radio is for

communication only.
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the authorization of the user, portions or all of the data is made available to the user.

An embodiment of the method of the invention using the Moniforing Usnit 21 is as
follows. A shipper loads a container with goods to be shipped. Container doors are closed,
and using a handheld (or stationary) Reader, the container is recorded as “closed” by the

25  Shipper. The Reader updates the Monitoring Unit 21 with a data packet including (but not
limited to): the date and time the container was registered as closed the user name logged
into the reader at the time the container was registered as closed owner information,
inventory information, and document locations for pertinent shipping information. This
data is written to the Monitoring Unit 21 using the process described above. At this time,

30  the Monitoring Unit 21 initializes, calibrates itself and begins monitoring the sensor target:
door, cargo, ete. The device will self-calibrate itself creating an average baseline value and
then monitor changes in that value which will indicate a fault. All values, or a fault (values
that are not within set parameters) can optionally be recorded periodically in the memory of

the RFID tag along with a real time clock. Faults will sound an alert, or the recorded record
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25  application.
In addition to security, this invention can also be used for monitoring and tracking
items as they move through a supply chain. Reference is made to Figure 4, A Monitoring
Unit 21 equipped with an appropriate sensor can sense the presence of objects as they move
through a supply chain and broadcast that information via the various Readers described
30  herein. Proximity sensors have long been used in the supply chain to monitor and trigger
events. Until now these sensors have been hard-wired into fixed locations. With this
invention the proximity detectors can be wireless, and therefore mobile, limited only by
radio range. The firmware programming in the Monitoring Unit 21 used for object tracking

or counting is different from that used for security applications. The triggering event does

10



9 WO 2005/ 093456 PCT/ US2005/009380 will be available for renpte access
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Monitoring Unit 21 coming in contact with an authorized Reader, the data is
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to alter the addre ng el ess"a)tmg %utoma%hso}ug et11 ng Uni t
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avol di ng mddr ess nonfﬂrefaml exﬂaﬂdmang tlwmonlmnglqﬁftbt’r mor@mscmplfoa@w@bleet C.
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The anount ofpaﬁﬁltea r et ur ne vary Wth the 25 application.
I n addition tappletursntiyonmettihgs @enmemvplénf@m op$xirendgEs Yisialipns blritsr?BWP&B%tl ng and

tracking itens s c&n@lﬁ&eM\GEnatl hEOUEH: 8o SHBR! %c&ﬁiﬁg rbcnd RefnehRinGe ihdevimde to

Figure 4. A Monitoring Unit 21 equipped with an propri ate sensor can
sense the prdsemstonPratiraebly %@‘“@ﬁ@fam‘é‘ed Prﬁl@hﬁ‘ﬁ Seéls%rt?t}BPS/Acdr‘?gﬁ“ 4nd
br Oad(:aStZOt halr hRf Qe8! WeReV ind HB@ARbHQUSHIRE aslRbR!dexpiorpeda part of the

manufacturing process. The selected parameters for a particular sensor can be changed by a
command which is transmitted to and reccived by the Monitoring Unit 21. Examples of
parameters are sensor sample rate (how often the Monitoring Unit 21 take a reading),
sensitivity or threshold parameters, output type (sensor output goes active as an “On”
25  condition or sensor output goes active as an “Off” condition), alert signal duration (how
long the alert is maintained before resetting and preparing for next notification) and
boundary parameters such as max temperature, max shock, minimum radiation level, etc are

set with default values at the factory.
Preferably the Monitoring Unit 21 includes a sleep mode in which power is
30 conserved. During sleep mode the microprocessor is put into a hibernation state to conserve
power. An interrupt driven timer is set to periodically wake-up the wake-up the
microprocessor to take readings and perform other tasks. Temperature, humidity, and other
static sensors are awakened at predetermined sample rates (see parameters above) and

measurements are then teken. Since temperature, etc. can usually be recorded over time, the
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30 herein. Proximty sensors have |ong been used in the supply chain to
nonitor and trigger events. Until now these sensors have been hard-w red
into fixed |ocations. Wth this invention the proximty detectors can be
wireless, and therefore nobile, limted only by radio range. The firmare
progranningwb?mgmgmﬁpnitoring Unit 21 used for object tprgakbidSooo®o counting
is different fromthat used for security applications. %he triggering event
does 10 WO 20@5‘1‘399‘?3145%31?@1’7‘308%@5‘?%@9@‘%@”“&8’(’“? fofsgord: PeGiere ’5%%8"?% *on and
sinply needs $QsehRGBHELE fhoh @RGeseP @iBborll tholohiadns faditie dht DglofecorRadibres isAs
illustrated in Figure 4 one application.for this invention would be to

det ect objed?@hVEPp%EmFH@VjWgsﬁd%P%ﬁf%ﬁg‘Iocation to anot her nobile

| ocation, or container 72. In this application it would be inportant to
record or note the event on the nobile unit, 5 especially where there were
multiple nobile units, and therefore various possibilities as to which
nmobile unit the object was placed into. In this application each nobile
unit would be equipped with one or nore sensors 22 ained at the opening of
the nobile unit or container. Each Monitoring Unit 21 would have a radio
transmtter 25 which in this application could be transmt only. Wen an
object 74 is placed into the container the proximty sensor 22 in 10 the
Monitoring Unit 21 would see the event via a reflected signal and broadcast
that event via RF transmtter to a Reader which would note the specific
obj ect being placed into specific container. By doing this it would then
be possible to track individual objects as they nove into the individual
containers, and therefore track, and verify that they noved into the
correct container 72 being placed there by operators, automatic sorting
equi pnent, etc. 15 In a preferred enbodi nent the nonitoring of the sensors
uses programmable paraneters to determ ne when a triggering event has
occurred. Every sensor and application environnent has certain | evels of
noi se or extraneous variations in its output that can be considered
normal . In order to avoid recording and transmtting irrel evant

i nformati on, progranmabl e paraneters can be used to filter the sensor
output. A default set 20 of paraneters is witten into the Mnitoring
Unit's nonvolatile nenory as a part of the manufacturing process. The

sel ected paraneters for a particular sensor can be changed by a conmmand
which is transmtted to and received by the Mounitoring Unit 21. Exanpl es of
paranmeters are sensor sanple rate (how often the Monitoring Unit 21 take a
reading), sensitivity or threshold paraneters, output type (sensor output
goes active as an "On"

12



25 condition or sensor output goes active as an "Of' condition), alert
signal duration (how long the alert is nmaintained before resetting and
preparing for next notification) and boundary paraneters such as nax
tenperature, max shock, mninumradiation level, etc are set wth default
values at the factory. Preferably the Monitoring Unit 21 includes a sleep
node in which power is 30 conserved. During sleep node the m croprocessor
is put into a hibernation state to conserve power. An interrupt driven
timer is set to periodically wake-up the wake-rip the mcroprocessor to

t ake readigigg,and perform other tasks. Tenperature, humdity, and other
static sensors are awakened at predeterm ned sanple rates (see paraneters
above) and neasurenents are then taken. Since tenperature, etc. can

usual l'y bg reco ftgﬁto@%?ﬁmﬁw& i %%mlé@ng QRN G b Bl 4 QR%Y009380
measur enent itse s not nece rirggering event to record,
therefore it sh@sﬁ@u&nmomamwgmmet@mﬁmﬁuﬁ@hﬁﬁuﬁﬂkeﬁﬂmﬁhm@mg@oowuwnh@icurrent
;erag;ggr T]S]_(glltleﬁlgg H%lt Infﬁ]%%}gr?esteﬁsa@a,l{§?smnbl eleeatgonlcs d klpd‘acih% g.elr\%g:e?él}{ed from
cont ai ner teodEasdrss pgkitidned sk &i@&irﬂﬁntcﬁ&ﬁs&ﬁhw’@ 1aatmﬁmmdcnfnlefgg cum bé 1etfmc1ﬂdf irst
interior surface of the shipping container, the nonitoring unit including
a sensor, 0@5ﬁ??€?@ﬁ@“@ﬂ%b¥¥ thcs and a radio transmitter wherein the

sensor is posi tub@r’i‘?e@e@ﬁ tah8aibdd Sirt b&ﬁzﬁéﬁcpﬂ‘roxﬁléﬁfe&ﬁﬁ cSfnleN@hg RFIQmtaRer gy
can be reflected off E a second interior surface; upon recerving a

radi oed stiaggerioe sremsinfaroemery oé fgenonivonaunit Wil al t@wtﬁgp ddtiggaimg everntggeri ng
event s inb%ng%n% %EgLaﬁggtgpaﬁ%g&ggg it with a tinme stanp, a triggering
event being®a ¢ 5%ge Pn &R ou puP of "The sensor, and upon receiving a

radi oed get - r esponsecienppraadiodd grrapoeedemmand &osm tehdargrdnamittdag the dar
triggerin% events to the 5eaq§ 2. The nmethod of nonitoring cargo in a

shi ppi ng OBAEEEHEE CBPILIOAPHMPIF ur t her conprising the steps of: storing a
cargo identifier received in a store-identifier command fromthe reader;
and 2. The method of monitoring cargo in a shipping container of claim 1 further

comprising the steps of :

storing a cargo identifier received in a store-identifier command from the reader;

and

transmitting the cargo identifier upon receiving a read-identifier command from the
reader.
3. The method of monitoring cargo in a shipping container of claim I further

comprising placing a microprocessor in a sleep mode, setting an interrupt driven timer to

wake up the microprocessor after a elapsed period of time to resume monitoring operations.

4. The method of monitoring cargo in a shipping container of claim 1 further
comprising periodically measuring an environmental parameter, recording a value of the
environmental parameter in memory and transmitting recorded values of the environmental

parameter upon receiving a command from a Reader.

5. The method of monitoring cargo in a shipping container of claim 1 further
comprising the steps of transmitting a sensor identifier upon receiving a read-sensor-

identifier command from the reader, the sensor identifier indicating a type of sensor.
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transmtting the cargo identifier upon receiving a read-identifier conmmand
fromthe reader. 3. The nethod of mponitoring cargo in a shipping container
of claim1 further conprising placing a mcroprocessor in a sleep node,
setting an interrupt driven timer to wake up the mcroprocessor after a

el apsed period of time to resune nonitoring operations. 4. The method of
nmonitoring cargo in a shipping container of claiml1 further conprising
periodi cally measuring an environnental paraneter, recording a value of the
envi ronmental parameter in nmenory and transmitting recorded val ues of the

envi roneqt al  RALATRASE oARBAGRIVGHRAGATIRA 6O FRAder - 5. The

nmet hod of nonitoring cargo I n ppi ng talner of claim1 further
conpr|3|ngomheasgéms&méofﬁaﬂsmgmmpmgmad5@h§@worgeﬁmp&nemdmgomﬂWQ@®OV|ng a
read- sensor - ent eader [ r

i cat | ngeamfFE ot B Ms ekl BTG e GERREBRY IRTSHIE o

shi ppi ng eori@hgerthebaahte®. 1 further conprising the steps of receiving a
command with sensor parameters and using the sensor paranmeters to

determ ne when a t eri event has occurred filterin he sensor

out put " adoor Attt FR G EHER repor SOREGORBE TG FHRRAPT Hm8 ¥ Fans por
storage C@Mﬁsr@rﬁosm%aing ATRSHQFnE GMPhA Ve Wsenbdi@ng heRgsHitter ROIFE tdi@ni ng a
nonitoring unit having a sensor and a transmitter |nside said storage

conpart rrersto-raaqtcpmnazlitlngntslamierlw@oﬁen%% ovpanitethe wwsiﬁﬁg/@mélé}pn @6%.1@%1% of the
inside sypface rafe stt(t}gga gx{p%ﬂﬁle th%%[a aidt fﬁ‘iticlr ki m?taé dal GRS Lt er

to transmt a signal on t condition of the inside surface
of the st @nalgaa}gfemiacrohdmnn of ﬂxﬂaersaiersutfh@ fttieqstorefe crmpartzienty vdaieth benspr to

conpar t neqt "B FbaTRBP PPt HESHbR iR G 8% e & 86 S0t wene

8. The netcb@ahertlcamptises n’ﬁdhlitbh@g the @fblansliglg viithén sleepmpdrtganmenci ng | oggi ng
data regarding the conpartnent upon a triggering event. 9. The met hod of

cl aim 8, ere sai.d triggeri event is chan in out t he
censor - 101 ' B Rotreda e B SR Be e S metel et sai o
et hod conpat@hdhe chiM aﬁ&éﬂﬁlgﬁanﬂﬁéhmg&&hﬂg a monitoring unit haV|ng a
sensor and a transmt |n5|de sald storage conpartnent; utilizing said
sensor to nonitor the phyS|caI condition of, the inside

9. The method of ¢laim 8, wherein said triggering event is a change in output from the

SCnsor.

10. A method for monitoring a transport storage compartment, said method comprising
the steps of: positioning a monitoring unit having a sensor and a transmitter inside said
storage compartment; utilizing said sensor to monitor the physical condition of the inside
surface of the storage compartment; and utilizing said transmitter to transmit a signal based
on the physical condition of the inside surface of the storage compartment, wherein the step
of utilizing said sensor to monitor the physical condition of the inside surface of the storage
compartment comprises emitting a signal from said sensor to reflect on an inside surface of

said compartment,

I1.  The method of claim 10, further comprising the step of utilizing said sensor to

receive a signal reflected by said inside surface.

12. The method of claim 10, wherein said inside surface is an access port to said

surface.
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surface of the storage conpartnent; and utilizing said transmtter to
transmt a signal based on the physical condition of the inside surface of
the storage conpartnent, wherein the step of utilizing said sensor to

nmoni tor the physical condition of the inside surface of the storage
conpartment conprises emtting a signal fromsaid sensor to reflect on an
inside surface of said conpartnent. 11. The nmethod of claim 10, further
conprising the step of utilizing said sensor to receive a signal reflected
by said inside surface. 12. The nethod of claim 10, wherein said inside
surface is3an GEGRH AW blabA 1@%%&%?99@ ﬂﬂc%tck%fcmﬁmﬁah R0l dal,ai m 10,
further conprising the step of commenc oggl g data re § g the
conpar t menegaxponthg cpmpgr@eemtmgoea@mgeﬂngaevem met hod of nonitoring cargo in a
shi ppi ng container conprising the steps of. attaching a nonitoring unit to
an I nsi de jgur f aCfie@bd boS MR AFoIARLALAGE cob MR, A (Ul | nc! udi ng
a sensor, nonitoring electronics and a o transmtter, erein said
sensor i Sittachn'xm‘d eotitarsgemértigyn sensensfacgtol [hezshmlrga:odtarref liscmoniorieger gy

sensor to r ener off.an inside su e of s hi ppi cont ai ner;
oot eoor Ui ER S Sohidhe s Rl P 395 el SRR PR o ne
data on tnsg@earebtﬁx@ AYERIsEnson u@:hﬁﬁ@'@iﬂr&fccﬁ\l"@en@}y?ls%@d’ok [tgreﬂsdttener@y bifag tine
stanp, a tr%ggerlng event being a_ change in an output of the sensor, and

upon recél riges f FRIgel BRI CBEHFERIBOE BIRNIG FirdiRshstrd seamand FaMeni tti ng
the data %‘adef;, thOBRELAGIRURR Bitaldh HiPSerinE 8] ts inkBnemory of the monitoring unit

with a time stamp, a triggering event being a change in an output of the sensor, and upon
recelving a radioed get-response command from a reader, transmitting the data on

triggering events to the reader.
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