-1- SYSTEM AND METHOD FOR ELECTRONI C STORAGE, AND RETRI EVAL OF

AUTHENTI CATED ORI G NAL DOCUMENTS BACKGROUND 5 These inventions relate to
systens and net hods for providing a verifiable chain of evidence and
security for the transfer and retrieval of docunents and other information
objects in digital formats. The continuing evolution of the nethods of
comerce is evident in the increasing rgplacement of paper-based

comuni cations with el ectronic comunications. Wien 10 conmunication is by
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documents and other information objects, and that advantageously utilizes an asymmetric
cryptographic system to help ensure that a party originating an information object is

20 electronically identifiable as such. This system is one aspect of the methods and apparatus for
secure transmission, storage, and retrieval of information objects that are described in Us.
Patents No. 5,615,268 and No. 5,748,738, both to Bisbee et al., and in U.S. Patent Applications
| No. 09/072,079 filed on May 4, 1998, and No. 09/452,928 filed on December 2, 1999, both by
Bisbee at al. These patents and applications are expressly incorporated by reference in this

25 application.

As an initial matter, it will be helpful to understand the following terminology that is
common in the field of secure electronic commerce and communications.
"Public key cryptography (PKC)" uses pairs of cryptographic "keys", each pair having a
private (secret) key and a public key, that are associated with respective registered users. The
30  public keys are published for anyone to use for encrypting information intended for the
respective users. Only the holder of the paired private key can read information, i.e., an

electronic document or more generally an information object, that was encrypted using the



-2- respective public key. Conversely, an electronic docunent that is
"digitally signed" using a wuser's private key can be verified as that
user's by anyone who knows the user's public key. The encrypt and decrypt
functions of both keys are truly "one-way", neaning that no one can
determ ne a private key fromthe correspondi ng public key, and vice versa,
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20 A "holographic signature" means a handwritten signature. A "digitized holographic

signature” means a handwritten signature that has been captured electronically, e.g., by using a
stylus pad or scanner to create a bit image of the holographic signature.
A "digital signature" is an unforgeable data element, which asserts that the user(s)
corresponding to the digital signature wrote or otherwise agreed to the contents of an electronic
25 document or other information object to which the digital signature is appended. A digital
signature is typically created by "hashing" the clectronic document, encrypting the resulting
hash (integrity block) using the user’s private (secret) key, and appending the encrypted hash to
the electronic document.
An "authentication certificate” is an unforgeable digitally signed data element that binds
30 auser’s public key to the user's identity information and that advantageously, but not
necessarily, conforms to the international standard X.509 version 3, "The

Directory-Authentication Framework 1988", promulgated by the International



Di rectory-Aut henticati on Framework 1988", pronul gated by the International
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25 A unique DN is formed by concatenating naming specific information (e.g., country, locality,
organization, organization mit, e-mail address, common name).

Certificate extensions can also be used as a way of associating additional attributes with
users or public keys, and for managing the public key infrastructure certificate hierarchy.
Guidance for using extensions is available in the recommendations of ITU X.509v3 (1993) |

30 ISOMEC 9594-8:1995, "The Directory: Authentication Framework" or in IETF Internet X.509
Public Key Infrastructure Certificate and CRL Profile <draft-ietf-pkix-ipki-part1-11=>.



Public Key Infrastructure Certificate and CRI. Profile
<draft-ietf-pkix-ipki-partl-1 1> -4- A user's authentication certificate

i s advant ageously and preferably appended to an el ectronic docunment with
the user's digital signature so that it is possible to verify the digital
signature. Alternatively, the certificate may be retrieved fromthe issuing
CA or directory archive. 5 "Public Key4 nfrastructure (PKI)" is the
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The TCU implements defined business rules for the transactions handled by the TCU

(i.e., a complete set of authorized actions). The TCU also implements a defined security policy
(i.e., a set of protective measures that is necessary to prevent unauthorized actions). The TCU

25  uses its business rules and security policy to govern transaction requests and access to the
repository over the respective life cycles of all documents and objects within its control,
verifying the identities and authoritics of parties (local and remote) requesting repository
services. The TCU securely stores and securely retrieves digitally signed, authenticated, and
encrypted electronic documents or information objects. Upon request, the TCU prints and

30  issues certified documents. The TCU advantageously supports a multi-port token server for
proving document authenticity, for verifying the identities of signing parties, and for

authenticating document submissions. The TCU provides for backup and disaster recovery, and



provi ng docunment authenticity, for verifying the identities of signing
parties, and for authenticating docunent subm ssions. The TCU provi des for
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field contains pertinent additional information relating to the act of signing and is protected by

the signer's digital signature. The unauthenticated atiribute can be used to convey additional
information to the TCU and/or by the TCU to document when the signature arrived at the TCU.
Certificate information contains the signer's X.509 certificate. It may also contain some form of
25 . attribute certificate signed by a TCU recognized issuing authority. This attribute certificate is
used to convey additional qualifying information about the signer that may aid the TCU in
making access contro] decisions.
With all of the advantages of electronic original information objects that are provided by
the U.S. patents and application incorporated by reference above, it is important to realize that a
30  digital signature is not valid indefinitely but only during the validity period of its authentication
certificate. The validity period of an authentication certificate is also not indefinite but typically

1s set 50 as to limit the chances for compromise of the digital signature, e.g., as a result of theft
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521 descri-bes & method and apparatus that effectively extends the time over

.15 which a doSuchemténsiotiigntininlisigdahoweres HechRe B vali Hﬁpmﬁdﬂé’fa?@% state”
. enbodi nent, an, arcE: ve. facility-is used to store a PKI"state, e.

crypt og r%ﬁﬁ“ﬂf it teh, Thispases & neeblemiforinfarmationiobjees that ananmndei/mdmve on

L BRI R gl ST OIS VTG R B

. the si gnat ureBMﬂrsez SEbdMMamﬂmdrmdrapﬁa&atﬁﬁﬂﬁiwedub@l Ritenath Ml ot e
_tlrre$ dogcu nally submtted, 20 and the signature:
verit o % t?g Yrified Ina'speestate’ ebodiment an jarchive

 "secure mmwﬁ%edm'aMMt£%P%¥p%ﬁ@aﬁﬁoﬁ£ﬁ dsucir%gcg@ﬁg% g%ﬁ aggl

state is protected fromintrusion Inrng 1

- faci | i tyealyate regeatiop lists the ablic kgt aftr mptiertifiratibe aithesity, BRETpelidysm | N
oot dencanehbs 18 A8a0L AT SRR, S!St e vesi g an e
- "tr ansf alogtuinent, 8 Savek resireute thé Pm L;ta@oit!fhe time the document was originally submitted,
20 andthe 51g11ature verification process is performed using the re-creaied PKIstate. 1na "secure
storage embodiment, the PKT state i 18 stored, and the stored PXI state is protccted from intrusion
by mamtmnmg itina secure storaga faczlny and/or by employing a cryptographc protecnon
mechamsm. ' : ‘ .
- - In addmon, the process of gencratmg c-ongmal objects canprowde the mdence |
- 25 - necessaryto establish the transfer of interests in a* u'ansferablerecord since it relizbly
| | estabhsh&s a document's msuerlowner as the person to which the ttansferable record was issued
or transfened. A ’transferable record" means an mformahan ob_]ecr, an interest in which the
- owner/issuer has expressly agreed is fransferable. In paxhwlar, a single authoritative copy of the
| tansfcrablc rccord exists WhJCh is miqus, identifiable, and unaltcrable, eXcept that copies or |
30 revisions that add or change an identified assignee of the authontanve copy can be made only
with the consent of the pe:son assernng control and that each copy of the authoritative copy and
any copy of a copy is read;ly identifiable as a copy that is not the authoritative copy. Also, the
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' ggfg%fgozggngy&&@ﬂﬁﬁﬁFks,Q%Q;Hép?omner as the person to which the US003274
transfer ¥® record was issued or transferred. A "transferable: record” :
means an information object, an interest in which the owner/issuer has
expressly agreed is transferable. In pabaicular, a single authoritative

copy of the transferable record exists which is unique, identifiable, and

unal t er adstienritatieeepdpyt iﬂanﬁfmpheﬁcrm @fcrtiayicahesissthajersido awvhichthegemsferable
identified assignee of the authoritative copy. can be made onky_ wth the

~ gonsent FoTas Etiednonis the authasitative qopy adigatenthet b trmsfeghlesecard das been -

aut hori tatj 0 ] . ' ' L S Leadi i dentifi-abl

copy 1 haTEFErEr B R @ ShiBHRY 8bs BBt ikl il ool e Ao me
. EMPFANGSAwdiDi ShiiglyTis otidnidicated-18 002 rizditaiied Sy BecpeionNsser@SS ot 3r its

- US003274, Patent -6q; authoritatjve .copy identifies the person asserting

cont rdl- 4EERREdsuptoginm BRdamvuEvisien of thmaythergtive conydereadikaidentifahla asor | f

" the autrgmﬂﬁﬂyéd Ooiing cates that the transferable record has been
‘transferred, t1§E€§rso¥1%#vwnch the transferable record was nost recently

" transferred. ‘mmmwmi,bﬁﬂd@ﬂmmmbhﬁsﬁ@m%maﬂb%, & eravdferable record.

mai nt ai ned by the persgn asserting control or its desi-gnat.ed cust odi an,

and any IPORS R mot R earigheals ug recardechiy tragsf TE¢ardsats as

aut hori : n I1Z.6 qenesal . ..ho I n_e-original: may .be, but
T not oty 38\l teithpoltinlS BB YU e Reetneit doat oty |
-e- orl@i rextouted in smyemehberafCour AT, edeH lof WiACISSHRURIY efrl LEMEIHS WK the same
e-originals. This can be inportant to information objects such as )
agreenments that may be 10 executed-in any nunber. of "counterparts”, each of
~Whi ch shoul d bean e-original with the sane SUBSTI TUTE SHEET -
"EMPFANG( AMENDED SHEET p VLLL ".. n~1 . | I. JJ - navynvvna~~a. i LL..nl n
17.39 -7- effect as if the signatures on the various counterparts were upon
one docunent. A "counterpart"” of an agreenent or infornmation object is one
of possibly many e-originals that are replicas of an agreenent or object
that may be executed separately, with each counterpart being an original
with the same effect as if the signatures on the counterparts were upon the
. sanme original. Agreenments may al so be executed col | aboratively by
-incorporating multiple signatures T
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wi thin the sane docunent. Collaborative execution may take place
non-sequentially at one or nore |ocations. The process of applying
mul tiparty or nmultiple signatures refers to execution of an agreenent
where nmultiple digital signatures are applied either at one tine,
sequentially, or in parallel. Wth al l7-of the advant ages of e-original

i nformation stht are provided by the U. S, ate plications
i ncor por at eoﬁp éf‘Sr Srsienh %Sogﬁg\yﬂmuf PupEP (S’Fe‘tugﬁrfonfg ?%%aﬁmﬂ e
t r ansf er abl & an egromatat (ﬂlhﬁorﬂﬂm&bjﬁﬁﬁh one moeﬁblpfha@m drigingls matareeéphedajoeﬁi t hat

exi st outside of th tro ot be able to be. taken f or
ant - ori gi nal®" ememorgbt"ﬁ:g'g’%l g‘;gﬁpcé%fdgeqagaé rd Fatcg‘équflterp banesp P may be

~effective amﬂaﬂnbbmeﬁfed{asf@aegham&pemhdmm&s\ﬁdrélqﬁnmemrongiﬁﬂe d| gital
signatures are applied tdurl n bexec taeF beI ect rop ‘-ﬂ urrent and
‘control of the TP PF S mng}i’gﬁw yegtl?°8W°’f‘?

t r ansf er r edwitlein the $4ohd, dovdmenh Cbkkabaraﬁ\rettséoaﬁbn rﬁ@pﬂcﬁlpla@&’ mn@équantﬁny 4 bﬁhadr obj ect s
that reliab] nd.. seqyl for their f fective
ives, Conr b BiE T Gt i iy e B e R e cen b L T s
.the aut hend agretmermﬁvhérhmulabledagmabﬁgmmﬁb@%ﬁﬁmbd cither@t gne Vi@, iséqyiertiibl®y, ot egri ty of
t he documentm?Jﬁ contents, the wvalidity of all digital signatures and

associ at ed BUt fienti cation certificates (e.g., I'TU X:509v3 certificates),

. .and -the authori tWidfalltoﬁmealhmﬂagmﬁfesyngndbnifdrmmronolé}ecsaxhatmspﬂ‘omﬂecbayttﬂmahs.i city

verlflcatlona t he t he subm ni c
docunent . enflsé{‘ﬁ hca OTE Ea %r%e#ﬂ??'n%cyeg?ea 87t lswogfkg)ﬁﬁaﬁﬁgﬁﬁw dte-time
stanp and |mfdmgkt®brdsmgmbmﬂ @pids «nfanﬁ:mﬁnmﬁﬁr@bjeétahage}m wttﬁddﬂfdfek) Thi s

TCU acti on denpnst es th ass |on of. ntr bi nal .
SRy Ao SRR RS Rstfee M SRR Far ol e BB 06 B iR eorlr oa by

- pri or- appr-o@elie’ ¢ mmmlmiqdmteffmw asra bthfe uﬂﬂsfigrem’pztplemthnnaﬁﬁcs ond din@RE aspect

of Applicants. i.nvention rels stored
oL or i nar e PRk R el Pl i PRSP pOfe oy ects by
- respective remﬂtagsli@aﬂyanpm«ﬂectraubmctmemgt&mjﬂﬁdtdaﬁ@ﬂ Ritich @a talbled®Ct S tO a

" trusted custodial ut at i he submit d
it ormat § onbt Bt s ekt s v HeBR hopS PP EP AT PR cont ent s of

. -each - si gnedeffanfielivet Dorecebyjofe tigaaily stghed afalrordd docwmaént A Siegifiadthe € of t he

respective ansfe nd a . eac i.dat ed, i nf or mati on
oty eor o qat U O pE e s MeaG < xR ot B oSN s het i B
- certidfi cat evatility ¢fell Tglthl sighineds andunsdoirsecdatithértiasion cadficates @/zi, IUNAIS0DB) ect based
on rul es est The od.i.ncl udes the
the steps of %QJ C?t5§1 aingﬁlgﬁ%&g%% (Foﬁlg?engssﬁ“a’lﬁf S ﬁ*égccﬁisﬁ%@%efn id¥e type of
e-ori.gi nal &'b;ﬁezﬁion attests to the legitimacy of the submitted electronic document, The TCU then
creates the e-original by appending a date-time stamp and its digital signature and cextificate

(signature block). This TCU action demonstrates the TCU’s assumption of control of the e-
original,
SUMMARY .
Applicants' inventions solve this and other problems suffered by prior approaches to

authentication of information objects.



establishing a rule that establishes at | east one type of e-original object
as potential transferable records; establishing a rule that enabl es at

| east one selected user to access at |east one selected type of e-original
object; establishing a rule that identifies at |east one type of
e-original object required to conclude 8-deal; and establishing a rule that
controls transf%nge

|naI bj e
transferabl e recor g@ QCtO s hcanltse;sm’%lg Ol ?rgﬁé’ﬁovb%?gﬁﬁ @Wﬂgfﬁ%lfﬁ%
e-origi nal ﬂme@cbnglwd]ubjmtsrtgatéx*@dmtn @ental byp@ninb ﬁiforﬁﬂuimﬂdbmcusgy teseecti@al , the

TCU notifie t._.on cl gi nal
‘object is r%%nglfe{/%%ﬁ%w?ﬁﬁmg%%& iﬁieE f”ﬁ‘gt%] rlrsgtoaf dhcél%io‘?lﬂélﬁﬂtéfg@we step of
CL eating 9va11daltmglti}eesubm¢tcﬂ/mled)mfodnamncajecﬂs basttlemestmg thr: Elgf:gﬁtyﬁ:lfldigl nial '(I)'EJ ect -
that is at ¢ ude. the dea e

obj ect - nve%ot%%?{?%?%?%‘? eﬁ (% ?bﬂm?angt%cékﬁﬁ[“gﬂd’tfg‘e SEPAYE 81 e TP g nat ur e
and aut hent ﬁm&r zgantcaﬂtaplﬂylugtoeadf vatldimaed'liﬂdnnmnml oltjdmea cbeinq: Bmé sty eqtor y

i ncl udes a ne es |f1 ha spectively

" point to the ﬁﬁafméra Ialelehr e(‘:%[g) 6619 &E fIthef"a (aﬁsaa:tlﬁa“g BiBck of at

‘| east one pmgma(l:otp@:nbascdrmtrhles cteabhshed'hﬁarpmﬁer Gﬁtbab‘li_]ecs Thé gﬂ(ﬁdemeluﬂﬂsdmk

i ncl udes t nsf er abl e
record and Egt art?t%h&%rqﬁbé%&ha? |%13hs sfzagsnoaet?}sfpp%fei'ﬂ%"m%j 8% -inventory
my furtheres:ahbﬁmr@elmieﬂad@stabllﬂnmmeasmnﬂgzpehﬁed@ialoujectmtdneaﬂ aspect, there
IS provide n I origina cts that  have been
crent o by b9l SARLEY 6 bEagle LI IR BT el b s,
< subm tting sayomcelected topmdtercmglmbcybmt sstahhslang:tmmm ideusfiendi lazhst Otteltjrpet y

(TQY), validat igne i.nf o b ects at | east
testing the&laendtr%glralf{b%m’s‘%g%e con in (g ande{%ﬁa 5"9 orRE |on obj ect
and the-val irmsmnaﬁonbﬁes@ac@da{qugmabdbjdyhmtoraemnﬁexrabl\wecbxrdansfer agent, and

applying to -each mat i on o .and a
digital signature aaérald % e%tak’lllsf(l:lg{ AR c'°5t"888¥3 °ftﬁ%q“¥a% ex%&?rbades t he
steps by thwrt'l@t;b@ludngam denlngne d Olgpicsd at$<1al§1mné pa&tjlcximtmthksmal whenrthest ri eval
of an e-ori f e termnin et her the
user has &%“hor @Qétfrnggg&f th@%rgg%%lgt Oém%ﬁﬁr[%ért c d%é‘bes“ipsgafgi}&gm ned to -
have authority, carrying out the steps of. retrieving the e-original :
object identified in the request; extracting fromthe retrieved e- original
obj ect content information and at |east one signature bl ock; extracting
fromthe signature block signer information; extracting at | east one of a
date-tinme of a digitized signature included in the signer information and .
a date-time of the TCU s receipt of the signature block; extracting from'
the signature block certificate information that incl udes si gner

identifying information;



formng a data structure fromthe extracted information such that upon
rendering the content the information is properly placed with respect to
the content and includes at | east one forgery- resistant indiciumthat
clearly identifies the rendered informati on as a copy; and comuni cati ng
the data structure to the user. In yet-ﬁnother aspect there is provided a
et hod Of  PANLNGSAR! B Lk IR PLLEGI Sl il 021G, PERR. ELERLGT PV

si gni ng i nfOrmat | on ob] ect's respec |vé’ &t eF 2GEATETEUB

si gned i nf oxsmmuu@toab]lcéaieshet@ahifha: W¢MVenteﬂyonhhales altlatb-titne s(aif@lal)ld aval i dati ng
the submttg g gigned information objects by at |east testing the integrity
of the conterits of each signed information object and the validity of the
signature of the respective transfer agent, and applying to each validated
information object a date-tine stanp and a digital -signature and

aut hentication certificate of the TCU which handl es at | east one
e-original object based on rul esestabli'shed by an owner of at |east one
e-original object includes the steps of authenticating an identity of the
owner; establishing rules relating to a deal, wherein the rules include a
rule that establishes at |east one type of e-original object, a rule that
establishes at |east one type of e-original object as potential
transferable records, a rule that enables at |east one selected user to
access at |east one selected type of e-original object, a rule that
identifies at |east one type of e-original object required to conclude a
deal, a rule that controls transformation of a sel ected e-original object
-11- into a transferable record, a rule that identifies at |east one user
able to authorize transfer of an interest in a transferable record; and
validating the owner's right to act with respect to the deal. WD 01/41360
PCT/ US0O0/ 32746 -12 BRI EF DESCRI PTI ON OF THE DRAW NGS The f eat ures,
~objects, and advantages of Applicants' inventions can be understood by
reading this description in conjunction with the drawings in which: FIG 1
is a block diagramof liability allocation in a docunment- authentication
systemthat 5 creates electronic original objects; FIG 1A illustrates the
contents of an e-original in accordance with Applicants' inventions; FIG
2 is a block diagram of a docunent authentication system FIG 3 is a
flowchart of a digital-signature chaining nethod in accordance with 10
Appl i cants' inventions;



FIG 3Aillustrates the contents of an e-original produced by Applicants'
digital-signature chaining nethod; FIG 4 is a flowhart of a nethod of
creating an object-inventory in accordance with Applicant's inventions; 15
FI G 4A depicts an object-inventory for a deal; FIG 5 is a flowhart of an
obj ect-inventory versioning nethod in -d8cordance with Applicants’

I nventions; _.Fl El(l\ : GI: obj ect ~hnventary. at a |l ater.stage of the
deal depi ctselgm%le %ﬁi&ﬁfﬁ‘ﬁ?‘@ﬁ@%"?ﬁf‘ﬁg Taél?gifog\?\cﬁﬂenrvenaogfnﬁlﬁ ef“f‘)‘r)l‘/%"“BIIWbusi ness
rul es rel at thaignddesobjeagdatiiesthst raipativelyguoint @0het trapsferehid rean] anf hiGeastbnelepi ct s
creation of i@aﬁgétgcgcg!oﬁatﬁ$&%5§§aft§ﬁ;§gﬁ%‘ﬁgHéal. qﬂ%}g%néc?‘pggtesgtl i Sdésbm ssion

r ] or .t
to a TCU;, A icts cre e-origi m%‘r)‘fkourmh%

execut i on of hash ofgabmbifiten ofa mesEr cips offketcutienble otord awithgianaipsewdipitized TCU s

ensuring th | rtially executed. e-qgriginals do not

exi st outsi %%mﬁ]ﬁe:%ﬁs@%%ﬁ%n%&yom escri glglgdecl}r{%%‘{éﬁgn ofménggbe&galbf a

transf er abl e recdnahothefRisiet, heredhapovided a anethpdyofdbuiiog bretdeorighkl@bjet®R thebe pi ct s
mul tiple pa 'gpgx ) - B0RLE ] i nner. w er and.a TCU

digital si gfrilag%h%ew%%p [ estkf!)’l}@ g an (%t{lﬁ%g})jtec\%sr%ﬁ%’reﬁmé‘ﬁmg?%e i ]5%@1&51 ?chur si ve
appl i cat i oninfmation pljeatsto a mstedrei@dial wiligh@OE), yslelatfg thdwebroiligdstdned nvent ory

nmet hod to i t.-C t ] f eal .. WO 01/41360
PCT/ US00 132%%%‘”&#&f@%ﬁ%ﬁeﬁ?&%ﬁéﬁ%@ﬁﬁ%ﬁe@% i S‘g |°6“r‘1agﬁ°‘6an be
- i npl enment edoliket doid fiervglidity whtbe sigratuteyof the adspeatpledragsforpgnt and agyigitesachnd
t echnol ogy [aak e t I ystemfor authentication of
el ectronic @g%umn&aagl}]@%ﬁ%% tlﬁrgefs%gﬁéﬁl %aﬁlgl %E)?I%lg?l%.mga"éfe&mmioni s a bl ock
- di agram of ¢ortdichi efithd TEY, irludesaht stepmbyf the TEU bfvecrivingatrequest submMopby ©asat ' DAS,
whi ch uses rkK. Leh. i c/private keys ed to
| encrypt/dec?§%eg%%\g%ngﬁn%#j§%%ﬁ§%%%%{ ug%té&%re ﬁél‘ﬁh\e/e?re uf%h%S object's
ori gi nat or Moaytesfoamlthesmst;. aadiditticalsdr & deeemsed to Fidve authdritg sdrryingtourtse and
certificat eydehh Mk et tini bl idenfRRl: G3LRY; 8l:SRBHEH 1RledillRa & 509

original object content information and at least one signature block; extracting from the signature

=O

- block signer information; extracting at least one of a date-time of a digitized signature included in
the signer information and a date-time of the TCU’s receipt of the signature block; extracting
from the signature block certificate information that includes signer identifying information;
forming a data structure from the extracted information such that upon rendering the content the
information is properly placed with respect to the content and includes at least one forgery-

* resistant indicium that clearly identifies the rendered information as a copy; and communicating
the data structure to the user.

In yet another-aspect, there is provided a method of handling stored e-original objects

-~ that have been created by signing information objects by respective transfer agents, submitting

- signed information objects to a trusted custodial utility (TCU), validating the submitted signed

* information objects by at least testing the integrity of the contents of each signed information

~ - object and the validity of the signature of the respective transfer agent, and applying to-each
validated information object a date-time stamp and a digital signature and authentication
certificate of the TCU, which handles at least one e-original object based on rules-established by

- anowner of at least one ¢-original object includes the steps of authenticating an identity of the
owner; establishing rules relating to a deal, whetein the rules include a rule that establishes at

- least one type of e-original object, a rule that establishes at least one type of-e-original object as
potential transferable records, a rule that enables at least one selected user to access at least one
‘selected type of e-original object, a rule that identifies at least one type of e-original object

-required to conclude a deal, a rule that controls transformation of a selected e-original object



standard and the publication by CR Merrill cited and incorporated above.
10 As described bel ow, the public/private key is advantageously delivered
in the formof a Token such as an electronic circuit card conformng to
the standards of the PC Menory Card Interface Association (a PCMCI A card
or PC Card) for use in the originator'dleonputer. In general a Token is a

portable tr f L S, -MS for transpgrting, ke r parts of
keys. It Wlﬁfblsc1 t%ésf%%%éerr%gc{r%ggh? %gattlajeﬁ@%&gﬁ s‘?’% e fipéllibsl o 8'%1%0 é’o(f?%ﬁg Ofalél ivery
mechani sm f wiereghibh frakierable stcerd;lihd kadidging dteloenerk rphd & 2of withiokspers toteydeall so be
used, such as floppy diskettes, Smart Cards, universal serial bus (USB)
tokens, integrated circuits, etc. Advantageously, nmany comrercially
avai l abl e Tokens that enbody on-board cryptography generate the
public/private key pairs on the cards, and the private keys never |eave
the cards unencrypted. Using an integrated circuit, such as a nenory '
device or a programmabl e processor with nenory, for a Token has the

advant age of 20 snmll size, enabling Tokens to be included in nmany

communi cation and conputing devices, like cellular tel ephones, personal
digital assistants, handheld conmputers, identification badges, etc. The
public keys are generated and issued by or under the control of the
Certification Authority (block 102), with a certificate including the
identity of the intended recipient and appropriate user attributes, anong
other things. Principal conponents of the DAS assurance are 25 the correct
operation of the Certification Authority framework, the tight binding of
user identity and attributes to the public key in the authentication
certificate, and the reliable delivery of the Token to the authorized
recipient. As illustrated in FIG 1, it can be convenient froma managenent
point of viewto use a Registration Authority (block 104) as an
intermedi ary between the CA and a Transfer Agent 30 (block 106). This
permits the CA to concentrate on controlling generation of cryptographic
keys and issuing certificates. The Registration Authority (RA) can then.
concentrate on other managenent aspects of the DAS, such as performng
Transfer Agent enrollnment, recording and WO 01/ 41360 PCT/ 1JS00/ 32746 -14
associating attributes-of the Transfer Agent with the Agent's public key;
setting a Token activation personal identification nunber (PIN), and
certificate ordering and retrieval. For exanple, the Transfer Agent may be
aut hori zed to .conduct only certain types of deals -or transactions and/or
deal s or transactions having |l ess than a predeterm ned value. To ensure 5
reliable delivery, the RA may use a service such as the bonded courier
services comonly used to ferry securities between parties to deliver the ..
Token to the object originator. Positioning the



RA |l ocally has several advantages, including for exanple face-to-face proof
of identity and direct delivery of the Token. In an additional aspect of
the DAS, the public/private key is effective only when it is 10 used in
conj unct i oRyyhidizéy certificate and personal identificatiaqn information such
as the recipient's biometric information (e.g., retina-, T7Thy&r2’# and
voice-prints) or a PIN that is assignedjzto the recipient of the Token by
the CA or RA and that may be delivered by the RA separate fromthe
originator's Token. Any BRIEEDESURIPTIONOGFUSE PRAMWIGGSCE roni ¢ obj ect who
is required tﬂ](rjij i tal Ii;‘ sign or encrypt the object would simlarly be
provi ded with &% &8}5@%@ efs, e advantages of Applisams) invertions 41 begniderstood by

i nformati ind thioidsdri APREmEASER t Jokenis user advant ageously may
be perm tx?gud %?ﬂégél%ﬂgﬁgn asjs?ni%gned ﬁﬂﬁt%ﬁgﬁgsg&hfﬁé user's own choosing
and that the HIf ! isablbek disgram of lidblity alassion itk docupas spthemisa@tion kyssem #pr oves
securigy csnisarggeelécltﬂre JgION {'ns oﬁ?hege)_ only known by that user. In FIG 1, an
infornation © jechs d éli XSt and any subsequent transmtter are called a
20 Transfer AQUGt 1Aadtirates the bntbifls 3PN C6i@hf th dabarte Wil B ficadigent is
identified to the DAS by its possession and use of a valid certificate and
a valid PPREnHRES:not ed above, the authentication certificate also indicates
one or nore atgyg ; AIM ticak by the CA of a
digitally signed %gﬁ?ﬁdéi%ﬁéﬁiﬁ‘?i@ﬁ{eﬁe verf‘?"“:‘%ﬁ%&?‘g of the identity of
each transnit tHE. 3is afleychan of 4 Jigitilepipndtuns chaimingpéthel inhpaedancdéthCA al so
retaifg t li%?nt?l?ﬁ\} hﬁ(y e revoke a certificate and public/private key, or
to reissugra certifticatre and public/private key, froma renote |ocation

el ectroni cal | WFIGThA iluAt-aiesthatsitentd PRATL oripinal proBG&d BR DPASRAY dighal-A&hakédance
with the c%OJ icy set for the system For exanple, the and/ or RA can set
financi al“MPMEIRERE | i nits on the authority granted to the Transfer Agent
by conveyi ng tdigsgi j ' L Gid.an i .

At but o, Thege: SetIRburt Ot 20hed O rt b ah Shie BN A Bl Ackondilebuin, 4 50
enf or ced Anplisiteinveniégnsnt s in the system As depicted by bl ocks 108, 110,
the Tyansfer n s for the ipformgtion object in digital form
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~ devi ce WO 01/ FIG6DisREI0WIB&D63m bbfect-nlBntbCREstim thétlod MGicddragrt shmmAgent ' s
Token. The Token. X.be_ incorporated in a client workstation connected to
a DAS or SRS PFERONSet work or the Internet, or in a stand-al one

wor kst at i on t g, SvaRGRaesE -ﬁw%ﬁ‘t@qﬂét%tlat&géﬂdr%*&fm&ﬁ dgpieiearir?kié.m‘?f

unrel ated deal s or transactions by,” for exanple, a log-1n password.

not ed above, e ridluatratespynedesinition of business rules relating to an agreement, deal, or

20  transaction;

FIG. 7 depicts creation of electronic records and execution of a deal prior to submission
toaTCU;
FIG. 8 depicts creation of e-originals at a TCU prior to execution of a deal;
FIG. 9 depicts execution of e-originals with a TCU's ensuring that exact copies of
25 partially executed e-origihals do not exist outside the TCU;
FIG. 10 describes creation of a copy of a transferable record;
FIG. 11 depicts a signature block;
FIG. 12 depicts multiple paralle! signatures applied to an inner wrapper and a TCU's
digital signature applied to an outer wrapper;
30 FIG. 13 depicts recursive application of wrappers; and

FIG. 14 shows use of the object-inventory method to implement counterpart execution of

a deal.



5 integrated circuit that is included in a handheld conputer, cellular

t el ephone, or the like that may be connected to a network by an infrared
or radio link. As an option, a device for digitizing hand-witten

si gnat ures pf op@fskd Ci pants in a deal or transaction may al so be provided
and the digitized signatures may be added to the el ectr oRFFUPBFEE . I n
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digital signatures and authentication certificates to the 10 electronic
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20  small size, enabling Tokens to be included in many communication and computing devices, like

cellular telephones, personal digital assistants, handheld computers, identification badges, etc.
The public keys are gencrated and issued by or under the control of the Certification
Authority (block 102), with a certificate including the identity of the intended recipient and
appropriate user attributes, among other things. Principal components of the DAS assurance are
25 the correct operation of the Certification Authority framework, the tight binding of user identity
and aftributes to the public key in the authentication certificate, and the reliable delivery of the
Token to the authorized recipient.
As illustrated in FIG. 1, it can be convenient from a management point of view to use a
Registration Authority (block 104) as an intermediary between the CA and a Transfer Agent
30 (block 106). This permits the CA to concentrate on controlling generation of cryptographic keys
and issuing certificates. The Registration Authority (RA) can then concentrate on other

management aspects of the DAS, such as performing Transfer Agent enrollment, recording and



HTM., XM., or XFDL) can be used for this purpose. The contents can be one
or nore 5 information objects (each conprising one or nore electronic
docunents, inages, conputer source code, computer executable code,

dat abases Qpilations, etc.), date-time stanps, I tal signatures
and natchlxggggg§lflcates and/ or indicators, which |nclﬁﬁgnrﬂ%? ﬁge not
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respon5|b| Iltécfor t he object'’ scgageservatlon bq‘qu)pen Ing a date-tine stanp

and di gi'? Herseinier)g mj"]fqlféﬂ By (s pidid apdtheympybedslivergd by thediA sgpagatsi gned
el ect r onifnPile Qi mﬁ*&k’?‘?gkeﬁl%y sfl] Equ ﬁ‘ﬁdingﬁﬁ BP& dél&:?r%%ﬁ é)fbjf:ct\% 5 &ercd

el ectroni c object's contents, e va perio ranst er Agent's
certifi cae digitalhgsigier engryat the Oléjvetlwmhldaalnulm\Vpkept))v1déd witiea aaspdveiné Tokdn amd

of tnid oot denricalion BFmAlohf Wi b SBuR0Sd war v Fier Sty
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certificate, decr% l?t% 30 the digital signature (thereby uncovering the
obj ect ' s TAYHS)ZY & ﬁ’% nasRyoRd PfRAspBa6e t THawpprowas gecugieginge mbls@hmgf ed
hash agaikasin biehapei.hash. The test of the validity period conprises

sinmply ensuri ng that the current date and tine falls within the validity
period noted HhFithd. wonfrmai@ahiRET R3340y subiduesntandhinat gre cdlhd at est
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-possession and use of a valid certificate and a valid PIN. As noted above, the authentication
certificate also indicates one or more attributes of the Transfer Agent.
Issuance by the CA of a digitally signed certificate ensures the verifiability of the
identity of each transmitter of a digitally signed or encrypted object. The CA also retains the
25  ability to revoke a certificate and public/private key, or to reissue a certificate and public/private
key, from a remote location electronically. The CA can also support privilege management in
accordance with the policy set for the system. For example, the CA and/or RA can set financial
or other limits on the authority granted to the Transfer Agent by conveying those authorizations
or restrictions as certificate attributes. These attributes can be retrieved from the certificate and
30 enforced by other elements in the system.
As depicted by blocks 108, 110, the Transfer Agent arranges for the information object

in digital form, such as the output of a conventional word processor, to be imported into a device



whet her the certificate was not revoked or otherw se restricted at the tine
of digital signing. These three tests together may be called a

"val i dation" process. Successful tests signify the authenticity of the
recei ved dig §;all signed el ectronic object, that is to saé who submitted
the 5 el ectroni ¢ object and that the object’'s contents h&S&USHY32Mianged
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object. For example, the Transfer Agent might append to an information object a digitized
hand-written signature, a digitized signature and verifiable biometric information, a digital
signature, or a combination of these. Alternatively, the Transfer Agent can sign an information
25 object by connecting to a TCU using the password and other procedures of a secure protocol,
such as the secure sockets layer (SSL) security protocol for the TCP/IP (Internet)
communication protocol. As should be clear from this description, it is important for the DAS
to assure itself that a Transfer Agent is who the Agent purports to be. If not already provided in
the course of signing an object, the Transfer Agent appends a hash, a cyclic redundancy check
30 (CRC) information element, or other type of content integrity block to the object, thereby

ensuring the integrity, i.., unchangeability, of the information object.
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Transfer Agent has the proper authorizations, the TCU assumes custody and control of the

object and responsibility for the object's preservation by appending a date-time stamp and
digitally signing the submission.

25 On receiving a digitally signed electronic object (block 114), the TCU tests the integrity
of the electronic object's contents, the validity period of the Transfer Agent's ce:tiﬁcafe, and the
status (valid or revoked) of the authentication certificate (e.g., ITU X.509v3 certificate(s)). The
test of the integrity of the object contents, which may also be called "digital signature
verification”, comprises extracting the public key from the authentication certificate, decrypting

30 the digital signature (thereby uncovering the object's hash), computing a new object hash, and
checking the uncovered hash against the new hash. The test of the validity period comprises

simply ensuring that the current date and time falls within the validity period noted in the



WO 01/41360 1' CT/1JS00/ 32746 -19 FIG 2 is a block diagramof a DAS that
IS in accordance with Applicants' inventions and that corresponds to FIG
1. FIG 2 shows the interconnections between the Certification Authority
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authentication certificate to the authenticated received digitally signed electronic object. The

date-time stamp can take any convenient form and is analogous to the simple rubber stamp
available in many mail rooms. The digital signature applied by the TCU eliminates the
possibility of unauthorized alteration or tampering with an object by the signatories subsequent
25  toits original execution or sealing, In addition, the TCU's digital signature can advantageously
provide for non-repudiation, i.e., precluding the ori ginator from disavowing the object. This
action by the TCU marks the TCU's assumption of custody and control of the electronic original
object.
For the sake of brévity, the terms "e-original object” and just "e-original” will be used to
30  refer to an authenticated information object created by a process involving a TCU and a Transfer
Agent, and the term "deal" will be used to refer to a transaction or account that corresponds to or

is defined by a set of e-originals. It will be understood that an e-original is itself an information



One such occasion is certificate renewal, but other instances nmay al so be
authorized (e.g., instances |like those involving web browser secure
sockets layer ("SSL") certificates). WD 01/41360 PCT/US00/ 32746 -20
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such as a modem) to obtain or further transmit an e-original may change.
To maintain a trail, or chain, of evidence, the TCU applies version controls to e-originals
in an account, thereby preventing direct modification of an e-ori ginal. An e-ori ginﬁl inan
account is replaced when an authorized party checks out and retrieves the e-original and submits
25  anupdated version; the replacement is elevated to the status of e-original, or authoritative copy.
This kind of check out feature can be used to prevent another party from attempting to check out
the same e-original. All prior versions of the e-original are advantageously maintained and all
activity is tracked to discourage fraud. The combination of actions by the TCU, in conjunction
with a protected audit trail, can be used at a future date to prove conclusively that a party
30 initiated a deal, precluding an originator from denying that the object originated with that

originator and providing irrevocable proof of authenticity.



bl ock and date-tinme stanp to provide notice and evidence of any alteration,
even by a 30 docunent's originator, if alteration is attenpted after
origination. By first checking the authenticity of received digitally

si gned el eGhhaDiSePP) ects, the TCU can assert that an object was valid on
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20  directly at the CA or remotely at the RA, and in either case, a Token is allocated to the user.

The allocated Token, such as a Smart Card, may be inserted into a local token reader and
initialized, assigned default PINs, and commanded to generate a cryptographic key pair. The
key pair may be assigned a reference handle, or name, so that the private key can later be
associated with the authentication certificate when it is available. The Token is then

25 commanded to export the public key. If these operations are conducted remotely, the user
enrollment information and the public key may be used as the basis for a certificate request,
which may canveniently have a form specified by the RSA PKCS #10 Certification Request

- Syntax Standard or by another suitable standard. Such a certificate request may be signed by the

RA as proof of origin and then be transmitted to the CA.

30 On occasion, a user may be permitted to request the user's own authentication certificate.
One such occasion is certificate renewal, but other instances may also be authorized (e.g.,

instances like those involving web browser secure sockets layer ("SSL") certificates).



The selected e-original is re-validated in step 306 by verifying the TCUs
digital signature on the e-original using the TCU s public key that is
derived fromthe TCU s authentication certificate. Validating a signature
bl ock that_contains only a TCU s digital 30 signature is sufficient to
verify the™OUPli ve e-original, which is convenient foPCTASY3EF6r o-

val i dations by the TCU of e-originals i the course of testing for correct
menory retention (step 307) When use ith high reliability storage
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cl osi#Yy) For erample; poxermmagsital entitiesweighiorsy 4 chmy of custody to help compute and collect

taxes or other levies. The TCU provides such an evidence chain by recelvmg an original
executed or signed document and verifying the identity of the signer and the authenticity of
documents received. The TCU retrieves CRLs from a directory, checks the CRLs for Certificate
validity, and checks the expiration date of the Certificate. In one embodiment of the inventions,

- 25 the Online Certificate Status Protocol (OCSP) can be used to check certificate validity, The
TCU then gencrates a date-time stamp for the document received, and provides an integrity
block (hash) that ensures that the document cannot be altered without detection. The integrity
block is protected using a digital signature algorithm, and the evidence chain uses the integrity
block and date-time stamp to provide notice and evidence of any alteration, even by a

30 document's originator, if alteration is attempted after origination.
By first checking the authenticity of received digitally signed electronic objects, the TCU

can assert that an object was valid on receipt. This assertion can extend for the remaining



25 be checked out of the TCU, be digitally signed, and be re-submtted to
the TCU by the deal's owner or authorized agent to signify the
owner's/agent's own actions or accord with TCU actions, such as

acknow edgnggiyuigfi fication, transfer, etc. FIG 4 is a flow chart of a
met hod of creating an object-inventory for a respective de&IUSHBHES | s
preferably carried out by the TCU. An ofject-inventory is a list of object
identifiers and 30 associated signaturé blocks for c-originals
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step 302 of the digital-signature chaining method is selecting a deal to which the remainder of
the method is applied. The next step 304 is selecting an e-original from the selected deal. As
noted above, an e-original generally comprises (1) an information object, (2) at least a Transfer
Agent's signature appended to the information object, and preferably a digital signature and an
25 . authentication certificate for the digital signature, (3) a TCU's date-time stamp, (4) a TCU's
digital signature, and (5) the TCU's authentication certificate.

The sclected e-original is re-validated in step 306 by verifying the TCU's digital
signature on the e-original using the TCU's public key that is derived from the TCU's
authentication certificate. Validating a signature block that contains only a TCU's digital

30  signature is sufficient to verify the respective e-original, which is convenient for regular re-

| validations by the TCU of e-originals in the course of testing for correct memory retention (step

307). When used with high reliability storage (e.g., RAID), such regularly scheduled re-



signature and certificate is sufficient to verify the respective
e-original, which is convenient for regular re-validations by the TCU of
e-originals in the course of testing for correct nmenory 25 retention. Thus,
it will be‘NP%ﬁ&ﬁ%@Od that validating an object-inventory requires checking
the internal signature blocks against the correspondi ng BWY30§P#4¢ s using
the identifiers and then validating thgﬁobject-inventory's TCU digital
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handling long-lived information objects is called "object-inventory versioning” and involves the
creation and maintenance for a deal of an e-original called an "object-inventory”. As an
e-original, an object-inventory generally has the characteristics depicted in FIG. 1A. At
appropriate stages in a deal's evolution (e.g., at deal closing), the deal's "object-inventory" may
25  be checked out of the TCU, be digitally signed, and be re-submitted to the TCU by the deal's
owner or authorized agent to signify the owner's/agent's own actions or accord with TCU
actions, such as acknowledgment, ratification, transfer, etc.
FIG. 4 is a flow chart of a method of creating an object-inventory for a respective deal
that is preferably carried out by the TCU. An object-inventory is a list of object identifiers and
30  associated signature blocks for e-originals corresponding to a deal, and FIG. 4A depicts an
exemplary object-inventory for a deal relating to a mortgage on property. It can be desirable to

include in the object-inventory an abstract of the respective deal, and such an abstract may



The TCU transforns the object-inventory into an e-original as depicted in
step 412 by adding its date-tinme stanp, digital signature, and
certificate. (In FIG 4A, the object-inventory is depicted as
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FIG 4A In step 502, the TCU forns a copy sel ected e-origina
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i dentifi &froQuted 96412818 An TRk ock derived fromthe sel ected
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the S% ecetgrggit?atl); grcz;[s -nlmrclzﬁ 2? ;[hg It’i}/gitgelsi gnatures and authentication certificates of the deal's
participants and Transfer Agent(s) and the TCU's date-time stamp, digital signature, and
authentication certificate. Validating a signature block that contains onty a TCU's digital
signature and certificate is sufficient to verify the respective e-original, which is convenient for
regular re-validations by the TCU of e-originals in the course of testing for correct memory
25 .retention. Thus, it will be understood that validating an object-inventory requires checking the
internal signature blocks against the corresponding e-originals using the identifiers and then
validating the object-inventory's TCU digital signature.
The first step 402 of the method is creating in the memory of the TCU a logical
association among the participants and Transfer Agents known to the TCU as comresponding to
30 the deal. Of course, the "creation" of step 402 may instead involve selecting a deal that has
already been created In the next step 404, the TCU sets access permissions for the deal based on

instructions it has received from the deal's owner. In the absence of instructions to the contrary,



I ncorporation. As in step 410 descri bed above, step 508 depicts that
signature bl ocks containing 20 at least the TCU s digital signature on the
deal ' s subsequently submtted e-originals are linked to the copy of the
sel ected og{ e@t-i nventory, either by adding indices |ocating the signature
bl ocks i n A& s menory or by incorporation. A resul tRGI§S00/32746
object-inventory is illustrated in FIG 5A for the situation in which two
objects, identified by TN#212-05 and TN¥Z12- 06, have been added to the

deal ill . 5 _Wet he he rpose .of executin he net hod
isto reﬁil E@%‘%E@%&“@éﬁ?‘hﬁg}”%&%ﬁs? BW&%‘{acPﬁglg%Q’Féﬁﬂ?‘f'ﬁ'eﬁ’\?ﬁ?’FﬁP Meari ods
of di git a¢-osgigals} sitheagh it Reexpedtbd bt thied patiad willGflsolbeefnitbd SHcbalafid iHacheded

in the co of tgg se] ected object-i nventoré (step 510). The TCU then

aut hent i cﬁg%tg‘efﬂ thossibire parties fan ghange fram thng Odime. nvent ory (step 512), by

transform ng tiR &aRBbicRi M =001 G lag&triol Lng its
date-ti me stanp, di(gi tjal sivglrga \lgér(g?ﬂadn Sﬁé?%égf’yﬂgu%% @@aﬂ%@g&t

cer ti f Pcamecntanyiby adangiraférencesitol the fdals e-6rigibsls pheby ofedseetRlGo#A) sbithQGf 817
11: OOP J 0 that datesti st s when _applied. are
pref er gllb lqﬁ)nga \?/5%%%?@@ it i}t %uﬁérg & !%]1%5 a\?‘é‘&‘i’leo"}?gé'%’fc Wl?‘ﬁ’l%@%ﬁﬁ@ﬂ%%? 32746
26 the obippeddingwenifivae, fadientubhitith thy oBéfIhvenforpicte Tal) by titichiRdeAt €
successor {1' t he velhél on_ 2 eg&,l dentified by 0102). ApFI i cants'
digital - s‘?f3 RORES BHATTHA gesthdboobE crn trpsat b iape-imesianm digitshsignaus, ande
expect ed dhehRficatisR EdHifidde, mew@%aﬁﬁ&%ngﬁﬁ%@wcﬁﬁogﬁ&ﬁmﬁIQgﬁilglgapmoqg

at"the digita

description is not neant = 5 t0 suggest t -signdture chai ni ng
met hod¥ sexgumpler the first pass iaowsty stapt 406 mvayrsinoply livik tei deal abgtravetothelolgectvi ce ver sa.

cpeci 1o SpaRar RS SabiARl oo kIR S5fpo ottt el it e B

envi r onmenémory ito e pbjeet-invéntery bEbY Masrpbiatifig 1 FRAMBS intd t8S objbctaikertorylg t he
|ntegr|ty0$f e-otFlJ |n%tlgs retajned in its database_and the inte rltg/ of its
dat abase. ~1 1% 'ﬁ%{ﬂ“’c %{1°745 198t ConerBlianss foraigaven phiericigventery g Wikh eash gnat ur e
on an_ e- OfakQhfbkh w%hodgﬁevc%hécdﬁkﬁﬁie; Yif'ﬁ{‘efHﬁ%iﬂa ir %ﬁdiﬂg{ Qdea‘i’?sflﬂlgsd to
carrying out any subsequent”action involvin aci7 I ng an Itronal digital
si gnadfir ¢he qbipa-ipventogf by ingerppration tlew)ll bdappeasidtasithatdi is poofecessay sailinletht

ori qi . . her iy -oriqi.nal. i . 1. f t f |
Subm 1 od-oudhidatindGe U Eltborialll AR 0 25 ofiert B 0D RE - F sl et nods
ij nvol v?a sililban ae tilked .Iaythbhmsﬁlm.hagﬁmcrl]amm, a6 ¥10depics tgat@ighﬁﬁxreﬂlébks15 t he
igital -si t i ni t, ot TCU ent te-ti t anp,

i o1 ta SO e T ALkt e s AR e s -t ha

COr I s poriggentddy, 2ithk@dly addifg idced RicBedothe Mgﬁ‘att&@ﬂoc’lé?fnﬁhg'ﬁ*cm Ehdi9 % thk he

TCU s _current date-tinme stanp and digital signature are appended to an
20  object-inventory and/or by incorporating the signature blocks into the object-inventory. ’

The TCU transforms the object-inventory into an e-original as depicted in step 412 by
adding its date-time stamp, digital signature, and certificate. (In FIG. 4A, the object-inventory is
depicted as advantageously including the information: 11/02/97 10:20PM]OI02, which
represents a date-time stamp (11/02/97 10:20PM) and an object-inventory version number

25 (OI02, i.e., the version 2 of the object-inventory). Since digitally signed information objects
corresponding to a deal may be submitted to TCU and transformed into e-originals at various
times, it can be advantageous for the TCU to carry out step 412 at a time or times specified by
owner instructions corresponding to the respective deal or after an act by the owner/agent, e.g.,
signing out the object-inventory from the TCU, digitally signing it, and re-submitting it to the

30 TCU.

It will be noted that the signature block of each e-original corresponding to a deal is

_ preferably re-validated in step 410, as re-validation is described in connection with FIG. 3,
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20  at least the TCU's digital signature on the deal's subsequently submitted e-originals are linked to

the copy of the selected object-inventory, either by adding indices locating the signature blocks
in the TCU's memory or by incorporation. A resulting object-inventory is illustrated in FIG. 5A
for the situation in which two objects, identified by TN#212-05 and TN#212-06, have been
added to the deal illustrated by FIG. 4A.

25 Whether the purpose of executing the method is to reflect subsequent deal activity or to
extend the validity periods of digital signatures, the TCU validates all of the e-originals included
in the copy of the selected object-inventory (step 510). The TCU then authenticates the copy of
the selected object-inventory (step 512), by transforming the copy into a new e-original object-
inventory by adding its date-time stamp, digital signature, and preferably authentication

30 certificate. This is depicted in FIG. 5A by the information: 11/06/97 11:00PM]OI03. It may be

noted that date-time stamps when applied are preferably always current time, and version 3 of
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seer in the digital-signature chaining method, but in the object-inventory versioning method,
only new e-originals resulting from subsequent deal activity are added to a copy of the previous
object-inventory and only such new e-originals, including the previous object-inventory, must
have their TCU signatures re-validated, which includes a verification of the TCU's digital

25 signature on each added e-original. If a deal is moved between TCUs, then every e-original
must also be re-validated. In any instance where a new deal is created, adjustments may be
made to the access permissions of the new and existing accounts.

Thus, it will be recognized that the object-inventory versioning method relies on the

TCU to maintain the integrity of all previously entered e-originals, yielding considerable

30 operational savings in the TCU because only the new version of the object-inventory needs to be
date-time stamped and digitally signed by the TCU. Moreover, object-inventories that relate to

a given deal are each the product of a cascade of preceding object-inventories relating to that
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date-tinme stanps 15 and TCU digital signatures and authentication
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TCU s certificate. In \ﬁ) 01?41360 PCT/ USO0/ 32746 -29 addition it may be

advant®igeous for the new TCU to request a new certificate to ensure

“extending theql} f .e-oridinal s for. the maxioum period
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deal or dreldtheatt seiiap awpAhE always used to maximize the probability that the certificate
20  will remain viable throughout the validity period.
(2) The digital-signature chaining method entails performing "e-original re-
validation" and appending a current date-time stamp, the new TCU digital signature, and
preferably the current TCU authentication certificate to an e-original, e.g., every e-original
corresponding to one or more deals or every e-original stored in the TCU. "e-original re-
25 validation" refers to the process described above in connection with FIG. 3 in which an
e-original has its TCU digital signature verified in a cryptographic process that checks that the
contents of the e-originals have not changed from when they were submitted to the TCU. The
TCU preferably employs known recovery technology (e.g., RAID, backup tapes or disks, and
other known disaster recovery techniques) so that any detected change can be automatically
30 rectified. (See step 307 in FIG. 3.) This is particularly important when e-originals are
transferred from one storage rhedium to another or from one system (TCU) to another, and in

appropriate circumstances might be done without involving the object originator or deal
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adding a reference to the previous object-inventory to the new version, and date-time stamping,

20 digitally signing, and appending the authentication certificate to the new version of the
object-inventory). Again, it will be understood that "verification” involves checking a digital
signature and "validation" involves checking a digital signature and certificate status. In this

example, verification is used to check content integrity and validation is used also fo insure that
the TCU certificate is valid.
25

2. The digital-signature chaining and object-inventory versioning methods can be used in
a transfer-of-custody process that would implement a suitable instruction or instructions
submitted by the deal's owner or authorized agent to a TCU and requiring transfer of one or
more deals to another TCU. The instruction(s) preferably would be transformed into an
30 e-original(s) and retained by both TCUs, and the new TCU would set up the required number of
accounts and deals. The new TCU's certificate must overlap the old TCU's certificate. In



(b) I'n accordance with the object-inventory versioning nethod, the TCU
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20 check out the object-inventory, appropriately update the deal abstract, signify approval by

digitally signing and submitting the new object-inventory. On submission of the digitally
signed new object-inventory, the TCU would perform signature validation, append the current
date-time stamp, and digitally sign and attach the TCU's authentication certificate to the new
object-inventory. This action would affirm transfer-of-control and custody to the new TCU and
25 extend the life of all previously affixed digital signatures to the life of the new TCU's digital
signature. This process would be repeated for each deal to be transferred.
In both methods, the old custodian (TCU) would be notified upon successful
transfer-of-custody, and the old TCU could then archive and/or remove the deal(s) from its
_ database.
30
3. The digital-signature chaining and object-inventory versioning methods can be used in

a transfer-of-ownership process that would implement a suitable instruction or instructions and
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In both methods, these actions would affirm the transfer-of-ownership. The TCU could
- 20 then close the old account or remove the transferred deal from the account and archives and/or

purge ifs objecis as appropriate.

4. The digital-signature chaining and object-inventory versioning methods can be used in
a transfer-of-rights process, in which the rights transferred would be less than full ownership of
25 the associated e-original(s) and the financial assets represented by them. In general, one or more
o rights established in a deal or deals (e.g., revenue stream, servicing, etc.) could be sold or
otherwise transferred. The transfer-of-rights process would be implemented in response to a
suitable instruction or instructions and appropriate documentation submitted by the deal's owner
or authorized agent to the TCU having custody of the deal(s). The instruction and
30 documentation would be transformed into e-originals and added to the subject deal(s). The
TCU, as instructed by the deal's owner, could either create a new account and transfer only the

appropriate e-originals (all or a subset) representing the transfer-of-rights into the new account



portfolio and the rights to the revenue stream being sold off in exchange
for a one-tinme paynent. 10 The securitization process would inplenent a
suitable instruction or instructions and supporting docunentation that
woul d be submitted to the TCU having custody of the deal (s). The
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(a) In acccglﬁ%ncelvm th the dil%i tal -si glgat ure_chaini ng, met hod, the TCU woul d
perform ¢¥ TR CTRLRALIN TeRPISS 0 2 sHiigbls anstmetion gr igstructipss auq anpEopsiatenp,  and

di gi t al | YiosirBéhtation that would be submitted by the deal's owner or authorized agent to the TCU

20 having custody of the deal(s). The instruction(s) and documentation would be transformed into
e-originals and added to the subject deal(s). The instruction(s) could provide for granting
appropriate access to the deal to potential members of the syndicate, and as shares were sold and
new niembers added, for adding firther documentation to the deal (that would be transformed
into one or more e-originals) identifying the new awners and their percentage of ownership.

25  Once the syndicate was completely formed, access to the deal would be removed for all parties
who were not part of the syndicate.

(a) In accordance with the digital-signature chaining method, the TCU would
perform e-original re-validation, append the current date-time stamp, and digitally sign all
e-originals involved in the syndication.

30 (b) In accordance with the object-inventory versioning methed, the TCU would
make a copy of the latest version of the object-inventory, perform e-original re-validation, add

the new e-original(s) created during the syndication and a reference to the copied



e-originals involved in the negotiation. (b) In accordance wth the

obj ect-inventory versioning nethod, the TCU would 10 nmake a copy of the
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20 (b) In accordance with the object-inventory versioning method, the TCU would
make a copy of the latest version of the object-inventory, perform e-original re-validation, add
the new c-original(s) created during the securitization and a reference to the copied
object-inventory to the new object-inventory, request owner approval, and validate the owner’s
digital signature before appending the TCU's current date-time stamp, digitally signing, and
25  attaching the TCU's authentication certificate to the new object-inventory.

In both methods, these actions would affirm the time of securitization closure.

7. The digital-signature chaining and object-inventory versioning methods can be used in
a process of negotiability, in which an offer, counter-offer, acceptance, and/or rejection would
30 be documented in the TCU. The necessary actions associated with the offer and acceptance
would be performed. The object of negotiation could include delivery of electronic information

objects of intrinsic or extrinsic value, in which case the objects could be accompanied by a



provide information in the report to its accounting systemfor paying the
credit card charges and reinbursing the enployee for other entries. It
will also be appreciated that in this kind of "deal", several entities can
take responsibility for submtting information objects that are transforned
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per sonal | StB @g,pr%‘f:rve (e.g., distribution of electronic original art, software licensing, etc.).

20 8. The digital-signature chaining and object-inventory versioning methods can be used in
a process of agency authorization, whereby for example an individual or organization could
satisfy tax, regulatory, and company accounting requirements for an expense account by
submitting expense receipts and authorizations to a TCU, in which they would be held as
e-originals that could be conveniently organized, for example in folders by year and month. The

25 company would be enrolled in the DAS and would control access to such account folders,
providing access to one or more folders as required for audit or tax purposes. The above-
described process of eJuvination™ would be performed on such an account as required to insure
continued legal and regulatory compliance. ‘

For example, an employee might purchase an item by using a credit card, thereby
30 generating a transaction record in the card-issuer's authorization center. Such records would be
-extracted from the authorization center, and perhaps organized by expense category. The

organized transactions would be digitally signed and submitted to a TCU by a Transfer Agent.



| egal records (such as |aboratory notebooks, corporate records, litigation
files, conputer source code, conputer executable code, databases, data
conpilations, etc.). Thus, the term"deal” will be understood in this
application as relating to nore than just an econom c transaction. It wll
be appreci WOS/413¥dt Applicants' inventions are not |initBETASALN
scenari os, 10 however, but rather also _enables a wde variety of
transactions, including, for just one e%anple contract formation by an

aut hent i ted ffer nf.ornati qn obj ect). t e retrieved or

di stri bu?g%l “B ogﬁeew8'$lg:¢bePéelﬁﬁga St"ieggaﬁ?%%‘?rﬁl &‘8 T?Ey EI“BB‘FSégq g?er uctions from
t he ownefraghetidiB to bxﬂ&@feﬂ@trbﬁbl&, Qﬂicﬁ Grlay af¥d 1ﬁdlﬁdete\z‘m‘f%s &7 CRRINFRGOt Hlirchased by
counter-offer, as well as a final agreemant can be information objects

that woubsingthestulitcseh ntheymplayes wewuld thenrdigitally sign ths expense reaﬁeaftsitaplbhls 8f
contracty d

I nformat | %rgdug ﬁg%oﬁ@enlggatgﬁéd g% I't Q%RBF%H&%% h@i gns %%ﬁgp%%ends a
certi f5i cemployer windd ﬂrgitaliyragndnnr&pbﬁemppencﬁﬂs:dmﬂmmﬂcﬂmnoertlﬁmfand swnbtthanti al |y

f l t t hods t.hat | t Cf t.he
o PP AR (R TR, Bt B aBRE Rty st tad SRS Pout Pt CRPHBMY cat e
el ect 1 OnplovideGffoffiarin iAicottto As béckBhIGh dyBlfnCloii i thd dedi Gt clipgdsagars L he

storage, custodial, 20 and registry functions for e benefit of the owner

of the e¥‘-’e‘§¥"ﬂréwgéh9r%l?}?¥?e foynther entriess' It wilk alsorhe appragiatestihad insthisdiied pf "dsdlSsi bl e
to estab t abl e
pr oot wnih ) PRSP BllesfehGGHE A ARl toniliinbfict BhL 48 nahlibfidd

st r ard§er infoe-stigmabehjects. r ansfers, which in the foll ow ng exanpl e invol ves

three steps (gn,o anc record .of tra sfer that are
ndependent | yBRu e Rt Ry R RF ot ndmdrl Kbt R mel SRR aitVe 2 o
the truste@ahb lrésdlt@ ait the drg&me@h!uv&hmmﬁghnamwfsdsaﬁeﬂlyvueh&e&mem Siaiples’
|nvent|ons an ob ect S current owner, he owner's offer to one or nore

pot ent i athae wasect- #YERioREYeatning mefbed o ﬂ!lﬁ EseofTg ftradqeff a5 dpteged dhovaisdhle
identifig V@@gmq,éﬁﬁg Pb@ fagVi dencing the transfer is created. Fromthis
exanpl e, ?’n rana f[ an offer anytine prior to its acceptance and the
transifSer of the record can al so be seen 30 To begin th| s exanple, an

i nf ormati on ohj ect ocu | | nst or, other

val uated or gh 'ésc?gﬁ%' f8r51 %‘T’n ﬁ‘é'glr’ aP?i'éS%" %‘I"h’bq‘“dt he TCU, and
a first pégotigtion\d:s desribad mw&flﬁemhmoadsgésemhpmtﬁdr Oy Ak jttwilldesecond
party. The first party would propose to WO 01/ 41360 PCT/ USOC)’ 32746 -36

t r ansf er WRdgestonst tatibis duRel aecsppee Mors thameng dEdhenap by inyolysd wisyrh wgs.qlkof
(retrieviggh hiite MhIERIVeSH @aggng €. Ac@cg:ﬂﬁ:gﬁ{ I RL G bR RS Adhe
attaching instructions to the au nticate |"éct, an transmtting the
Obj e0 ameersteud asdiniiting fheapplisativin dfApplitants’ mentﬁcmsgeﬂamdlsm?s by a secure

encompassing these, combinations of these, and all others that fall within the scopes of the

appended claims.
It can be seen from the description above that Applicants' inventions are useful in a wide
variety of commercial and other transactions. For example, transfers of stored authenticated
25 mformation objects according to suitable instructions can occur "internally" (without retrieving
a stored object) or "externally” (by retrieving an object and providing it to another). Also,
establishment of a verifiable evidence chain, or chain of custody, by date and time stamping an
object, signing with another digital signature, appending another certificate, and storing the
resulting object are described. Accordingly, Applicants' inventions enable sales, assignments,
30 and other ownership transfers of authenticated information objects, which may have intrinsic

value, like electronic artistic works, as well as extrinsic value, like notes and securities.



transm ssion neans. Traditional paper transfers would use transm ssion
means such as a courier 5 or registered mail. Since the information object
in this exanple is electronic and is protected by the nethods and
apparatus described in this application, secure electronic neans could be
used to tPVEHUHI®the object and its instructions; for eR&EISes2tHhese

el ectronic neans could include the firgst party's applying a digital
signature to the authenticated object 3 d the associated instructions. 10

The second pay; he,tr mtted aut henti.c ect and
i nstructions, f%)mg@%&ﬁ{t& of’c de th%tt @VS?foécha“Tﬂﬁ"aée 8% party coul d
t hen pr eseniecﬁdme»ﬁcmph&dnatﬁiafoejebt} lﬂjoﬁfdﬁng&ﬂﬂmhﬁtﬁinrd&idcts(mﬁ abelex hangr f,lpthﬁr

owner s of the

(trusted,repositor %‘ (i uld effect transfer of
obj ect agltﬂﬁ%é‘ﬁﬂh M&P% trinsicgl Y"gﬁo 1eds rAlHOH S Sory Inigrmatien phjegt é@&b@é@m&efeﬁé@ by
the firshaveRalida¥t a85mpiiSt vhide, whbtth&'il@hki 6} %xtnﬁéﬂ'? o(ﬁ;j@ftl rstﬂ?%gél%{ \II'\L;:EItQIalue

communi cate its acceptance of the offer o woul
then r amsyde thanght adee épnem@twmm“ otiests fbatrmdﬁda abiindsatfipersenal, dutiness, or

rep05|to he ob tq the second party. In either
case, Eéé%‘f:rt‘q“‘t:jaa ?Crhaa%é\% m ° ggteéo g‘ﬁ Qﬁ%rlgﬁf‘tboql\ﬁ@f’ﬁgﬂ@é%ﬁsoﬁﬁwt he
TCU, V\/m céddencothshter akéctaible cbb@ deliabasks |data$:bﬁﬁﬂ£ﬂéh§ ). tThas, MRy teBlN®Al" (Wil e

second pa rt on Qb ect a date-tinme stanp, and sign all of this
with itsP® vﬁﬁe fopdiin h‘%%PgHﬁf"&Pém@uﬂgéwge tharjustiag epenagic fiAsaeadr from t he

first party tgiige Sﬁr&%&&ﬂﬁat fpltli)fal{té Divehitts LRS! e o RERYHSidsOr

resci ssion of the offer by the rst party at any time or subsequent to a
specilfi ebloweviep but iathgralecencblsea wids memofpanaagtlmle,uhdudlag,cfpnnisttdme exdnipde, by

t t H]ﬁ : to th t
: tn §e|r 1l‘J ° in e {lﬁn%%niﬁgﬁﬁgﬁir]%% (g nég rhtﬁlg "? mb%”%??) ti‘atdg?yoli’cer {ﬁﬁgf s‘HPSr let h
"new' disimdutd nqooxteyarume éntitmt aqeardiyg to Biitably iGeRiGEs feond MY Rvieast the

expressed nor anomi, cal for the synbolically 25 inclined as foll ows:
Offer fr l?r‘??‘gmfe’iﬁ“ \%’ TG é"f §BE°§B'(‘Efﬁ %&P)ﬂ}t?f-of@erﬂs well@gsa fnahageessierhean e t o

TQU S. (Sm(f&hiaﬁsﬁ oB; ectﬁhﬁtﬁv&ﬁal(,&ub in fetitic to {eaahsachbi §Fdaﬁ§r y e
accept ance Sc( é ject)), Tcu Sb(Sa( hject))), Cert Qual §c

Tr andfer qssnatrm Ii @3IB@£€I1‘EC<W§@¢ fb@@'(lga(tmf@cm)fpl)ma@@nm.@pmém fd}elet)tlty thate.g., a
docunent t sor etc.; Cert is

I rrefut agllggaé'ro sgﬂ&%’s?g(?se“ Irthjti&ﬁetgv%eglﬁ%t%%h %{eﬁpsecret key (e.g., an

X. 509 certi f}&ta:he;te,naﬁ)sdbeﬁ?)ﬁthebstmugjly &bmﬁ&@(ljhainﬂs‘ %lrsvd‘mmﬂtryetwods?:% 0&?21360
originator .of a ect st igital_ signature o

PCTI US4 aEt P??C“éaﬁ'ﬁ trafionand tansfer of ynershin f siseq,prigingl aptheticated p of

the secugiestronli :0€drds o2 objedts! Aamfitedithifd patyIhR L performs the storage, custodial,
- 20  and registry functions for the benefit of the owner of the electronic record. Applicants' systems

and methods make it possible to establish ownership of electronic records, and to provide

irrefutable proof when a transfer of ownership takes place. This supports stranger-to-stranger
transfers, which in the following example involves three steps (an offer, an acceptance, and a
record of transfer) that are independently performed by the offer's owner, the offer's recipient,

25 and the trusted third party, respectively. In accordance with Applicants' inventions, an object's
current owner, the owner's offer to one or more potential buyers, and the acceptance of the offer
by a buyer(s) are identified, and a chronicle evidencing the transfer is created. From this
example, the withdrawal of an offer anytime prior to its acceptance and the transfer of the record
can also be seen.

30 To begin this example, an information object, be it a document, negotiable instrument, or
other valuated or non-economic object, would be under the control of the TCU, and a first party

wishes to transfer the authenticated object to a second party. The first party would propose to



of party C, e.g., a second party, potential new owner of the secured
object; STCU is the digital signature and tinme stanp of the TCU,
S,(Qoject) is the object digitally signed by A, Sb(S, (Cbject)) is the

aut henti cat ed gsecur ed) object; S Tcu(Sb(Sa(Cbject))) is the authenticated
5 obj ect stPEYIE0 t he' TCU; and Qual represents the qual i RGTAEHNBH4S or

I nstructions on the offer that may govern the TCU s actions (e.g., accept
the first received response, accept the ﬁlghest response, accept a

response res Iosrn e ved,
etc.). For%%getﬁ “%pl%?%&%p“ﬁ?% a4 HWEPM%&C‘F@%Z th eétlccept
conti ngenbbgecﬂ,froai meltrustdafepombrﬂ attﬁhmg 1&&11&'{&13% ﬁeeﬂhﬁ@ﬂcﬂ@& o@&(t@rkiec'f) IS

- created by Sa, the ownership of which by S. is denoted ar¥y Sb(Sa(Cbject)).
Sb subni t S4SHHEE theabieshand dpstpugtionsdermeigr trapfes ko e sacpadparty by a secure

S Teu( Sb( %(s%sﬁﬁltrﬁéa)ns Tﬂ&tloﬁ&%ﬁ%‘%@aﬁﬁ&? %Qﬁal)uﬁém %%%oﬁ%aﬁseﬁxgﬁ g$a courier

registers, and controls S TCU a( Obj ect econes the
respon$i b1 fegigtersid maik Si@ig theSipfommkiion ehjeet of this ex4naplSls eldatraic asd xsrpmttc.'@ml by

Sb( S TCY ] ). where the inclusion of
ndt cat os MR ARE tars GBteteq S4B honbEey s iE ol fofole it Topbeused e
i nst ruct i prfanuilthadfjécnasi itsansiclifal fofetimphs tRs QédRdichyednheould fBbludSthe
accepts the offer bly eahas %EI ng Sa}le ject), thereby creating S

Yingadist

i S, ((Onj ects) ParkT 4R Fignat %B’GS&‘PEH]C@R?@P‘?J?G* aphthe assogiaigl) ) i s
transm tt gdirh@iohdie TCU to initiate transfer of ownership. The TCU
validates the offer and determines if the Qual is satisfied. If both
acti od8® check, Therscomiparty M@Blds?@rwshemsmrtgdsut&lbmm@tﬂﬁ ebjectradd instragtioasce,

ffect Ch t d, f dit
our SSSQQQ?IL”&FE{?&?%E Do ThERfe Fé e GBI e it dacefilén (D7, )1
The TCU reffarobiect zrrelgnsliuemms tangd T(ﬂln(mﬁﬂe&r oditor) Skhich WolldSsfeSiatableestt ) ) ) |
Cert. al E S‘FSH'E ég% . Transfer is conpl eted and
acknow e% f%ls} PP taﬁgrw‘?t 8@@3 ?@50 eﬁpe&epstfr%cevséfﬁhesbyﬁl@rstrt
will be WI@ POUT Adernhfiv e aR! Kbty Eoﬁ&"é‘ommdténéé&ba&rc%@fmfe'aﬁ* Ef Cu

may wai t 25 an appropriate instruction or instructions, approval
or  acRAoviedbyfisshearty; ¥ S’QUIdéhﬁgl transfenthistaesptaneciodbafoym v instrudtions woheal | y

been recejys | Se; Xw?ﬁ?‘ h sci ssion
an of f e?’s sgté)ﬁ;% B r es sse n% ?céa g%’g 4 #”O@ggﬁﬁ}:‘)?s&%?% g"ﬁof fer B
t o TCU Sbi(r&feﬂo; mstg)lmpntﬁf b@h&iﬁhﬂp Slm(.rﬁa(cﬁrj aethie)OU, whedhtvwiould Qutidade tB@d@m‘l
mul tiple o g%‘%o C._ D, expressed synbolically
Sh( S, (j Sé fe okl aevrepny 6?@ S&@Hﬁ@e@; JoP obsets pPPLY Edte: érme@?arla an%ﬁan gbeht er
offers C tup vRHEAToMEdiRNRRASRE. @f'coéﬁ&,%é oAt nBlsH R4 éSDarty to the
20 second party (instructions) might provide for rescission of the offer by the first party at any time

or subsequent to a specified time, in which case the first party could rescind the offer by

instructing the TCU to assign ownership of the object to the first party itself, in effect simply

replacing the first party's prior ownership with a "new” ownership by the first party.

The preceding example can be expressed more economically for the symbolically

25 inclined as follows:

Offer fromBto C Si(S'tcr(S,(S.(Object))), Cert,, Qual)
Acceptance C to TCU S(S.(Object)), Sy(S'rey(Sp(S.(Object))), Cert,, Qual)
Alternative acceptance S.(Sc(S,(Object)), Sy(S'rou(Se(S.(Object))), Cert,, Qual))

Transfer by TCUto B&C  8';y (S.(8,(Object)))
30 where (Object) is, e.g., a document, fax, graphic, certificate, promissory note, etc.; Cert is
irrefutable proof of user identity when used with secret key (e.g., an X.509 certificate); S, is the
digital signature of party A, e.g., the originator of a secured object; S, is the digital signafure. of



-38 Sc(Sb(S nmu(Sb(S, (Object))), Cert,, Qual), Counter O fer) The preceding
exanpl e that has been presented in words and in synbols is just one of
many specific applications of Applicants' inventions that each have their
own particul ar advantages. It will be understood, for exanple, that
transacti oM P¥e%ing a plurality of 5 strangers, e.g., PET/US00/32746
stranger-to-stranger-to-stranger transi}grr can easily be carried out by
sequentially repeating the precedi ng exdnple, once for each pair of

st ranger to Wil | understood .t hat the instrugtiops._can direct a
transact ispoarrltjyaq \gn g th_r?aafﬁ@‘q’_aﬁff‘# %?aeuﬁ PVBETHE OEh‘ﬁ seqyred ‘ﬁ%ﬁ'ﬂ’ %ul?ttﬁ‘b‘?‘@“aégg“ﬁ% from
a vari et yofghrte} &k @Sccondpdrty(ipiientiah@evordiRdr oPihe s;@d&rddrﬁ‘bjﬁbﬂ@-rb?ﬁ gehdigedl, an
owner - desi.gnat ed custodi an_of an information object, or another agent. 10

| nst r uct i BHEMRRIdIEne siumpef 1y TGH: 8X(@bieetd i the ehjecs digitolly sanaddydsner al | y
under st oogl(d @Hi& isqemmeﬁﬁcmcamd%bjg&{@;caagsggs}cet@@ P AE Efedildffeq 027

interpret 1nstfuctions and act on them'to 'e"en
i nst ruzt i duest siost &y fevikCU aué Qualotpressisdhs qualifichtidacorsiharctions oighe sffehthatas i f

X t respond ffer, withi fied ti
et od. RO phke SC6% oty PP U R sPheefes ot A MBI 11 v does

not respossponsc] iiceptaneiphest grdare tah el ainbii, rboRsy dShg A& Payiind kérelvbg Of fer
to the offer %t he first party). For example, the instructions can permt
a second ?‘{Pf Qpnigeoftgts. Qualmiglhy take, the fogp of, feraxample, 20gem cARHNESRIE, after

i nfor mat igaf, paj &€t s, such as a set of titles to a fleet of vehicles, or to
accept specifled portions of one or nore objects in the set. Applicants’

i nventq ons t hd$e signedmbingt Bi€Objectbistcreaterd byiSskKhadvenership affwittlniy Sf is damotaf by

ndi cat I Ak td ;. dNnst ructj | d. permt_20 .second
oarti oo CHC{OBIRRS &AMl F peR e AR TP iR Bl S bISEOWSTHRAG (o1
of transatentintetiogfett. [The TORS rabordd) rep@iére aha corfitdld 8 25(S[(S; (OB HNGRich Wher e i t

is desirable f one IY,.. such as a primary insurer, to spread the cost
or risk 3’§%%753%%’83Wgﬁ‘51 n°fiq‘ﬁ'§$%§i= BaRksheeter adn gvhidheis denatedst her parti es,

such as GE.QNSHBIObjE)), TH!, &, wherd haé!’iﬂc:fusiotnfb?demﬁcﬁth? Y iﬂn\%ﬁdeﬁ%ﬁge@@ mt a
second_party to "over-subscribe” to a first party' s offer when t I'f st
par t yl'ha®f 81k ffsr andstheinglysion pithe irfstrugtionp Quel deSiheseinisithay niust be enforted bihthe

oo ul i mOgev A PR OREE L Bl 8. OpleDr oyt RR SS Chisf) Sl
party sed¢S'1.4S£8.@utctp)) Cohj, QuhD)'ig ramintifted ol TCU g0 BRE frarafdr 8F 6@ndiship.he
first pag[&lggcﬁfy%%étggwgggye, d%er;tnjﬁili ed %ocungr;t S %d.vant ageo_gsl y ecan be
print ed t1reld atiered aptgrmingif the Qs is safinfied s beth asfionsbieqipthe n
o of o able T g e (0 SR Rt B oo O e e 47 i um or
| egerd®  Shat(SdS.(Pliesth), and for enditnugrasgs the TGhbarediesrS' a8, (SHiSUS.Phiee)th as a
wat er mar er1 Qs e 10U ReBal, Fgisters, and controls S'yoy(Su(S'reu(So(S(Object))), Cert,
| Qual)) and $';¢,(S.(S.(Object))). Transfer is completed and acknowledged by transmitting
S'reu(S(8.,(Object))) toboth S, & S...
It will be appreciated that in determining if the Qual is satisfied, the TCU may wait for
25  an appropriate instruction or instructions, approval(s), or acknowledgment from S,, e.g., that the
necessary value has actually been received. This may be expressed as S,(S(S,(Object))).
The rescission of an offer can be expressed symbolically as follows:
S, rescinds offer B to TCU  §,(S,(Object)), Sy(S'rcu(Sy{S.(Object))), Cert,,
Qual)
30 and multiple offers B to C, D, etc. can be expressed symbolically as:
Sp(S.(Object)), Sy(S'rey(S(S.(Object))), Cert,, Cert,, Qual)
and counter offers C to B can be expressed as: |



WO 01/ 41360 PCT/ US00/ 32746 -39 that would signify the TCU s
"certification" of the docunent. This is one way in which a user could
withdraw its records fromthe TCU, whether pernmanently or tenporarily. The
followi ng describes in nore detail further aspects of these inventions,
parti cul ar ™ Y4#&1%ods i nvol vi ng counterparts, multiple ePSEWSIEIHS and
conbi nations of these enploying 5 digitgl signatures w thout exposing exact
rendi tions of transferable records, e. gg%' at an e-original client

wor kstation EC. Itgwkld b \at ed. t hat, the nmonent when an e-origi nal
becones a transfe?%@@@é@?@b&ébﬁ&gﬁﬁ%Eﬁwtguérﬁﬁiss rules, which is to
say that the Dbspresling¢xample thahas BeepedshiRéd iR rdd Andlin syHREONIE jusOéndbft h
digital signatute is.required before the e-original achieves transferable
record st“é“gw?ec %PBLIQP&SP*‘O PUSRIT gRyentions thateach bavegheir oA pafienl®usi ness 10
rul es t o gamelbs. i ,ggn{c]ﬁg ot B2 OF 1Al -,0ri gi nal s
that are or vm'gl I qgg’m;?er%%g%gogbﬁogére or’ggaF&ﬁﬁ%t%}éél%?Wg%%@%? ﬁ%@g and
appar at ustragsts @8+ a amanger-io-sbhngente stemiger transfercvan eagiiyrbelcarrichatt yr e al so

transfer 1 r .t o rel.i abl onduct ed ,and evi denced. The evidence
o S R g Bro i B o e T e D RS, ot bl | oh e
i ssuer/ owner Esvilltalve bpanderstoad thh thdlinkihe tibhodas iRedhl tBniRESK SoN@matyssued or

transferrd(gq;i. %5@% course, the issuer/owner of an e-original mnust expressly
HEPHE AMIPRTARAS may| cemediont 2 waiehmfiestitich inpluding theayngheh t he

agree to

e- ori gi Nah iltQEANBS oBjedt! BI\GRE-ABYiSnaf A dian Jfﬁqﬁfoﬂﬂﬁidﬁetﬁizec{, Yt Gl Q%ef[ﬁf, O\r,ﬁ en

determine the point in a deal, such as the execution of an” agreene
an e-¥ i Gishustions say e tigied &5 an lsctaeiil ageoty ahichingenetailp nsdearitadd todky abe requi r ed

R e R A g A
on a cli eptedintablesdrat Thared insthesisnsweuld hive 10RO $éspifse ah® Becidic mAIERE ishdhoNSs
are define {I t he .busingss rules, e.g., where an uninpaired copy is .

“required® 84 3567001 @A) SR Thot B3PPRsLigIaR o Wighin p apgcaiodtivagperiod, then taasmity e d

that sucthefReR Y QistHePsdehf pﬂysztaﬁ@mmoéaﬁma@%m@w &%H{e?%cgf@i)éd ARk be
orders

needed i f recordation agents (e.g., county re accept two-part
r endi 43 oA1od; then retymdkeoifralin he offtros (tbafstpasod.ween what was si gned and what

is 25 display .these.inventions. The TCU controls a
transf er abl e E%cegﬁa{gyﬁé%ﬁg—#@%ﬁ%Eagﬁ’segﬁlétggwlpﬂ?g CtP;ff’Y%’gs ‘t%ﬁ%l%f asetor

cor r esponghengicated mifgrnmatibn ebjests)@nch a3 agendititled 10€ Mot veitlestirgd hédaptt i on,

st or age, re{ﬁi eval tﬁ%?i ?nment ._and del etion of transferable records. At
no tine e PaHions o4 AEiof HoTs Abiechip thasst Arplicanty' inysafensdbisear Bowidg | eave

the cust adyt- ofrisk shikhg StUthé Srmsdr BARIGRTRYARb Gorls b BHTLRAL Wothdifenti added,
preferably to every page, of a rendition of an e-original that has achi eved
t r ansdVer Q¥prsecond parties to accept some or all of the remaining object or objects. This form of

transaction might be useful in contexts, such as re-insurance, where it is desirabie for one party,
such as a primary insurer, to spread the cost or risk associated with an information object among
several other parties, such as one or more re-insurers. Similarly, the instructions could permit a
second party to "over-subscribe” to a first party's offer when the first party had one or more
25  other "first parties” willing to provide the amount of the over-subscription. This form of
| transaction also might be useful in cost/risk management contexts like insurance, where a
second party seeks to accept an object "greater" than the object offered by the first party.
As noted above, certified documents advantageously can be printed or otherwise reduced
to "hard copy" and issued by the TCU in response to a suitable instruction. It is currently
30 believed to be preferable for the TCU to apply to the hard copy some form of indicium or legend

that is resistant to forgery or unauthorized imitation, such as a watermark, hologram, or similar,



record status that is displayed in whole or in part at a client
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20 - umimpaired copy of a transferable record exist on a client workstation, unless specific provisions

for such renditions are defined in the business rules, e.g., where an unimpaired copy is required
for recordation or by regulation or legislation. It is believed that such exceptions to the
protection of unimpaired copies may not be needed if recordation agents (e.g., county recorders)
accept two-part renditions, 1.e., discernable differences between what was signed and what is

25 displayed, that are supported by these inventions.

The TCU controls a transferable record by enforcing business rules crafted by the
corresponding e-original's owner to govem the creation, distribution, storage, retrieval,
assignment, and deletion of transferable records. At no time should an authoritative copy that is
a transferable record leave the custody of a TCU. Further, a non-removable indicium should be

30 added, preferably to every page, of a rendition of an e-original that has achieved transferable

record status that is displayed in whole or in part at a client workstation, unless an exception is
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define business rules that implement business processes required for conducting a deal, and thus

a TCU handles e-original objects based on the established rules. This set of actions
advantageously creates a reusable set of rules templates, from which the owner can select the

25  template that suitably matches the type of deal involved. The owner or authorized users can
then populate the template with the actual information-object types needed for the conduct of the
deal and thereafter. It is currently believed that the business rules having the most significance
here relate to identification of those information-object or electronic-record types that are
designated as transferable records.

30 In the method depicted in FIG. 6, the owner logs on to the system (block 602), i.c.,
accesses a TCU via an e-original client EC, and the TCU authenticates the owner's identity

(block 604) as an authorized user of the system based, for example, on the owner's user ID and



the transfer of an interest, such as ownership, in a deal's e-originals.
FIG 7 depicts a nethod involving creation of electronic records and
execution of a deal 30 prior to subm ssion of such information objects to
a TCU. Suchga trapnsfer to a TCU of executed electronic records may be
called "papering In" to the TCU. As described above, car ePSHEHMIO§2He taken
to prevent exact copies of the executed el ectronic records from being
printed or circulated. WO 01/41360 PCT/fEOO/ 32746 -42 As indicated by
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25 whi.ch .are.co ated.to and assigned to correspondi ng record types at
t he Téﬁl glﬂg m%qisﬁm gusmess rules for ade%l or deals, The Iog-og mformaguon may be yP

sufficient for a class of actions such as viewing or participating in and/or concluding low-value

deals. Nevertheless, where additional assurances are required to perform requested actions,
digital signature verification and authenticated user information conveyed in certificates can be
added when querying the rules database. This layered approach to anthenticating a user's
25 identity and validating the user's rights, i.e., the user's set of authorized actions, may entail
querying other databases based on the user or certificate attributes; such as role, value of
transaction, and identification as owner or owner's agent and therefore as a user able to authorize
the transfer of an interest, such as ownership, in a deal's e-originals.
FIG. 7 depicts a method involving creation of electronic records and execution of a deal
30 prior to submission of such information objects to a TCU. Such a transfer to a TCU of executed
electronic records may be called "papering in" to the TCU. As described above, care should be

taken to prevent exact copies of the executed electronic records from being printed or circulated.
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selecting an electronic record and reviewing its contents, the owner
commts to apply the owner's digital signature (block 716). In particular,
t he owner Wﬁ%sﬁSked to affirm by an overt act, the owner's decision to
be bound by the owner's digital signature, after which tFETESPYRTIEC
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20 World Wide Web pages and that are used by Internet search engines in searching for

information.

Rules selected or created by the owner are communicated to the TCU, which validates
the owner's roles and authorities, i.e., the owner’s right to act with respect to the subject deal
(block 712). The owner then selects electronic records (block 714} locally in the client EC,

25 which are communicated to and assigned to corresponding record types at the TCU, which
checks the owner's right to access selected record type (block 712). After selecting an electronic
record and reviewing its contents, the owner commits to apply the owner's digital signature
(block 716). In particular, the owner may be asked to affirm, by an overt act, the owner's

~ decision to be bound by the owner's digital signature, after which the client EC computes the
30  owner's digital signature and creates (block 718) a wrapper that includes at least the content of

the record and the owner's digital signature and certificate. The wrapped electronic record is

then submitted to the TCU (block 720).



nore el ectronic records created by the origination systemare not executed
by parties to the 25 respective deal. These unexecuted el ectronic records

are uploaded to an e-original client EC. Since the records are unexecuted
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destroy or mark them as copies., These records may, howe\RGT/UHHB74¢ n deal
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many o same steps as the method depicted in FIG. 7. Accordingly, blocks shown in FIG. 8
that correspond to blocks shown in FIG. 7 are identified by the same reference numbers as the
blocks in FIG. 7,
A difference between the methods depicted in FIG. 7 and FIG. 8 is that in FIG. 8, one or
more electromic records created by the origination system are not executed by parties to the
25  respective deal. These unexecuted electronic records are uploaded to an e-original client EC.
Since the records are unexecuted and thus cannot be mistaken for executed records, it is not
necessary to destroy or mark them as copies. - These records may, however, contain deal
‘information and the names of participants.
FIG. 9 depicts a method involving execution of e-original objects that are held by a TCU
30 such that the TCU ensures that an exact copy of a partially executed e-original, especially a

transferable record, does not exist outside the TCU.
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20 wr r ] d to the TCU.
vily p%lac?.sutplgn d:gtg gtructture In a wrapper that enables the user to verify its origination at the TCU

and communicates the wrapper to the client EC and user (block 922).

The data structure that includes the signer information and that is created by the TCU is
such that upon display or rendering by the client EC, the signer information cannot be mistaken
as a part of the displayed record content (block 924). In particular, printing the stored or

25  displayed record should result in only a rendition of an unexecuted record. Such data structures
- typically contain the parsed contents of one or more si gnature blocks, and not every data
element is usually incorporated from any signature block. What is displayed is advantageously
a subset that enables a user to "drill down" further if needed or if the user is allowed. Tags,
where available, may be included to match included signer info to signature fields in a data
30 object, which enables checks to appear where signatures were previously applied or pop-up
windows to be positioned. Application-specific business rules determine what is returned in a

data structure and how what is retured is used. Possible elements of a data structure are a
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20  wrapper submitted to the TCU.

After receiving the wrapper submitted by the client EC, the TCU validates the
authenticity of the wrapper, comparing the hash of the e-original content with the content hash
contained in the signature block(s), and the rights and participation of the signer(s) (block 930).

In general, the TCU extracts the signature block(s) from the submitted wrapper, retrieves the

25  e-original from which it previously extracted content (see block 916), and adds the signature
block(s) to the retrieved e-original, forming an updated record. Placement of the signature
block(s) is preferably determined by the business rules. The signature block(s) may be placed in
any of the recursive wrappers or in an object-inventory, This flexible placement capability
enables the initial e-original to be retained in unaltered form.

30 Since many users may need to digitally sign a document to conclude a deal and since
such signatures may occur at different times, the TCU may wait until it receives all of the

signature blocks of the users (e.g., co-signers, counter-signers, etc.) that are required to complete



nmet adata (bl ock 1006). Once the deal is selected, the user may be shown a
list of record types 20 that exist in the deal, fromwhich the user selects
a record type to be displayed (block 1008). The user rquestﬁ retr: eval of
t hat recor r read-only access (block 1010), which may be the only
access ri g%@s&gfﬁfﬁt ed toysorre users. The TCU val i dates t RCTEY32346r i ghts to
make such selections and request (bl ogjfé_1012). If validated by the TCU,
the TCU retrieves the respective e-original from s'lt)orage (2t5)l 0056101% a_rll_(éu
extracts r el i gi nal o] . e
ai( so pref geirag%ll%gmg? ?%lg)gft%gc fti%g’ysc ?%%ggxﬁ%( gﬁrm(r?rli‘ﬁ?te?bcl)_1 il g’at W@ﬁgﬁﬁ ae(}a%'??ttlr‘gg FHEP ¢ he
digital adghalUVUe digitsl spphireahd dertifivkte (BIbE) ?32D.f ARwfbilivy, e TCU (:jnayfc{eﬁﬁ][ahhe

[ -ori.ai ' [ ti associated witt e
et i oved™ S, GpTh G et pgphien Blork BT dBerdne i REHEACUSIerRE
si gner i ndaoli Bighdterd bidick Ria bk kRofted & the DhfutHeRGRILE: attributt Yl SSRASRLRE:r ecor d
30 forpatting information is not available, the TCU places the signer
i nf or mat i%ﬁlﬂg%b}f’ﬂi- ngret I8 nereatignsifiite awn signatuierbdack, which suust ccatajethedatt set  of
busi ness gl rdisplayved by . the cli nt‘&ﬁc._s
posi ti.one%nuc%ct q%“??% clﬁ?\a | cg;d %t%}gﬁm\ﬁhqiéaﬁgh ear}égvsce?lx%m%}ilsgrlnf‘%‘? tﬁgf“ AteirE or WO
01/ 41360 dET (HISBA33Pandsas dettfminet by Itmm;)bticabicgmﬁhwsealﬂbﬁ attmékéer_afpﬂemﬂi Thi ts
osi tioni be..perfornmed manual |y or by the client I f appropriate
Lags ar e GRS P L e ARPOIRG B Fntries and afifieaions (leck 118 rrdaerdisdibavn or
tag i s udediiveunddracsihitithest HepLara BRtiEd O MBI %7 GieshdRB r&BRENded
paper _si ture page. Alternatively, a relative position can be determ ned
basedl‘inqg\%ﬁlég‘f@nt in the respective 5 wappers, and ]transldgt ed by business
rules into pogigi td | . T 0_a .
ngn- r enov abIoes‘iilé;n'dfi@)(r:ai‘E:Bir%nis?1 oﬂl‘%llﬁoeCI @‘é@g@ & %p‘?%#‘g? %;E?(;;Pp% f%ﬁ%honﬁgﬁ gt,h% T Adi cati ng
t hat t he tradeferableirecorreto avhichent daastyong nboeémdv@RB indiGuenlis acnie'dltl(cjbit \(;:\Iiﬁatm identifies
advant a | appear in the background of the recorc en it is
render egeig%&g%ngﬁ enc‘fbllec%ﬁ?sca LGP Mptte 1t ésf‘t%feé)erorﬁb‘?ﬁ‘ﬂ‘ Trl boaepresififdmay be
mor e Vi s uhdtlsychpn@orpedal corisiies Wil the@Qiitbnichts B ReAerld Pindingd ReRlatibd f'eﬁatin%he
applicabl e business rules may further specify that the indiciuminclude a
| egentP i'OENETIMG HEPAYS- TCU where the e-original (authoritative copy) is
held, e.g., bwsRRE; : L5 yi ' I i T .\ aps
t he reco?d Wi %Aﬁ indigihi %ﬂ%}@e g‘%@ﬁ%@ﬁ“ %%rﬁﬁg‘{\‘%duggﬁg}e%ﬁdg g‘laﬁr?r‘gggl}\t(? althsJ’a t\l’,i%ied
di gi t al <iutheatiogtes themgerls ddentify, od¢seardrudwkitisOBRcks HO02, CEOMYL Al dedceiBed dbove,

o var 1 adfubefiefels il xisa ol Pingiteia sl esntiRERe ot Surleaeag Pobogrip s
cont ent s mitadanngbloanT006).CBhdeQRe AN stRated; theRbr B8y BX$HAG SlishBFrebSAdREs t he
20  that exist in the deal, from which the user selects a record typs to be displayed (block 1008).
The user requests retrieval of that record for read-only access (block 1010), which may be the
only access rights granted to some users. The TCU validates the user's rights to make such
selections and request (block 1012). If validated by the TCU, the TCU retrieves the respective

e-original from storage (block 1014) and extracts the contents of the retrieved e-original (block
25 1016).

The TCU also preferably extracts the signer information and the date/time that the digital
signature was applied (biock 1018). If available, e.g., from the retrieved e-original, record
formatting information associated with the retrieved e-original is used by the TCU to guide its
placement of the signer information within the electronic record. If such associated record

30 formatting information is not available, the TCU places the signer information according to the
applicable business rules or a general set of business rules. For example, a cursor displayed by

the client EC is positioned over the field indicating where a user’s digital signature or
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signature blocks and wrappers. FIG. 11 depicts an exemplary composition of a signature block,
which typically includes at least two elements, or data structures: signer information and
certificate information. These elements may be called signer info and cert info in shorthand.
Signer information is generated by first hashing the content(s) of the record(s) to which the
25 signer is applying its digital signature. Atiributes that will be protected by the digital signature,
L.e., atiributes that are used in computing the digital signature, are then appended to the hash,
and such attributes can therefore be called "authenticated attributes” that reside in an
- authenticated attribute field of the signer information.
In general, authenticated attributes are used for defining the signer or the signer's actions.
30 Authenticated atiributes may include, but are not limited to, the date and time of the digital
signing, the reason for signing, and the signer’s holographic signature, either freshly or
previously digitized. It is currently preferred that this nature of the holographic signature, where
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20 to that digital signature. The content hash would stay the same, but the authenticated attributes
could vary from digital signature to digital signature, thereby enabling specific information
co_ncerning each act of signing to be conveyed.
The certificate information in a signature block typically includes at least an
authentication certificate (e.g., an X.509 certificate) and may include one or more other data
25 structures containing additional information about the signer. Such additional information
would typically be issued by an authorify recognized by the TCU and document authentication
system and may be arranged in a data structure having the form of a certificate digitally signed
by the issuing authority.
FIG. 12 depicts exemplary wrappers, showing an inner wrapper 1202 and an outer
30  wrapper 1204. A wrapper is a data structure containing tags that permit locating and extracting
information fields contained in the wrapper, and thus any record format supporting inclusion of

digital signatures with content may be used, including, but not limited to, PKCS#7, S/MIME,
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data structure, and the business responsiveness demanded by users. Wapper
r ecur sPonVHRperdndyles a T s digital sigpatyrashloeks Althpughomdissingle alghritisn-ideusifisrs are

i nvol vi nggdohs. Bk - LA t described. aboye. Jt will|. be 25
under st 0od t hat %ﬁ%@g%hgwgfﬁg@%?%aﬁ%ﬁe&g ffereangco JI"”&T‘tf"‘)éllc’fdi gi tal

si gnat ur eslgorvthing inddcey sizes. THioweuldfbeushews ainchlsi@nsffi@mtifigenha wolRipgigabig on

t he busi ngss_pr ss. i nmpl enented. FIG 14 depicts an exanple of a w apper
that m gniot g el B Sieneie S50 Bt st 208; el AViran oy CholangE us! no
count er painformb@etahal BSconldyelid & ul®'s 3RRAGH Rfocd that such a method is the
equi val ent of traditiaognal_ counterpart execution of a deal, such as an

agr eed®nt . | n Ahweenicd Sy PG % itwill beapproclatedithatennappers eambeapplind recussivedy, nal
record anghian Sil | Il articipant.in the
deal, and eacﬁh‘%gﬁl %?S%ﬁ?ﬁggé’gclgﬁ?ggmn%}{%f?gﬁb g‘l"%ﬁgﬁgg@ oexlgﬂtnéie O?gté"ﬁ'gct I ve
si gnat ur eisdegjetedindFIGet Lirihwill besresognind thdt gristxamelejageinmlethaititionhd theast er

copy and j.ts WD.01/.4136 00/. 3274 -50 signed signature page tqQ the
TCU. Eac ﬁ‘%’ﬁﬂf‘f CPpiRg gihey %&%@ﬂ@bﬂ%ﬁwﬁa@@a arridebrignadye bpckspay be
conbi nat i applied attahewigppératves Y1242, 18] e1DakA infbAabpes, 1Y, INAappe ahege. Only
one cogy of the .master record nmust be preserved, preferably as an

e- or i g7 nafortied withing feagtpne ofhon Wranper, Py cowsin 2 prestrvethe-originplracordayath that
preser Vedyragh&Q ofefl Al lﬁiﬁnﬁ_ I £ ] eser | , 5 the
obj ect - i nveag%or;? met h(E:))gI‘QIL iyon S tﬁgmﬁgsdt?glrmggfs%é‘lr@ﬁt °§g'a$?“°‘!§|9‘§%3 ggéés?pages,
acti ng mueysppdriCerapper pap ar FIG. i1 ) ypicslhpipcrderthadipizy signalnmoferTCU,vatidming i t
crypt ogr ' | ¥ -hinds-all .of. the records epresented by it. It will be
appr eci a?@g@?%s@‘%‘% LELEF G AT FrRmrd T i etegPy i oh kv iaeRes
e-origi _nails suffieiehta Aéteq ahpal&rﬂﬁﬁl e@h%n@_ﬁit,rﬂfﬁie@%ﬁe&&i_)éfn%% }F-IGTﬂ?dcpicts four

obj ecé-l ventﬁgf%/ itself is an 10 e-original that includes netadata that
are dé? ailPeel chigPusippbubit il bhapryeciatedihat therr isaroinbpsies flimdt fodhe number of

wrappers that may be applied. There may, however, be a practical limit due to the computation

power available, the time it takes to unwrap and parse each data structure, and the business
responsiveness demanded by users. Wrapper recursion may also be dictated by business
processes such as those involving the signature-chaining method described above. It will be

25 understood that wrappers can include serial as well as parallel digital signatures, which can be
those of users or Transfer Agents, depending on the business process implemented.

FIG. 14 depicts an example of a wrapper that might arise from the above-described
object-inventory method using counterpart signatures. It will be appreciated that such a method
is the equivalent of traditional counterpart execution of a deal, such as an agreement. In the

30  course of the method, a master copy of an e-original record and a signature page are made
avaifable to each participant in the deal, and each participant adds its digitized signature to its

respective signature page and returns its signed signature page or both the master copy and its



used to locate the deal in the systemand that includes one or nore
dat abase references used for retrieving the individual e-originals
pertaining to the deal and the TCU s signature block in each e-original
As an e-orkgégﬁé?itself, the object-inventory is a wapper that includes

the TCU s @re block. A new version of the obj ect - iBRFAHOUIN6 s
created at the conclusion of a busi ness; 15 step or deal status change. It
will be understood that after its di gite‘ljl' signature is applied to an

aut hori t a% s %8 sGR [ one. or re.indici.a inat ies
of the author iSi‘téa:%%?ﬁ’\‘/:'«ga %%%% ?%? grg'l:e}1 le%“%\?& gtesds ' 3?m3u Oﬁgmufgﬁl&ﬂgse? gasgﬁﬁﬁ‘gt hat
when a copybimtion sfthayester @pi andthat iticianey sidaturé pade Omtly ondcopg ofthear | y
evi dent thatt t he ensq%ti on is a co of the authoritative copy, which is

retai ned B ¢AE 6p‘P_ﬁ‘fI§‘?d’ PRt bR ergtednal bigrty R thesignatinpags ol
pendi ng | gh sdraidip miued tRifreerve® aBloGRIEARN Gs é-bagﬁhwb?e%ts. A EdeRirfhél Q%t'«’re,

Nevertheless, it wll be agFrem at éd that theseé profections are no
avai | abl ehsppctanveriony methagtinksithomoster agreemmnt te ald sighitore pegesaaddiog muck ks n

FIG 7, Y I bl e. t uar agai nst.a c of a
Cranst er ool Ee R or aple Sn A Bhod 456 e 1P Romr G i GRBY 8 55388501 o e
m st aken epresented badatt ual transferable record. Wiether intentionally or

uni ntentional ly,..such 25 derin uld create the possibility of fraud.
It will be nothé&‘utsq‘?élpp’ieﬁ'iaég At r\fll\%’_i‘ic gﬁﬁ the AbIefF-Hengy %F@o?lg%st rative
only and d-brfinal }ert@iningQb didBa e Mikihlalnell SephRRIAT Th W ilveROg 2 id At

various nodifications can be nmade w t hout epartihg fromthe essence of
t hesel® mferigingh that ipplndes mefadater theteaee dejails karfatérizing thg dedl andreclectiBn critthAT | S
CLAI MED 1,8ed i) 1o d : ' : -origingl objects that have
been creat Z_d _b(;)/ sei gn?ér%gmqh%%%laﬁagw‘%o jugig?gn 037 e‘%%%% "‘lsvéecf?rf%cr%?séa?? rgent S,
submi t t i netrisvigg the indifidnatetorigmabipesaihing totha dedl anks the Qs sigakitare bldck i dagh

(TCU), validating the subm.tt si.gned information objects by at |east
testing %en%?{l'e‘g?ﬂ?%?’nﬁﬁﬁdggﬁ @ﬂ?%"%?“tg’é’c‘ﬁ_aWﬁ??éﬂsﬁah‘lnﬁliuﬁ%&tp%—ﬁcbﬁj ect and
the val i dignyupfblédte A sdvgvativh 6f Bt obja&-inREREF sicY&utdd A Bl BhclAHENb6 a HidRless
applying to each validated information object a date-tinme stanp and a

digith Stepoatenl gainghangehent i cation certificate of the TCU, which handles
at least one grpfiiguidlsBl felaARER 0N %Hit&% €3 [P ReARicAle URCE O
ject, cconprising the steps of.

the at least one e-original o establi"shi ng
a rul e t AU byically adklhese at mbreasticia o topis of theauthotigitive bopithsteirs provided to

est abl i shi .a.rule t establ i shes. at |east one type of e-ori.ginal object
as pote nplh g‘?ngetdrug?{g f %cﬁ{g%?t g’%F’éE §YRES'S a’é@?’éﬂ?f P’é‘ﬁ?‘ﬁ §r chFB’( 18€ YeRg e‘iz B el
| east oneviiehtakd: € resdfiod i9 2 36BLHIhSuthcRiitive 05K, $B@GE 8dained by the TCU.

20 Thus, the protections required by recent and pending legislation relating to electronic signatures

are provided. Nevertheless, it will be appreciated that these protections are not available when a
TCU is not involved during execution of a deal, as in FIG. 7, and thus, it is not possible to guard
against a copy of a transferable record being rendered in a manner such that the copy could be
mistaken for the actual transferable record. Whether intentionally or unintentionally, such
25 rendering would create the possibility of fraud.
It will be noted that this description and the drawings are illustrative only and that one of
ordinary skill in the art would recognize that various modifications can be made without

departing from the essence of these inventions, which is defined by the following claims.



type of e-original object; establishing a rule that identifies at |east one
type of e-original object required to conclude a deal; and establishing a
rule that controls transformati on of a selected e-original object into a
transferable record. -52- 2. The nethod of claim1, wherein based on rules
est abl i shed by an owner of an e origi néll-object requiring execution as part
of concluding the deal, the TCU notifies at |east one participant in the
deal when the e-original object is received by the TCU. 3. The nethod of
claim1, fuPEHekISCIYMERHY the step of creating an object- inventory from
at | east one stored e-original object that is a transferable record and is
required to conclude the deal, wherein the object-inventory includes a
date-time stany- amertpddif §imdling stered eratiging ojedis that lvenbéeoateaen by eipting i cat e of
the TCU, aRghhRendBiets by Vet QlHsE ' er that includes object
identifiers that 11r ejspeq¥|é\%%l ; egp%%tp{égﬁttg’?\sgﬁ?‘rﬁgﬁ%%; fogn%@élgrﬁcﬁgoaa at
| east one BisigAarsiedial pliliy KTEH), mlidatingshe omenitrarstzned ipfnhation objeets Healliast he at
I east one RAL WGP ofihS! Wre. -l |.Si h of. ac.conbi nation
of a rraste? c%pye of"t%g ‘ t}rxgl@%’ergc g%%%dclor glmétlﬁ) Opﬁgaﬁ{ilﬁﬁ%gglé%‘tygﬁgw
parti ci parfignstug ofithsi rospective Genafenpgent, 40d aphlyingee trobl vadidated miformationwdbizeed n t he
obj ect - i NV @hYsthds el aidiRed t . l{gn'&;' i deal . 5. The
nmet hod of cl ai mslirhk]E urt he_%l_ céé*n%rﬁ?‘as%}ﬁgalﬂ_'?%té&gttl%ps 0 %té?ggee?é\;lﬁh‘ﬁ,ﬁg%y the TCU,
a request TPYa 2 lgsiope perigisalobisdidatsdonavies efablishedbyom qineadf thbjtéet;,  and
checki ng qypelreshads T8 iated with the type of the e-original
obj ect ident ioﬂggld_ i'hn ct’h(glql? esqlﬁes‘?gﬁ%%%get erm ne whet her the user has been
enabl ed to accésablishiag o ppethaffestablishes aieasiionobypecte-origant otfjéctd i n the request.
6. The met hod Qfi MisRihE Rl H‘{F'reer LRLidE 1 L.ndi that the content is
to be retri evedatg a%]él aft: egt?!t) ﬂonse se%gﬁggﬁ%éé& (g%g{aﬁn%%%wuotswéﬁalhas been
enabl ed t draeigkls raciyidsit ype of the e-original object identified in the
request, the TCY.akihs S8uoMl Ll fe: (PRI I gnat ures from
t he e-original obj .ectéi_deér)lt%{% felhe%si%{n@#ﬁ%&rsglaége% S;gﬂofq %gr%eak)lfgﬁt gréevsieir%te‘?)nl y the
cont ent oftyRede=-asiging ¢higcet:obj ect; forming a w apper that includes the
content of the .gs0khifs Dale RRLEKGERd £ iR, the r est . current
date-tine indi gati Sn,g’xandc t‘ﬁé&%ﬁ%qgﬁ%ﬁ {nz'lﬁe[ ﬁdg}ﬁgbﬁﬁiél Og(% requ’lregto

conclude a deal; and

establishing a rule that controls transformation of a selected e-original object into

a transferable record.



aut hentication certificate, and conmuni cating the wapper to the user. -53-
7. The nethod of claimb5, wherein the user receives the wapper and

extracts the content for rendering by the user. 8. The nethod of claim7,
wherein the user prints the content. 9. The nethod of claim7, wherein the
user queries the TCU for parties who nﬁy have signed the e-original object

corresponding t I ere din response to the
query, IOt he T%U %%@\ﬁ@%%tggtﬁgmemé’rl Qi Na asg‘% eseiﬁ%hﬁgggmé%ve&’ SF

i nf or mat i oreriginatéhirgbquinng dxecutionas Igrtrmabonolluji]agthe déMNIETCU daifias &tldakiCt ur e

conpri sing 5143%%%%@ Ethé"ﬁé%; (%ntﬁé‘e %gleﬁogr,] un {Vg? gltﬁg.gudata structure to

t he user. od o &' 8 'ng the content a
user forms a respectlve signature block fromthe content and the user's

digital signature, 140 un igital. si re, and
subni ts the signature g: ?(ftc?aélg?hﬁl%ﬁf I}émg eesgeﬁgff?f%mgf"gg % 'm 10, wherein
the user's isvepieay ivre aﬁb@t@é@@lﬂdrﬂr@gmalsubgmehat 1s mfansfafalble eeoridand is lreqeimﬂdes at
| east a hasf Qf.iddbeeGait . nature, a
certificate i ér?# or rmat i % %&?@EO&Q& E’”‘clit()l('ﬁlfm gafi§maﬁt8’?18??1d e’taél gner
i nf or mat i orsignairebd guthenticasims certiticpte @l TRETT, Iaﬁdiﬂledbjactthnmehmfye:omi:ﬁses Zhe net hod
~of claim 10y, [%lﬂlﬁd sers.sybm .t nat ure
bl ocks in pal}gﬁ]a?q ¢ eﬁoﬁ%&%ﬁéﬁfﬁ%r Sll?%ctlﬁeﬁpmflt cI 8i %nfgaﬁ% rglaﬂ t he

si gnature bﬂtéﬁ@ﬁs@newglamr@bled( df\at tehse oﬂ'@.dmmnirmdwrcbalymwt legspdriced wr apper s.
15. The et fesGh 9 TF%U ylracts informati fromthe
signature b oc[gQ tte}%:k%][ﬁégu er Base lono fRastg cto?%%ﬁ d
“informati orffanﬁfeﬂabfﬁw@srd aad]thedelmst Olyenaftlctplaﬁ'sd&ﬁtzachmghaamel ntegrity of the
content used to formthe signature block. -54- 16. The nmethod of claim 15,
wherein the TCU verifies the integrity of content by conputing a hash of
the content and- cofpamethed effraimdnphered theabjecttioveatohafahhdrneludeedethdataa si gner
i nfornationgpart.i-0 ? Qfiefine signature block. 17. The method of claim 10,
wherein the content Is submtted to the TCU, and the TCU retrieves the
correspondi ng e-original object, unwaps the e-original object to retrieve
the content . 5. The method of claim 1, further comprising the steps of:

recetving, by the TCU, a request from a user to retrieve content of an e-original object;
and

checking owner-established rules associated with the type of the e-original object
identified in the request to determine whether the user has been enabled to access the type of

e-original object identified in the request.

6. The method of claim 5, wherein the request indicates that the content is to be
retrieved to add at least one signatures, and if the user has been cnabled to access the type of
the e-original object identified in the request, the TCU carries out the steps of:

- stripping all signatures from the e-original object identified in the request,
. thereby leaving only the content of the ¢-original object;
- forming a wrapper that includes the content of the e-original object identified in
the request, a current date-time indication, and the TCU's digital signature and
authentication certificate, and

communicating the wrapper to the user.



of the e-original object, and forns a wapper that includes the retrieved
content, the submtted signature block, a current date-tinme indication and
the TCUs digital signature and authentication certificate, whereby the

Wr apper conpri ses a new e-original object. 18. The nethod of claim17,
wherein the user'’ s signature bI ock i nckiddes an unaut henticated attribute
field, and the T Q:gtﬁé&ecl netreucltl ggsetleml ication.to th

unaut hentl cat ed attFibute fi e PNt 54Vt Wrﬁ‘?pe?aélggftﬁftsﬁv the TCU of
the user's gqngmafoureederingbzthemer The rret hod of claim 17, wherein a plurality
of users submt respective signature blocks to the TCU, and the submtted
signature bl ocks are placed in at |east one of a plurality of recursively
appl i ed 'wr apper&. 20TheTmthodef Haich Hwhekiitin ket prinfs dreebitetthe TCU notifies the
owner of the e-original object corresponding to the content, based on a
rul e established by the owner, that the signature block has been included
in the wapper.9.21. Theenatiexlobclaiof7, mmmmweMmeeﬂmmoﬂwﬁeewhﬁhgy nal

ot hod of nhRRRARARE OGN on R RHAOR (et EnER BT B B it B3Linc et by
signing i nlfeénomtbmqqeby,ehft ECOynwsppbet- nmrgn:ﬂ pbins f @tradg@nsRnersnfbiffatibd Ng
si gned i nf oy, th%lo?ig*ﬂgl,otbﬁgﬁfogﬁrﬁ é’é&ta qmgust od| aI %E lnl tgpé%(gle 1ont esting

_valldatlngt esu mitte OF TR T on

the int egrlargicelﬁmmmeatcsdhft@tﬁmaﬁree@mhuwgned |nf or mat i on obj ect and the
validity of the signature of the respective transfer agent, and applying
to each validated infornmation object a -55- date-tinme stanp and a digital
signature and adt Abgnptbed d)f@taimér\trliletdim:aﬁeermﬂermg&eﬁﬁhipntmmﬂoﬁﬁsng t he

following s " [ bmite ser for
retrieval l%%g%“%xgh %%FE%L %%rggl%tcgﬂt%ga?d t%‘ %\gﬂatj a{” Yol IS%%IE? ermi ni ng
~whet her - t hebaysdpy Mgiamigr@mret,ymwbmubm slgmdnee blecjuestis TGAd if the user is
determ ned to have authority, carrying out the steps of: retrieving the
e-original object identified in the request; extracting fromthe retrieved

e-ori gi nal obj édt Thomethew ofichaino t hywthemein tanderatsicheas blocloaensisgraher € bl ock;
o ot " A loRRdof P NAL U asb] GO oSAADGHen 4l B TR B SERAGERANT &1 T st

one of a date-tine o S|gna ure
certificate information.

12. The method of claim 11, whercin the signer information includes at least

one authenticated attribute.,

13. The method of claim 10, wherein a plurality of users submit respective
signature blocks in parallel to the TCU.

14. ‘The method of claim 13, wherein the signature blocks are stored by the TCU

as.recursively applied wrappers,

15. The method of claim 10, wherein the TCU extracts information from the
signature block submitted by the user and, based on the extracted information, verifies

an identity of the user and an integrity of the content used to form the signature block.



signer information and a date-tine of the TCU s receipt of the signature

bl ock; extracting fromthe signature block certificate infornmation that

i ncludes signer identifying information; formng a data structure fromthe
extracted information such that upon rendering the content the information
is properly placed with respect to theSdentent and includes at |east one
forgery-resi st apt i Nghae ar ent es. the rendere

i nformation as g%% V: g%g@%%%&mﬁeca %%Bbﬁﬁ%nﬂﬁa{}%“%e@tﬁ@hﬂl@mtbg the user.

23. The netmufmgadmﬁmﬁhheﬂmteuﬂmdmamdmhmtsimmb alhzeh intludedi @ axikek i N a
wrapper th I tune indication and the TCIFs digital
signature Z%fngé&t%ﬁ%dr#ﬁgg@?% cer }{‘fl cate. 24. The nethod of claim 22,
wherein the data structure includes tags that gw de placenment of the

i nformation. hangll store at have
been created by sﬁlge%hﬁgg&% P8 ey Slrlllq% ﬁOIétE %SSB Eteéig%g%{rc@einﬁﬁﬁﬁ‘ggr agents,
subnitting @ingvredlemtemmdmg oorigirg] @gdcs ultmvrala thetemngmelabbpmﬁxeﬁeﬁlthaﬁombmtt y

t-ersc,:tul) ngvtalhle i nt eggfﬂgl %‘#b{ﬂh% coan ﬁ'?eg of fé%f; tl oneg “ﬁ?&ﬁﬁé&%ﬁ&u dolojegit and

t he val i di tspenagfe bidee asmgﬁmactatﬁtgneaﬂdmahm mdﬁméarsm@mlrs@nsﬁrenndaagmatn,cat@ﬁd

appl yi ng t o,.8a60. @ ed..J i b'.ec ate-tinme stanp and a
digital si gr?aturee alﬁg]gght he%{%g’?ﬁ%eﬁ ceryy '%mxcfeﬁbé gf the TCU, which handl es
-56- at |east one e-original object based on ruI es establ i shed by an owner
of the at |east;go r C st eps of:

aut hent i cat i ng gn@?ed‘ger%m:aOkaé@q?h%\%q&?usgrs tlI’IFS ?knué TG %Es rel ati ng to a
deal , wher elinnuthmcatedlaélsbuterf@lmmﬂa:’l?(ﬁl@ds the tureest dateHinghekicatidn to lleast one type
of e-origi YoTH-Toa bl.i she one_t.

e-ori gi nal %Fect agﬁ%gteénitalt% @I§arteaan oSBT gléegjcgﬁsftﬂ’gu?erf%égﬁ'ﬁ enabl es
at | east orldockel ected user to access at |east one selected type of
e-original object, a rule that identifies at |east one type of e- original
object required to conclude a deal, a rule that controls transformation of
a sel ected e- dPi Gharatthabifelim I hivderirt 7 ginsfigrodbioss snmmrdﬂpecaversﬂgrﬁtutr&at

identifi H t t i
2t ranst or e PARKOD Sl RGP NPt BB B gl b T Sspec

t 0 t he dealofrecursively applied wrappers.

20. The method of claim 17, wherein the TCU notifies the owner of the e-original object
cotresponding to the content, based on a rule established by the owner, that the signature block

has been included in the wrapper.

21. The method of claim 20, wherein the new e-original object is a transferable record
based on the established rules.

22 A method of handling stored e-original objects that have been created by signing
information objects by respective transfer agents, submiiting signed information objects to a
trusted custodial utility (TCU), validating the submitted signed information objects by at least
testing the integrity of the contents of each signed information object and the validity of the
signature of the respective transfer agent, and applying to each validated information object a



- 57 SYSTEM AND METHOD FOR ELECTRONI C STORAGE AND RETRI EVAL OF
AUTHENTI CATED ORI G NAL DOCUVENTS ABSTRACT OF THE DI SCLOSURE Di gi t al
signatures are not valid indefinitely but only during the validity periods
of their authentication certificates. This poses a problemfor electronic
i nformation objects that are intendedﬁﬁo have | egal weight for periods

| onger tha I nag ur There .are thus
'progl ded mralctI f{ﬁgé% g%%tglsggtq‘ore trl%ﬁ?%cegﬁcgtf’ h;ﬂ %SH]%’E{PESI?%M have
begn creat e@eﬁ&lo‘s'ingﬁ'}epﬂjmthﬂmﬁatl on objt ects by rgng&tslt\cl)e transflelrtsgegtnz
submitting si | ,

appl yi ng '? 0 eg(r:}ﬁ&“}l% a"q%fg%é tuigegrgorg%néva gflanaé)fl gnglo ﬁ"gaé?egﬁ%ed%d a

digital si gharegnest; and aut hentl catl on certificate of the trusted Icus'lto_odl al
utility. One llectronic . original object
by verifying trrﬁigt%dl gl g@hg@%% SS}r/}gASS %{’[ﬁttg%[ umﬁg%?r%uef bad‘d utility applied
to  the -object ibtheuspisidgtemgnaddo hine antberitzl dactgib@oht dizjseps ofa curren]'E dat e- t:cme :
stanmp and a digital ‘g_t;!%aﬁ ut entlc tion certificate o

the trusted custodi aftﬁb ?E%n%g%t {e‘ﬁur;“&e';El % Jd TR Edes creat | ng an

obj ect-i nventory fr cHirating @asttheaﬁaewd@foe@nairqbgcmhtemb;lfenma,uongnralcalthtﬁht ng an
obj ect identifigtand gapglignature block for each object. A time stanp and a
signature and certrficate of the trusted custodial uti lity is applied to
t-he object-inventor Wxtracmﬂm@tpmﬂmsmelsrelbmmlgmrhﬁmrdiatmrg i nformati on objects

‘that are transfer abl ?tricﬁ.&éjgtﬁjeist ?8819 I:qune o?aﬁ%ﬁlze sl.xedtulr)euus'lll{lltgeaélht%m es, which

'-n

avoi ds t hat COpI es O e transterable recor can
ori gi nal s. FI Gsigper information and a date-time of the TCU’s receipt of the signature block;

extracting from the signature block certificate information that includes signer
- identifying information;
forming a data structure from the extracted information such that upon
rendering the content the information is properly placed with-respect to the content and
includes at least one forgery-resistant indicium that clearly identifies the rendered
information as a copy; and

communicating the data structure to the user.

23. The method of claim 22, wherein the data structure is included in a wrapper that
also includes a date-tune indication and the TCIFs digital signature and authentication

certificate.

24. The method of claim 22, wherein the data structure includes tags that guide

placement of the information.

© 25. A method of handling stored e-original objects that have been created by signing
information objects by respective transfer agents, submitting signed information objects to a
trusted custodial utility (TCU), validating the submitted signed information objects by at
least testing the integrity of the contents of each signed information object and the validity
of the signature of the respective transfer agent, and applying to each validated information
-object a date-time stamp and a digital signature and authentication certificate of the TCU,
which handles



-56-

at least one e-original object based on rules established by an owner of the at least one e-
original object, comprising the steps of:

authenticating an identity of the owner;

establishing rules relating to a deal, wherein the rules include a rule that establishes at
least one type of e-original object, a rule that establishes at least one type of e-original
object as potential transferable records, a rule that enables at least one selected user to access
at least one selected type of e-original object, 2 rule that identifies at least one type of e-
original object required to conclude a deal, a rule that controls transformation of a selected e-
original object into a transferable record, a rule that identifies at least one user able to
authorize transfer of an interest in a transferable record; and

validating the owner's right to act with respect to the deal.





