; @\BCe3e~vvw, zzj *~6" ~T~ TITLE OF THE | NVENTI ON EXTENDED KEY GENERATOR,
ENCRYPTI OV gmmmmmww EXTENDED KEY GENERATI ON METHOD, AND{STERAGHN
MEDI UM BACK NVENTI ON 5 The present invention relates to an
ext ended key genek@bds=, encryption/decryption unit, and storage medi um
which are applied to secret key block cipher. In the fields of recent
conputer an cation technol ogies, a cryptography technol ogy for 10
transmtti nglu' memransm’ ssion data, and~ restori ng the received
contents by eceived data is prevalent. In such cipher

t echnol ogy, a crigpseogr aphy al gorithmthat uses a secret key (to be referred
to as a common key hereinafter) TATbBt OF eHBEYPNVBNTAON 15 decryption is
cal | ed common ke% cigher. I n cormon key ci pher, an input nessage is
segnent ed i nt o EAPENDBPoREY EENERARORAgEMCRYREBIONERGCRYPAAONt H¥IFegnent ed
bl ocks undergo random zati on based on a keg to generate ciphertext. As such
common key ci phBfTENDERLEEE SENEBATEQN MEZHODpHEANDJSTARAREr YBPIEM st andar d)
is prevalently used. In encryption based on DES,_ _as shown in FIG |A data

obtained via initial pernutati O IESNHU AE N Res 16 processes
oo ng Fouge Tt ongl 26 Sy et e e, AR 1

rounds under goes i nverse~permutafi i

O anen ko, PockbfEracly,  BcoyBE on/dol - fRE: BR0Gns 7 ARANGEoBYAR VI NG 2

extended key ¢ romthe-origina 0 each’'round tion, a
process in thatméeyaﬂéfHHQEhOHréSaﬁﬁﬁﬁaaeGo gFgEekskegngBE&yEHbggr.

appar atus based on DES has 5 as principal building cohponents a“data

random zation part foh Eﬁ@dgﬁhlhﬁgo@aEécéﬂtb%oﬁ?%EEQF%ﬂdU%BW%d%ﬂd@H¥%n
nunber of round functions, and a key generator for giving an extended key

to each round fuéchhemogiesheadatyptagﬁaﬁhzatb@ﬁnbabby Kate that the
conventional 10 key generator generates a key by rearranging bits using a
tabl e orl@ ri ngtkanesittisnggehbeypand kegnamitbabnotiagajabaderekypl-ing
unit, or randomy extracting fromkey bits. In decryption based on DES, as
shown in FIG 1Bhelsedaiuetdocbatdateypyedeansptjogs rédeiveddsaita as or der
inverse to that upon_encryption. Hence, a key generator generates extended
keys in order fPB5RVaLRBY-uséd Prchheiphsr teghaoflgayti éncupemosHerypt i on.
The first merit hn DES lies in the arrangenent of 20 encryption and
decryption circﬁ'?QFlFH@ytgéﬁ B8RADAI SECHBEt KE¥nbEReREs reTREEr eds toad@Sshown

in FIGS. | A and_1B, _an_i ent'cal.circuih IS seg for the.round functions of
the data randonfzSPMBR2pAFY DSFERBAGKSE eanEGF oFHEFYBEL8R: éRFed key is

reversedlgpon 6885¥9££98na9g called common key cipher. 1In common key
cipher, an input message is segmented into input blocks
each having a fixed length, and the segmented blocks
undergo randomization based on a key to generate
ciphertext. As such common key cipher, a scheme
20 called, e.g., DES (data encryption standard) is
prevalently used. | |
In encryption based on DES, as shown in FIG. 14,
data obtained via initial permutation IP of plaintext
undergoes 16 processes using round functions;
25 Furthermore, the data that has undergone 16 rounds
undergoes inverse permutation IP-l of the initial

permutation, thus obtaining ciphertext. On the other



25 decryption. The second nmerit of DES is a small nunber of keys to be
managed, since encryption and decryption are done 17FEB agopéaﬁw&
using a single common key. In DES, in order to generate extended keys in
normal and reverse orders on the basis of a sole conmon key, the key
generator executes the follow ng processes. 5 That is, a common key
undergoes left rotate-shift (left rotation) to generate each extended key.
Note that the total value of rotation amouftsis defined to match the
nunber of bits of the common key, and an internediate key is finally
returned to an initial 10 state (common key). In this manner, the | ast

ext ended key upwn@nchypyivingaanbexyendedt keyt gehavetetiefsamethal ue as
that of the first extended key upon decryption. Upon decryption, a conmnon
key undergoes re%HIindt KoY skofeachi gaundofancbhpnt oagpnecase 15 thaended
key in reverse order._ However, , since the processes of the key generator are
i npl ement ed by OPHBA pErRTERPR ohS pPBeEYsRS- i n DES, key generaily call ed weak
keys whi ch have |OMl§ﬁCﬁrlty are Bresent. Note that the weak keys nean

ext ended 20 keys whi th®hav&’i BBnEPELYPYAPHe8PPERA PRcPAEEdaCBaBESWRBERI n

11 t d k . . K1 |t h. oth KiI = K2 = ... K16),
:nd :Xczggemhe$%$H§%%§$l%§feﬁ%gﬁggggscﬁﬁpgggﬂggaﬁgéﬂgatBaﬁﬁﬁméF@téaﬁal)to

h oth Kl = 6 = T =_KO9 i f
Such veak keys Taihorolranddiliping, fPaCel e, ERoHONEUS] oo 0CE"LoR 000! g

a device for reqpibhes bAPBLuRE ﬁuﬁegﬂgﬂskeXngaéiEQ &ndrBi5,BegR04 - 4 2
pattern for generating weak keys to an extende e§ aenerator, or adding to

a ci pher gener agiein@paarakesndcdextgerboeadrt 86iThai BAnWRebLAEH £OEHROL

gener ated extended keys are weak keys, and renoving themif they 5 are weak
keys. However, ddrea sandodexateohhphrpl evRote gRAEr 8hboBoaleneaknkeys is
added, the prices of the extended key generator and encryption/decryption
unit risk) and k¢pogeheratorrgenerstakes kagrbaseeatfahgiaddbitenut@nBES, a
cryptosystemthat can offer cryptol ogical robustness upon using different
ext ended keys id u@bie of wonhugf bhvesonssbypgptbeenaimagkggnesathen of weak
keys, and can inprove the cryptol ogi cal robustness has been demanded. 15 .
As described aldve® FRLRhRNEERPEAPTONALtexPENgaRdRBYYgENErAECEingndrom
encryption/decr%gtion unit, when a device that prevents generation of weak
keys is added t2°RVBIHStow security, the prices of the extended key
generator and encryp

ion/decryption unit ri and 28 alsq their circuit
scal es increase. Eve nmﬁgﬁrﬁgﬁgPQtESﬁegfoﬂeigske§§ FEOHPedENEdE . PPocesses
i the k i t i o] t ol i |
obustneey, Janciat8r edoke BeLroR:aTbRUBHEEAL0 K RORYGE ] BB RR¥BH 59 °°
BRI EF SUMVARY ! t i b de i
consi derati on g?hgfgé%B%%gqégyuggﬁgﬁ?ﬁg%gﬁﬁggﬁgg hQQCE?EEBﬁggozH-GSInitS

obj ect to provigenépa€steydrdrkeysIeReLalion. kePs" YRt bPREPCELYRL hoReyNi t,
ext ended key generation nethod, and storage nedium which can inprove

randommess of exgedded kn¥81mbtl90ﬁﬁapfaﬁéhmsn5u§8nieﬁéegﬁﬁibﬂ.apparatus
price and circuit scale and preventing generation of weak keys, and can
i nprove cryptol ogi caftheolistneserit in DES lies in the arrangement of
20 encryption and decryption circuits; they can commonize
most components. That is, as shown in FIGS. 1A and 1B,
an identical circuit is used for the round functions of
the data randomization part, although the input order
of extended key is reversed upon encryption and
25 decryption.

The second merit of DES is a small number of keys

to be managed, since encryption and decryption are done



According to the first aspect of the present invention, there is provided
an extended key generator 10 which has a plurality of cascade-cdnhéEBed@lkey
transform function sections for receiving different keys in units of
rounds, and generating extended keys on the basis of the input keys,
wherein each key transform function section conprises first key 15
transform nmeans for executing a transform process using a predeterm ned
substitution table on the basis of a first Xkey obtained fromthe input key,
and extended key conputation nmeans for conputing the extended key on the
basis of a transfornmed result of the first key 20 transform neans, and a
second key obtausedgf aosihbeei opminokekeyAccondbng,t enasetiber taspect of the
present invention, there is provided an encryption/decryption unit which
conpri ses an exgendedt&egxygendedt Reys2incnopmaii agdardaektaseabgaerzabnon
part for encrypting input plaintext on the basis of the extended keys
gener at ed by thehRebasianefornsblaccpomosekeyonshandiey gefieEEBo2004 - 6

out putting ciphertext, and decrypting input ciphertext and outputting

pl ai ntext. AccofdFRPLES §FPIﬁ°éi@Whég REPEEESBB -t he present invention,
there is provided an ﬁxtended key generation 5 nmethod, conprising the steps
of : inputting differdRBtkéys AKEOMPER key undexgeesi defki rotatershids:
generating a first ke romthe inputted key: transform ng the generated
first key by usfﬁﬁfg %Pgagf8pﬁiﬁ8d8§88§?FFu§P8h FﬁEFB?eQngeie cORBBti ng an
ext ended key on [ f.the.transforned.result and a secand ke

obt ai ned fron1tﬁég?ngﬁétgagﬁéyygiggoPgiﬁBt?glgpiFWOHHBFhéF §§8é8ﬁéo¥°the
present inventi h i vided.a_c r.r b 15 _st.orage nedi um
whi ch stores a gggﬁbaﬁpgo?ﬁﬁgﬁgnSgagégﬁp§?2?58988§ﬁ§9ek§yriFQF QQy from

di fferent keys {CorkBhiate: keliCaalkibBRYY! deiBndAl L5 Gh HQURYSy transform

the generated first key by usihg a predeterm ned substitutio abl e; and

conpute 20 an extegdedckfoAnkbps.baghstafist Ranhbanstaemdsiesyhbnakd a
second key obtained fromthe inputted key. According to the present

invention, in eaeh kpynt eansyptivhueahi ba seakiranedt e hiakst they same
transform ng nmeans executes a transform ng process 25 using a predeterm ned
substitution tabkhéuenashehbasp$ ohet liersitr sktkayedbkaynagohr om an i nput
key, and the extended key conputing neans conputes an extended key
decryption. Upon decryption, a common key undergoes
right rotate-shift (right rotation) to generate
15 extended key in reverse order.

However, since the processes of the key generator
are implemented by only permutation processes in DES,
key generally called weak keys which have low security
are present. Note that the weak keys mean extended

20 keys which have identical values, and include a case
wherein all extended keys K1 to K16 are equal to each
other (K1 = K2 = ... K16), and a case wherein half
extended keys K1 to K8 and K9 to K16 are equal to each
other (K1 = K16, K2 = K15, ..., K8 = K9).

25 However, generation of such weak keys is not

a menace but can be sufficiently prevented by adding

a device for removing input of a common key having



1| FE8 2404 on the basis of the transforned result of the first ke
transform ng neans and a second key obtained fromthe input key.1WnF¥%i@&5
manner, since a sinple arrangenment wthout 5 adding any external device is
used, and a nonlinear transform ng process using a substitution table is
done upon generating each extended key, the apparatus price and scal e can
be suppressed and the randommess of extended keys can be inproved while
preventing 10 generation of weak keys, thustinproving cryptol ogical
robustness. Furthernore, the data random zation part has a plurality of
substitution tables for encryption and decryption, and one of the
substitution tabl patbérhheotSgdataatangoweart kegspabt ahs eq@emaedt Reffhose of
the first key transform ng nmeans, thus reducing the circuit scale of the
appar at us. Accogenegator} herpaddény toventiphert jenerastohe appaviadad an

ext ended key generator, encryption/ 20 decryption unit, extended key
gener ati on net haddewhdesforadetarninangwiwhehheanornpptyvgenamddaedess of

ext ended keys whil e suppressing an increase in apparatus price and circuit
scal e and preveftFapdgenkensi aheovedakeksysandndesaningptdes dfyphelyogi cal
25 robustness. Additiopal objects and advantages of the invention wll be
set forthPin th@T8e¥eRrkpkPBA-which follows, and 17 FEB 200 _g _in

part will be obvious_fromthe gescripbignv,or ngy be | earned by practice of
the invention. The oBPYEVETan¥N&S SHFRGEEVIFS: St PERVEOT SMBFNsE AdAN zed

d obtained b N Liti d [ S ti
par i oular |y par bt BALSUoREr SPnAPEER:  BAPER:DEERPETION BF SPASCAmYEHAL
VIEWS OF THE ' ' Whi : . [
and consti tuto & PAre of he SRorPreghyBRCeREr b ARAE' BaslanphSl Bieler e

enbodi ments of the;in¥epLi9n. <18128d hagetler with the general description
gi ven above and the detailed -description of the preferred enbodi nents

gi ven bejow, serve t@nexpldaitiohh@ocPbHERG Bl 8%yt iR tety @ NdtORar d$Fed A and
1B are bl ock diagram for explaining 15 DES as an éxanpl e of conventi onal

comon key ci pheryptbBog2chld @oblstkedsagpam sBawgnditfiFe rantarge@dedof an
encryption/decryption unit according to the first enbodi nent of the present
invention; FlG k8yesia bhatk difagoamdsfionchgonisebyr pregemting?0 of an
extended key generator in the encryption/ decryption unit of the first
enbodi ment ; generation of weak keys, and can improve the
cryptological robustness has been demanded.
15 . As described above, in the conventional extended
key generator and encryption/decryption unit, when
a device that prevents generation of weak keys is
added to avoid low security, the prices of the extended
key generator and encryption/decryption unit rise, and
20 also their circuit scales increase.
Even when generation of weak keys is prevented,
processes in the key generator does not so contribute
to improvement in cryptological robustness, and
improvement in cryptological robustness is demanded.
25 BRIEF SUMMARY OF THE INVENTION

The present invention has been made in

consideration of the above situation, and has as



FIGS. 4A and 4B are views for explaining setup values of constant registers
inthe first enbodinent; FIG 5 is a view for explaining the configuration
25 of an S box in the first embodiment; FIG 6 is a view for explaildi hgB 2004
setups of a rotate shifter in the first enbodi nent; 17FEB200 ~4 ¢
_FIG 7 is a block diagram showi ng the structure of a round function in
the first enbodinent; FIG 8 is a flow chart showi ng the operation of the
encryption/decryption unit; 5 FIG 9 is a diagramfor explaining the
operation in the first enbodinent; FIG 10 is a bl ock di agram show ng the
arrangenment of a key transform function applied to an extended key
generator accor dkagobgethe teepandidebadi prrendkdt keylQepeesedl i nventi on;
FIG 11 is a block diagramshow ng the arrangenent of an extended key
gener at or accor 8RA§YPE1oRé deRryBtempodnitnt eatendedpkeyegenemaedvinon; Fl G
12 is a view for explaining setups of 15 a substitution part in the third
enmbodi nent ; FI Ge¥80fs and| skospaet medéwnngwhiehopenatimprovef t he
enbodi ment shown ig FIG 11, FIG 14 is a functional block diagram show ng
the arrangenent *BPOGMEREPt OfaPHtERECIeKBYEi WE 1lke SBRPPERESENRB0 key
generator, encrggtLon/decry tion unit, and,stora%e medi um of the present
i nvention? FIG SlpgrﬁaﬁﬁagpaﬁPPBFa§%5IEFﬁFﬁgaﬁ ERECPAL 68RAECcAYSL i on
uni t accordingnF?e%QgtE urth enb%dinen% of %hi resent. i nvention; 25 FIG
16 is a diagrantror explrdi A-RGEa mB8i PrcYPPEN X6¥ St h8RFoGRlh LBRESYENeNt ;
FIG 17 is a di ; | ai.ni t her 17FEB 2004 - 10

g R

nodi fi cation of t I men and FI GS. 18A and 18B are di agrans

L2 oAP) RIS | Besetnoted il ek, SRR o BERGER, PESCHO T o
be described heiaveatien,wchBreehier ppegibadt A8 ax¢eARaRY kag deawW-Ag3
10 which has a plurality of cascade-connected key
transform function sections for receiving different
keys in units of rounds, and generating extended keys
on the basis of the input keys, wherein each key
transform function section comprises first key

15 transform means for executing a transform process using
a predetermined substitution table on the basis of
a first key obtained from the input key, and extended
key computation means for computing the extended key on
the basis of a transformed result of the first key

20 transform means, and a second key obtained from the
input key.

According to another aspect of the present
invention, there is provided an encryption/decryption
unit which comprises an extended key generator,

25 comprising a data randomization part for encrypting
input plaintext on the basis of the extended keys

generated by the key transform function sections and



(First Enbodinment) FIG 2 is a block diagram show ng the arrangenent 10 of
an encryption/decryption unit according to the first enbodi nent of 7tdss 2004
present invention, and FIG 3 is a block diagram showi ng the arrangenent of
an extended key generator in the encryption/decryption unit shown in FIG

2. 15 This encryption/decryption unit is inplenmented as an
encryption/decryption processor for a conputer such as a personal conputer,
wor kst ation, or the like, and executes encroyptdi on and decryption by

har dware or software. Mre specifically, the encryption/decryption 20 unit
conprises an extended key generator 10 for generating n extended keys Kl to
Kn froma compoukpyttingd eightaterpgdoghdatibepypaing29nbae eRph¥RLeRY OF
decrypting using the extended keys KL to Kn generated by the extended key
generator 10 i nanddentputtdngdpl&in2é&xt0 Rn. That is, the extended key
generator 10 and data random zation part 20 are comonly used in encryption
and decryption, and daeardhagenor gpildnAdethygpt Rspeani bf the7 pEEBe2®04 - 11
is inplenmented by software, prograns indicating their operations are
installed i n advyAneRtiPBm Eherer agepPredidad mbtexthatded peyngeaeremipnocess
may be ingerted betmgen t he ext ended keX generator 10 and data 5

randoni zat i on pAFEN9B, GREPEXELAdeBNRe§THRRePAL 0l NPBtRABIcHEES0EEBENNect ed

key transform functi fkl . to fkn (to be also sinply referred to as a key
transforn1funct#%%sfzﬂaerEFﬁafter),ﬁﬁﬂréh FBSB@&FFV8¥yr88P?§§pond 10 to the
rounds R1 to Rn. Upo iLVing_a_.cQ key KC i nt ernedi ate key
transfornmed results Egﬁgggtkgﬁ-f,ffﬁggﬁgﬁyt¥§ﬁgfg%ﬁlﬁ&ﬁ&gﬁgﬂskﬁﬁﬁ to fkn
out put the exte : ipad r f i these inputs to
round functions@?§ﬁ8¥§¥ %ﬁao¥8?ﬁﬂe§§%§£§§ Fg%a%ngggt?gghggpﬁ 20, and i nput

separatel y obtahngdehaternedbat suksy thgnshorapiynctigns kel to ken-1 to
key transform functions fk2 to fkn of the next stage. The key transform

functionsofkl to fknchappeshi VﬁhYe&Q@HHieaekE?”BQr 2he kA% ikePirStkeles 111 20
to 11n, constant registers 121 to 12n, XOR elenents 131 to 13n, S boxes 141
to 14n, extendetranafisftmederestdt hadlanseaddar Reybdbtaihed, rapg rotate
shifters 171 to 17n-1, as shown in FIG 3. Note that a rotate shifter 17n
of the | ast statkei gnpuitteddkeiynce there is 25 no key transform function
fk(n+l) in the next stage. The tenporary key register 11li (for 1 <_ i <_ n;
the same applies to RRECKAingwitrgstdddr ppotdeyr hspest of ThEERr2@eAt 12 a
common key input to the extended key generator 10 or an internedi ate key
transformed restPYePhpAR f EBRY] kE8yPEPHASLEr i FORBEEEE Keedableof the
previouslgtage, gnd a 56-RQiit register is used in this enbodinent. 5 The
const ant~ 7 egi st BFO12P€j UCELHMWHACY EBREEENE PROEEAMeEPENBBKEBIWI th t he

nunmber of roundg {9 mh'gh.a kgéFtﬁansf Lm chtign fki.?slonﬂs, and can
supply that condt&RTPEECF he IXBREBFENBNE T1SF. XRBr ETSPBLEEEAPRY, as shown in
FIG 4A that ex i fi.8S nunmber of .10 r = 16, .constants to be
held in the conggg%t§$ggi§?§fs'12f %?%‘g§n%% §?§§§|§nsg l%%o?%er and latter

hal ves have Syniighhkg; Copahaibsh LAhguRecatkbak iyakugsy(By=udsnd) of the

nunber of rounds as the center, since e constant regi st nmust al so
be able 15 to gangrabetexhendadskBy¥eikitiBnKiapha;r ayar eemphder (K16 to
K1) . However, the present invention is not limted to such specific setup,
and consz@nts tanbexbehde@aRepeoar bher Bakhiy 5€t tas keadsasrasterdadilkeys Kl
to K16 nust al so be able to generated in reverse order 20 (K16 to Kl1l). For
exanpl e, as shoandi a BEe€ondBkegoobtahhednmiyohnetheveénpadtbedt wegn encryption
and decryption. Note that the constant register 12 need only set at |east
one of the constant sAcgolsdihgl got theepdiebkateinviendmonhoda efchdt her
registers, as shown in 25 FIG_ 4A For exanple, the constant nay be set
such as CONSTI 2ke¥ rranpéoxmriBRerdAl $SFtéeAputds ERESKOReYexcl usive

transforming means executes a transforming process
25 using a predetermined substitution table on the basis
of the first key obtained from an input key, and the

extended key computing means computes an extended key



1 7 FEB 2004 - 13 logical sum of a first key KA consisting of 8-bit data
in the tenporary key register 11i, and the constant in the constant
register, and inputs the obtained 8-bit conputation result to the'$ Pb&. 20&
The S (substitution) box 14i prevents generation of weak keys (identical
extended keys in all stages). Mre specifically, the S box 14i has a
function of nonlinearly transformng an 8-bit value input fromthe XOR

el enent 13i and inputting the obtained 10 8 bit transforned result to the
extended transfornmer 15i. The S box 14i nonlinearly transfornms using a
substitution table for substituting input and output bits, as shown in,
e.g., FIG 5. Fon tkanpheisi bfi nhet thiahs farmed0@eR0Q81bs the $ihex kély
considers that 15 information (00000001) as binary expression, and converts
that binary expktsspbarmong mebne ahd assedeoncnkegxpbesined fHom Sheox 14i
then | ooks up the substitution table shown in FIG 5. Assum ng that "48"
that appears fi#+BPUB0OKR¥-the Oth el ement, the S box 14i deternines the
"first" element "54" (decimal expression), and outputs (00110110) as its

bi nary expression asISutpdf BiefEern simice iaypimpdsuta manger@eoooashouwdan be
substituted with g#t ut _hits %OOI&OllO,. 25 Note that the substitution
tabl e shown in BRGINE ABYASXERENGLNAEY1565LR UEERenesdcér NOSPdREaty to 256

[ , d ' d i d d 1, 17 B 2004 - 14
Val e Fangi g | FERTDTEANSES RRGRCPECRRIPHg 2a SEFGE HgPng Plomid (1855,
Also, the S b ho b S_b in.th

Cound funct | on PROPo BECHEEE PRy oL FRREP el BRyG 10 BoRed YR B of

the apparatus. Zhe sxheadednt banghgwe@séﬁ! ahag%feor%dfon\%e%-sbiotf

transforned result input fromthe box 14i Tnto a [arger value. In this
enbodi nent, t heegxbaadadkbyanshar BRI i kpirolas %h&q%fb?%%eﬂki endi ng the

8-bit 10 transforned result by shifting it to the léeft by 4 bits and
embeddi ngo" 0" i gehewat iénbbsweakdkieppyt thig tihereRtiaignedybedidgieshended
transforned result to the adder 16i. Note that the shift anount "of the
extended 15 transboebeess5i is preferably equivalently half (= 4 bits) the
nunber of output bits (= 8) of the S box 14i, since the output bits of the
S box 14i are refl ecFegthermgres hdeesiald artdeniizattilom etrec rhaxdomni zat i on
part 20. Note that_the_term 20 "equival ently" nmeans that a nodification

whi ch adds an i At BYBFahityi pe SPStAE USiRPe it adilesufpat engiryptiiote angd (= 4 +
8 x 1) bit shifit or %0 é: 4 + 8 x 2) Bit shift, (in other words, a
modi fi cation t haFCh¥ETa8mi ARAaRBENPEWADEN SHEBEL tifkd one ¥aPAGS: Ofqti&e t he
nunber O{Sb'ts Hgkg randomization part is common to those of the first
key transforming means, thus reducing the circuit scale

of the apparatus.
According to the present invention, there can
be provided an extended key generator, encryption/
20 decryption unit, extended key generation method, and
storage medium, which can improve randomness of
extended keys while suppressing an increase in
apparatus price and circuit scale and preventing

generation of weak keys, and can improve cryptological

25 robustness.
Additional objects and advantages of the invention

will be set forth in the description which follows, and



25 (= 4) the divisor) is included in addition to 4-bit shift. Wen the
output bits of the S box 14i undergo 12-bit shift, they are regl@ﬁgéaw n s
boxes S2 and S3 1 7 FEB 2004 - 15 .in place of S boxes S3 an ; &
the output bits undergo 20-bit shift, they are reflected in S boxes S1 and
S2. Wen the output bits of the S box 14i are reflected in two S boxes S3
and S4 (including S2 and S3 5 or S1 and S2), the conbination of bits is not
limted to that of 4 bits, but may be combi®ations of 1 bit and 7 bits, 2
bits and 6 bits, or 3 bits and 5 bits nay be used in any order. That is,
equivalent 1 to 3 and 5to 7 bit shifts may be used in addition to

equi val ent 10 4ihi pashi wil1Tbe eddeobudbErbasthefl dastir@pt@bnaddirngagnor mal
addition with carry-up) the 12-bit extended transformed result input from
t he extended trhasleanmpedlby mndctisecofidtkeyikKiBenedshst i MgeobbIachist dat a
in the 15 tenporary key register 11li, and inputting the obtained sum (32
bits (carried odbd(BAVRntagpgnefetifet dnvhaationnwayuhet renlficedofnthe data
random zation part 20 as an extended key Ki of a round Ri. Note that the
first and seconBPkayBeRab¥nperBsapE bhej hapbromanrtplékieacead rempina-
continuoug areas,of the tenB?rar¥ ke register 11i .. However, the present

i nvention’i s not*PPfli PRETEEULAFLY BRUNEREsBUkehSTRAPEEESEXL ract ed from

di ti T ' fi KA b t ot al _ of bi t

B bit data in | nEDER RIS, Ao e e VRN e S PR can
b | of bi - b .a i h K .eqi li. Th
{iret and second keyS KaTaRATRAT LS PERNIOUR-: I8 iy CoV SHORBOEAM bt hor
Not e that the bi : fi ' 14 I th
nput bi L | ongt Brof PR RAEAS P P BoRT & SnhosP Rt FaR e o8 e Y emont

use the S bOXGSraEBepQEEeh%'ﬂL% BraketbeaSeneeaifcke) KB ipePhalehahlly, equal
to that of the extended key to sinplify design (note that the bit | ength

of the seeond keydKBogeyhke ditheenst gkherulihakselibheoaxiyendad akeyeKi , as
needed, and in such case, the bit length of the extended key Ki can be
finally 10 adj ushddthe, detgiledodtsactipdion eftendegrp€emuid: eabpbdiThe
rotate shifter 17i rotates the value of the tenporary key register 11i by a
predet er mi ned shehtsagouen, baddwinpervet he espabed thkuertiacdpllespofary key
regi ster 11i+1 of the next stage. In this enbodinment, 15 shift anmounts are
in units of keytbPaAsven®miPonctions fkl to fkn, as shown in FIG 6. Note
that the shift anmount _of the rotate shifter 17i is preferably relatively
prine to at |east ei tH&S tHé AGchdP SFepiPlocH dRgredmier lesplrdndma he
number 0350utpub ﬁits of 20 thﬁ Sﬁgox 14i sq as._.to inproye randomess of
keys, and>these’FRr 88 #8 §58MRIE RESCOPVEPELIBRY FPMME™: 5¥aCAPOEKer . The

shift anpunts are sygq%;rbcall% $8L- far.mer _and.l at.t er hal ves have

symetric constants) 0 ‘hdve "a“centra &gﬁﬁgﬂkﬁh9w§fgbﬁhfh€rE@¢35mﬁﬁﬁ(Nrn
functions 25 Tkl Anf KbBEDLa8RIALLOLLIRG LATE SRBORA13NGER Fxkended. keys

K1 to K16 nust also be a fo generate exten eys i N"Téverse

order (K16 to KihpbodihehtFBB 288 prifenkoWRvehtibhe Present invention is
not limted to such specific setup, and the shift anobunts and rotation
direction of the rotate.shifilselas bl BickC @1 ake adf Rihloh@hld Y heetards ddiMe s
extended keys K1 to K16 are also able 5 to generate extended keys Kl to K16
in rever3e ordepf( Kh6exaeted Reyt generbeobrhandthehendalyptiadndom zation
part 20 has an encryption function of encrypting input plaintext and
out putti ng ci phéeteyptiban untitr efeithes fi@seéxeabdddmeays KL to K16 in order
fromthe extended key generator 10 in n rounds fromrounds Rl to Rn. On the
ot her hand, the part FAGSha<Aa adelc dppteiren vilemwst ifor expdedmyipid rsgtiugput
ci phertext and outputting plaintext when it receives extended keys K16 to
K1 fromthe 15 ¥RtLEfGe@fkEPrgeadtarsoisters dn shgefirsfeesboddmendt in
encryption. The data rand anationegﬂrt 20 has the round functions frl to

r

frn which are cascadé-*onmedted Vi<sr d&F iSFPIG G0 Tdéh CONH I Gt Founds

Rl to R1§. The round function fri is a funetion of 20 transform ng
pl ai nt ext or anognﬁgrﬁe%P&téneﬁ§9y65§5tr8?%9918ﬁthe basis of the extended

_key Ki i nput fromt h%&%x_t %nq%d ak%eQF%rrategcrpljaQ.’ni% s%"&xﬁ:%t toifngi WPWiate
internmedi ate encrypted resul't or ciphertext “I'n"encryption, and 1s also a
function of tragsfigrbngn?23nel RheLkexhpeuigRnitht er medi ate decrypted result
on the basis of the extended key K(n+l-i) i1nput in reverse order fromthe

extended key generator 10, and 1 7 FEB 2004 - 18



outputting an internedi ate decrypted result or plaintext in decryption
process. In this enbodi nent, for exanple, the round function fri {USEEBt 1084
Fei stel structure shown in FIG 7. 5 The Feistel structure shown in FIG 7
conprises the follow ng arrangenment. That is,.of input data bl ocks nade up
of two subbl ocks Li and R, one subblock R is nonlinearly transforned
using an F function on the basis of the extended key Ki, the XOR of this 10
transformed result and the other subblock 19 is conputed by an xOR el enent
21, and the conputation result R +1 and one subblock Li+l1 (= R) are
supplied to the next stage while interchanging their positions. Note that
the F function in FIBIGZ Godpr asedotk adasoRnelstidmiing 2 Hehaft PRt @
extended key K and subblock Ri (or Li), and four S boxes Sl to S4 for
segnent i ng the aurpundf foncthenXOR thenéntrs22embbdifment ;el enents, and
respectively nonlinearly transformng these el ements. Note that the S boxes
S1 to S4 have 20 a sEBSti ButtfoR £abWe ciiagin shewiagg theFlo@er®t iamd ctthe
respective S bo§es may have a conmon substitution table but may have

di fferent ones. RﬁtﬁngﬁﬁPtPPﬁﬁgFSFMﬁFﬁeﬁ ¥8”&iby each round function fr has
a nature §al|ed i nvo hat 25 original, data is restored when

i , L.e. .t
i denti cal transforna%#%kogeﬁéagsdﬁﬁgéﬁp Wc EXPRELNRGs thes SR T afien

ci phertext is gepe ed. transf.orm ng plaintext in the order of 1 7 FEB
2004 - 19 exteﬁﬁeéﬁéegégéi ?ggﬂfépePﬁé data randomi zation part 20 can :

enerate plaintext b e- trhansf qrm t hi.s ciphertext in.the order of
gxtended Eey; Klg to¥é%f +Rqup§rgpgg% gkiﬁﬁé%eﬁ@PVéPﬁ%ﬁPﬁ%é?@TEWQﬁmQHﬁ t 5
ith th f t} kL A I it h
Pt or ence to thont Foned BERASABERNERLE 0N BER LIRS BE BUBRARANEY |

FIG 2, an i npubeseres:kaycbEaohyl BbetABULaLENKCKnbEATREALTRE agul L 10
kci is transforned into an extendéd key Ki in each round using the key

transforhd functppasékt. ivbeatspagi fically, as shown in FIG 9, in the key
transform function fki, the XOR elenent 13i XORs the 8-bit first key KA
extracted fromthe t EFpor ddy ilkeyp bIoc&giditerailishoarithga then Hraingdndnite
constant register 12i (step S1 in FIG 8), and the S box 14i linearly
transforns thi sSOKORR(skEgndedi kel gengyatas aombirdéang toamdkortimiidon, the
input and output are substituted in units of bits to have the relationship
shown in, e.g.,BBoRirens ofhthesprsspntt ionensdant is left-shifted by 4
bits (= 16 times) by _the extended transformer 15i to obtain 12 bits of

data. Furthernore, tﬁéGsuBétﬁﬁuPiHHGWE§9Fteﬁ§lé%§&ﬁ@é§e¢@R§ZQﬁts by addi ng
20 bits | eading ' 0."%, The 32-bit substitution result is then 25 input to
the addefr)g 16i (étg‘ﬁb%lFHgizP& Péf% +He%hﬁd§i’lf i © gﬂglf“ﬁétﬁnput shift
result (32 bits) and e -bit _s d KB.ext.racted from 1 7 F 2004
- 20 the tenporary Egg'rgéigfeﬁ %igg §n§¥5ufgﬁpgn§h§%§uﬁﬁf§ﬁﬁi?n§2ggﬁt
extended key Kithe émsoé%aneagﬂgwéhi 99epaﬁg-20 {step ST in FIG 8). In
this extended key Ki, the 8-bit first key KA'5'transfornmed by the S box 14i

is located at the 5tkrte 13thsbit guhtenohie Higbk Wied%tans isHhfintARheDit) -
arrangement of a smart card that embodies the extended
20 key generator, encryption/decryption unit, and storage
medium of the present invention;

FIG. 15 is a diagram for explaining an
encryption/decryption unit according to the fourth
embodiment of the present invention;

25 FIG. 16 is a diagram for explaining a modification
of the fourth embodiment; |

FIG. 17 is a diagram for explaining another



These bit positions correspond to an input to the third and fourth S boxes
S3 and S4. Hence, the randomization effect of the S box 14i in theldxteh
key generator 10 10 can be reflected in the two S boxes S3 and S4 in the
data random zation part 20, thus inproving randomess of the extended key.
In the data random zation part 20, plaintext is transformed based on

ext ended keys K1 to Kn in units of 15 round functions frl to frn, and is
finally transfornmed into ciphertext via-i nlérmedi ate encrypted results. On
t he ot her hand, upon decryption, the extended key generator 10 executes key
transform processes in reverse order to that in encryption upon receiving
the 20 common kapdkE€igetiiont bé &her Eorrthoembodds@ntandngequenti al |y

out puts extended key Kn to K1 to the data randoni zation part 20. The data
randoni zation part 26IGSandfdr mnd HEB et ddiggramtsexfororexdia hasigs of the
extended keys Kn 25 to K1 in reverse order to that in encryption, and
finally transfolRELfECRAIENS 8Efntegt fenatbneabesdinens .decr ypted resul ts.

1 7 FEB 2004 - 21 To restate, according to this enbodi nent, each of the
key transforn1function1WHE?4;9591QS&QR&%EFQNrﬁﬁﬂTﬂﬁxﬁNYﬁﬁﬁéﬁ%rn1process
using thec S box 14i &%%psti%utio%tta | e), on the basis of the first key KA 5
obtai ned Tromthe i nput K&y SRS RELL 6 o S eS8y d3ardialy one

of the extended s.K1 n,the.basi s _of .the val ue obtai ned by
left-shifting t g&?r ]é’%sfi%rgﬁgég?gs3FFe&Pa§ﬁ8rswﬂ f&i%,er&ﬁ‘&et @ &b€nd key
KB obt ai ned frogrER8pLRARYH K n this manner, a sinple arrangenent

W t hout any additiongl gx%@rﬁéﬁwégg%ée is used, and a nonlinear transform
process using tm@igngghbggﬁggnEqble (S box 14i) is done upon generating
t he extended key Ki. Hence, the apparatus price and scal e can be

suppressed, 15 and raadamess af bRECRNERE JLaWS stV iRG LY QUEL Ml +
preventing generation.of weak keys, thus inproving cryptologicﬁ

robustned. |In edchnkenctryanibavdetugption Lkit siceeedihg tet @he Fhirkter
17i rotate-shifts the input key to the 20 left (or right), and inputs the
rotate-shifted rapodomeht kéytheapsbeem:f dnoknedohk(iahl) Fak.t Be igext round,
keys input to the respective rounds can becone easily and reliably

di ff erent fron1éaéﬁoéghéﬁﬁgFamtﬁhpwéne,tassamtaggbmahttbé sini Extemdedt of
the 25 rotate shifter 17i is relatively prine to, e.g., the nunber of
output bits of KRE geBE¥ater iRekhpyentIvbtion/KegsykAion unétr shods Rl t o
Rn can be diffenen% 1.7 FEB 2004 - 22 fromeach other, and the

af or ement i oned &Pf&&f can be obtained nore easily and reliably.

Furt her e, in each transfor.m function .fki, singe the _extended
transfo?ﬁ%r 15i exten g%aﬁg%gypgéﬁgfgﬁﬁfypﬁéQPr&H&Foﬁﬁe&mﬁé§EQPF§F e S

of ‘the first koy KA CARPEEoF o PEeYBEE PR BRbePRbpF L aRos BPCLRE B¥EBnded

of the first key KA c be re I n-ar ary a

key KI in addi thgna! getBenal otsfBaLLL)CHoekbeskIon Ol REE P1kENISHq

executes encryption and decryption by hardware or
software. More specifically, the encryption/decryption

20 unit comprises an extended key generator 10 for
generating n extended keys K1 to Kn from a common key,
and a data randomization part 20 for encrypting or
decrypting using the extended keys Kl to Kn generated
by the extended key generator 10 in order in rounds Rl

25 to Rn. That is, the extended key generator 10 and data

randomization part 20 are commonly used in encryption

and decryption, and when the encryption/decryption unit



transfornmer 15i is inplenented by shifting the predeterm ned nunber of

bits, the aforementioned effects can be easily and reliably obtahnegrg 25
Furt hernore, since the data random zation part 20 15 has a plurality of é
boxes S1 to S4 for encryption and decryption, and sone S boxes of the data
random zation part 20 are common to the S boxes 14i of the key transform
functions fkl to fkn, the device scale can be reduced. 20 In each of the
key transformfunction fkl to fkn, since. the extended transformer 15i
shifts to the left the transformed result received fromthe S box 14i by

t he nunber of bits half that of the transfornmed result or the nunber of
bits obtained bys afmpmmettednwl@épuz&r@{)_@b@gﬁalrﬂ@ein@ic&)tiﬁgothébe
transforned result to the half nunber of bits, and inputs the shift result
to the adder lGpexrdeismandore zansoalbédethn advaheeffrom a dtdrk§B 2004 - 23
key KA can be reflected in an area left-shifted by the extended key Ki. In
this case, sinceediwnrariiore zadtavmn géanttatiohepfocaess kmygyKbecan be
reflected in an area input to the S boxes S3 and S4 of the data 5
randomi zat i on pdriepied drspiiesdgtleal exvoudedckey caendratort her andpdavad.
(Second Enbodinent) FIG 10 is a bl ock di agram show ng the arrangenment of a
key trans¥form f PBRZAPHPR RR¥H 2% ext ended key 10 generator according to
t he second enbodi nent. of the present invention._ The sanme reference nunerals
in FIG 10 denote th&M€afEtpa ?g X&Y't ABRETAROEI &0 Basy detail ed description
thereof will be omitted, and only differences w.ll pbe explLained | ow. Note
that 15 a repet???%%é%ég%??ﬁﬁT%ﬂ 5FY | E?E%E%Emg%BFﬁanPﬁ fﬁé gﬂbggpnents to
be described | a wdh IS, st hi pLoent is_a ification of the first
enbodi nment , andzéﬁn%gégi?%r%ﬁ%$i?n%gggg%%gr%%d%%ngggg%fkgnggagﬁ keys. More
specifically, i h u k OR, N,
transforn1e|enéﬂ%%g?%@?uggﬁ%e%%gﬂééﬁé¥;h?&%%g?s¥%$§e§g??8§gFﬁé?g§g ?gd13i,
S boxes ilgti , ango exheNdsEnss aRsT 06 "RA S 1§%o§r§e«9éi@.li.£§| !ayceﬁmeﬁCk@? Ret ween
the tenporary key register 11i and adder 16i, as shown in 25 FIG 10. The
two S boxes 1l4iofaynbermédehtbekepnerhiifcoshed PeHLBLEL ¥cOf tbyRES-1\WEN a
plurality of types of S 1 7 FEB 2004 - 24 boxes are used, those types
are preferably sk¢ keytbaansberhofarctyonspfRi keyfknasstpum thactions fkl
to fk8, .and the latter group of key transformfunctions fk9 to fkl 6 becone
vertically symestecdedfkepst ke tenkKnabbbavakdeby(tk8nafidrink8y, thiesee

ext ended keys Ki nust be able to be generated in both normal and reverse
orders on the biagpytsftehrogndnbunkeyore. fThetowbraxpéntbe tdransfornmers 15
- may hav%E

randomization part 20, and input separately obtained
intermediate key transform functions kcl to kecn-1 to
key transform functions fk2 to fkn of the next stage.
The key tfansform functions fkl to fkn
respectively comprise temporary key registers 113
20 to 1lp, constant registers 127 to 12,, XOR elements 13;
to 13p, S boxes 141 to 14, extended transformers 153
to 15, adders 165 to 16p,, and rotate shifters 173
to 17p-1, as shown in FIG. 3. Note that a rotate
shifter'17n of the last stage is omitted since there is
25 no key transform function fk(n+1l) in the_next stage.
The temporary key register 114 (fof 1 £i < n;

the same applies to the following description) holds



identical shift amounts. Since the random zation 10 effect of the two S
boxes 14i nust be reflected over a broader range, the outputs fr10angE§20§}
boxes 14i are preferably shifted to the left using different shift unts.
In this case, if one extended transfornmer 15i is set to inplenent 4-bit

left shift, and the other 15 extended transformer 15i is set to inplenent
20-bit left shift, the random zation effect of the first key KA can be
conveniently reflected in all the S boxes &% to S4 of the data

random zation part 20. Wth the aforenenti oned arrangenent, since 20
randommess using the first key KA can be further inproved, the randomess
of extended keyas &bmmen keyf inpter tonphevesttendaddkeyogeherkterefibesks of
the first enbodinment. (Third Enbodinment) 25 FIG 11 is a bl ock di agram
showi ng the arrangéntarmefiiaheekegndednképrgedetatal tadapudi figommo at keyt hird
enbodi nrent of the present invention. 1 7 FEB 2004 - 25 This enbodi nent
is a nodificati bnapgfohw fiunstion ké¢adnd)entfodheeptrevdndscetpygeseand n
place of the tenporary shift register 11i and rotate shifter 17i, a
substitution paft>88PlkhrefainbAFi hABanF@dsibsthiat embedimepscti ve bits of an

i nput co n key KC o& one of internediate keys kcl to kcn-1, inputs sone
bits of the obtai ned rfit EPREGPATe TREY SEETt He iXAR SSdn¥iitth 3 condtadder 16

Cubst ot on part SBFrBFB3naBRUETLE, KNG, Syl BeR PR Rl ok Beden o on
181 d | Lve, bi he i key KC.

The. rospecti ve STbattEOEroR parISCIar SX8 BBLB0GErnarY He™r SURPLYAFTEr n

substitutions 0thB%aﬁQ”€B“tK§yﬁé§ 5§eh€8Q°ﬁgﬁg ofdel RaeanRy gqyyl La the

t
original common key KC, since they nust be a t 0 genérat e ext endéd Keys
Kl on the basi sspbyhhencemuonsKexnke LRchghlslasmehoaidub@yersgor ders,

Al so, transformation is done in ascendi ng order upon encryption, and

inverse 20 trangbangst =0n6i,ScdaBeank sdesCgadnRd OLGEH hePRRBNERGM¥PL i ON, as
shown in FIG 12 that exenplifies the nunmber n of rounds = 16. For exanple,

the process of eaglissebstilRyt aoe pgmhmetdiiciad liymglengFoetheldy amet ataa-tef fti ng
the common key KC to the left by 25 an arbitrary nunber of bits. In the
enbodi nent showhallMeF| Gavel sysaehrdgbspnstiang:s )paot hbfie eeatutads valuesCess
for 1 7 FEB 2004 - 26 nonlinearly transformng the common key KC in step
S21 - (n = 8, 9) of the number of rounds as the center,
since the constant registers 12 must also be able
15 to generate extended keys K1 to K16 in reverse order
(K16 to K1). However, the present invention is not
limited to such specific setup, and constants to be
held can be arbitrarily set as long as extended keys K1
to K16 must also be able to generated in reverse order
20 (K16 to Kl1l). For example, as shown in FIG. 4B,
constants may be reversed between encryption and
decryption. Note that the constant register 12 need
only set at least one of the constants to be held to be
different from those of other registers, as shown in
25 FIG. 4A. For example, the constant may be set such as

CONST12i = 1i.

The XOR element 13; computes the XOR (exclusive



in FIG 13. In step S23, the XOR el enent 13i xORs a first key KA obtained
fromthe substitution part 18i and a constant held in the constantl 7r EBB S8
12i. 5 1In step S25, the S box 14i nonlinearly transfornms the XOR out put
fromthe XOR el enment 13i using a substitution table. In step S27, the
extended transfornmer 15i shifts the nonlinearly transforned value to the

|l eft by 4 bits, thus obtaining a 12-bit 10 _extended transforned result.
Furthernore, the 12-bit transforned resalt 1ids expanded to 32 bits by addi ng
20 bits of leading "0." In step S29, the 32-bit extended transforned result
is added to a second key KB obtained fromthe substitution part 18i to
generate an 15 érudeddd Skay). o eh filiss &eyakde wemts izt ine lof thdisamata
effects as in the first or second enbodi nent can be obtained. In addition,
the keys KC andiRcltheo tiegworary keyi megistert Hd jkeyndr amsf eonstamndt iions f ki
to fkn can beco 20 easily and reliably different fromeach other. In the
above enbodinenggP CrESReReFeFefter3i angr 1RERtSg thise obdrdingst §-didonnect ed
to the input side of the S box éAi. However, the present invention is not
limited to suchCSPRHATICL FESYdiherC. TH6r SeP9¥pl e, 25 the XOR el enent 13i
may be onitted, and Ssbox L 4xi. aft.er the XOR with a constant is, conputed

may be provided in pﬁgfé of TS T B O P I isiBRSVENYF geperations 2004

- 27 racti ci ng ¢t r t s N tal ni ng t.he nme .effect. Mre
spacifloarty’ 1of WEaAR TROR (RERTHRN BN PR Rl 1 A Eamneia i
advance and ar eueled il chanip ol kaBlog 1300 e oS g gyl may | ook up

5 the table using the val ue as an i nput pardneter to obtain a given XOR

FIG 14 is a fusgt nondlinklagdly ¢ragiFH-FNY heiqr f a smart
card that enbodies the afor e?enti oned ext\eé‘nd%gldtskg)fcgé}%grg%{%?%p&

encrypti on/ decr fmomorthenixor @neémsher agq FRd UMk tihg RMRSMLditention. As
showmn in FIG 14, a smart card 51 has a CPU 53, RAM 55, ROM 57, EEPROM 59,
and cont 46t or 68-bilte tRANMSTFOrimedusedule ookt eV axitemnsedattaanyTdrinerused as
a work area or the like. The ROM 15 57 is used to store various data,
prograns, and tRéil-i kEheTl$e bERPRAY POndticeas lyr dgnasuse camed tisdg ke shown in
the flow charts in FIGS. 8 and 13. The contactor 61 obtains electrical
contacts with adsSEPStdiig iosadablar ifoar subst ishdime, iNpue tmat outeut
prograns 20 shO\g%in FIGS., 8 and 13 may be stored in the RAM 55 or ROM 57
in place of the BESROMSSENOPBdNrh SEFbadiFFEnt P -An FoFC eyEMRdiel dddr yigpiugn
unit according tqQ,.the fo %%¥ %%$ﬁQinent of .the present invention 25 will be
descri bed bel ow”d$in§ 8 8! i'g &R PprEn Addc CORSIGR Enithat0 has an

arrange t desgri i n f first to third enbodi nents, ~ ~ FHB
Zoa~ ’ ggg andsiqéllfgggﬁltg 8?’pﬁ8;6é)gtotagild: taél kﬁlﬁlla&ylnﬁf‘:ip&ﬁsf&é’i"agq%ge dat a,

nusi ¢ data, andchgerthe thi I%?Ln%%ifyg%&g:%ie:sgégﬁ LW d353 faerglnafter) .

Assune that the encryption/decrypt Is 5 inplemented on a

personal conput gecR@ally eixpledlsiong a program from a storage nedium as
shown in FIG 15. The encryption/decryption unit 30 encrypts raw data i nput

to the personal conputtey PGAKSIIG, thed ,LodKESRp HAeA%udsFATIIL KEbard
stores the obtained encrypted 10 data (corresponding to the aforenentioned
ci phertext) shown in FIG. 5. Assuming that "48" that appears first
20 is the 0th element, the S box 14; determines the
"first" element "54" (decimal expression), and outputs
(00110110) as its binary expression as output bits.
In this way, input bits (00000001) can be
substituted with output bits (00110110).
25 Note that the substitution table shown in FIG. 5

holds the 0th to 255th elements corresponding to 256

inputs, as described above, and is used to determine



in a portable nenory elenment 31. As such nenory elenent 31, a smart card,
smart nedia, nenory card, or the |like may be used. The nenory el ¢meptg g4 S
distributed to the user's 15 home, and an encryption/decryption unit (not
shown) in the user's hone decrypts the encrypted data in the nenory el enent
13 on the basis of the self user ID and reproduces obtained i mage data or
nmusi c data from e.g., a |loudspeaker or the like. In this manner, raw 20
data (contents) can be distributed to onlylésers who have nade a
subscription contract in advance. Various nodifications of this enbodi nent
are avail able as follows. For exanple, as shown in FIG 16, a recording
unit 32 conprisangalbe 2anebhagyptomanbdesr gpbi apodnirbcd@vasgaahaadwar e
circuit may be provided in place of the personal conputer SC. Wth this
arrangenent, upoangingi figomoft eat 8560 t he 1 7 FEB 2004 - 29 nmenory

el ement 31, the encryption/decryption unit 30 encrypts raw data based on,
e.g., a user |ID, andAd¢sorethenérppkedidatis pwetflee aivdyorcymgloaiantus@t athe
processes fromdelivery to the home to decryption are the 5 same as those
descri bed aboveSOPf BhPSXffinkBr thensosRdr fphrsaraeéky Pi b8 dascribeday be
provided o the dedi cated recordin nit 32 in place of a versatile
conput er 3uch at2fRE E@rEBHQFncanﬁgPiF PEddREiPRe O kBe APPEraz¥Sshown in

FIG 17, a host 33 with 10 th i on/d L it 30
be connect ed 1o ne. BPSGARE EBApSCEN RETIRE § HoRRORE TR e Hidso.

ted dat f M| 3.1 t d.inth
clamint 32 via CRERBSPEHR) FBBHb: 4FORC FRONE Bnb PRRed ‘0t 080 The
f 5 ' the_h t : ' th th
fGescr bod above™ ACCOPN Mo P8t ni2 sagrs ErAPRgHEhs" sy ehoaned& e |0

f ti oned t @8t ] !
af orenmenti oned gihgckormabt €8 Shégaﬁhgﬁhéklgﬂ B@eeQQEW?%%EP£§§a%§%E§nd 18B,

prevented from eavesdropped. 20 Furthernore, as shown

a DVD (digital vensatbkRedi $6kuTRYbResHIediny LhetBERRLY 10/F8MBRL 4 bltihe
case shown in FIG 18A, a DVD 34 that pre-stores encrypted data is

distributed to aheé asbeddThg eoncr ypt Lewetedr YatisQn andi tinddtatingheheser' s
home 25 decrypts the encrypted data in the DVD 34, and reproduces obtai ned
i mage data or nobteidetalRrbhitaekteddpdakernsiforived irleeult to7 tBEB 200 - 30
Al so, in the case shown in FIG 18B, raw data such as imge data, nusic
data, or the |iRedpt éf¢rypted by the encryption/decryption unit 30 at the
user's hone using a predeterm ned conmmon key, and the obtained 5 encrypted
data is stored in a RA&{S5 thehisdidic apsuad @ft £hes exdendaced by t he
predeterf%ned common key set by  the user, bhut cannot be decr{pted by a
third pafty unlEEEHFﬁ8r§6ﬁnﬁﬁiké§ pgeferably equivalently half

(= 4 bits) the number of output bits (= 8) of the S
box 143, since the output bits of the S box 14;
are reflected in two S boxes S3 and S4 in the
data randomization part 20. Note that the term
20 "equivalently" means that a modification which adds
an integer multiple of the number of outputs bits like
12 (=4 + 8 x 1) bit shift or 20 (= 4 + 8 x 2) bit shift
(in other words, a modification that has a shift amount
which makes the remainder equal the number of bits half
25 (= 4) the divisor) is included in addition to 4-bit
shift. When the output bits of the S box 14; undergo

12-bit shift, they are reflected in S boxes S2 and S3



di scl osed. Therefore, personal inmage data and nmusic 10 data can be saved
whil e being protected fromthird parties. (O her Enbodi nents) As1§FsEBor2%e
medi um that stores a programfor inplenmenting the processes of the extended
key 15 generator and encryption/decryption unit of the present invention, a
magneti c di sk, floppy disk, hard disk, optical disk (CO-ROM CD-R DVD, or
the like), nmagnetooptical disk (MO or the like), sem conductor nenory, and
the like may be used. In practice, 20 the sborage format is not
particularly limted as long as a storage nedium can store the program and
can be read by a conputer. An OS (operating systen) which is running on a
conputer or MV {ni dilheaao€) Sshokeassdatabliase;2Gheanapeneatpadfl buase,
network software, or the |like may execute sone of processes that inplenent
t he above enbodungdatgood0thétbabistef thnyi aser vefilentefl tthes bd%eBEB1200 -
31 programinstalled fromthe storage nediumin the conputer. Furthernore,
the storage nmedfb¢h BA-t hBhppethat obhpebt bohsi efnohel Snbbad 14 areedi um

i ndependent from 5 the conputer, but includes a storage nmedi um which stores
or tenporarily ¥6testgdpiBgEum SokAKEEIEA PREMSE WARCluHddnpnsar pad, Sér t he
| i ke. The_nunber of storage nedia is not limted to one, and the storage
medi um of° t he pPEsBht 2PAvEAY ¥ oRPROCPRPLNAE4CR SasBikfiedsi AOthd 1pis€Esses of

the ab mbodj i ted f I lity,.of ia, deith
modi um a1 rangentt CHAY G5 QSBB SRoPECLRAT DRGCEBRMHCEASPA Do ipPatent
[ ti ; : . Lhe _ab ; [ . th i,s 15 _of
orograns. stor od™ B [nG EEsr aga-tEdRIn CaRRan Che SoPLRE: “BR Appra: BeY

consisting of angi Ggke Qﬁvhﬁ?téyg?rgs %h&%rEQ“aEqEQGBE%EE’+°an35%ihe@.

built by connecting a plura devices Vi a a-néetwor he conputer in

the present investi7oRikSsA9E+30mhiMbkedskd 2nPEHE2RIbNC P YLE ivad Rt
i ncludes an arithnetic processing device, mcroconputer, and the |ike

i ncl udedion an unbeknghi@m.processi ng apparatus, i.e., includes all devices
and apparatuses that can inplenent the functions of the present invention

via 25 prograns. The Theesedieri N16gNthagn a Fumeit lonTdeGddd iy PR réfaipt osyst em
but can be applied to any ot her bl ock
addition with carry-up) the 12-bit extended transformed
result input from the extended transformer 15; and
a second key KB consisting of 32-bit data in the
15 temporary key register 1li, and inputting the obtained
sum (32 bits (carried out (bit) is ignored) to the
round function fri of the data randomization part 20 as
an extended key Ki of a round Ri.
Note that the first and second keys KA and KB are
20 individually extracted from continuous areas of the
temporary key register 11;. However, the present
invention is not limited to this, and these keys may be
extracted from discontinuous areas. That is, the first
key KA can be a total of arbitrary 8-bit data in the
25 temporary key register 11;, and the second key KB can
be a total of arbitrary 32-bit data in the temporary

key register 11;. The first and second keys KA and KB



17 FEB 2004 - 32 cryptosystens using round functions. For exanple, the
present invention nmay be applied to cryptosystens such as Lucifeg fﬁgﬂym
M STY1, M STY2, and SAFER (Secure and Fast Encryption Routine), % h
like. 5 In the above enbodi nents, the S box nmakes nonlinear transformation
using a substitution table. Alternatively, the S box may nmake nonli near
transformation using a wiring pattern. In the enbodi nent shown in FIG 10,
two sets 10 of transform el enents includi ndéthe constant registers 12i, XOR
el ements 13i, S boxes 14i, and extended transforners 15i are parallelly
arranged) Alternatively, three or nore sets of transform el enents may be
paral l el ly arramggdovézl¥pr eauh othet .nDakieC@hia@nEhel Hike IRMREMN
invention may be made within the scope of the invention. Additional
advant ages and tbei fiicati ey WAl isr paeifey ablguedqualt hesehekiinped ibid he
art. Therefore, 20 the invention in its broader aspects is not limted to
t he specific det@ngshapd rtépr 8sbrxavifvéhendadianeansiogiaart iamd paescRitbed
herein. Accordingly, various nodifications may be nmade wi t hout departing
from the spirit t8r COBBPELYF uSke thensr Roxiesventlihee bddndepotis oF5 tdef i ned by
t he appended cl ai ns ang t hei.r ,equi val ents. 1 7 FEB 200 - 33 WHAT IS
CLAIMED 13 1. ARCERFeKE¥IKXBkdy BEREPERRAYcEMMALsitegthatpiodr ety of
cascade- connect ed key t.r nsfgnn]functiqn sectiqns for receiving different
éﬁﬁdgﬁya

keys in units 5°6F€P ¢ §EnELEPLAGYeLEERAGBd (RAFS SRathdNsadlis of the
i nput keys, eac ai [ f.0 fynction.sect.iqns c ising: first
Lesutrangforn1nggﬁgfiobgeggéu%Fﬁgﬁg %g&t#%ngﬁgr§ﬁp%6$3§§%ﬂgq%5QT.é%at
predet erm ned sépSthEUELBALAR Re9NKiNC MRS 3 abl §h KeyrOltalned from
the input key; and extended key conputati on neans for conputlngat d

extended key onthBephasiengihaockr ansf eieddedsSiey & LaAnS@ed il %.tli(ey
transf orm neans, and a second key obtai ned from the | nput key. f

gener at oL 0accor difgstedc by, nb?.]g.\/,\heb@it&a%%b! Qh t@niRY YerRrft@Mdnynction
sections conprises: rotate-shift nmeans for rotate-shifting the i1 nput 20 key

to the left or right Thandotapet ishigddie 1r7qt aict=Hasf ek keylded dfha Heey
transform function section of the next round. 3. A generator according to

claim 2, wherei heapshafrly kegwumegdibteai d1robyt @- plreldeteRaineds shdlfat i vel y 25
prime to the nunber of output bits of said first key transformneans. 4. A
gener at or accor énegnte endi inputehéhei mogatled value to a temporary key
register 11lj47 of the next stage. 1In this embodiment,
15 shift amounts are in units of key transform functions
fk1l to fkn, as shown in FIG. 6. Note that the shift
amount of the rotate shifter 17; is preferably
relatively prime to at least either the number of bits
of the common key KC or the number of output bits of
20 the S box 14 so as to improve randomness of keys, and
these three values are most preferably prime to each
other. The shift amounts are symmetrically set (former
and latter halves have symmetric constants) to have
a central value (n = 8) of the key transform functions
25 fkl to fk(n+l) except for the last stage, since

extended keys K1 to K16 must also be able to generate

extended keys K1 to K16 in reverse order (K16 to Kl).



1 7 FEB Z004 - 34 of said key transform function sections conprises: input
key transform nmeans for transform ng the i nput key using a substfflﬁgaogm4
table, and inputting the transfornmed key to the key transform function
section 5 of the next round. 5. A generator according to claim1, wherein
each of said key transform function sections conprises: extended transform
nmeans for extending and transformng a transfornmed result of said first key
10 transform neans, and inputting the extehded-transforned result to said
ext ended key conputation neans. 6. A generator according to claimb5,
wherein the extended transformati on of said extended transform neans is

i npl ement ed by Bbwévéng eherpdesendl nadenunbar id5net biksted. +& gapar ator
according to claim®6, wherein the shift of the predeterm ned nunber of bits
is inplemented bypeshifci sgtube andnsher shdfteambtinte thd ketbtBynt he nunber
of bits half the nunber of bits of 20 the transforned result of said first
key transform n@éanectbent @€ hbebzotatebshsfobrai adg bwnabldi agbanramntéger
mul tiple of the nunber of bits of the transforned results to the half
number of bits.S8t ASgbpRPaddreutedddinkers Blatm Kléwaseerdsa 2ble
conputatign of said extended ke conEutation means is addition with
carry-up.>9. Aht8n8?9ﬁf?5ﬁ/ﬁ§5?5ﬁ? ofe¥fi KlcbapKit&i Ag #RVerseyopderp 2004 -
35 extended ke{ ﬂ ngra%?s of claim1, conprising: a data random zation
part for encryp f g ﬂp pl ai ntext on the basis of the extended keys

O rertoxt Y and ooy Yot ERBSLERALT HAGH, ORy2Cebkan S ARG B2 20 10 A

ci phertext, and decrypting rnput ciphértext

unit according BgspgﬁighgrYEgFégi?uﬁg£QOQag?iEﬁ@gggkég%iggpggrt has a

plurality of substitution or encryption a ryption, and 10 sone

substitution taphgsnebxeahadahephafdngl €3phentBRL! LR F2MRRLLGekNE
substitution
10 extended keys K1 to K16 in order from the extended key
generator 10 in n rounds from rounds Rl to Rn. On the
other hand, the part 20 has a decryption function of
decrypting input ciphertext and outputting plaintext
when it receives exténded keys K16 to K1 from the
15 extended key generator 10 in an order reverse to that
in encryption. The data randomization part 20 has the
round functions frl to frn which are cascade-connected
in order in correspondence with the rounds R1 to R16.
The round function fri is a function of
20 transforming plaintext or an intermediate encrypted
result on the basis of the extended key Ki input
from the extended key generator 10, and outputting
an intermediate encrypted result or ciphertext in
encryption, and is also a function of transforming
25 ciphertext or an intermediate decrypted result on the
basis of the extended key K(n+l-i) input in reverse

order from the extended key generator 10, and



tables of said first key transformneans. 11. An extended key generation
nmet hod, conprising the steps of: 15 inputting different keys in V?iﬁﬁBQWk
rounds; generating a first key fromthe inputted key; transform ng the
generated first key by using a predeterm ned substitution table; and
conputing an extended key on the basis of the 20 transforned result and a
second key obtained fromthe inputted key. 12. A conputer readable storage
medi um whi ch stores a program for making al&onputer: generate a first key
fromdifferent keys inputted 25 in units of rounds; transformthe-generated
first key by using a predeterm ned substitution table; and 11 FEB 200 -
36 conpute an extpotefingeynointéembashseofet hgpteansésuledoresult and a
second key obtained fromthe inputted key. 13. A nedium according to claim
12, in which 5 plaieteatpingdaorfptionkpngcehs. comutiisr embbdimbnkt, t he
inputted key to the left or right, and input the rotate-shifted key to the
next round. 14.farnegauplaccohdi hgund thachies, fwheneea shehFetisasdunt of
the rotate-shift function is 10 relatively prine to the nunber of output
bits of the firSFrReyU¥RaRBPYRMN1BIGA #edi um according to claim 14, in

whi ch stores a prograg1for_naking the conputer transformthe inputted key
using a substitutionTPEbFELSERY FRpUCTLRE £BOWRaAS BERed 7k EPMPE 1886 next

round. 16. A negbu agiording to clain1%$, ig whi, ch s%gnes a Brogran1for
maki ng the conpttér *8xt XY End EFREEFERfr t n&RBFahSt oPhed™PBSuPR Based on
the first key. dj di e . in th t ended
transt orm funct P5acKe falFeuBnpBachy  sHPPIBRESaLE, aha, &¥r A8 RURBZPCHr
bits. 18. A nediym i pd i bRt hi . th
pr edet ar i ned nimbee op biTecy 8Y 55 st SenBlChe Lo R, BebheRioh 8n ¢ o1 red

result to the | eht Bustbeorunher eRtehiba RalfxiherREMieR 8F Rhig of the
transforned result of said first key transform 1 7 FEB 2004 - 37 neans,

or the nuober otrbhbSoehbdi neduby addi e8eaBthBbegabbT¥bki pheigf the nunber
of bits of the transfornmed results to the half nunber of bits. 19. A nedium

according to cl abmphizedwbgr ennxbReelemenpuat i andotheheorpuieadadnkey is
addition with
result Ri+l and one subblock Li+l (= Ri) are supplied
to the next stage while interchanging their positions.
Note that the F function in FIG. 7 comprises
15 an XOR element 22 that XORs the extended key XK and
subblock Ri (or Li), and four S boxes S1 to S4 for
segmenting the output from the XOR element 22 into four
elements, and respectively nonlinearly transforming
these elements. Note that the S boxes S1 to S4 have
20 a substitution table shown in, e.g., FIG. 5, and the
respective S boxes may have a common substitution table
but may have different ones.
Note that transformation done by each round
function fr has a nature called involution, i.e., that
25 original data is restored when identical transformation

repeats itself twice. For this reason, when ciphertext

is generated by transforming plaintext in the order of



carry-up. 20. A conputer readable storage nmedi um which stores a program for
maki ng a conputer: generate a first key fromdifferent keys inputgp? %0 hn
units of rounds; transformthe generated first key by using a pré ef EBndied
substitution table; conmpute an extended key on the basis of the transforned
result and a second key obtained fromthe 15 inputted key; and execute data
random zation for encrypting inputted plaintext on the basis of the
gener at ed extended keys and outputting ci ph8rtext, and decrypting inputted
ci phertext and outputting plaintext. 20 21. A nmedium according to claim 20,
wherein the data random zation has a plurality of substitution tables for

encryption and deteygedoReyanrlsesexksgbstheutinen rabuemichtibe gakd 20
random zati on are common to the substitution tables used in 25

transfornati on basedenarahe pilashtkey. b2reAnraxténdadnigeyhdener at or
conprising: a plurality of cascade-connected key transform 1 7 FEB 200 -
38 function seeiPbpstest itacthei pydarf pér enterdgd kayenKilé ¢ Kdunds, and
generating extended keys on the basis of the inputted keys, each of said

key transform functi SResEPEF8H4CH e&nmbheseRgL YR tiony slecty RéH adk tidvided

transformel enents thgt f?rn1a Ranall | circuit, each_of said extended

transf or m? el enefit E0i RRPUBFRGEMENLIRRLEN AT FERPSIEPtt Wi LhoP8 #FPa adBRS ant |

© 10 XOR conput atjon neans for co ting an XOR of the constant held in said
const ant registé??ognaTﬁofWFEﬁ E83656889n§8 FPSnﬁﬁﬁg FﬁﬁﬁﬁtéhOW@y}nan S box
for executing aF§§an§forn1process using a predeterm ned substitution table

on the basis of "a value outputted fromsaid XOR conputation neans, and

an extended transforpponf @hceXbendinng And HiANSHoETg A trangf o med result

outputted fromsaid S box; and extended key conputation 'means for conputing

20 extended keygoflohhRepagtsoef ihherheanster weg Leaulstes raelipHelsed +f rom
said plurality of extended transformelenents, and a second key obtai ned

fromthelonputtrdikey. t23nsfoeeautiakor aadakitengear aeg madijwmesdinch is 25
used in an extended key generator having a plurality
round using the key transform function fki.
More.specifically, as shown in FIG. 9, in the key
transform function fki, the XOR element 13; XORs the
8-bit first key KA extracted from the temporary key
15 register 11;, and a constant in the constant register
12; (step S1 in FIG. 8), and the S box 14; linearly
transforms this XOR (step S3 in FIG. 8). As nonlinear
transformation, the input and output are substituted in
units of bits to have the relationship shown in, e.g.,
20 FIG. 5. This substitution result is left-shifted by
4 bits (= 16 times) by the extended transformer 15; to
obtain 12 bits of data. Furthermore, the substitution
result is expanded to 32 bits by adding 20 bits of
leading "0." The 32-bit substitution result is then
25 input to the adder 16 (step S5 in FIG. 8).

The adder 16; adds the input shift result

(32 bits) and the 32-bit second key KB extracted from



of cascade-connected key transform function sections for receiving
different keys in units of rounds, 1 7 FEB 2~~ - 39 and gener at7 rgg 2004
ext ended keys on the basis of the inputted keys, said nediumstoring a
program for making a conputer in said extended key generator inplenent: 5
as each of the key transformfunction sections, a plurality of extended
transformel enments which forma parallel circuit, each extended transform
el ements including: a constant register-fofOhording a constant, 10 XOR
conput ati on neans for conputing an XOR of the constant held in said
constant register, and a first key obtained fromthe inputted key, an S box
for executing atheanefhporapyokeysregisges pLgJehadTonedusubIhiet WiinoRst abl e
on the basis of 15 a value outputted fromsaid xOR conputation neans, and
an extended trahbtoBlebitoexérnderdi kgyaRd tpamadkodaitag randoaizberimed resul t
outputted fromsaid S box; and extended key conputation neans for conputing
20 extended keypash £Re (B&espsSdf inh&IGraBsf.ornmed results outputted from
said plurality of extended transformelenents, and a second key obtai ned
fromthe inputted keynl ZhispexdendedekeyeKigerdeatBoidorfimssi kgy X a
plurality_of cascade-connected key transform function sections for

recei vi ng?di f f eFEANSERYRCANDYnithE §f PPFuAds, 18ndoganedaditnFhexBahdé® keys
on the basis of % é.FEB 200 - 40 .the iqputted_keys“ each of said key
transf or m f unct iF6 s B&tFohE Boibfi SLagt 4 1ea8st Figridr cpatt PAdr -nonl i nearly

substituting 5 LN t K nd outputting the substitut resul t;
first key_trans?ggﬁ%ngg%s%gg%%éfg%ugpﬁﬁegpffgngpoFH]§P8?§s§ouggﬁg% ird
predet erm ned suhal kbUtians! 82083 haaPasis abnlel! ki KBhAiRILLRM from
said 10 substitution part; and extended key conputation neans fOr computing

the extended kegfgeckherbasies sobog huangfhormed e&%%‘ﬂ!d&dmkeﬁfa!g%nfe!rra%oxkey
transf orm neans; and a second key outﬁutted fromsaid substitution part.

25. An exvendedibkeyageper alifoechelnad, theMRioSisNBokde FBeR%OITs I1RPYH Ng
different keys in units of rounds; nonlinearly substituting the inputted

key; transforni dgta fransomientdbhaipaet 2ogmthie 2QpFeRSiigt Handdniesssi Ng a
predeterm ned substitution table; and
of the extended key.

In the data randomization part 20, plaintext is

transformed based on extended keys K1 to Kn in units of
15 round functions frl to frn, and is finally transformed
into ciphertext via intermediate encrypted results.

On the other hand, upon decryption, the extended
key generator 10 executes key transform processes in
reverse order to that in encryption upon receiving the

20 common key KC as in the aforementioned case, and
sequentially outputs extended key Kn to K1 to the data
randomization part 20.

The data randomization part 20 transforms the

input ciphertext on the basis of the extended keys Kn
25 to Kl in reverse order to that in encryption, and

finally transforms it into plaintext via intermediate

decrypted results.



conputing an extended key on the basis of a transforned result, and a
second key obtained fromthe substitution. 25 26. A conputer readabl ¢EB 2004
storage nedi um which stores a program for making a conmputer: generate a
first key fromdifferent keys inputted 17FEB200'r - 41 in units of
rounds; nonlinearly substitute the inputted key; transforma second key
obtained fromthe substitution by using a predeterm ned substitution table;
and conpute an extended key on the basis ofla transformed result, and a
second key obtained fromthe substitution.

. AFHO. A9. A&! . A. AL. A9(f. A9(. A9% A& AL. Af. Al . AL;

%)A@DA& A9! . A&S. Ay. ABIoATesAlathl, according to this embodiment, each

@ A&HS. A9. A9S. A. AL5y. A" n. Al f. A9H. A9. AL. ALn. A9y. A9S. ALf. A9;

S% A9f . A9. AO@ AoSr thek keg38irp@slform function fkl to fkn executes
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Furthermore, in each key transform function fki,
since the extended transformer 15; extends and
5 transforms the transformed result of the S box 14;, and
inputs the result to the adder 16;, the randomization
effect of the first key KA can be reflected in an
arbitrary area of the extended key Ki in addition to
the aforementioned effects.

10 Since extended transformation of the extended
transformer 15j is implemented by shifting the
predetermined number of bits, the aforementioned
effects can be easily and reliably obtained.

Furthermore, since the data randomization part 20

15 has a plurality of S boxes S1 to S4 for encryption and
decryption, and some S boxes of the data randomization
part 20 are common to the S boxes 14; of the key
transform functions fkl1 to fkn, the device scale can be
reduced.

20 In each of the key transform function fkl to fkn,
since. the extended transformer 15; shifts to the left
the transformed result received from the S box 14; by
the number of bits half that of the transformed result
or the number of bits obtained by an integer multiple

25 of the number of bits of the transformed result to

the half number of bits, and inputs the shift result

to the adder 16;, the randomization effect of the first
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key KA can be reflected in an area left-shifted by the
extended key Ki. 1In this case, since the randomization
-effect of the first key KA can be reflected in
an area input to the S boxes S3 and S4 of the data

5 randomization part 20, cryptological robustness can be

further improved.

(Second Embodiment)

FIG. 10 is a block diagram showing the arrangement
of a key transform function applied to an extended key
10 generator according to the second embodiment of the
present invention. The same reference numerals in
FIG. 10 denote the same parts as those in FIG. 3,
a detailed description thereof will be omitted, and
only differences will be explained below. Note that
15 a repetitive description will also be avoided in the
embodiments to be described later.
That is, this embodiment is a modification of
the first embodiment, and aims at further improving
randomness of extended keys. More specifically, in
20 each key transfer function, the aforementioned
transform elements including the constant registers
12j, XOR elements 13i, S boxes 14;, and extended
transformers 15; are parallelly connected between the
temporary key register 11; and adder 16;, as shown in
25 FIG. 10.
The two S boxes 14; may be of either one type or

a plurality of types. When a plurality of types of S
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boxes are used, those types are preferably set so that
the former group of key transform functions fkl to fk8,
and the latter group of key transform functions f£fk9 to
fk16 become vertically symmetrical from the central
5 values (fk8 and fk9), since extended keys Ki must be
able to be generated in both normal and reverse orders
on the basis of the common key KC.
The two extended transformers 15; may have
identical shift amounts. Since the randomization
10 effect of the two S boxes 14; must be reflected over
a broader range, the outputs from the S boxes 1l4; are
preferably shifted to the left using different shift
amounts. In this case, if one extended transformer 15j
is set to implement 4-bit left shift, and the other
15 extended transformer 154 is set to implement 20-bit
left shift, the randomization effect of the first key
KA can be conveniently reflected in all the S boxes Sl
to 54 of the data randomization part 20.
With the aforementioned arrangement, since
20 randomness using the first key KA can be further
improved, the randomness of extended keys Ki can be
further improved in addition to the effects of the

first embodiment.
(Third Embodiment)
25 FIG. 11 is a block diagram showing the arrangement

of an extended key generator according to the third

embodiment of the present invention.
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This embodiment is a modification of the first or
second embodiment, and comprises, in place of the
temporary shift register 11j and rotate shifter 174,

a substitution part 18; which nonlinearly substitutes
5 respective bits of an input common key KC or one of
intermediate keys kcl to kecn-1, inputs some bits of
the obtained intermediate key to the XOR element 13;
and adder 16 of the own stage, and also inputs the
whole intermediate key to a substitution part 18 (i+1)
10 of the next stage. Note that the substitution part 183
does not substitute respective bits of the input common
key KC.

The respective substitution parts 18; are set so
that the result after n substitutions of the common key

15 KC in normal order becomes equal to the original common
key KC, since they must be able to generate extended
keys Ki on the basis of the common key KC in both
normal and reverse orders. Also, transformation is
done in ascending order upon encryption, and inverse

20 transformation is done in descending order upon
decryption, as shown in FIG. 12 that exemplifies
the number n of rounds = 16. For example, the process
of each substitution part 18; is implemented by
rotate-shifting the common key KC to the left by

25 an arbitrary number of bits.

In the embodiment shown in FIG. 11, each

substitution part 18; executes a process for
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a first key KA obtained from the substitution part 18;
and a constant held in the constant register 12j.
5 In step 525, the S box 144 nonlinearly transforms
the XOR output from the XOR element 13; using
a substitution table. 1In step S27, the extended
transformer 15; shifts the nonlinearly transformed
value to the left by 4 bits, thus obtaining a 12-bit
10 extended transformed result. Furthermore, the 12-bit
transformed result is expanded to 32 bits by adding
20 bits of leading "0." 1In step S29, the 32-bit
extended transformed result is added to a second key KB
obtained from the substitution part 18; to generate an
15 extended key.
With this arrangement as well, the same effects
as in the first or second embodiment can be obtained.
In addition, the keys KC and kcl to kcn-1 to be input
to the key transform functions fkl to fkn can become
20 easily and reliably different from each other.
In the above embodiments, the XOR element 13; for
XORing the constant is connected to the input side of
the S box 14;. However, the present invention is not
limited to such specific arrangement. For example,
25 the XOR element 13 may be omitted, and an S box 14xj
after the XOR with a constant is computed may be

provided in place of the S box 14;, thus similarly
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and constants may be computed in advance and are held
in the form of a table, and the S box 14x; may look up
5 the table using the value KA as an input parameter to
obtain a given XOR.
FIG. 14 is a functional block diagram showing
the arrangement of a smart card that embodies
the aforementioned extended key generator,
10 encryption/decryption unit, and storage medium of .
the present invention. As shown in FIG. 14, a smart
card 51 has a CPU 53, RAM 55, ROM 57, EEPROM 59, and
contactor 61. The RAM 55 is used to store various
data, and is used as a work area or the like. The ROM
15 57 is used to store various data, programs, and the
like. The EEPROM 59 stores programs and the like shown
in the flow charts in FIGS. 8 and 13. The contactor 61
obtains electrical contacts with a smart card
reader/writer (not shown). Note that the programs
20 shown in FIGS. 8 and 13 may be stored in the RAM 55 or
ROM 57 in place of the EEPROM 59.
(Fourth Embodiment)
An encryption/decryption unit according to
the fourth embodiment of the present invention
25 will be described below using FIG. 15. This

encryption/decryption unit 30 has an arrangement

described in one of the first to third embodiments,
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5 implemented on a personal computer PC by installing
a program from a storage medium, as shown in FIG. 15.
The encryption/decryption unit 30 encrypts raw data
input to the personal computer PC using, e.g., a user
ID as a common key, and stores the obtained encrypted
10 data (corresponding to the aforementioned ciphertext)
in a portable memory element 31. As such memory
element 31, a smart card, smart media, memory card, or
the like may be used.
The memory element 31 is distributed to the user's
15 home, and an encryption/decryption unit (not shown) in
the user's home decrypts the encrypted data in the
memory element 13 on the basis of the self user ID and
reproduces obtained image data or music data from,
e.g., a loudspeaker or the like. 1In this manner, raw
20 data (contents) can be distributed to only users who
have made a subscription contract in advance.
Various modifications of this embodiment are
available as follows. For example, as shown in
FIG. 16, a recording unit 32 comprising the
25 encryption/decryption unit 30 as a hardware circuit

may be provided in place of the personal computer PC.

With this arrangement, upon writing contents in the
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memory element 31, the encryption/decryption unit 30

encrypts raw data based on, e.g., a user ID, and stores
encrypted data in the memory element 31. The processes
from delivery to the home to decryption are the
5 same as those described above. 1In this manner,
the eﬁcryption/decryption unit 30 may be provided to
the dedicated recording unit 32 in place of a versatile
computer such as the personal computer PC and the like.
Also, as shown in FIG. 17, a host computer 33 with

10 the encryption/decryption unit 30 may be connected to
the personal computer PC via a network NW. 1In this
case, encrypted data downloaded from the host computer
33 is stored in the memory element 32 via the personal
computer PC in the encrypted state. The processes from

15 delivery to the home to decryption are the same as
those described above. According to this modification,
in addition to the aforementioned effect, contents
(raw data) on the network NW can be prevented from
eavesdropped.

20 Furthermore, as shown in FIGS. 18A and 18B, a DVD
(digital versatile disc) may be used as the memory
element. In the case shown in FIG. 18A, a DVD 34 that
pre-stores encrypted data is distributed to the user.
The encryption/decryption unit 30 at the user's home

25 decrypts the encrypted data in the DVD 34, and
reproduces obtained image data or music data from

a loudspeaker or the like.
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Also, in the case shown in FIG. 18B, raw data such
as image data, music data, or the like is encrypted by
the encryption/decryption unit 30 at the user's home
using a predetermined common key, and the obtained
5 encrypted data is stored in a DVD-RAM 35.
This encrypted data is decrypted by the
predetermined common key set by the user, but cannot
be decrypted by a third party unless the common key is
disclosed. Therefore, personal image data and music

10 data can be saved while being protected from third

parties.
(Other Embodiments)
As a storage medium that stores a program for
implementing the processes of the extended key

15 generator and encryption/decryption unit of the present
invention, a magnetic disk, floppy disk, hard disk,
optical disk (CD-ROM, CD-R, DVD, or the like),
magnetooptical disk (MO or the like), semiconductor
memory, and the like may be used. 1In practice,

20 the storage format is not particularly limited as long
as a storage medium can store the program and can be
read by a computer.

An OS (operating system) which is running on
a computer or MW (middleware) such as database
25 management software, network software, or the like may

execute some of processes that implement the above

embodiment, on the basis of an instruction of the
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computer.
Furthermore, the storage medium in the present
invention is not limited to a medium independent from
5 the computer, but includes a storage medium which
stores or temporarily stores a program downloaded from
a LAN, the Internet, or the like.
The number of storage media is not limited to one,
and the storage medium of the present invention
10 includes a case wherein the processes of the above
embodiment are implemented from a plurality of media,
and either medium arrangement may be used.
Note that the computer in the present invention
executes processes of the above embodiment on the basis
15 of programs stored in the storage medium, and can be
either an apparatus consisting of a single device such
as a personal computer, or a system built by connecting
a plurality of devices via a network.
The computer in the present invention is not
20 limited to a personal computer, and includes
an arithmetic processing device, microcomputer, and the
like included in an information processing apparatus,
i.e., includes all devices and apparatuses that can
implement the functions of the present invention via
25 programs.

The present invention is not limited to a DES

cryptosystem but can be applied to any other block
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present invention may be applied to cryptosystems such

as Lucifer, LOKI, MISTY1l, MISTY2, and SAFER (Secure and

Fast Encryption Routine), and the like.

5 In the above embodiments, the S box makes

nonlinear transformation using a substitution table.

Alternatively, the S box may make nonlinear

transformation using a wiring pattern.

In the embodiment shown in FIG. 10, two sets

10 of transform elements including the constant registers
12j, XOR elements 13j, S boxes 14;, and extended
transformers 15; are parallelly arranged.

Alternatively, three or more sets of transform
elements may be parallelly arrahged.

15 Various other modifications of the present
invention may be made within the scope of the
invention.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,

20 the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the

spirit or scope of the general inventive concept as

25 defined by the appended claims and their equivalents.
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1. An extended key generator comprising:
a plurality of cascade-connected key transform
function sections for receiving different keys in units
5 of rounds, and generating extended keys on the basis of
the input keys,
each of said key transform function sections
comprising:
first key transform means for executing a
10 transform process using a predetermined substitution
table on the basis of a first key obtained from the
input key; and
extended key computation means for computing the
extended key on the basis of a transformed result of
15 said first key transform means, and a second key
obtained from the input key.
2. A generator according to claim 1, wherein each
of said key transform function sections comprises:
rotate-shift means for rotate-shifting the input
20 key to the left or right, and inputting the
rotate-shifted key to the key transform function
section of the next round.
3. A generator according to claim 2, wherein a
shift amount of said rotate-shift means is relatively
25 prime to the number of output bits of said first key

transform means.

4. A generator according to claim 1, wherein each
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input key transform means for transforming the
input key using a substitution table, and inputting the
transformed key to the key transform function section
5 of the next round.

5. A generator according to claim 1, wherein each
of said key transform function sections comprises:

extended transform means for extending and
transforming a transformed result of said first key

10 transform means, and inputting the extended transformed
result to said extended key computation means.

6. A generator according to claim 5, wherein the
extended transformation of said extended transform
means is implemented by shifting a predetermined number

15 of bits.

7. A generator according to claim 6, wherein the
shift of the predetermined number of bits is
implemented by shifting the transformed result to the
left by the number of bits half the number of bits of

20 the transformed result of said first key transform
means, or the number of bits obtained by adding an
integer multiple of the number of bits of the
transformed results to the half number of bits.

8. A generator according to claim 1, wherein a

25 computation of said extended key computation means is

addition with carry-up.

9. An encryption/decryption unit comprising an
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@ a data randomization part for encrypting input
plaintext on the basis of the extended keys generated
by said key transform function sections and outputting
5 ciphertext, and decrypting input ciphertext and
outputting plaintext.
10. A unit according to claim 9, wherein said_data
randomization part has a plurality of substitution
tables for encryption and decryption, and
10 some substitution tables of said data
randomization part are common to the substitution
tables of said first key transform means.
11. An extended key generation method, comprising
the steps of:
15 inputting different keys in units of rounds;
generating a first key from the inputted key;
transforming the generated firsf key by using a
predetermined substitution table; and
computing an extended key on the basis of the
20 transformed result and a second key obtained from the
inputted key.
| 12. A computer readable storage medium which
stores a program for making a computer:
generate a first key from different keys inputted
25 in units of rounds;

transform the generated first key by using a

predetermined substitution table; and
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compute an extended key on the basis of the
transformed result and a second key obtained from the
inputted key.

13. A medium according to claim 12, in which

5 stores a program for making the computer rotate-shift
the inputted key to the left or right, and input the
rotate-shifted key to the next round.

14, A medium according to claim 13, wherein
a shift amount of the rotate-shift function is

10 relatively prime to the number of output bits of
the first key transform.

15. A medium according to claim 14, in which
stores a program for making the computer transform the
inputted key using a substitution table, and input the

15 transformed key to the next round.

16. A medium according to claim 12, in which
stores a program for making the computer extend and
transform the transformed result based on the first
key.

20 17. A medium according to claim 12, wherein the
extended transform function is implemented by shifting
a predetermined number of bits.

18. A medium according to claim 17, wherein

the shift of the predetermined number of bits is
25 implemented by shifting the transformed result to the

left by the number of bits half the number of bits of

the transformed result of said first key transform
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means, or the number of bits obtained by adding
an integer multiple of the number of bits of the
transformed results to the half number of bits.

19. A medium according to claim 12, wherein the
computation of the extended key is addition with
carry-up.

20. A computer readable storage medium which
stores a program for making a computer:

generate a first key from different keys inputted
in units of rounds;

transform the generated first key by using
a predetermined substitution table;

compute an extended key on the basis of the
transformed result and a second key obtained from the
inputted key; and

execute data randomization for encrypting inputted
plaintext on the basis of the generated extended keys
and outputting ciphertext, and decrypting inputted
ciphertext and outputting plaintext.

21, A medium according to claim 20, wherein the
data randomization has a plurality of substitution
tables for encryption and decryption, and

some substitution tables of the data randomization
are common to the substitution tables used in
transformation based on the first key.

22. An extended key generator comprising:

a plurality of cascade-connected key transform
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the inputted keys,

each of said key transform function sections
comprising:

a plurality of extended transform elements that
form a parallel circuit, each of said extended
transform elements including:

a constant register for holding a constant,

XOR computation means for computing an XOR of the
constant held in said constant register, and a first
key obtained from the inputted key,

an S box for executing a transform process using
a predetermined substitution table on the basis of
a value outputted from said XOR computation means, and

an extended transformer for extending and
transforming a transformed result outputted from said S
box; and

extended key computation means for computing
extended keys on the basis of the transformed results
outputted from said plurality of extended transform
elements, and a second key obtained from the inputted
key.

23. A computer readable storage medium which is
used in an extended key generator having a plurality
of cascade-connected key transform function sections

for receiving different keys in units of rounds,
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and generating extended keys on the basis of
the inputted keys,

said medium storing a program for making
a computer in said extended key generator implement:

5 as each of the key transform function sections,

a plurality of extended transform elements which
form a parallel circuit, each extended transform
elements including:

a constant register for holding a constant,

10 XOR computation means for computing an XOR of the
constant held in said constant register, and a first
key obtained from the inputted key,

an S box for executing a transform process using
a predetermined substitution table on the basis of

15 a value outputted from said XOR computation means, and

an extended transformer for extending and
transforming a transformed result outputted from said S
box; and

extended key computation means for computing

20 extended keys on the basis of the transformed results
outputted from said plurality of extended transform
elements, and a second key obtained from the inputted
key.

24. An extended key generator comprising:

25 a plurality of cascade-connected key transform

function sections for receiving different keys in units

of rounds, and generating extended keys on the basis of
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each of said key transform function sections
comprising:
a substitution part for nonlinearly substituting
5 the inputted key, and outputting the substituted
result;
first key transform means for executing a
transform process using a predetermined substitution
table on the basis of a first key outputted from said
10 substitution part; and
extended key computation means for computing the
extended key on the basis of a transformed result of
said first key transform means, and a second key
outputted from said substitution part.
15 25. An extended key generation method, comprising
the steps'of:
inputting different keys in units of rounds;
nonlinearly substituting the inputted key;
transforming a first key obtained from the
20 substitution by using a predetermined substitution
table; and
computing an extended key on the basis of
a transformed result, and a second key obtained from
the substitution.
25 26. A computer readable storage medium which

stores a program for making a computer:

generate a first key from different keys inputted
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in units of rounds;
nonlinearly substitute the inputted key;
transform a second key obtained from the

substitution by using a predetermined substitution

table; and

compute an extended key on the basis of a

transformed result, and a second key obtained from the

substitution.



