
AR FIELD WIRELESS COMMUNICATION SYSTEM AND
NOTIFICATION  METHOD CROSS REFERENCES TO RELATED
APPLICATIONS The present invention contains subject
..car related to Japanese Patent Application JP
2005-263969 filed in the  Japanese Patent Office on
September 12, 2005, the entire contents of which are
incorporated herein by reference.  BACKGROUND OF THE
INVENTION 10 1. Field of the Invention, The present
invention relates to communication systems,
communication devices, notification method, recording
media,  and programs. More specifically, the present
invention  relates to a communication
system,communication device, notification method,
recording medium, and program with  which a
counterparty of communication can be readily
identified. Description of the Related Art Recently, .
services employing short-range communication, 20 such
as commutation tickets, prepaid . cards, electronic
money,  and 10 cards, ace becoming common. An example
of short- range communication standard NFC (Near Field
Communication, =SO/IEC 18092). A feature of
short-range  communication L. the distance between
communication 25 devices involved is short, so That by
placing a  communication device in proximity to a
target. it is possible to determine a counterparty
comunication and  



start communication. Short-range communication is
described,  for example, in Japanese Unexamied Patent
Application  Publication No. 2004-215255 SUMMARY OF
THE INVENTION In short-range communication, although
it is possible  to start communication simply by
placing a communication  device to a target, for
example, when a plurality of communication devices as
candidate counterparties of  communication exist in
the proximity, it is difficult to  select a specific
couaterparty of communication and to confirm a
counterparty with which a communication path has been
established. FortkeKmore, recent user interface
demand that a counterparty of communication be
selected on  the basis of proximity and the process
for selecting a counteroparty of communication using
device-specific  information (e.g., an ID or name) is
omitted. Thus, even if  technologies that allow secure
exchange of data with 2 counterparties of
communication, such as various types a  communication
keys, c,  of panty a in connection could occur so that
data could be read written by an unintended  third
party. 1:. It is desired that a counterparty of
communication be  25 readily identidied. A
communication system for counterparty indication in a
near field communication system according e first
embodiment of the present invention is a communication
system including a initiator configured. to carry ouH



wireless communication and a target configured to
carry out  wireless communication.The initiator
includes setting  means for setting a Hirst indication
mode and a second.  indication made that is the same
as or that is in response the first indication mode,
sending means for sending data  representing the
second indication mode to the target when
communication has been established with the target,
and first indicating means for indicating the
establishment of  communication between the initiator
and the target in first indication  mode,
corresponding to an indication of the  establishment
of communication in ..he second indication mode  by
the target. The target includes receiving  means for
receiving the data representing the or indication
mode,  the data having been sent from the initiator,
and second  indicating means for i n d i c a t i n g
the establishment of cc: 2-2 _-L ion between the
initiator and the target in Me  20 second indication
mode, corresponding _ to one indication of  the
establishment of communication in the first indication
mode by the initiator. A notification method for
counterparty indication in a  near field communication
system according to the first embodiment of the
present invention a notification method  in a
communication system including a initiator and a
target that carry out wireless communication. The
notification  method includes he steps of setting, by
the initiator,  first indication mode and a second
indication mode than is  the same or that in response
to tne first indication  



mode; sending, b the initiator, r, data representing
the second indication ode to the target when
communication has  been established with the target;
indicating, by the  initiator, the establishment of
communication between the  initiator and the target in
the first indication mode, 10 corresponding to an
indication of the establishment of communication in
the second indication mode by the Large:;  receiving,
by the target:, the data representing the second
indication .,ode, the data having been sent from the
initiator; and indicating, by the target,  the
establishment 15 o-,'' communication between the
initianor and the target in the.  second indication
mono, corresponding to the n ..tit _  the
establishment of communication in the first indication
mode by the initiator, communication device for
counterparty, indication in a  20 near field
communication system according to a second  embodiment
of the present invention is a. communication  device
that carries out wireless communication with a target
configured to carry out wireless communication. The
communication device includes setting means for
setting a 2 5 first indication mode and a co
indication mode that is  the same on that in response.
no Lne first indicaKion, moan communication means for
sendina data representing the  second indication mode
to the target when communWation has  been established
with the target; and indicating means for  indicating
the establishment of communication between the
initiator and the taraet in the first indication mode,



corresponding to .. indication or the establishment of
communication in the second indication mode by the
target. The means set the first indication mode and
the second indication mode using random number. The
communication device may, further include key
exchanging means for securely exchanging a
communication key  ., n the target so that the
communication means sends the  data representing , the
second indication mode to t target  attar completion
of the exchange of the communication key. the data
being sent an encrypted form using the  communication
key. The communication means may further send first
identification information identifying tMn initiator
to the  target and receive second identification
information 2 0 identifying the target so that the
indicating means can  further indicate the second
identification information corresponding to an
indication of the first identification  information by
tne initiator. The communication means may concinoe or
stop the 25 communication with the target according cc
an instruction  input by a user after the target with
which the initiator  5 has established communication
his been identified, on the  basis of the indication
by the indicating means and the  indication by the
:reset.. The communication means may carry out
short-range  5 ,n _I .Mick communication with the
target is  



started when the target is placed a proximity of the
initiator. The indicat means may include  a display
that  indicates the establishment common cation
between the J initiator and the target by displaying
an image or cex; that is the same as or that
corinsponds to an image or tem.  displayed by the
target. The indication means may include a light
emitting  device that indicates the establishment of
communication between the initiator and the target by
emitting lignt with  a color that is the same as or
that correspond., no a colour  o light emitted by
target, the of by blinking by a cycle that is the same
that corresponds to a cycle blinking of the target.
211 The indicating means may include audio output
device  than indicates the establishment of
communication between  the initiator and the target by
outputting a sound that is the same or that
corresponds to a sound output by the target.  A
notification method or a program for counterparty 25
indication in a near field communication system
according wo  the second embodiment of the present
invention is a - 6  Lon method of a communication
device char carries  a wireless with a targetor a
program far  allowing _ computer of a communication
device that cars es  out wireless communication with a
cacget to _x u t. processing. The notification method.
or the processing 



includes - the steps 'of t -:,.nib a first indication
made and a  second indication made than , the ' : ? .
: , _ as or that is in  response the first indication
mode; controlling sending  of data representing the
second indication mode to the 1 J .;he. communicaton
has been established . with the  target; and
indicating the establishment at communication  between
the initiator and the target in the first indication
mod..corresponding to an iindication the astabAshmenr
communication in the second indication _ mode by the
target. 15 A communication device for counterparty
indication in a  ,near field communication system
according to a third;  embodiment of the present
invention is a communication  device that carries out
wireless communication with an  initiator confi gured
to carry out wireless communication. 20 communication
device in ides nommunWation means for  receiving data
representing a second indication mode n is  c he same
as. that is in response to a firs; indication  mode
from the initiator; and indicating means i.)-:.
indicating  establishment of communication between the
target and the  25 initiator in the second indication
mode, corresponding to an indication of the
establishment of communication in the first indication
mode by the Vitiator. The communication _.n means may
further send Ficst  identification information
identifying ..g the target the  InMaLor and receive
second _ :t f ....._i information `: identifying the
initiator so that the indicating means can  further
indicate the second iden&VicaKon information  



corresponding an indication of the first , cent if .on
information by the initiator. A notification method or
a program for counterparty 0 indication in a near
field communication system according to  the third
embodiment of she present invention is a  notification
method of. a. communication device that carries  out
wireless communication with a target a program ton
allowing a computer of a communication device that
carries  l5 out wireless communication with a target
execute.  processing.The notification method or the
ties the steps controlling reception of data
representing a second indication mode that Me same as
or ~ that is in response no a first indication mode,
the data  20 having been . sent from the target; and
indicating establishment of communication between the
initiator and the  target L. the second indication
made, corresponding to an  indication of the
establishment of communication in the:  first
indication mode by the initiator. 25 According to the
first embodiment of the present  invention, the a._
sets a first indication mode and a  8  second
indication mode. that is the same as mat is in
response the first indication mode, sends datai
representing the second indication mode to the target
when  communication has been established with the
target, a.  indicates the establishment of
communication between tne  initiator and :he tar' et
in the first indication mode, corresponding to an.
indication of the establishment of  



communication in the second indication mode by the
target,  The target receives the data representing the
second if) indication mode, the data having been sent
from the initiator and indicates the establishment of
communication  the establishment between the initiator
and the target in the second  indication mode.
corresponding to the indication of the  establishment
of communication in the first indication mode  by the
initiator According to the second _ L' '..t: of the
present  invention, a first indication made and a
second indication  mode that is the ..;..;. as or is
in response to the  first indication mode are set,
sending of data representing  2 0 the second
indication mode to the target is controlled when
communication has been established with the target,
and the  establishment of communication between the
initiator and the  target is indicated in the first
indication made,  corresponding t. a : indication of
the establishment of 25 communication in the second
indication mode by the target,  According to the third
embodiment of the present invention reception of date
representing a second indication mode that is the me
as or tinst is in response  to a first indication Lode
,on.. 7 ,e. the a< ..a a _.  been sent. : From the
initiator, and the establishment of 5 communication
between the target and. the initiator is i n d i c a t
e d the second indication mode, corresponding to an  



indication of the establishment of communication in
the first indication mode by the initiator, As
described above, accuraing to the first ._.1 _,i  f;
ernbodimants of the present invention, it is possible
to  recognize that communication with a target has
teen  establishes. Furthermore, according to Me first
no third  embodiments of the present invention, it is
possible to  readily identify a counneaparty of
communication , so that 15 secure c:, m cation can he
carried out readily and reliably,  BRIEF DESCRIPTION
OF THE DRAWINGS Fig. is a block diagram of a
communication system  according to an embodiment of
the present invention; 20 Fig. ' is . block diagram
showing an example of the  configuration of HFC
communication device shown in Fig.  1, Fig.3 is a
block diagram showing the example of the
configuration of functions achieved by a controller
shown in  Fig. 4 a flowchart of process executed by an
initiator  Fig. 5, ~ is a diagram showing an example
of f blinking pattern Gt an LED; Fig. 6 a flowchart of
a process executed by a target Fig. 7 is . d i a g r a
m for example eavesdropping by a  third party; and
Fig. 8 is a black diagram showing an example the
configuration of a personal computer, 



DESCRUTION OF THE PE F E RED EMBODIMENTS Before
describing embodiments of the present invention,
examples of correspondence between the features :1 the
present invention and embodiment described in the
specification and shown in the drawings will be
described  below". This de 1p ti n is intended to
assure that  embodiments supporting the present
invention are described  in this specification, Thus,
even if a certain embodiment  is not described herein
as corresponding to certain featuis.s 2~ of the
present invention, that does not necessarily mean
that the embodiment does correspond to those features.
Conversely, even if an embodimeat is described herein
as  corresponding to certain features, that does not
necessarily  mean that the embodiment does nor
correspond to other 2T features, A communication
system for counterparty indication in a near field
communication system according to a first  embodiment
the present invention is a communication  system
including a initiator (e.g., one NIFC devices 1 no 3
shown in Fig. 1, acting as an initiator) 5 configured
to carry out wireless communication; and a target
(e.g., one of the NEC communication devices to 3 shown
in  Fig. 1, a c t i n g - target) configured to carry
out wireless  communication. The initiator includes
setting means (e an indication-mode setter 32 shown
Fig. for setting a 10 ..ii. indication mode and a
second indication made that . same as that is in
response to the first indication  



mode. sending means ; , g . , short-range
communication unit  12 shown in wig v( for sending
data representing the second  indication .0.'_m to the
target when communication has been 15 established with
. 5.e target, g'. , and first indicating means (e.g.
an indicator 15 shown in Fig. 2) for indicating the
establishment of communication between the initiator
and the  tai , in the first indication mode,
corresponding ' to an  indication ..r the
establishment of in the  second indication moue by the
target. The target includes  receiving means (e.g., a
short-range communication unit 12  shown in Fig. ) for
receiving the data representing the  second indication
mode, the data having been sent from the  initiator,
and second indicating means (e , . , an indicator _ ,
shown in Fig for indicating >_: establishment of
communication between the initiator and the target in
the  12  second indication mode, co-responding to the
indication of  the establishment of in the First
indication  mode by the initiator. A notification
method for counterparty indication in a  near field
communication system according to the first
embodiment of ;. present invention is a notification
method  in a communication system including a
initiator (e. g . , one  of N C communication devices
1 3 shown in Fig. 1, acting  as an initiator) and a
target ?e.g., one of the NFC communication devices 1
to 3 shown . in Fig. , acting as a  



target) carry out wireless communication. . e
notification method includes the weps of setting
(e.g.,  step 97 shown Fig. 4), by the initiator, a s.
..ion node and a second indication mode that is the
15 same or than is in response to the first indication
mote; sending - , step SE shown Fig 4), by the
initiator, data representing the second indication ion
mode to the target when communication has been
established with the  target; indicating e. ,., . t .9
shown in Fig. by the  20 initiator, the establishment
of communication between, nhe initiator and the target
in the first indicaLion node,  corresponding to an
indication of tne establishment of  communication in
the second indication mode by the targoc;  receiving g
stop S27 shown in Fig. ' , r by the target , _ cne
data represeMing the second indication mode, the data
having been sent from the i n i t i a t o r ; , step
S28 shown in Fig 6), by the target, the establishment
of communication can ion between the initiator and the
target in the  second indication mode, corresponding
to the indication of:  the establishment of in the
first indication  5 mode by we initiator. A
communication device for counterparty indication a
near field communication system (e.g., one of NF7
communication devices to 3 stown in Fig. 1, act _ :g
as .  _-n-_ initiator) according to a second
embodiment of the present 10 invention is a device
that carries out  wireiess communication . with a
target , one of the NEC  



communication devices 3 shown in Fig. acting as a
target). The communication device includes setting
means  (e,g, an indication-made setter 32 ._wn in Fig.
3) to- 1 a first indication s'o'x and a second
indication made  .. is the same as or that is in
response to the firs'_  indication mode; communication
means (e.g., . short-range  communication unit shown
2) for sending data  representing the second
indication made no t target when 20 communication has
been established with the target; and  indicating
means an indicator 15 shown in Fig. for  indicating
the establishment -_7 ..^. of communication between
the  initiator and the target in the Virst indication
mode,  corresponding indication of the establishment
of 25 communication in the second indication mode by
the target.  The communication device according to the
second - 14 _. embodiment of the present invention may
further include key  exchanging means (e.g., _ k
exchanger 34 shown in Fig. 3)  for securely exchanging
a communication key with the targen so that the
communication means sends the data representing  1)
the second indication mode to the target after
completion of  to: exchange of the communication key,
the data being sent in an encrypted . form using tne
communication _ key. A notification method or a
program for counterparty  indication in a near system
according to 0 the second embodiment, of the present
invention is 



notification method of a communication device (e.g.,
one of  NFC communication devices I to 3 shown in Fig.
, acting an initiator) ,.., carries out with a  target
(e a . , one of the NFC communication devices I to 3
shown Fig. 1, acting as a target) or a program for
allowing a computer a communication device ( , one of
NF communication devices to shown in cr. , acting as
an initiator) that carries out wireless communication
with a  target (e.g., one of the NFC communication
devices 1 no 3 2C shown in Fig.1 acting as a target)
to execute processing.  The notification method or the
processing includes the ,4,s  of setting (e.g., step
S7 shown in Fig. 4) a fir,t  indication made and a
second indication mode that the  same or that is in
response to the first indicanton 25 mode, concroliNg
(e.g., step SS shown in Fig. 4) sending of  data
representing the second indication mode to the target
. when communication has been established with the
target and  indicating  (e .g., step S9 shown in
Fig.4) the establishment of communication between the
initiator and the target in the  first indication
mode, corresponding to an indication of the  5
establishment of comamniciation in the second
indication mode  by the target. communication device
for counterparty indication in a  near field
communication system ( one of NFC  communication
devices 1 to 3 shown in Fig. .. , acting as a 10
target) according to a third embodiment of the present



invention is a communication device that carries out
wireless communication with a initiator (e.g., one of
the  NFC communication devices _ to 3 shown in Fig. ,
acting as  an initiator). The device includes
communication mean (e.g. ,r a short-range
communication uni-, 12 shown in Fiq. 2) for receiving
data representing a second  indication mode than is
the same as or that is in response  to a first
indication mode from the target; and indicating  means
(e.g., all indicator 15 shown in Fig. 2) for
indicating 20 establishment of communication between
the initiator and the  target in the second indication
mode, corresponding an  indication of the
establishment of communication in Lne  first.
indication mode by the initiator. A notification ;
method or a program for counterparty 2 5 indication in
a near field communication system according no  the
-_:d embodiment of the present invention is a
notification method of a communication device (e g,
one of  NFC communication devices 1 to  3 shown in
Fig. 1, acting as a target that carries out wireless
communication with a  initiator ;e.g., one of the NFC
communication devices 1 co 3  shown in - Fig. 1,
acting as an initiator) gram for allowing a computer
of a communication device (e.g., one of  NEC
communication devices 1 3 shown An - Fig. ., acting as
a target) hat carries out wireless communication with
a  initiator one of the Ns. communication devices L ;o
_  shown in Fig. 1, acting an initiator) to execute
processing. The notification method The processing  



includes the steps of controlling (e.g., step S M
shown in ) reception of data representing a second
indication .  mode that is the same as or that in
response to a first 15 indication mode, the data
having been sent from the tar o t ,:  and. indicating
(e.g.. step 323 shown in Fig. 6? establishment of
communication between the target and the  initiator in
the second indication mode, corresponding to an
indication of the establishment of communication in
the first indication mode by the initiator. Now,
embodiments of the pre ens invention will be
described with reference to the drawings. Fig. 1 shows
an example of the configuration of a  communication
seem (a system herein refers to a _ ..... 25 comb
nation of a plurality of devices, regardless of
whether  devices the constituent are disposed ~ within
the same case) according an embodiments of the present
invention,  Referring to Fig. 1, the comma cation
system inciuces three NFC communication devices 7 to
3. Tach of the NFC.  communication devices , to .
configured to be capable _; carrying out NFC (Lear Fie
Communication) with ocher NEC  communication devices
by electromagnetic Induction using  carrier waves o a
single frequency. The frequency of the carrier waves
used by the NEC  communication devices 1 to 3 - is,
for exam e, 13.56 MHz in the ISM (Industrial
Sciendtific Medical) band. Near Field  



Communication refers to communication that is allowed
between communication devices within a mutual distance
of approximately 10 %;, and includes communication
that is carried o between communication . devices
(cases whereof) in  contact each other. The
communication system shown in Fig. _ may be an 1C
card system in which one or more of the NEC
communication  devices _ to 3 are reader/writers and
the other ethers  are IC cards. Alternatively, in
*.-he systemr 2 each of the NF C communication devices
_ to 3 may be, for example, a personal digital
assistant (PDA), a personal  computer ( :) , a
cellular phone, a watch, or a pen. That is,  each the
NFC commucation e ices _ ? is a _,:,_,e that carries
NEC, and is not limited to an and or  25 reader/writer
an 1C card system. Wen. : the NFC communication
devices I. to 3 is capable  - it  of carrying out
communication in two communication modes,  and is also
capable of transmitting data at a plurality of
transmission rates. Th,c two communication modes are
referred as a  5 passive mode and an active made. Now,
considering  communication carried out between the NF
C communication  devices and 2, in the passive mode,
similarly to an y.:  earn systems of a pea ma: has
hitherto been used, one . communication device 1,
modulates an electromagnetic wave  generated by itself
(a carrier wave corresponding thereto)  



to > e- data other 4'C communication device, i. e  the
N' _, communication device 2 this case, and the NFC
communication device 2 lock:-modulates the
electromagnetic 15 wave (a carrier r. wave
corresponding therevo) generated by the e' M
communication device to send daw to Me NFIC
communication device 1. En contrast, the active mode,
the NEC communication  devices 1 and  2 send data by "
_el..... electromagnetic .2 waves generated by
themselves (carrier waves corresponding  thereto). in
NFC carried out by electromagnetic induction, a
device that first outputs electromagnetic wave to
start  communication,i.e  a device takes the
initiative of 25 communication referred to as an
initiator. The initiator sends a command to a
counterparty of communication, ant the counterparty
communication returns a response to  the command,
whereby NEC is carried out. The counterparty
communication that returns the response to the command
from the initiator is referred to a target. 5 For
example, when the NEC communication device 1 starts
outputting an electromagnetic wave to start
communication  with the NEC communication deviice 2,
Me 'N,`-'C coxmmunica'Lion'  device A acts as me
initiator and the NEC communication  device 2 acts as
the target In the passive mode, the NFC communication
device 1 acting as the initiator continues outputting
an electromagnetic wave and modules the
electromagnetic wave it:  



outputting to send data to the: v. _ .'omm,.unica Lion
device  acting as the target, and NFC communication
device 2 15 load-modulate the electromagnetic wave
being output by the  NEC communication davit. acting
as the initiator to send  data to the N. communication
device 1. In c _i . S ., .. active mode, the NFC
communication  device. 1 acting as the initiator
starts outputting an 2C electromagnetic wave by itself
and modulates the  electromagnetic wave . .. send data
to the NEC communication  device 2 acting as the
target. When the KFC communication  device _. has
finished sending data, Life MFC communication  device
1 t..:? Outputting the electromnagnetic wave. Also,
the. _: communication device 2 acting as the target
starts  outputting an electromagnetic wave itself and
modulates  - 20  the electromagnetic wave to send data
the NO.  connunication device L actinq as the
initiator. When the  N:': communication device 2 has
finished sending data, the  NFC communication device 2
stops outputting the  electromagnetic wave. The N PC
communication devices 1, and 3 include  indicators 1a,
2a and 3a, cespewlveiy. he inudcators  and 3a are
modules for indicating that a secure con_nunl, o f
-Lon path has b en established with a different N'F'L,
?-.i.. ,:,).1 ~. a..t7on device. For example, the
indicators lam?, -a', and 3a can be constructed using
Light emitting g devices, such  as light emitting
diodes (LEDs) or lamps, d. t devices,  



such as liquid crystal displays (.[ Ds), audio output
devices,  s _'ch as alarms speakers, vibrating
devices, such. as 15 vibrators, or devices movable by
actuators or the like, M:  will be described later,
for example, when a secure  communication pat., has
been established between the NEC  communication device
_ and t NEC communication - device 2,  the indicator
-a of the NtiC communication device I and the, 20
indicator 2a `AFC c __runun.. at 1o_ device 2 indicate
the  .s .a.c ..__o.. ien the secure communication path
between nhe  c r:mun_ Lion device 1 and the NEC
communication device  2 in their respective indication
modes. Although . the communication m shown in Fig. 1
is  2., constituted by the three NEC co?)nuY ,., a..:
o devices 1. to 3,  the number of NEC communication
devices - constituting a .,arcnu:n,ca.t.o:t s .em .
not limited to 3, and may be two at  four or more.
Furthermore, a :.r;n:ia;z o system mar in c' ude, for
example, IC cards or reader/wiAers of an Y::  card
system . of a type that has hAnerno been used, as well
:5 as TFC ;oamonicatron devices. Fig. configuration
the  communication device - shown in Fig. 1. The
configurations  of the other NEC 'communication
devices 2 and < shown in Fig, are the same as the
configuration of the NEC mmun , at oo  10 device _
shown Fig. 2, so ,h__t descriptions thereof i..ll.  be
omitted, The NFC communication device _ _nd indes an
antenna 1t,  a short-range -ange comicur :.cation unit
12, a random-number 



. generator 13. an input unit 14, an indicator 15, and
a  15 co : t 16. The indicator " 15 is the same as the
indicator la shown in Fig. -, with he reference
numeral- reassigned for simplicity of description. The
antenna1 forms a closed-loop c o' _, and it outputs
.nai "ti._ waves in accordance wit change - in the
amount_  2~ of ant than _,.s through ,.t.s coil. 7
current flows M rough the antenna 11 when the,
magnetic f lox passing  U rough the coil serving as
the antenna 11 changes, The shorn range communication
unit 12 receives the  current that flows through the
antenna 11, carriesout.  _,. cur n j and detection,
and de. odu, a' es signals obtain d b deEvc7hon. The
short-range communication unit 12 decodes the
demodulated signals, which are in the form of, for
azampie. Mancinesten codes, and supplies t decode data
corresponding to data transmitted from a different
NEC;  communication device (hereinafter also referred
to  reception data: the controller 16, Also, the
shoct-range communication unit 12 encodes  data Char .
is to be transmitted a different NFC  communication
device (hare natter referreq to as  transmission
data), supplied from the _ _er 16, o_ 0 example, into
Ma,_..hester codes, W he.- coiam,.nicaLion is carried
out. in the active mode, or when communication o:: is
carried :Sl,i, in the passive mode and ,-he anication
device 1 acts as the Aritlator, the  



short-range communication unit 12 causes a current E0
flmw  13 through the antenna 11 so that the antenna 11
is caused to. omit a carrier wave (an electromagnetic
,-z- thereof) having  a predetermined singlo
frequency. The short-ranq;e~  communication unit: 12
modulates the carrier wave he form  of the current
chat flows through the antenna 11, according signals
(hereinafter also referred to encoded signals). Thus,
an  electromagnetic wave generated modulating the
carrier  wave according t t transmission _- data
emicted. When communication is carried oat the nassive
mode  25 and the NEC communication device 1 acts as
the target, the,  short-range communication unit
changes ..he impedance, as  23 - viewed from the
outside, of the coil serving as ..he antenna  11
according to encoded signals. when as elect 'Y
agnet_c.  wave that serves as a c rier wave is has
been generated by  a different ADC: con,'Eiu.n.icat
ion device so that an BF field .., (magnetic field)
.).,... been formed <..-....57..1' the antenna 12, in
accordance with change in the impedance of the coil
serv!nr,,  as the antenna 11, the [ field around the
antenna 11 also  ha_:gesa Thus, the carrier wave in
the form of '.nee  electromagnetic wave ;:u_,'7_: is
from a different .et 1. i0 communication deice P _ul
a:ed according to encoded  signals, and transmission
data Is transmitted to the  different `drl
communication device ,,.: r ut nq the  ca:.coma ....ic
wave. The Podulation scheme used in the short-range 



r.,..::,... ion unit 12 may be, for example, amplitude
: } -', r s  keying (A:; Without. mii:. .1or7 to ASK,
other modulation  schemes may be used A n ..he a or
ace communication unin 12,  such -phase shift keying (
3K or quadrmure amplitude  modulation (QAM)Also, the
degree of modulation can be 0 chosen as desired,
without limitation no values such as Sc_  to 01, 50%,
or 7.00 The random-number generator 13 generates a
random  number, and supplies data representing in; the
random number to  the controller 16. 25 The input unit
14 includes buttons, swiLchnn,  microphone, etc. The
inpuL t 14 is operated rec.,  - 24 input of speec`.
when the user enters various inscructions to  the NEC
licommunication device The controller 16 i3 formed,
for example, by a,  processor such as a central
processing unit (CPU) or a micro  ., processor unit (P
) , By - c tin predetermined _ programs, the.
controller .c controls .the blacks of the NR'
communication device 1 and executes pradeterminen
processing  according g to instructions input by the
user via :he input  unit 14 or reception data from
other '`,,. . -ces. Also, the controller 16 supplies
no the shor-L  range oc:mnLun icaaion unit 12
transmission data that. no be  transmitted to other
NEC devices. Fig. 3 is a block ragr a.m showing an
example the  configuration functions achieved
execution of 



15 predetermined programs by the controller 16. By
exec  of the predetermined programs by the controller
16,  functions of - a communication c.. E...._. r 31.
an indication- mode setter 32, an indication
controller 3 a key exchanger  34, an er. l ypt:ion d p
on unit 35, and a data processor  20 6, - The C 'il.
"ll ...__ ~~. .,,.li. r. s... .Si controls the short-
range communication ",.?t7 :. 12 according to
instructions oI'? input by the user via the input unit
14, etc. Also, the  communication controller 31
supplies reception data from  ._.. other N -C ccmmur_
,_io". devices, supplied from ` the short r an ,
_-'::n. n, ic_ tic n unit 12, to the indication- mode
setter '  - 25 ._. 31", the indication controller 33,
the key exchanger 34, of  the encrv -n/ ec _;pt n unit
35 as appropriate.  Furthermore, the communication
concrcller 31 obtains an  encryption key from t:`. key
ewhanger 34, and su _.es the 5 encryption key the
short-range communication unit 12.  Also, the
communication controller 31 obtains transmission  data
. to other N. communication devices from the en.'
-_ypt, _-_L decry, Mon unit 3. and supplies the
transmission  data to the short--range commanicaMon
unit 12. 10 When the ion device 1. acts as the,
initiator, one indication-mode setter 32 sets an -.ui.
cA or  



mode for he NE'C. coinmunicc" ion device 1 acting the
initiator (hereinafter referred to as an first
indication  ioue.) and an indication moan for a
different N..... _5 cotimunicac _n device acting as
the target (hereinafter  referred to as a second
indication movie' on the basis of the  random number
supplied from the random-number generator 13,  The
indication-mode setter 32 supplies _a . nt i, cho
first indication mace (hereinafter referred to as
initiator-- ndicanion-node data) the indication
controller 33. _ Also, 0 the indication-made setter 32
supplies data representing the  second indication
node. (hereinafter referred to target--'  rndi, .tion
mc.-de data) the communication _ controller 31, The
indication UG7 ,-. oi. . t.T 33 obtains ., tel,. il_e,
:.i 't7vfi- -ata device from the enc. y'p ion/o.ec
yp=.ion unit .35. 't indication controller el 3 2
controls the indicator 15 on the  basis of the
re......:: di _ -mo_'.e data supplied . he i_cat o:'.
de ie __ 32 or the  data transmitted from a differ nt:
thereby c _ 7C the indlcahwE 15 to show that a secure
communication _ path has been established with a
different FP C  communication device, The key
exchanger 34 exchanges keys with a different  NEC.
communication device with which "'F car-ed  .. 1 n__.
e specifically. when the :ti C communication device 1
acts as the initiator, the k exchanger 34 generates a
parr  



of asymmetric e 'ypi__ o.. key and decryption key. The
key  exchanger 34 sapp.i-es the encryption key the
_:c:_ unit a on controller 31. The communication
controller  15 31 on key encrypted using the
encryption key  (herei-nafrer referred red to as an
encrypted session key), n:"  1.:.:.8 _ ?:'~.: "d from
a different .~. C communication . _.c::e  (target)
With which c?C _,.1_c _~_Jl^ is carried out. Me key
exchanger 34 3e pt.. the encrypted session key using
the  20 decrypLion key paired with the encryption key
used to  encrypt the session key, and supplies the
session key  obtained by the i. pp.' en no the
encryption/decryption unit 35~ When the NFC
communication device _ z ,,[ . as the target,  2 5
t..._ keen exchanger 34 obtains from the communication
controller 31 an encryption key t r.a i.m_t t d from a
different -- 27 CJF comm. t :ate: . device (initiator)
with which  communication is carried o-n.`:. Also, the
key exchanger 3 =! ..e TiC:e _S a session key on the
,._a.. ", of a random number venerate: by the and
__u.cab r generator 13. Furthermore,  5 the key ex
hznger 34 encrypts the session key using ;t_.=. _n ..
,:on key transmitted from the initiator, and supplies
the encrypted session key to the C rntnun_ a,7on
controller 31.,  Then, the key exchanger 34 supplies
the encrypted _, __ n key the -_cr of ""crypt ion unit
35. 



A The encrypt n de- ptio unit 35 obtains from the
communication controller -31 reception data received
from a  :.fferen_, FTrc: communication device. The .an
;r)tron/decry :.-on unit 35 decrypts the reception
data  us_ the session key, and supplies the yp _ data
to 15 the data processor 36. Also, the ' e re,pt.7 o
dive ? pc.i unit  335 obtains from the data processor
36 transmission data t: at  to be transmitted to a
different kFC device. The enc r7> ion/e yp : rr. unit
t 35 encrypts the transmission  data using the session
key, and supplies the encrypced data  to the r
.C?.,''. oit :_ ont r l_c.r 31. The data processor 36
executes predetormined processing  an the basis of the
data supplied from the e.ne _p.io. decry .,.on. unit
35. We, the data processor 36,  supplies transmission
data that to be transmitted to a  22different NFC:
gloat ion device to the __oni aecrypi:_ .n unit 35.
Next, processing executed In the il: ion  device 1 n
will be described reference to Figs. 4 to n . with The
foLlowing descripuLon will be given in the context an
ex:no e where the NEC communication device am s as the
5 initiator and the NFC communication device 2 acts as
Lho  target, .'u7,&_' er, the NFC communication
:xev.ce. _ acting  as Lhe initiator will be situp y re
e' gel, to as the L'.J _ .i  and the N- C
communication device 2 acting as the target will  be
simply referred to as the target. rst , a process
_cot: by the NEC o,>mu i cat_ort  



device 1 acting as the initiator will be described
with  reference to a Flowchart shown in Fig. 4. . . .
. ' } .. ?,.e short-range communication n. 12  ecctes
polling. More specifically, the short-range  - 15 ,
ornm7 n .ca 10x1 ani: 12 sends polling commands at pr
c m .-d intervals via the antenna 11 under the
cartcol,  of the ccinmunic: tio. controller 31. in
step 32, the short-range communication uniz L2  checks
whether a polling response has been received, When  20
it 1;. `o ; t?7 m.7 i:. ec .). step A Lost a polUrg
response f7.i,, not been received, the process returns
to step Si, and steps S!  and 52 are repeated until it
is determined . in step S_ that a polling response has
been received, When is de c r_, ned in step 32 that a
poising 25 response has been received, the process
proceeds to stet; ,,....  More s pe r__ tali , the
process proceeds to step 33 when Lne  29 taroet
receives a t`O __ :L C2 signal in step S21 and ends a
polling response command in step S22 and the
short-range c o m m u n i c a t i o n 12 of the
initiator receives the response  coma ,a, __.: be
described later with reference to c. Q   In step S3,
the key exchanger 34 generates an bb  . - . . PIS __..
`S: and a decryption key. More ;f_ s pe c i f i c a l
l y , Wks  key exchanger 34 generates a pair t: of
asymmetric encryption 



.  Key and decryption key based on a public-key c-ryt
-o _ _er such the EISA (Rive t Shamir A d..C ma.a.) l
y ptos m, an In step 24, the s_Lort- range Q_.._
cation unU 12 sends  an C:_ crib on key and an ID.
More specifically, the key  exchanger 1 supplies tne
gsnera7ed encryption key to the  _ol: controller 31 .
The communication c....O'7 controller 15 31 supplies
the encryption key and an TD that serves as
identification information the 'V communication device
1  acting as the initiator to the short-range
communication  unit Q. The short-range communication
unit: 12 sends the  encryption key and the initiator 0
to the target via the  an:t.enna. ... As ;a__.._ be
escrihee _ ter with reference to Pig. 6,  the .yet
receives the encryption key, and the initiator D  i ns
t e p S23, generates a. s e s s i o n key in step S24,
and sends  to the initiator a session key cap epted
using the 25 encryption key transmitted from the
initiator an encrypted  .-_.._s~Jn key) and an 1J that
serves as identification,. -- 30 - _nformat, a. .:.._
the NEC communication device 2 a tang as the  target W
step 526. - st p S5, We short-range communication unit
12  receives the encrypted session key and ::! t1
nransmitted  5 from the tarqeL via the antenna 11. 



Sn step S6, the key exchanger 34 decr pt:s the
encrypted  session key. More specifically, .y, the NEC
communication d e v i c e .. s u p p l i e s the
encrypted session e and the target  .D the cc
ciunicati< t controller _ The common _cet inn 1"
controller ?1 supplies ie_ . encrypted key to the key
exchanger 34 and the target ID to the Vdication
con7raller  33. The key exchanger 34 decrypts the
encrypted ses. _on key  using he decryption key
generated in soap SV As will be described later with
reference to Fig. 6,  . ,. .,.h session key obtained
by the decryption is a snared k ,l generated by the
target osing a random number. Furthermore,  the
encrypted session key is encrypted using the
encryption  key generated by the initiator, s._ that
the encrypted  session key can only be decrypted using
the dec ration key 20 owned by Lne initiator ,
Furthermore, `the session key  remains eVective only
during the current communication  session. Thus, the
session y is owned only by the  initiator and the
Larger of the current communication  session, that
data encrypted using the session key can 5 _:ii y _~e
d . yrrtr i the n na. o_. and the target.  _i7.E e F
rfc , a secure encrypted communication path es a i_ n
Serw een the tam t _.a the initiator. in step S7, tne
'na :'at .n ::od seater 32 sets an  indication mode
using a random number. More specifically,  the input
unit 14 supplies Cana representing a nt_ra.veet 5
random number to the indication-mode setter $2. The 



1.1'1C-tl 9f i_.-i_. mode setter 'sl sacs an first
indication mode and  _. second indication mode on tne
oasis of ;he random number  nece, ire(I in step S8,
the indication-mode setter a_ reports the  10
indication made. More specifically. the
indication-mode  setter 32 supplies _n it al,or i
_._n-node dana cepresenting the indication mods, to
the indication.  controller 33. Also, the indication
-mode setter 32 supplies  tal <cet _.' a _,:e,t,e` ,
fa%e. data p, e_. _i _7.7 the second s? mote the
emicr"i tion/ ecr pt_ . n unit 35. The  enc eotion.
ec_yption unit 35 cysts the .-a_ --._ nd c data a ,z.
the session v key, and. sends the  encrypted . ..dca:
o1: u.- data to the tame: via the  communication
controller _ the sr- rang F :0 unit 1-2, and the
antenna Ll. _e target receives the taree _ nd_c t.i n
_'de data  step S27 described later with reference to
Fig. V In stew 9, the indicator 15 indicates that a
secure  cor l.[ ca .n path has been _stab... with tne
target,  25 Marc specifically, "_nder the ccontrol of
the _ndication controller <, the indicator indicates
that a cure. communication path has been e .,:ab]i_he5
with the target, in  the indication mode represented
by the Lc. di: on  mode data. : t this Lime, in step 8
described later with  reference an .-_g in cooperation
with the Initiator, the 11 et also indicates that a
secure communicaKen path has  



been established with Me initiator, in the indicatlon
mode  represented by the ta_ g t -indr a,. L- n ..cde
data transmitted  from the initiator. For examp le,
.'.. _. e indicator 15 formed a g  1 0 ems' 1 in
device such as a light emitting ng diode or a gh
bulb, by causing the indicator __ c he initiator and
the  indicator 15 of the target to turn on wK off in
synchronization with each other, is possible to
indicate  that a secure communication path has been
established. n 12, this case, for -p e, can LED w iod
ton and an LED t;... period toff :Cis'. in Fig. 5 .are
,.._. using a c__._:.r.~ " number in  stop 57, and
:_aroet _ndica.... ion_mode data representing the ON
period to and the OFF period t if is transmitted from
the  initiator to the target in step S8. instead of
causing the  E;Ds to turn on and off in
synchronization with each other,  for example, the D3
J_-,. c the initiator and the target may be  ::aused
to turn with the settle co-'or. For example, ...he
indicator 15 is formed of a display  device, such as a
liquid crystal display ,.,CD), it is 25 possible to
indicate that a secure cor..-un cation path has  been
established by causing the indicator 15 of the 33 -
initiator and indicator 15 of the tar t to display the
same moving image p i:lure, sill picture, text, or the
like.  in this : - . : : ' . . , ; for o;. l i l '',C
, . content that t .. .3 to be displayed  is set on
the basis of a random number in step 5r, and 



5 _,__, et-indication--mode data representing the
display content  is transmitted from the ni.: _t__ to
the -target: in step 3$  Yep. .,.lte n<. o. p, for
example, when the indicator W is formed of an audio o.
u : , device, such a speakec or an  alarm, it is
possible to indicate that a secure  communication path
has been established by causing the  indicator 15 of
t4__ to i:or and the indicator o the Large_ to output
sound with he same melody, rhythm, pitch,  tone, or
period. in Ws case, for example, content of  sound
that - to be output is set an the basis of a random 15
number An step S7, and target-indicatt.'oii-mode dava
xrep c e t- n , the and content is transmitted from
the  Lnitiator to the target in step S8, S__l.l
alternat uely, when the indicator _ is formed at a
mobile device, such as a robot or a vibrator, it is 20
possible to indicate that .a secure communication path
nas  beet e: :t., ,, _ : tt-_ by causing the indicator
15 of the  initiator and the indicator 15 of the
target to .cu the  same operation. For example, robors
as the _ indicators tors 15 mo 'e the same manner, or
vibrators as the indicator _.. 5 Jibe ale in the same
, _t.te rn. in this case, for :ampt the  op . a...- n
of the indicators 15 is set ..he oasis of a -- 34 -
random, number ber step S-', and data  representing
the operation transmitted from the initiator  to the
target in Ste; 3R. As long as it is possible recognize
that the  



ion by the indicator 15 the initiator and 'tie:
indication by the indicator 15 of the target
corresponds to  each other (are associated with each
other) and that the  indicaEar 15 at tee inicQuor and
the indicator 15 of the  target operate in cooperation
with each other, h_ 10 indication modes of the
initiator and the target need not  necessarily be the
same. Fo e x a m p l e , Wen. the - _ icators  15 are
audio output de'v_ces, it is possible to form a
consonance or a dissonance with a and output from the
Initiator and a sound out-pot from the target.
AlteKnaciveiy, 1. a for example, when che indicators
15 are display devices, the  initiator and the target
may display trotu y r-. p ndinr;  images or display
segments that together form a single  meaningful word
or _e. Yet " 7 tern;. tively , for example,  when the
indicators 15 are mobile devices, the in.itiat:or and
20 the target may perform wutua I: corresponding
operations.  As me data and the target- .- c'.lio7:
[...ds, data, data actually representing Lm manner  05
indication (e. g., blinking _ cyc_.. or ._.:..._od
ii'.a`, be set. ;.-.  _.`t~.. _. .. ..3 .=_:e d, it is
possible to set in advance 25 of indication a des to
each Y... communication device and  assign
identification .'.limn er;. identifying . the
indication 5 - .,:oc so that identification numners
can be set an the basis  of a ra:'.U:ow number. ._.nc,
the nstia; of and ttoe target perform indicavion  



in .C ,...,... c .,v?' ._i 7:Y manners, the _,.,e...
can r 3J.1_ , 5 identify an NFC communication device
with which a secure  OCtt ..nuC:at n path has been
established, Fuitne- o , it . LS possible to cause the
target to  present information . g. , device name, or
design)  -de-ttryi g the fniriatwE (e.g., display an
image or output. 10 a sound) and cause the initiator
to present informaKon  (e.g., 1D, device name, or
design? identifying the target  -.. g. , display an
image output a sound) so :Lian the user  [.,; ,,..1, C
~-,C,.i. .`t one i.s ,. .r_pa1tJ of ion more 1.,
;n1y'.  step ... , the communication ion controller:
31 checks 15 whether toe counteiparty of c oamu_.
_,.,., , on has been accepted  by the user. More
specifically, when irdicarian o a  desired Pt'
communication device (the NFC communication  device _.
this lmpi. ) has been PeLfO-C]Med Correspondingly  to
indication by the _ indicator 1~5 of 1'.1:2.
initiator, . c. user 20 inputs data representing
acceptance of e unte} C r` . .:  communication . via
the input ._ unit 14. When data representing
acceptance of the cou 1 er gar t of communication 1s
obtained  from the input unit 14, the conrauni cat Lon
controller 3.  determines that the counterparts K
communication has been 2 accepted by the user. Then,
the process proceeds to step  511. 36 - in step s11,
..he .._prt:-ra:_ co--,,alunicat ion unit 12  carries
out data communication, whereby data that the user  



wishes to actually ,:=:e tinge ' c a ged between the
in: f .,rf_oi and the target. Since the data exchanged
is 5 encrypted i . a session key, the security of Me
ct t is  assured. At this time, the communication made
may be sw o eo. from s_Iort -ra, - coz...i.n..ca :: a
mode in which  communication can he carried out at a
longer distance so  :._.t data can be exchanged
between remote locations, i',. e:i with the target has
been finished,  the process returns to step S I, and
stop Cl and the  subsequent steps described above are
executed. When it is 'e Tanned step 310 that the of
communication "o.. been accepted by the user, the
procnss returns to `?Le: ii.0. For example, when
indicatior.  by a desired NEC cotimani cation device
has not been performer!  correspondingly ^q_t' to
indication by the indicator 15 of the  initiator, or
when indication corresponding to indication by  the
indicator 15 the initiator has been per` ?[:_.,. by an
i eFC comm.;uaica Lion device that is different from
she desired  NEC communication device, the user inputs
data representing  U, ;..., -:.. ., c..i ::.y of
communication via the input  unit. ..u. When data
representing rejection of the countarparty of
communication is obtained from the input 25 unit _
1411, the communication .on controller 31 determines
that the  (:oii e pa-. y n communication has not been
accepted i the MITE. Then, the process returns step
51, and step Sl and  the subsequent steps described
above are executed. .. t'., .,._.  Lime, in order to
carry out communication cat ion more quAckiv and,
reliably with a desired NF C communication cation
device, the - D or 



the _ rejected NFC communication device may be stored
so that  an N C communication device havinq an .o
different from tno  stored ID will be detected from
then o::,. Next, a target .i:. a p. ~r~ - ~~vtesa by t
h-e An association with ohs process executed by the
initiator shown in Fig. 4 10 will be described with
reference to a 11e ,Quart >t-own Fig.  , n stop - 521,
the short-range communication _ 12 of the target
receives via the antenna 11 the polling command
transmitted from the initiators : : . in Si described
earlier with reference U _. Fig. .. in step , the
short-range communication unit ].2 sends a response
command to the initiator via Cho antenna 11,.  In s t
e p 322, the m Trt.-ralge. r )nmunic, cation unit 12!
receives the encryption key and the 1D transmitted
from the  2C initiator - in svop 523 described earlier
with reference to  Fig. 4. The short-range
communication unit 12 supplies the  encryption key and
the initiator M to the communication  controller 31-
The c_..,t,..tcat Lon controller 31 suppiies one
encryption key the key ex h..a ger 34 and the n fiat
or _D 2. to the indication-mode setter 32, in step
824, the key exchanger 34 generates a session key ng a
ran.. ). number. More specifically, the ..a......
number generator 13 generates a random n'umber having
a  predetermined number of digits. The key d, hang 3
obtains data representing the random number from the
random--- 5 number generator 13. and generates a
session key using the  random number as a hit
ra..tern. Since the bit pattern of  



the session key - .. based on the random number as
described  above, third parties are p. :_} O7 ::{ from
.^) correctly guessing  He b_.. pattern. The key
exchanger 34 supplies the session  iJ Key to the
encr'_:ption!dec ._on unit 35. In step 525, the key
exchanger 34 encrypts the session  key using the
encr'vptson key receAved from the initiator.  step
S26, the short-range communication unit. ii sends the
encrypted session key and an ID. More 15 spiacifiaaUy,
the Ivey ,S"'i3nqec 34 supplies the nn yot ee  session
key to the c ...smunicaL ion controller 31. The
communication controller 3L supplies the encrypted
session and an .- that serves as .~,e.~r..1~_di.:. .~
)i-,.t..zt1. key, .~)~ for  identifying .she. MPG
communication device 2 accit y as the 0 target to the
short-range communication unit 12. The short  an'.e
conanunicaLie__ unit 12 sends the encrypted session
key  and the target to the a_..r via the antenna 11_,
In step 5321, the short-"range communication anA 12
receives a indic_._1on mod . data. More specifically,
25 Clot shorn-range communication unit 12 receives via
the antenna 11 the tar er' nd cation m .e data
transmitted from tne inilnial:oc in step S8 described
eayiier with reference to  Fig. 4. The short-range
communication unit 12 supplies the  fia x. .g,
-',.-1Lt. L'. ?'_.:-o_1 :'to,_:. data to the er;S yp.:
C7_ ..1..c1 yp?ti1. C1  _ n : 35 via C communication
ont r .. - - _- 31. The 15 .it1"i.,_'`Js>1~1oti;.;c:LY
vpriCn unit it 35 decrypts the target- 



indication-mode data using nhe session key. The
encryption/decryption u n i t 35 supplies the
decrypted target- indication-mode data to the
indication controller 33, Since the
target-indication-mode data is encrypted  10 using a
session key owned only by the :LnAiaLor and the
target as described e _er, eavesdropping and
tampering; by  third parties are prevented. step S28,
the indication controller 33 indicates  that a secure
communication path .. been established with  15 Lt i
at_cr_ . More specifically, under the control of the
indication controller 33, the indicator 15 indicates
that a  secure communication path has been established
. with the  initiator, in the I. .:d1. _ nude r pr
se..,.e by the t ar7e.  indicatcon-mode data.. 2v step
,r the short-range communication unit 12  carries out
data 0 J...TI1,.7CatiOn response no a request pro.:,
the ~_._ _r_ator. When the :raaemunicatren with the
initiate- has been finished, the process returns to
step . and step  32' and the subsequent ..crib above
are executed. 2`i ..ce in possible no readily check a
co a _ne rLy  with which a secure communication path
has been es tab is n ed  40 - before _.-.rhar- _ _
data as described .abo er secure  communication can be
carried out _.. d lyn and reliably, For ezamply..
referring to Fig. 7, when L'.u cation  be carried out
between the NEC co..4.on cation device 1 as  5 Et
initiator and the v_ communication :on device 2 as the



even when a malicious third p`} a temp'J ~ to  target,
-. ~.~ intercept communication _ rw, n the NF C c
mines icat on ~_e  A and the FC commu nca Lion device
2 by the NEC co u-nan-, ca%L ion device - -3 disposed
lidde, pace in the pr: x. .. ity of th NIFC: ion
device 1, since  indication corresponding to
indication by the indicator W.  of NEC the device 1 is
performed by the indicator 3a of the V; C corm,-r _7-
. ctt ion device 3 instead of  the indicator 2a oh tMe
'C communication device 2, ti , user  _.. can readily
and reliably recognize before exchanging data  that
the N C communication device L going to carry om:  ir
t t. ._ ., with an unintended .. , tc.rpa ty As a >t _
.,r example, even when a communication deg,  ate7rpts
to intercept communication between she. NFC 20
communication device _ and the NFC communication
device  using intense electromagnetic waves or using
special  techniques detecting .teak- electromagnetic
waves,  similarly, since 7 .dic- i corresponding . to
indication by Us indicator I : of the NFC
communication device is not  2 performed by the
indicator 2a of the NFC communication  device the user
can readily and reliably _co qT e before exc han.a n :
data that the NEC ..,:.1 cn device I going  carry out
communication with an unintended counterparty.
Furthermore, .r_c, the indication are . using  



random _-mbe7" _ for each ,.Gall:a1..-.. ,. .on
session, 9. .on device a third party is prohibited
from  spoofing as the target by performing indication
corresponding to indication by the initiator,
Furthermore, since the a.. .t- '.d'..ca on--in data is
encrypted using a session ;Key owned only by the
initiator  _d and the _ a. n _ , even if Lt.._ .!_ t-
. nd: c a t I on I oan data  intercepted by an NFC c
omm.'u.i device of a third party, the NFC
communication device is prohibited from performing
ind_.cat for represented . by the targe -l.nd.__ca loi
;'node d.ava.  As described above, when a initiator
sets first 15 indication ,mode and a second la
iC..n':Ua mode associated with  the first indication
mode, sends data representing the  second indication
mode a target with which communication  has been
established, and indicates that communication has
been stc_ between the initiator and the target in the
20 first indication made corresponding to an
indication in the  socond _na a atio_l mode by the
target, and the target  receives the data representing
tun second indication mode,  transmitted from the
initiator, and indicates that ..._-mu- - ca r on has
been established between the initiator and,  25 the
target in the second. indication . mode corresponding
to the indication in the firstindication made by the
initiator, .: Possible to eccent. e that.
communication has been  esuablished with a tamer .
Furthermore, is possible to  readily Identify a raj ty
of or n.ut " ation, that  secure communication. can be
carried out readily and reliably, 



5 When a _first indication mode and a sec_ nd
indication  mode that is the same as or that Ls An
response to the  first: Indication mode are set,
transmission oF data  representing the second
indication mode to a target with.  which ooxt _io_. "
o_. has been established 3 s controlled, , an +.L, it
is Indicated in the first indication made chat:
communication has neen e.. , ; 1 '.7.,._, between an
iniviaLor and  Me varget correspondingly to indication
in the second  incti. atio 1 made by the target, it is
possLbie to recognize  .h_ amaze r. has been
established ,.;7 the target, _ . ..... he r:mo , it
possible to readily identity a noun par: of
communication., so that secure communication  can be
carried ed oun readily and reliably, When 7 c -u ion
of data representing a second indication  mode
corresponding a first indication mode, Lransminteo.  2
0 pro initiator, is controlled, and it is indicated in
the  second indication mode :bat t communication has
been asta 3C:' e between an initiator and the et
corresponding to an indication in the first:
indication cation mode by .7.".. initiator, it is _t_e
to recognize that:  25 Lion has been established with
one target,  Furthermore, is possible to readily
identify a ... .t UK ,. _ 0T... . 11 . . ... h._ it.,,
,, that secure communication, can to carried out
readily ana reliably. A Eno ph the above description
has been given in the  context of _ a . ,.. of e where
NFC is used as a proLocal of  >to -rar gr c mm i
._.cat ioI:, it is possible to use. 



'.ca :ion proLocals IC cara'  sta 'ards, such as ISO
(international Organizanion .  Standardization) -,. .
__ t_at:ona Electrote hl"  Commission) 14443 or Felix
(r), or based infrared communication standards, such
as lrDA (Infrared Data A_so .i_a..iC::Jt Also,
communication devices based on less  .. ..,.i_ .___
i_n standards, such as _.t 4_..r. Wireless LAW  (Local
Area Network), or Wireless USE (Universal Serial Bus),
15 may :-1:y cut short-range .;o..nuni ation by
reaucing electric :c  power used for transmission and
reception. Furthermore, in order to verify the
authenticity of the  en,_ r p _ion key generated by
the ir .t , for example, _.  digital c. , i.. zi ?t:
based on an international standard such 20 {.509 may
be transmitted using Phi .-,,,-.__:. S y  infrastru
t:-,_ ) technologies. Also, instead of '_l?,_..:atir
iet _ pair: of encrypuion key and decryption key, -a
symmetric pain of encryption key and decry t _n key
may be  generated. 25 The present invention can ne
applied devices having .functions of wireless
coimrunic._,ion, such as persona' digital _
assistant_, , ,'Drys. r .personal compute...: (325) ,
cellular ar phones, watches, or pens, :dal as ._..
..T. .,..).:.. ~.:..  devices dedicated for wireless
communicanion. The seri,.s of processes described
above can be executed  



lory - hardware or so0ware. When tne series of
processes are  eezecuted software, programs
constituting one software is  i.nstaii.ed from a
program -recording medium onto a computer  embedded in
special 1hardware or onto a q'P t'.-':a r-E+.. _>o`..
e  personal computer or the like that is capable of
executing  10 various functions is a block diagram
showing an example of he  :".'.:r that 2.,.
configuration of a personal computer executes the
processes described above according programs. cal
processing unit (CPU) 901 executes various processes
I'S according to programs stared in a read-only memory
(PO) 902  or a recording unit 908. A random access
memory (PAM) 903  stores programs executed by the CPU
901, relevant data, etc. needed. The CPU 901, the ROM
902, and the RAM 903 are  connected to each other via
a bus 904. 20 The CPU 901 is also connected to an
inpu&oatpot  7.nterfac? 905 via the bus 904. The input
icu'=hut interface  905 connected to an input unit 906
including a keyboard,  a mouse, uSer a _lL_Lt 1
F.t"le, etc., and to an output unit 907 including a
display, a speaker, etc. The :: 901 executes  2 5,
various processes according to instructions input from
the  input unit 906. The CPU 901 .hen outputs results
he e.cesses :,o the output unit 907, The r_coi ctLng
unit 909 connected the input/output  interface 908 is
formed of r for example, a ,r_, disc, and it  



stores programs executed by the CPU 901. and various
relevant  data.. communication unit 909 carries out
communication  with external devices via networks,
such as the In:: er:n _ or  local area networks, so it
is possibie to obtain communication unit 909- and to
store the programs in ; he  10 ie otdin^.,' 905,,
Furthermore, a drive 910 is connected to the
input/output __ fac 905. When a removable medium 911
such as a magnetic , an optical disc a magne:to--opti;
a...  disc , or a semiconductor memory, mounted the
drive 910,  :: rl\:~: .: the removable medium 911 to
obtain programs,  data, etc. recorded thereon. The
programs, data, etc. that  have been obtained are
transferred -to and stored the recording unit 908 as
needed, shown in c 8, me program recordi u medium for
30 snoring programs that are installed onto a computer
Eor  execution icr_ by the computer . may be the
removable medium 91.1,  which is package medium such
as a magnetic disc a  flexible disc), an optical disk
(e.g., a CD-ROM (compact,  disc read-only -y memory)
or a DVD (digital versatile dL c) . , 2 5 r.a;1 et op
e a.._ disk, or a semiconductor memory, or the Pgk
902 or the :rd disc: of the recorctinT unit 908
temporarily or OP._.manent , storing the programs. The
programs can be  stored on the program recording
medium as needed via the  communication unit 909,
which is an interface such as a  



;ter. modem, ;=1_co , using wired or wireless
communication  5 medium, such as a local _ area networ
kr the Internet, digital satellite broadcasting, it is
to be underscood that steps defining the programs
stored on the program recording medium may include
processes  that are fe ._. i .n parallel or
individually, as well 1, processes that are szecuted
in the orders described in tnis  specification, in
this s specification, a system refers to the entirety
of a. plurality of apparatuses. Mould be und.ers' by
chose skilled in the art  1.5 that various
modifications, combinations, sub-combinations  may
occur : alterations may depending on design and other
t._, tors insofar as they are ,, . hi n the scope of
the appended claims or the ecuivalen s thereof. WHAT
IS CLAIMED IS: A communication system for counterparty
indication, in a near field communication system
comprising:  an initiator configured to carry out
wireless  communication; and a target configured to
carry out wireless  communication; wherein the
initiator icludes: LO ,-z` setting means for setting a
first indication  mode and a second. indication made a
t : . is t same as or  that is response to the first
indication mode; 



) sending means for sending data representing  the
second indication mode to the target when
communication  ).has been established with the target;
and (c) first inoicating means for indicating the
establishment of communication between the initiator
and { the  target the first indication mode,
corresponding to an  indication of the establishment
of communication in the 20 second indication mode by
the vargw, an:!  where' n the target includes: (d)
receiving means for receiving she data  representing
the second indication mode; the data having  been s
en: from Lne initiator, and 15 second di.... - l means
for indicating the establishment of roan' Lion between
the initiator and the target in the second _
indication mode, c. i C t o:_ L _ to a.^,.  indication
of the esnablisnment of communication in the  first
indication made by ..he _ initiator, 2. A notification
method for counterparty indication  in a near
fie-,',rd system in a communication  system including
initiator and a target the; carry out wireless
communication, the notification method comprising  the
steps of: 10 setting, by the initiator, a first
indication mode ano  a second indication mode that is
thee see as that is in  response the first indication
mode; sending by the initiator, a first indication
mode and  a second indication made corresponding to We
target when  



c-m has been established witn the target;  indicating,
by the initiator, tne establishment of  between the
initiator and the target in the first indication mode,
corresponding to indication of the  s ;men,, of
communication in he second indication ...o  20 by the
target. receiving, by the target, the data
representing the second indication mode, the data
having been sent from the  initiator; and indicating,
b v the target, the estabiishment of' 25 commund ca
Lion between the initiator and the target in the
second - indication mods corresponding to an the
indication of the establishment of communication in
the first  indication mode by the initiator. 3. A
communication device for counterparty indication  in a
near field communication system that carries out
wireless communication with a target configured to
carry out  wireless communication. the communication
novice comprising:  setting means for first indication
mode and. a second indication made that . 7.. the same
as or than is in 10 response the first indication
mode; communication means for sending data
representing the  second indication mode to the target
when communication has  been . established with one
target; and indicating means for indicating the
establishment of I S ~. '., 1.,..:`d o:.. between the
said commons '.,a.'. c).. device ..c[; and L w:  



target in toe first indication mode, corresponding to
an  indication of t establishment of communication -
__ the  second indication mode by the target,. 20 4,
The communication device accord, to Claim 32  wherein
the setting means sets the :.first indication  mode
and the second indication mode using a random number,
5. The communication device according to Claim 3,  2.5
further comprising:  Key exchanging means for securely
exchanging a communication key with the target,
wherein the communication means sends the data tap
resent g the second indication mode to the target
after  completion of the exchange of the communication
key and the  5 data is sent in an encrypted form using
the communication  key. The communication device
according Claim 3,  wherein the communication means
further sends first, 2 identification information
identifying the initia.Loc no the  target and receives
second identification Anformation  identifying the
target, and, wherein the di.. means further indicate.:
the  second identification information c rtes o._.. to
an indication of the first .identification information
ny the  target, 7. The communication device according
to Claim 3,  wherein the communication means continues
or sLops the  



20 comraunication with the target according to an
instruction .  input by a user after the target with
which the initiator h established communication has
been identified, on the  bay of the indicating means
and the indication by the  target. 3. The
communication device according to Claim 3, wherein the
communication means carries out short-range
communication in which communication with the target
is start a when she target placed in proximity of the
said communication device. 9. Toe communication device
according to Claim :3,  wherein the indication means
include a display, and the  di - :y indicates the
establishment of communication between  the said
communication device and the target by displayimj  10
an image or text that is the same as that corresponds
to an  image or text displayed by the target. 10. The
communication device according to Claim 0.  wherein
the indication means includes a light emitting  15
device, and the light emitting device indicates the
esnablisnment of communication between the initiator
and . the  target by emitting light with a color that
Q Who same as or  that corresponds to a color of light
emitted by the target,  or by blinking b a cycle that
is Who same or that 20 corresponds to a cycle -
blinking of the target. _, The communication device
according to Claim 3,  wherein the 1-ndicaning means
includes an audio output. 



device, and the audio output device di s the 25
establishment of communication between ; he initiator
and the  target by outputting a sound is the same or
that corresponds to a sound output by the target. 12.
A program for cou^-. , ,r indication in a near  field
.,.- a .ca on system for allowing a. computer of oz
::I._ _ r ion device that carrAes out wireless
communication  with a target to execute processing
comprising the steps of:  setting a Eirso indication
mode and a second indicatton 7 mode that the same as
or that is in response to the Arst  indication mode
controlling sending off data representing who second
indication mode no He target when communication has
been  established with the target and: indicating the
establishment of communication between  to initiator
and the a_ , the first indication mode,  corresponding
indication of the establishment off  communication in
the second indication mode by the target, 2 13, ,
communicaation device for counterparty indication  a
near field communication system that carries out
wireless communicationwith an initiator configured to
carry out wireless communication, the communication
device  comprising: 25 communication means for
receiving data representing a  second indication mode
than is the same as or that in  53 response to a first
indication mode from the initiator and  



indicating means for indicating establishment of
communication between the said communication aevice
and. L N:  indicator in ..:] second . indication mode
corresponding an 5 indication of the establishment of
communication in the  first indication mode by the
initiator, 14. The communication device according to
Claim 13,  wherein the communication means further
sands first  10 identification _ information
identifying the . .L_ cannuntcation device to me
initiator and receives second  identification
information identifying the initiator, and  1 herein
the indicating means further indicates the second
identification information corresponding to an, I -
the first idennUicanion information by the - 5,
~n-J-cation of  20 11. A program for counterparty
indication a near Mid communication system for
allowing a computer of a communication device that
_carries out communication winh. an in: or configured
to carry out wireless communication to  exec _:.
processing comprising the sLeps o0 25 controlling
reception of data representing a second  indicanion
mode that is the same as or that is in response. to a
first indication mod, the data having been sent from
the initiator; and indicating establishment of
communication between the  said device and the
initiator in the second indication, mode,  5
corresponding to an indication of the establishment
oil communication the first indication mode by the
initiator.  16. .. recording medium having recorded
thereon the  



program according to Claim 12 or 15. 






