10

15

20

25

AR FlI ELD W RELESS COMMUNI CATI ON SYSTEM AND
NOTI FI CATI ON  METHOD CROSS REFERENCES TO RELATED
APPLI CATI ONS The present invention contains subject
..car related to Japanese Patent Application JP
2005- 263969 filed in the Japanese Patent O fice on
Septenber 12, 2005, the entire contents of which are
NH A of por &t e tR her & nchyvuef exence. sy BACKGROUNDD OFr THET ToN
I NVENTION 10 1. Field of the Invention, The present
invention relates to comwiniHeat i on systens,
communi cati on devices, notification nmethod, recording
CROp@dRAFERENAEPr gr BHBATNDr BPBpECATLCHEl y, the present
invention relates to a conmunication
sySt%e R toraini duteon devi e, 2 hot | $ileatdomastdodyelated
recordi ng nmedium and programwth which a
Lo Coemierparticof CoRrhuareaPioAPcanObe2peddP| §iled in the
identified. Description of the Related Art Recently, .
Jap%%$%?c%§t%ﬂﬁl%?Fhﬁes%%r%ePﬁﬁ@%eéoﬁﬁun?@QProﬁh629n§aéﬁ
co tation tickets, aid . cards, electronic
Con‘fr%%@ P90 EhF dSCaE Jitvats PgTe oMb, TARCERARBE e

of short- range conmuni cati on standard NFC (Near Field
Conmuni cation, =SO'| EC 18092). A feature of

BACﬁEﬁ%ﬁNﬁa@?eTﬂﬁogﬁyﬁﬁf?éﬁon L. the distance between
d

comuni cation 2 evices involved is short, so That by
tion device in prOX|n1ty to a

g ni ca
F%%e% og’t 088 bt % to deternine a counterparty
conunlcatlon and

The present invention relates to communication systems,
communication devices, notification methods, recording media,
and programs. More specifically, the present invention
relates to a communication system, communication device,
notification method, recording medium, and program with
which a counterparty of communication can be readily
identified.

2. Description of the Related Art

Recently, services employing short-range communication,
such as commutation tickets, prepaid cards, electronic money,
and ID cards, are becoming common. An example of short-
range communication standard is NFC (Near Field
Communication, ISO/IEC 18092). A feature of short-range
communication is that the distance between communication
devices involved is short, so that by placing a

communication device in proximity to a target, it is
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start communi cati on. Short-range comuni cation is
descri bed, for exanple, in Japanese Unexam ed Patent
Application Publication No. 2004-215255 SUMVARY OF
THE I NVENTION I n short-range conmmuni cation, although
it is possible to start communication sinply by
pl acing a communi cation device to a target, for
pos€xanpl eo wbearaipbusatbtiycotpsenpusicabhaindeytees asd to
candi date counterparties of conmunication exist in
stathecpraxhitbyioht i Shdirfifireulde t@mseliectt imrspecidé€cribed,
couaterparty of comunication and to confirma
for coxmtier party Wapanabe chnaxenimudi eateon paphibasibeen
est abl i shed. FortkeKnore, recent user interface
Pub gdepandot hidad . a2¢odnterpabty of comuni cation be
sel ected on the basis of proximty and the process
for selecting a counteroparty of comrunication using
devi ce-specific information (e.g., an ID or nane) is
SUMGHRY t @d. THRuSYVEeNERONf  technol ogi es that all ow secure
exchange of data with 2 counterparties of
c Ot Tt 11019 % e S Vet § oy t§pes0@dh chmmuhi ket § ot ©
keys, c, of,gant a in connection, could occur so that
to ﬂ%%%tcwrlau% ?‘éja%nw?WPiiﬁ BY BhGAlAt éndedUERFRELOD
arty. 1:. It is desired that a counterpar of
devEifmii Latrbtebe TSE FEABPLL | HBREI O BHLTALIEY of
comfQUTUDL €aLI o0, systemfor  goynter party indigationin a
hear “frefd communf cati on System accor iﬁg € |rs§

comﬁﬁﬁfgég?gﬁ 8 ié@eiHT€ﬁ§Ug BQY&E%%O”iks'Q ?9??E8h8@t£%”
systemincluding a inifi tor con fgureé. O carry ou
select a specific counterparty of communication and to
confirm a counterparty with which a communication path has
been established. Furthermore, recent user interfaces
demand that a counterparty of communication be selected on
the basis of proximity and the process for selecting a
counterparty of communication using device-specific
information (e.g., an ID or name) is omitted. Thus, even if
technologies that allow secure exchange of data with
counterparties of communication, such as wvarious types of
communication keys, spoofing of a party in connection could
occur so that data could be read or written by an unintended
third party.

It is desired that a counterparty of communication be

readily identified.

A communication system for counterparty indication in a
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wi rel ess communi cation and a target configured to

carry out wreless communication. The initiator

i ncludes setting neans for setting a Hrst indication

node and a second. indication nmade that is the sane

as or that is in response the first indication node,

sendi ng neans for sending data representing the
neaseconddi ndingahi enr medestortheatargainwhen a first

comuni cati on has been established with the target,
embaddmént st i ndecatengnoeansehorohndiscat cagmtihecation

establ i shnment of comuni cation between the initiator
sysaad fheltargetai nnftistorndboétbonedmbdecarry out

corresponding to an indication of the establishnment
wiretegonmomigat cohipn; . ahé setondeindpoéatiponenptde cbyry out

the target. The target includes receiving nmeans for
w1r@b@@$v¢ﬁ@muhécaétanrepr@emﬂﬂhgatﬁé oncilndecasebhing

node, the data having been sent fromthe initiator,
meappdfSBCcOREC I NAdRcatFAG WearsaFepni MAdd RNE & seFopdg

the establishnment of cc: 2-2 -L ion between the
lnd+ﬁ?F%%fo@O%ﬁdtbﬁE tar jee Fﬁmﬁbaszoo§e88ﬁ8 Fﬁdﬂ&aFPéﬁonse

one | di cati on of

th
to [0 ehi Fohneanene t Lrmmhte ot SoRatRS: ReSPer tor: AaPdingofata
A. i f t
repfB8En EYnd f@eréé%géﬁr6ﬂd%ﬁgéthZ§PagrEPd%Esnﬁﬁﬁssatweﬁn
confYRLEMN PEEORILNGoLE LOELL1LSho8THOLIERE Oh:EOR, and
| nventi on a no | catl on ne

flrgenpyaieﬁ£i9§ systeminck y Hggt?nhﬂuhbaggEaBTq?ﬁment of

target t arry out wreless co ni cation

comf@b i £4 €8t 0B+ PELROELENE) udes  he éhapéh@ft§9 Ling, by

the initiator, first indication node and econ
flré@diﬁ@ié&ﬂlBHdﬁo&@ancb§reEB§H§§H§ eb Ehaﬁnﬂﬂc5€§9ﬁn§§ the

to tne first indication

establishment of communication in the second indication mode
by the target. The target includes receiving means for
receiving the data representing the second indication mode,
the data having been sent from the initiator, and second
indicating means for indicating the establishment of
communication between the initiator and the target in the
second indication mode, corresponding to the indication of
the establishment of communication in the first indication
mode by the initiator.

A notification method for counterparty indication in a
near field communication system according to the first

embodiment of the present invention is a notification method

in a communication system including a initiator and a target
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node; sending, b the initiator, r, data representing
the second indication ode to the target when
communi cation has been established with the target;
indicating, by the initiator, the establishnent of
conmuni cati on between the initiator and the target in
the first indication node, 10 corresponding to an
that ndhcayi ont of i thecest abhihshneat i ofi. connunheat FoRatNon
t he second indication node by the Large:; receiving,
metihydt hectadget thet beedat afr eptesenti ng the secondtor, a
i ndi cation .,ode, the data having been sent fromthe
fir$hitndtoatiandnoadi eadi agsebyntihentiacrgefon thée that is
establ i shnent 15 o-,'" conmuni cati on between the
the pim¢ apdr andthhe targetréppohee tsetbadfindicanfdonation
nmono, corresponding to the n ..tit _ the .
modest ab ¢ ShirentY of heohirihi @BP T ondphat herFepsttindi aei on
node, by the initiator, communication device for
SeCUlint&r par E YO i R at P oA Fntary2d vieap fpepgnication has
communi cation system according to a second enbodi nent
bee%fe%%?%r%%%%tw hWenhtf oh?feea; ebfmunieasi oRY HBGi ce
. _.that carries out. wireless commnication,with a target
ini oo for B e et T eSS FETERBhEShiraht e PoboShethe
. ..€O [ [ devi ce, i ncl udes_setting nmeans for
l“l§%¥??ﬁg§§52t ef??%?anllcg??o%lﬁ%éelg%ﬁcg ¢gn mode,

corféggéﬁﬁ%§§s?@d§ntfﬁ%}é§ti5§eofagﬁeOQsEQ@?igﬁmégépg se.

no Lne i ndi caKi on, noan conmuni cati on neans for
nsehdiha data,r e I Ag: I, ndj i on .
v s Tt A TR S T e

recM{ihd he, ?E@@tﬁaﬁ@gtjn@ﬁ@aééﬂg_P@@Péséﬁfin%nghgagéegnd

t he establishnment of communication between the
indiddtiat ofio@nd the daraetalnghecbirstni ndigattgp node,
initiator; and indicating, by the target, the establishment
of communication between the initiator and the target in the
second indication mode, corresponding to the indication of
the establishment of communication in the first indication
mode by the initiator.

A communication device for counterparty indication in a
near field communication system according to a second
embodiment of the present invention is a communication
device that carries out wireless communication with a target
configured to carry out wireless communication. The
communication device includes setting means for setting a

first indication mode and a second indication mode that is

the same as or that is in response to the first indication
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corresponding to .. indication or the establishnent of

communi cation in the second indication node by the

target. The nmeans set the first indication node and

t he second indi cati on node using random nunber. The

conmuni cati on device may, further include key

exchangi ng neans for securely exchanging a
mod€pnuheal Eeni keymeansnfbhestangetl setthatptBeenting the

conmuni cati on nmeans sends the data representing , the
secsed¢onddi ndi cahi endaode tbhet thagget whaht apmeonpketion has

of the exchange of the communication key. the data
beeheengalsénthan enchyphedtiogaiusang theiceommynineatsofor

key. The communi cati on neans nmay further send first
indidentigi tati ontint osmehbnof dentinfiyingtiMh baiveanorhe

to the target and receive second identification
inifprbpRraeR@nt2eotpdenti £i Aget Rérear getlisatihat npfe,

i ndi cating nmeans can_ further indicate the second
COrygentRficat Fon2intofnaRF 6ANCOF r e8ponaraglEehafnt of

indication of the first identification informtion b
COmPRL F AT ¢ PAL OF . t#ﬁesesﬁﬂﬁn%engaﬁlﬁﬁaﬁgdﬁayycBh8|ﬁ@é96¥

t the 25 communi cation with the tar accordl ccC
R A AT G porat s Brr 8 PSSP R i Cana
whi ch thf |§ét£ator est ab ni cati on

theh?%c %%n f'den |f?%dmo§ﬁ ?ﬁ%mgbgsfgng?mtﬁg arcation
Pﬁiﬁ%d m%éﬁ%ﬁ%%$ th%mrﬁ%f%n8ﬂ£¥

conmuni ca carr

exc?%?%%%&?@9§n55f09 sécu@%f§ gggﬂgﬂbgﬁglan$%ﬁﬂnﬁggtlon key

with the target so that the communication means sends the
data representing the second indication mode to the target
after completion of the exchange of the communication key,
the data being sent in an encrypted form using the
communication key.

The communication means may further send first
identification information identifying the initiator to the
target and receive second identification information
identifying the target so that the indicating means can
further indicate the second identification information
corresponding to an indication of the first identification
information by the initiator.

The communication means may continue or stop the
communication with the target according to an instruction

input by a user after the target with which the initiator
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started when the target is placed a proximty of the
initiator. The indicat nmeans may include a display
that indicates the establishnment conmon cation
between the J initiator and the target by displaying
an image or cex; that is the sanme as or that
corinsponds to an inage or tem displayed by the
has teggetl i Jhed | aethmat 1 ont teansa fayebncl wdec arf éghton the
emtting device that indicates the establishnent of
bas comiint lcat 1001 bet weenb¢ hehé nihd ateriandnehest angethby
emtting lignt wth a color that is the sane as or
indidraticorbespondigrawta col our o light emtted by
target, the of by blinking by a cycle that is the sane
t Hdte commesporads. aro eagyeimebldakingwf shertt-aragete
211 The indicating neans may include audi o out put
comrgeyi et 1 ethah i Wl €at een kel @3t abhi shienthef target is
comuni cation between the initiator and the target by
stapirPuthFhg e sbimert hat Ps2¢he sane brothaity of the
. corresponds to a sound output by the target. A
lnl?&ﬂ???catlon met hod or a program for counterparty 25

Ef%be?atrw@”' g ROt oGO Nt~ oF THE fr Gt

nvent i

-6, L hod mu ti
ina i RTT S el Sy, r%%%%l%wwg ?ar”a%? 590 cne
ini BLOGLAM AT 2l L oW D0 b CONDUT g1 of 2. COMDI CBtLOD. oo
evi ce at cars e o omrun |on W

is %r?é’ md O Xo H. Eha@@&ﬁfééﬁ&ndé'fh@o”%'L‘n&&é'QP et pod.

e processing
displayed by the target.

The indication means may include a light emitting
device that indicates the establishment of communication
between the initiator and the target by emitting light with
a color that is the same as or that corresponds to a color
of light emitted by the target, or by blinking by a cycle
that is the same or that corresponds to a cycle of blinking
of the target.

The indicating means may include an audio output device
that indicates the establishment of communication between
the initiator and the target by outputting a sound that is
the same or that corresponds to a sound output by the target.

A notification method or a program for counterparty
indication in a near field communication system according to

the second embodiment of the present invention is a
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includes - the steps '"of t -:,.nib a first indication
made and a second indication nade than , the ' : ? .
., _as or that is in response the first indication
node; controlling sending of data representing the
second indication node to the 1 J .;he. comunicaton
has been established . with the target; and
notindigat bngméheo@sbabhi shient i akt coAMUB, cati eRat betweens
the initiator and the target in the first indication
out nodre Cof £ espandh hgat Doanwiitndhcatrgatt be aspabdshmensr
communi cation in the second indication _ node by the
alltaigeta dSnpucermuhi eatbomnudevaceohodecdunt ehpartyrries
indication in a ,near field conmunication system
out agctoe tehg tomauthceadionewbodi aAehtroétt he presehne
invention is a comunication device that carries out
progggeless conpundeafioatwpnhnaphoiinpti aberpreontbsgored
. to carry out wireless conmmunication, 20 conmuni cation
lncb@@?%et%% PHRRS nofmBnVai Nena meahstf brdifeeeprvi igidatad =
representing a second indication node nis ¢ he sane
secqrd tRACEFSIPR m%@%oﬁgéttbsath?r§?m?nﬂﬁca?Foﬁhaﬁnaé =
fromthe initiator;. and indicati means i.)-:. ,
reS P AP EaE S e eLLABY | SREHEC o CONHGA! CaREBA bib fesfnEhE
arget and the. 25 initiator in.the _second . i ndication
of ér%%%,r%%ﬁ%%%h%? ng 't 0°ah i Hdi eat Fah of TRe® ghcehe

carget AL 2NBaL, O ccormun) sation, i n.the (irsh Loghoepion

€ communi catl o . N nmeans m

tar§g£$h$ d?fﬂgig%5$%% %ﬁsn&%£%§g&gﬁﬁﬁgﬁfgfn@ Wflnication

dentifying .. arge or and recerve

bet$8eONdhe ififiator-ahal PROrARLLED i tdentifying, bhe.rion
initiator so that the indicating means can further

modd Ndi&at&sphedse50nd Ldengyi cakKonni BEOLABRL EQRab 11 shment of

communication in the second indication mode by the target.

A communication device for counterparty indication in a
near field communication system according to a third
embodiment of the present invention is a communication
device that carries out wireless communication with an
initiator configured to carry out wireless communication.
The communication device includes communication means for
receiving data representing a second indication mode that is
the same as or that is in response to a first indication
mode from the initiator; and indicating means for indicating
establishment of communication between the target and the

initiator in the second indication mode, corresponding to an

indication of the establishment of communication in the
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corresponding an indication of the first , cent if .on
information by the initiator. A notification nethod or
a programfor counterparty O indication in a near
field conmuni cati on system according to the third
enbodi nent of she present invention is a notification
met hod of. a. communication device that carries out
firit reh@ssacosmunbgat bencmbt hnactarget a programton
all owi ng a conputer of a communi cation device that
card esmluniotdt Wit elesss cenunicatd onaid hr a-4@ar get
execute. processing. The notification nethod or the
identi e6itdel st epsfcontt obhi hdemecepthgntioé dataet to the
representing a second indication node that Me sane as
inifpratot hatdi se¢aivesponsed nodanti f stat hdicatf onmabden
the data 20 having been . sent fromthe target; and
identpdf vard nghestabt i shaenso of heonhiuai tadi oat bet weeans hean
initiator and the target L. the second indication
furtirie, 1 edrs@isport ngeten@ani d¢mei catd bhoof 1nhermation
establ i shment of communication in the: first .
Corygfretinh Mode” bynthedthveiaf ofhe 26l pekordpngl £ 6cthéon
. _first enbodi nent of the present invention, the a. _
INE QRO i %t thaditattdh°hode and a 8 second

a5 S AT SR Ot 1o AT s St ATty
re reseq&%qg_the S§f§§§ indicatio o the tar

. . mod t
O i 2 BN Erdbt Pangd- A har T hg to

xr
e conmmuni catl o

thetéﬁfgﬁze odiﬂ .gaéfstﬁge Péé@@%if9989£i8$ is.a ,
e eplnltla

conmruni cat i on ween tn or ‘and :he tar' et
notif&ég%aéﬂrﬁ%%ﬂggigflécﬁﬁﬁﬁﬁﬁﬁcggi ﬁsggggéggtﬁgtagarries

i ndication of the establishment o
out wireless communication with a target or a program for
allowing a computer of a communication device that carries
out wireless communication with a target to execute
processing. The notification method or the processing
includes the steps of controlling reception of data
representing a second indication mode that is the same as
or that is in response to a first indication mode, the data
having been sent from the target; and indicating
establishment of communication between the initiator and the
target in the second indication mode, corresponding to an
indication of the establishment of communication in the
first indication mode by the initiator.

According to the first embodiment of the present

invention, the initiator sets a first indication mode and a
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conmuni cation in the second indication node by the
target, The target receives the data representing the
second if) indication node, the data havi ng been sent
fromthe initiator and indicates the establishnment of
conmuni cation the establishnment between the initiator
and the target in the second indication node.
sec&Od I espongdi ngh tiodbechndi catiws ointhes estabhhshmentn
of conmunication in the first indication node by the
respomt¢ atortihecdl dengih@itheisecande, £énds.datef the
present invention, a first indication nade and a
repsecondingndiicat sormondodedt batios thee. to. the asrgeti shen
in response to the first indication node are set,
comgehti gl of kiat doeepresenti hghe? @ithetsecomdget, and
i ndi cation node to the target is controlled when
indeonmemi cat | ot Habkl P est abtPehed! o t hot heetaeget the
. .and the establishnment of communication between the
1Nl Patdrd anee thergtlargetthe fheareatedicattpe st
i ndi catjon made,  corresponding t. a : indication of
COT A pP st &b i 'shmnt L f 1 25t £ormehi Eati At #hlt Alemeeeond
I ndi cation node by the target, According to the third
COMYREEGT A TF TNo BT eBnt TRVSAEFOh Fecepey ohiof tamEat-

The N&€ rrees.enJgei ng. a seg ond i ndi geat [ on, node tPat S thﬁ me
as 0 Ei NSEC 15T n- Pesponde St ocaSF i+ FAdi cat?dn Lode
indiég#iog mgﬁe}hEQ%Sdatf'ﬁ?vi%%ggggnsggﬁt frg%pg%the
rnitrator, and e establis nt -~ of comnuni cati on
ini ﬂ@ﬁﬁ 5&@ f%ﬁf@gtggdthéhgsﬁgﬁfigﬁﬂéntsof.goﬂ?ﬁnfcgtion
e d the second I ndication node, corresponding to an
between the initiator and the target in the second
indication mode, corresponding to the indication of the
establishment of communication in the first indication mode
by the initiator.

According to the second embodiment of the present
invention, a first indication mode and a second indication
mode that is the same as or that is in response to the
first indication mode are set, sending of data representing
the second indication mode to the target is controlled when
communication has been established with the target, and the
establishment of communication between the initiator and the
target 1s indicated in the first indication mode,
corresponding to an indication of the establishment of

communication in the second indication mode by the target.

According to the third embodiment of the present
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i ndi cation of the establishnment of communication in
the first indication node by the initiator, As

descri bed above, accuraing to the first . .1 i f;
ernbodi mants of the present invention, it is possible
to recognize that comunication with a target has
teen establishes. Furthernore, according to Me first

inv@ettbh| dreespodbnentsqef at heppeesgpt nhkNyeptiOnAg it is
possible to readily identify a counneaparty of
indtcoauuah cabvdionthasoithahe 15a8€cHEe 61, tAr€atsoNncasspense
carried out readily and reliably, BRI EF DESCRI PTI ON
to OFf THE: DRAW NGSSL i gnodls asbtockrdiagdantbé data having
comuni cation system according to an enbodi mnent of
beetheept efentt Tnventiohat@d, Fegd thesestbbockhdeagr am
showi ng an exanple of the configuration of HFC
compehhunt cabi ot deviicehshoawnden Fhg. the iFigidtps as
bl ock di agram show ng the exanple of the
indeontPgutat Fom %$0@@ﬁc%m@h§a5eﬁnem@aebycarégﬁp@@ﬂnég to an
shown in Fig. 4 a flowhart of process executed
lndjrﬁﬂﬂr%@ of *FJP@ e%tabl%éhlaelaF agt aﬁ?@%%ﬁ@taﬁnekanﬁ%@
% i nkin CIEa tern an LED;, Fig. 6 a flomchart of
eirgl o adieBt Rachosn By BealBet BFGT 7 s d i mg o8

o o g emsggromm by o ot
embgglmégyéaéfoghgfpgeggﬁéogg%en nBUtGEt is possible to
recognize that communication with a target has been
established. Furthermore, according to the first to third
embodiments of the present invention, it is possible to
readily identify a counterparty of communication, so that

secure communication can be carried out readily and reliably.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of a communication system
according to an embodiment of the present invention;

Fig. 2 is a block diagram showing an example of the
configuration of an NFC communication device shown in Fig.
1;

Fig. 3 is a block diagram showing the example of the
configuration of functions achieved by a controller shown in
Fig. 2;

Fig. 4 1is a flowchart of a process executed by an

- 10 -
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DESCRUTI ON OF THE PE F E RED EMBCODI MENTS Bef or e
descri bi ng enbodi nents of the present invention,
exanpl es of correspondence between the features :1 the
present invention and enbodi nent described in the
specification and shown in the drawings will be
described below'. This de 1p ti n is intended to
iniassuce;that enbodi ments supporting the present
i nvention are described 1in this specification, Thus,
evieiny i 5 ai cet taiayemboshdaentg 415 @edmeescsf bedi hereq n
as corresponding to certain featuis.s 2~ of the
patpeesent amveRADi on, that does not necessarily nean
that the enbodi nent does correspond to those features.
Coriver seliys avielmvdharn: embodimeatess aescridddoher ein
as corresponding to certain features, that does not
targekessarily nean that the enbodi nent does nor
correspond to other 2T features, A conmunication
syisitem f orS couhtat [l t 01 et o d reay aedroppeld by a
. communj cati on system according to a first enbodi nent
ChifhePpfe¥entfnvention is a communication system
including a initiator, (e.g., .one. NIFC devices 1 no 3
sHowht it F ¢ %O%&#l@g%ﬂ ST TRHT dtiorJ BURReh P gured
carry out _wrel ess cgnnunicgtion; and a target

COH%%?%F?t%%% Of W NEC 2onmuRPeation devices to 3 shown

in Fig. 1, acti ng- target) configured to carry
out wireless comunication. The initiator includes

| L ndi WeYs N tt 32 sh
o5 QEL 9 SRR o USSR, AR 1oL, 5 Shon

setting a I cation node and a

SQ&QQQ@'HgéﬁﬂﬂHYhdngkbééﬁﬁent§QQP1ﬁ%ﬁg¥gséﬁ%ifhvention,

response to the first i1ndication
examples of correspondence between the features of the
present invention and embodiments described in the
specification and shown in the drawings will be described
below. This description is intended to assure that
embodiments supporting the present invention are described
in this specification. Thus, even if a certain embodiment
is not described herein as corresponding to certain features
of the present invention, that does not necessarily mean
that the embodiment does not correspond to those features.
Conversely, even i1if an embodiment is described herein as
corresponding to certain features, that does not necessarily
mean that the embodiment does not correspond to other

features.

A communication system for counterparty indication in a

- 11 -
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node. sending neans ; , g . , short-range
communi cation unit 12 shown in wig v( for sending
data representing the second indication .0." _mto the
target when communi cati on has been 15 established with
5.e target, g'. , and first indicating neans (e.qg.
an indicator 15 shown in Fig. 2) for indicating the
neaest abl d shoentin 0f a € 0oUBY catinoacbetwegy tbeai Aitiat or
and the tai , in the first indication node,
embgodimesponti nge' ptesant indecatoonis. & th@munication
establishnment of in the second indication noue by the
systangetclThengangetitnetadese. gecebubnginsadscemgnication
short-range comunication unit 12 shown in Fig. ) for
devieedi vi hg 8hehdetalrneptesenti agtthe asesondniihdatcati on
node, the data having been sent fromthe initiator,
conghgusetohd FRErEabihgy FEahssfecommunigatindi cangra target
shown in Fig for indicating >_: establishnent of
(e. %onn%%?c%flB%eb%?%e%ﬁm@%%l?ﬁF%P%t6?VaﬁﬁsthetPaBgéhOWﬁ in
second indication node, co-responding to the
Flginﬁic%f?b%go?s ?h%aﬁg?Ebl?gﬂﬁ%ﬂFr%@ FA FﬁérﬁlPEF wireless
i ndi cation .% nitiator. A notificatio
compB L GR 18- coiT ot War 1557 hat Bat Tk | Aeat LAkaToFRal do -9+
C |on syst rding to the fi
an lﬁ%P%Q%E%% 'of ?géengglﬁg%g?l%ﬁ Féga ggtF?Fcﬁ?FBﬁng N
eirdBLiodicdoy @ncr%a@%&taog SYRheMAREL bR Bae thar is
initiator i of conmuni cati on devi ces

R R R e
modd 0 Se SN medMs Fi 8. ., 8¢t ERYr8Sr@nge communication unit
12 shown in Fig. 2) for sending data representing the second
indication mode to the target when communication has been
established with the target, and first indicating means
(e.g., an indicator 15 shown in Fig. 2) for indicating the
establishment of communication between the initiator and the
target in the first indication mode, corresponding to an
indication of the establishment of communication in the
second indication mode by the target. The target includes
receiving means (e.g., a short-range communication unit 12
shown in Fig. 2) for receiving the data representing the
second indication mode, the data having been sent from the
initiator, and second indicating means (e.g., an indicator
15 shown in Fig. 2) for indicating the establishment of

communication between the initiator and the target in the
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target) carry out wreless communication. . e
notification nethod includes the weps of setting
(e.g., step 97 shown Fig. 4), by the initiator, a s.
.ion node and a second indication node that is the
15 sane or than is in response to the first indication
note; sending - , step SE shown Fig 4), by the
secbnilt i A0k at dah ambepl esentkBgohhengeeendnitndheathenchoB e
node to the target when communi cati on has been
theestabbi shedemt t bt bemmtar get johndhcahengiest, indickti9n
shown in Fig. by the 20 initiator, the establishnent
modefbgommanicatianobet ween, nhe initiator and the target
in the first indicaLion node, corresponding to an
i mdireatd oicafiamenesiabl fshneminof rogonyuni¢atdohonnin a
the second indication node by the targoc; receiving g
neast ppe S27cgROWRL At FPY. systen bycphdingr et the fémet
data represeM ng the second indication node, the data
STORAVTAGT beéntBenprefontt hevPnhipntip a pogificatigpepethod
S28 shown in Fig 6), by the target, the establishnent
= %fC%%h%*a%%nsz%ﬁemohnsév%@ﬁ ehénithiteFarorcafid: t Rae
& in the . sec |nd|%at|on node, correspondlng ,
or BT tﬂ%mmﬁa%eﬁf+%% ?Vlc?ﬁe eStal { Shtnt of Fn the" 73

initiator

&= %%nh%ﬁ#% L %%@'%e ?69GE ﬁtgrpaPP§ Phdf @Sgﬁgﬁ a
i el INF
comﬂgﬁ{cgﬁfo &ggﬂgg%C?t{Oﬂ SXR%%H1QH gkpgoTe ggg%ng aa a

i on devices to°3°s in

tar%%%odthag ea#P%L&@EO&lré?&%%dhgﬁmhﬁléa§§88”d The

I ment o € presen Invention is a device

notihféaggéﬁlﬁétp&a lM&iea@§Stﬁen§begagkoeettmhgh a.g.,

target , one of
step S7 shown in Flg. 4), by the initiator, a first

indication mode and a second indication mode that is the
same as or that is in response to the first indication
mode; sending (e.g., step S8 shown in Fig. 4), by the
initiator, data representing the second indication mode to
the target when communication has been established with the
target; indicating (e.g., step S9 shown in Fig. 4), by the
initiator, the establishment of communication between the
initiator and the target in the first indication mode,
corresponding to an indication of the establishment of
communication in the second indication mode by the target;
receiving (e.g., step S$27 shown in Fig. 6), by the target,
the data representing the second indication mode, the data

having been sent from the initiator; and indicating (e.g.,
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comuni cation devices 3 shown in Fig. acting as a
target). The comruni cati on device includes setting
neans (e, g, an indication-mde setter 32 . wn in Fig.
3) to- 1 a first indication s'0'x and a second
indication nmade .. is the sane as or that is in
response to the firs' i ndi cation node; conmruni cation

stepeans §leogn,in BhQUt6f ANGE tCOMMALEA] | ORc UBktasNOWANent
2) for sending data representing the second

of c¢ordicat coniomdectoetnt angetnihent20 goamMunecakir@athas the
been established with the target; and indicating

secoransn@anca ndbcatore 15cshommpondFhg. tdothei hdiicattngn of
the establishment -_7 ..”. of communication between

the t¢etalh hi shngor @ﬁdcmhreuma(r@mom nitheh¥i fsrstndhdataonon
nmode, correspondi ng indication of the establishnent

modefbp5tionuhi catPon in the second indication node by
the target. The communi cation device according to the

&t GHAMIUNLA At 1 Caists et of Ct%)éﬂiﬁré%eerrﬁw%rﬁa@rprrrayl a
urt her include key exchanglng means g k
nea%x eﬁO@&P%h%%hl?% ?Y@te@) ef%r's%%%r% yWEXchangi ng
connunlca i on key hkh tar en_so that the
%ﬁﬁﬁﬁﬁ%ﬁﬁl ?Vh%%% s%%d% the"da % ?b%re%en??ﬁbngl§s an
d t et
m”aetcﬁif."%cnc%”ﬁr%% L R TER e O hed Bt Pt e e pRagent
invérb@l&@t §'@&m§§ﬁicég&9 FOGLaPLeflar LOLM LSl DY, tne
conmuni cati on otifica |on ne hod

w1ré¥é§gE%Bﬁﬁﬁnf&¥@%§ﬁpﬁiﬁy a'ﬁ%ﬁ% ﬂgagfsyﬁéeﬁ%c
according to e second enbodi ne of ? e present
comhWEM{ &h igevices 1 to 3 shown in Flg. 1, acting as a
target). The communication device includes setting means
(e.g., an indication-mode setter 32 shown in Fig. 3) for
setting a first indication mode and a second indication mode
that is the same as or that is in response to the first
indication mode; communication means (e.g., a short-range
communication unit 12 shown in Fig. 2) for sending data
representing the second indication mode to the target when
communication has been established with the target; and
indicating means (e.g., an indicator 15 shown in Fig. 2) for
indicating the establishment of communication between the
initiator and the target in the first indication mode,
corresponding to an indication of the establishment of

communication in the second indication mode by the target.

The communication device according to the second
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notification nmethod of a comuni cation device (e.qg.,
one of NFC communi cation devices | to 3 shown in Fig.
, acting an initiator) ,.., carries out with a target
(e a. , one of the NFC comuni cation devices | to 3
shown Fig. 1, acting as a target) or a programfor
allowi ng a conputer a communi cation device ( , one of
emb NFi G@ORBUAT Calhé Opr devhEesntenshewnmifi €tirtheaCt hBYuas key
an initiator) that carries out wreless conmunication
exchibhiag hanget (§egg, , aoneyobxthendEC gsonsuaiveathomig. 3)
devices 1 no 3 2C shown in Fig.1l acting as a target)
fortecexeely eeprogessnnga cdheunodtiaficat ken wethodher tbheet
processing includes the ,4,s of setting (e.g., step
so G7ashowm conFigicd)ianfieans saddecathendabderapdeaenting
second indication node that the sanme or that is in
ther%%%@ﬂ@ei@@i¢®©i®mr@©d¢n@@céh@ohaQthDdéteﬁoﬂ@leEK@on of
(e.g., step SS shown in Fig. 4) sending of data
ther%b?%%%%?lﬁﬁ the Seedrdlradieat koW nbde #eteheeiaggeent
. when communi cation has been established with the
in FRArgetrEnd=ci hefRatfhgd fee. ﬁommg?éﬁaEEoghﬁﬁﬁ in

Fi t abl t of bet th
i 'ﬁ? Jaqlo'%‘ecgﬁéwarhéhﬂ}ogcﬂtoﬁe?@?@"%%ﬁa O MR G TR Y
af correspond ng gﬂ i ndi catjon_of Ee S a3 -
. %?%b??sh%e%t“%?r na %?%?PBhC? *the®4@cofigiccorarng to
the | SOLGRLT O BRAR.DYE NP, L ALOEL,, EOTYLLERLICR AV ceo

count er par near
th
o S A 0 1 oL e

NEC tanget) i aecordi ng 102 thirdsenhodiment -of, the presgpt .

an initiator) that carries out wireless communication with a
target (e.g., one of the NFC communication devices 1 to 3
shown in Fig. 1, acting as a target) or a program for
allowing a computer of a communication device (e.g., one of
NFC communication devices 1 to 3 shown in Fig. 1, acting as
an initiator) that carries out wireless communication with a
target (e.g., one of the NFC communication devices 1 to 3
shown in Fig. 1, acting as a target) to execute processing.
The notification method or the processing includes the steps
of setting (e.g., step S7 shown in Fig. 4) a first
indication mode and a second indication mode that is the
same as or that is in response to the first indication
mode; controlling (e.g., step S8 shown in Fig. 4) sending of

data representing the second indication mode to the target
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invention is a communi cation device that carries out
W rel ess communi cation with a initiator (e.g., one of
the NFC comrunication devices _ to 3 shown in Fig. ,
acting as an initiator). The device includes
conmuni cation nmean (e.g. ,r a short-range
comruni cation uni-, 12 shown in Fiqg. 2) for receiving
whedatamfiept esenbhngaa seeondsthpdi cationiandenthanryst; and
the sane as or that is in response to a first
indindtcayi on. gpodesfepnebhehtvangeh; Fagd kndibat epgabliEansent
(e.g., all indicator 15 shown in Fig. 2) for
of todhgattngi@0 estabenshhentnofigommuandathentbetweenn the
the initiator and the target in the second indication
firpbdendeortesponding anrreadpedinontofanhéndication of the
establ i shnment of communication in Lne first.
estahpli earpoh abdechyupheathapti atokheAspepnfli cadieation mode
met hod or a programfor counterparty 2 5 indication in
by Bhpea?T#Pel d comuni cation system according no the
- . d enbodj nent of the present invention is a , ,
nat i FTEHTHOI et hgtE B Ca commimtiat ot devieel¢atgon in a
ne. o NFC connugication devices 1 to 3_shown in
iﬁ%eﬁé

ARG a8 AP ar Yat ST hat - Gar r PBE Bht Vikr el ess

onmuni cation with initiator :e.qg., one of the NFC
comE ity Cati on” HeVT ces"1 Co” 3 Shbin’ 1 -~ LFi go110 2° =

targEt] N85, i LT 2L0E) 9" BLATBLLOMEnyp comBuLer

0
nea'r:
C

tron device

inv@ﬁ@?yﬁif?lio@oﬂﬁﬂﬁf§§t}o§ 3@9 eAEhétFEgrrie?aghkng as

at_ar_ge_t at carries out wmre ess_corr_rrunlca!on wth
wir@lebDitbatorione:i Of LhenNs. icopnupicatiop deyjceselijQ

_ shown in Fig. 1, acting an initiator) to execute

NFC PEQERSSI Age 1 dJheqapt békcat Lgn3mebbed TheppyocesshiAging as
an initiator). The communication device includes
communication means (e.g., a short-range communication unit
12 shown in Fig. 2) for receiving data representing a second
indication mode that is the same as or that is in response
to a first indication mode from the target; and indicating
means (e.g., an indicator 15 shown in Fig. 2) for indicating
establishment of communication between the initiator and the
target in the second indication mode, corresponding to an
indication of the establishment of communication in the
first indication mode by the initiator.

A notification method or a program for counterparty

indication in a near field communication system according to

the third embodiment of the present invention is a
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i ncludes the steps of controlling (e.g., step S M
shown in ) reception of data representing a second
indication . node that is the sane as or that in
response to a first 15 indication node, the data
havi ng been sent fromthe tar ot ,: and. indicating
(e.g.. step 323 shown in Fig. 67 establishment of

not COMMANI SAthOMbetyeen thentalgetianddiéhecei nktgaf obnénot
the second indication node, corresponding to an

NEC | dsthue@t i of Dfn t ey st abl | shmenshefin conmungcat j odcthng as
the first indication node by the initiator. Now,

a tendod) mends ofrthes pset emsréhvent commwhi tabeon with a
described wth reference to the drawings. Fig. 1 shows
initanaexanpt egof ¢he cOnfhguiati opmofinacatommudetateésnl to 3

seem (a systemherein refers toa _ ..... 25 conb
showationtof. al plaealiyyaefadevirtesatpeygardl @ssrofram for
whet her devices the constituent are disposed ~ within
allehengapreceae)cacedrdi AGIAR eAbbdPreAtsier {RAedpresentof
invention, Referring to Fig. 1, the conma cation .
NFC syt | pet beesd e hit ees NFCE e ofmBfiPEat { BnF d8vi tesd?ttpd as
3. Tach of the NFC. conmunication devices , to .
a LWt yuredt t 02 bel Apabl eI e CaF FyFAGTOUt CNEEC L LBAF " FRe
.. Communi cation) wth_ocher gﬁc communi cation devi ce
ini B belt ofmgntT ¢ ndtict Ton GETRY" CArFPBr JkyE8So ato 3
singl e_frequency. . The_frequency.of the, carrier. waves
ool b hal NEC LBAmaN S0t ToR beuPebets Tooasd s
f'.m.eT%/g ] noth B’{g.(dﬁr% i
proé%%%né?]flch %?gé %%n%ﬁ ﬁ%gﬁ |!élpdH t bPocessing
includes the steps of controlling (e.g., step S27 shown in
Fig. 6) reception of data representing a second indication
mode that is the same as or that is in response to a first
indication mode, the data having been sent from the target;
and indicating (e.g., step S28 shown in Fig. 6)
establishment of communication between the target and the
initiator in the second indication mode, corresponding to an
indication of the establishment of communication in the
first indication mode by the initiator.
Now, embodiments of the present invention will be
described with reference to the drawings.
Fig. 1 shows an example of the configuration of a
communication system (a system herein refers to a logical
combination of a plurality of devices, regardless of whether

the constituent devices are disposed within the same case)
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Comuni cation refers to comunication that is allowed

bet ween conmmuni cati on devices within a nutual distance

of approximately 10 %, and includes comruni cation

that is carried o between conmuni cation . devices

(cases whereof) in contact each other. The

comruni cati on system shown in Fig. may be an 1C
acc@ﬁdﬁngysbeﬂml@mmbdﬁheﬁﬁeoﬁrtH@rprQEehhelhﬁghtlon

communi cation devices _to 3 are reader/witers and

t e otthernetthersig ark, |G eardsuuAl dernat | yedtyemi theludes

*.-he systenr 2 each of the NF C conmuni cati on devices
threet®FQ pmymbejcforoexdapliegsal personal Edigi bal the NFC

assi stant (PDA), a personal conputer ( :) a
Com@@migab;O@h@ﬁélC@Smétth 3oksacpehigThat s, beeachabhe of

NFC commucation e ices _ ?is a _,:,_,e that carries
carNECJ andt | BERot Vei Ai Fedld oCannandcer Tonb veatlep ekt BFC
an 1C card system Wen. : the NFC conmuni cati on

COmgEY RS T ¥0V3°FS RdpabPetrompgnebtccarfyragobursing
communi cation in two.conmuni cati on nodes, and is al so

Car%ﬁ%ﬁbw%v%? ?faﬁsﬁ%?giﬁgfaﬁﬁﬁeﬁ?ya plurallty of
t t t are
¢ P P T e e e ST ot ke,
{ d {
com e L SR ok Bks ok oEof nefhbe sSﬁ'ﬁge%@%Z in
thesiﬁﬁlffﬁd é@rf@lySC1e§9591§y§é§9§a9I gagga nRea a?leld

een us . communi Ca evi ce

comfTRAHL AL £5, an. £1 £Ct OMRGAS h£c¥‘@ 9&5@%%%5&86”

(a carrier wave correspondi ng t ere
between communication devices within a mutual distance of

approximately 10 cm, and includes communication that is
carried out between communication devices (cases thereof) in
contact with each other.

The communication system shown in Fig. 1 may be an IC
card system in which one or more of the NFC communication
devices 1 to 3 are reader/writers and the other or others
are IC cards. Alternatively, in the communication system,
each of the NFC communication devices 1 to 3 may be, for

example, a personal digital assistant (PDA), a personal

computer (PC), a cellular phone, a watch, or a pen. That is,

each of the NFC communication devices 1 to 3 is a device
that carries out NFC, and is not limited to an IC card or
reader/writer in an IC card system.

Each of the NFC communication devices 1 to 3 is capable
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to > e- data other 4'C communi cation device, i. e the
N _, comunication device 2 this case, and the NFC
comuni cati on device 2 | ock:-nodul ates the

el ectromagneti c 15 wave (a carrier r. wave
correspondi ng therevo) generated by the e M

conmmuni cation device to send daw to Me NFIC

of COMMEHEathOncaavhcecd:i&n cOthastonthhe: agtive ogdes,
the NEC communi cation devices 1 and 2 send data by "

and _®&t .also ©eotromgnetd Csm2t wavesdgenesat edobyrality of
t hensel ves (carrier waves corresponding thereto). in

traiNFEQ caren echtotd . by el ectronagneti c i nduction, a
device that first outputs el ectromagnetic wave to
stlaret twoommumiugatdadn,dn enocde deviecerdfakessd o as a
initiative of 25 communication referred to as an

pasgiig irarde . amhean nictl atornsgeénds doeonnandider ang
counterparty of conmunication, ant the counterparty

CommE gt €At | O Flet dirpist abéP‘é‘S%%Ths*éh@ NEE hecrppwraad! 1on
whereby NEC is carried out. The counterfart

devigohuhi Tt i ‘on thathe gt hsVe heodespohseli bl hEO c@rmra%d

fromthe initiator is referred to a tar

Car%@hﬁ%ﬂs hler? CHEP A Loniin, Cht hoh- OovTee Yoatarpae of
mﬁt’l o B G HITTEOREC o catf on Hagi VEG 2,
com B TR B e e N EAThRT Eatt ont St Eafe Ripsvare
ge“%‘h%%%r e R s A

c?kf§€$o@§gpﬁg'&tﬁ@yeNﬁ@d gﬁﬂﬁﬁf@aﬁb@n device, i.e.,

ectr omagnet Ic wave It
the NFC communication device 2 in this case, and the NFC

communication device 2 load-modulates the electromagnetic
wave (a carrier wave corresponding thereto) generated by the
NFC communication device 1 to send data to the NEC
communication device 1.

In contrast, in the active mode, the NFC communication
devices 1 and 2 both send data by modulating electromagnetic
waves generated by themselves (carrier waves corresponding
thereto).

In NEC carried out by electromagnetic induction, a
device that first outputs an electromagnetic wave to start
communication, i.e., a device that takes the initiative of
communication, is referred to as an initiator. The

initiator sends a command to a counterparty of communication,
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outputting to send data to the: v. "omm . uni ca Lion
device acting as the target, and NFC comruni cati on
device 2 15 | oad-nodul ate the el ectromagnetic wave
bei ng output by the NEC comrunication davit. acting
as the initiator to send data to the N. comuni cation
device 1. Inc i . S ., .. active node, the NFC
and COMALAG Gat & OPar devb eecodmact tAgias tBeukAkthat@kponse to
starts outputting an 2C el ectromagnetic wave by itself
the anchmdddl) atiesrébe NECectronmghetli sunaveThe. cosepdrgatay
to the NEC communi cation device 2 acting as the
of tangeticithemn t tiea KFC= communiicat respodewi ce thehasmmand
fini shed sending data, Life MFC conmmunication device
from the: " Cuipudti hg thecetedt romragaeticgmave. Al so,
the. _: communication device 2 acting as the target
stfamt sxagutlput tileg dmee| NG romughetdat Waveddtised f1 afihrts
nodul ates - 20 the el ectromagnetic wave to send data
outiet NOY 2 onhtfl Eatfonc devi ¢eve Bet Fhyrascereunication
initiator. Wien the N ': comunication device 2 has
Wltl? i i - s%?fm%l(a%ﬁhont%mwé cohient Eat Fefmdeyreklion

0 out put ti t he, ectronmagneti ¢c_wave. The N PC
dev %ﬁﬁn?%% R THILRS et O Rk L AU

ces emAvelé 1fhe i nudcators and 3a are

d 2a
evﬂ%%a$ %c?%ra?n %a&?ﬁ hat a secure con nunl, o f
I‘I%n t@laet QD&) %_vbe %{] St atbne W WI ! hunaicat f er{ e(i]t N F' i‘

F'70n device. For exanpl e, he
act%ﬁ%'&?l@ﬁg iﬁq%Eat@r c@ﬁglgge%ag nggﬁﬁgrgﬁted usi ng

ht emtting g devices, suc emtting

eleéﬂfﬁﬁﬁbﬁé@¥§)w§$elQﬂ@smogulésd@HéC§§ectromagnetlc wave it

is outputting to send data to the NFC communication device 2
acting as the target, and the NFC communication device 2
load-modulates the electromagnetic wave being output by the
NEC communication device 1 acting as the initiator to send
data to the NFC communication device 1.

In contrast, in the active mode, the NFC communication
device 1 acting as the initiator starts outputting an
electromagnetic wave by itself and modulates the
electromagnetic wave to send data to the NFC communication
device 2 acting as the target. When the NFC communication
device 1 has finished sending data, the NFC communication
device 1 stops outputting the electromagnetic wave. Also,
the NFC communication device 2 acting as the target starts

outputting an electromagnetic wave by itself and modulates
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such as liquid crystal displays (.[ Ds), audio out put
devices, s _'ch as alarns speakers, vibrating

devi ces, such. as 15 vibrators, or devices novabl e by
actuators or the like, M wll be described |ater

for exanple, when a secure comunication pat., has
been established between the NEC comrunication device

the _c B8Et toNEGh s0MPURL Gat t ONsendevkee 20 thBeniodi cator
-a of the Nti C comunication device | and the, 20
comhndi cat 06n 2@ v ARE T actuUnynas ahelonidewtce.2 inhdhcahe
the .s .a.c ..__o0.. ien the secure conmmunication path
NEC betweenioheioc dewlne LibasdévitehddandntihegNECa, the
conmuni cation device 2 in their respective indication
NEC npdesun Ab¢ hooghdevihe Coshupicatipnthishodhein Fig. 1
is 2., constituted by the three NEC co?)nuY ,., a..
celeptdevigestic vovs; the nunmber of NEC connunication
devices - constituting a .,arcnu:n,ca.t.o:t s
nothd iNHG @PW@CWWWQWat ; fo %rl%%de
Fur t her nor e, ;n:ia;z o systemmar in c¢' ude, for
lnd%&%ﬁ%¥% 1?C:%%rd%n%r3?eaH%FPﬁFEéV§le ahhy: indégpgors la,

e at has.hAnerno been used, as wel
%nésg%p%¥eo%ﬂ%%f%at?aﬁ HEOi Cebing § anﬁfFaaPa?.on
Conﬂun €%|On devi ce

om0 Paar aF 1 BRE" BTt HECbt REFREC"EanHiAT ca fop: Sent NFC
comggglgeélz aggvf$ghomp negé ngre R 1%%3@ %8rg ?a, 2a,

configuration o the NE

andsggr? 5 Q%heoRﬁgquEe& gg%ﬁ?o gHEsehﬁﬁEQBE Bev&bes,bguch

conmuni cat evice _ I ndes an

as PD&}‘%E‘”@mHtlne éb@&és%ﬂﬁﬁs) apge)gAPLCUR i sptatll aByYRLE,

2, a random nunb
such as ligquid crystal displays (LCDs), audioc output devices,

such as alarms or speakers, vibrating devices, such as
vibrators, or devices movable by actuators or the like. As
will be described later, for example, when a secure
communication path has been established between the NFC
communication device 1 and the NFC communication device 2,
the indicator la of the NFC communication device 1 and the
indicator 2a of the NFC communication device 2 indicate the
establishment of the secure communication path between the
NEC communication device 1 and the NFC communication device
2 in their respective indication modes.

Although the communication system shown in Fig. 1 is
constituted by the three NFC communication devices 1 to 3,

the number of NFC communication devices constituting a
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generator 13. an input unit 14, an indicator 15, and
a 15 co : t 16. The indicator " 15 is the sane as the
indicator la shown in Fig. -, with he reference
nuneral - reassigned for sinplicity of description. The
antennal forns a closed-loop ¢c o' _, and it outputs
.hai "ti._ waves in accordance wit change - in the
coman®upitioR~spfrant ithant _1isitbroughs, . tn8 €0Vl be7two or
current flows Mrough the antenna 11 when t he,
foumagnehbvcef | bxrpassinge, Uar ovghubheacobh sesvemgmas
the antenna 11 changes, The shorn range conmmruni cati on
inclmileé, 12or eeednveset heC cardendrt habdékowsithreugh theIC
antenna 11, carriesout. _,. cur n j and detection,
car@nelyelesmodfl, 2atyes shghahssobtahardobbdeEve7hdn. aTheell
short-range communi cation unit 12 decodes the
as Mehoderatetcat gpal SSVihgeh are in the formof, for
azanpi e. Manci nesten codes, and supplies t decode data
correspordi T t%0! datd? rarsh thedcdioby ar i ¥9rerehtthe NEC
NEC, communi cation device (hereinafter also referred
CompgNLrabePt | OnVdatal theVkohtrolFerlip, TAEsEONfhgurations
shoct - ran omuni cation unit 12 encode data Char . .
of LS eE R (VEnSHT I el o2 6 PF oPSKECREC: RAmant RatFoR® Fig-
device (hare natter referreq to as ansnpission . .
1G5 SUBbrrea bt heo et 8 28 HAE IR S pERun pgeion
. r.co , he. - Lam..ni ion i arried.
dev e 2 R LETTOL: dtes oF Fahont S0mant oaFi BACHEPT; 4111
be GRIfigd :Sl,i, in the passive node and ,-he anication
evice 1 acts as the Aritlator, the

The NFC communication device 1 includes an antenna 11,
a short-range communication unit 12, a random-number
generator 13, an input unit 14, an indicator 15, and a
controller 16. The indicator 15 is the same as the
indicator la shown in Fig. 1, with the reference numeral
reassigned for simplicity of description.

The antenna 11 forms a closed-loop coil, and it outputs
electromagnetic waves in accordance wit change in the amount
of current that flows through the coil. A current flows
through the antenna 11 when the magnetic flux passing
through the coil serving as the antenna 11 changes.

The short-range communication unit 12 receives the
current that flows through the antenna 11, carries out
tuning and detection, and demodulates signals obtained by

detection. The short-range communication unit 12 decodes
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short-range comuni cation unit 12 causes a current EO
flmwv 13 through the antenna 11 so that the antenna 11
is caused to. omt a carrier wave (an el ectromagnetic
,-Z- thereof) having a predeterm ned singlo
frequency. The short-ranq; e~ communication unit: 12
nodul ates the carrier wave he form of the current

the Chahodil DM & hs ogghl & hewantennae 11n aseordingosi gnaks
(hereinafter also referred to encoded signals). Thus,
exam@ple gl @ehcoaBgpLt tedvayeagenetupbedesodubaticagdtbedata
carrier wave according t t transmssion - data
corempotedi nWhen conmunreatmonted €aomni eddoafetrhetnEssi ve
node 25 and the NEC comruni cation device 1 acts as
comtrheltar get, dehece sher¢inahgercehmunieatioaduhpt as
changes ..he inpedance, as 23 - viewed fromthe
receptspdedadd) t he toel ceervphgeaslo:. he antenna 11
accordln to encoded signals. when as elect 'Y

agheétoc.t %wﬁh?#qnﬁaﬁﬁﬁ\Rﬁﬂ@ﬂﬁ%?%ﬁ*@%ruﬁbﬁe12sem%%des
been generated b a different ADC. con,'Ei u.n.icat
datg oW%I'gv}r%et%ob? h%%alaﬁmsttfﬁiielta a difragReti BEFi el d)
.%.,..., g 1' the antenna 12, in
COMPRHF Yahee %Fth%h ﬁﬁée%ﬂaﬁﬁﬁr ﬁﬁéﬁﬁﬁ@@ BP tAe coi
serv! nr a ant t ro
cradfibaion 0 ateb APb P0ed Hrne' PirccbhfrPaft 35 Eor
nee electronagnetlc wave ;:u_ :

f
exa$?fe Or%%?fManc est?r codﬁs

oni a eren conmuni cati on delce P m

dgﬁ{jerfs %sm%@eﬁpcosdt%ré%g?%?%nﬁm%d% 001581 e,

or &ﬁ@ﬂugbﬁﬂﬁhPEa fgbcfs’c rrEth gg Ehethga aGQfMB.. modECand

wave. The Podul ation sc ene used in the short-range
the NFC communication device 1 acts as the initiator, the

short-range communication unit 12 causes a current to flow
through the antenna 11 so that the antenna 11 is caused to
emit a carrier wave (an electromagnetic wave thereof) having
a predetermined single frequency. The short-range
communication unit 12 modulates the carrier wave in the form
of the current that flows through the antenna 11, according
to signals obtained by encoding transmission data
(hereinafter also referred to as encoded signals). Thus, an
electromagnetic wave generated by modulating the carrier
wave according to the transmission data is emitted.

When communication is carried out in the passive mode
and the NFC communication device 1 acts as the target, the

short-range communication unit 12 changes the impedance, as
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r.,...:.,... 1onunit 12 may be, for exanple, anplitude
c} -, r s keying (A; Wthout. mi:. .lor7 to ASK
ot her nodul ati on schenmes may be used A n ..he a or
ace conmmuni cation unin 12, such -phase shift keying (
3K or quadrmure anplitude nodulation (QAM Al so, the
degree of nodul ation can be 0 chosen as desired,
viemed houdm| thetattondap val ues such asrSeng &6 Ode 50%nna
or 7.00 The random nunber generator 13 generates a
11 zandomingunbeencanddsspphees. datiaenepneseéatitngmannethe
random nunber to the controller 16. 25 The input unit
wavd4thael sdesebut s oascaswi échnaye nschaphbaen etgerdhed by
inpuL t 14 is operated rec. - 24 input of speec .
a dihenr¢he WEGrcenrerscyapoudey heer aet FoRs €0 REhE:INES
| i communi cation device The controller 16 i3 fornmed,
(magept bxafpf &) Waﬁ beppotesser stehndstaccenteara 11, in
rocessing unit (CPU) or a mcro ., processor unit (P
acc&gda@ge w%t?lﬁh%?%ﬁe%%rE?ﬁeﬂmpe%?BE?aﬁE tbﬁec01l serving
control l er ﬁlcontro S bl acks of the

th
as ToTminT TALT oh! debilgerd gh%f@xﬁﬁﬁ?ﬁg BP%d%?E?ﬂ?ﬁeﬁlhalso
di . 1 1 t t
cha gy b R PP SV e b oEhpe FoR ARt et Prom
eleé%E?%an%tic wa&SSOu 39 f%gﬁ gogtEQELSEt QEQUppIIeS
e’ s range I caalon unit

comﬁﬁ%?ég%féﬁo@egééa %hﬂ$duf Qg aééépéﬂhﬁ:EQ égcg&ggr

devi ces ock ragr
sigeXaapl end h@raﬁ%lég%ﬁt hon, f Hé‘%kQ%mﬁE@éSV@Q the

execution of
different NFC communication device outputting the

electromagnetic wave.

The modulation scheme used in the short-range
communication unit 12 may be, for example, amplitude shift
keying (ASK). Without limitation to ASK, other modulation
schemes may be used in the short-range communication unit 12,
such as phase shift keying (PSK) or quadrature amplitude
modulation (QAM). Also, the degree of modulation can be
chosen as desired, without limitation to values such as 8%
to 30%, 50%, or 100%.

The random-number generator 13 generates a random
number, and supplies data representing the random number to
the controller 16.

The input unit 14 includes buttons, switches, a

microphone, etc. The input unit 14 is operated or receives
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15 predeterm ned prograns by the controller 16. By
exec of the predeterm ned prograns by the controller

16, functions of - a comunication c.. E. ... . r 31.

an indication- node setter 32, an indication

controller 3 a key exchanger 34, an er. | ypt:ion d p

on unit 35, and a data processor 20 6, - The C'il.
inpUdt|of.speeerr.when.the uses.entefs contooksitbhershoidas to

range communi cation ",.?t7 :. 12 according to

the i WSt ruetivonscot1@niaputcbylt he user via the input unit
14, etc. Also, the conmmunication controller 31
sﬂﬂﬁ|Qﬁﬁﬁﬁﬂiﬁﬂﬁ(ﬁﬁ(ﬂﬁéﬁdﬁ@ﬂﬁ for otdrewlN - cemmur
, _i0". devices, supplied from ™ the short r an
prOC€SS@ﬁ S%Chl%s 3 eeRt IRt tPIRCe s ol ntieu Al ¢@PY bnornddeicro
setter ' 31", the indication controller 33,
PrO%%S%yu%k%h%%%F 34BY ofXeF Rl RACPYEIRF S BRI NPt PROGARES /
ropriate. rthernDre t he connunlcatlon
thec%%%?ﬁ$fg?r £6o%?%Fﬁ% %nth%né}95¥?oﬂfk59efwgﬁ1t key
whanger 34d an r gs the 5 encrggfton ke%d
COI“IE%}‘E ‘fja%@e %%h?%n BT o= TNt 2Pt oM tH Processmg
t| ontroller 31 bt ajns transm SsSj
accEOTTHE, f8LL AP SO0l L0 Sndie GRYTLES HPER T Ege 1A8he

unit YPlor rele n&'@f&{ d%@gé‘tﬁ%&lh QPdN&‘pBHnﬁﬁnEBgt

transm ssi o dat a --range conmani

devi@%é 12Al§9 V@ﬁ@ é@ﬁtf&figfvige &??P§é§ as £H§ short-

initiator, one indication-nod er 32 sets an -.ui.
ran&%\é%mmunlcatlon unit 12 transmission data that is to be

transmitted to other NFC communication devices.

Fig. 3 is a block diagram showing an example of the
configuration of functions achieved by execution of
predetermined programs by the controller 16. By execution
of the predetermined programs by the controller 16,
functions of a communication controller 31, an indication-
mode setter 32, an indication controller 33, a key exchanger
34, an encryption/decryption unit 35, and a data processor
36.

The communication controller 31 controls the short-
range communication unit 12 according to instructions input
by the user via the input unit 14, etc. Also, the
communication controller 31 supplies reception data from
other NFC communication devices, supplied from the short-

range communication unit 12, to the indication-mode setter
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node for he NE C. coinmunicc" ion device 1 acting the
initiator (hereinafter referred to as an first
indication 1ioue.) and an indication noan for a
different N..... _5 cotinmunicac _n device acting as
the target (hereinafter referred to as a second
i ndication novie' on the basis of the random nunber
32, stippl iedi ££0mt heorandom Aupber t geneeat ekcld3ngedhes, or
i ndi cati on-node setter 32 supplies _a . nt i, cho
the femistypindbcadéonypatcen (herei pafbterapetepredcéo as
initiator-- ndicanion-node data) the indication
Furtclomtmot ¢ ertl33. comhsocaidhecondrcat éon3radet sehtean32
supplies data representing the second indication
encngdel off hetei hadt erhe ekeyredchentar get » - andradppliesohhe
nc. -de data) the comruni cation controller 31, The

en6¢Y@ﬁt@m|b©YtEW the ghort- faHQQSC@hmaﬁhgath@eunlt|lZe
SN B AV AYA B -ata device fromthe enc. y'p ion/o.ec
Alsgp Lhorcumreniastion Foadication éonePbhies eragspission
controls the indicator 15 on the basis of the
dat%e??.??b?? %EC CO%%unl%aEé?% @%Eb??%dfroﬁethecat 0:
32 or the data rans tted froma djffer n
enc%¥ﬁﬁ%ﬁ@¢%ecr$QF%%% ?%ﬂ?c%% %Bpghbﬁﬁtﬁﬁ? hragggrasion
conmuni cat,j on has been sta with a
dat T ortas e BELD N8R OR N ERbACun RN

e%ﬁﬂﬁﬁQﬁ{ %ﬁx?xc%%ﬂﬂl Kﬁ 6%%4§%dif§§g§Q§S'tECH

conmini cation devi ce W car-ed

1n1@1§t?<?f' f%tﬁ%‘iﬁdﬂ‘@‘@{‘oﬁhﬁ ki sgt{: fya ggggogndfxagsaaon

acts as f Initrator k exc anger gener at es
mod®¥Er the NFC communication device 1 acting as the

initiator (hereinafter referred to as an first indication
mode) and an indication mode for a different NEC
communication device acting as the target (hereinafter
referred to as a second indication mode) on the basis of the
random number supplied from the random-number generator 13.
The indication-mode setter 32 supplies data representing the
first indication mode (hereinafter referred to as initiator-
indication-mode data) to the indication controller 33. Also,
the indication-mode setter 32 supplies data representing the
second indication mode (hereinafter referred to as target-
indication-mode data) to the communication controller 31.
The indication controller 33 obtains target-indication-
mode data transmitted from a different NFC communication

device from the encryption/decryption unit 35. The
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of asymmetric e 'ypi__ o.. key and decryption key. The
key exchanger 34 sapp.i-es the encryption key the
_:C:_unit a on controller 31. The communi cati on
controller 15 31 on key encrypted using the
encryption key (herei-nafrer referred red to as an
encrypted session key), n:" 1.:.:.8 _ ?:'"~: "d from
indacdiféerenttrol I€& cORMUOLCAbL ONthe _igdieatbtangebh the
Wth which ¢c?C ,.1 ¢ ~JI~ is carried out. Me key
basexchanges 34iB8eaptr-ithecencoyphedesesshonukpyiasi Agom
the 20 decrypLion key paired with the encryption key
the ysedicot iencrype shetsessPonrkelye amdgsupphiésathen-mode
session key obtained by the i. pp.' en no the
datenerypsnonldecrypri anduhfergss WienceheuNECation device,
communi cation device _ z ,,L . as the target, 25
theyeby cyeehnexehanteri3atebt abnsof plopvt heaEommBAFEEEi on
confroller 31 an encryption key .t r.ai.mt t d froma
COMYiR e eht -R2 DY EIE BoRm e%t@}afé?h?dd\éﬂfiihea(ﬁhﬁ??ﬁ?m)NFC
Wit h ich copmunication is carried o-n. :. Also, the
COMPIN I EXhARgdTVE"S! .. e TiC e S a session key on the

). c f d te: by th

T ml ey o R0 M A B LR s rent

h 4 . i k ing :t..=.. n_.. .
R A AT ST

out L NOERETYPLEL: SELELON HEYn ! Pl NgeE LOLAURLCR: 181 device 1
- : y exchanger suppl i'es

act%?@ée@§éypﬁ§@iatopr.@hgeye§h§xéh§ﬁg8£ 5&C§¥H&rgggsugi£air
of as?mmetric encryption key and decryption key. The key
exchanger 34 supplies the encryption key to the
communication controller 31. The communication controller
31 obtains a session key encrypted using the encryption key
(hereinafter referred to as an encrypted session key),
transmitted from a different NFC communication device
(target) with which communication is carried out. The key
exchanger 34 decrypts the encrypted session key using the
decryption key paired with the encryption key used to
encrypt the session key, and supplies the session key
obtained by the decryption to the encryption/decryption unit
35.

When the NFC communication device 1 acts as the target,

the key exchanger 34 obtains from the communication

controller 31 an encryption key transmitted from a different
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A The encrypt n de- ptio unit 35 obtains fromthe
comruni cation controller -31 reception data received
froma :.fferen_, FTrc: comunication device. The .an
;r)tron/decry :.-on unit 35 decrypts the reception
data us_ the session key, and supplies the yp _ data
to 15 the data processor 36. Also, the ' ere,pt.7 o
NFC divren®npeatiomi devB335 obtat hstdrpomvihe datanprocessor
36 transmi ssion data t: at to be transmitted to a
conmif ferentn kKEC devi tced Jhe. enslsd> tloa/ keypexchangani 84
t 35 encrypts the transm ssion data using the session
genkeyteand suppldeskeheorenchypeedidara at oattenrnumber
.C?2.,'". oit :_ont r | _c.r 31. The data processor 36
geneikeel dav prletiet ordhedupprocessingetan the bBsishefmohe,
data supplied fromthe e.ne p.io. decry .,.on. unit
the gy \@chddat & priocessbr 36 S%%i)b@ﬁleéefr‘élﬁslﬁgs’éh@n
data that to be transmtted to a  22different NFC
SnCiYiatCl ngBGeW%%S‘T”ot‘f‘h% Lremi taectypriaton, uppd 3spplies
Next rocessing executed In the il: ion, 6 device 1 n
thevﬁ??f%ét%%sﬁ??ﬁganrg?@r@ﬁc@ 0 FIGEN ARG R SRR TR 3L
foLl,owm ng descripulon.will be given in the context an
e T oher i A B REC RoRiin] K21 | GR° dRVT BLP Eais R85 e
[ Niyti : nicati device 2 acts as
key E%%ne%éa?\%grg%%%]@béf?ﬁi%&§€% c%‘?ﬁmni cation
: . ce. it i nj.t..at i - ' re
o e Py R UG My SR
com@HHBHY G | O deyl €& 23 ACLd NG, @S, 4 Ng. L ar gete WL P8y

sinply referred to as the target. rst , a process
dif £t byrd heoMdEG Oeaimbh &&FiOEt  The
encryption/decryption unit 35 decrypts the reception data
using the session key, and supplies the decrypted data to
the data processor 36. Also, the encryption/decryption unit
35 obtains from the data processor 36 transmission data that
is to be transmitted to a different NFC communication device.
The encryption/decryption unit 35 encrypts the transmission
data using the session key, and supplies the encrypted data
to the communication controller 31.

The data processor 36 executes predetermined processing
on the basis of the data supplied from the
encryption/decryption unit 35. Also, the data processor 36
supplies transmission data that is to be transmitted to a
different NFC communication device to the

encryption/decryption unit 35.
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device 1 acting as the initiator will be described
W th reference to a Flowchart shown in Fig. 4. .o
B S .e short-range conmuni cation n. 12 ecctes

polllng Nbre specifically, the short-range - 15,

ornn7 n .ca 10x1 ani: 12 sends polling comands at pr

cm.-d intervals via the antenna 11 under the

card:e0l .porfedhigrgad Ll 4d anLontd adbd@iuBleat fon

step 32, the short-range communi cation uniz L2 checks
devirbet herial ped | dagef esponset: hase beeantecebvedgsWiento20.

it 1;,. "o; t?7T m7i:. ec .). step A Lost a pol Ug
Therespomgend 7désqr ot i beenit ecied vetyehhénprbeessntektras an
to step Si, and steps S!' and 52 are repeated until it

examsldetesne nelde . NFQ stepuSicéhadtnadpoiténg nespoasethas
been received, Wien is de c r_, ned in step 32 that a

iniporlspngr2d tlespdnsechasubeent receilvedset Reaprocessthe
proceeds to stet; ,,.... Mre s per__ tali , the

tar%@bces%epebeee@%rtoteee%ngchennLﬂetlge tarvpee 1 acting
receives at O L C2 signal in step S21 and ends a

as %%@I%%@t%%%%6H%Ef%oﬁﬁaﬁﬁmpgys¥%§esﬁ?daﬁ@ ghethe initiator
short-range c ommuni cat i on 12 of the ,

and |t | Byor CYBES VAT A ?@¥pofse 2commd, as the:tpgget will

d bed_ later with reference toc. Q In step S3,

oo FHES %yre%%lﬁ]a%e*fosﬁsg%%%rafwégesn bb - . PIS
and a decr t on ke pe_c i f.i_c a
%lrs s H<eyCy Icheé‘ﬁ efg/bb nﬂe}eét@ o P oron

devfégnyeééf ngnggyPﬁeofnltlator will be described with

reference to a flowchart shown in Fig. 4.

In step S1, the short-range communication unit 12
executes polling. More specifically, the short-range
communication unit 12 sends polling commands at
predetermined intervals via the antenna 11 under the control
of the communication controller 31.

In step S2, the short-range communication unit 12
checks whether a polling response has been received. When
it is determined in step S2 that a polling response has not
been received, the process returns to step S1, and steps Sl
and S2 are repeated until it is determined in step S2 that a
polling response has been received.

When it is determined in step S2 that a polling
response has been received, the process proceeds to step S3.

More specifically, the process proceeds to step S3 when the
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Key and decryption key based on a public-key c-ryt
-0 _ _er such the EISA (Rvet Shamr Ad..Cnma.a.) |
y ptos m an In step 24, the s _Lort- range Q..
cation unU 12 sends an C._ crib on key and an |ID
More specifically, the key exchanger 1 supplies tne
gsnera7ed encryption key to the ol: controller 31

tardbe g@@@y@égaéifalgimg-§&gn§pnlﬁog{@ﬁ 4513dn8upphbigsa
the encryption key and an TD that serves as

poll deqt +&ésatsoncomhenaat hoptépesi¥Y epaMuREcahbon-deviee

1 acting as the initiator to the short-range
commcomhat cat i onit uhktoQ tAbeishotttvangeceonmuntbat refponse

unit: 12 sends the encryption key and the initiator 0O
comtand heat avgét weadbkeriaerdt lemra. with Asfeaence the Fig. 6.

escrihee _ter with reference to Pig. 6, the .yet

r doeiates tthe encr ypty orkKeyngand34 heenadtieat orn D i ns

t e p S23, generates a. s e s s i 0 n key in step S24,
encrayt sehdseytand he factvatornakeessi Yparreyreapfepeedy, the

using the 25 encryption key transmtted fromthe _
key i preilaRorr an? eferypReds 2-PalrsenareyychrdafntIvyPhapn

serves as identification,. -- 30 - _nformat, a, .:..._
key t fed NECCEONhm? c A8 Y oR2 devi €@ 2 BUPAhG A4SVt REYPtAFgetsW

step 526._- s% S5, short-range communi cation unit
SUCH 0 Giei YR | REVenbr YRTRH" ShALr bR key” SRECSTPEED, on
ellfé@?gpéé£$g c?yé{gn%§gge%?rgthHéaEiggmthggggt%%ystem.

In step S4, the short-range communication unit 12 sends
an encryption key and an ID. More specifically, the key
exchanger 34 supplies the generated encryption key to the
communication controller 31. The communication controller
31 supplies the encryption key and an ID that serves as
identification information of the NFC communication device 1
acting as the initiator to the short-range communication
unit 12. The short-range communication unit 12 sends the
encryption key and the initiator ID to the target via the
antenna 11.
As will be described later with reference to Fig. 6,

the target receives the encryption key and the initiator ID
in step S23, generates a session key in step S24, and sends
to the initiator a session key encrypted using the

encryption key transmitted from the initiator (an encrypted

session key) and an ID that serves as identification
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Sn step S6, the key exchanger 34 decr pt:s the

encrypted session key. Moire specifically, .y, the NEC

coormunication devi ce .. suppl i es the

encrypted session e and the target .D the cc

ciunicati<t controller _ The comon _cet inn 1"

controller ?1 supplies ie_ . encrypted key to the key
infexehahgero84tandvrbectanget chbibo tibeiVdi cabteNng as the

con7raller 33. The key exchanger 34 decrypts the
tareacr ypt edeses26.on key using he decryption key

generated in soap SV As wll be described later with

r efrerermge 30 FRilge $ort-rangs .dogessiont key obtai hed

by the decryption is a snared k ,| generated by the
rece¢ayget tosi agcavpandostnahber ke Fupthlerhor éD trhesmitted

encrypted session key is encrypted using the
fromnehyptdbnet kéya geher atbanby {Ee initiator, s._ that

the encrypted session key can only be decrypted using

t He! dEECR atG o Key<20 DuHeN By Life deftyRtdrihe encrypted

Furthernore, "the session key renmains eVective only

SESHPT nGEY he 'AUFF eRPSEOMTAT €4t i BRS YESSFERHIUThGEC 1 PRe

' ' d ly by th initiat dth
AoV LGS gbr o WFP L heS CORT eRbCLERMEM SREFOR™ BedsPBn, CPRaFaroet
o (5 EyENChARLETCHpLag LR ERELRAKeY HBR Bomlhige S:

y € nhna. 0_ he tar _
contlfi1 o8 SEnal RETE Y PLE R ACTIUPLACLLO0 MR DpBoe8 Lrgliey

' . N (S 32~Sets .jlpdicaton
xRy ot ceRo Shsetasen hpslce citec o
33. Unjfte 14 sUppih €85CAN8, T §PEE ﬁ@&'BﬂeaeHELQBtgﬁeEegﬁéon key

random nunber to the indication-node setter $2.
using the decryption key generated in step S3.

As will be described later with reference to Fig. 6,
the session key obtained by the decryption is a shared key
generated by the target using a random number. Furthermore,
the encrypted session key is encrypted using the encryption
key generated by the initiator, so that the encrypted
session key can only be decrypted using the decryption key
owned by the initiator. Furthermore, the session key
remains effective only during the current communication
session. Thus, the session key is owned only by the
initiator and the target of the current communication
session, so that data encrypted using the session key can

only be decrypted by the initiator and the target.

Therefore, a secure encrypted communication path is

_31_



1.1'1CGtl 9f i_.-i_. node setter 'sl sacs an first

i ndi cati on node and _. second indication node on tne

oasi s of ;he random nunber nece, ire(l in step S8,

the indication-node setter a_ reports the 10

i ndi cati on nmade. More specifically. the

i ndi cation-node setter 32 supplies n it al,or
establnhshederdanac cepresentyag tLhe tndi cattonatseds, to

the indication. controller 33. Also, the indication

- modestsgt t€r, 3hesupplies idratmctetsettend 32 (&sts ean,

fa%. data p, e.. i _7.7 the second s? note the
indemcidn moom/uetngpé randomnntmB5r. Theorenspeotifovnally,
ec_yption unit 35 cysts the .-a_ --._nd c data a , z.

the thepgessibh V4 keyppaheds dendsrehecsenciypt edgenerdcad
ol: u.- data to the tane: via the conmmunication

rangghtrenber totheesindiengl M 0odni se1ter aAd tHee
antenna LI. _e target receives the taree nd c t.i n

lndlc%l'él%f%w%t%%t@]? Heseeipedn | ﬁ%é?tm}@ﬁl@@¥é@@n@@d@ oand
Fig. V.lIn stew 9, the indicator 15 indicates that a
a S%%%nu?eln%@*fl?n CRO9R Yat AiRaRapeenolstab. TangPRhnEReer
targg 25 Marc specifically, " _nder the ccontrol of
FECEhE ndlcatlon controller <, the indicator indicates
cur at i.on ath has been

MAfhfﬁhé)targgimﬂﬂﬁ Pt q?cﬁ??ﬁﬁﬁai%#ﬁéé&ﬁ#%gﬁ?
lndgy g%H%o?g ﬁ%E?”Eggefﬁigaliy;nEﬁéSl%aﬂgatignsﬁege

erence n cooperation

setﬂ%fh3§h§uéguiéél 1t£§@%§11§&l9é§90ﬁnﬂ68@tSgtghat a

secure Cco ni caken pat
representing the first indication mode to the indication

controller 33. Also, the indication-mode setter 32 supplies
target-indication-mode data representing the second
indication mode to the encryption/decryption unit 35. The
encryption/decryption unit 35 encrypts the target-
indication-mode data using the session key, and sends the
encrypted target-indication-mode data to the target via the
communication controller 31, the short-range communication
unit 12, and the antenna 11.

The target receives the target-indication-mode data in
step S27 described later with reference to Fig. 6.

In step S9, the indicator 15 indicates that a secure
communication path has been established with the target.
More specifically, under the control of the indication

controller 33, the indicator 15 indicates that a secure
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been established with Me initiator, in the indicatlon

node represented by the ta gt -indr a,. L- n ..cde

data transmtted fromthe initiator. For exanp |e,

.".. _. eindicator 15 fornred a g 1 0 ens' 1 in

device such as a light emtting ng diode or a gh

bul b, by causing the indicator __ ¢ he initiator and
comhfi@i chndbgap 9rn 182 9f nthg targstitRetiupneANcWK offqkR, in

synchroni zation with each other, is possible to
thei ndiicaieiot habda SEEUEE=E6OBHUPI, Cahkonnpat hrhasihgenation-

established. n 12, this case, for -p e, can LED wiod
modé oaend ant LEDL §; timepethodtepf §28CHsscriibelfi gatbr. @ateh

,.._. usingac__. :.r.~" nunber in stop 57, and
referanoettondiga. 6, . inonoopdeadadba wepheseat ingtiheo©ON the

period to and the OFF period t if is transmtted from
targhe aipdptiatoratest heatasgetcunestepmS8ickhsbradadoh has

causing the E; Ds to turn on and off in
beegypehrohi 2ati onlit hheatchlibiheer, fortkgamptecathenD3ode

J -,. cthe initiator and the target nay be ::aused
rep¥eseurpdwpY htihet3egetieledli corioForodrafple, tranfaitted

indicator 15 is formed of a display device, such as a
from; yuf dt et ystaPrdisplay ,.,CD), it is 25 possible to

i ndi cate that a secure cor,.-un cation path has _been

estHblS Dy "CHUSI Y tHE TR Tat bt 4% of THHE 33 @ Light

.initiator.and indicator 15 of the tar t.tq display.the
emi A e 1 gl 551 1 branClehfEht b pibSechE ool LhE

ike. in_this ; -., . ..' . v foron Lo ot

butd, Sy colat fhsber naichron ba arsphayei tiathe 28R tre

inaldg bpsis of a.Lapdom pupher in shep,.Sk¢rangd
synchronization with each other, it is possible to indicate
that a secure communication path has been established. 1In
this case, for example, an LED ON period ton and an LED OFF
period toff shown in Fig. 5 are set using a random number in
step S7, and target-indication-mode data representing the ON
period ton and the OFF period toff is transmitted from the
initiator to the target in step S8. 1Instead of causing the
LEDs to turn on and off in synchronization with each other,
for example, the LEDs of the initiator and the target may be
caused to turn on with the same color.

For example, the indicator 15 is formed of a display
device, such as a liquid crystal display (LCD), it is
possible to indicate that a secure communication path has

been established by causing the indicator 15 of the
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5 ,__, et-indication--node data representlng t he

di splay content is transmtted fromthe ni.: t__ to
the -target: in step 3% Yep. .,.lte n<. o. p, for
exanpl e, when the indicator Wis fornmed of an audio o.
u: , device, such a speakec or an alarm it is

possible to indicate that a secure conmmunication path

lnlbfétgﬁegn&SEQQIi§@§9a95rC@ySbegtB@etakagtcegoaléélg§ the
to1:0or and the indicator o the Large_ to output

sam§0M8¢lM@tbm€§ sgﬂ@tﬂgéodyllihyibﬂhrgltg@xt tepetnheriike.
peri od case, for exanpl e, content of sound

In that cat®, becputpahpi s, sebnaBnthenbasis b Berandpms}sdd
nunber An step S7, and target-indicatt.'oii-npde dava

is X&€pof €hé-bAsisthe andaceshentmbsrtiansaept ed, f eom

the Lnitiator to the target in step S8, S _|.
tarabtefrnat cael yn-mheéa dhEalndpcaEentlngStﬁerdEdpaEyacontent

nobi | e device, such as a robot or a vibrator, it is 20
is possibietto fndihcabhe inatiaaosetqreheohﬁugEtathOﬁtpat58.

nas beet e: :t., : tt-_ by causing the indicator

150 aHeerriatiitveatior amd ¢henh i cator 1% ofndheator 15
~ target to .cu the sane operation. For exanple, robors
is Berpp@ Ofj Adi eatbpsOrBPYt18eHbCEe EHENsARRANBRABKS OPY an

vibrators as the indicator .. 5 Jibe ale in the same
alarm/tl?el?npO?ﬁl?h?St€aé%le6Fe EﬁﬁF ?héeCBEe a...- n

of the |nd|cators 15 %
Comm%%66ﬁ¥lﬂﬁnB%F b%?ssP%ﬁnS?StaQHasﬁﬁ abyréﬁPééﬁﬂtFHS

t he operati ransmtted fro % e initia é
ind{ TR 1 h O ot SR RS PR AS0) FhFs PULSARE PecBgnty
targgg téhgutput sound with the same melody, rhythm, pitch,
tone, or period. In this case, for example, content of
sound that is to be output is set on the basis of a random
number in step S7, and target-indication-mode data
representing the sound content is transmitted from the
initiator to the target in step S8.

Still alternatively, when the indicator 15 is formed of

a mobile device, such as a robot or a vibrator, it is
possible to indicate that a secure communication path has
been established by causing the indicator 15 of the
initiator and the indicator 15 of the target to execute the
same operation. For example, robots as the indicators 15
move 1n the same manner, or vibrators as the indicator 15

vibrate in the same pattern. In this case, for example, the

operation of the indicators 15 is set on the basis of a
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ion by the indicator 15 the initiator and 'tie:

i ndication by the indicator 15 of the target
corresponds to each other (are associated with each
other) and that the indicaEar 15 at tee ini cQuor and
the indicator 15 of the target operate in cooperation
with each other, h_ 10 indication nodes of the

randidth t hatosr and thept argesnneedryot-inecessaphlyobe thea
same. Foex amp |l e, Wen. the - icators 15 are

repadiek 0t Ond pthe depy¥reesoni tsi srpossibtedt orbartha initiator
consonance or a dissonance with a and output fromthe
to tiktiatoet and atspudd. out-pot fromthe target.
Al teKnaciveiy, 1. a for exanple, when che indicators
13 sarlerdi s ayt devigessithe té ni¢datorzanthathetltar get
may display trotu y r-. p ndinr; images or display
lnd%@@ﬁ%ﬁ@sth%betb@@tﬁ@?ofolﬁwQfsthgléﬂlhéahpﬁgﬁuﬁ bed
e. Yet " 7 tern;. tively , for exanple, when the
lndlr%ﬁ:%@o% 15e ab e wBBi P HevpEeshet harpAL] FPﬁf-eéPOaﬁé to
20 the target may performwitua |: correspond
ea%p%‘f%ﬁoh%re ASSHe' data AhbNt RRCRaphRer) . ang: th%w&he
data actual ly re presentin ne 05
lnd’lr?l%ﬁ%]ét]rg ? eh l“bF%%E?ﬁgan ChES Theidator T8 55 ch3

carddt B PP B compammhah Ukt ofili BERPER Erfies 1o
1nd1€% o?imo¥ Elgﬁéloglgfgfgden? tggskgrgﬁt need not
necé@géﬁgi o@eSthe sa@g SOFéPaéxéﬂgfé'[#ﬁéh'?ﬁ%”EHHféé rs

can et an the basis of a

15 dhe Astid o0fp@ndallpe-Larget; penformi ndicavion 5

consonance or a dissonance with a sound output from the
initiator and a sound output from the target. Alternatively,
for example, when the indicators 15 are display devices, the
initiator and the target may display mutually corresponding
images or display segments that together form a single
meaningful word or sentence. Yet alternatively, for example,
when the indicators 15 are mobile devices, the initiator and
the target may perform mutually corresponding operations.

As the initiator-indication-mode data and the target-
indication-mode data, data actually representing the manner
of indication (e.g., blinking cycle or melody) may be set.
Alternatively, it is possible to set in advance a plurality
of indication modes in each NFC communication device and

assign identification numbers identifying the indication
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in.C, ... C .,v? . i 7:Y manners, the ,.,e...

can r 3J 1 , b identify an NFC comruni cati on device

with which a secure OOt ..nuC at n path has been

established, Fuitne- o, it . LS possible to cause the

target to present information . g. , device nane, or

design) -de-ttryi g the fniriatwk (e.g., display an
modésage ohaouipebtiiOcatsedundhnandscadsenthectnbhi aherpasis

to present informaKon (e.g., 1D, device nane, or

of #dlesagn@mi denbefying the target -.. g. , display an
i mge output a sound) so :Lian the user [.,; ,,..1, C
~-3iQ)cd .the timneldter ,and rtipaltdroft i par fore idndication
;nly'. step ... , the comunication ion controller:

in Bdtehetkscdbrabethering oracoansei paet ysef cavampadily
, , on has been accepted by the user. Mre
lde@béEYfa@amfg coenanicdi cani aavoca wdesi vedcpPta secure
conmuni cati on device (the NFC communi cation device _.
COMPRR 5CF FrpPD ?ah%sh%%eheﬁﬁL?ﬁﬁ@?k@éhﬁﬁrrespondingly to
i ndi cation by the i ndicator 1~5 of 1'.1:
i rfi 4 @tormere e, ltus]e?r Wf'f%ﬁ)lﬁ st%aq%}l?%p?ké%e‘?ﬂlf‘@‘@t to
accept apce of é s connunlcatlon . via
pre%%%t.hﬁﬂ?rmathﬂ?t 445 - WhER- GaF &1 FEpFaBent PR Sellon)

e of .the.cou 1 er conmuni cati on

ste Qe B Bo o RS Pipul SUl s 14550A6 SBnrBARF 65t SEBRUE
B T W o B
(o410 PESCES%: DERARGS 10 BLShonFlluctBun ARGSLRE Blge:
@Ut Q§§§1§9nyyniﬁ§§é08r yhepeby data,that t Bg USehe yser
can identify the counterparty of communication more reliably.
In step S10, the communication controller 31 checks
whether the counterparty of communication has been accepted
by the user. More specifically, when indication by a
desired NFC communication device (the NFC communication
device 2 in this example) has been performed correspondingly
to indication by the indicator 15 of the initiator, the user
inputs data representing acceptance of the counterparty of
communication via the input unit 14. When data representing
acceptance of the counterparty of communication is obtained
from the input unit 14, the communication controller 31
determines that the counterparty of communication has been

accepted by the user. Then, the process proceeds to step

S11.
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wi shes to actually ,:=:e tinge ' ¢ a ged between the
in. f .,rf_oi and the target. Since the data exchanged

is 5 encrypted i . a session key, the security of M
ct t is assured. At this tinme, the conmunication nmade
may be swo eo. froms_ lort -ra, - coz...i.n..ca :: a

node in which comunication can he carried out at a

| ongest &l st ancecis® shortirdaja cambei exehangedit 12

between renote locations, i',. e:i with the target has
carbeen duni gdhed, comhenprecess, rehurasdyt dastephStl thandser

stop G and the subsequent steps descri bed above are
wisexectbedctWaehyi exitBahgeTannedcbtepedlDethatnt heeof

conmuni cation "o.. been accepted by the user, the
iniprocpssanét uhastaogePLe: Since. tFerdeXanpkehamged is

indicatior. by a desired NEC cotimani cation device
enCHESL Gt UbEen peFfoFHeR! kegor Fespeadingly 0§ thetdata is

i ndi cation by the indicator 15 of the initiator, or
ASSWhen- i ndF calt ont B r eSpBNEPHEUR6CRRUPEATPOR BYY bﬁe

i ndicator 15 the initiator has been per  ?[:
switched Lo shaFcat6R dePieeleRatorstai £ BPEAL lflr‘th‘-Ch

NEC connunl ation geV|$ the user inputs
ghg

com%%?ép?gb?%sgﬂ? a ceFrle out a Br- d1§t6pce S0
th
e F OB L vl o 8L

h {
1%'[ e cormunl Céﬁ ﬁ\z)nncergognﬂcon (g?? nkpéj%lb%%réjgfrjfﬁlﬁse}%ed
thetﬁ@%cé§§ rétﬁfhset as%%%nglcOQHHnégé ?ﬁa 98& been

accepted | the process refturns step

subSdquaid §E§§sS&e§891bé@ea§89§egﬂ@”éxé&ﬁ@éddescr'bed

above are executed. .. ,. . Linme, in order to
CarHan out J_Cé)rHBHBﬁ@lTﬂéH] J_Cr@tsﬂé)@ D e JORHACKH @ehterparcy

reliably with a desired NF C conmuni cation cation
of dewheeiciheon EhOMot been accepted by the user, the
process returns to step S10. For example, when indication
by a desired NFC communication device has not been performed
correspondingly to indication by the indicator 15 of the
initiator, or when indication corresponding to indication by
the indicator 15 of the initiator has been performed by an
NFC communication device that is different from the desired
NFC communication device, the user inputs data representing
rejection of the counterparty of communication via the input
unit 14. When data representing rejection of the
counterparty of communication is obtained from the input

unit 14, the communication controller 31 determines that the

counterparty of communication has not been accepted by the
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the _ rejected NFC communi cati on device may be stored
so that an N C comruni cati on device having an .o
different fromtno stored IDw !l be detected from
then o::,. Next, atarget .i:. a p. ~r~ - ~~vtesa by t
h-e An association with ohs process executed by the
initiator shown in Fig. 4 10 wll be described wth

useref eresse theapldecsQUartuzhsown EE@% Si,NaglOBt=p9281, and
t he short-range comuni cati on 12 of the t ar get

ther ecebugsentastbpsadtennabdd tbevpobkkkengxeemmand At this
transmtted fromthe initiators : : . in S described
timearineprdethtpeterenceut comkiigicatibn sbep gutiheély and
short-range conmmuni cation unit ].2 sends a response
relgohandito &héephirefalidf vpamChocahtenndetlice, khesIb of
e p 322, the mTrt.-ralge. r )nnunic, cation unit 12!
theré@é??é@dtNECeﬂ@me@%Gﬁtk@y dadithemaP beamspiretiedo that
fromthe 2C initiator - in svop 523 described earlier
an We¢hceererencklen dfvgceqhaThegshor {0r dhgéerent from the
communi cation unit 12 supplies the encryption key and
SLO¥Re {Hi¥iatoPeMebethedcorftinFBaEi 8- control ler 31-
The c .. tcat Lon controller 31 s ijes one
nfer%'éor?%%ﬁ%ee%@e%%% MY alefert %aggﬁdl@h%swﬂ%won
to the ind [

32 .
Wlt%zihe %roﬁ%ﬁseiéﬁ%HE%gt%X 6fﬁe??f§ g5§e§§?8ﬁ E%Sgﬁa'a4
w1l%3§%engC99gB§or1¥gr%e%%e0| IC% ¥ wch ""@{wﬂrﬁf Fig.

r "genera genera &S &° andom
¢. a predeterm ned nunber of digits. The key d, hang 3
" obtains data representing the random nunber fromthe

randapey & nunber generator 3., OE0EI B Snfe 12 of

sessi on key usi ng the randon1nu er as a
thelBard&Ff NreShNGEst NEaDELPALLERA0T 1 the polllng command
transmitted from the initiator in step S1 described earlier
with reference to Fig. 4.

In step S22, the short-range communication unit 12
sends a response command to the initiator wvia the antenna 11.
In step S22, the short-range communication unit 12
recelives the encryption key and the ID transmitted from the

initiator in step S23 described earlier with reference to
Fig. 4. The short-range communication unit 12 supplies the
encryption key and the initiator ID to the communication
controller 31. The communication controller 31 supplies the
encryption key to the key exchanger 34 and the initiator ID

to the indication-mode setter 32.

In step S24, the key exchanger 34 generates a session

- 38 -



i

10

15

20

25

the session key - .. based on the random nunber as
descri bed above, third parties are p. :_} O7 ::{ from
.™) correctly guessing He b_.. pattern. The key
exchanger 34 supplies the session iJ Key to the

encr' _:ption'!dec ._on unit 35. In step 525, the key
exchanger 34 encrypts the session Kkey using the

key e@@{ﬁ%{pé spinkey feseéved firom thecipitihat or. thst ePndom-
S26, the short-range conmunication unit. 11 sends the

num@@ﬁr?@ﬁ@ﬂa@@ﬁSl@”g@ﬁ&r@ﬂQsa@ thadar eukise sphaci haaly,
the lTvey ,S"" i3ngec 34 supplies the nn yot ee session

prekeyet0idde SumbesMNi €akiton contrpbleex3dandbe 34
conmuni cation controller 3L supplies the encrypted
obtsessi dntantde@nesent hay seevesndasm. nueber. ftomdihe. random-
)i-,.t..ztl. key, .~)~ for identifying .she. MPG
nuncanmekmeat ion deyi eed 2gacerttysas thesOotakget usonghehe
short-range communication unit 12. The short an'.e
ran¢onamunbealie_a ohttpdRtsends fhecenthypbed sesseon of
key and the target to the a_..r via the antenna 11
the | p¢ 53 epn 5821, l$hbasﬁ@r@n"thﬁgéa@@ﬁmuﬁu@h@roﬁsaﬁ%@qg*bed
receives a indic_._1lon nod . data. Mre specifically,
abows, ¢ %%r§h@@ﬁt%%ﬁg%r%oﬁﬁ%ﬁi%éﬁ?@nfﬁﬁmtC?Qr?EEéYv@§e§?ang
the antenna 11 the tar er' nd cation m.e
thet?hﬁsﬁ???%ﬁnfro%??nEeYn?¥ﬁF%Pg%€ ?ﬁ §P881885dE§@rFB%810n
er with reference to Ee short-range
keyc ‘%niblﬁ? c%??ﬁ%pﬁh??? ‘i‘%c%%%?%su?% ! fa x g,
. . A tato
oFri S Pyt R ook et Bimun ST o o7
- , TIh 5,1 %"' ﬂs % ~1 EY
k g ¢ Lo £rofSERs10hE t1a k)
oy St thf SreEuBt il Sarareretra apon tne Bhitsat:

In step S26, the short-range communication unit 12
sends the encrypted session key and an ID. More
specifically, the key exchanger 34 supplies the encrypted
session key to the communication controller 31. The
communication controller 31 supplies the encrypted session
key and an ID that serves as identification information for
identifying the NFC communication device 2 acting as the
target to the short-range communication unit 12. The short-
range communication unit 12 sends the encrypted session key
and the target ID to the initiator wvia the antenna 11.

In step S27, the short-range communication unit 12
receives target-indication-mode data. More specifically,

the short-range communication unit 12 receives via the

antenna 11 the target-indication-mode data transmitted from
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i ndi cati on-node data using nhe session key. The

encryption/decryption uni t 35 supplies the

decrypted target- indication-node data to the

i ndication controller 33, Since the

target-indication-node data is encrypted 10 using a

session key owned only by the :LnAi aLor and the
thetangetaasrdescetbpdse descrenvesdroppengwadd reference to

tanpering; by third parties are prevented. step S28,
Figthé.indheathonteoahyol tenm33itadicat esitt hat sapsecysethe

comrmuni cation path .. been established with 15 Lt i
targeterndicdbrienspedef deakl yo tindeenthgpcontrdkcofpthen

i ndication controller 33, the indicator 15 indicates
unithab ﬁiaséh@r@O@@ﬂﬁ@ﬂataohOQOpthlhas Béen @sktabl i shed

wWth the initiator, in the I. .:dl. nude r pr

en0§%pt10@/@?crﬁ@ttoarv@lt Phdileatgphsnbde daraet-2v step

r the short-range comuni cation unit 12 carries out
lnda%fél@nJmOd?ldat?CHﬁiﬁﬁ Fbgp@ﬁgélﬁa BeFequése pro.

r ator. When the :raaenunicatren with the
en0¥%PF%§?€deﬁ5§pBé%ﬁ FPhFsﬁédSUPﬁélBFoEB%sdﬁéFMPﬁ§dtBarget‘
and s d t he, subsequent

lndb?%gé%%cﬁ?%% 5§t? ?nlB§§§?BF8n SOREEATEG rchdek a

co.a _n

E . sI?curCF c mrunlcatl on gl)oted
has been es arbg? JrP Juc tzfdj Hetore® ¥ harctY
USlgth gésgf§grkg$dovﬁgg %l§e§ gPeCQEornI%atlggdc%ﬂebe

ed ou ezanp

tar §{e££I&Qﬁ£9l§%§ lehT@?n éavgsﬁggéggngbgnﬁaEéhggr9H5 by

etween t on cation de
thitdibhat ok sand-t e ¥oncogMUNi cation :on device 2 as the

In step S28, the indication controller 33 indicates
that a secure communication path has been established with
the initiator. More specifically, under the control of the
indication controller 33, the indicator 15 indicates that a
secure communication path has been established with the
initiator, in the indication mode represented by the target-
indication-mode data.

In step 8529, the short-range communication unit 12
carries out data communication in response to a request from
the initiator. When the communication with the initiator
has been finished, the process returns to step S21, and step
S21 and the subsequent steps described above are executed.

Since it 1s possible to readily check a counterparty

with which a secure communication path has been established
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even when a nmalicious third p'} atenp'J ~to target,
-. ~.~intercept conmunication _rw, nthe NF Cc
mnes icat on ~ e A and the FC commu nca Lion device
2 by the NEC co u-nan-, ca% ion device - -3 disposed
i dde, pace in the pr: x. .. ity of th NIFC. ion
device 1, since indication corresponding to

befbndi sathongbygthechndscatorrWedokoNEE, t Becdexice 1 is
performed by the indicator 3a of the V; Ccorm-r _7-
commuct tat oon dexh ciee 3chnst eadoof rtheilindhcat eel2apoh.tMe
' C comuni cation device 2, ti , user .. can readily
arth r edsiaalg e r em@mmd)ef@rlel@xch,an@nmg datrauntdw@tion is
the N C conmmuni cation device L going to carry om ir
to petcarried et hoanhweannteadedC. copmtcicpaity Asvacetl_as
r exanple even when a communi cation deg, ate7rpts
thetbnihtét@ép@n@ohhﬂnNEgt¢©mmb@@ﬂééh08héeVNP€ 20as the
conmuni cati on devi ce and the NFC conmuni cati on

targrli ceveusihg i atenbeCePeet FohagnetreywavesnpEsusing
special techniques detecting .teak- electromagnetic
lnt%k%%@t C%m%¥mh$¢9l0%|%%%W§endFEe VFeofPespoharhgon fevice
i ndi cat | Us |ndjcator
L anrkia Lok | GG CeL T nOE Y 82 per Pir RBA BYCt he
i ndi cat or 2 of the NFC co ca device the u er
com%%%l%%ﬁ?ﬁly BSPieT of | ATDOSE Or & BoTGre BkEchantal
pro§¥ﬁ $ Eﬁg communlgn deVI ev1c% ;pa?%carry OUt

ication W th an uni ntended coun

1ndf%ﬁ€f@%r%%f%esﬁeﬁdlﬁget5nﬁﬁ&f&égﬁogrSy'tHglEgdlcator la

of the NFC communication device 1 is performed by the
indicator 3a of the NFC communication device 3 instead of
the indicator 2a of the NFC communication device 2, the user
can readily and reliably recognize before exchanging data
that the NFC communication device 1 is going to carry out
communication with an unintended counterparty.

As another example, even when a communication device
attempts to intercept communication between the NFC
communication device 1 and the NFC communication device 2
using intense electromagnetic waves or using special
techniques for detecting weak electromagnetic waves,
similarly, since indication corresponding to indication by
the indicator la of the NFC communication device 1 is not
performed by the indicator 2a of the NFC communication

device 2, the user can readily and reliably recognize before
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random -nbe7" _ for each ,.@Gll:al..-.. ,. .on
session, 9. .on device athird party is prohibited
from spoofing as the target by perform ng indication
corresponding to indication by the initiator,
Furthernore, since the a.. .t- '.d"..ca on--in data is
encrypted using a session ; Key owned only by the
exchahdiag oflata d-lasnd the NF@. cOmmuni€¥enohfdétice 1!istgoing
nd: catl onl oan data intercepted by an NFC c
to ommry uout devimen ofaaithi witpasthyyunt heeNE€d counterparty.
comruni cation device is prohibited from performng
i ndirtdatrrfare r eprresentted indicatheort argées lamd. secard oig a
;' node d.ava. As described above, when a initiator
rande@psnfiper 16| adicatbonunnodeiandsasséeondal a
i C..n":Ua node associated with the first indication
comppyecasepdsdgat @c represeht ragrehey secohdhipdbedt foan
node a target with which comuni cati on has been
Spoebtahl §3hede BrEIFhdPeaPest PRAL NG omMUAT@RtPON has
been stc  between the initiator and the target in the
COrBR RISt nd? cat Fon® hade 26r FeSpondFngtes: an
[ ic%¥ion in the socon na a ak%g | rnode Q¥ t%e .
t arget S The tHr et r Sest i he Hat @ TEpresent T g’
enc%un ggcgggningiggééog nEge’o %é ngn'ttgd Eﬁg”}ﬁ?%- r
|%?%|ator, and Tharcat esSY hat ..._-nﬁ- Y 3% 13n"hak®
andbgﬁg ?é%%@%'sgggnbffmgﬁg {QS éPLihgigétﬁgngogg &gga is
target 1 he Second. indication . mnode correspondi ng
inté£bé e&ng§céﬁ'@fC!g ﬁﬂ@ni&£§£bﬂd8§9£EQnogagetH¥rBhEarty,
initrator,” .: Possi I'e to eccent. e that.
the COMIUALERLH 0P, DaS, been: -esuablished; wehhrachapelrorming
Furthernore, is possible to readily Identify araj ty

indOfa®fof. preadh0fs bhathe SESHEE: COANURLEALHORodEaNBE.
carried out readily and reliably,

As described above, when a initiator sets a first
indication mode and a second indication mode associated with
the first indication mode, sends data representing the
second indication mode to a target with which communication
has been established, and indicates that communication has
been established between the initiator and the target in the
first indication mode corresponding to an indication in the
second indication mode by the target, and the target
receives the data representing the second indication mode,
transmitted from the initiator, and indicates that
communication has been established between the initiator and

the target in the second indication mode corresponding to

the indication in the first indication mode by the initiator,
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5 Wien a _first indication node and a sec_ nd
indication node that is the sane as or that Ls An
response to the first: Indication node are set,
transm ssion oF data representing the second

i ndication node to a target wwth. which ooxt _io_.

o_. has been established 3 s controlled, , an +.L, it
it is podicatedcbnrébeghirst thadi eahinoni mAEecshAts been
comuni cation has neene.. , ; 1 '.7.,. , between an

estalpl vilakorwand a Meavaeget Eortespendenghy te boadscatEobo
in the second incti. atio 1 made by the target, it is
rea@DSsLbdentbfye@ognquerphrtﬁnafecommha$CBEEon, so that
established ,.;7 the target, C e he r:nmo , it
SGC@D%S?@M@uEQCaEaanyandéﬁtﬁﬁyraemoawtpmﬁadﬁly and reliably.
conmuni cation., so that secure comunication can be
caffrdredr ed wiin Jrré%zldiaftyl@hdw%ﬁt iapl 2 Wemd ndicdioon
of data representing a second indication node
mod%o*ﬂa%%pbﬁd&h@ 2P r3t i Adi EAEFoASbUerSEPARSHI APebhe 2
rojnitiator, is controlled, and it is indicated in
flr%em%%%aom rfa%%t%% Aote ChabSTledhAlnPEatfbn has
é ween.an initiator_and the et
rep%%??%%b%%d?%% ?%C%ﬂ |hH?b8?Fbﬂn|ﬂO?ﬁet?|?sFarget A
i,ndication catlo itiator
i g T R pit T R B o beBht et abPr bhab Tt pand
it PheARIO g fww%Kmst bRapeasihenblerERALlY |
commun£$$%l§ﬁcﬁé§ gaﬁﬁugég? QQhﬁﬁaﬁe£Q gﬁrggegngyi for and

readily ana reli no p bove descr i ption
the Nas-been-give §bé£ﬁ£ﬁ ly098t§5519£t;o§ in» theOfkcBonhere

NFC is used as a proLocal >to -rar gr ¢ nmm
indica€éni®bde b tﬁep@§§@@£? {9 US€possible to recognize
that communication has been established with the target.
Furthermore, it is possible to readily identify a
counterparty of communication, so that secure communication
can be carried out readily and reliably.

When reception of data representing a second indication
mode corresponding to a first indication mode, transmitted
from a initiator, is controlled, and it is indicated in the
second indication mode that communication has been
established between an initiator and the target
corresponding to an indication in the first indication mode
by the initiator, it is possible to recognize that

communication has been established with the target.

Furthermore, it is possible to readily identify a
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".ca :ion proLocals IC cara'" sta 'ards, such as |1SO
(i nternational Crganizanion . Standardi zation) -,. .
t _at:ona Electrote hl" Conm ssion) 14443 or FeliXx
(r), or based infrared connunication standards, such
as IrDA (Infrared Data A so .i .1 C:Jt Also,
cormuni cati on devi ces based on Iess e ey
couhtarshandasdscostchiastioh, 4so. thaVVE@baﬁé béMﬁuﬁh@@@hon

Area Network), or Wreless USE (Universal Serial Bus),
canlbBemayrriddyocut rehdtiyrangerceloabnuyni ation by
reaucing electric :c power used for transm ssion and
r eceptioin Fur tdernorésseniorder tas viesedygthen in the
authenticity of the en, _r p _ion key generated by
congpetipf, an, ex@mpéﬁawbbee "NFC dbgisall s a proteio?t pf
based on an international standard such 20 {.509 nmay
shope-¥PAASNFPHBEN USR AGOPHi 1t- 15, possiblg Yo pAkrastru
technol ogi es. Al so, |nstead of ' |7, catir
ComIP%?lca{ah P %@t%ﬁ%%?pka%ﬁdk@p afbtdetrypEi oA keyd -a
tric pain of encryption key and decry t _n key
Sta%%§n§%r agﬁ%r%feasozélﬁ %rB?Eé%ﬂﬁl|ﬂ€%ﬁﬁﬁéﬁté8ﬁ her
I|ed ice functions of wire
SO anf o0 o, P@%cﬁgaﬁeﬁaéibﬂaa dﬁbﬁ?arotechnlcal
t per sonal
Com@if%ﬁégp %#4% ones ell?cﬁésor ?oﬁgﬁgl agépn ?r&EOC%lS
basedTbn'inf}ared %mmunlggyiggssgggdg%&gd %Séhm%%egeﬁg
conmmuni cani on. The seri,.s esses describe

(TnAPOVE, Caf: benexecut ed )

Also, communication devices based on wireless
communication standards, such as Bluetooth, Wireless LAN
(Local Area Network), or Wireless USB (Universal Serial Bus),
may carry out short-range communication by reducing electric
power used for transmission and reception.

Furthermore, in order to verify the authenticity of the
encryption key generated by the initiator, for example, a
digital certificate based on an international standard such
as X.509 may be transmitted using PKI (Public Key
Infrastructure) technologies. Also, instead of generating
an asymmetric pair of encryption key and decryption key, a
symmetric pair of encryption key and decryption key may be
generated.

The present invention can be applied to devices having

functions of wireless communication, such as personal
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lory - hardware or soOware. \Wen tne series of
processes are eezecuted software, prograns

constituting one software is i.nstaii.ed froma
program -recordi ng mediumonto a conputer enbedded in
speci al lhardware or onto a ' Pt'.-'":ar-E+.. >0 ..

e personal conputer or the like that is capabl e of
digexeCtubkBgstdAcyarbous) fupéﬁrls@fi&ll somphteek dpagyam
showi ng an exanple of he : :r that 2.
celtobfirgunatéon @étahpersoaabeﬁsnpaseWeexeastQSmmhﬁication
processes described above accordi ng prograns. cal
devpresessiingauailt £ CPl) r8042sexeouihesivatiods processes
I'"S according to prograns stared in a read-only nenory
(PQe 902ricr @& rrecoral s uhd$cO08d Albandomactessxecuted
menory (PAM) 903 stores prograns executed by the CPU
by gandwaetevantodararcet cWhaeeded. sThee€PUL90IOCcEhecROVre
902, and the RAM 903 are connected to each other via
exegupgs 9p4soDbvIHR, OPLPIDAMEsCansbieshneet edet 6oanware is
. inpu&oatpot 7.nterfac? 905 via the bus 904. The i nput
lnsmﬁle—ﬁu{fr@rﬁt%r%e%ra@oseeeﬁﬁéege@e%u@nonﬁeuﬁ GATPUOOE
in ding a keyboard, a nouse, uSer a _IL_Lt 1
emb?:d<§ el 1 hd ¢ 6 YA BuPpub bR ¢ §B7SFACT RUFAGSE

per g bt B BeReke Hatof Bfig Pati At FAREPORS SFnUECRF 4P

he h
Var%gga f@ggtlggétw? Q vg ggt%?$%§69gn?ﬁ§%gyg%drgﬁ%ﬁégn

cesses e ou ;
t t
et Sl L o g%n%aé% Louiont ol Mietface 908

configuration of a personal computer that executes the
processes described above according to programs. A central
processing unit (CPU) 901 executes various processes
according to programs stored in a read-only memory (ROM) 902
or a recording unit 908. A random access memory (RAM) 903
stores programs executed by the CPU 901, relevant data, etc.
as needed. The CPU 901, the ROM 902, and the RAM 903 are
connected to each other via a bus 904.

The CPU 901 is also connected to an input/output
interface 905 via the bus 904. The input/output interface
905 is connected to an input unit 906 including a keyboard,
a mouse, a microphone, etc., and to an output unit 907
including a display, a speaker, etc. The CPU 901 executes
various processes according to instructions input from the

input unit 906. The CPU 901 then outputs results of the
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stores prograns executed by the CPU 901. and various
rel evant data.. comunication unit 909 carries out
conmuni cation w th external devices via networks,
such as the In:: er:n _ or |local area networks, so it
IS possibie to obtain comunication unit 909- and to
store the prograns in ; he 10 ie otdin®.," 905,,
pro&ustberoorehe acdtpye 910ti soTtonnected to the
i nput/output __ fac 905. When a renovabl e nedi um 911
sudte ass@muigneturcit; B optrircat tah Sioo acmagnesd o/ cwupbut
a... disc, or a semconductor nmenory, nounted the
interfyec 9108 is:fotrhea:of; fhe eeapyabl eankdrdmi9it, tend it
obtain prograns, data, etc. recorded thereon. The
stopr dgpansr amat gxe@@bedt}hmthﬁa%ll beeh ebtlaiaedoaperelevant
transferred -to and stored the recording unit 908 as
datpeededsOBRGNCERleN8UNHE PP OgFaRtFeeordl GomBANUAREHPD
.30 snoring prograns that are installed onto a conputer
Wlt@b?Xt%&%%gt@%ﬁl?%? by @ﬁEW%BH%utéPCh faytbhe fReernet or
renovabl e nedium 91.1, which is package nedi um such

Locgk %F%%gﬁ%?W%rﬁ?sc a flexible disc), an optical disk
t d
o R D R eroatd 19 Scre;peraogro%ﬂ% a5, bp
confi o Py B8 SO TETLOBUUGLOTBNET e 0 .

rec&f@?ﬁ%aﬁﬁly 9% OP. _.manent , storing the programs. The
me can be stored on the program recordi ng

mm&%c%ed%d l%hﬁl communi catd on wnity, 909,

which i's an i'nterface suc as a
input/output interface 905. When a removable medium 911

such as a magnetic disc, an optical disc, a magneto-optical
disc, or a semiconductor memory, is mounted on the drive 910,
the drive 910 the removable medium 911 to obtain programs,
data, etc. recorded thereon. The programs, data, etc. that
have been obtained are transferred to and stored in the
recording unit 908 as needed.

As shown in Fig. 8, the program recording medium for
storing programs that are installed onto a computer for
execution by the computer may be the removable medium 911,
which is a package medium such as a magnetic disc (e.g., a
flexible disc), an optical disk (e.g., a CD-ROM (compact
disc read-only memory) or a DVD (digital versatile disc)), a
magneto-optical disk, or a semiconductor memory, or the ROM

902 or the hard disc of the recording unit 908 temporarily
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15

;ter. nodem ;=1 co, using wired or wirel ess
communi cation 5 nedium such as a |local _ area networ
kr the Internet, digital satellite broadcasting, it is
to be underscood that steps defining the prograns
stored on the programrecordi ng nedi um may i ncl ude
processes that are fe . . i .n parallel or
or paehyhewal {ystasimgl thd, @6@§§ﬁ§€3 that pargrszecut£dbe
In the orders descri bed |n tnis speC|f|cat|on in
stotddlSos sipechfogathonccarsyst enedefier Sst fethedent ar ehy
of a. plurality of apparatuses. Muld be und.ers' by
comclroseaskoh | edit n9® e antchl1lis shatnvarfeds such as a
nodi fi cati ons, conbi nati ons, sub-conbinations my
roufpgeurmodaht ettati pngs may dependdngwone dess gnoandn dtheron
t. , tors insofar as they are ,, . hi n the scope of
medie, appended ¢l Bpaslorrehenecupvil ehhs Thereodt, WHAT
IS CLAIMED I'S: A communi cation systemfor counterparty
digifrfl catfohliis areedeasi&ld- communi cation system
conprising: an initiator configured to carry out

vv.Irte|1e°ssto &ﬁnﬁfﬁ%ﬁﬁw it ﬂ%‘%&%ﬁhﬁf%&% RYPIrams
N é ¥ %? Wi rel ess nqgnlcatlg wherein the
SLOTTT t77at or € i R Uded™ £%?° NG ef't hﬁmn%%ﬁleS%ugﬁtPFﬁﬁeﬁseS
first indication g a ec cation
thay 450 Lo ae gt ot [t F ot FLBLALELE 6 tFe FFILt2s
proéggéggltﬁg% a§g’executed in the orders described in this
specification.

In this specification, a system refers to the entirety
of a plurality of apparatuses.

It should be understood by those skilled in the art
that various modifications, combinations, sub-combinations
and alterations may occur depending on design requirements
and other factors insofar as they are within the scope of

the appended claims or the equivalents thereof.
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) sending nmeans for sending data representing the
second indication node to the target when

comuni cation ).has been established with the target;
and (c) first inoicating neans for indicating the

est abl i shnment of communi cation between the initiator
and { the target the first indication node,

WHATOI sespandiEngIte an indication of the establishnment
of conmuni cation in the 20 second indication node by
the vargw, an:! where' n the target includes: (d)
recei ving neans for receiving she data representing
t hle. se&tomanmundi cation sweesm t her datan havpagt y beeni sation
en: fromLne initiator, and 15 second di.... - | neans

in fonrepndféatiingomhenéstabbinshpenemofompansibigon bet ween
the initiator and the target in the second _

i i ceti o decofiguied g0 carryteufa. wirelesdi cation
of the esnablisnnent of comrmunication in the first
COmpy} ¢ation/ nad@ by ..he _initiator, 2. A notification

nmet hod for counterparty indication in a near
fi%-CarFY sSYSterfi A ‘Commmt € atHlon’ 15§52 @ i ncl udi ng
initiator and a target the; carry out wreless

COMEYMunrt8ti on, the notification nethod conprising the
steps, oj]:ri tJTQe sertlittifé;torby. th Lhitiator, a first
i di cation hode ano “& second Thdi cation node that is
thee s as . 1S 1| r on .he fir i.ndi_catjon
node; ggﬂdiﬁ%ggénghgegﬁﬁt?ggoﬁé%gapgrgtfﬁ%&Fcéﬁ%&ﬁa%lon

mod 0 8005 o 8o CoRY: bOEL 6A1 hOBe BAS: CRLT £5RORTHEIALO ¥

targe
that is in response to the first indication mode;

(b) sending means for sending data representing
the second indication mode to the target when communication
has been established with the target; and

(c) first indicating means for indicating the
establishment of communication between the initiator and the
target in the first indication mode, corresponding to an
indication of the establishment of communication in the
second indication mode by the target, and

wherein the target includes:

(d) receiving means for receiving the data
representing the second indication mode; the data having
been sent from the initiator, and

second indicating means for indicating the

establishment of communication between the initiator and the
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c-m has been established witn the target; indicating,
by the initiator, tne establishnent of between the
initiator and the target in the first indication node,
corresponding to indication of the s ;nen,, of
conmuni cation in he second indication ...o0 20 by the
target. receiving, by the target, the data
targepr esebhéngetbedsesondat ndhcabben avdecspbgddatato an
havi ng been sent fromthe initiator; and indicating,
indbcattbe varget, ethebestabénshaentoahtin26acoonund €he
Li on between the initiator and the target in the
firsecondicatndicatilenbpodseconiesponding to an the
i ndi cation of the establishment of conmunication in
the first indication node by the initiator. 3. A
comruni cation device for counterparty indication in a
near f4 e14- idommini @atiom ey ste@m thatteapaies budication
. wireless comunication with a target configured to
1N aPPyr obt S LW FeTessicadhhtni cafFon. ifhe eomtunication
novi ce conprising; .setting neans for first indication
SYShelet and S & dedont ntf cat i ondnade2fAat th7t. ceheYsane

. or than is in. 10 response.the first indication .
wirdfedl (ot call O netaohr of f SRR fG BEFRCY Comprising
the (8 éegeg%ing the second indication node to the target
when” cohmruni cati on has been . established with one

i) 10 JBATS 1 L0 S TRLNE g on

a sé@%ﬁhCP@@P@§tiomamédec%hatdfgigﬁe'sgké dio£ Yhat is in
response to the first indication mode;

sending, by the initiator, a first indication mode and
a second indication mode corresponding to the target when
communication has been established with the target;

indicating, by the initiator, the establishment of
communication between the initiator and the target in the

first indication mode, corresponding to indication of the

establishment of communication in the second indication mode

by the target;

receiving, by the target, the data representing the
second indication mode, the data having been sent from the
initiator; and

indicating, by the target, the establishment of
communication between the initiator and the target in the

second indication mode, corresponding to an the indication
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target in toe first indication node, corresponding to
an indication of t establishnment of comrunication -
___the second indication node by the target,. 20 4,
The conmuni cati on device accord, to Caim32 wherein
the setting neans sets the :.first indication node
and the second indication node using a random nunber,
of BheThergOMMURLEAtI R demhceiageordi ng tRCkaim3, 2.5
further conprising: Key exchanging neans for securely
ind exghangi Mgda sPMuAI cattoackey wWith the target,
wherei n the communi cati on neans sends the data tap
resent g the second indication node to the target
after conpletion of the exchange of the comrunication
key. amd dadrenurbl detioon sleseinte | foanc@nctgpbed: § of ml s thigon
the communi cati on key. The conmmuni cati on device
in aceerdi hge Ol acam8ynigherennsyheemonimhi catirdoasmeans
further sends first, 2 identification information
wiregemsi ¢yiingnipetiantvatioe hervhe coafgetraddtpecervegsout
. second identification Anformation identifying the
wire gpget COEAEN I Whetein the @@mmuﬁ%@ﬂElﬁﬁrﬂﬁ@#CPnQP@ﬁFéSing'
the second |dent|f|cat|on information c rtes o._.
ar § idiCati o of- ¢he’Fi r'st9 .4 dentd i tati oht e d?%@.@?ﬁ a
tar The conpmunj cati on devi ce accordln

secqM LRt o P e e n R e SRR oRS e RE et S s

reségngéopg %Qg first indication mode;

communication means for sending data representing the
second indication mode to the target when communication has
been established with the target; and

indicating means for indicating the establishment of
communication between the said communication device and the
target in the first indication mode, corresponding to an
indication of the establishment of communication in the

second indication mode by the target.

4. The communication device according to Claim 3,
wherein the setting means sets the first indication

mode and the second indication mode using a random number.

5. The communication device according to Claim 3,
further comprising:

key exchanging means for securely exchanging a
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20 conraunication with the target according to an

instruction . input by a user after the target with

which the initiator h established conmuni cation has

been identified, on the bay of the indicating neans

and the indication by the target. 3. The

comruni cati on device according to Claim3, wherein the
comeohtat Cat i Ay neans casrtesgedl short-range

comuni cation in which conmunication with the target

| svhstraritn ahwherorshen t@rigietn phaed $dnge oxidrni dycof t he

said communi cation device. 9. Toe communi cati on device
repaceonrding thoe Cacond3jindnheredbn hheéci ndi chti oargeansfter

include a display, and the di - :y indicates the
compkt b shirehlte of xclomnumi ¢t tlon betmeencathenshied and the

communi cati on device and the target by displayin 10
datynl§ naget ofntexterharPiedt hersaneiag Fhat ceorrespondsn

to an inmage or text displayed by the target. 10. The
keY communi cati on devi ce according to aimO0. wherein

the indication neans includes a light emtting 15

device, and the light emtting device indicates the

e%pabl'snnent of. ¢ nnunkfation bet ween the injtjator

and . eCQQﬂ%ﬂﬁC%%}%ﬂﬁ TG 19GH W Th & Cotor™ thrat

Q S as or _that corresponds.to a col or of_light
eﬁ%*%hﬁfﬂ%%ﬁﬁug WFget-atiSt B %ﬂ%rﬁﬁ?ﬁf?fzf?ﬁﬂﬁe?%ﬁéﬁ

s M0, Phes el 20ncRiLSEPROER\ 008 BYELFufor 5o cne
tarj%%xgﬂﬁr¥kééﬁ&%§1Q%é%ndr@&&@%fnggt%éﬁdiﬁfgfﬂgtﬂgﬁns

I ncl udes an audi o out put.
identifying the target, and

wherein the indicating means further indicates the
second identification information corresponding to an
indication of the first identification information by the

target.

7. The communication device according to Claim 3,

wherein the communication means continues or stops the
communication with the target according to an instruction
input by a user after the target with which the initiator
has established communication has been identified, on the
basis of the indicating means and the indication by the

target.

8. The communication device according to Claim 3,
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devi ce, and the audi o output device di s the 25
establ i shment of comruni cation between ; he initiator
and the target by outputting a sound is the sane or
that corresponds to a sound output by the target. 12.
A programfor cou™®-. , ,r indication in a near field
,.- a .ca on systenwfor allowi ng a. conputer of oz
vlherelr{ iren devhce dhatocaidAes @Uutr Wd &b @SSshort-range
communication with a target to execute processing
commonpeasiag thewsiepscotmunsetting aithrsbei ndirgati 08
node and a second indicatton 7 node that the sane as
staored habtensth@ respensestolihedAista pndktattonorodee
controlling sending off data representing who second
sald ndbroath ore bde ®ovHeet ar get when conmuni cation has
been established with the target and: indicating the
est abl i shnent of communi cation between to initiator
and the a_ , the first indication node, corresponding
i i cé&h%rﬁ%ﬁmwaefsltcamd%wmtawqrdﬂmm.%Jaw@nh n
the second i ndication node by the target,
&ﬂﬁﬁﬁl@a&tf}eor%r’djé\ﬁaé@%rm%lﬁ]ﬂé?cp]dﬂ% ] rfmfalt%n and the
ar fi ication sgstenwth t carries ou

disg ?%He% %%mmrﬁ%t%m%h BReThi ¢ ai;alfm%hf:?aa%db%ween

out wireless commu

£he GU e RBD T 8T he? %%%%‘i%‘%ﬁi"’é@?o’ﬁa:ﬁ%%{jm PorcepPiving
{
S S A R T S R St s S S

€ Sane as or

madndication gpde, fpom wetw tiator and

10. The communication device according to Claim 3,

wherein the indication means includes a light emitting
device, and the light emitting device indicates the
establishment of communication between the initiator and the
target by emitting light with a color that is the same as or
that corresponds to a color of light emitted by the target,
or by blinking by a cycle that is the same or that

corresponds to a cycle of blinking of the target.

11. The communication device according to Claim 3,

wherein the indicating means includes an audio output
device, and the audio output device indicates the
establishment of communication between the initiator and the

target by outputting a sound that is the same or that
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i ndi cating neans for indicating establishnment of

communi cation between the said communi cation aevice

and. L N indicator in ..:] second . indication node

corresponding an 5 indication of the establishment of

conmuni cation in the first indication node by the

initiator, 14. The communi cati on device according to
corfdapmd3, towhesehndt bec cormuni eati eargeans further

sands first 10 identification _ information

identifying the . .L_ cannuntcation device to ne

initiator and receives second identification

information identifying the initiator, and 1 herein

the indicating neans further indicates the second

identification information corresponding to an, | -

the first idennU canion information by the - 5,

~n-2J- cat irorpofam 2001 1coun tpr gy fiord count @F par ty near

_indication a near Md conmunication system for

flieql | oWAg  aCeohput @Y SefMal ebrlinPc¢anton devwpeecthat 2

_carries out conmunication winh. an in:_or configured
COomPg e3¢ FCOUTS W F@l 33T corfitihfeaPtbnt 6l @Reccommunication

. _processing conprising the sLeps o0 25 control]in

Wltt?e%e‘bﬂ%% of© daf a“ Y epresentrngd E%BHHSlPﬁdFEﬁngBﬁPS of:

node that is_.the sane as or that is in response. to a

PGt it ot TF gt (e R VA TY bttt SaheLRe bt ton
th@hénitiator; and indicaEggg establ i shnent o

O onfitini Cat [ o Betveen the 'Said deui b6 and fhe” ¢ 17t

i niti Ln. the second indication, node, 5
lnd%%%%%@%g%%#%g to an indication of the establishnent

i ey g A L iThg ol v na ¥ evor gea
indieFeon th& to the target when communication has been
established with the target; and

indicating the establishment of communication between
the initiator and the target in the first indication mode,

corresponding to an indication of the establishment of

communication in the second indication mode by the target.

13. A communication device for counterparty indication
in a near field communication system that carries out
wireless communication with an initiator configured to
carry out wireless communication, the communication device
comprising:

communication means for receiving data representing a

second indication mode that is the same as or that is in
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program according to Claim112 or 15.

response to a first indication mode from the initiator; and
indicating means for indicating establishment of
communication between the said communication device and the
indicator in the second indication mode, corresponding to an
indication of the establishment of communication in the

first indication mode by the initiator.

14. The communication device according to Claim 13,

wherein the communication means further sends first
identification information identifying the said
communication device to the initiator and receives second
identification information identifying the initiator, and

wherein the indicating means further indicates the
second identification information corresponding to an
indication of the first identification information by the

initiator.

15. A program for counterparty indication in a near
field communication system for allowing a computer of a
communication device that carries out communication with an
initiator configured to carry out wireless communication to
execute processing comprising the steps of:

controlling reception of data representing a second

indication mode that is the same as or that is in response
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to a first indication mode, the data having been sent from
the initiator; and

indicating establishment of communication between the
said device and the initiator in the second indication mode,
corresponding to an indication of the establishment of

communication in the first indication mode by the initiator.

16. A recording medium having recorded thereon the

program according to Claim 12 or 15.





