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602
Provision an mobile node module of a relay node with a subscriber | =~
identifier and/or keys(s).
604

Provision the relay node with a device identifier and/or key(s). vs
with a subscriber identifier and/or keys(s).

¢ 606

Configure the relay node to operate between a network access node =~
and a mobile node by relaying traffic between the access node to
the mobile node.

Y

608
Send a device authentication message to enable device =

authentication of the relay node.

Perform device authentication for the relay node with the 610
communication network via the access node, /

, wherein the device authentication is bound to the subscriber

authentication in determining whether the relay node can obtain
communication service over a communication network.

l

Obtain access to the communication network upon successful P
subscriber authentication and device authentication.

612

FIG. 6
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Obtain one or more subscriber identifier(s)/key(s) for one or more
mobile node components of relay nodes.

l

Obtain one or more device identifier(s) for one or more mobile
node components, access node components, and/or relay nodes.

'

Receive a subscriber authentication message originated by a relay
node.

!

Perform subscriber authentication using the one or more subscriber
identifier(s)/key(s).

l

Receive a device authentication message originated by the relay
node.

l

Perform device authentication using the one or more device
identifier(s)/key(s).

'

Send a message granting the relay node access to the
communication network upon successful subscriber authentication
and device authentication.

|5~

FIG. 8
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