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original data string is hashed (such as at a first point in time) using a hash function
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data string and the copy of the data string are the same, and the copy of the data



In such instances, the data string is typically divided into a plurality of
data string pieces arranged in a designated order, and those data string

pi eces are sequentially hashed in the designated order. In these
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in this exampile) using a hash function to obtain a first result hash, and stores the

first result hash in a secure location. After returning from vacation, Dan again

instructs his computer fo hash the document using the same hash function to

obtain a second result hash. Dan compares the first result hash with the second
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was not altered since he first hashed the document. If the two result hashes are
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document.

[0006]  In most instances, a data string is too large to be hashed at once.
In such instances, the data string is typically divided into a plurality of data string

pieces arranged in a designated order, and those data string pieces are
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too large to hash at once, so the data string is divided into pieces and
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is the final result hash. It should be appreciated from the above example that this
- process of hashing a plurality of pieces of a data string (a plurality of pieces of a
program code in the above example) is inherently sequential.

[0010]  Hash functions are commonly used to authenticate'a'copy of a
program code stored on a computing device before executing the copy of the
program code. Put differently, hash functions are commonly used {o ensure thata
copy of a program code to be executed by a computing device is the same as the
original program code. For example, a program code representing a video poker
game to be operated by an EGM is created by a group of programmers at a first

point in time. Before a copy of the program code is stored on the EGM, the
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di vi dezhd stased ipl agsaiciatipnowithra geam dothe pragras spdenpn dhe M orfed

aut henticati op checkpai nt i I ral b of sets
of t hénﬁtﬁ‘Bﬁ?*a{hecSaBy pl e%\gsgfocsgb%ﬁbé?%e;téﬂa# F@%@%ﬁgggﬁﬁgé‘?@rﬁgloﬁt ﬁ%éﬂakes t he
EGM t 004t RBSH bEatent thehe BIBNMMy 4 Berver tigroaghc data network anfiGR&Sfordd a first
point in time, a processor hashes a data str] divided into a. Iq(rality of
dat a 97 iengemeyedevies Highe FFM d\é‘@l%hiﬁ%ﬁépfgé?c%%@na“&g’%ﬁ%t 8d hash
functign t et erm it i i Eﬁ,lﬁ[pﬁpi kaghes
associeé&egﬂ%mgl%%f’ﬁknﬁaﬁgo ?ﬁ@”ﬁ*& %?géc’ega&%b%{ryehggéc? ir\g!}? Y, ’aﬂf‘ei rst data
stri ngapheaRates the ey ghéteprogrder cadd befdeé canacutingdhear eopastidieusi ng

t he desi gnated hash function t tain first result, hash, which. s stored
in asJBeor A ﬁpqq%&aﬁivsr@? nggrga@}[rﬁnﬁaaﬁsé & GV LHE FOLHNERIP cat i on
checkpgl %) Iﬁ%ﬁh%ﬁ% BBy I SHESRGUIERT coak atsied 69 thé EXBV dsihd ehalpskanat ed

order:( ata string pirece, and (b) the result hash obtained from
hashi rfigndtiom (lat,athstszinmg hpisk dendtiomegkiet ts1 9oiaire etliaHthertiaatiornfinalsiesilig pi ece

in the designated order are, hashed ,usi : Si hask pon to
obt ai ﬁ‘aéﬁ?‘é‘gtﬂ%ﬁa'ﬁa%ﬁ‘,n%?% tngs 't&F)eaégﬁpg&i&@?a%tﬁﬁ%ﬁﬁ%“ﬁﬁtﬂ%é‘b%gpg string
P ece ashafioRdt ;ﬁ%éo%ﬁéﬂow\mm%%@@bw hias bro§Red Gbbie; wad i(eusophedy ment s,
the system of the present disclosure authenticates the data string at a

secondhs abtentieationfinat rasuitthaps wih Shedinabiessiishasmali the guérication

| it f t f  t,he.dat i i i t i h
Punct AT syt s g ik g sl kBl A6 et e POMBRIFAMEIBE® | oo
that, gha cét&ﬁbﬁiﬂb FRPEMEsY e stokdie or the G Mns| audhentid@.cpriedes samaiaed to

det erm ne e authentication checkpoi nt hashes,, ile in other enbodi nents
the sybe godwer ¢ste ihgshadetor RBtain d@@s%ﬂ‘%@%ﬁ?%&r@f destihdhashe and

AUt e LeL R, CREF AL brilsPoad T (BYSRRAIGHER fBP dRhha b pi cces

into z?xﬁ? Sets. the sets inc es at | east one of the
dat a $id ifingl RisetesashFare aatthessamet e EBMatetassbeisdhat theheopyiohdme i cati on

heckpoi nt hash i at i th t rin i foll i Il oth
dat . Dragrag pode &ioH phdne ke 5 nahgutheaitey A8yt a8 sSaers T n t nat
set. chggr%ﬁg%&% faEHEY %%ﬁh%h@rauwﬁ@%h dlay reduhagesus ivedept orms a

separ process on each set using the designated hash function. Mre
speci Bkealtb\the topy eatie setgramhedey st em hashes the data string pieces of

that set using the, designated hash function t i .hash, and
compar e+ MW esht cRAGHoN BROTRA" dUORE et CoTe SHES oo ERe i "
assoc 3 flodd Haﬁlﬁ‘%‘c ofBs, %&tl@&ﬁté@tﬂﬁg%@&!ﬁd ke prirs Hidrdauueptiames of

that set are authentic. For each set, the initial _input to the designated

hash hasioed oma Designiatechasterje obtair of iral ragult bash. Jbedines regudhhasielsof t he

data string pieces, . and (b) ei. . u i incl udes
he-f It Bimagbapered 4§ 1 auberiibaftn 188 BRUEChee STA bR 1fgld

aut hegtringat WRRe Gheekipaiytfohasbeuidia fstifpipieet fotloasngntite first Idate strirey i r st
data string piece in the designated order). Since the gata (zt r_{' nﬂ] i eces,
the dplesal (f amadin theddesignatacherler c fiat Giate HiERG Rige I ERBREGMEILINE st or ed

by the system at, the i j LAE, doniddal 4 nputs to
Phe: it Bhialiy RSP PANERE ithodRidly orfddifff dald Stibg diact i PEUL

val u?afhe a@gg?amcdﬂrdmgst? cﬁi{t_amlelssreﬁmt hie:;bhm&mr: u’m§ubmw‘rrdﬁrum ﬁs an

si mul t aneous or substantia i mul t aneousl. ecause e has rocesses
requi N@UhE ihﬁyﬁﬁsél of; tﬁg@gbsgﬁgg%d}?aéa @érg&jp'&ﬁeéﬁm @gagpa{?gs% § 'OEBQ' ned from

any ot her hash processes of any other sets. [0017]It should thus be
appreci ated that the systemof the 8r esent



di scl osure enables data strings including |arge quantities of data string
pi eces to be authenticated by enpl oyi ng authenticati on checkpoint hashes to
si mul t aneously hash multiple sets of the data string pieces. Wien applied
to the authentication of a program code stored on an EGV such sinultaneous

oo . B Sl e PR P PR R B bR
to be o?fgg}ée%y%ﬁhaytgﬁ% qi%@egjc%]wﬁgfj'bb' ﬁ@éﬂed‘ %ﬁfﬁﬂ"tﬁé aﬁa%aﬂswrpe&ee%;

descri be e apparent from the follow ng Detaile
Descri@aﬁacnirla@@xedaanﬁhgldee@natm:ﬁlér besctrigPThadhad- THE FI GURES [0019] Fig. 1

too | ar go. t DBEI nadtetiatizs aide FRus S G Aot Bepiated iy o atbe. of
the pf@%ﬁ@fh qa%a%é§ %ﬁ-,q'eqaaht@l by daees heth@GRessk Nhatt m@tdﬁslmaaadmor der.
[ 0020] IS a diagramillustrating an exanple initial hash of a
hashed lncreases Slnoe such hashing must be performed sequentially on each
data siring piece, as the size of the data string increases the time it takes to hash
the data string pieces also increases. For example, it takes a typical EGM up fo
30 seconds to hash and authenticate a single program code in such a manner. it
also takes this typical EGM additional time to hash and authenticate other data,
such as paytable data, sound data, image data, textual data, and video data. On
EGMs including multiple program codes (e.g., EGMs configured to operate
multiple games), this amount of time is increased by a multiple that is equal to the
quantity of program codes. For example, an EGM including ten program codes to
be authenticated takes over 300 seconds to hash and authenticate the program
codes.

[0013] This relatively long authentication period increases the fime it
takes the EGM to initialize and, therefore, directly decreases the amount of time
the EGM is available to be played by players and directly increases the amount of
time casino {(or other gaming establishment) personnel must supervise the EGM
initialization process to ensure there are no problems. Further, since such
authentication only determines whether a single final result hash is the same as a
single authentication final result hash, there is no way for casino personnel to
pinpoint where an unauthorized modification lies when authentication fails. There
is, therefore, a continuing need to provide systems and methods that speed the
authentication process by simultaneously hashing multiple pieces of a data string
using a hash function, and to provide sysiems and methods that enable

unauthorized modifications in data strings to be pinpointed.

SUMMARY



program code including four pieces, the results of which are used to
determ ne aut henticati on checkpoi nt hashes associated with the four

of the programcode. [0021]Fig. 3 is a block diagramillustrating an
exanpl e of two hashing processes being perforned sinultaneously for two

ts of two_pi f f ot de of Fig. 2. whergi
hasni ng pr oERsEEs " afasiols ThEodmanta el (R BreeREaRp eI RaSids SEGE:
's a bén‘?&‘?né‘ﬂh@ﬁéaéﬁabhﬁ#'?a?ﬂél Ho8Bs G B Hash funtRoRaSRiMg aRfepeisass bei ng

performed sinu

t aneous

t he prdgeckpoiddmsbes FiGenataliwmtbesiystarheofibe mirageprdsedesere sngirdigur

aut henti c

1 ustieaehg s e eaare B S relhEr ol S utiely BT By B o

pi eces

t he
]Fig. 4

or two sets of one or nore pieces of a c&gy of

si mul t GRERHMY siéred§ ButhepBtaticH rRekpbiEehathes e®psimeitahbouslyogastmecode of

a

Fig. 2, whérern the hashing E’:’r]ocesses.errpl oy the authentication checkpoi nt
hashesplufditp4aiispts 6f ithe adathesifing c PIRGSEK diMRyEamPerifigallyx dfmplaries
net wor k

embodiments, the system of the present disclosure is configured to authenticate a
copy of a program code stored on an EGM and divided into a plurality of program
code pieces by employing stored authentication checkpoint hashes fo
simultaneously hash a plurality of sets of the program code pieces to substantially
decrease the time it takes thé EGM to authenticate the copy of the program code.

[0015] At a first point in time, a processor hashes a data string divided

into & p!-uraifty of data string pieces arranged in a designated order using a
designated hash function to determine a plurality of authentication checkpoint
hashes associated with the data string pieces. More specifically, a first data string
piece in the designated order and a default seed are hashed using the designated
hash function to obtain a first result hash, which is stored in association with the
first data siring piece as a first authentication checkpoint hash. For each
subsequent data string piece in the designated order: (a) that data string piece,
and (b) the result hash obtained from hashing the data string piece immediately
preceding that data string piece in the designated order are hashed using the
designated hash function to obtain a result hash, which is stored in association
with that data string piece as an authentication checkpoint hash.

~ [0016]  In various embodiments, the system of the present disclosure
authe;nticates the data string at a second subseguent point in time by
simultaneously hashing each of a plurality of sets of the data string pieces using
the designated hash function and the authentication checkpoint hashes. It should
be appreciated that, in certain embodiments, the system includes the processor
used to determine the authentication checkpoint hashes, while in other
embodiments the system does not include the processor used to determine the

authentication checkpoint hashes. The system groups the data string pieces into



configuration of one enbodi nent of the systemof the present disclosure.
[0025] Fig. 6B is a schematic bl ock diagram of an el ectronic configuration
of one enbodi nent of the system of the present disclosure.

[ 0026] Figs. 7A and 7B are perspective views of exanple alternative

o e Bt oo B The S BB B SRR ST R g P
Checkpgipt obigshgst the system associates the authentication checkpoint hash
associated with the data string piece following all other data string pieces of that
set, if any, in the designated order with that set. The system simultaneously or
substantially simuitaneously performs a separate hash process on each set using
the designated hash function. More specifically, for each set, the system hashes
the data string pieces of that set using the designated hash function to determine a
result hash, and compares that result hash with the authentication checkpoint
hash associated with that set io determine whether the data siring pieces of that
set are authentic. For each set, the initial input to the designatéd hash function for
the hash p.rocess for that set includes: (a) one of the data string pieces, and (b)
either the default seed (if that set includes the first data string piece in the
designated order) or one of the authentication checkpoint hashes (if that set does
not include the first data strthg piece in the designated order). Since the data
string pieces, the default seed, and the authentication checkpoint hashes are all
stored by the system at the second subsequent point in time, the initial inputs to
the designated hash function for the hash process of each set are known values.
Thus, each hash process for each set may be performed simultaneously or
substantially simultaneously because the hash processes require no initial inputs
that are based on any result hashes obtained from any other hash processes of
any other sets, '
[0017] It shouid thus be appreciated that the system of the present
disciosure enables data sirings including large quantities of data string pieces to
be authenticated by employing authentication checkpoint hashes to
simultaneously hash multiple sets of the data string pieces. When applied to the
authentication of a program code stored on an EGM, such simultaneous hashing
causes the program code fo be executed more quickly, which reduces loading or
down time and increases the amount of time the EGM is available to be played by
players.
[0018]  Additional features and advantages are described herein, and will

be apparent from, the following Detailed Description and the Figures.



[ 0027] Vari ous enbodi nents of the present disclosure provide systens and

nmet hods enabling parallel processing of hash functions using authentication
checkpoi nt hashes. Cenerally, the system of the present disclosure is
configured to .authenticate a stored data string divided into a plurality of
data string pieces by i i ! checkpoi nt hashes to
si mul t aneousl y hash asgﬁ'%?e%@%ﬂs@?ﬁ?pﬁ?%%ﬁt ring pieces. It

shoul d be appreciated that the present disclosure may be enpl nged with any

sui tabl e dalitf181 ri fgg. duish aadiqakudiagsem ilkstadingorn examale dastr Phas

representing executable proar C X I i
graphi%rggr%ﬂé?ﬁ’é{r%t a l?ctﬂogérq%n@ggeesﬁgﬁ%é %?agggé(avgﬁé@é@gggﬁ rgﬁgﬁggﬁﬁ%rﬁ?gfsenti ng
audi 0 GLesE ¥ Ihe YsiBghim Sededarf bequentillymussisd Gdiodia tsta tegignated
representing paytable elenents for a ganme; data strings representing

t ext uadrder.enents; and (e) data strings representing any other suitable
data. Wil pr : di ; g:[rﬁ;é 1 : i l.e data
string, i ne[tohgﬁLnb%z@nrﬁéﬁéS%é@?g@ﬁ%wigag{ 1!. %ﬁ%ﬂ%i@dﬁ@%ﬁi @gﬁlﬁ Z’bgescri bed
bel ow gragrafatavdt no@ing feur piceesit tisl essuitsgoamhabdere (1862 8b Tdetepnivgr am code
is divided into a plurality of pieces that, are arranged in, a designated

or der .aythentigationschiapkarintdinsses @éﬁ@?'@teﬁ]?@t@\% @’F"rtm e&r%@@ﬁ PR%EE T osur e
can augol&%nti cate the program code, an authentication checkpoint hash mnust
be determ ned for each piece of the program code by hashing the ﬁ.r ogram
code in thgooamher Fgerkisabl Yodesiagraedillabbatngianhexasplecef two kaghing. Mre
particularly, for each piece of the programcode.. .the result _hash gbtained
as a r@@ﬁ?%’ge(?f bgiRg P Oé’g@go?f'mP %”%%*8}‘ 3%1 'tef"@dﬁetﬁn(g tioy pigFes f’i\)a (fqr?é( Ogef'ﬂ'aul t.
seed, QL gFB r’éafHe EqRdl ¢ ragh obhmbRad tK@MmAashG NBrédeeses eempidy tthe program
code i mre |aQe y preceding that piece of the programcode in the designated
or der audherfidetishetteckpainbhaghess t he aut hentication checkpoint hash

hockpoi nt 108 acEigPLECE tek, SBeBbAP IERNARE mn BB ML RRLARG g

ot her Phesaesteibd PePoRaEa BN ddusordesi gnebedneralenorespiceéenf ad to
herein as an authentication final result hash. [0029] In o

. , e
exanploepyofpihegpragravdecdan el fiks2.t Wheeeipitae ébasﬁ’mgaﬁwsﬁﬁst%p@&ltﬂﬁm ng |
desi gnat.ed .order: fir ece of the program code, a second piece of the
progr d?'r‘ﬁtﬂé%gg,a@ﬂ3@%%'5%%%& of the programcode. In this exanple, the
first piecgoof3]t heFpy dosambtaskediagramsitestedtid) wh texaaniflé redtfoauhaghingcat i on
checkpoi nt hash (which is theram asi %fpe resuLt Pash obt ai ned from hashing
the fipregesseedieing PEREPREGHAHIIRIRRY SN IRE §8FS:01 PNe BRPF OL AEOREOEnd pi ece
of the, pr ;?gpnc I Sraggpchat iih Wi SRSy apideeakis atmpbyc g kpoi nt
hash ?\‘II%I @'g; S t%g)%ga?é gz‘ft Eé \?ggm"ﬁ ﬁash obtial ngd from hasﬁi r¥gcg t he second
pi ece apthdrieapooghackmmatchadhels. t he result hash obtai ned from hashing the

first pi f th _ de), . he_third,npi f t d
s associ aT@04H £ nD DR B SUTTEANS BlRek QRS R8I TOBRAER GRS & he.
Same asnf aEiSﬁ%‘fan%%‘bé&?lir@n%fitHé SPBASHItRE prdsarithiisgbgirece of the

program code with the result hash obtained from hashing the second pi ece of
t he prograf@@2ide) . Fighe 6Bhiisd aausthwainatat bioeke Hiagigon nof hash glectranic

authentication final result h e ' I t he program
code an‘(ﬂcg’rga PROEOHE GRS ’P“S’&féﬁh O%%?%@léfg@e&%gésréq]t%'éﬁo:sru(?%i ecespof gt he
program cogigydg) t heigdeyiagaatierB adrdeperspective views of example alternative

embodiments of the system of the present disciosure.

DETAILED DESCRIPTION

Enabling Parallel Processing of Hash Functions

Using Authentiication Checkpoint Hashes
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[0030] It should be appreciated that, in certain enbodi nents, the system of
the present disclosure determ nes the authentication checkpoint hashes,
while in other enbodi ments the system of the present disclosure does not
determ ne the authentication checkpoint hashes. [0031] After an

t henti cat i h int h . h b det ) f [ th
ot ogr am codiS0aTie SyATem GREARETaRe 5 et ooPNt AETeok Sre sl R ot
| east f rﬁ@%d@feﬁbuhgqﬁmwe@r@&ewﬁ%m‘ferm ffnctibes Ristey aoteedieatiscor di ng
to the designated order. That is, each of the sets includes one or a

pl ur al Ehgckpointheghiesc ésentratihethgravgiem efdbie Rirasnt distlpgursels GAEIGERS a
ode ol PuBeshitiers S daie, VB aRY (0 Fintb BB P RET e iR oy
be appespiclies $tbaid aMvharlickidh echpsskpbirityhadhaetts simultancenglyoliesh and t hat
each set may i1nclude any suitable quantity of pieces of, the program code.
[0032] mwéalﬁmaﬁsetwofdheyﬁéﬁ% SirngRIEe? T Hethohtd Lﬁ@ﬁﬁf%a‘ieﬁ*et%a% E%Sﬁﬁb i s
ot TR B 0PRSS B bR B ottt
the syghenn) ldntenstrieganaipeesentingi eRetlitabky firegram ctacie s(t)wdafer stesgdrs, the
anot helSPERSaTINg. PRSI STU 30ATAGES PoUTUSHoLSsBre, SIS Tuant ity
s SR THG, A ki ey B SRPrecieipongas ) el e e,
any ot fegresaritingb peyiabim edleranitsbfived gamenydatehsiringsi teskeenting dextual

elements; and (e) data strings representing any other suitable data. While the

present disclosure may be employed with any suitable data string, in the

embodiments and examples of the present disciosure described below the data

string is an executable program code.

[0028] The program code is divided into a plurality of pieces that are

arranged in a designated order. In various embodiments, before a system of the

present disclosure can authenticate the program code, an authentication

checkpoint hash must be determined for each piece of the program code by

hashing the program code in the manner generally deséribed above with respect

to Fig. 1. More particularly, for each piece of the program code, the result hash

obtained as a result of that piece of the program code and either: (a) the default

seed, or (b) the result hash obtained from hashing the piece of the program code

immediately preceding that piece of the program code in the designated order

being hashed is stored as the authentication checkpoint hash associated with that

piece of the program code. The authentication checkpoint hash associated with

the piece of the program code following all other pieces of the program code in the

designated order is referred to herein as an authentication final result hash.

[0029] In one example, a program code inciudes three pieces arranged
in the following designated order: a first piece of the program code, a second piece

of the program code, and a third piece of the program code. in this example, the
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[ 0033] Continuing with the above exanple, the systemdetermnes a first set
of the pieces of the program code including the first piece of the program
code and a second set of the pieces of the program code including the
second and third pieces of the programcode. [0034]1n various embodi nents,

th t t f, th t ti t h th
cach. SRSt RIECoatanSIPerath 6are I Bro ooy MR eh ST DA LBALOh AR ke "se
| ncl udggs Q@m@i‘] ‘?scﬁeosf.arﬁ@%sﬁﬁégéﬁm Baste obRlih&froth Bhbhiaghee fi%t%ﬁ@é‘e of the

program co I'n the designated order, the system associates the

aut henthiearogeam foodel andethel defiaelé o). Hhetagcondtpicemef th Pracremaeod®dis does
not include.the ece of th I t.her s of the
pr ogr amTOSHSH Wi Bh@ TRECNGraY ggn@%@ﬁ? &9(%&530?@’{,[ @gn\%’H; ga&hag e@gt ?13%8%%

aut henhisGaki® %agh@sﬁme@t&dﬁa&bsm Otﬁeaé@;dmw piBcé o tive @ecgram thde puithgr am
code foll ow ng ot her pieces of the programcode of the Set%ﬂdbf any,
t he ddbegaatiébash @btalwd From]aasm@@ the Bl plessnet g GO IFodRe alsole
exanpl the s |

aut he tﬁrgﬁ'? Ongﬁ%g%@gﬁ?ﬁ cﬁégﬁs E('e%aeaczﬁé'stga 11[eH %?\t?'%@taugﬂcéeﬁo%ﬁ&ﬁfgh%% gorirgm code
I ncl udeski (whible i tHestarsetad thet eauftitash @h)tamcbfronhiaa$11109rt!amﬂmodje;eoa/m chis

associated with the first autheptication, che oi nt and
secondfdBe RipgTRM keI WiIREHS EsuitdR 3% ‘Prt%{?mreé’sﬁ?'% W%?H“%i'&%ﬁ?‘éo'i’ 8 eé’@cond set

| ncl udgs haCRIgEER dodehe PTRGT #lke sGERAatd | SCi@blntohlsh B afgs of the

pr ogr am code I'gnat ed order e., Includes the third piece of the
pr ogr aantseskation final resUli0ess] bédause t’a@stbu‘da:tleq:@ obtree pfogram endehisribecat i on

checkpqi nt hashes with e f i.n_various enbodi ne

Ut ho e ek T oo 8t sareqatowhe Sl weds LS RSt Tolbab b a1y
si mul t.au w&yo fornms a separate hash process on each set using the
.desi gnate ash function. Mre specifically, for each set, the system
hashes t he [p03Qles Wfshohls be agpeaniateddhat; in hataiseemberimenthetheasidanct i on

2t hoff B Er e R e B OHaCh PSSaE, A aaM iR erC Rt R et e,

whet heg other embodiments the system of the present disciosure does not determine the

in

authentication checkpoint hashes.
[0031]  After an authentication checkpoint hash has been determined for

each piece of the program code, the system groups the pieces of the program
code into at least two sets of at least one of the pieces of the program code
according to the designated order. That is, each of the sets includes one or a
plurality of the pieces of the program code and, if the set includes a plurality of the
pieces of the program code, those pieces of the program code of the set are
arranged according to the designated order. It should be appreciated that any
suitable quantity of sets may be employed, and that each set may include any
suitable quantity of pieces of the program code. '
[0032] The quantity of sets is determined at the time the d.ata string is
initially hashed. In certain embodiments, the guantity of sets is determined based
on processor power or based on the number of processors of the system. In one
example in which the system includes two processors, the quantity of sets is two

(i.e., equal to the number of processors). In another example in which the system
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the pieces of the program code of that set are authentic. For each set, the
initial input to the designated hash function for the hash process for that
set includes: (a) one of the pieces of the programcode, and (b) either a
default seed or one of the authentication checkpoint hashes. It should be
appreci ated that since: (a) the pjeces of the programcode, (b),the default
seed, @ehides)founErQaRsREaT: it%i%th@HBB’h@ﬁ%%téi i51OHGCtos oarl & @\ee'g“%{ie‘i RE

Syst e”?grotcgﬁséﬁ%b.t 'zé‘lst(\b@:e%é af@réaSte@eﬁiagﬂﬁé%mw Jrunas itepd emfaedy of the
hash pf¥ocesses”are known values. That Is, each hash process for each set
nmay bempgrioderdmiiaduint ameothsr sulieblausenneeahd dlaspdovegpg Stherguiiedlao
initial inputs that are based on any result hashes obtai ned from any ot her
hash p&@€€§ses of any other sets. [0037] Continuing with the above exanpl e,

the system %}??ékhagsﬁﬁinhhﬁf With She BbBEE eRBniple, AECY st cRigmeihet efirki r st set

using the d at hash function to obtain a result hash and conpares
t hat rsstuftthbastcesoftthe program sode énludingiton fesiadrpd ichtheaigramnepde

si mul t aneousl| b) . hashes. t he co i ' . code
of "t nestd acsbad e 8 T PrbSa L FEn ARG e fieklefid e baqdt AR
hash and-c9apPHeasobfah co@sul t hash to the authentication final result hash.
Further, in this exanple, the initial input to the hash process ob@;he

first set il96BdHesin (variquse embadimsnipetist e agparrtsu@neant t he
default seed, .eac ' val n Lk L] )iy to the
hash p?'gﬁgggd%‘f)%t g%g%%%ﬁggﬁéfﬁg@%‘gggsﬁ t’?'g)%e%‘ﬁemé’tééggﬁﬁggﬁ’ éf%f .the

pr ogr agn eedets: davif (hat dd1endlides traupibeatdf tag ipongraire cagefoltowiag )l atberh of

whi ch are known val ues. [0038] More specifically, for the set .t@%t i ncl udes
‘the pirieeesPr the Progiag srredetNendesignaiedavdesi the ekeprpaseedate tre

Pr 00T NGO aridn 1AL ﬂ%ﬂé%rﬁ\gitﬁ&ﬁﬁr%t}&ﬁg&’ﬁ? BBt s boks @9 Idfudiegiegnat ed

hash f on t pi ece of program code that precedes all
ot her mkeses thé prograpr codanfolodingi all ifeerdeistgaatf diegpragram aaadie( ini thea

default seed to obtain a result hash; ( for, each of an enmmj ni_ng pieces
of ¢ helqn@iiaih @ dhe | RoTe psSasaies e AUPERItaPn FkokETRl M & hash:
(1) t Pﬁia?é‘&mﬁtfh H‘{céePEc%%\afﬂé%%rgﬁfﬂ_@oﬁéifbllé\h}?]gr ap Wthehprizeghdfaghaed from

hashi ng € plece o e program code i medi ately preceding that piece of
t he prprggem code of tha bet, fesiyyitatheddanigrated @rden with thatrseful t hash; and (c¢)

det er m nes her .t he resul t h_,oht ai h L ng .pLeceof the
program coJ@lggé] t hgpnga't“n@h‘é({thgﬁfgl%t?/é}ea?? g%f) Leéﬁw& %ggé&o?éﬁéﬁlgg‘ogar)am code
of thahe$pdt selt widinthe firbt hlidedashtatiesti@otttrndsh béeasanbeamly prece of

aut henti cati on checkpoi nt hash associated with that set. If the result hash

obt ai rtee frogranhssrergciuded ghdbe Tisst selelspihgdirgmpiasgeobihe RERIrad: C9%at

foll ows .all. ot her. piece t ode o ,#hkN the
esi oiigy i, anpcieed it dhe' St AAGEARERHP ofiterdiRy, Aot bhd B i
associgaleAd Wdthwithathes eluthdriteatiyst el artiseéinhashatlescauise fheesetsnd ofett he

program code of that set. If not, the system does not authenticate the
pi ece(ingludes theepigee §f e BERE AT C‘?%@%é‘%‘?"“ﬁo@%@ﬁ@ﬂﬁ'?%ﬁﬂ & RRIHR above

exanpl 8, thend hEShnskly 4raet 4deSintRRies the third piece of the program code).
[0036] After associating one of the authentica.tion checkpoint hashes
with each of the sets, in various embodiments, fo authenticate the program code
the system simultaneously or substantially simultaneously performs a separate
hash process on each set using the designated hash function. More specifically,
for each set, the system hashes the pieces of the program code of that set using
the hash function to determine a result hash, and compares that result hash with

the authentication checkpoint hash associated with that set to determine whether
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pi ece of the program code that precedes all other pieces of the program
code in the designated order (i.e., the first piece of the program code).
Accordingly, the system hashes the first piece of the program code and the
default seed using the designated hash function to obtain a first result

hash, and conpares the first. r | & t i td o

checkp en?‘eﬁggﬂ% i p{qgéah fge Sﬁﬁmttsgﬁéz% a%ﬁltc'i&tﬁhcél F ;SJF E? 8@%’?" gethgla'hfgg |pon
checkpgbif e Heyighdtbe heaRBundtim fof tisd hpsiepeocdsd foe thutagt anoludiste (2B _
authentic. If the Tirst result hash and the first authentication_checkpoi nt

hash aome of ftieepieses of e programpeede X (i eiihes @ dateel feedoneie alithfent i c.

[ 0040] F each. remai nj S he 4 esi.gnat.ed sh
Funct | BRNEBCTAGR: CrrqRrb fipshes” ofC ERATE, bE oS ERid st ansl af e

pr ecedgiscad lofofeebratiragesodt, (bl tive affaott cseel, 0dnd ha) thet authbnticationi n t he
designated order; and (ii) the authentication checkpoint hash associ ated
with teheckepint hashaes mjetHieras By dnesysiam pihsy g c*BBBt% ﬂ%@tﬁ §?§'G§)aﬁdecedi ng
t hat piege:qf r i i I to i resul t
nach; () FBIctBIRP SREA T R achTpldtesCes an e vaflos, TTRELE BRI ot set
uses thwshdpsigsatiod elak hsdtunay iben pedomasd sifiu)iatbatsipibecausé thaédigshogr am

code; and (ii) the result hash optai ned from hashin e piece .of the

pr ogr FHPEBLRES Fﬁ?é’dﬁea‘f’%l”ﬁl%'ﬁir IR ﬁﬁ?ﬁﬁgghaﬁegc‘é” ™ f?%’ubpb"’lﬁ??ﬁn %ﬁ@eidn t he

desi Orab e difer ARPhicRERses Pan) bitRaskls and (c) determ nes whether the
ash-o

result tal ne rom hashi ng the piece of the program code of that set
that foll oj§0ar] oCoetinpingcwith dhe taheover exprapiec dble systamata)seasheastthany, in

the designated_qgrder is th as._t.h i ' i Nk h
associ RECAEHE O [harouar SBuf SLanh Fnmt ey ok S8beRae FastR ieth"

obt ai Q@%Bt{afﬁ% hashi Mashhehdicerpapés the @E0DMREBh ot fstthirhesidatibhat
follows all other pieces of the program code of that set, if any, in the

desi greeekpointidashis ant sirsattenerushnéoahaskes ithatsesane sk Bdidhpiesgs 1of
i,ated with that t I j i th
o o0r i SeodlobT chdpr B soqq, &t UL dedhh SR Tac Bl B Shiala 12

pi ece(s3uiPhabharr amhpareaotet ésulhbasls ¢ thd @QAidrEeation dinay redutthhadte above
exanpl e, the system (a? hashes the first authenticatio é:]geﬁk oi nt hash
at'ed

and t frairhetoil thiseexap'e, HESp i dfPebde 18I RESh HYORRSY s¥tf uncti on
thi v a8 3 PRENIST Btads OB B RS oR 2 T B BE A, R Gy
conpargfich e kiibwdl veRes|, Bntiasa inifiailinpltetoahe trershi pratesmof theatecoasitdet hash.
Sarme, RAIIEEIENITREH FIECH LA DRI BRO T B o T S LRTIGRIPR. 11 he
e ScBBRMSRURF ARG pRrtGa Wit 1a, T eELl resh, et L TRER
shoul d be #pB8ici abeds t$rmciidadys ot dhe negt $hafulindurdasudhy piece of the

program code that precedes all other pieces of the program code in the

designated order, the system: (a) uses the designated hash function to hash: (i)

the piece of the program code that precedes all other pieces of the program code

in the designated order, and (ii) a default seed to obtain a result hash; (b} for each

of any remaining pieces of the program code of that set, uses the designated hash

function to hash: (i) that piece of the program code, and (ii) the result hash

obtained from hashing the piece of the program code immediately preceding that

piece of the program code in the designated order to obtain a result hash; and (c)

determines whether the result hash obtained from hashing the piece of the
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perform such hashing processes in any suitable manner. In certain

enbodi nents in which the systemincludes a quantity of processors that is
greater than or equal to a quantity of the sets, the system assigns each of
the hashing processes to a different one of the processors to perform In

ot her enbodi nents | i t he,syst ncl udes uantit or

Chat i roaragt Ehds of Tadlersttogt BSVRATRINEF ieides It Mar i ateo B8R Tt ne

pr 006$§@f Sf 8ngeint @iendé%l@@&@d(ﬁrdbh% oS Riafe aé%@smﬁeﬁ@cawnf S dBkpbatt

exanpl e, 'in a system including processors and four hashing processes to

per f or hash lesseyigtashwith $hahnsett vdétfa_ﬁf residt hasholdpiped des dashinge pl@f:et he

Do ondt HehRdEAT eBgalal BT BTN piddS P B sThb R B8
syst empi Eéﬁ' if Yard\s Sindfise efsdigiite6 e68r RNEnhOT saraeeabasie m&m&@somo

perform The system subsequentl|y assi ns at | east one hash process that has
not be@he@m@rm wqmt@%w@ %@F 86k %rSYﬁB?"B reithentigates theomisretse of hat

I
or ocesdy eogfam AREGNAR] sk AFREETTe SYRlont HARR r allhuHR, FR pRERY' "0 11

assi gn@f@@qﬂogfamh@dpmd:mm:s one of the hash processes to perform The
system subseogluently assigns the renamining hash gﬁo ess to V\/n hever
processor fl3hes GEHINGINE Mth ABR VG SLBMRe 3‘ﬁ%‘dsﬁtas'7r‘p$%§%‘s first.
In ot hﬁfecsr&%%@rabﬁam tRGeSHat ?%é&fé%safﬁgtf@?t;ﬁ E’?s%f Mgp@w@w& ift 0

enabl e"oné or rocessors to each act as a pluralit I ocCessors.
[ 0043] tha das:gnamdemﬂam(mmtm fifdrpiece lvf dbe pm\gemm tdméenesf\daordhagly thobt ai ned

from hashing th ec f. the ogr am code .of t e hat fol.lo al |

L hor ik ngehe bt first pinecaRbeHOBHR ol afd e 3Saul oo g oo

or der (5@85@19&% tebNa PR cich thébt%ltﬁ BeRst ALl HashharlRRIMarBadhe #fstees@i ed with
t hat set e system generates an error nmessage and, in certain

enbodi mastt &), thetfosbauthhstieationr Chmaé(@ag'é haghs pf &y}sﬂrﬁh@sel#trfmshm tgefirshind/ or

thar, 3Rebe B sdtacRBRT o haoh e safhehi st leciridh® o YR BeBEN R Noes

the pifageafic. p'!ﬁfﬁ%sﬁr@f réémt Pasaam thedist AatheRtiatitt! coSEHERIMI asH BfA4] As
general |l y expl ai ned above, hash functions are commonly used to authenticate

a copydifitrentpthediraipieeref tsr pogrameasts isgot Bethasig- of "t he progr am code.
Figs. 2 to ow ] ens of
the pr esentﬁgg@tl ong)r %aghg aﬂh ﬁgﬂﬁ‘%ak’?@tﬁﬁ g@ﬂgﬁ‘g% ﬂéggﬁé{;‘eots%%h

si mul tfanegors ky Haadh (iR the Lp’@da bf/ t!@é ;ﬁegmmfcod@eofomamree thaepascedesaalicopy of
a program code stored in rogram caode

repr escéh?i Aipcas\afdee @Pﬁﬁa”@ﬁﬁg\ﬁq tB@t 86Eﬁa@'§lﬂ 'Bythﬁnd ted grgi. oy a
group & ngh%rﬁﬁﬁ%ﬁﬁoeﬁ%lidor it he Qésdd?a%bin(ﬁﬂh ?i%vi BirfIEPRY 104 ‘ié’&% program

codels s ored on he program code Is edlntoapluralty of
pi ecessfahd graghesd cudemgmaecﬁamhgpaio@@mmmatfm pbthet progivémi code pl eal ity of

R e e e Lt T

aut he%é %?P%‘ Cd&%kmhaf saﬁ%e@%@ca@é@%twHbseaﬁm_cﬂbﬁqe Hfspt foﬁ tR&tOgr am

code. s exanple, the programcode is divided into the follow ng four
pi ecesplea:e bétH@as‘ngdammdg, and Kinfthaceswh ha&m)Bbtmn¢d1é'of¥bha$imh@@"@émcgnat ed
or der i.rst piec ram.cod 120 econd i ece, of

o ogr Sihtes a8y S6de et BheBSPH e st e S RO RSsEN GRSh P8or ¢
pi ece RkidRRePREERM 6BeEn BAPEsult hash; and (c) determines whether the result

hash obtained from hashing the piece of the program code of that set that follows
all other pieces of the program code of that set, if any, in the designated order is
the same as the authentication checkpoint hash associated with that set. For each

remaining set, if the result hash obtained from hashing the piece of the program
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[ 0045] First piece of the program code 1120 and a default seed 1110 are
first hashed using hash function 1105 to obtain a first result hash 1130.
That is, first piece of the programcode 1120 and default seed 1110 are

i nput into hash function 1105, and first result hash 1130 is obtained as

t he output of hash function iqu_'S. First sult hash 1130 s storfed in
associ aeferf Wiatpet maﬁtﬁ)'iﬂ"@:@] gt Etri%e‘fﬁ%af RIQEEA 1Gs8Ief ‘#"iaF ggt. 1T any,
aut hent % iegssgﬂgtughfehd& Rashe 1dARe Dexihe SAMUMIICBLBSE CcRécKpdmMtPRagH am code

1220 and frrs ash 1130 (i1.e., the result hash obtained from
hashi ngs¢deateidewith dhat ket, phegsyatemodettientiodicst Hey ppaetedphdh e etoar@npi ece of

the program_code 1220.in the designated order) ar.e hashed.usi
functi B%dQﬂfSt%taB S&ht gf A% Q’@cﬁ}ﬁe g&ﬁ? 'ﬂ%ﬂ“%?a%ﬁw ipéf?C%ngSﬂg?%i ece of
t he prgg;ﬁ%.p%g@ggtgé{dfi rst result hash 1130 are input into hash

n

functi 5, and second result hash 1230 is obtained as the output of
hash functi {041105.CSgirving métbuthe abeye examnle, Heopysiemm (asbaehas i with

d. pi f 1 . 1 d: i.cat i nt
St e e R S S T
resul t ysiRgshe HRQYnEke®hash Rendtioaubtotitakha sbtendedsilt hastabhinaghththei ece of

the program code 1 mediatel y preceding third piece of the program code 1320
in thes%téyicbwﬁd?&ﬁhc%’}ﬂ)f@r%'rﬁéﬁﬁ%Oﬁgi'%er%§ﬁ" FeRRq 8 faﬂés*gg%-%ﬁﬁ%i n a

third resul h That «d; ' j, 86 : 0 and
secondﬁ?%%u‘%’?é]ﬁ@s%&%gg?sa{r}% er%'p%u{éélurf\t{ ﬂaﬁ!‘égﬁﬁ} ﬁ\%%ﬁ%%gamﬁgﬁt@ ﬁ%@g result
hash 1836h.i F tebtiideduiihaah and thet awthehfsdtidruiirdliresull h8Sh afdithedsaresul t hash

L0, Rty BSPEEGE O LR SRl EE Syt ORI E9SE 1520

progr afqédﬁ'f ded %éo%ﬁﬂgnlﬁ%ﬁ%ﬂ fires %%.uft‘%h@@ differ8nt, thOesdo8al! dndasiy

obt ai ne rrom hashi e piece of the program code i nmedi ately preceding
f our t hpiptes ef tife plogram agdarare odé att®ticn t he desi gnated order) are hashed

ing hash functi 0 btain. a f L1 hash hat..js.
Fourtn pi ocl00Be! t ndt ShotlEaR cooweridaY Sl (hPr B R0 Moh SURTIAPRO RS | nput

into hﬁé,fo } i r sabié rhasherl 430cdriai® RinfbdtRshed’s an
output™ o rhggﬁ&? ﬁ%gﬁiﬁgﬁjrgﬁ%%ésggu%@hé?esult hashr 1430 isf stored ien

associ iatwioich whe Isy$teor triclysiesce quantityeofpprogessarsdoet is4reates than aueAEak i cati on

final result S 440, bgca fourt. i f 1 20 is
t he pi Q2 anﬁe&p&’gg‘?‘%{ﬁn tg‘gdé?sﬁ?@t g#éo@?gve\g Egqu t(ir)]% ngars%br%égd;eeg.g Q? ﬁ%%pr ogram
code idibhsit o BNHEIrotedebrs to perforf0047 lotHdeemivolienthisaini whicthibek poi nt
hashes are encrypted and staored in associatjion with thee@ﬁ%gﬁf t he program

code wsystérs iECNUeFE quantitad rocaesarsghabis kese thasgr aHR § §6i%
encrypted_aut henti.cat i C 0j e e t HeOMRBMing Sserver
througheas\'nsg?'a' ﬁ‘%%@ﬁ% kg%rq}d%gﬁégs?'g%cg gé%’ % %%ﬁ%i?}yﬁgg{\?i%ée&a theagél(n;%l When
t he EQYbEgsais/@spaforimstsstdmplel i & siysieat irzdudihg heopyoadssoheapd dgram code,

such as upon EGM startup, the EGM aut henti cates the copy of the pr.ogram
Code HurebiD BRseatFRlp DHEER Do ST Serbhe D IdaS beshhg gFAES e’

aut hentj gat i0 ' S ) Sijpulgl ango aghe of sl Urality
of se[ésdcg‘f dgnghe?)%&gggédg% thﬂeg%?%@gs olgutﬂ%e pr %ﬁ%ﬁ]ﬁﬁ Fi gs.y3 to 5

( descrdypeehibailyougsighd bashiagerdcéssasetot thexempessore! lolsechapybodimeés,pr ogr am
code being authenticated via 5 rall el grocessi n%@of hasg functSi gn-s[ -

enpl oyhfgSKtieMe T4t ASHIEReR %?)i PeREEHeSNe BoABYH 953 PLESEFBAR di agram
T TTUStIRtrRY PRE sPtBAPS SoRiquaAny BREIgRRRM least one hash process that has not

been performed to whichever processor is the first to complete that processor's

assigned hash processes. For example, in a system including two processors and

three hash processes to perform, the system initially assigns each of the

processors one of the hash processes to perform. The system subsequently
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of the programcode is authenticated via parallel processing of hash
functions enpl oyi ng aut henticati on checkpoint hashes. Mre specifically, in
this exanple, two sets each including two pieces of the copy of the program
code are hashed sinultaneously. The copy of the programcode in this

exanple i.s diyvided into the follow . I [ follow ng
desi gnaFLIND MR FETAITHY %sgc%l%g?g%mﬁ(gq'\é%gﬁé\é% ﬁtﬁog’%grgégﬁg%ﬁg%cﬁeé r-FJ(.)T@&{&;C)S econd
pi ece @fat ii6caRY s UssidiedPhagh aroeedeirt220h dihér dmpiogtrents, the sgsteyn of t he
program code 1320, and fourth piece of the copy of the program code 1420.

I n t hitekegadvestagene! hyperdycadingre a@hle anetdieMpre §reasasseteiarachPeuped
into the_foll ow s: (a) a first set includes first piece of the
copy O?S?Wurﬁﬁw&}g%&é\%%szoﬁ'uo and second pi ece of the copy of the program
code 1220, @od3(b) @ waierd esefodimehisdefor tdaatd geitewdheni thdiaesoipyhash t he
program code 1320 and fourth piece of the copy of, th rogram code 1420.
The syahtainessEee) a@@@n_@éb%rme&mﬁé*ﬂﬁ !p(‘f%@riagh.‘%ﬁi@c?fpﬁlitsp%ggﬂ \{Eﬂgws(qll_le_ , the
aut henieAblRB AL RPOGHarlB50e &F 08 Shied Al Ih iteaRsigReeRl olBe ichpy of the
program code Tollowng all other pieces of the copy of the program code of
t he fithet ssmeb & thbeautbentjcaticed cbedgryinivhihht assddiated with  thahgehsBeci at es
authentication final result hash 1440 wth the, secon sett because the
seconcﬁyéé@migr%‘leﬁ@@§ AR} B¥ESEYE PRE %ﬁ?i%%ﬁﬂ ?"ﬁ@og‘% &t B0tk of (Bwi ng al |
ot her Biecss Aishid lsQH@Yer]fBr aRsBE6 95 AdNE Atthdniitd e demir anatsheotdler .

e, a

[0049] I n this exan‘g , irst processor of the systemperfornms a first
hash phisdesstyl Ol shoekt thusehbe appoagiated thab inisush erbodinenissteosiidmocessor

bel on e B Eatot s 4o e BieBan SR g B i Rl S8ds BT or e

first hashtpuessss. 100 by first hashing first piece of the copy of the
program code 1120 and a default seed 1110 using hash function 1105 to
obtain a filPe44k esAstgangsallvi@gnaingdabave, hasl funqtions mre cesypenly Msats fir st

pi ece of th f r d : e j.at o hash
funct itBnalitfgg{;%g%édgoﬁé‘gfr?g %%@g}%sg?qéﬁ%g 1f’%§kg§ﬁ ﬁ(ﬁasoﬁ?%tjo?o#‘ghash

f unct ipagit® ZoddexFigst IZetd isr bélopr acedtomk tiagheras skusiralingi kme @famile copy of
t he program code 1220 and first resu,t hash 1130 using, hash fupction 1105
to obtsaptenas SEdBRIPIESSOL WisrRTIre 28HPIoph gHthenticafin fqhegkpwb@égeﬁ Prput s

second; pj o] ; r i hash
1950 M yiTdlen MEsf OB ity S AT ATBEOWR ARE0 AOthT a3 s the
out putprefranasbdé simeddn ahlB&M.[ (0803 Sixauipane pusdram thde sewrenentidaessor

f d h 200 fi.rst hi third. pi f th
0f 1 heM OGP LA HSBBSEAIRS Sacn BN i SR B oR SLFHAL Rp IR SRS 1240
usi ng Jaasfcf 89{{ii,pﬂnﬂel_oéeﬁd}egé)b@ﬂyﬁoﬁt!}i@ﬂ}de{;réﬁﬁ@bée Rastrd$3A. thEeGm, s, the

secon(?teprocegsor Inputs third piece of t copy of the program code 1320
and séwomutoguarhentde asi dividsdeditpoanpliiakili 2D 40eter @rdasashedcysiog 4105, and

hash proGBELLhES AN Prap ek HPEraly iy BT paPeingl: tFii ancous! v
becausgy S£r0ABIGHK daBFHrA ldsiratinhaniconitial hbsk fbf 184 Progaht bodls, whiehasl by the

system  is input into hash function 1105 rather than second result hash
1230. uShddo deterorite as muthentisedon eheckpoipt hasly@ssaeiatas withteaghtRPiec®econd

resul t sh 1230 i et ey m gi t qﬂg o} hashes
fourt ﬂf Bﬁ SIOgFET héoacjedpy{n&m?ﬂee)zag?@gr gﬁ? cﬁgﬁépﬁ’ﬂzg&éﬁgt I (rjgar@&jﬁ?é hash
1330 usiongndiashr fisasd en Hel Gashed olging rhasht Gundtionr ¢$08 tinhieh fdlié@ng That i's,
t he second processor | npu_t s fourth piece of th? Sogy of the gr ogr am code
1420 daaignated order: a first piece of the program code 1120, a’second piece of the

program code 1220, a third piece of the program code 1320, and a fourth piece of

the program code 1420.
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third result hash 1330 into hash function 1105, and obtains fourth result
hash 1430 as an output of hash function 1105. [0051] After determ ning
second result hash 1230 and fourth result hash 1430, the system determ nes
whet her to authorize the copy of the program code for execution by

[ Lt.h t t
hash 1240 S0 cakPing B0 prod Bbledoe TR ks B R A AR o
final #@pHbihd@sRintAHEsh Rindtiehht106alo @Bmﬂ@ fr@ﬁlnééuﬂhhﬁh 1230. arshtsscond
aut henti cati on checkpoi nt hash 1240 are the sane d (b) fourth r sult

hash 1f430 pm@ efutheeptagram eede i1A4P a%%drafatﬂfawewzid Ua%ré% inpet Nipdha

t )
tSKZ g :pﬂ@g ?%‘gﬁé%trgodgﬁﬁashe%éf% %ﬁ%‘ﬂ%ﬁ@gg’ﬁt@t%?ngﬁﬁ%ﬁdgjﬁeckpm nt
hashes) 1053ﬁFiﬁ§Hr‘eé@§ haBR 1G3DYs eforé@mdasgﬁrammmﬁ firet ﬂri:eceﬁédaﬁ pehgramd .
executes the copy of the program co . on er n secon
resul tcasigsh a@ég%éﬁcﬁl%‘é%'ﬂi%@t’gﬁ %Iﬂ?‘gm ha%h gﬂé@k&ﬁ’ﬁ&rtser?QE %ﬂh@ not the
sane géa% ok ‘T%ﬁfeﬁhdrfﬁ&weﬁuﬁ%@heﬁ%g) ?@j fHe F&'GE'%%' c%}afriéﬁiaﬂroﬁ'nesm t

are not sane e syst ermnes that the copy of the
pr ogr armsm@thﬁpme (ﬁwméle:mgrsn*( a:odza immsdiatelytfreceding sesond @ignegf e code

hashed t bt t K hash
At orRIoEAR SBB Y7201t he s BETR) ALY PERRERErs MYoRIFERg ! B s a
bl ock i AALAN isbbysd rr@éuif‘ﬂaé’#i‘thB@r TR %@n&?‘éc@fkﬁ B8 MroGfarh R@der ogr am

code is authenticated via parallel processing hash functrons enpl oyi ng
aut hema2faandrfirshezdpiohash HdSheare ipré iRisebash Junelon 1a0Ehpad S68@PHe, one

or ogr dRPab s e RasrataBEs Treoned e HRERARhedt rRE HebFE RSl
this exampis0 s é?!br\éodjﬂdags@b@nbhavsﬂnawmdep@&edﬁ&r@é bReftasbedte W2h asespect
t he pieces of the copy of the program code are .

to Fig. 3. Inthis exa\g‘ ,
gr oupesbcond @uttrenticetipowhagkraibt kaas124Q) a first set includes first piece

ol conCof “fabhert PN XA, BBUE cFBR piifain® bade SRERNENG Rochlf (38R S0CPTC

pi ece of t gram code ITd piece e copy of the

progr amsﬁom;{aolﬁ@ ans réaiir hasipbbtnaf flohe hashingofhet pieceraighamrogaen 1420.
The system associ ates first checkp0| nt Cgash 1140 Rtl cation

t he
checkpodat lmﬁf@lﬁf@@@ocﬂf%@"ﬂ“w thirdy peecsh H"‘%c%m&fé‘?’hé?oe%pﬁ%gu Brogr am
code oSS SFkadh el REeHdd Sbing ShastP Rt $165 G81éi88in" bRl rre%aw t “hash

1440 he seco set ecause”t he secon es the piece of the
copy Ofashhi330r ofinatniscthitel pioté ohthegpaigraot tmte @B@&md(ﬁemhé resply hadht he

Dt occadan a5p DRkl SRR JaRHEIie] 0 fance e Tes Rach PARTR Sbtafhed 56"
an output of hash function 1105. Third result hash 1330 is stored in association
with third piece of the program code 1320 as third authentication checkpoint hash
1340. Next, fourth piece of the program code 1420 and third result hash 1330
(Le., the result hash obtained from hashing the piece of the 'program code
immediately preceding fourth piece of the prdgram code 1420 in the designaied
order) are hashed using hash function 1105 to obtain a fourth result hash 1430.
That is, fourth piece of the program code 1420 and third result hash 1330 are input
into hash function 1105, and fourth result hash 1430 is obtained as an oufput of
hash function 1105. Fourth result hash 1430 is stored in association with fourth

piece of the program code 1420 as an authentication final result hash 1440
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hash process 300 (described below) on the first set and a second processor
of the system sinultaneously perforns a second hash process 400 (descri bed
bel ow) on the second set. Moire specifically, the first processor perforns
first hash process 300 by hashing first piece of the copy of the program

de 1120 d faul t d 1110 I h i 105 t bt ai
Frret Pecuise s migse of Tapradan Haq 142855 BHITHET S PPt ece o
the CO@%t%HgW&?aiPé%F%E@d‘e@dﬁtﬂé R sefaim theseadgddidl draéo hash function

1105, and obtains first result hash 1130 as the output of hash function

1105. [ 0054J08iTHI t drreoasthentieafions sbeskPainiobashes ape enshpied GOSNk h

process 400 by. first .hashin i f t rag code
1920 ARPTCHION VR 185 88??’?5’5%@%@’2‘12%%@%8%%5%& ﬁ%ggﬁ%i ﬁ'igorh‘ggkaq‘fcghgﬁnon 1105
t o obtgddy & $eGaBErdre Ttk dhisthe biddyptétaluthentiddlionsereerdoipt basissoard nput s
second pi'ece of the copy of the program code 1220 and first authentication

checkpegnittofibe iEGNUYay Rriesvardbrpuding Cagh NEWBIK ang) a5H SHIrae e SARMPBS Ul t

hash 1230 a e p N 00 and
firor fagse pr RCEEHEYIng) rRRet Al iiRn.ciRE OB RRR Rl of

aut henhibGabyeim Gheek pocints hash BANDstavivipe the &GManeieticatdre treystmnpf i s

i nput into hash function 1105 {,at er than first result hash 1130. Thus,
secondNBaRRIRB e belre SxeeHInG g corYt hig Praghie c99s S FBERM Shash

1130 | et 4 bl has!
'tﬁedag};ﬁ% c{éﬁgn RO RL h%%ﬂ@ls?)tzc% &gﬂntgl%ﬁs;%@@sgf%ﬁéé’éh Bpahasraif 6d pi ece

of the co e program co , cond checkpoi nt _hash 1240 using
hash fapistdf ameldaOmdre abthai pieces bf the pesariam ltadh. 18ig6. 3Tab (Hescritied second

i nput s _t hi i f th f th de .1320. and
D con ok WrtEate o aih e Rps e St R BPy LT 1360 B RO kpa B
resul tad%ﬁéﬁ'tiég%%&g’ Vi paPalR o Rind 88 hakHNhicasnd EafploMiyt authBetiGaRANd

processor ha urth piece of the copy of the program code 1420 and
t hi r d ahesiboinhaabhds330 usi ng hash function 1105 to obtain a fourth result

hash 1430. is..the secon [ S L f ' f co of
t he progr an@@%@e 15‘3)%:’&03 E%Cféaﬁ%ﬁéﬁ @8%%{;%1%%@(?%%%8 E\)ggﬁ%ftﬁﬁc# on 1%5,
and_ohjrajhas pfcRiainh c6€8 Uk tautiBsitich4a0 vas panalislt protesdingashhsmdtimetiont105.
[0055] After détermning first result hash 1130 and fourth result hash

1430, arhployipgt anthestieatiimekesipsinidiaghesauMasei siealicalivolpythés exp@PRogr am

code for executjo : L f j [

aut heﬁwpcﬁgﬁ?cghigg%bn@fwﬁ%%f 1%%%%% br(f: ct)lﬁ%??ﬁ:%ﬁ?g%% hr}irzra eiaﬁh'? d hash
1430 wirhhitansdem.i Taki aipyfoftak pregdnt dodshin ithOexdrhipleos idivided! iftortee resul t
hash 1130 and first authenticatjon ﬁhe_ckp int hash 1140 are, the Erre, and
(b) f dolkavingdeur piasasRriasedaRdhg P %‘Hﬂgc‘g??"aﬂatﬁfjn%{ ef- U8 P’eﬁ‘ﬁs?fst 840 are

t he S%ﬁﬁx c%fﬁﬂgséfr%fggé&]dr?éoeé Gﬂéﬁg,gs%{bghpﬁ)fé%ec@fp%e%o%@%f PhE PrEghapP 8 db S

aut hent he sa ogram code hashed to determ ne the
aut henpoathinh pivechtrientomashés pregrahocode st 320 ardplpuch pikee midheam code

b d, and h f - C0f, he oth
hands coRy o the:proasam St 1224 aan 1B efareb s (RReSR 87 8% chbtdarhi “noshe!
1140 E’S%r'ém c&B§ a?élrﬁ%uﬁ&ﬁ“ir% th ol Wbl twioesatst (41as lirdk4R0 imdddes first

authentication final” result hash 1440 are not the same, the system
det er pisvesot thet caeot ey prforamecqsteo i Ahacddeesondnpieca et Heaicoey @f.the, is not

checkBBTATh SSRB O 2ta A d0e RO ELEHOPT Beer gt P e SBPEST 4¥ code for
ﬁé\?\lcgﬁtﬁ}an{ 00851BRY. arkt fourth Pleeslof dha@opmdflthe Progidnmgodsotdrzer Exanpl e of
system associates second authentication checkpoint hash 1240 (i.e., the
authentication checkpoint hash associated with the piece of the copy of the
program code following all other pieces of the copy of the program code of the first

set in the designated order) with the first set, and associates authentication final
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copy of the programcode is authenticated via parallel processing of hash
functi ons enpl oyi ng checkpoi nt hashes. Mre specifically, in this exanple,
four sets each including only one piece of the copy of the program code are
hashed si nul taneously. The copy of the programcode in this exanple is
divided into the sanme pieces described above wth respect to Figs. 3 and 4.
I n t hi sesxbhpste]44hwithitbesecand srbbeeaysaihe sreqndotatdnsibdas the BiegeSliped

(2) %a e By B R ioBlim B Plhit AL BORR oecdd b1 b oL e ROBRIE™ 120,

(b) a seaemtiwetedigestadesdeecond pi ece of the copy of the program code
1220, (c) a third set includes third piece of g&e co{tpy of the program code
QcBSPYRiR

1320, and ( #049]f odntthissexamplg, R EstRIgressYyi elc b B PeHY™8F & RSt pr ogr am
g ! c _ ( _ P
Core 1A% TR UEERRA0e SR o Hle fRPSERITL SnshalidBeuta prife, {11!

set (i. e au ol nt assocl ate the only

pi ece sgftetheinndiayeotsiyherforograsecwdkhesh phecesst 300 &dssunitied eddpodmt ~hash
1240 with the second set (i.e., the _authentication checkpaint hash

2ss0c! R 8o SEhallont rEPEEab e HESLBEFesFo RETToR M AP BESEhe set)
third ‘%bé%ﬁ%ﬂh&}ﬁﬁ@ filst 4ol btHeN@ b e Sitbgkdm @odet 2RI AdiGaE | On

checkpoi nt "hash associated with the only piece of the cog&oof the program
code obeethd 146tusinganashafutnictinn i1d&bitowbiainag firsé sesult hasinh 11440 Tt I, tifee fourth

set begayse the fourth.set .includes the pjec he co f r,pgram
code 1 B Gupdiy e it St mireel BF ary eblS Brtmb o ad enb Rl he
desi gnassq ordeinto [IRR7IUNRtbAI 108 eobtainki first resgiceRser 1080 tdetisyst em
perfornms a first hash process 500 (described below) on the first set, a

secondopipoit of bash hincting 1906t Mexi e firgh emessgopbastrniecprseriend ohfwh

600 ' | h : : hj f th
Syt ont QPR (n d0Rry SePPol a0 arinftsh TRAME rBRh. 150 s HeSE PR Eel o
on the1its nd Gtbin anskodnbotaduit hasiea230r dhat he, thes fiesh sriotebd@nieput y
perfornms a fourth hash process 800 (described bgl ow) ongi’he fourth set.

Mor e sgraard Riare Pf theneory PEIhePOgERT OGSt 44t ABCY$SESHESRSPrIIcEs8%500 by
hashi ngadd fictiBheffs! It seed
ashl n@?%ﬂg?@é}élﬁh So.ar{ohﬁgt‘é@@t’ s@ct.%&cﬁ?eﬁﬂpﬂééfm“t%@ea%#@% ggtﬂﬂataofq%fé’?ﬂ“ see

1110 u function 0 obtain a first resu 1130. That is,
t he fifusttip a¢essor inputs first piece of the copy of the program code 1120

and default seed 1110 into hash function 1105, and optains first, result
hash 1130 d9O0PAE oSPHIERFOVRIEN tHERECOBA RREBSSPORBIEMAPESRBIAT. ¢ he

SecONt,BLALESHE LRS! RALTNG BTANEISIATIT tHE @HRHDIRAO phyolaRs Bodd 1390A@ DI ece

of the copy o e progranicode 1 and fifst authentication checkpoi nt
hash Ilset@ndsautgetiasionoheckpaini bash t1246bising haskdaneiibn €306 to hhtin 2230.

That is, th ' d_pi. th f th
or ogr ARERRRB5 SRR 1 P Ralih S NELE O e AR IS i ORaese Ta4 Mo hash
funct i grxd198grARGRRt 83 specabnucsithbnhestibnl 288cianinthieagiut pag istb hash

function 1105 Second hash process 600 and first hash process 500 may be
per f orhash &inelibnahtusand kdainsethindr sesudfubasint 13 iesnae HadRporhthashish 1140,

flret thaslit fien” Seesd dRbE sk e s aRbna B tes S el e B o
vai t Wrfdrrlddr Sinultesebisipasdtalisd Gdcendedighentiediohoctegipoint hash 1240,

which is stored by the system, is input into hash function 1105 rather than second

result hash 1230. Thus, second hash process 200 is nbt required to wait until

second result hash 1230 is determined to begin. Next, the second processor

hashes fourth piece of the copy of the program code 1420 and third result hash

1330 using hash function 1105 to obtain a fourth result hash 1430. That is, the

second processor inputs fourth piece of the copy of the program code 1420 and
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[ 0059] Si mul t aneously, the third processor perforns third hash process 700
by hashing third piece of the copy of the program code 320 and second

aut henti cati on checkpoi nt hash 1240 using hash function 1105 to obtain a
third result hash 1330. That is, the third processor inputs third piece of
the copy qf.cf ] i COR BULIRE RIrREdSR 1AApCHazy Nt hash
1240 iﬁrg rﬁgglﬁﬁ?%gg?gﬁnﬁ@%ﬁ@@n%ﬁ?;?ﬁ’sgﬁtﬂior iresult hash 1330 as the

out put a®bnhasputfolhesh Gm&best 10hi rd hash process 700 and second hash
process 600 may. be perforned sinultaneous)y bec e second aut hentication
checkpoi nt WQQ&I] 121?(§Eer\ﬁlﬁit%rﬁ"'f‘§‘gs'fte§r°§a r@ul[t%@sgy%ﬁanggoq Uk hash
functi r S8 SCRULLIHBASE tha%pyTBiuthe bldigismhasde pr ocess
700 is?zril%(#]tggqsrmg{r%gdtegé}ﬂmgpt until second result he%/h 1230[5ng determ ned to
begi n. fof 360§ mbl tamepariig setored fosult haph dé¥s vithpeedondnauthentieaiionas h

process 800 py hashi ourt i ece of the_.copy o e g o 1420
and th?h@agﬁﬁegﬁﬁ%aﬂgéh r,ar%{;k iﬁ?mﬁég'ﬂgliaﬁﬁﬁsir%ﬂﬁlpag%&?ua%ﬁ)on 105 to
obt ai n, anERMkdtnT Gl reshirHash48010. ThRboitS , (al) NchaUr tRURTIRRSS SRBO idnput s
fourth piece of the copy of the programcode 1420 and third authentication

checkpmaondhaighentertionnehedkpeint haskt 1 40 preshesamenand dB) fautt Fesusul t

hash 143 he put put ..of,. 3 J our, r.0 800 and
i r e 130 e ByBidordlt el Rk Boe iRl ihy PR L Hec ST
aut herddisahinas tedrankRRipytofltas prddéth cobe thauthesttior(ed., by thidhsampsisetine i s

i nput 1nto hash function 1105 rather than third result hash 1330, Thus,
f our t tprhgem pode dwsheddoiabtaig theayiberiicatignehiqckerint hashes b [%€Shash

1330 i,s. det ' [ - lsepet QY i fisit tywRash
1130, Bech LA PRaBfiSus YRR Bl IR e B Peaul ¢
hash 1#38rarh hdey sifeandekestiiendmndhéaheecornd aasthibhast 1280 eogysesbnthe
program code for execution b aring first result, ha 130 with first
aut heruthentication r&aekpeiRt h%g"rﬁ(ﬁres'%go R tanﬁié%rh%l}Zéb‘“\M t9¥Y%econd
aut hentj ' Nl e (N A hird -
aut hen E%S@ZH%&E ggﬁ%ﬁt!%h aiiﬂali%%gft ng?g ﬁhozfjoratét\g bggﬁﬁb &E\rgg’gth\ﬂé Ot%vi th
aut henidtemines thatribé copg of thehpsigradiendd is:nqtagutihéntit (easainot thessame30 and

hac sadbeaaoGE shde TASRER TP ante BrileridRe SiatoR Gk RBaint Bhshero i e o)
third 423Wdt gupgs‘r&felﬂ?‘aé%oﬁ%fttm bebgrHiNesdd fRtdxeBusdeckpoi nt hash 1340 are

the sane, an ourth fesult hash 1430 and aut hentication final result
hash 1440 49@53lhe Bignd, istshélapksdiegrametilbishiatios anwdbet aaplsyolbhowiie pr ogr am

code is aut tic (i.e., | h , 2P .
det er PR P ﬁﬁguw%ﬁ?%gpf%n}sc%@?ﬁ%fcﬁ?eﬂﬁﬁeé%m%mﬁ%?%%?t eh%g%y of the.
progr ymaRee &inpheireXactHepticaidd chuekpdinishbasises opyoref spdwdfigaliggirathisode. | f,
on t he other hand: n?;) first result hash 1130 and first_authentication

checkpsanpihaute saiat anepigse affee Pap@rant pyde aperng el iR ReFS86" and

second_aut hent | i qeoIp 4 £ Tl o third '
resul &%%‘P‘prf%égééh%%ﬁ]}%‘r%ggga%'ﬁgﬁ?ﬁégtﬁ%%n% e?ﬁ%ﬁ?ﬁ?nﬁgﬁ%gzgsg?g@not t he
sane, tasdxamplé)s fnidddinte shd tahmspietdsdeandbedibbent ivdtit rempett taFigr esul t
hash 1440 are not the sane, th systemﬂ termnes that the co of the

i 38, o T

pr ogr &m kot pxamele. 40e mipRase m@. CORSOhBI® PHRITEENEC 97 code
hasheg, Po!lg%ﬁdc%§§%¥shf%)aé' haddt Gatih 98 FREPKNQY O thRasisSar thao§aes not

i
aut horiize the e program code for execution.
code 1120; and (b) a second set includes second piece of the copy of the program

code 1220, third piece of the copy of the program code 1320 and fourth piece of
the copy of the program code 1420. The system associates first checkpoint hash
1140 (i.e., the authentication checkpoint hash associated with the only piece of the

copy of the program code of the set) with the first set, and authentication final
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Systens [0062] 1t should be appreciated that the above-described enbodi nents
of the present disclosure may be inplenmented in accordance with or in
conjunction with one or nore of a variety of different types of systens,
such as, but not limted to, those described bel ow. [0063] The present

di scl | ' f diff h, havi
mor 6 oKL Pal A, g T poaishrely Biselte e Sebe R SeE R R na M dgoP ot C.
It showldedisy SPPEAHDGRE chiatfolowiny Hiesthepiateebfing eopy I ftes prégranar i ous

configurations of: (a) one or nore central servers, central controllers, or
r enpot ecdtssinsthe(dgsignaéedpratsr e el ectroni ¢ gam ng machi nes (EGVs); and/ or (c)

one or nor on A 1. SUCK , t ,
Cabi ot conmiPEREC oM (R i Tyena. el Do Ry IR oo AR AR A REP L 2L
mobi | end gizens 306Yabs@bernbeiow) bortas firsnsbtairtea seobhd @reswmot ohthedevi ces.

[0064] Thus, in various enbodi nents, the systemof the present disclosure
| ncl udwsteHimyianepushs PErexaVs 2 SLOFRTIFA PIATeRP ﬁﬁodggsgwb@ffgﬁlowm al
server c : r : . onal
dovi cabe SEER ot G to ifeal MR profeseor Alor R Al pERA rpess

cont r 30 by, haghing findtepibos tof ;thé copynef tre pargrapecoedad 12eand es default

rore Bev 1 HibugRe eehleneiahtoato SEIR AT SLeRiheRBhRs) TERUSBR oot o
hosts ¢ &&%@éé@%ihﬁwﬁvﬁrﬁhp@e@ ANRE RBby dfehe BréGReh toFEM120f én@dBHﬂﬁta_'(- Ih§ yaof

EGVs in conbinatio one anot her; "(g) a single personal device;
pl ur alseleg 6f 1@entohabh denclies 1105c @nsl patdins ikt resutiehaslot H&l0, agithea singl e

central  server, nt r al troller, or renbte host; and/or 6) a plurality
of cemﬁwt@%@ﬁ?cmgf - controllers, or renpte hosts in conbination

with one angpber - Simultaneously, the second processor performs second hash
process 400 by first hashing second piece of the copy of the program code 1220
and first authentication checkpoint hash 1140 using hash function 1105 to obtain a
second result hash 1230. That is, the second processor inputs second piece of
the copy of. the program code 1220 and first authentication checkpoint hash 1140
into hash function 1105, and obtains second result hash 1230 as the ouiput of
hash function 1105. Second hash process 400 and first hash process 300 may be
performed simultaneously because first authentication checkpoint hash 1140,
which is stored by the system, is input into hash function 1105 rather than first
result hash 1130. Thus, second hash process 400 is not required to wait until first
result hash 1130 is determined fo begin. Next, the second processor hashes third
piece of the copy of the program code 1320 and second checkpoint hash 1240
using hash function 1105 to obtain a third resuit hash 1330. That is, the second
processor inputs third piece of the copy of the program code 1320 and second
checkpoint hash 1240 into hash function 1105, and obtains third result hash 1330
as an output of hash function 1105. Next, the second processor hashes fourth
piece of the copy of the program code 1420 and third result hash 1330 using hash
function 1105 to obtain a fourth result hash 1430. That is, the second processor

inputs fourth piece of the copy of the program code 1420 and third result hash
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[ 0065] For brevity and clarity, each EGM and each personal device of the
present disclosure is collectively referred to herein as an "EGM "
Additionally, for brevity and clarity, unless specifically stated

ot herwi se, "EGVM' as used herein represents one EGMor a plurality of EGVs,
and "central server, central controller r re e h " as use erein
Fepr esdtl pishegh indlion 0, SN aARE TeURk rERYBash 260rR 87 KLU a

pl ural i Qfin& fd5 servers, central controllers, or rempte hosts.
[ 0066] Ih%hn%rt]egmatove, in various enbodi nents, the systemincludes an EGV

i n conbi nat [@PE5} t hAfierc dataraiinisgriret reswhthash ¢80 raoid &yrttoresWinbiaehhost .
In suc di nents, .the EGM i onf.iqured.to, comunicate with the central
server ?45528'?%153’%}8% fgiera P",eso\f”ﬁ?tg'ﬁﬁtt%gar%g?r’%% FELGRPA Oggt?% PRRY RS} €O8F  enot e
Comm”?c?ratéxgﬂuiid'ﬂ]rmkby|ébrﬁ§élz%\?% NfirgtclzsBltbedsAentS) Wie HRM isuteantidagoned to

comuni cate w t h anot her t hrough the same data network or renote
conmmunihatkmint i eshor 114t oanth &Yydidomepasing dEwtmetasdiik hashr elfbtle with

Ol BBl AN 32407 B LA b S S i oL s

a plurdH each confl conmmni’cate wth a

cent r ahyRINtiehtion ERédidoirt Oishol 146X areCtherenmé calD&t) FRGAI résulDbgsh 448Gt a
network 2058. [0067]1n certain enbodi ments in which the systemi ncl udes an

EGM i nand caxthealicasionviingl reseiemash 1440 \ake theetarngl the syslein deteminggnot e

host , r.al LV, | :.C : i

sui tabfh%%gg%tp gnogf gﬁ’égraﬁﬁ%d%aig %ms%ﬁbée?g'e't’ ﬁ%gﬁaﬁ%fvﬁdggﬁg? Fﬁg st one

pr ocesgede daghat tbedsbrnoine therauthediicativs oheckpoirtgeashes) cauthasizésithder
descri bed below, the E i udes agecieas one EGM roces?(%h%confi ured to

L1 ansnPeP Al tebEdamastas Bt D8I RsHied R SERIRY % GADY O the el
COMMaNGSde 1 128X RENGHeS H=haD!(8) HRétOfERA! Rastbotapelnd TRsEGMMicil, cent Fal

server, central contro enot e host. e at | east one processor of
t hat EShddkpoirdrifaghut &40 taoe evoédhe sanhe, and/or <b) festhaoesilt bashe dddlinalyd

represented by such dat r si | s in,conjunction wi,th the operation of
tho Eonthepreaiasr nqlesdlt Rreh# A8 ale sibs SR S8 AU EBN TP BT He Pl
centr aﬂheC&g:tX f’f’ the'pro§fank 8884 & REBLuthENEONL OW A6t the dandaBithe pregapcei ve
data.or si al s representln events, nessages, connands, or any ot her

sui t abtadd hishentio cteterninecihet aigtheatication sbeokpoinichashes), eodtdess apt or
renot e st._and the The at | cessor of the central server,
centraﬁ‘&gBHF‘?gI’? geY 8ﬁhPe%8§r rﬁggﬁgﬁér %g%lﬁ{?ﬁ'r ed to execute the events,
nmessages, OEOO%ITTTHW? % @PBasesk athdusnsliobira@ia another @xahmlé f ¢y thect i on
with the operation of the central server, central controller, or renote

host . dapysiebuthe mEoaispt e2ds del ayiRentisrtednide pasallad ap1PCEESEE Of RSN ons of
th t . : t db
© Cefﬂpé@éqss %h&?@pg@%&%%onﬁpfﬁéﬂ% MPB{ ghggqﬁgﬁl}g% thiZBex R oREEEQr med by

t he at €ssor- o further appreciated
that ongs dmheinchidirgpohiyodng éedeuat thensppfoftthe mbglaeasbdenmrephadesisor  of

the EGM may be perforned by the at | east, K one processor. of, the central
ser ver%iwgéﬂ?%gboﬂmeomifé/r ;Xf Be ProgR® g I i examp% is-divided into the

same pieces described above with respect to Figs. 3 and 4. In this example, the
pieces of the copy of the program code are grouped into the following four sets of
the pieces of the copy of the program code: {a) a first set includes first piece of the
copy of the program code 1120, (b) a second set includes second piece of the
copy of the program code 1220, (c) a third set includes third piece of the copy of
the program code 1320, and (d) a fourth set includes fourth piece of the copy of
the program code 1420. The system associates first checkpoint hash 1140 with

the first set (i.e., the authentication checkpoint hash associated with the only piece
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[0068] I n certain such enbodi ments, conputerized instructions for
controlling any ganes (such as any primary or base ganes and/or any
secondary or bonus ganes) displayed by the EGM are executed by the central
server, central controller, or renote host. In such "thin client”

nbodi ngnts, th tral txal ||
ot P eSO GAR et P Ui arDeth el 1PN 2esy BB by the
EGM  agd-dres &Rk $he'blitticr@datioh Bhaedlpdintshedh seemsatearwishiieabhlg pigdeer f aces)

and to receive one or nore inputs or commands. In other such enbodi nents,
conput eff theedopynsf the pragiemf eede ehthoBehnihighghgakasinidhagh 4348 wih thee EGV

o OIS L SN TR AL Tl B eSO Bl Sl Pt B,

host t I"'east one nenory devi

such "iHai &doycdfi BBLprogrERe @bl i She BB8, ahd lbedsdntRatonfinabaslt fefsht ti0EGM
executes the con‘gut erized instructions to control any ganes (or gt her
sui t abivihithe derdbesst krogppayiea fayrih etdagiudepdbeopiere Wi rthe @YnBbHigent s in

R L e v el B S S R R e v G

ot her gshigshtadndrged.n which the systemincludes one or nore EGVs, certain
functions of one or npre of the E]t are i nted,in a thin client
u

4 " Jﬁ'?' & g r} 0
envi ronnentl00aRl cdn tBEHERRE. AUEt PERSSPT i BrovSHE RR YHE & _t are
| P! eRIGeHddbs’ 34D fodibBAbAGN) DANIRNHirst |dbt OB SScHeR (BREGEAREHK trien Whi ch
t he system’includes an and a central server, central controller, or
r enot esyBosh, sivottpot@rsy pdrfornss awsdoodshdsty prosess GO0 (dgseriyechbelon) pror base

et 1 dnocEsErel #eh @ (i, BREEatoRt T SR TSl A Re R ROUP o g i

confi f {dd BEEw) BRitheahir@Ret faid §edltebldd@sanyf secondary
or boﬂt%ﬁg%%s%%?dggﬁg%functi o\rf% di spl ayed by the EGM |gre executed by the

cent r adystem\amulteeecusy pedntmsid urthohash preeessoBR0 (describedrbalpwen

configuratign. [[0070]1n certain ' tS.] ' incl udes:
e | e300 e PR PSSR, TR, BReSobl pkils 5, s g woes

cont r gdeby HYsHIRITRESR $1866 of theu@pyaotiteaprajrant kodand/2or atd)a deflultr al i ty
of EGVs conhfigured to comunicate with one anot her throu?g)nh a data network,

the datemdnttibeginghashifgaetioni 20 Heelksik adfiraesul hashchl nel taiNg. Hee
| ocat ed_subst ant i al i mat / ,
contr ATSUBREPaRya bl ASEHETE G he BBS S0 dF6adi cBip NRAEY belaufier ver

cent r algegen Y€0 ,inReRksRl fuaotidt dliD8r .anal obaimd dirdtosdsudir Rastoclat3@das nha gam ng

establishment or a portion of a gam ng establishnment. [0071]1n other
enbodiowpitofinasifeRiamé1@st em i ncl udes: (a) an EGM

[0058]  Simuitaneously, the second processor performs second hash
process 600 by hashing second piece of the copy of the program code 1220 and
first authentication checkpoint hash 1140 using hash function 1105 to obtain a
second result hash 1230. That is, the second processor inputs second piece of
the copy of the program code 1220 and first authentication checkpoint hash 1140
into hash function 1105, and obtains second result hash 1230 as the output of
hash function 1105. Second hash process 800 and first hash process 500 may be
performed simultaneously because first authentication checkpoint hash 1140,
which is stored by the system, is input into hash function 1105 rather than first
result hash 1130. Thus, second hash process 600 is not required to wait until first

result hash 1130 is determined to begin.
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configured to comunicate wwth a central server, central controller, or
renote host through a data network; and/or (b) a plurality of EGWw
configured to conmuni cate with one anot her through a data network, the data
network is a wide area network (WAN) in which one or nore of the EGWw are
not necessa | o ngJ.adk I e EGWs
and/ or the @Igr"?{é Cgé’?\?}gﬁgé}aé' {rhgﬁ{hg}énﬁo%lls%{ Eeﬁ%ﬁﬁg{“g& ﬁ’gg@ ep@%er}g;xarrpl e,

one or 7mIgy ﬁésﬁlh? Ebpiece dfothat edpy (cef)thenpmigranea;odé Be@amdngecond
establishnment different froman area of th ﬁ garri, establ i Ehrrent i.n, which

the ceddthantiegtionechedkppintalagonef@ysing heshy ho® fos oPBER@irdr (b)
ina t S whi ch
the combviimeSBcRag, STHER, B¢ batber SO DG IR IR ST bPINS PORERLLI

anot hegrogrampicie 11820 camt satorxbruUtTentication athesbpoinHash, 1240 nrﬁoﬂnas!*host is

t located withi tabl jsh {0 _which the located. It
Choul duBEtap B8 APEPHARE IR BR L PHSBA ABTE UPHhPEHEERASRAEL net wor k
is a 5.1 H*ﬁ;rgm%fsﬁge)ﬂoe%w@@ FhC 8BS hash \{%oe@seeoo %ag@ﬁ@tﬁ@*drﬁfed or

renot e host an GM each lTocated in a different ﬁv@ establi shnent in
a sarr&s:gmttgnaqnhslxa trceaisessrdonals aatheatieation ywheckpoishmasbt 5240, whichhisul d be

S bet caibiedt by Tersiea: Pl e hePrriifigh "1 g HBer R restftan
t hough,ddpe W”Th&é/ tﬁfrd BEksHigFob bSO isSHrenire8 Yo Waliturit katd e résm!tone

anot her. 72] In further enbodinments in which the systemincludes:
(a) arha&BMZHnisi @r@@ﬂﬂfﬂd te ®egimi cate with a central server, central

of Ea conPPaek cas BB ot P TR RERRE, pARTY ol S Phor .

t he dajracedl 8OO by Bagfing fberhaliesy ofithé mbpandtthel mogmfmaldniesmm and
enbodi nents, an Internet browser of the EGMis gsabl e to_access an i nternet

gane phigé authentisajion chackeainihast 1344 MsEchBask JHAGHAN dA0P doavirBl e. I n
h t
SorverSlafTBal Wagh. 144 Sl Ak Ib0Rh HBEESRANRPLE, REFEPERE. ditfiecen T
enabl igagytdiahe phayefn t@deﬁh ape aa:dytlhmawiserdmaanyl q@leakzpou:)f hlasify1wa@mtong t
I e, the central serv cen rolle r renote
Rost _ihaehnean (H5p e pbigys Lt 1ok naray A theg dim owpot 46 Toshyer &o
be | ogge o'nntl ‘?05" aFS‘Grth ’H&Eh EFO(%SQ“&W%H&S%IF@%SHWS#OE@§§WOan'Bé”at' on

assi gne he pl ayer. oul d be appreci ated, however, that "the central
serverp,erfoemédakmnﬂhaheoblslgr becausgee fivited atdbenhmjlqndeheqﬂfgolmthba@m al@0,i n any

ot her sui t abl ne h as b vaI | a C

Con MR SR e, XS aTe eyt Rt eRo b5 uhfityRen dhirg o,

t raCk'r@Q.i)PﬁéQ’r Qras@t he{uss f&irth aasskl plrmstwb ihot @ikl tb easeantiiabirdescri bed
y valid gegﬁa uni que player identification nunber associated with

t he plreg.éirhajgh 1580 teaninsgripdiegditentral controller, or renote host; or by

identifyin | F

addr ess of ?Qtﬁé;lﬁl nt%%lﬁ 5%&@?’]"%5&5%& nxégr?l‘iggg %%@d ﬁz],a%ént%%f he

cent r ghircs QEYEE ,ha2BNtBAL, ot foltierresalt hastotei3uosihel destent ideserniirepl ayer,
the central server, central controller, or rempote host enables p%acemsnt of

one owhedies taeydherizentheneort Oibe £rRUraM cafe SpreXRCUlBR dYAMRANNGDHrS hase
games _an r di hese pl ays
i a T R arer Bl R el PR RRE kB, BB Ra 370 Sebe R T Oh Ty
t he capsh al23pemwter seeamt mathsdiceon areckpoot éwdaabsﬂ@é@}dtmﬂerdéﬂm hash
configured to connect to the data network r iC link in
any sgﬁﬁ%m”ﬂ" frandhaithepHeatign Bfﬂ%c@ﬁ’%cﬁ??@nﬂg 40 sﬂ%ﬁ%rﬁb‘?ﬁ%’gth%ﬁ? I%S?O
aCCO”Wuh dslﬁﬂ MiGatioR ﬁl%]vl%@hr Pi@c;"e i@ (B Rt RIsUR AL #4130 3mANFEST ON
l'i ne, ? subscri be i ne l'ine, a coaxial cable, a fiber
opt i Canmlahecam)rmhed:lax:sn’@hash ﬁééO recratﬁ’tagsaj'ee; 6:6 Sej;OImdUleISeif chaﬁm?ﬁ%ﬁhtl ons
network connegti g uch as, a cellu mobi | net .network),
; AngnG REPNE A BoTHAn aRechrE ATy ed0oas Bl TRRe drbeichesebansi on
|n the quantity of conputing devices and the quantity and speed of internet
connections in recent years increases opportunities for players to use a
variety of EGWs to play ganes from#n ever-increasi ng quantity of renote
sites. It should also be appreciated that the enhanced bandw dth of digital
wi rel ess conmuni cati ons may render such technol ogy suitable for sone or all
communi cations, particularly if such conmunications are encrypted. Hi gher
data transm ssion speeds nmay be useful for enhancing the sophistication and
response of the display and interaction with players.



EGM Conponents [0074] I n various enbodi ments, an EGM i ncludes at |east one
processor configured to operate with at | east one nenory device, at |east
one input device, and at |east one output device. The at |east one
processor may be any suitable processing device or set of processing
devi ces, such as a m croprocessor, a mcrocontr%: | .er-based Iatf8

(m egr at ed

sui t abhash #38§r ardhied pethantication phegipaint Bash Ji340-ameothessaBet AR
ci rcui [‘c@g&éﬁ%ﬁgﬁ)hasﬁ' o%d Ehﬂ'w%h[)@ét%% eI 28R LGSR AUDRAL AL Ben, B CeSSOr

2012. [T not ed above he at | east one processor of the EGM
is conf;yggnﬁdetteﬂnmmmtt@tc&apmdfhhegm@nagucedeusaaaﬂmebs(i anis thersiaingur ed to

Va1 oUSS SRDaTSIAT SoTe NESHES @ ABKTBIES NEb A L RARn ST oP e BT AL udes
authorizes the copy of the program code to be executed, and executes the copy of
the program code. If, on the other hand: (a) first result hash 1130 and first
authenticaﬁon checkpoint hash 1140 are not the same, (b) second result hash
1230 and second authentication checkpoint hash 1240 are not the same, (c) third
result hash 1330 and third authentication checkpoint hash 1340 are not the same,
and/or (d) fourth result hash 1430 and authentication final result hash 1440 are not
the same, the system determines that the copy of the program code is not
authentic (i.e., is not the same as the program code hashed to determine the

authentication checkpoint hashes), and does not authorize the copy of the

program code for execution.

Systems

[0062] |t should be appreciated that the above-described embodiments
of the present disclosure may be implemented in accordance with or in conjunction
with one or more of a variety of different types of systems, such as, but not limited
to, those described below.

[0063] The present disclosure contemplates a variety of different
systems each having one or more of a piurality of different features, attributes, or
characteristics. [t should be appreciated that a “system” as used herein refers to
various configurations of: {a) one or more central servers, central controllers, or
remote hosts; (b) one or more electronic gaming machines (EGMs); and/or {(c) one
or more personal devices, such as desktop computers, laptop computers, tablet
computers or computing devices, personal digital assistants (PDAs), mobile
telephones such as smart phones, and other mobile computing devices.

[0064] Thus, in various embodiments, the system of the present
disclosure includes: (a) one or more EGMs in combination with one or more

central servers, central controllers, or remote hosts; (b) one or more personal
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random access nenory (RAM, which can include non-volatile RAM (NVRAM,
magneti ¢ RAM (MRAM), ferroelectric RAM (FeRAM, and other fornms as conmonly
understood in the gam ng industry. In other enbodi nents, the at | east one
menory device includes read only nenory (ROM. In certain enbodi nents, the
at | east one nenory device of the EGM i ncl u?jes fl ash nggﬁrg ﬁnlf‘é{or EEPROM
(el ect FPREES N GOFLIRRUOT, M QNG| TOFR &6 LRI ORI TBr ¢F1 $hEC YA HPe °Eam

i1l ust Eé%ﬁ&% I'tw 5 @) R dMElovs @rsorid R e 6&mBRtfion | Witls baul ot Mere
e

appr eci at at any other suitable magnetic, optical, and/or sem conductor
menor yE @dys;opié reeeeoi mote fjeusenal gievigash aneeoE@argi BeiMss eanchepeial. Mpre cert ai n

mbodi . th | E .
ronr yCHBA 85 ree B B eRES BE YEmdle hESsal b afal il O
descri Mhaﬁl(@ﬁé'%@ﬂe a@@mnd F (8 BlNdiamgnéBEGMs Irceshbmgionfwithenatanbtast one

processor of t ‘the at | east one rrermkr?q){ devi ce of the EGM reside
out si d@) teheinglghnereenafdaviee; Hule (idraliysel peeans es re¥sPinaties Ml n

mbodi ment _ | t ne. ey devi
of 1 e Eeantl B & D BBl de AT cBa ot o B R Y U e
one pragasenty of cémealE@vers, centrablobtieliE&eMor Tomate Hosts in aoebieationy devi ce

of the EGM al so stores other operating data, such as inmge data, event
dat a, Wiipgpe@other andom nunber generators (RNGs) or pseudoRNGs, paytabl e

data or i n‘;@?gﬁ | Ol %Pg(riﬁéaé%%%rg{gg%%cﬁq{‘@l\/f dh8Sedd bet&Irdl @ebRel &6 Pl ay

of one or anes on t as primary or base ganes and/or
secondae)presemafissiogames cadledidsdy rdfedebdbdwrein as aarBild. e Molditionaly.s, part

‘ Il of th d/qr t i ng. dat, ib bove i
ot or edof Araiity St Eleghs tiest Aasr o S ERE Aiel M e ogt ao AR ng. but
not | ir@ht{s%n&@on@%?mdriQﬁ%ralﬁy@f%l\ﬂ%, GRY Redhtral davir, 2ekBB cdvTRIIr devi ce,

or any r suit e non-tranSitory conputer readable nedium In certain
such entrediateiost” ssnussteharedt reprastntaone geitial geswtrabenaheontraligaradt or)

and/ or a player uses such.a r vabl [ A [ n i mpl ement
at | ed8&M %?‘%’%‘PWHg‘rﬁ%\;@éﬁ?nﬁ%ﬁrgg%‘ gg%ﬁy%fﬁre?ﬁ%g%ogdlgﬁgﬁﬁog%art or all
of the progpessrodasanfié®abbhe, PPairRiisnembadimdrts ddendysasiadntiodedanat | east
one nmenory device of the EGM through any suitable data network described

above EGNch agmbinatinneviteta eeniralt seiMer. )centd zenialienaresn@aumitndht s, the

EGM i ncl udes, on [ i [ [ [ j de an
sui taﬁugHoeé(}?%cgﬁ\eﬁﬁ’qﬁ%%@gggtgﬁqﬁﬁ%ﬁtﬁ Sus)i%;%hﬁ g;ggeeq@r‘gggc%eegﬁ éin%é]&%’éei vedyby
t he atceh@astomAslicpr ecessste st tireuGed datheatwarkpberda@dle ddrustunatatidni n Fi g.
68 includes at |east one input devi CEC%QB_O. e in lzlt devi ce of thg EGM i s
a payniskt kleGerain cuiehi giPedments ofifi t'& R ’ﬁufeffg QCONMEBYRICERe WP ocessor
of the, SR LchiifhdBR fidsalhB B8 AbGRBAUROIES colfuREBIN ke ce

i ncl udes one~or nore-of: (a? a bi a] acceptor 1nto \Mo‘nch paper noney is

i nser tigdugh 4 diférémeddEEMet@blk ar rérokit camorpticatiamlirdk. whbckxampie Kb or a

voucher is inserted to.fu th GV coj l,ot,..inhto which cojins or

t oken$Y&ied il ip f'@u%%j fﬁ“%ﬁvﬁ %’E&fa@yy%{aggM%r‘d.a{hlﬁ??rdﬁﬁeoFaF%r credit
car dscgﬁﬁ@brtedoté.r EinmBhicsiedith $LbRSall sHr0emiestaPosrteslidr, S@fdmotdatist card,

or credit™slipisinserted to fund the EGM (e) a player identification
card peaddhraugho dhiachetwopk 2088. i dentification card is inserted to fund the

EGV f itab nbi nat i .th . Fi . d 7B-id.l.ustrat
oot e condiHas totain iRt fian® st Polghole Sitm PRLERE AT 1 "
conbi FS%%étionaﬂﬂhté ¢kBirapeshRl Obei@Bcommsliet bdr feotd hokDtthd lakniral

[0078] In one enbodi nent, the EGMincl udes a Ipaym::nt ~device configured to
enabl eetvies, ®EWal cobtolamaeterpie hestds aay seitpblerGMaRVINGARYIE? (UGS as a

transfer of .funds from k £ t ' tok GV

el udeer i dyaene GEI 4 838 RE B et dnduliogs SRR deliob Nl ce of
a pl aygiragsdehicas As e@ktherntanteibed baldivotfe E@MNgluddent iddst aneoBGMag, or
any other suitable wred or wireless devjce, to retrieve rel evant

i nf or PECEEROMSRWIGUEEE O WiansmMihapd pResiXe Pﬂﬁtﬁﬂai% FEREGEENENG RYENE: be
appreci ated that when the EGMis funded, the at |east one processor

determ nes the anount of funds entered and displays the correspondi ng
anount on a credit display or any ofher suitable display as described

bel ow.



[0079] I n various enbodi nents, one or nore input devices of the EGM are one
or nore gane play activation devices that are each used to initiate a play
of a ganme on the EGM or a sequence of events associated with the EGV

fol |l ow ng appropri ate funding of the EGM The exanple EGWs illustrated in

7B each i ncl . i f f
e agSes T PO ok Py, S5 SEirAb BYaRiaBh BEWERN B EGI ARG DT D
enbodi {eHtehiral BEnERNdMeal Bontaaine:, of ymatet vt |T¢w daMeuemn@pmmsomfe

fundi ng rather than upon utilization of the g % activation devi ce.
[0080]that cEGMi is eapbalirrenta, espuigr tl’ﬁ%r@"ﬁmﬁutm&ﬁ? % 6f ERBPMERSWSare one

or nore r|n | r evice is
O o1 £ HELSRLAS, e BELLL B9 SRS BPco IR DU 4 oo 1 By
Maxi Mpbrsoes, tHe Qielelalsa@;ﬁd prAnotder ofsﬂtéﬁcmtgair s@yeqr cdﬁﬁmhc@tm@er,w is a

repeat the bet device that, when utili cau g% the rlew ousl%ﬁ | aced
wager resaje hasicis conlgpiRc Ffértr%wt\%ﬁéﬁ%ﬁ’% At HE"AEVTEEFT A%et one

devi ce, e@ %er‘néﬁa L ACE sutdyl éﬁﬂtétﬁﬁr %Blt’éB% bebriABfosl &¥et@een TiRe bet is

i ncrease y one rédl each time et one device is utilized. Upon the
utili zadriven sefverheeritedl comérofieniareremotquznatiang Bfe EfAdi tEhesRblgRst ®ng credit

di spl d bed, bel d b t
Shobe Hratastr byl 8 he S e Ruler PRl P Shabythad
ot her Sadl RN ont9NAesERis, P ohnahad ReprBGbhicd By sash dat odsignsie. The

cash evice Is uUtilized to receive a cash paynent or any other suitable

f or m df cpajuretion edih theprretatien vbthe qerlieliseyver ceatial aPmERltercel NYe a
b Ml A A B B S M 0 1 02
2134. ceniral server, central controller, or remote host may be performed by the at least
one processor of the EGM. It should be further appreciated that one, more, or
each of the functions of the at least one processor of the EGM may be performed
by thé at least one processor of the central server, central controller, or remote
host.
[0068] In certain such embodiments, computerized instructions for
controlling any games (such as any primary or base games and/or any secondary
or bonus games) dispiayed by the EGM are executed by the central server, central
controller, or remote host. In such “thin client” embodiments, the central server,
central controller, or remote host remotely controls any games (or other suitable
interfaces) displayed by the EGM, and the EGM is utilized to dispiay such games
(or suitable interfaces) and to receive one or more inputs or commands. In other
such embodiments, computerized instructions for controlling any games di’splayed
by the EGM are communicated from the central server, central controller, or
remote host to the EGM and are stored in at least one memory device of the EGM.
in such “thick client” embodiments, the at least one processor of the EGM

executes the computerized instructions to control any games (or other suitable

interfaces) displayed by the EGM.
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[0082] In certain enbodi nents, one input device of the EGMis a
touch-screen coupled to a touch-screen controller or other touch-sensitive
di splay overlay to enable interaction with any i mges displayed on a

di spl ay device (as described bel ow). One such input device is a

conventional touch-screen button panel. The touch- scree 8
t ouch- scr eeEDQﬁSﬂt rdm\aﬂoafﬁeeresﬁﬂ@&%a ip hicky ithe Syskp ippiHges a| Hiuﬁ’{&e

embodi gp“ c%eof'tﬂﬁdl%%%% LherEMidt & w@*éﬁa dritEot R FghEeen at

t he appr oca 1 ONS I n various e nments, one i nput device
of theEEHR% iase @hlaienﬁ@mt EG= Hsomecandxailments:mmhmhctatal mt@mtmctuﬁes at

| east one processor of the EGM d controll ed b one
pr oces8Bf gf MREE HoiiS, €8N ef\(%%tﬂnﬁerﬂfs? NGnd'c ?g@ t&et ?@E\Mauﬁ% an
| mage o R 6P u‘Pf W&Ff e‘r‘z%ir@&n%ﬁ? SEMcRPED bt fd?‘%ﬂ@né’rofaoﬁé geo of an

area surroundln I'n enbodi ments 1 ncluding a player tracking
syst emmoae dfuheh%@waeam irpléniiarited, in on éhickh glientienlicenent. hdn BEY Becla card

e R R S S o ke M
2138. %ﬁ r&Rlr doff RARSE ﬁ&stc%bgwrﬁédtiﬁstrr&ﬁ@r% fok ayarrollifgninyf bembihosr car d
inserted into the card reader.
base games displayed by the EGM are communicated from the central server,
central controller, or remote host to the EGM in a thick client configuration, and
computerized instructions for controlling any secondary or bonus games or other
functions displayed by the EGM are executed by the central server, central
controller, or remote host in a thin client configuration. |

[0670]  In certain embodiments in which the system includes: (a) an EGM
configured to communicate with a..central server, ceniral controlier, or remote host
through a data network; and/or (b} a plurality of EGMs configured to communicate
with one another through a data network, the data network is a local area network
(LAN) in which the EGMs are located substantially proximate to one another
and/or the central server, ceniral controlier, or remote host. In one example, the
EGMs and the ceniral server, central controller, or remote host are located in a
gaming establishment or a portion of a gaming establishment.

[06071]  In other embodiménts in which the system inciudes: (a) an EGM
configured to communicate with a central server, cenirai coniroller, or remote host
through a data network; and/or (b} a plurality of EGMs configured to communicate
with one another through a data network, the data network is a wide area network
(WAN) in which one or more of the EGMs are not necessarily located substantially
proximate to another one of the EGMs and/or the central server, ceniral controlier,

| or remote host. For example, one or more of the EGMs are located: (a) in an area
of a gaming establishment different from an area of the gaming establishment in
which the central server, central controlier, or remote host is located; or (b) in a

gaming establishment different from the gaming establishment in which the central
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[ 0085] I n various enbodi nents, the EGM i ncludes one or nore output devices.
The exanple EGMillustrated in Fig. 7B includes at |east one output device
2060. One or nore output devices of the EGM are one or nore display devices
configured to display any gane(s) displayed by the EGM and any suitable

information associ ated w.th S).. rt,ai ' , e
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pl ayer tracki I spl ay igured to display

var i oUserntrdl (sarér. @@nirapaodirsiteraoplrayets hiost ayer an ekl egcls tatated (ilns
described below); (c) a secondary or u ice in addition to

] ) .2 . ger D?r{f% a deé
the cehfierant@asmina e SARISREICARN AIFETH SoBHIARNIC RTSH SCEASY SAHH Ol 8 edi t
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to di syl e saustanttialpdeedital v syrienos immvidciplthg sladd retwods isrerleAlanes.

The exanple EGM il ] ustr d.in Fig. ,7A includes entral di devi ce
2136 BOpeAfas dupRENAIEE i Bych Tisems BRI Pefial Stearolid’ o bet
di spl ay 213;%07526 X AIN S FDbdilensd [rRvBH theRiygtend Bndlnsbsides aa BENL T al
di spl ay device 2116, an upper display device 2118, a player tracking

di spl agorfigted & pomyamitatackimg cengpl agrericentsl costiptierdios seaptorost and a

bet display 2122. [0086] | ' di i i
e
di spl fWizh Bkl ShbleEtiouah 4idp avtweEDthe aiathsitapribased iaterhefbt seni tting

di odes (LEDs), a display based on a plurality of organic Iight-egitting

di odesn{rane&Dshn, certalin spichyernbedimesyis gl yHerati awsenpt thens &Yl daasapPeLEDs), a
di spl ay based Lur.al f - i - enig
(sbo 16 28R aRdyfried dine b8 rebl LD dGeaRAf Rkl O TSfidirBgbtonts

ot her SuiibBR! enadrRctichnbmbdeirmet, afiedirspintgrnetghae page Isnaaestad nthe
enmbodi nents, as descri bed above, the di sgl,gg c]Levi ce, i ncludes a ttguch-screen
with aeniiesseivercenivlcankeliderr RPN Ident '%tﬂaﬂi%f%@"‘%’bfﬁ’r%’&? P8d t hat

cone {ERLPRRE ORGSR 3 PRt o0
di spl askaedisle Othe central server, central controller, or remote host identifies the player
by requiring a player account of the player to be logged into via an input of a
| unique username and password combination assigned to the player. It should be
appreciated, however, that the central server, central controller, or remote host
may identify the piayer in any other suitable manner, such as by validating a player
tracking identification number associated with the player; by reading a player
tracking card or other smart card inéer‘ted into a card reader (as described below};
by validating a unique player identification number associated with the player by
the central server, central confroller, or remote host; or by identifying the EGM,
such as by identifying the MAC address or the 1P address of the internet facilitator.
In various embodiments, once the central server, central controller, or remote host
identifies the player, the central server, central controller, or remote host enables

placement of one or more wagers on one or more plays of one or more primary or
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nore gane and/or non-gane imges, synbols, and indicia. in certain

enbodi nents, the display devices of the EGM are configured to display any
sui tabl e visual representation or exhibition of the novenent of objects;
dynam c lighting; video inages; inmages of people, characters, places,

things, and faces of cards; and the like. |n certain enbodi ngnt t he
(i 5p ahasarEas SRdioRENEa] IR SBRPIRIYEY PGS SBIEP GRS GFPESF hgMtieo

reels, j fhe @RGEj0Or one or nore video dice. In other
enbodi F?#%E?%’?Jtchg%g%rﬁégg%%ggfs& ayed i mages, synbols, and indicia are in
mechani cal fo073] THashowsd Henappresiatedviivati thementral Berwdir spenigal de@vy@eol ncl udes

ot e 1 EheS TiAse BREGH HisreTBIEY KR athan B AL pENPTEL TSt one or
a pl ur@#ﬁﬁ%n‘?&at%@ﬂirﬂ( iPERGT siftdblAbhAnhdmaes , vaFuROEMbogIMemd] Gudh a

[0088] "I'n various enbodi nents, one output device of the EGMis a@gayout
devi cecorinedtibesés eadnodiptished, vithen toesveationauthgeei disei oruptharz aisas

descri bed above,  the payout .device. | dad N
ol ayertansgRediit GENE e BEs T 185 & PRL RS, SoBSaPadtiprafesr the

ti cketo@aNEAREOR WikdlEEE oF SdreldorcB@ingrdd\ace nal npsisiie demanuiicdtiensaretanddi t slip
representing a payout, wherein the ticket or credit slip may be rgdeened
via a custeEcEen (SuRh eska ceilulgr meitwatk paiNebiice Hiaet Sietegdy eR] 30)CtEehot e
gener at or_,conf ed,t i..d : @ GOI QRAGH

confi g?i‘f’t@(?&% @%(ﬁlg|5/1l dciat %ﬁ@%g@@%@%@eﬁﬁ%ﬁ@ﬁﬁx%@%@ q'?rtg’?; ang%;( gg any
sui t abdpmpetry davices drkttrotuariite ancaspbed EENBtarhblsbnaeabisninFiegsnt 7A and

7B each incl.ude ticket ge,n,ergéor 2136, In one e o?i Iplt@ t he EGM i ncl udes
a pay(Bars éNGreases APPEIHRIESE (oF HIAYSEIo BFR & YR A I%E dBrifgp games

i dentif] i Qn : ; { [ b ¢ funds
tr ansf T 1 GRgE e diing laniBoLf riinofe RRK. SERPRNId, M B8 PRteRl .2
sound tgeneveabhinanctelbarsdwidiit pbHigitdl bjretess comnumicationsdmenrerden $udne such
enbodi nent, the spun'd gfenerati n%éde ii ce includes one or. mpre spe kers or

ot her tgemRiogén&ERPRg "Rar 8REPe YUn orc%’ﬁ'ﬂi\%ag’of'ﬁr RRENEFAWnd" s¥tiflds, such
as by ' ' ar; A% sk O SpeeHemay her ugaides of

t he E@%%H@%ag@ﬁg%rggnrﬂ%&eﬁbﬁgh%g@e{?(?r?pl e EGWw ipI@I ust rg{led in Figs. 7A
and 7Boeaachancichutie soppisiication angf raspeakercd thestisplay andointrractere Avith

enbodi nent, the EGM provi des dynam ¢ sounds coupled with attractive

mul ti &Si mages di spl ayed on one or nore of the display devices to

provi de an audi o-vi sual representation or to otherw se display full-notion
video with sound to attract pliydrGomponBBisEGM | n certain enbodi nents, the
EGM di spl ays a sequence of audi o and/or visual attraction nessages during

i dl e periodgoy at X 9o RPERBbURhe Ms2¥AEGIPIncheicEQYiedhond geesssary be
custom zed 'to provide any appropriate information. [0090] .In various
embodicoefigsred treopate mithuridsaat pnememoyy gevisenaliseshensrinpeél deviednf i gur ed
‘to enable the at |east one.pro sQr .Of. C I cat e, W and to
oper atE it %35693?%‘p‘ﬁ){e¢7‘f5ﬁ%r gﬁ% g‘s'&?ﬁ’t tggg ng%%sgﬁr'orﬁﬁ‘ ers%& r:’géa%}gsti cks,
bar Cgﬁ‘@cé%r&avié@ ok sl bt singl @emicesC suBhuss devhiceprobesus, devi ces,
button panels, card readers, coin dispensers, coin hoppers, display screens
or ot meicragiospiodgebased | @éﬁo%suracéé','ta?[é’pd'ﬁ@ig@iegu%%‘,“ti R¥ &%t‘?foﬁ"ﬁénel s,

keypads, ..l i.ghts e.: i.C N ORA{S; i.Qn not or s,
or 1 i el B Soe QG EH @8 gl eI CR T R BB R el Rt

r eade s MtigMicHinecs pesessbr 80kpal |'s, touchpads, wheels, and wirel ess

comuni cation devices. At |east U S. Paten | i cati on Publ i cat.i No.
2004/ 02540180 Hads c r AB NS NYEY ZHovECe ?ﬁlﬂ%ﬁf’ﬂa RERRESSOr b e EcH

communi Gat i S | githh 4P t6OBBRIYC LR anfhiigDREALE W th
one orI'ng r@ﬁ@g& ert%af&@grmrgﬁ%?a gh FCOOQ ],rAs general ly descri bigcj above, in
cer t aieRcleatgelisiprdis witueh [eest one memory device or data storage device. In

various embodiments, the at least one memory device of the EGM includes
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the exanple EGW illustrated in Figs. 7A and 7B, the EGM has a support
structure, housing, or cabinet that provides support for a plurality of the
i nput device and the out put devices of the EGM Further, the EGMis
configured such that a player may operate it while standing or sitting. In

i di nents, th ' i tioned b '
Cont | garEpraScas Bhengne (AbDerBitaag sl Aol il ARy Bhva,
oper at BHE aRA WNIRANS), t tdritbledfic | RANIt (RERAMYY &he ditfidrefemis exanpl e

EGVs sho in Figs. 7A and 7B, EGVs rrahhave varyi ng cabi net and di spl ay
conf i gooranianhe LnfeeeRd in Sisogdmingeindppinecilacdbet pabodimenter the at least

nbodi nents, the EGM i devi i _ |
Fogul SPBP R ge TG R gy WM T SRR BobbbfR RS, ovi ce
that hgg REtieabt ahsemaripiyodalickr oMmiee rEGI aheluegaflasty raemaors Ssaratior

[ 0093] As expl ai ned above, for brevity and clarity, both the EGW anpd the
per sonﬁEPﬁﬁglvfc(@éec‘@ﬂcﬁffb{eerﬁﬁt’é%'@n@m@r%@m%lﬁ &eaqd OdhMaseeinel \Ng BXJPPEd to

e e et e, B, 3 ol SR h by 20puee 070 LIeLEsld p of e
i ncl udgshretiatdd HEMmnyFathexamibble rhagmetioreapticayiare/af senpesshuidr devi ce
cor t 2 MOy R SPETRIepRy RRREHA] oo VAT AL dE A JarPrgn
est abl L BB o TBYihE M 1448 dheLHioBe8&SGERUAE EGM and the at least one memory

device of the EGM both reside within a cabinet of the EGM (as described below).

In other embodiments, at least one of the at least one processor of the EGM and

the at least one memory device of the EGM reside outside the cabinet of the EGM

(as described below).

[0076] In certain embodiments, as generally described above, the at
least one memory device of the EGM stores program code and insfructions
executable by the at least one processor of the EGM to control the EGM. The at
least one memory device of the EGM also stores other operating data, such as
image data, event data, input data, random number generators (RNGs) or pseudo-
RNGs, paytable data or information, and/or applicable game rules that relate to the
play of one or more games on the EGM (such as primary or base games and/or
secondary or bonus games as described below). In various embodiments, part or
all of the program code and/or the operating data described above is stored in at
least one detachable or removable memory device including, but not limited to, a
cartridge, a disk, a CD ROM, a DVD, a USB memory device, or any other suitable
non-transitory computer readable medium. In certain such embodiments, an
operator (such as a gaming establishment operator) and/or a player uses such a
removable memory devic.e in an EGM to implement at least part of the present
disclosure. In other embodiments, part or all of the program code andfor the

operating data is downloaded to the at least one memory device of the EGM
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Operation of Primary or Base Ganes and/or Secondary or Bonus Ganes [0094]1n
various enbodi nents, an EGM may be inplenented in one of a variety of
different configurations. In various enbodiments, the EGM may be

i npl enented as one of: (a) a dedi cat ed EGM wherein conputerized garre

rograns execut abl f ont ollin rim anes
?re?erﬁﬁ ughy Wéiuﬁagé &i’ rfger\/lv %‘?10"7‘%‘%’%% g’éc%%o%ﬂ tg? oﬂ s ganes
or oth ran%BCt' ons (referred to here| n as "secondary ganes' ) di spl ayed by

the EGM are provided with the EGM prior to delivery to a gam ng
est abl i shme[@{07a} pﬂndrarmsbembgdmﬂ@ﬁﬁdé@ RSN nayeéss OﬁﬁdOI( B)OFQ iBRbhgeabl e

EGI\/I\Ahrelnc uter| I r

contro ?Y‘ﬁ%s aﬁggd?ﬁ)% sayahggégr%efgon a%trleg%geaﬁ:eggthglpggm i mp%e EGM

are dO&Y@hQﬁ@G&I Emcbbena%é%@whha all&?éﬁtrmte/\p’rdce%orfcﬁﬁbé EQ@MME cat i on
link after the EGMi s P%?/S'(:all | ocated in gam ng establishnment or after

t he EGrkarspler bGiMidigstrated B hige Fl ’W’(@)‘G‘%]%e@%@r%l'WRmM & Aetl-a ,in
various e [ I entral
cont ronPEl BOGRE T e ERRMOb TaGedt BACE pRNEHE By R ioRE BTl
devi ceatobattiens prideakos ef they EGh I fuald thenEGAN dn cedi embbdinhersts, Steor es
different gane prograns, and instructi xeﬁmt able b | east one

e t he
pr ocesBMeMt HAWCE HARKELS /1 EQU ‘1“8“?:(5% ?"‘(‘))I BECERIP ”btf"l WEW gaes and/ or
secondarye %eﬂe@pﬂoam@ % EBRLABRROGAR & Mo MAtE whREChftickat by e €ach

such execu rogram represéents a different gane or a different
type O\fOLg:aeersI imae:'tedetoénncﬁ erafsEGj\ﬁ,e(C(}haacr:@eaﬂﬁ)telnE@Mhn@ e@ing iog beksdhst reoper at e.

| f | h
changdash ity BeERY Ghiee e ohe PHERaRET o8 st el e sane
game playeBilsii rgﬂﬁ@ﬁﬁﬁ%&?ﬁé‘ﬁ&' @frd, Hébi@'céfcﬁr&nére@!m9lJgﬁrﬁgéiedeﬁcﬁﬂmd

execut abl e ga programis associ at ed with a primary gane, a secondary

gane, tbhe BEM.(e) a playenidendifivaiiimeands reasier dnisc whigh e ayer igeolifications

execut abI e b h at st r nggabl e EGI\/I' |
as Hgg 8 wnf 838 SR CrANY Bligys st heliE Tl 8l oo PR ey

gane (é/i'ﬂi ?B slmﬁra@é* eﬂgmﬁl@mst‘{ﬁa@éadﬁ h@m&esmesioﬁlb%g)ﬂajirhen’@de\he@@t one
changeabl e EGV), or vice versa. OOQG%I n operation of such enbodi nents, the

cent r 4B) ssoudrined biftand tickaiaceepler 2188, Al lea KOkt SlIPE2t¥hfi gured to
t h t
Censt one. APBR8colof e embRGaL S, MheEinoM] ARcBaTS A dbfes e @

st or edopRiggtddatel engaarheE@EKAID he fmmmimecmt etbcmrromtefundertmsfer tshehat | east
one processor of the chang}eabl e EGM b (&L eddi n g}cur_gﬁﬂe gane
progr &® arransiel, Pt EINsis HoBL ApbRdn BCPh 4k ago e('fr%@ Eb” b ted into

the c t di sc or
ot et B Sy A e e o, e B ol am over
a dat pisetrwetsh (esuehcels paodedecrwe:dfr@a;uanqptmmﬂn‘}cammteg phenyxeiber abl e

gane programls communi cated. fromthe ¢ { server., central, controller,

or refBiaPIRONTeE O HECIERS AgXIsH & E%QUFV?% eé(t"‘“F Dietmafien ARauddesrvlt the

changeahl 6aFEMEXERYRE LB/ EXEGHbAR Be $roBlAd aft WhenaplkeEthe ir i mary
gane and/or "the secondary gane associ ate h t hat executabl e gane program

t o be fymdede dhasitigastheneinsptessod leterafings éh@l/awowieof fwpde andeiededr’yd of the
displays the corresponding amount on a credit display or any other suitable display

as described below.
[0079] In various embodiments, one or more input devices of the EGM

are one or more game play activation devices that are each used to initiate a play
of a game on the EGM or a sequence of events associated with the EGM following

appropriate funding of the EGM. The example EGMs illustrated in Figs. 7A and
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changeabl e EGM That is, when an executable gane programis communicated to
the at | east one processor of the changeable EGV the at |east one
processor of the changeabl e EGM changes the ganme or the type of gane that
may be pl ayed usi ng the changeable EGM [0097]1n certain enbodi nents, the

system and et erm ne rre)
anl or " BRECA(ES PS GcFS P AT ED B BareaobD S e dimB sty it R

out cong)ydromeaopl %’s%ui@! B&i AFrEciaeste thad/iar othep| @yibodintertec tral&EGMgane
based on probability data. In certain such enbodi nents, this random

det er nfwmns ogams playiatikemeticalighPani BPRERAriGe ofingingrNiathes u BIRMiPf™ r ue RNG

or a ps or_any, t randomi zati on process. In one such
enbodi Po’%&fﬁ' g%?t@%?u%i%%vaz@hac\?\e&?% is associated with a probability,
and the syspegppens aeasirt Bmbgdieents] copefrsincradhput dédcesvaf dts =Gl be

provi ded based on the associ ated pr abilities. In these enbodéngnts si nce
the sy@i‘@eﬁﬂgéﬁeﬁ’@ﬁ”@swwg)@( IS akePesSYSEN WEFPYN8rOH AEEHdon one

vv| ¥ qe;ee\%epfsoglé (ifeﬁwén)ﬁ;ﬁ‘%rg\é%%l iglege tb@ﬁ ey 46viB8 tﬁ%ﬂ(’)%ﬂ'\éﬂ Wttt chiges¥yst em

ame out'cone an r award. [0098]In certain

embodi warhsumt wegsy & &m picetiai Asotiee auchmv@ermgedett@ﬂmg‘lei@vmol%aor sets
of predeterm ned game outcaones gnd/.or awar uch enb%gi ment s,

upon g’@ﬁ@?hﬂed??f VIGEERb WD %\t"l}&ﬁecﬁﬁ% %rﬁéﬁ%';s yag\]légﬁé MERFELY P8t he
syst e? %]r i Qﬂﬂﬁ'mérysu%ﬁl\%%éﬂr@‘%r phitirtedeliedat &f BbNefe TRV OURCHSEE and/ or

awar d e one or ool's or sets. The sy stemflags or marks the
sel ect;ﬂdc@:anponuttdmam)ranﬂthﬁ ba’mam@l d&s'm@se'ﬁhe(bﬁiés inggaasedh by eciditan awar d

is flagg as  us rev e r r e fro
respe&qq?/‘e“rﬁ%éhe g?f 9@? def’ t!S“l etcﬂ 8§§]tt£#1 é@%ﬂoﬁx {)ﬁg‘él ectonteh&a%\}'garre

out CO?gBénﬁW}‘%rH@@‘ AR IR SR dAsHIEP TS @&bﬂbe@wcﬂw @@meases bhe system
provi the sel ected ganme outconme and/or award. At |east U. S. Patent Nos.

7, 470,088 ard S631ubei3er ahdcradesSogm dnd e, dﬁ@ﬂ%ﬂaﬁp‘?ﬁﬁ%‘%ﬂoﬁeb&ﬁl i cation
Nos. 2005/014 382 2006/ 0094509, and 2009/0181743 descri be various exanpl es
of thi'&CEPHES BY %BRar d deterni nation. [0099]1n certai n enbodiments, the
system det gpg{ies m oiredehaiodimedtgane iophicdascendltha E@Mnsﬂahmbcbmm t he
results of "a bi'ngo, keno, or | otterc}l
device. The cash out device is utilized to receive a cash payment or any other
suitable form of payment corresponding to a quantity of remaining credits of a
credit display (as described below). The example EGMs illustrated in Figs. 7A and
7B each include a cash out device in the form of a cash out button 2134.
[0082]  In certain embodiments, one input device of the EGM is a touch-
screen coupled to a touch-screen controller or other touch-sensitive display
overiay to enable interaction with any images displayed on a display device (as
described below). One such input device is a conventional touch-screen button
panel. The touch-screen and the touch-screen controller are connected to a video
controller. In these embodiments, signals are input to the EGM by touching the
touch screen at the appropriate locations.
[0083] in various embodiments, one input device of the EGM is a
sensor, such as a camera, in communication with the at least one processor of the

EGM (and controlled by the at least one processor of the EGM in some
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gane. In certain such enbodinents, the systemutilizes one or nore bingo,
keno, or lottery ganes to determ ne the predeterm ned gane outcone and/or
award provided for a primary game and/ or a secondary game. The systemis
provided or associated with a bingo card. Each bingo card consists of a

mat r or arra of e wher ei.n eaCh el enent S es nat ed w
ot AE OIS AR aN QU SO o8 HAGS aVideReT SEuat TaREhTy

sel ect &y SRl 6 & el ot diPaRlpamRsnaig 1RaEmIAl erent i s sel ected,
a determnation is nade as to ether the seleclied elenment is present on
t he bingo c§0aB4]lf Inhembetizuerdd iobkiding & glameastemkm\ yisterni agofucthed, t hat

lected el { th ded d f | agged, . Thi
D1 0es SoBFISR BRIV S3 BRENHENSh & o B ey SobT By T coRRHIG CBHOY he
provi dgginbiHaog: Fe%rs%n@;srblc@g@& gnttid Eog. orrh@Dé@rﬁb@dgmnénz;ma@@d erns are

mar ked on one or nore of the provided bingo cards. After one or nore
pr edet Eigs 7édapdi7Beeash inchidean lcand spadre? b8 ndihe eArdirrader vendigurrthgo

cards, nme, out cone, an r_awar at least in part, on
the sef %?ﬁaéjdagaé(ﬁéFﬂGQt'ﬂﬁa C%ﬁﬂ@%%é%?gﬁég%gggﬁcgge% "least U.S. Patent
Nos. 7,753, jolyB r]7 13 uhBls dmBB8inetis, WE@fﬂ?ﬂc@B%sam‘b Ur Snoréabepit

Appl i catl on Publication No. 2011/0028201 describe various exanples of this

type oflevigasd Hee examide iBfaM illustratgdom fég- (B peludss Alelasstionen®4iPlh whi ch
the Sya%g} 4@ %Fﬁ%&é%u N H%Jnce§%'f”tﬁ@'E@W5Feohh or Rbord %rgbqaey host

and an |s con conmuni cate wth fhe central server,
cent r aliewess cohligired s dispimt anjngatne‘ o) dmpmyledrbmmqoﬁe}bbaed amy suitable such

enbodi nents, the EGM det erm nes t he out omaé %} nd/ or vvard%{oz% to be
or ovi daiPmTAtie, asTo0iated milth SN HATEP( e BRI SREOBHRS SN He PN er
central Gond ?g &mefied mfr%eeﬁfednenlé%a%.ﬁ&e ARd HdIRRARdsaHRRE S
occurri ng oh 1 he &% I'n one such enbodi nent %e system I ncl udes a

real - thefewyr tmhianeuscernbadirmgntanthgalispigy i dé\dcemtsenves st digitebriflagiured to
conmuni cate with thgv%{gntral server, central, controller { renpte host. In

this @uRgtht © ¢ LOUARBTIAG FRINGEN g ARFor 22HGER BY st im 938N Gdes: (a)
a pl aygl Qﬁérﬂﬂ mf\%cﬁtm@ PGNP ligY65ates of inl eénodspbnﬁ)d@mﬁfs tth@@kBKy nodul e
for trac |ng pl ayers (as descri bed bel ow), d (c) acredit systemfor

pr ovi dholgdastaneatredote ahtwchollowing msplae/a@@vw% (aPatmraﬂd:sp@sed@wsw and

e e e

var i oysis earno g Jg@flttﬁackmﬁ sEtet qBki dedarites baRWO! (di’())ﬁaes@a@iddrﬁbireum@éfe
prograns” execut'abl e ?/dgat | east one grocessor of the systemto provide one

or nordispeyngevjce)d o &néhecembi %%&%hdiﬁ”&ﬁegéﬁﬁsthem@%? itr@gkiP9gane (s)

and th econ ary t / gering
Ganes Ttigh 10 e PORGISAPT v fiRRed 3P SPYishon QR AR o Aeptfor]

Spi Nnidigodigelof t da, g@crmm Vhalence and mrres;umdﬂntasand qlep drimy piskiary,
mul ti - hand vi deo draw poker, other vi d? ecﬁbek ames, eo bl ackj ack
ganes COMGUIRTHED JiFRIRYa PR BRKRSWaOP RSO TR I GRMYe R)Haéiéd’ mrr?gafgﬁf@

vi deo rqja%h&ct TAB JRlfidle EGM fuus&&%qalF,{;_nm%&fau@s Say Beveech the
primary game is a slot or spinning reef type ga t e syste i ncl udes one
or norx eeed $iaymretradkmg dmmdaxe@mn@chmdltdispﬂayr @1aDt Iamdearimﬁ diaplayot at i ng
reels or _in_a video f W, t h s eeI?H nd m)v glg heaeof Each
reel iiggt ayBe£5EMR'G) é@" Wf‘sﬁrﬂ c'i a S AR, EI% SHE&r t s,

frui t$q4Buner a} &fid P de de%es 2198, & B%ye'r PSS @@épléyw@ | ¥ di@yerespond
to at emé ass |ate the system I'n certain such embodi nents, the
systemnackaigxdieslagriéﬁlﬂram@t displayneE2Giandor hebdisplay2t3% reels. The exanpl e

h d h | | d i
of recl s 218886) b e veuPE HBBARMRLS: R BPR: Pl  REBRL Qe Y
i ndep@pfilbn’ 8ehsnidr, HnbRYEM df@%ys a bmsmausgmgodl mgrd srystalcdisplagependent

reel generates and dlsplays one sy I n various
enbodiln@B)sa displayr bagsce obf h@meemtpng r@@dﬁ% (h%ﬂsioﬁt‘éiﬁpfa\ye?@?r%lo” Rircul ar,
di agonal , angl ed, or any suitable conbination thereof In other enbodi nents,
each of one or nore of the paylines is associated with a plurality of

adj acent synbol display areas on a B&quisite nunber of adjacent reels. In
one such enbodi ment, one or nore paylines are fornmed between at | east two
synbol display areas that are adjacent to each other by either sharing a
common side or sharing a comnmon corner (i.e., such paylines are connected
paylines). The system enables a wager to be placed on one or nore of such
paylines to activate such paylines. In other enbodinents in which one or
nore paylines are

and



formed between at | east two adj acent synbol display areas, the system

enabl es a wager to be placed on a plurality of synmbol display areas, which

activates those synbol display areas. [ 00104] In various enbodi nents,

the system provi des one or nore awards after a spin of the reels when

specified types and/ oy _configuralions i_ndi ci.a or nbol s he

reel s BEEIRY S A28 [‘9@“%9’?@9\@%&%&@2% e aogl?@w ﬁ;agé%. %’ﬁi%oé\(? rﬁg{ tern,

occur t.he: = r ' [ catter
LRitirRAMbaLs ePnEnBera alspRAi BES of @EbRiralAP8f @LrfAESWonHNCtdIS

pay ar@gﬁégﬁ%nt. i [00?05] P%@%ertaln e odlngnts, t he system enpl oys

a way seleotroinenzitiarsd S aidisnlay ncluding keyejagieo anaeirsiieciad IBageode to be
i ded i s, deternined d. . ' nb
ener il PHcEcar o, sianraieoplyRer &L Jepidhe ATy hinogeRgh ¢

adj aceghpbBphents! a§:dedtPbe@nalfsnd, i thesdiRpisi dgvitbriauideany tdusisayeth wi nni ng
synbol conbinations). If a wi nning synbol conbination is generated on the

reel s, withearnwsseciatad touah-srreanr eafd®lier- « Keshiiidr Be apripriRiad st

conmbi nation i S.prayi : I : R and U. S. Patent
Appl i c@??lgﬁ c{gdbqoeisé{a)?gg Ol(@tgy 32‘8%@[%%‘%%%0%%2% %ﬁ%gﬁ Bﬁé%%ﬁ%escri be vari ous
exanpl es of [0pBYF t Thei displegrdbvileisesftheaE Gvhare configurpdlt0E$plan orerérous
enbodi ments, the systemincludes a progressive award. . Typic Il\é, a
pr ogr 896re e0aAMEr ANARN UHESIaMS; AMadEs: a%ﬂﬁ?'sanax\gn’%‘a}éti on@l CEH8Tnt

funded, thr ouol.a BRY i QhaPfdeRAcs WRARE PLMestel Bohfibirkat & @iﬁile;zy Ay a

primary gane. en one or° nore triggering events occurs, the system
provi destadle visaal representabon afr exhdbiion gfdbei mevament of abjestst dgnapict em

o halahing MEeaTEAES RS 6f PPONCOE 8RSt u bEse T Bt e Tocat ed

to th t i reaists i BbvibeS of e CGI0 &
7, 585, §§ air&%g%r @Sez Yﬁcg}ggﬁggg}ﬁbgl 780, 55!"36;%%3?, 9\(,)'5, 7%8 and U. S. ePat ent

Appl i canifignrelutd disptayornaNos M@BOBE 60 270856 ON20TOMPIR IBEY, Wheolsy @ngas63, and

2010/ 0227677 descri be. varj ous ex I di r ' tens.
[ 0010 ANEAR" 55’6%"&‘1’?%8}?& el 8@‘5\')&?”@%"6@&93&% %%ﬁﬁ'ﬁg&%%%giﬁ \rﬁ'ﬁ?%é*cr edits
or ot %@é@@,rﬂﬁj frRficifRe O niddiaribaYsraf T ipr inniege ganBOGimerits) thar i ous
. enbodi nents the system provides credits or other awards for one or nore

pl ays didplaprdevice rincledes cmd aigctipmeshantsdl devisAd SghgafeCh§ RcaI§ enabl es

a prize, or,_payout in t ' Lt I

obbai re PRIy G BrE Mty B the pEfndre B kel aKpiy

typi Eifd)t |iééa§?b@u@l&%ﬁpiaréﬁtygb§gaﬂn@\m1ot?ér plitakie Cijreagéa&&mmﬁofs,lmﬁndh@.p_ri mar]%/
ame(s) because the secondar me(s) provides. a, greater, expegtation o

\?vi nni ng t hdP08%le pin Nﬁfi9uﬁa$%?8$’”§?m%i 5“8086??}5‘5&936‘3%0?@"901%&3% ¥réctive or

(heSBREEIVER PR GE TP v et ou St o e
or compketisdy aboid ehentaybubnevice qausearsy pgyows.to be provided to the player.
in one embodiment, the payout device is one or more of: (a) a ticket generator
configured to generate and provide a ticket or credit slip representing a payout,
wherein the ticket or credit slip may be redeemed via a cashier, a kiosk, or other
suitable redemption system; (b) a note generator configured to provide paper
currency; (¢) a coin generator configured fo provide coins or tokens in a coin
payout tray; and (d) any suitable combination thereof. The example EGMs
ilustrated in Figs. 7A and 7B each include ticket generator 2136. In one

embodiment, the EGM includes a payout device configured to fund an
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[00108] in various enbodi nments, the system automatically provides or
initiates the secondary gane upon the occurrence of a triggering event or
the satisfaction of a qualifying condition. In other enbodi nents, the
systeminitiates the secondary game upon the occurrence of the triggering

event or the satisfacgtjon,of th al ifyin ondi tion and on, recej pt of
2n* i ni BlesPBISa BRI Op HedPPLIH IR BT CRE PF AGYLIN FFOLVLKE G
qual i fXQeEﬂoﬁf&Wghai‘.%nis%r.a sel ected outcone in the primary gane(s) or a

particular arrangenent of one or nore indicia on a display device for a
pl ay of the[Q@8Rimar yngane{rsgmbedinhents, ane M"dwwthapﬁéMiSrﬂgs@md hr ee

adj acent reels glong a i followng a spin of the reels r | ay of
t he prg%?rﬁ‘ﬁ@%n’a?wf;% BP’E@%‘%&W&P& HE tsrqu8§ercfaﬁgs‘ev Mt O%$ a@%rf)i fyi ng
condi t b QBoARRAHS tRASEShPPeRe@Bihg dicvicRdhidel orgRBENIraspbaksls @sotherber  of
ganes, nunber of credits, amount of time) being exceeded, or based on a

speci f s@thchgeberatiog paidwase@idigr saftwaee dor osgeriing praRds.| sUEhas! BY be
appreciated that any sui |.e ' e ni..o i fa i on or
any soPBuBeUaim Rl PR B oL PR U e Stnt ddat BE PRI S o
qual i f yidigas eRditirbensoaay Tiee erpholeB GMs illustraf@D k0Bigs| Aok 7 Besdddi ment s,
at |east one processor of the system randogﬁy de errr'}}ngs when tqn%@ vi de
one orinabige plRiYElgr ofneeskerbrd S8ec SAAIIINGAFEST $HOBREE PR ment ,
no app r [ Vi t RV A A : me. In
i o oA P o Al o o F e e e
occur renser aforanfahentisplay deyicps itomrgvigars avdibagsdhl spprsentatidnyonte any of
t he plays of an rimar ane., That is alificatjon i row . ded w t hout
any exharier GHIRY T riatian 1idep gt sohnd 181 aHpEl PEYBr e S Bhot ner
such erhogl, ”&ﬂbw@t@ﬁéygﬁ@n&éﬂ edighRgs Fuabhbdla idnali@b anarFoudagy gane

at least partia ased on a gane tiiggered or synbol triggered event,
such asttrattidreastsspaesi during Ithe exriodsploagtitsict opentredrpjaypiggo the EGM[ 00110]

I n varjous .enbodi nents,, after _qualification for a.secondary gane has been

det or riTRtdePR A REBE Atk gS e BEMAe ARk PR AR S UBBERRERL S T hr ough

conti nued gb@gopn ihev oI emBad®nentbUsthel TEGRT tintiidesbedigieniis, dfor each
secondary dane ‘qualifying event, such as a secondary ganme synbol, that is

obt ai medymanigatien poutshernfigured o roable enet kagkpnaPreessaos abithe s is
nyl ated in.a "secand " confi d
G VBgepmiihuPals rath, Bat,  RedRIE, will) AP oo Pepdif agonaary

SeConGRylcIRiersN afiRics ditk< npdidon treadidre, ddit waliestoes, ofiomattic phgutsuch
secondary gane qualifying events in the primary gane results in an
ari t hfisvicesorb@ysotiavicest bullaefanels CRE TEREEFS of0i8e SHRERES Syaf® M wager i ng

credits d i ; gane

wager MR b a s tBahy S SHEL ATIRR BF iood Rouie Sdan e S oy
of t henfepsancampangykeypads, lighité0irikls storage tavicesnrbudiopbotes, mwtisepar at e
entry fee or buy-in for the secqndar ane s required. That is,. entry into
Che. 3 ceoRd Mg BERIRSE: (RDUSCRLSGR, SERBPISS: 1FPEALES. dAHBIRHERT's et 'y
gr;; ggkﬁf}eaaer%af RREH *ycpelg@&,pkr%k@éusg QE‘OLFHH;)@E%)’ WREEs, LAY eRirerRASOUr agi Ng

e primary gane. In other embodiments, qualification for the
secondammgaioetiors dedoapl | shiedeasir difh RatdniplApplicalion nPubliaitioax il e,

ot PRl dasiriogs Baver g of i Wbl &ty of i R REN CataR Sty
gane. gbﬁscﬁfa&%ﬁbtﬂérbm@i PRINIS » 102 cERPANRLSIS iafie WBERIte "WBH &% RIragrieon the

secondary gane or a wager of a designated anount nust be placed on the .
pri maeyxtegaa@epariphenallsl e qual i fication for the secondary gane. In these

enbodi nment e sgcondar ri i e : t si de
wager (or z%oﬁ@nat ﬁQ&Weﬁ%’iyg8%%%%’9\?3%@é@%ﬁ%%@@%@%ﬁ%ﬁﬁ& gged for
the sggonRdamplgaEBM® ifudtgged .in Figs. 7A094d21B ) the d&EGhuhaemaodiuppnts in
which the systemincludes a plurality of ECMs, the EGW are configured to
cormuairgeities. whewsivge Oafabinat that frevidgs sHRRBLFOGAPHEA—NAT B/mERET | 1
certain such enbodi nrents, the EGVv enabl e
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pl ayers of those EGWs to work in conjunction with one another, such as by
enabling the players to play together as a teamor group, to win one or
nore awards. In other such enbodi nents, the EGWs enabl e players of those
EGVs to conpete agai nst one another for one or nore awards. In one such

o mor BeHEHATY IuPHERERELCPB SiE it Vimor i E ! Fobioy e S ent
ADD T ot oo B hEatd aahDR wADRTIRERS S Lit2009A 07068 Rm RRNRLALT 6650, and

2009/ 0 escribe various exanples of different group systens.

[ 00113FAM iy grdsiticneehbodi ivaae 9r staed.sgs i eonfigingdess ehpubrstyieriablsitey er

Ki . h pl Ki | h
Sy et onbeR ROl Shendy iha’ s Pien chAE SRR EEP ATy SHRE St oAb Hbuhied "Fhe
val ue gf HHSHEERInt! Byahble BENMSMNoWY imdFigsequeahdCrB! GBS w2 haver di ng

themfor their patronage. Such a player tracking systemis configured to
track wanyirgyeabiseipand digpleotdaifigyratioiSene such enbodi ment, the pl ayer

tracki ng sy do ro : o} I olq kn this

erbodi ment . 0E) oy af s BeCaa et Bfed e th RrRF I RHEAR, B EBYIC T

encoded delaxethat BeBtdstainat izpprovariem thaigultatbougaminglentifissisnt aed pi ayer .

When the player's playing_ tracking car drpf'igs i nsertgd A nqso a carcéj, r eader of

the systhemenbosigiants Hank bl é%@éi%ﬂﬁe il hag o ehtined SRR TP &) er

i denti fi j e ki pl ayer tracking card to identify the player.
bR T ohisgore

The sys cks any suitable information or data relating to the
i dentified [joogager' Agearplagesealsiwm.foll heeslys aach abity, bottethe BGMksanghen t he

I t Ki rd i dt | ud I R t hat 1 ng. i )
P anclRAreTBABRIAITHARS O BB REFSe N A TRTHIP TR HREIYTY B7SBRIAO RSB { acki ng
card idHnthe acandi C@?{ﬂﬁrshohiaebé ¥ebRIBisteh haPecRAR O theDs@imeEt eI |

devi ces, such as a phone, a radio frequency i1dentification tag, or any
ot her desdribbt eehvveeineisledesritain, elementsathatwhan net deninelyaedsisi ath E§dgsns and
ends. I n anot her enbodi ment, .the. systemytilizes an ui | e, bi.onetric
FechndT g RaPIe: URpa BNy Ot & FRF e Hrelreesucdivn § Tobdl BIctBRLe and
ends. may not inQdd 4l cdif sBUEHtoeNRATE e BERaindHEIdMEc8NRe PayRRIrR deabenef
sessions, the systemtracks any suitable information or data, such as any
anpuntan k&dé leditediren ggeing getabirbmens maniactide:deoini gaseatornwhi ch t hese
wagers are placed. In different enbodinents, for one or nore players, the

pl ayer traglrBthS¥ePAMAryel BAes GdifedhAras Sedtteianbr BUABS Garhde pl ayer's
card nunber, the player's first nane, the player's surnane, the player's

f d the pl ‘s pl t ' i & ' t at
Pesoct ated [APER ¢ nin Spdes elrtelirs, ARG M ie PRSI Ensas, oo
the playgfey & 8ifafent cdlRUPARIR! ' B aBAbYSTEMBYdinidhes, thayRGMs nigeceat gani ng

sessions, of any other suitable data. In_various enbodi ments, such tracked
i nf or implesnenind/ s ang ofii tAbrededisatnt BSYbovhersin viamPYlREZR ag@Pet r acki ng

systemis displayed.,on ckj L.SPLAY - arj e Lments,
such HSEREY ieﬁ(f%f'jf?éi'? ot%/ %%‘}'Ef'&?l\/fa?]@r §Eﬁ€%’ﬂh% ?@étp&’#rngargsébg%tee I\(?1\,1f(1"'fjh t he
pl aygr(réfié@éd;it@g@mt S primdivsparayel aricdooary eecomndaryserhbdries gamdews t hat

are disp a%/

ed on the central display device and/ gr .the upper di y
devi cothex funstigns referreg e herapsas %@9@?9%98@%?@9%83,%&%3@%@
7,611, - . : ri AL ﬁ{g@.{ ayer
trackiaﬁéjpg?/\éggtr}m@igéghe Ewgﬁ%ﬂ? %I%'? V%ﬁi@l% éﬂl ﬁéu ersl%i%g t tgq[? Fﬁ\ig)rr?%us
changesirangromded i toas i agert @ridhéh)pa esfeartgesio & GFhtvhedsis cedrbpdtehizedi n wi | |
be apparent to those skill %trj I N {%@ﬁ/& rt. St;gpzh change.s and nodi fiﬁfati ons can
be nad8MA PREIETEHHRRRS AYEL %;rrqqn NS EBREBIETY B8R 8RR subj ect
mat t er ggﬁc? At i ANbPehd E&N Hreninchissy Nk agese EIGMitArdigy &f ore
i ntended t égdf/ ds%{gﬁs ghfrll%}ee?qg%d modi fi crati ons be cover e%l by thre LJf;lgehrlc;pended
cl ai nelata Mt@Brk o r@mote communication link after the EGM is physically located In a

gaming establishment or after the EGM is provided to a player.
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CLAIMS The invention is clainmed as follows: 1.A systemconprising: at |east
one processor; at |east one display device; and at | east one nenory
device storing a plurality of instructions which, when executed by the at
| east one processor, cause the at |east one processor to operate with the

o oot onDREL s 4o G b el ] hrBLE BB AP he
the system includes a central server, central controller, or remote host and a
changeable EGM, the at least one memory device of the central server, central
controller, or remote host stores different game programs and instructions
executable by the at least one processor of the changeable EGM to controf one or
more primary games and/or secondary games displayed by the changeabie EGM.
More specifically, each such executable game program represents a different
game or a different type of game that the at least one changeable EGM is
configured to operate. in one example, certain of the game programs are
executable by the changeable EGM to operate games having the same or
substantially the same game play but different paytables. in different
embodiments, each executable game program is associated with a primary game,
a secondary game, or both. In certain embodiments, ‘an executabie game
program is executable by the at least one processor of the at least one
changeable EGM as a secondary game to be played simultaneously with a play of
a primary game (which may be downloaded to or otherwise stored on the at least
one changeable EGM), or vice versa.

[0096] In operation of such embodiments, the central server, central
controlier, or remote host is configured to communicate one or more of the stored
executable game programs to the at least one processor of the changeable EGM.
In different embodiments, a stored executable game program is communicated or
delivered to the at least one processor of the changeable EGM by: (a) embedding
the executable game program in a device or a component (such as a microchip io
be inserted into the changeable EGM); (b) writing the executable game program
onto a disc or other media; or (¢) uploading or streaming the executable game
program over a data network (such as a dedicated data network). After the
executable game program is communicated from the central server, central
controller, or remote host to the changeable EGM, the at least one processor of
the changeable EGM executes the executabie game program to enabie the
primary game and/or the secondary game associated with that executable game

program to be played using the display device(s) and/or the input device(s) of the
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hash the first piece of the programcode and a default seed to obtain a
first result hash; (ii) determ ne whether the first result hash is the sane
as a first authentication checkpoint hash; (iii) if the first result hash
is the sane as the first authentication checkpoint hash, authorize the

first piece of progr.am code for ex I Qn,; @& LV i resul t
hash i Ehme%%ﬁ%ﬁg}% ﬁgatt‘ﬁew P 36?%"@%& fecggpgnagﬁ’é%’i@)p%iérﬂrﬁﬁggkageg% not
aut hor 7@ dt A9 ddt’cHe Moeessafofithe changsatie GBI, fiss atkestibheproddssboof a
second different piece of the program code: (i) hash the second piece of

the prithgr cmangsddlahGN bangesttheugeRenor ta Dae )@’ESém@om‘ﬂt M) Re kst ai n a
second r.esult hash: .(li eterm ne whet her the second result hash is the
sanme a'és’ﬁgg'%%(gﬁan%%ﬂt&%ﬁq,@at i on checkpoint hash; (iii) if the second result
hash is themame asntéstdecambodiridnent treatsiyotens veakipoiintddiashineaudryor i ze
Lhe Se e pltecr%eg) (tsggh grsOag\ﬁvﬁlmoﬁt%gg'ze,r)ozgnd%reg\lfv%lrc?(rsr) (&ﬂ:ﬁj‘n as a quantity of

game outco

credits to award for the win outcome) for a play of a primary game and/or a play of

a secondary game based on probability data. In certain such embodiments, this

random determination is provided through utilization of an RNG, such as a true

RNG or a pseudo RNG, or any other suitable randomization process. In one such

embodiment, each game outcome or award is associated with a probability, and

the system generates the game outcome(s) and/or the award(s) to be provided

based on the associated probabilities. In these embodiments, since the system -

generates game outcomes and/or awards randomly or based on one or more

probability calculations, there is no certainty that the system wilf ever provide any

specific game outcome and/or award.

[0098] In certain embodiments, the system maintains one or more
predetermined pools or sets of predetermined game outcomes and/or awards. In
certain such embodiments, upon generation or receipt of a game outcome and/or
award request, the system independently selects one of the predetermined game
outcomes and/or awards from the one or more pools or sets. The system flags or
marks the selected game outcome and/or award as used. Once a game outcome
or an award is flagged as used, it is prevented from further seiection from its
respective pool or set; that is, the system does not select that game outcome or
award upon another game outcome and/or award request. The system provides
the selected game outcome and/or award. At least U.S. Patent Nos. 7,470,183;
7,563,163, and 7,833,002 and U.S. Patent Application Publication Nos.
2005/0148382, 2006/0094509, and 2009/0181743 describe various examples of
this type of award determination.

[0099] In certain embodiments, the system determines a predetermined

game outcome and/or award based on the results of a bingo, keno, or lottery
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(iv)if the second result hash is not the same as the second authentication
checkpoi nt hash, do not authorize the second piece of the program code for
execution, wherein (a) and (b) are perfornmed sinultaneously; and (c)if each

of the pieces of the program code are authorized for execution,

roce

execute the

sSOors

D e B ER T SRl SR UmBRalTBRE MENSIH R hiob R ARHIC BirboReAs code

2. The

or lotlery games to determine the predetermmed game outcome and/or award

provided for a primary game and/or a secondary game. The system is provided or

associated with a bingo card. Each bingo card consists of a matrix or array of

elements, wherein each element is designated with separate indicia. After a bingo

card is provided, the system randomly selects or draws a plurality of the elements.

As each element is selected, a determination is made as to whether the selected

element is present on the bingo card. If the selected element is present on the

bingo card, that selected element on the provided bingo card is marked or flagged.

This process of selecting elements and marking any selected elements on the

provided bingo cards continues until one or more predetermined patterns are

marked on one or more of the provided bingo cards. After one or more

predetermined patterns are marked on one or more of the provided bingo cards,

game outcome and/or award is determined based, at least in part, on the seiected
elements on the provided bingo cards. At least U.S. Patent Nos. 7,753,774,
7,731,581; 7,955,170; and 8,070,579 and U.S. Patent Application Publication No.

2011/0028201 describe various examples of this type of award determination.

[00100] In certain embodiments in which the system includes a central

server, central controlier, or remote host and an EGM, the EGM is configured to

communicate with the central server, central controller, or remote host for

monitoring purposes only. In such embodiments, the EGM determines the game

outcome(s) and/or award(s) to be provided in any of the manners described

above, and the central server, central confroller, or remote host monitors the

activities and events occurring on the EGM. in one such embodiment, the system

includes a real-time or online accounting and gaming information system

configured to communicate with the central server, central controller, or remote

host. In this embodiment, the accounting and gaming information system
includes: (a) a player database for storing player profiles, (b) a player tracking

module for tracking players (as described below), and (c) a credit system for

providing autorated transactions. At least U.S. Patent No. 6,913,534 and U.S.
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including a first processor and a second processor, and wherein the first
processor perforns (a) and the second processor sinmultaneously perforns
(b). 3.The systemof Caiml, wherein (b) is conpleted before (a) is

conpl eted. 4. The systemof Caim1, wherein the plurality of instructions,
when executed by the at |east gne r ause the at | east .one

or oces BaERiGAPPRGatoR Paiqapa; Np o 2lPb/URRIR4s Srekiten daEaH SXEMAIE® Ff st

aut hent,j ' ggﬁgﬁgkhash, generate a first error nessage identifying
t he fi%2§ﬁ§F§@£ﬁo t'he program code; and (2) if the second result hash is
not the samf0Ci1]heAseobertl above, in various embodiments, the system includes

one or more executable game programs executable by at least one processor of

the system to provide one or more primary games and one or more secondary
games. The primary game(s) and the secondary game(s) may comprise any
suitable games andf/or wagering games, such as, but not limited to: electro-
mechanical or video siot or spinning reel type games; video card games such as
video draw poker, multi-hand video draw poker, other video poker games, video
blackjack games, and video baccarat games; video keno games; video bingo
games; and video selection games.

. [00102] In certain embodiments in which the primary game is a slot or
spinning reel type game, the system includes one or more reels in either an
electromechanical form with mechanical rotating reels or in a video form with
simulated reels and movement thereof. Each reel displays a plurality of indicia or
symbols, such as bells, hearts, fruits, numbers, letters, bars, or other images that
typically correspond to a theme associated with the system. In certain such
embodiments, the system includes one or more paylines assoéiated with the reels.
The example EGMs shown in Figs. 7A and 7B each include a payline 2152 and a
plurality of reels 2154. In certain embodiments, one or more of the reels are
independent reels or unisymbol reels. In such embodiments, each independent
reel generates and displays one symbol.

[00103] In various embodimenis, one or more of the paylines is
horizontal, vertical, circular, diagonal, angled, or any suitabie combination thereof.
In other embodiments, each of one or more of the paylines is associated with a
plurality of adjacent symbol display areas on a requisite number of adjacent reels.
in one such embodiment, one or more paylines are formed between at least two
symbol display areas that are adjacent to each other by either sharing a common
side or sharing a common corner (i.e., such paylines are connected paylines).
The system enables a wager to be placed on one or more of such paylines to

activate such paylines. In other embodiments in which one or more paylines are
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aut henti cati on checkpoi nt hash, generate a second error nessage identifying
the second piece of the programcode. 5. A system conprising: at |east one
processor; at |east one display device; and at | east one nenory
device storing a plurality of instructions which, when executed by the at

| east one processor, cause the at |east one processor to operate with the

at | eafarmatkbeivasnast lgast e sgaceniagwboldierisy aeps s fafeqﬂebé%se@ of a

progra aj hece geadi | s riwgkeces of

Phe pr BEEam2 S3EbESRY et uloNG BY SR BRER PRREASMMCR oA 1oke
symbol display areas.

[00104] in various embodiments, the system provides one or more
awards after a spin of the reels when specified types and/or configurations of the
indicia or symbols on the reels occur on an active payline or otherwise occur in a
winning pattern, occur on the requisite number of adjacent reels, and/or occur in a
scatter pay arrangement.

[00105] In certain embodiments, the system employs a ways to win award
determination. In these embodiments, any outcome to be provided is determined
based on a number of associated symbols that are generated in active symbol
display areas on the requisite number of adjacent reels (i.e., hot on paylines
passing through any displayed winning symbol combinations). if a winning symbol
combination is generated on the reels, one award for that occurrence of the
generated winning symbol combination is provided. At least U.S. Patent No.
8,012,011 and U.S. Patent Application Publication Nos. 2008/0108408 and
2008/0132320 describe various examples of ways to win award deierminations.

[00106] In various embodiments, the system includes a progressive
award. Typically, a progressive award includes an initial amount and an additional
amount funded through a portion of each wager placed fo initiate a play of a
primary game. When one or more triggering events occurs, the system provides
at least a portion of the progressive award. After the system provides the
progressive award, an amount of the progressive award is reset to the initial
amount and a portion of each subsequent wager is allocated to the next
progressive award. At least U.S. Patent Nos. 5,766,079; 7,585,223; 7,651,392,
7.666,093; 7,780,523; and 7,905,778 and U.S. Patent Appiication Publication Nos.
2008/0020846, 2009/0123364, 2009/0123363, and 2010/0227877 describe
various examples of different progressive systems.

[00107] As generally noted above, in addition to providing winning credits
or other awards for one or more plays of the primary game(s), in various

embodiments the system provides credits or other awards for one or more plays of
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(i) hash said piece of the programcode and a default seed to obtain a
first result hash; (ii) determ ne whether the first result hash is the sane
as an authentication checkpoint hash associated with said piece of the
program code, said authentication checkpoint hash being one of a plurality

of different authentication ch | nt > f t tication
checkpie P’ MR RSSCRBHAY %%@8%1 :rﬁépdé’ %M&{rhokég? g?’?@eﬁ@ﬁ%'%i %i@%?gtﬂgép?ggr am
code; Kiiduk i fio baCobthlrel s@sitidh thaph prizesanmpagsutsobidirmat theotdic pldyoof
checkpoi’nt hash associated with said piece of the program code, authorize
sai d piheqwiroaryt grmetsdgriia seerndesy gaxaiBl eicallyogeys arhigher leveke! r esul t

hash is not the sa | d ' ' Kp a yated with
sai d p‘?’@)ﬁ%r &fC %enﬁéﬁna%ﬂ%o%@ﬂggg%%ﬁ&%t O%Pjg’% ggél %Bgﬁfg%ge%yoééméprogram
code fopvReCH! hestited BXbEEtatidANOT anmhitignghan etbe qfintdre gamgfgnacddis: (i)

hash sai d piece of the program code and.the au% hen%‘i cation checkpoi.nt hash

associ aacempdnied Wik MPEcRTeLtthe" PRYdH feRiges Hiatk PRENF YHEER nd said
(i) e B B i e e B R e e o e T on
checkpgirmg, digsh siasacibairebmplete)sdiffergtduen dhe phioaiy ggman code; and

[00108] In various embodiments, the system automatically provides or
initiates the secondary game upon the occurrence of a triggering event or the
satisfaction of a qualifying condition. In other embodiments, the system initiates
the secondary game upon the occurrence of the friggering event or the satisfaction

~of the qualifying condition and upon receipt of an initiation input. In certain
embodiments, the triggering event or qualifying condition is a selected outcome in
the primary game(s) or a particular arrangement of one or more indicia on a
display device for a play of the primary game(s), such as a "BONUS” symbol
appearing on three adjacent reels along a payline following a spin of the reels for a
play of the primary game. In other embodiments, the triggering event or qualifying
condition occurs based on a certain amount of game play (suéh as number of
games, number of credits, amount of time) being exceeded, or based on a
specified number of points being earned during game play. [t should be
appreciated that any suitable triggering event or qualifying condition or any
suitable combination of a piurality of different triggering evenis or quaiifying
conditions may be employed.

[00109] In other embodiments, at least one processor of the system
randomly determines when to provide one or more plays of one or more
secondary games. In one such embodiment, no apparent reason is provided for
the providing of the secondary game. In this embodiment, qualifying for a
secondary game is not triggered by the occurrence of an event in any primary
game or based specifically on any of the plays of any primary game. That is,

qualification is provided without any explanation or, alternatively, with a simpie
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(iti) 1f the result hash is the same as the authentication checkpoint hash
associated with said piece of the program code, authorize said piece of the
program code for execution;, and (iv)if the result hash is not the sanme as
t he aut hentication checkpoint hash associated with said piece of the

Excecut Puplanafier-ofn 08 AT B R TBH ADe S ST ARBTG5 £ each
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event, such as at least partially based on play of a primary game.

[00110] In various embodiments, after qualification for a secondary game
has been determined, the secondary game participation may be enhanced through
continued play on the primary game. Thus, in certain embodiments, for each
secondary game qualifying event, such as a secondary game symbol, that is
obtained, a given number of secondary game wagering points or credits is
accumuliated in a “secondary game meter” configured to accrue the secondary
game wagering credits or entries foward eventual participation in the secondary
game. In one such embodiment, the occurrence of multiple such secondary game
qualifying events in the primary game results in an arithmetic or exponential
increase in the number of secondary game wagering credits awarded. in another
such embodiment, any extra secondary game wagering credits may be redeemed
during the secondary game to extend play of the secondary game.

[00111] In certain embodiments, no separate entry fee or buy-in for the
secondary game is required. That is, entry into the secondary game cannot be
purchased; rather, in these embodiment.s entry must be won or earned through
play of the primary game, thereby encouraging play of the primary game. In other
embodiments, qualification for the secondary game is accomplished through a
simple “buy-in.” For example, qualification through other specified activities is
unsuccessful, payment of a fee or placement of an additional wager “buys-in" o
the secondary game. In certain embodiments, a separaie side wager must be
placed on the secondary game or a wager of a designated amount must be placed
on the primary game to enable qualification for the secondary game. In these
embodiments, the secondary game triggering event must occur and the side
wager (or designated primary game wager amouht) must have been placed for the
secondary gamé to trigger.

[00112] In various embodiments in which the system includes a plurality
of EGMs, the EGMs are configured o communicate with one another to provide a

group gaming environment. In certain such embodiments, the EGMs enable
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6. The systemof Caim5, which includes a plurality of processors including
t processor and a second processor, and wherein the first processor
perfornms (a) and the second processor sinultaneously perfornms (b) for at
one remai ning piece of the programcode. 7.The systemof Caimb5,

afirs

| east

wher ei
proces
hash i
afirs

n the plurali

t Instructions, when executed by the a
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east one

ul t

?n Qt%noni ﬂ?r?e?géyg’eré‘ﬁo thsy ftb?éﬁ"\eﬁtﬁsh ﬁ%iaﬁ@tdroéko%lﬁfe QJtS ng{h ngndasthmogiener at e

err e identifying the

first piece o he program code; and

(2) foawesdsh Ireathienisngh gineoeimentshéhefdgMamaide players loé thesuEGMaith i s not
the sane as the .auéhenticg_:{é gn checkpoi nt _hash associated with sai

of t heSRPBEIEARPRIBILONG AFRH IR CL CR8 B IO PYAT s LA 5ES; %@ﬁk?‘?’@f’ﬂ&‘"% i
of theyjy PBITLEISE the players of those EGMs to participate in one or more gaming

tournaments for one or more awards. At least U.S. Patent Application Publication
Nos. 2007/0123341, 2008/0070680, 2008/0176650, and 2009/0124363 describe
various examples of different group systems.

[00113] In various embodiments, the system includes one or more player
tracking systems. Such player tracking systems enable operators of the system
(such as casinos or other gaming establishments) to recognize the value of
customer loyalty by identifying frequent customers and rewarding them for their
patronage. Such a player tracking system is configured to track a player's gaming
activity. In one such embodiment, the player tracking system does so through the

use of player tracking cards. In this embodiment, a player is issued a player

_identification card that has an encoded player identification number that uniquely

identifies the player. When the player's playing tracking card is inserted into a
card reader of the system to begin a gaming session, the card reader reads the
player identification number off the ptayef fracking card to identify the player. The
system timely tracks any suitable information or data relating to the identified
player's gaming session. The system also timely tracks when the player tracking
card is removed fo conclude play for that gaming session. In another
embodiment, rather than requiring insertion of a piayer fracking card into the card
reader, the system utilizes one or more portable devices, such as a cell phone, a
radio frequency identification tag, or any other suitable wireless device, to track
when a gaming session begins and ends. In another embodiment, the system
utilizes any suitable biometric technology or ticket technology to track when a
gaming session begins and ends.

[00114] In such embodiments, during one or more gaming sessions, the
system tracks any suitable information or data, such as any amounts wagered,

average wager amounts, and/or the time at which these wagers are placed. In
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8. A system conprising: at |east one processor; at |east one display device;
and at | east one nenory device storing a plurality of instructions

whi ch, when executed by the at | east one processor, cause the at |east one
processor to operate with the at | east one display device to: (a)for each

br ogr afifisEE: medmeisd 6t ONhaTUAR S REYSTScdher PIEHET B Em Y8 hat
includes the player's account number, the player's card number, the player's first
name, the player's surname, the player's preferred name, the player's player
tracking ranking, any promotion status associated with the player’s player fracking
card, the player's address, the player's birthday, the player's anniversary, the
player's recent gaming sessions, or any other suitable data. In various
embodiments, such tracked information and/or any suitable feature associated

with the player tracking system is displayed on a player tracking display. In

various embodiments, such tracked information and/or any suitable featuie
associated with the player tracking system is displayed via one or more service
windows that are displayed on the central display device and/or the upper display
device. At least U.S. Patent Nos. 6,722,985; 6,808,387, 7,311,605; 7,611,411;
7.617,151; and 8,057,298 describe various examples of player tracking systems.
[00115] It should be understood that various changes and modifications
to the present embodiments described herein will be apparent to those skilled in
the art. Such changes and maodifications can be made without departing from the
spirit and scope of the present subject matter and without diminishing its intended

advantages. It is therefore intended that such changes and modifications be

covered by the appended claims.
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precedes all other pieces of the programcode in a designated order: (A
hash sai d piece of the programcode and a default seed to obtain a result
hash; (B) for each of any remaining pieces of the programcode of said set,
hash sai d piece of the program code and the result hash obtai ned UFFbih

hashi ng the piece of the program c&iﬁﬂ&‘gﬂadi ately precedi ng said piece of
the program code in the designated to obtain a result hash; (O
determ ne whether the result hash obtained from hashing the piece of the
progr am codeTld irsvaintios &t clalmaed Bolfdlowes:al | ot her pi eces of the program code
of said set,,if arfg% I n the designated order is the sane as an

aut hent i cati%n C kﬁ%ﬁ?o'ﬁ'ﬁ’é‘ﬁmgssoci ated with said set, said

aut hent i cat i gneshtamePPiodbsdmsh being one of a plurality of different

aut henti cati on checkpoi nt hashes, each of the sets being associated with a
di fferent ore leastiane digplaysisviagt @8d checkpoi nt hashes; (D) if the result

hash obtai neéi[ EEEQ{%RQ%%H&J ngi%es(fgriﬁé a plurality of instructions which, when

executed by the at least one processor, cause the at least one processor to
operate with the at least one display device to:
(a) for a first piece of a program code, the program code including a
plurality of pieces:

(i) hash the first piece of the program code and a default seed to
obtain a first result hash,

(i) determine whether the first result hash is the same as a first
authentication checkpoint hash;

(iiiy  if the first result hash is the same as the first authentication
checkpoint hash, authorize the first piece of the program code
for execution; and

(ivy if the first result hash is not the same as the first
authentication checkpoint hash, do not authorize the first
piece of the program code for execution;

(b}  for a second different piece of the program code:
(i} hash the second piece of the program code and the first
~ authentication checkpoint hash to obtain a second resuit
hash;

(i) determine whether the second result hash is the same as a
second authentication checkpoint hash;

(i) if the second result hash is the same as the second
authentication checkpoint hash, authorize the second piece of

the program code for execution; and
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the program code of said set that follows all other pieces of the program
code of said set, if any, in the designated order is the sane a& $difd

aut henti cati on checkpoi nt hash, authorize the pieces of the program code of
said set for execution; and (E) if the result hash obtained from hashing
the piece of the (M ogrhiies@eons waull Bash ihdioti e sageass Henspcpidces of

t he program code of saai heQ‘tﬂFc’atibﬁ %ﬁ?&ﬁggﬁghagg%&nﬁtﬁ ri%‘i‘ﬁé sEEoﬁtPt t he

sanme as sai d authentication checkpol not authorize the pieces of
t he program code of saiiebesetthkqrograme codemr exetution)i f said set does not

I ncl ude the piece of the pr m code that . precedes all other pieces of
the program code VYWF%@@QB%E?%%&%@F&{E'J&ﬁ)“* EOPRY Bidce of the program
code of saiqgget it hakhpheapdepickkt 6f Re ﬁﬁd@fraﬁﬁ ebdehardr aahan&pder of said
set, if any, 1n the designated order, hash said piece of the program code

and the aut hent i execeliothaxrpuientthBaprogresbcrededand t HisRy sat  I'fidd&udi ng
the piece of the pr i i r di ng said piece of the
program code in tg%g%%etggng&gﬂgf%ggerd rgb%%n?aclﬁﬁga result hash;
2. The system of Claim 1, which includes a plurality of processors
including a first processor and a second processor, and wherein the first processor

performs (a) and the second processor simultaneously performs (b).

3. The system of Claim 1, wherein (b) is completed before (a) is
completed.
4. The system of Claim 1, wherein the plurality of instructions, when

executed by the at least one processor, cause the at least one processor to:

(1) if the first result hash is not the same as the first authentication
checkpoint hash, generate a first error message identifying the first
piece of the program code; and

(2) if the second result hash is not the same as the second
authentication checkpoint hash, generate a second error message

identifying the second piece of the program code.

5. A system comprising:

at least one processor;

at least one display device; and

at least one memory device storing a plurality of instructions which, when
executed by the at least one processor, cause the at least one processor to

operate with the at least one display device to:
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(B) for each of any remaining pieces of the programcode of said set, hash
said piece of the programcode and the result hash obtai ned fromihasiht ng
the piece of the programcode i medi ately precedi ng said piece of the
program code in the designated order to obtain a result h,%sh; éC) det erm ne
whet her t he (Resulfer RESIPTGHPRIrAEY of RiPRESaSh RJOPIREN 5PEESRIP RIRES N dF am code

of sald set that J8ulMSqbl pREBGhoPAPERRPictbe PHRDTATERAIZCEE Rl d set,

if any, in the désrgnate e sanme as the authentication
checkpoi nt hash aiesapicdéddrdarth said set; (D) if the result hash obtained

from hashing the piece of th rogr code of said set that follows all
ot her pieces of t(ﬁe pﬁ@é&‘a?ﬁ'adggc‘%fﬁg?ﬁ?d“gg@miqo n§di B?f?é"gtd%%?cgi%t ed
order is the same as spitsinafiRedduiaidspn checkpoint hash, authorize the

pi eces of the program code of said set for execution; and (E)if the result
hash obt ai ned frdi haslterginaevpetbes the firge resdhh@shcisdteopanis assa t hat

follows all other pi e%ﬁte%{eﬂcfsagﬁg%%Qggﬁh?gggﬂqssﬁéﬁa?eéWith Ldiq an¥e bﬂat he

designated order is no entrcation checkporn sh, do
not authorize the pi edhs Whgtahe cpdegsaich adidentidativai chekboidhask dmintd on,
wherein (a) is perfor rg%de Sclfmél tpall&%?i’tjyg% fd? er%%%hagtfhe}wﬁgat%%t Séhe%ﬂgoint
hashes, each of the authentication checkpoint hashes being
associated with a different piece of the program code;

(ify if the first result hash is same as said authentication
checkpoint hash associated with said piece of the program
code, authorize said piece of the program cbde for execution;
and

(iv)  if the first result hash is not the same as said authentication
checkpoint hash associated with said piece of the program
code, do not authorize said piece of the program code for
execution,

(b)  for each remaining piece of the program code:

(i) hash said piece of the program code and the authentication
checkpoint hash associated with the piece of the program
code immediately preceding said piece of the program code in
the designated order to obtain a result hash;

(i} determine whether the result hash is the same as the
authentication checkpoint hash associated with said piece of
the program code; and

(i) if the result hash is the same as the authentication checkpoint
hash associated with said piece of the program code,

authorize said piece of the program code for execution; and
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(b) if each of the pieces of the programcode are authorized for execution,
execute the program code and di splay an i mage generated by the iékéct ed

pr ogr am code. 9. The systemof Caim8, which includes a plurality
of processors inc| afirs rocessor a second, proc .and

din nd sSsor,
wherein the fi rst(“’grod€§§%rre§5hf 8??& I8 a0k Z}Fe of’IMEf a8 h@eséyg‘eéﬁ'ﬁa?% second
processor simult aneo“%h%c?ﬁév\ilh?%%h(é’s)sof:%e@ it s8ce Rlec@NBf He thEgR] S-

10. The system of O aimS8, erein the plurality of 1nstructions, when
executed by the at | easdeomic pobestisuize saidspiccheofathd peagrasneoge doessor
to, for each set, if the result hash obtained from hashing the piece of the
program code of said SEECHRAE follows all ot her pi eces of the program code

of said set, if Wh(arein!’l(a?féﬂdQBFé@;@émﬂmﬁdj@imdlﬁan@@UsWhén@afTE as said
aut henti cati on checkpoi nt hash, generate a first error nessage identifying

the said set(¢) if eachiof ghgyptesascehphe spipgraay qodasaremutppoeessder; at

| east one displa i Ce; S e Vi ce: ing a
plurality of i ns%érxggwﬁs e\%ﬁ?% e, t%eﬁ%&%ﬁ’ﬁt %%@%yaﬁﬁga%f%a%@ lg?]é
processor, cause geheratbdbyabe edxpeufedqoegson cobdeoperate with the at | east
one di spl ay device to:
6. The system of Claim 5, which includes a plurality of processors
including a first processor and a second processor, and wherein the first processor
performs (a) and the second processor simultaneously performs (b) for at least

one remaining piece of the program code.

7. The system of Claim 5, wherein the plurality of instructions, when

executed by the at least one processor, cause the at least one processor to:

(1)  if the first result hash is not the same as the first authentication
checkpoint hash, generate a first error message identifying the first
piece of the program code; and

(2)  for each remaining piece of the program code, if the result hash is
not the same as the authentication checkpoint hash associated with
said piece of the program code, generate a second error message

identifying said piece of the program code.

8. A system comprising:

at least one processor,;

at least one display device; and

at least one memory device storing a plurality of instructions which, when
executed by the at least one processor, cause the at least one processor o

operate with the at least one display device to:
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(a)for each of a plurality of sets of at least two of a plurality of pieces
of a program code: (i)if said set includes the piece of the pfogriam code
that precedes all other pieces of the programcode in a de5| gnat ed order:

(A) hash said p| ce of t r c d a defa It see

esul't hash @y B) Migracuehs pBiaMN e gea 157St e B oG RaP 8RSl "ser
hash said piece gf rbB?arHrc%aéam code with the result hash obtained from
hashi ng the piece of t he program code i medi ately precedi ng said ﬁl ece of
t he program code(i)n t life sassisghainekides dthe mieemtali e pregEm eedm;t

precedes all other pieces of the program code in a designated

order:

(A) hash said piece of the program code and a default
seed to obtain a result hash;

(B) for each of any remaining pieces of the program code
of said set, hash said piece of the program code and
the resuit hash obtained from hashing the piece of the
program code immediately preceding said piece of the
program code in the designated order to obtain a result
hash,

(C) determine whether the result hash obtained from
hashing the piece of the program code of said set that
follows all other pieces of the program code of said set,
if any, in the designated order is the same as an
authentication checkpoint hash associated with said
set, said authentication checkpoint hash being one of a
plurality of different authentication checkpoint hashes,
each of the sets being associated with a different one
of the authentication checkpoint hashes;

(D) if the result hash obtained from hashing the piece of
the program code of said set that follows all other
pieces of the program code of said set, if any, in the
designated order is the same as said authentication
checkpoint hash, authorize the pieces of the program
code of said set for execution; and

(E)  if the result hash obtained from hashing the piece of
the program code of said set that follows all other

pieces of the program code of said set, if any, in the
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(C) determne whether the result hash of the piece of the programgcode of
said set that follows all other pieces of the programcode of said set in
the designated order is the sane as an authentication checkpoint hash

associated with said set, said authentication checkpqint.h ' one of
a plurality of different a&%ﬁ@’?@f%cg FO6H "Qtﬁ%@khﬁoﬁaﬁﬁe%gsﬁ?é%?aﬁ‘%@ﬁ%% he sets
bei ng associated with a difchecemlinoRas®f dbheculireitizectid plecebesk i nt
hashes; (D) if the result hash obtained from hashing the piece of the

program code of said set tHAPIEH! PR obsaid sEhE §4asEEINANG he program code
of said set in the deg | | ed i on
checkpoi nt hash, lﬁut hzﬁr%gdgg%t% ﬁgB%lggéteg\E%#j@? R%aﬂg?%%ra‘éﬁq%cg@@%’? saiegﬂéiet for
execution; and (E) if préeedessullt dilkexh pidxtesi nefd the oprdgram ngpdehenpitece of

t he program code of s%i d. se;@fﬁ]ha follows all other pieces of the program
code of said set in tRESEESHYhAINE order is not the same as said

authentication checkpgjnt rhashe Socd' Mt RASIram tddRePbe&Ri @et tigt pr ogr am
code of said set for execution; and

precedes all other pieces of the program code of said

set, if any, in the designated order, hash said piece of

the program code and the authentication checkpoint

hash associated with the set including the piece of the

program code immediately preceding said piece of the

program code in the designated order to obtain a result

hash;

(B) for each of any remaining pieces of the program code
of said set, hash said piece of the program code and
the result hash obtained from hashing the piece of the
program code immediately preceding said piece of the
program code in the designated order to obtain a result
hash;

(C) determine whether the result hash obtained from
hashing the piece of the program code of said set that
follows ail other pieces of the program code of said set,
if any, in the designated order is the same as the
authentication checkpoint hash associated with said
set;

(DY  if the result hash obtained from hashing the piece of
the program code of said set that follows all other
pieces of the program code of said set, if any, in the
designated order is the same as said authentication
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(ii)if said set does not include the piece of the program coge t hat
precedes all other pieces of the programcode in the desi gnat ec? “order: (A)
for the piece of the program code of said set that precedes all other

pi eces of the program code sai.d he de nat ed rder hash said
pi ece of the program code &%&CFH‘@” ?ﬁ"én@%’tgaf'?%ﬂﬁ% ‘?:‘R%%Pﬁtt t&5POE8% oci at ed

with the set including the BLEGH s8lg $d1oPERBABHCAHE | medi atel y preceding
sai d piece of the programcode in the designated order to obtain a result

hash; (B) for each of (Ehe rfethsi résulf pasicebtaified ﬁ@mrtmy’rmg theipiede shi d set,
hash said piece of the pro m Wt .esul t S tal from
hashing the piece of the p rqﬁgg%ﬂ C?Cpﬁ"ﬂgg "g ?L: Qaag %’"ﬁ@ aPoqu Plece of
the program code in the de%ﬂlmt@ﬂtﬁérﬂﬂfgrém @cm@lom said eetl it ahgsth tHeC)
determ ne whether the result hash obtained by hashing the pi ece of the

program code of said set tK&SIgGIgbARIeAlS Nl iersaine eesa at‘W@”ﬁP@fﬁ?{hm code
of said set in the desi gnatcﬂgcﬁgsal Hbg*é: 58(%?{?*1%&@&%%3@%%

checkpoi nt hash associated Wt e resu tal ned
from hashi ng the piece of tpln@grprmgm@erm’csmesetfm'aéxécsﬁd)n,t hat foll ovvs al |

ot her pieces of t ram sai et int desi gnated order is the

sane as sai W@u@'ﬂgﬁi {%c%equ%m‘%ﬁg f‘ﬁ?“ﬁ\éi‘ﬂ'e ?zst??ﬁf%é‘di)i eces of the

program codgyof gabdcgebf ftRe FKBEH! bOMhe %}@gram code are authorized for
execution, execute the program code and display an image generated by the

executed program code.

9. The system of Claim 8, which includes a plurality of processors
including a first processor and a second processor, and wherein the first processor
performs (a) for one of the sets and the second processor simultaneously

performs (a) for a different one of the sets.

10.  The system of Claim 8, wherein the plurality of instructions, when
executed by the at least one processor, cause the at least one processor to, for
each set, if the result hash obtained from hashing the piece of the program code of
said set that follows ail other pieces of the program code of said set, if any, in the
designated order is not the same as said authentication checkpoint hash, generate

a first error message identifying the said set.

11. A system comprising:

at least one processor,

at least one display device; and

at least one memory device storing a plurality of instructions which, when
executed by the at least one processor, cause the at least one processor to

operate with the at least one display device to:
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(E)if the result hash obtained from hashing the piece of the Program code
of said set that follows all other pieces of the program codé 6f‘§al d set
in the designated order is not the sanme as said authentication checkpoi nt

hash, d t t f th d f [ t f
executs on WADr eid ash PES v RiTiarpect A PlRRh A PR ClaiBRobpREhe ofkr o
and (b) if each F%mog@es of the program code of each set are

aut hori zed for execufion, execute the program code and di splay an inmage
generated by t he (Bxecift saichragyr melugedethe piece af2 therherogyamenees thehi m 11,

hi ch ol udes a plur g 8l PLARERALS driGL yhianfolic M apiaReaRer and 2

second processor, and rstprocess or one of
the sets and t he seconrgdér ocessor SI rmltaneously performs (a) for a
different one of the sets. system of Claim 11, wherein the

plurality of instructi®ns, r\ﬁﬁ@nsﬁﬁeﬁ'ﬁ%d’fbﬁhq RECHEN &6 aRS pristadtor
cause the at |east one progesgqs o ;afhiﬂfa%sﬁl?ﬁgsﬁe'[ I f the result hash

obt ai ned from hashing the piece o e program code of said set that
follows all other pie¢Bs ofort bacpregammng pisceobf Sat dragram codamf,saich t he

designated order is not the ai d aythentication, che oi nt hash,
generate an error message |8§§}q5ﬁﬁ% Pi85E #&Fﬁ pLegram code N/ SR Bl

hash obtained from hashing the piece of the program
code immediately preceding said piece of the program
code in the designated order to obtain a result hash;

(C) determine whether the result hash of the piece of the
program code of said set that follows all other pieces of
the program code of said set in the designated order is
the same as an authentication checkpoint hash
associated with said set, said authentication checkpoint
hash being one of a plurality of different authentication
checkpoint hashes, each of the sets being associated
with a different one of the authentication checkpoint
hashes;

(D)  if the result hash obtained from hashing the piece of
the program code of said set that follows all other
pieces of the program code of said set in the
designated order is the same as said authentication
checkpoint hash, authorize the pieces of the program
code of said set for execution; and

(E)  if the result hash obtained from hashing the piece of
the program code of said set that follows all other
pieces of the program code of said set in the

designated order is not the same as said authentication
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(i)

checkpoint hash, do not authorize the pieces of the

program code of said set for execution; and

if said set does not include the piece of the program code that

precedes all other pieces of the program code in the

designated order:

(A)

(B)

(C)

(D)

for the piece of the program code of said set that
precedes all other pieces of the program code of said
set in the designated order, hash said piece of the
program code and the authentication checkpoint hash
associated with the set including the piece of the
program code immediately preceding said piece of the
program code in the designated order to obtain a result
hash;

for each of the remaining pieces of the program code of
said set, hash said piece of the program code with the
result hash obtained from hashing the piece of the
program code immediately preceding said piece of the
program code in the designated order to obtain a result
hash; |

determine whether the result hash obtained by hashing
the piece of the program code of said set that follows
all other pieces of the program code of said set in the
designated order is the same as the authentication
checkpoint hash associated with said set;

if the result hash obtained from hashing the piece of
the program code of said set that follows all other
pieces of the program code of said set in the
designated order is the same as said authentication
checkpoint hash, authorize the pieces of the program

code of said set for execution; and
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(E) if the result hash obtained from hashing the piece of
the program code of said set that follows ali other
pieces of the program code of said set in the
designated order is not the same as said authentication
checkpoint hash, do not authorize the pieces of the
program code of said set for execution,

wherein (a) is performed simultaneously for each of the sets; and
{b) if each of the pieces of the program code of each set are authorized
for execution, execute the program code and display an image

generated by the executed program code.

12.  The system of Claim 11, which includes a plurality of processors
including a first processor and a second processor, and wherein the first processor
performs (a) for one of the sets and the second processor simultaneously

performs (a) for a different one of the sets.

13.  The system of Claim 11, wherein the plurality of instructions, when
executed by the at least one processor, cause the at least one processor to, for
each set, if the result hash obtained from hashing the piece of the program code of
said set that follows all other pieces of the program code of said set, if any, in the
designated order is not the same as said authentication checkpoint hash, generate

an error message identifying the said set.
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