WD 2005/ 020498 PCT/ 11S2004/ 005729 COVMUNI CATI ONS SYSTEM PROVI DI NG
EXTENS| BL EwioRoU5a30k9s TRANSLATI ON AND CONFI GURATI ON FEATURES A4 i 7Ad ED
METHODS Field of the Invention [0001] The present invention relates to the
field of conmmunications systens, and, nore particularly, to

comuni cations systens using nmultiple operating protocols for data access
operations and rel ated nethods. Background of the Invention [0002]
Software clients operating on or in conjunction with a conputer system are
often used to access data stored at a server with which the conputer
system can establish communications, such as through a |ocal area network
(LAN). I'n many instances, the data on the server is accessible only
through a particular protocol, which in turn tends to limt a user to a
particular client. Simlarly, a particular type of «client is typically
configurable to operate with only certain types of servers or protocols.
In an e-mail system for exanple, in which users have associ ated
mai | boxes on amail server, a particular protocol and often a particular
messaging client is required for e WD 2005/ 020498 PCT/ US2004/ 005729 i
access. There is no single standard nethod for accessing e-mail stored on
a server. Instead, there are several inconpatible protocols defined by
vari ous vendors and standards bodies. [0003] Each category of client
accessing an application may have different capabilities and needs. For
exanple, a POP client accessing a mail service may require a list of
unique identifiers (UDs) fromthe server, whereas a WAP client may
requi re not only CPMMUONTCATIGNE SKSBEM EROYERINGEHTENSTRLBr BREEECEL| ent
may require not only UTBRANRLASIIGEEND QONFIICGTRATTION FRATIRES egar di ng
nmessage origination, date, inportaNBeREBATED METHODS

Field of the Invention

[0001] The present"invention relates to the field of
communications systems, and, more particularly, to
communications systems using multiple operating
protocols for data access operations and related
methods.

Backgrcund of the Invention

[0002] Software clients operating on or in
conjunction with a computer system are often used to
access data stored at a server with which the computer
system can establish communications, such as through a
local area network (LAN). In many instances, the data
on the server is accessible only through a particular
protocol, which in turn tends to limit a user to a
particular client. Similarly, a particular type of
client is typically configurable to operate with only
certain types of servers or protocols. In an e-mail
system, for example, in which users have associated
mailboxes on a'mail server, a particular protocol and

-often a particular messaging client is required for e-



When devel oping a service that can handle all of these needs, it would a

nore effi ciy@doodteRqedyf bandwi dth and processing power, kaﬁw%ﬁmMﬂﬁsﬁﬁrver
and on a target data systemsuch as a mail store, if only the necessary

attributes were requested and returned whenever possible. [0004] Another
problemis that each of these clients may require slightly different
behavi or in regpddseciessa Taguestis For séxgipl etaade@R clatéwd Foght request

t hat th ..be_del eted, h , i nstead of [ it
at the time of SREFAdes Mt he SEEFFRCE A SoEd i t R rh BOP cl i ent

i ssues the QU freomeRRGal FatompWhifblki pibroedlkhecgtinerd hyndartioesmessage
should be deleted imediately In response to a delete request. [0005] A

further probl eferderst pagustengaseéuP9diién buil ding an application has to
do with nenory [%gp?ggpt [ %gcﬁng:a@g@o&(}atolfongggtora%@%%.ingo anprove

per formance, it makes sense"to“cache results from "a data store to
more qui ckly reppdidatdoa fralyl bavendifdgquest Cepabtiid tdlasemnd feedist-a i s

stored in nmenory, the application.can, quickly.use up _all available 2 WO
2005/ 020498 PC'F%GS%@E?P%@S??Q%%#Ef?&rls?.ntE\%:ﬁegi&ﬁ’ignS E‘ﬁ&ldi’tea?v&ﬁedfﬂé‘té’ can
lead to disk spRaeeRrebhers. of0dR8hukl ildentliFa cpesSiualne )t Eraacass nul tiple
data sources that have different capabilities or support different

mechani sns f or Sg@FEEYi nyhiearasmat ok, claenfi avcgeguicsddtarrdyi &%y becone
convoluted whepral! gL LG @ WRRAGR MU Ll aRd i/ et lequesly

types. [0007] Vari6us prior art approaches have been | oped for
provi di ng comueiguatrieonstbehige i ISy shersubdrdtdebiudes ssi g fairbiadiom
operating protocols such appr,oach_i.s set, forth_in U.S. Pat%Q; No.

.,.One
6, 615, 212 to BEOPXIAPIamesspge,RriF i ROty IFRRF 85 Ter S ecei ves a
request for coghen! dev@Mopitly @NkseREFeN@hat can handle all of these

needs, it would a more efficient use of bandwidth and
processing power, both on the server and on a target
data system such as a mail store, if only the necessary
attributes were requested and returned whenever
possible. |

fo004] Another problem is that each of these clients
may reguire slightly different behavior in response to
a request. For example, a POP client might request that
a message on the server be deleted, however, instead of
removing it at the time of the request, the service has
to wait until the POP client issues the QUIT command.
For a WAP client, on the other hand, the message should
be deleted immediately in response to a delete request.
[0005] A further problem that freguently occurs when
building an application has to do with memory

consumption and application performance. To improve

B

performance, it often makes sense to cache results from
a data store to more quickly respond to a follow-on
request from the client. If data is stored in memory,

the application can quickly use up all available

2



The transcodi ng proxy server retrieves the content from an originating
server. Thegzmbsemyed content is provided in a first fopostustoppess7ian
response to a determnation that an increase in efficiency would be
obtained by allowing the client to process the content in the first format
type prior to transcoding the content into a second format type .t?e
transcodi ng preRpryer FEENsEAEBIRHLRD AT B @h%kc??%nfg?% %ﬁeﬁl? rst

format type. [SB%%L Eggb gpoore, in response to a determnation that the
client does no ave*content processing software for processing the

content in the[boosy fofbals &heotpanstiobe nge proxyssarybiibhddatdnt ent

processing software for the first.format type_ along. W tent in
the first formEPUEyFE £H2 hBaV8|éé%$?r e %g%%%%gh?%ﬁggégx§Q§%$€gr t hen
transcodes thgjieentent feeanhhsnéi f6¢ fO&PRingypefonhetibe. sEwondisf or mat
type and sends the content in the second format to the client. 3 WD

2005/ 020498 PCTASS200806057299u 0558 PERP? t €°RUCK BFRoV &Pt appr oaches,
further = prot OS%Ee&%%gggﬁ&b%aﬁQgéO%uﬁ?{'gfféS%ﬂa hupetiensl ktyuegny be

desirable in céertai i'catron ummary of the Invention [0010] In view
of the foregoi agpeackground, it is therefore an object of the present

invention to praovide a comunications_system praoyldi d ti
pr ot ocol conVEJQPQH]featH?E%oﬁﬁdpfé?ﬁt%ﬁgn%?ﬁ% %?hgfoﬁgz§n$%?§eangpg[ﬁeLng

~objects, featupgse1dpdd 2dyaptageding ecanufanseivhshbebeepneseateimavention
are provided by a coqﬁunications.s¥sten1mhich may i ncl ude péurality of
dat a storage dewdcdsvégel using diffenset %ﬂ%r%?lﬁgpPEPEPF?isof °Ff f er ent

operating protoeols, .and.a pLucali kY, of MBbijl§. WhpeLAESNEOMBLBLSALIONS =
devi ces for acceSS|n8P?ﬁe plura%lty.o¥9%ata storage devices. Each nobile Lot
Wi rel ess comunbcaticbasetewilce mmywhich a transcoding proxy server

receives a request for content from a client machine.

The transcoding proxy server retrieves the content from

an originating server. The retrieved content is

provided in a first format type. In response to a

determination that an increase in efficiency would be

obtained by allowing the client to process the content

in the first format type prior to transcoding the

content into a second format type, the transcoding

proxy server sends the content to the client in the

first format type. ;N)

f0008] Furthermore, in response to a determination o

that the client does not have content processing

software for processing the content in the first

format, the transcoding proxy server sends content

processing software for the first format type along

with the content in the first format type to the

n

client. The transcoding proxy server then transcodes
the content from the first format type into the second
- format type and sends the content in the second format

to the client.



al so use at least one of the plurality of different operating protocols.
The syst emwaBoodepoidser i nclude a protocol interface devigaypdedngikcul ar,
the protocol interface device may include a protocol -engine nodule for
communicating with the plurality of data storage devices using respective
operating protocols, and a front-end proxy nodul e coupled to the protocol
engi ne. The prl&08&d| i nDespase avvhcRriny ﬁﬁﬁtﬁ@Prpﬁégﬁée §UIF@§5éct|ve
broxy modul e | BloEmINkEahbAgLIbhNahlPor PLURILELY oAT BBkl 8ot e
comuni cat i ons devi ces usi ng eac arFf erent operating protocol

| east one conmey ber edesérwvbie Andubetedupkppltigathenproxy nDduIes [0012]
Additionally, the front-end pr nDduI algothcIude a configuration
file nodule coupled to the fr8m— pAL T

ot storing a plurality

of different sqp9ieff confihgwiali en £hlae§oﬁ:@batm@gbhekg%om@dzoaﬁl Q20498
PCT/U82004/005729 different allocations of resources of the at | east one
common core sekpeeefpsguea. OWHQCEI9fth?yP§ﬁ56P¢féP@ﬁPtl§§t§°oPrOV1de

conf i gurat | on &l LesfiR cLASbHACS9,PLhTBEKyS 8L 0L AARLEAUEAELAR 1

corresponding to core resource i on ope atlons a seco dary set
of conflguratlpmotbbei bonvemsuonlfeagurhe aodereésmadcmetabhﬁcatlon
operati ons. ndar i S specif,jed, resources

defined in the*agéégndariggFlﬁnﬂag gfggach%OSge§§859Freanpn t he

correspondi ng BHvERERgeaNfihgHEabi-aankk! REsh. tHBI preakh@Ws n¥enselont @rgpeci fy
a core set of resources yet still nodify these core resources as desired

for a particul RECHpPEFCRYI BncormBRlFaibeBspavElem dPiph FRY anclesst 2one
common - core Sgiﬁksggggﬁukedgex Q@azggergayaegsteaEE'ﬁsgﬁpgggnle%@% proxy

nodul es and the " pro engl ne nodu accessi ng rom-t

plurality of daha sforaggurdévtgesf dnfiferenendeeragidgt prbaocoie,plurality

of mobile mﬁrel SS Ciuraflﬁat'? mogEYécsireigsgtg%&mﬂ%&ggtlons
devices for accessing the plurality of data storage
devices. Each mobile wireless communications device may
also use at least one of the plurality of different
operating protocols. The system may further include a
protocol interface device. In particular, the protoccl
interface device may include a protocol engine module
for communicating with the plurality of data storage
devices using respective operating protocols, and a
front-end proxy module coupled to the protocol engine.
The protocol interface device may further include a
respective proxy module for communicating with the
plurality of mobile wireless communications devices
using each different operating protocol, and at least
one common core service module coupled to the proxy
modules.
[0012] Additionally, the front-end proxy module may
also include a configuration file module coupled to the
front-end proxy module for storing a plurality of

different sets of configuration files relating to



the front-end proxy nodul e advant ageously may be used w th nunerous types
of oper atiwg 2p05me0®| S, yet still use conmon core ser Vi BEFUSOL/0057E
traffic, access data, and/or render data. "This provides greater
efficiencies, jj as well as reduced conplexity. [0014] The at | east one

common core service nodule may, include a pluralit f hand] ers for

i nterfacing t helfhrEsat mbtieat4#1H ?%er%?‘g‘f%“c?ﬁ %gﬁq}ﬁa %bgjiﬁaeSt NBH 2
specifically, {:&ﬁm&h ULl d t e 0f i g RYaEDeUl BiSe BMr LIONMETS £ aLLESSrdguest s
fromthe plurality of nobile wreless communications devices to comon

access paranesets.of ncenfii qimatiamef Iontnandiproide bRy St so
include a flow controll er .mdule fo ecel vi {

paraneters frofttHhe" Jr%‘%’é‘?ifjt%/n 0 llp?%xéogé#%]fgg&%%% Fessittce

PCT/ US2004/ 0055 200 capteth esparit it ectamg aleséc@tidmndiesr sof or processi ng

t hereof . Moreover, the pluraljty of handl ers, and tﬁl}gﬁi r ot ocol engi ne
modul e may confeRfEERER PG B SR CRAt SR A d cflc)%ﬁ‘? iR 0j00hs) R

Furthernore, theyat.! £a5to M CARDPN £OLE, S6F Vd£fpmdul £f n@y include a
renderer nodul e %or cooperating wth the proxy nodules to format data for

the plurality sécomite filelesssporihtdat romeureryidetinegddini®rlly, the
at | east one common,core..service nodul SQ | ensi bl e

mar k- up Iangu%%‘éo?%)ﬁg th ei’r‘fréaifm%‘fﬁrer%:%%p e%&%o&f é;lcj}rlé%e%gr%%mdul e, such
as an extensi bterséypeshied prngusgecon £ bgqst ot e | Hilke (NSLTFhengi ne nodul e,
for exanple. Also, the at | east one_conmon core service nodul e

further includelE¥@mrisebdl etPTo-Ehed XFRT i NPt Mot o7 £t ?/i ng a

plurality of tepp]atgsy; £PMIIRSRONALAY LOs68BHESAY IOPEESY | Pgrpsotocols. -
[0016] A nethod aspect of” the invention is for interfacing a plurality ofh}
mobi | e wi r el essarcoowimi capploisatdevices with a plurality of data storage

[0013] More particularly, the at least one common
core service module may be for routing traffic between
the proxy modules and the protocol engine module, for
accessing data from the plurality of data storage
devices, and/or rendering data for the plurality of
mobile wireless communications devices. In other words,
the front-end proxy module advantageously may be used
with numerous types of operating protocols, yet still
use common core services to route traffic, access data,
and/or render data. This provides greater efficiencies,
as well as reduced complexity.

[0014] The at least one common core service module
may include a plurality of handlers for intexfacing the
proxy modules with the protocol engine module. More
specifically, the plurality of proxy modules may

convert access requests from the plurality of mobile

Wt

wireless communications devices to common access
parameters. In addition, the front-end proxy module may
- also include a flow controller module for receiving the

common access parameters from the plurality of proxy



devices. The nobile w rel ess communi cati ons devices and the data storage
devi ces nmawoemeinss at | east one of a plurality of dif perardenpesati ng
protocols. The method may include providing a protocol engine nodule for
communicating with the plurality of data storage devices using respective
operating protocols, and coupling a front-end proxy nodule to the protocol
engi ne nodul e. B egapnfcapirriinghderisae- BAAIpEERyI CKpREPESREY Pncl ude a

respective pr O&e@%@&'.eMBgéovgemmﬂiecg&wg%gp?f NEaRhYERL! LidOtnRODI | €

wirel ess conmmuni cations devi ce§ using eac erent operating protocol,
and at | east opeotomfinengiresmodiite megubemmuoiphtd teinbeaproxgponpdul es.
The nmet hod may further 6 WO 2005/ 020498 PCTI US2004/ 005729 i ncl ude

provi ding a corfit§&raFfFoR*PFPE hodul e for the front-end proxy nodul e for

storing a plurgbotgjof e tfgeenbreet shef agonkhgyr ahkoBofminbas cogkating to
different allocations of resources of the at |east one common core service
nodul e. [0017] sArFiceomotuiat BpVaéecdudece FANAEEst dBAeElewtrs t he

i nvention may Eg%%%ggtgpggﬁgﬁheggegégé%gnﬁgghﬁesagg gogﬁgkoggkaegg&ne

nodul e, and a con ura I'e such as those described briefly
above, for exanpl elulbiédoyeof mobdiputéreleadabbmmuedicamions accor dance

with the present inventiqn,may simlar include a front-end proxy nodul e,
~a protocol engﬂﬁglcﬁﬁduﬁgalﬁﬁénaig%nfFbérﬁ%igﬁaFflgnﬁnﬁﬁpgpanpgﬁ
Description of sbheibeawbAgse h99181sbl Snclulleé ansehesnkibibl aelkdinpgr am of

a conmmuni cations systemin accordance with the present invention. [0019]
FIG 2 is a schematiagebl(Btk) deagiam mprngst caurhgdt he ph6t S€8PSTRTer f ace

Ley°5 0L e pERTMY GREheRY, SYSLRUAOELF, ohAD.ApE adiil [0020]

proxy nmodul e okransformations (XSLT) engine module, for example.
Also, the at least one common core service module may
further include a memory coupled to the XML engine
module for storing a plurality of templates
corresponding to respective operating protocols.
JOOl6] A method aspect of the invention is for
interfacing a plurality of mobile wireless
communications devices with a plurality of data storage
devices. The mobile wirelesé communications devices and
the data storage devices may each use at least one of a
plurality of different operating protocols. The method
may include providing a protocol engine module for
communicating with the plurality of data storage
devices using respective operating protocols, and
coupling a front-end proxy module to the protocol
engine module. More particularly, the front-end proxy
module may include a respective proxy module for
communicating with the plurality of mobile wireless
communications devices using each different operating

. protocol, and at least one common core service module

coupled to the proxy modules. The method may further



the protocol interface device of FIG 2 in greater detail. [0021] FIGS. 4
and 5 ar e wohemdwesbl ock diagrans illustrating an altepaogig@aledhsrent of
a conmuni cations systemin accordance with the invention inplenmenting an
extensible proxy architecture simlar to that of FIG 3. [0022] FIG 6 is

a schematic bl ock diagramof an alterpate enbodiment of the_protocol
i nterface devi éacluge Rpviding \f oot oo PCH A SIAt D5 the023]

FIG 7 is a sc L I [ f i t et pr ot ocol
engi ne nodul e g?%ﬁ%@&?ﬁ%‘o}‘d ﬁ%?%%fg%%%%j&%éﬁ I%:?ﬁé:&glgpngol nterface
connector noddiéSetéer efars ¢D0RA LTI EaBion Sibehepataltiny otk di agram of
an alternate enhodi nent t he. prot ocol engine nodul.e a I r e
connect or nodu ggg'fﬁeﬁ C?f{f’c? = (fe%m?rsc%s STherati & blr%%%gd‘lgrg%ram of
still anot her a6k Nt £= exdboei dEeNto®@ild he protocol interface device of
FIG 2. [0026] FIG 10 is a schematic bl ock diagram of yet another
alternate embodPRERl of 2 HergfetetolnieierFacievHesite %‘Fc‘ﬁ@n‘?@ [0027]

FIG 11 is a f diagr ' r.afd ?p&\é [ - hpLerface
device of FIG {qg% %%%Z%Qﬁwzﬁé%n%}? ow ?i%agg%l?nﬁi%lpﬁs rg{{?ﬁlg&d%géér ation
of the front - eaddpaopyoimchil ecngife Gro@ule | CO2d]a R figuration| Hiddi agr am
illustrating operation of the comunications ,Syst of, Fl G [ 0030]
FIG 14 is a ffﬂga}‘lg‘?ag?“é if¥ u%??%?i%%scﬁjp%?éat %%1@0 yt%kéov‘ﬁ?bt%?:%l interface
nodul e of Fl G ¢8ampi 8034 rd&dker 15 i SompilitOmv- shagaione i héabtuiaihng operation
of the protocol engine and interface connector nodul es of FiG 7. [0032]
FIG 16 is a fpredradareaiih (she Rregent invention may similarly

include a front-end proxy module, a protocol engine

module, and a configuration file module.

Brief Description of the Drawings

[0018] FIG. 1 is a schematic block diagram of a
communications system in accordance with the present
invention.

[0018] FIG. 2 is a schematic block diagram
illustrating the protocol interface device of the
communications system of FIG. 1 in greater detail.
[0020] FIG. 3 is a schematic block diagram
illustrating the extensible front-end proxy module of
the protocol interface device of FIG. 2 in dgreater
detail.

[0021] FIGS. 4 and 5 are schematic block diagrams
illustrating an alternate embodiment of a
communications system in accordance with the invention
implementing an extensible proxy architecture similar
to that of FIG. 3.

[0022] FIG. 6 is a schematic block diagram of an

alternate embodiment of the protocol interface device

- of FIG. 2.



operation of the protocol interface device of FIG 9. [0033] FIG 17 is a
fl ow di agrp@nédslebebg ati ng operation of the protocol integiagesdeydse of
FIG 10. [0034] FIG 18 is a schematic bl ock diagramof an exenplary
nmobil e wirel ess comuni cations device for use wth the present invention.
8 WO 2005/ 0204?@ RCT/ US2004/ 005729 Det ail ed Description of the Preferred
Enbodi ments [ 0038R3the pridlent’ il éntsdematiiic dowwde diesarametiriiore ful |y

herei nafter w tih 1neier/8NGR; ttd recTolole) Al i Ngs, ..n whi ch
preferred embodi nents o?ﬁ;t he i %eonti on arglsr%g\/\nﬁ E%éngj# n%entﬁ%%w
however, be enBiddicadaos wewial fofferfi®t. forami dndesffudd corpiedconst rued

as limted to th odinent.s set forth herein. Rather, these enbodi nents
are provided so g&éﬁ?%t h%fegggélosure wi |l be thorough and conplete, and

will fully coniegp2diie scee.ofs tike ai R@RI01 d ®1J298 &1 fddd &fF i3, the art.
Li ke nunbers retlﬁr to like elenments throughout, and prinme notation and
nul tiple prime2*hEERELEEN sPedigeatt ©f Adiec Pretoianll amasinemarnidulien and

alternate enbodhaegkaceTgeahgggggwﬁggfggg o FdCommuni cations system 10

includes a protocol interface device that provi dés access to a

plurality of d&P828jorag&ifevidcés er schpmberne blockS8didyralhef still
conmmuni cati ons 1 illustratively includes a plurality of
connunicationsaﬁﬁgbgggggtﬁﬁﬁgﬁﬁ gmhﬁngénﬁ Pl £88 PEohRscdatndssfase ce 11
and a communi cdtirbos d€viFgg.12.connected to the systemvia a wired

connection. By &ﬁé of exangle various nobile wrel ess conmrunications
devi ces may belCPR8H i n BéEor dnéé @i eRhematigybavicdn disgramas fpgesonal

data assi st ant ghéER8s) s168lhytar S,felG.. An_.exenpl.ar bile
wirel ess connun?cationg dev#cgélﬁﬁséggﬁggﬁeoFo%ﬁﬁsérﬁfpﬁogﬁénﬁéEggﬁ?
invention is <R%Eeebed FEGt ha.exanple provided below with reference to

FIG 18. Nbreoy5527fxanp£§é-Oilwggeg %fgguggggéggnillustrating
operation of the protocol interface device of FIG. 2.
[0028] FIG. 12 is a flow diagram illustrating
operation of the front-—end proxy module of FIG. 3.
[0029] FIG. 13 is a flow diagram illustrating
operation of the communications system of FIG. 5.
[0030] FIG. 14 is a flow diagram illustrating
operation of the protocol interface module of FIG. 6.
[0031] FIG. 15 is a flow diagram illustrating
operation of the protocol engine and interface
connector modules of FIG. 7.

[0032] FIG. 16 is a flow diagram illustrating
operation of the protocol interface device of FIG. 9.
[0033] FIG. 17 is a flow diagram illustrating
operation of the protocol interface device of FIG. 10.
[0034] FIG. 18 is a schematic block diagram of an
exemplary mobile wireless communications device for use

with the present invention.



devi ces include personal conputers, telephones, fax nachines, etc. O

course, nuBhesEdoged and wirel ess

2005/ 020498 PCT/ US2004/ 005729

typically include software clients, which are software nodul es or
appl i cati ons thatDepeiied DasoriphicmnpfinthéeoRrefenredhErPodROREE| ve

conmuni cati ons
the data stork

roug

device 14. Thoggrskihi pf hewrdNeaordr widh mppsesies ecd hdie such
comuni cati ons devices also include further co nentg %angr sof t war
1SR

modul es,  whi chcheuRaRBinG @R ERFT ci t YRHAWPTHEF %S

illustration.

11, its software

Tty

via a Wirel essowevanibat éminodibedoik mBy abitf Per¢rap st o rand et k&

|l .g., bl i itched. tel eph t t t),
25 vi || be’ apphabi BF cROnBy P EHbe” ST G | o L e aP IO TUBSVT- The var | ous

functions and
preferably i

devi ces 16, 18,

npl enented in software operating thereon,
t herewi th. Thethabt bled ﬁh@@l@%ﬁ@ed%%i
“software client

PPLERLhOPSiNT RAEhed) Otiossd duibediment dexreepdavided so

devi ces may be usedpcpikhRygisssn! y two
are shown in the exenplary enbodinent for clarity of illustration. 9 WO

[ 0036] The conmuni cations devices 11, 12

SEHLES, Lol S eon BRI R Y PR bt gttt ieror e of

he” prot oco I nterface

e
of

é’%tﬁ?é e§$§§$t£c9nt£'fe nohide. W18l BsPeLOITMMAR! i ons devi ce
clien

communi cates wth the protocol interface device 14

as

conj uncti on

tebasthporeyel rapd \%\‘Plbp et he
‘ e it ) 13 e
UFy {5y SO o g con i boine 0 o

protocol interface device

14, the comunikaliedsidevheesrtl, Like namiderherdfien §potbke ekererssise,

18, 20 are preferab

a.wde ar

| i t ; | .
That is. the CBRFOMPRREToneedob tBE SO0 GooNey kR A W eh the | )

protocol interfaeg:deNi §8e d4edi Bo theitatersaehilas abemdndboie, and so too

may the protocol interface device communicate with the data

alternate embodiments.

Turning now to FIG. 1, a communications system 10
includes a protocel interface device 14 that provides
access to a plurality of data storage devices or
systems 16, 18, 20. The communications system 10
illustratively includes a plurality of communications
aevices, namely a mobile wireless communications device
11 and a communications device 12 connected to the
system via a wired connection. By way of example,
various mobile wireless communications devices may be
used in accordance with the invention, such as personal
data assistants (PDAs), cellular telephones, etc. An
exemplary mobile wireless communications device 11
suitable for use with the present invention is
described in the example provided below with reference
to FIG. 18. Moreover, examples of wired communications
devices include personal computers, telephones, fax
machines, etc. Of course, numerous wired and wireless
devices may be used, although only two are shown in the

exemplary embodiment for clarity of illustration.
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storage devices 16, 18, 20. < 10 WD 2005/ 020498 PCT/ US2004/ 005729 [0038]

O cour se,wotbevo2049pl enent ati ons are al so cont enpl at ed. pEgruses@mpiay the
protocol interface device 14 may be inplenented in a private network that
al so includes the data storage devices 16, 18, 20, the conmunications

devices 11, 12, ot h e data storage devices t omruni cati ons
devi ces (e.g.z[Pﬁgg MAN&BeI??§%%%+ﬁa€goﬂ8t.8V§ﬁﬁFa¥ﬂe gggggﬁfcﬁhggntion is
in no way lin§gdihiBeaByrPailecl BEnEONNGRLEANALE s6LEWHPE CAbHANSChRENE.
[ 0039] The data storage devices 16, 18, 20 store data to be accessed by

the software chPehisabtophethabnommratei onsodedncesniunciponarikbugh sone
sof t war e C"e@héigr?e%ﬁ@éﬁgyéa@%ﬁhﬁﬁ%Q%E?SBQVQSQfgéStSe L8 Rget ypes of
ey are often data  sys

data storage deviCes, em speci fTc or protocol
specific, as dasceksbeto Hatefbsyoadbdver dheeopambreubfirtlye dataonstrai ned

el ectroni c devices such as the bjle wire|les co i catiop deyice 11
processor.pome??oﬁﬁﬁﬁrgevFﬁgﬁu}ggs%éanﬁngo%ﬁuEPEQFSEEQ%ﬁa558POCOX
characteristicsntBBYaBELegbvideatie, iTsb3L! sk 0Ncangnhopgeat-onwef 1sof t ware
clients having the sane capabilities as those coomonly used on desktop and

| apt op conput egppyetéate that swehprermupigatienandevhied #heoinstal | ation
of multiple sof I I i a Eces

associ at ed mﬁtﬁnéﬁﬁ?gr§ﬁ¥€%%§t%é%ﬁ§§§§§§e§§9835 S?%?%%ggk?ggﬁgﬁg'laptop
conput er syst ewBichrhuirdi ngt ekt i kel pedtdbgokhsuppbnt FDA. sicoeonst r ai ned

devices may not be possible. [0040] The data storage devices 16, 18, 20
are accessi bl 8185+hy 8 f%Lf%%{r ok %ti%btgrﬁ?ﬁﬁﬁ?g b? tgﬁcﬁgngEhenes. As

such, the protQephikBherb@ten eyt £ons 14eceeSses 1 P8 datewsteragectevi ces
16, 18, 20 via an operating protocol supported by respective data storage
11 communicates with the protocol interface device 14 via
a wireless communication network 13, and perhaps other
networks as well (e.g., a public switched telephone
network (PSTN) or the Internet)}, as will be appreciated
by those skilled in the art.

[C037] The various functions and operations of the
protocol interface device 14 are preferably implemented
in software operating thereon, or in conjunction
therewith. The protocol interface device 14
illustratively bridges the software clients of the
communications devices 11, 12 and the data storage
devices 16, 18, 20. Communications between the protocol
interface device 14, the communications devices 11, 12,
and the data storage devices 16, 18, 20 are preferably
via a wide area network (WAN) such as the Internet.
That is, the communications devices 11, 12 may
communicate with the protocol interface device 14 via
the Internet, as noted above, and so too may the
protocol interface device communicate with the data

- storage devices 16, 18, 20.

10



WO 2005/ 020498 1' CT/ US2004/ 005729 devi ces, and provides data to the
conmuni catywensestRydeee 11, 12 via a respective client-supperdseshs@panat i ng
protocol. The protocol conversion functionality of the protocol interface
device 14 provides a unified approach to support access to nultiple types

of data system As described in further detail below, the protocol
interface devi 680381 pr ovPHezowrse angther akpPlemeitiyel (R wRER & FFerent

protocols or a S. 0 Jhe pLotosot kbt erfpsprsdenice 14 is
illustrated inggﬁﬁgﬁéggggﬁai€o%ngé%%g %T gé n%tedo‘above, t he Erotocol
interface devi devidebiédges bei ifptenentygpednol pohvaRe cReivaskdElfEes with

different types.of dat torage devices. ln the .| r d odi pent ,
dat a storage d@%F8e§n§£P3§%,€§% g%?% §§%f%%%/%%¥%%%%u$%fa%?br?ﬁg g*ggtronic
mai | (e- mail) col@uBevest ibhs sheul debelnpt 22, t batbotle pheseata shweagéon is

not limted to mail system access. Each of the il stens, 24, 26, 28
supports a dif flevénes @%@r%@?n@o%mﬁﬁbééFl%Psa%%%§§e§czénﬁ:fN%?ea

particul arly, I 4 o Véb.. t he
e N e R el A S

I nterface (MAPL), nandayheimbtéd syseem g8rbippbatscanpecpipswtary prot ocol
such as that wused b Agerica Online (AQL), for exanple. [0042] The

pr ot ocol interFﬁ@@uggg? 192 45CRPMtst rati vel y i ncludes a front-end proxy
nmodul e 30. Theobront - enther@xyanetdokeqge! igsicasi ve] yl8pckadesorpr oxy
nodul es 34, 36, 38, 40 which respectively support the Wreless Application
Prot ocol (WAP) dathetpole a€$$$%%dPPBtBE%IS?ﬁ%ﬁ?FEtﬁél?ﬂFérﬂ@ttﬂ@ssage
Access Protoc \ : ; ejiexyaIr r OborttHFE) for =
communi cati on %#?ﬁhgﬁg%ﬁ%gﬂg1%Q€&§%go%}02%%98§£%§§%%§Og%?%0§759 [ 0043] The,
front-end proxgl3énaksareocoomhigateblai th darpcblpcatceagi nerhainl e 32. The
pr ot ocol engingygggu

Lg data storage devices, they are often data
system specific or protocol specific, as described
briefly above. More particularly, on constrained
electronic devices such as the mobile wireless
communication device 11, processor power, MEMmMoOry
resources, and communication channel characteristics
may preclude the installation and operation of software
clients having the same capabilities as those commonly
used on desktop and laptop computer systems, for
example. In addition, while the installation of
multiple software clients for accessing data storage
devices associated with different protocols is feasible
for desktop and laptop computer systems, providing
multiple-protocol support on such constrained devices
may not be possible.

[6040] The data storage devices 16, 18, 20 are

Wt

accessible using different operating protocols ox
access schemes. As such, the protocol interface device
- 14 accesses the data storage devices 16, 18, 20 via an

operating protocol supported by respective data storage

11



32 translates OM, MAPI, the proprietary protocol of the mail system 28

(and ot heryghfjspsgog, |f desired) into a format conpati B-@péhdedebd%
front-end proxy nodule 30. To this end, a respective interface connector

nodul e may 70-77 (FIG 7) be coupled to the protocol engine nodule 32 for
each of the operating protocols used by the mail systens 24, 26, 28, as
will be discugseticéart and bépﬁmde$nd®t®r§©eth@dcéﬁﬁéﬂiﬁéh%onstﬁ@v¥¢%nt end

Doy bt £ o Rk oot 0eaPLOLOS0LERTLEL IREULELDE, PER SELERELRLS D1

expandabl e to actonmodate |ona operaftin rot oco as they becone
avai l abl e, as @rbtoab’o Deedbscussed éumﬁéfsibﬁlﬁunctiﬁﬂél}tynoﬁthatiOn, a
user accesses a nail box onﬁﬁgne of the 8 t hrough

stens 24, 2
client softwaPEOBACHE sIRbAHEAFE aBFBhES d %lEE ﬁg?seiaﬁﬂ%gie WAP br owser

on a nobile W'éﬁﬂ)@éécﬁOEBUQh’{Sﬁéi:QHaQé&bEetoCﬁm@i‘pﬁét€§péé‘5tBftbgté(\AP pr oxy
nodul e 34 to access the system 24. Access commands or instructions

recei ved by theY$@@mprBaydeﬂcalbe@ohvefﬂéﬁheﬁt@eballobﬁﬁPWeoﬁbﬁt|bIe With
the protocol cpgipegpdybec3¢... oyvaLcah aps, batucen 4heyLegnbngnd proxy

nodul e 30 and e protoco engi ne nodul e are era ved via a

conmon InterfabﬁlﬂgétDéﬁkeeﬁhdﬂﬂféngnbeprat@bobs|etaaycpsstecbémes an
est abl i shed publlc pr ot ocol 0045] The gig%%cgégengigg podul e 32 t hen
S \Y;

transl ates thE0%8Lkss cERARABETEFOTnitEe ffom t he

- front-end proxy; ipdu}-g:3Q thQuEtHéPtQé@élﬁsiﬁcFQ@edz Whakhnbheanei | system
to be accessed (e.g., OM for th mai | system 24). Data_received fromthe

mai | system (ebgve;ethalprﬁﬁggggesnt%rfEG@ devhew hbsBaEEEESS13 WO
20051020498 P 2004/ 005729 alendar etc.
epenci SEEGEPR COPRES naf | S RRbAERRA TR et FhEy

depending on t % I"ca ures its access
pr ot ocol SUDDOﬁiﬁfeﬁQﬂtthgpQQtufed@tatQEOa@gesdeﬁb@@andInathetranslated
'nto the Connngligégggggg gégéggggngnddata storage devices 24, 26, 28
are systems/servers for storing electronic mail (e~
mail}. However, it should be noted that the present
invention is not limited to mail system access. Bach of
the mail systems 24, 26, 28 supports a different
operating protocol or access scheme. More particularly,
the mail system 24 supports Outlook Web Access (OWA),
the mail system 26 supports Microsoft Messaging
Application Programming Interface (MAPI), and the mail
system 28 supports a proprietary protocol, such as that
used by America Online (AOL), for example.
[0042] The protocol interface system 14
illustratively includes a front-end proxy module 30.
The front-end proxy module illustratively includes
proxy modules 34, 36, 38, 40 which respectively support
the Wireless Application Protocol (WAP), the Post
Office Protocol (POP), the Internet Message Access
Protocol (IMAP), and the Hypertext Transfer Protocol

(HTTP) for communication with clients.
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transferred to the front-end proxy. [0046] The active proxy nodule (i.e.,

. ed
the WAP pr o§iPise 34 in the present exanple) then fopmahRaibdiRoshecei ve
data, or pa?(ngast ‘portions thereof, for the requesting client. Further

commands fromthe client are also translated by It_he protocol int Ierfialce
device 14. Acc nrands fromother types of clients are simlarly _
processed. It sﬁgﬁflg?be noPBdL ¥ ARt ~eod ePBEPXY N3P | 2ky8t commumyciecacesied in

response 10 a skngk8toageesigLAITRAG whes © ?hé’iﬁo{'@éagf‘é‘;%%ﬂe/ﬁ}{%%ﬂae

mai | box access through the pfotoco éc_e device _ _
protocol interfédettenitatad OWls MAPDWSthel penssiesing sidfesentepper ating

rotocols to acggss e nmil systens 24, 26, 28 which also use different
gperati ng prot oggés{naglgc?égss %%r%ingin‘%u%*‘f#%’é RERe0CO R et detiome) seﬂd,
fetch, and vi ewintoraeXamphe, cokhat 1150 Mfﬁ@%%n@&&%oﬁfem the
data stored at the mail systens 24, 26, 28 instead of copies t he data.

Through the pr dE3dBIei 3¢ er %c‘éhja%vz%. 1, respadti e 'xmml?ff&c?e \(/)\,irtgofgyogne
MoglsHh r ed, access
of the proxy #8ctr mtfulSGna?t0rd-SyP! {)f\s/feﬁd'fd”a ean(foa"&g]oﬁfgﬁi?ﬂg&‘d "ot

the nmail systems 24, 26, 28. The client itse v _
support the acdeseteral crojing nabilemSasRociaicd of tihd g dmidigyst en(s)

ob 4 Since the mail .system protocol and the client
:)(r)ot gcoficﬁgzze o]f&gcgmgﬂosnp%ﬁ Y %i‘he%ﬁ?rlé‘ SIS Akt vion 3&he a5 d\tldcégl s may
"be different. Hor dixarmisd arukd MR M@&ZW%&S}-@M@%@% R

ent
client does not_support the sane features as The 1 ntertace pr dt ocol
used between tH&HridiBisierchguexy medle 30 amd the fomritoceid eprixe nodul e

. : i nunber of .
ool Suppark S nad S heralha oy apES s dEn Lo iUE) )y
More specifi caldddittiipmal operating protocols as they become
available, as will also be discussed further below.
[0044] In operation, a user accesses a mailbox on
one of the mail systems 24, 26, 28 through client
software on his communications device. For example, a
WAP browser on a mobile wireless communication device
communicates with the WAP proxy module 34 to access the
mail system 24. Access commands or instructions
received by the WAP proxy 34 are converted into a
format compatible with the protocol engine module 32.
Communications between the front-end proxy module 30
and the protocol engine module 32 are preferably
achieved via a common interface protocol, which may be
a proprietary protocol or an established public
protocol.
[0045] The protocol engine module 32 then translates
the access commands or instructions received from the
front~end proxy module 30 into a protocol associated
with the mail system to be accessed (e.g., OWA for the
. mail system 24). Data received from the mail system

(e.g., e-mail messages, a list of new messages,
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common interface protocol is preferably able to represent all

prot ocol - sypReidRekRl ements for the nost "capabl e prot @eqludabdifosot he
present exanple), to provide the broadest possible feature support.

Further still, the common interface protocol nmay support a full feature
set across all supported protocols, if desired. [0049] By way of exanple,
t he conmon i nt ef#aRRAaprpRRUILREIE De Bapkopréetar ydepatdiny baseHeon t he

Web- based Di st rij bt ' Mer si.oni WebD protocol . An
exanpl e of an aﬂl),lt he%?!iﬂg&a% r}gérli$gsq€%%m)dsi¢1%e €%%§ﬁuﬁe%mr%5 thteffgeas
protocol is pravicestal promramn, ldmd itlge #latbes ve T Sa@XE5P! @b¥mand

ne .allows the protocol interface device 14 to

aut henti cation _request routi t

be aut henti cat €8 by Jéarh:ﬁﬁt%%/s]tr&ﬁ dSth FARerint eefacs i rrotedo bagssor d
provided by a Useins@htdd @) She raldHRMES) apf@;gg. fol der and basic
capabilities of _a target mailbox on the mail system [0050] An exenplary
i nbox request i P%%&or darfde Wiath vea PasIOAASEE Conmmn tid eWARGer ezt ocol

is set forth hel QW as3pr90r. | sti #H2, . | ccqordance with this

routine, responsive tossdgnlq?r@ogx ﬁr%cﬁ?@%t ,e%i%ngoricegpatgﬁr? iUt tHS i nbox in a
target mail box m@rceivpkrdat, and athdrdsts moRtRINS B Wrer | 85k Anot her
exanple is provided hel ow as programlisting #3, which is for a folder

search request G57EE Shitt-h Fufd hedy GommandodadmWBBA: bisseld @oFmon

interface proted@o trdeiAatdd byt tok pfldars fid a4 e f is 15 WO
2005/ 020498 PCT/ US2004/ 005729 br%et urned in responsé: toéyt hi's J'rcgéqgjgis't It

will be apprebfiCseed wpmwoss $kom ethier thypear toft hati emirerzotes ot her

requests and o ti ed.as | I.. 0051] It should be noted
that the softwarsiofiant g’%ﬁggﬁg 5t TEnetioud % Fokefedbatefifdal n al |
enbodi nents. Foridxawyplemsi magobe etbedsaEntis tRepdRisel @eoly idihRfface

device 14 may include (or communicate with) a polling or aggregation
access command, where a user has enabled multiple

engi ne
mailbox access through the protocol interface device
14.
[0047] The protocol interface device 14 thus allows

clients using different operating protocols to access
the mail systems 24, 26, 28, which also use different
operating protocols. Access commands such as move,
delete, create, send, fetch, and view, for example,
that are generated at a client affect the data stored
at the mail systems 24, 26, 28 instead of copies of the
data. Through the protocol interface device 14, a
client compatible with any one of the proxy modules 34,
36, 38, 40 is provided access to one or more of the
mail systems 24, 26, 28. The client itself
advantageously need not support the access protocol or
scheme associated with the mail system({s) to be
accessed.

[0048] Since the mail system protocol and the client
protocol need not be compatible, feature support

between the protocols may be different. For example, a

14



nodul e (not shown) that pronpts the protocol engine nodule 32 to aggregate

nessages WO 0e3Reoki ve users fromthe mail systens 24, peGusZddsdbs729
predetermined intervals, as will be appreciated by those skilled in the

art. The protocol engine nodule 14 would then cooperate with the front-end

proxy nodule 30 to provide the aggregated nessages_to, the resg&&%ive
software cli eRPB, chsenksersHeaoabovRPORHdITEE ofEl? yECTHBIFF Rt - “&nd proxy
modul e 30 needppQt 4 | o8t hyeld bBrwbbE €REMHPbEAESDNSnGRYE CES
11, 12 in all gﬁ%oéﬁﬁ%ﬁ?gééa%ﬁ? It na? ?nsteé% connuﬁ?%ate.therem?th via an
i nterveni ng nainbdeyst 3th and seheefrohbrevsiappdsy mwhdsle 3R ife case where an

ti [ dul e.is. . th t : first
P anetorr ot byBERESERE bkt CERSBFajo rBRRE 3000 of SPL T e AP vark g harl |

server, which hambdENCPr PYbEESOL ReupPssBgaselemehes appfeptiate for a
communi cations device, as will also be agﬁreciated_gx tggse killed in the
art. Here agai flesirpd epertliRd PFek9ChbdMer30SheGt iGeti¥netBBpropri at e

protocol (s) su d, i §n FhrepLMey ab0E €6mMmuni cati ng
Pher owi th. [ 0083t Rle S HFge ' BEStyanl IarBeerers a9g?ura|itg of data
f

storage devi cesepsushntsalheprmatbceysseppogiied ebemeBrsuiphgthRe™@fbt ocol

interface systgm 14 is, illustrat i n. Fl 11, i nnj Bl pck 110, an
16 WD 2005/ 0204§§P§'P;5r?us%‘6§?6% 7§gWAa:(L:%e§§ec mmrgﬁ‘gjco%% gé? 5 ?lgrst
recei ved, at Bheekiddlihe Theo2€6686Sp6osTBNd featiata bsppbabs| Buethénto the

conmmon interface.grotocol, at Block 112. An accesi command | thfnl
transl ated (Bl 86k}113FhenEomBEORaiRteEfaFenPEPEPGR0I Ma¥s5EPRPEL @i tH the

data systemt OFQ%EU?%Cgéﬁegcrﬁgg haﬁga%BQEeBhﬁrHﬁEEoﬂé?t em ddsited.

exanpl e. [0053 e of her hand, ta1s translated into the client
protocol , at B[00#9113. Bepeayi nf epempite tharcPwupar inEgrires supported

by the client B%g 888£’may be a proprietary protocol based on the

Web-based Distributed Authoring and Versioning (WebDAV)
protocol. An example of an authentication request using
such a common interface protocol is provided as program
listing #1, below. This exemplary authentication
request routine allows the protocol interface device 14
to be authenticated by a mail system using a user
identifier and password provided by a user, and it also
retrieves a root folder and basic capabilities of a
target mailbox on the mail system.
[0050] An exemplary inbox reguest in accordance with
a WebDAV-based common interface protocol is set forth
below as program listing #2. In accordance with this
rountine, responsive to an inbox request, the
capabilities of the inbox in a target mailbox are
queried, and then its contents are queried. Another
example is provided below as program listing #3, which
is for a folder search request in accordance with the
- aforementioned WebDAV-based common interface protocol.

Here, a list of subfolders for a given folder is

15

Ty
.



only those portions of the data corresponding to elenents of the interface

protocol tWwatzeser@epypported ry' by the client protocol g/ ddhaRmh6d
during this step. The protocol interface device 14 may generate an error

responsive to a non-supported operating protocol. Mre particularly,
non-supported interface protocol elenents are preferably ignored or
processed accor’diiiraesl aln deg srpnsortervrs propessi nglisohieke.bdr ans| at ed

access comman dalaang, t r ferred tg a data . system or a
client, at Bl ogél?%%, tﬁeus k‘Jcal(z)nc ud‘% nsg&tslhleeré it utg}‘? a?%ﬁ%&ﬁor&mfﬁ%‘& 115) .
[ 0054] Tur ni ng afdwaddiduentas |and eofdGtidnamaeiemplasy ehadi nent of the
front-end proxy, le 3 i§ naw described. The front-end proxy nodul e 30
illustratively ﬁdr%q'tjdes &;Ce %T%ﬁ;fi ﬁ%?dd]%sedsdi,h@ﬁ,tk%,soﬁm{al%ﬁ r e
module 44, an exdeensidy et ashesls lRRMAOGIFANT ORI NS (XSLT) engine
nodul e 46, a nenory or tenplate store 48, a flow controller nodule 50,
and handl ers 5?&11392%- DTS5 F¥s eeied-cabdve s aage lergrasiiynenmociuleha84, 36, 38,
40 effectivel y fh@s" ithe ocpl _.engi;ne modul e 32 d transl ates
respective operating protoco SaQ:tfeOf‘&vl fé";lerrl”taycllinecr%tuqeyp . For exanple, a
WAP proxy nodulceniBrd®a2@05/10204 98 pBCT:HG2 004 /000 4% t iR0\Wrdghd nf or mat i on

retrieved from% 879" /ore f tr}e handl ers 52a-52n in the formof WL
docunent s t ar gAPEF S PO f&oé{?l ofthgdy Prewpdse Ahgs Pestiocslomagiaed PDAs. A

POP proxy makemods@eoB32attd eaftresame ok skheesan® Pr, QRRO
including the flow controll e?@trm ule 50 ange the ren regr Q%d{l}l%e’étr}h to

render data i n*fRB f8enfpdduistedeny ehe REP BBorscpiredetoalindne

ol 6 30 15 et ELeR pPouy ialite2bHTessatEs. 5o Thavee Hedlod e same

core servicesthe potteTheapirbtpcatcengidat modand wendgenlddahan | n ot her

words, the renggégérggguggtﬁ4thés%lont—end proxy module 30 to provide
the aggregated messages to the respective software
clients, as described above. Additionally, the front-
end proxy module 30 need not communicate directly with
the communications devices 11, 12 in all embodiments,
but it may instead communicate therewith via an
intervening mail system or server, for example. Thus,
in the case where an aggregation engine module is used,
the aggregated messages may be first transferred by the
front-end proxy module 30 to an intervening mail
server, which in turn provides the messages to the
appropriate communications device, as will also be
appreciated by those skilled in the art. Here again,
the front-end proxy module 30 would use the appropriate
protocol (8) supported by such intervening mail server
for communicating therewith.
[0052] A method for providing access to a plurality
of data storage devices, such as the mail systems 24,
26, 28, using the protocol interface system 14 is

ililustrated in FIG. 11. Beginning at Block 110, an
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engine nodul e 46, tenplate nmenory 48, flow controller nodule 50, and
handl er s S5@@f@s0j4mvi de a common core service nodul e f eeTRES0RHEETY
nodul es 34, 36, 38, 40. The only differences between translations by the
di fferent proxy nodul es 34, 36, 38, 40 would be in the configuration of
the flow controller 50, the $and| ers 52a-52n, and the XSL tenpl ates used
to translate theSCTEP PG 1 A Iforthr 9t Haasiedest tHeodaddl.

handl ers 52a- 52mai dbches renissth Rel wean, Dt LhSAQLUS | dul es 34,
36, 38, 40, as will be appreciated by those skinl | e inltrﬁtreoogcherm[oom]

Duri ng oper at i OFOTROR ot Bt iciasss pradeestl f rdmBlaad i1di%. %1 passed to t he
appropriate pro | & 0 i.ng., S ar.d nmechani.sns for the
client prot oco%&%/ or alil\icélea %%ﬁngqﬁgédejﬁrﬁﬂ%ek, tlgraéSaﬁ'é]tté’rsa 4 passed via
a query string systfen fortoacdr iaakioed atBie wilBAP tRe0 XA tED $yis8 3¢ tdeter ni nes a
conponent identifier which identjfies a target itemsuch as a nmail
folder), an act$oH ITEntIHT el s WA OrdERe fRed sy skem 3t dome

perfornmed), andsampiearanmeters based on data in the request. In the case
of WAP, the component and action 18 WD 2005/ 020498 PCT/ US2004/ 005729

identifiers ardgdi¥led | ¥t hbeqoshprsheindg dethoim trénkdntedr dmebers in
the query stri r.fs [ kagedint araneter, list. [0058] The
active proxy nggﬁféﬂf%%ﬁ? éﬁFge?Eé g?o&#°€on??§r|@FpﬁﬁglﬁﬁsgPﬁ &P86ng the
i dentifiers angantdraistrefebicairesTBapbbeweaobyr ehket1koaks piptbhe,

appropriate handl.er yia the conponent and action identifiers and
constructs thecﬁéﬁdF£P§8p89§FﬁgB?h8f baeafetar soaseaPguAdngsteo a

constructor (neflesaws) of Habngntheshapd,e a L§ handl er .,
woul d processes the recc])uest, ugi ng a da%aBFgég:rL ?E?{CJ& géﬁgnglggpggf%ér }
i nf or mati on neb¥edhrorlieptspontecol 0889] tFanshatbdsgarémyatbessstépr

Instance, the ogat g, Layen CoapupLcales W Lo iQemg§0éggggagggggeeggggle
responsive to a non-supported operating protocol. More
particularly, non-supported interface protocol elements
are preferably ignored or processed according to a
default or error-processing scheme. Translated access
commands or data are then transferred to a data system
or a client, at Block 114, thus concluding the
illustrated method (Block 115}.

[0054] Turning now additionally to FIG. 3, an
exemplary embodiment of the front-end proxy module 30
is now described. The front-end proxy module 30
illustratively includes the proxy modules 34, 36, 38,
40, a renderer module 44, an extensible stylesheet
language transformations (XSLT) engine module 46, a
memory or template store 48, a flow controller module
- 50, and handlers 52a-52n.

= [0055] As noted above, each proxy module 34, 36, 38,
40 effectively “fronts” the protocol engine module 32

. and translates respective operating protocols for

different client types. For example, a WAP proxy module
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32 for any information related to the contents of the wuser's mail box,

cal endar, wo 2a¢s2e®8 book, for exanple. Communications WchfuRbdxos 29
conponents nay be established for different types of information, such as
information related to authentication services and a user's e-nmail
account. The handl er .52a.then deci des whether the request should be
forwarded to anBf REFIRANHREPTIEFIOR refsiewedl £508hout dobeneradef ethe[ 0060]

Al'l i nformati onhpPrSSEHs besk Hay, the Handk 239P28,, ] erably. in a
common format, such as org. xn111. sax. | npu‘?%%u?ge@ogo%%%ge,E%P‘B%B?/Qder of
ext ensi bl e mar kiep Fherlayeor Xiayides asudheaacteVe phowxy amdubeashen calls

the renderer no i al ong_t he I nputSource, |ocale information,
the nane of t hﬁé%l]%J g%%ﬁég;asf Wﬂ)é%gusr n%graeFj, f%%ﬂgaﬁo%t%t@‘? eHHe TREOXY
renderer nodul ecdrpomaki g irsel wndiddec LA GR0ESE 461 1eF GROISE B LHE PRGE

into the QutputStream The QutputStreamis then provided to the client by
the active proxy® niothEF ekt 44 itthireprdebcdrta 1n Wheobs1020498

PCT/ 1382004/ OOQ&gJiﬁEg}pqgs} e qup\%rﬁs?lgéﬁm?/ provi des a generic application
el/vie

framework followi ng the classic no controller (MVC) architecture
that inpl errent%oqgﬁl of Qrite peppildicstdny i advastagsiuy Ger@Eit i SPoEhant

feature is that;g f _functionality be defined for simlar

“services and thleﬁfL e_x% erﬁde?d Ogltp_re & The I%%Cﬁr‘%/%ef%rfe%i?}a@ fRAfet i onal ity
required to fudoxy npicaient34y @e/erBsserad ¢kl thid & Fneesame core

i npl ementation, the flow controller 50, the handlers 52a-52n, and/or the

data access | ay¥rtVaEs H9 youda asiifiie orrqees saeindist e arfd0B2ideW th this in
m nd, supporti dhtd DIaN G W0, Cerd MIdad MO e deld i 0g and

i npl ementing the data |ayer, defining the control ow and ete
actions withi n SREDSy Soehplel 46, tehpliltewreortmoldssr £ lmd dog1ta@)L1and

defining and i%Bhﬁﬂ%n%bﬂgah%?h%%%i%&%c%za—szn provide a common core
service module for the proxy modules 34, 36, 38, 40.
The only differences between translations by the
different proxy modules 34, 36, 38, 40 would be in the
configuration of the flow controller 50, the handlers
52a~52n, and the XSL templates used to translate the
data into its final form. It many cases, the same
handlers 52a-52n will be re-used between by the wvarious
proxy modules 34, 36, 38, 40, as will be appreciated by
those skilled in the art.
[0057] During operation, a data access request from
a client is passed to the appropriate proxy module 34,
36, 38, 40 using standard mechanisms for the client
protocol. For a WAP client, for example, parameters are
passed via a query string and/or form variables. The
WAP proxy module 34 determines a component identifier
(which identifies a target item such as a mail folder),
an action jdentifier (which identifies an action to be
performed), and any parameters based on data in the

request. In the case of WAP, the component and action
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with the service (i.e., the renderer nodule 44). On the other hand,
suppor ti ngwe 2esezoygse of client with an existing servicecirsedoess7eeki ng

m nor changes to, and extending actions within, the flow controller nodul e
50 and handlers 52a-52n to support additional client- required

functionality, .and defining and inplenenting the interface hetween the
client and theigpatdhierseare PﬁéS?QnHBrEPenBH%F% A5 1nP0883F CFer ati on of
the front-end prpgy mRdUkerdlst 9n Eﬁéfaﬁakgrgﬁﬁﬁﬂ# brapskathes is further
described with Trespect to the block diragram of G 12. Certain of the

il lustrated operakigrs hate beparamgéﬁrb dstn detail above, and thus will
be described onl i efl beIo d t g ng at

Bl ock 120, an q&éégés reéﬁes?c %ng w§ag§§e%€e§ 5%199 tﬁg E?rg‘lnéule 34,
36, 38, 40, at cBheekli2t. Sﬁhepase&ﬁg aéqngsthe51aénﬂwfié®5/@ﬁ6498

PCT/ US2004/ 005729 translated into the commobn |nte face % col by one or
nmore of the haR@répetsralish. FhepfoeN ¢95TTPhHBy] ?8F§ Q g%elved froma
given mai | sySLeR-2Ar;a2E nafall:l $3ROBAE LOnbbRcheqHAA! acBlofl ock 123
This data, whi s already been translated into the cormon interface
prot ocol by thedpnauécetseagdneonﬁdGUQtsztthhan@haéreﬁaéaﬂégktm24) and
returned to the client, at Block 1 hys i ated

met hod (Blockpfféﬁ'tﬁgﬁeﬁal 69388%% Egpér ng LHQ Eggg Egg%%orted by
~the client prouegek, tbel japaltiroB2aohst he eslampleprthﬂ;pohelnd@etowehéﬁents
of the common interface Erotocol that are su ort ?g clgg % pr ot oco
are rendered BEXOCPSEEFat-BE. rREHSSEppYPLEE Pn F?a @ye% 458l ffents may
be ignored or g&%ﬁ% ﬁﬁfaeﬁgﬁgbﬂgneéeea QSEaH|Ee§§oﬁééQr processing schene,..
as noted abov 0065] It should be noted that the extensible, combn i
core service arl®B5®dct ur Eoof mehé Bwahemeﬁécpﬁéxyfoﬁnaaﬁéaggema?halso be

used for a varleE% gayer communicates with the protocol engine module

32 for any information related to the contents of the
user's mailbox, calendar, or address book, for example.
Communications with other components may be established
for different types of information, such as information
related to authentication services and a user’s e-mail
account. The handler 52a theh decides whether the
request should be forwarded to another handler, or if
its results should be rendered.
[0060] 211 information passed back by the handlers
52a-52n is preferably in a common format, such as
org.xml.sax.InputSource, for example, a provider of
extensible mark-up language (XML) data. The active
proxy module then calls the renderer module 44, passing
along the InputSource, locale information, the name of
the template to be rendered, and an OutputStream. The
renderer module 44, making use of the XSLT engine 46,
renders the page into the OutputStream. The

- OutputStream is then provided to the client by the

active proxy module using the client protocol.
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applications. One such application is to address various shortcom ngs of

t he di sparwDeossa2uegs used to respond to HTTP requests fpreosaodd@bs72o
application. Referring nowto FIGS. 4 and 5, a Wb data access system 100
havi ng an extensible architecture in accordance with the present invention
i s now descri be The c onents of the Web data access system 100

comuni cat e bi -g?orselcfi ongﬂllj‘?/,a P tHERL S RIS et ygeli‘—%%/%de a user
request 101, a Ml Sesviedn 102amdwdF oMo ISR 4 cBId A0 extensibl e
controller system 106. [0066] More particul arly, t%e user request 101

refers to a useroRh/ e {geniioWsy MVGie mppitastion that request a web

page (e.g., froma & ly.. C t.er).. Once t he request is_nade,

the Web server _1(552%1 ZH%%\% 218%’?%%43? %@ﬁﬁ%ﬂ’b Stp?'%é‘b‘%ee's ke

request. The primperdemierfihmssisthatthe Dl sevess MzddydH068ssi ng the
the proxy server 104 here functions

request. For cqQnparki son _purppses,

simlar to theqnﬁrgr)yotbéacé:{"eﬁﬂégff HEvilee FRTVECSSuSERH Hissy extandlache

ext ensi bl e contywldrervigestem sje(%@ri\&%ms%egﬁfii@@ﬁ@%i%ﬂ%t? %(%%‘qtu & nodul e
that is run on or_in conjunction with the proxy server, as’ w e

appr eci at ed by t¥hdsd lexiipipd@nientt lre gdven G rvdgese Witihirsameyisrdodi ment s

the proxy serveakiQé-apd &xtensiyhl ontroller system 106 coul.d be
i mpl emented in dlpgif erent é%jsi%(l:llaél %&g\(ﬁ;’i 8851%59%1&%303', t?h(?r l@gﬂﬁré. [ 0067]
The proxy serveRat§2npr eviddes ahpr daeasaetespr owydimng reaghad yor storage

itens avail abl e %n otgir serve&s whi ch are sl ower or nore resource
intensive to Aacce8§ P Tfie Ofr §XY186FFRLS104 accepts URLs with a speci al

prefix. \Wen itoneegi veswatheauest ihomni SYChsBrpHRE4 nigt 5SHEA ff the
prefix and | ooks for the resulting UR% In |St]sOpI olggpgigc%éj.aﬂﬁf gfagund, it
returns the d8BLNeRt PARBdYatarglveshdefiséngt ahdt dhedemtntiam thbe renote

;:gggr}efﬁYﬁZdagggfﬁgygrEhaeﬁgﬁgﬁg #nd cé§£géﬂsfigwtgnhh%i;g%g%gter' The
actions within the system (i.e., the flow controller
module 50), and defining and implementing the interface
with the service (i.e., the renderer module 44) . On the
other hand, supporting a new type of c¢lient with an
existing service involves making minor changes to, and
extending actions within, the flow controller module 50
and handlers 52a-52n to support additional client-
required functionality, and defining and implementing
the interface between the client and the sy;tem (i.e.,
the renderer module 44).

[0063] Operation of the front-—-end proxy module 30 to
perform protocol translation is further described with
respect to the block diagram of FIG. 12. Certain of the
illustrated operations have been described in detail
above, and thus will be described only briefly below to
avoid undue repetition. Beginning at Block 120, an
access request or command is received at a proxy module

. 34, 36, 38, 40, at Block 121. The access request is
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proxy server 104 can be either static or dynamc in nature. The proxy
server l1lO04womgosemamgni cate with application servers or gatrass@isoes7as and
inthis specific enbodinment, the extensible controller system 106. [0068]
More particularly, the conmponents of the proxy server 104 illustratively

i ncl ude an aggr%gate server 202, a renderer nodul e 212, an XSLT engi ne
modul e 214, andACRENBF§I21BLP oFNet GPTAGR alBbeT E8CHf DrobAPPAt €Y, OBENDEAr t O
those describedmabever ThHE hSQADORSNE Sy Dﬁzﬁheaﬁxﬁf%kb%ﬁ gcontrol | er system
106 22 WD 2005/ 020498 PCT/ US2004/ 005729 i nclude an aciToh map 204, and a
series of handl EP864306, Betd L% ni¢ceivedtfivem ahg::wssenﬂaaboyystc{axﬁ)%m The

aggregate servesg202gperf racessin i nco rmatj on and
passes it onto ~ of h%? % J% égef%cg assﬁé?%'%%%t The ﬂﬂg]é gé)no%% 212
renders the reso:lmtantwhiat}a lnané CaBrod@yabten for aBE1 at dHe; hEHOKET comALL e 212
makes use of thge modul e 214 and any necessary tenplates from

the menory 216‘“?%)< =t ?1‘8% Jf%iéocﬁ%t]géjy[ mr%%ﬁ%@m% Bedyke 3D2 Bends
data Lo lhe, poieanrep Mtonhizh MILAlAS-AOe CoNLOlCTIaN ang handl es
N

t he busi ness Iol:gjlfc in the system The action r éracts with a
series of handl&feckoB25 THeamdirerl rbigrquttithe z:e]sluﬂera:iaéca thetytesd 208 t o

retrieve infor er ta sour s 210., The oth data sources
210 may i ncl ude(@#é&ge{él g{yf'i\wﬂl‘oqr \/P/e("'ﬁ‘l eapaaét gﬁ’a WBS for any
i nformation relatmgbtioed h:@; mtcﬂﬁlesltofpﬂtﬁt&fccﬂp,pldrﬂ%t s {dhd o G |,

cal endar or co acgg or a pr ovi sioning APl for authentication servi ces
and data rel at ic‘"p?d: rEecsuie FIoTERtsTiE s ammmaretingmr facdavi ng

a user send in @ﬂé%lolasupagjsa%re [RPRH: H0 %&QHGS Crﬁ%q)ecstpfg% egeived at

the Web server 102 whi ch passes ofi 'to the oxXy Sserver ot proceSS| ng
usi ng Standardrﬁgghgﬁkgmgrﬁg@nsiated Non-supported interface

protocol elements may be ignored or processed according

to a default or error processing scheme, as noted
above.

[0065] Tt should be noted that the extensible,
common core service architecture of the front-end proxy
module 30 may also be used for a variety of
applications. One such application is to address
various shortcomings of the disparate methods used to
respond to HITP requests from a Web application.
Referring now to FIGS. 4 and 5, a Web data access _”3
system 100 having an extensible architecture in
accordance with the present invention is now described.
The components of the Web data access system 100
communicate bi-directionally, and they illustratively
include a user request 101, a Web server 102, a proxy
server 104, and an extensible controller system 106.
[006&] More particularly, the user request 101
refers to a user using a web browser or web application
to request a web page (e.g., from a PDA or personal

computer). Once the reguest is made, the Web server 102
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the protocol. For exanple, a WML request would pass a WAP paraneter query
string andworobsmzoaggari abl es. The aggregate server 202 ¢erARRGRIegt he
proxy server 104 determ nes the conmponent ID, action ID and any
paraneters based on data in the request. Using the sane WAP exanple, the

conponent and aﬁéci)gn | Ds @{e assed in_the query string or form All other
paraneters in the T i YIS orTharer pae kagete upl 0 4t as =i pbs aoke er

list. 23 WD 20%@.@%?%@%@&4{6@3@& [nggzge%@?es@ggﬁn&gate server 202
SI e con

then calls the action map 204 o he exte roller system 106 and
passes al ong tHePTHRC BN RuTIRRe, |Gt pidwy andioar 1) 1204 | ooks up the

appropriate hangl : Vi it conponent .and action |Ds and constructs
t he handl er, pasrgtfrtnlg theélgrélrl}ﬁr:etteor rs{:'%a(:“‘s pd?cﬁiﬁfé‘?fsnf?rc TSGRt . The
handl er 206 pr ctiessesdchab@gyesind uHa @il dansro1208. Lo, aather

information ne for response. The data |ayer 208 wll retrieve
i nf or mat i on fr?%e":l;t"ﬁ’é’rl‘ﬁ&%ﬁ FEGFIEIE S 39 Gt Al Wi nchime e ridtatoris or

external to themeinvyK.inl r degi whet her _ the request
shoul d be forwarded to a#&%ﬁ%?nyﬁgﬁ%éhh%e %%O%%é TS0 s &hol et be
rendered. [007%° PPPUfeiayFedeiydédioges siki entdn tthe: data, dtheowald i s
passed fromthe er : the action map,204, and back to

aggr egat e serVEP %@%EOFH%%glgggﬁé %gngEPxfbf?I?ﬁﬁ'§§6r€§&k53§é¥V%ﬁﬂ202
then calls thecongmddier sydika 208, cwhilehbenvalkaSmne 5SLT, GRS . Jodul e
214 and any necg ssary3 tgﬁn’gl,at es to render the ata into a viewabl e output.
This output isPPRERCAefGVAERSt 6Tt RETVEESsefpar exompile.serve the data as a

viewabl e web pggeeas a resul Lokt B User q . ) 0074] The. vari ous
steps involved in processi ngb\lfvsby dat a usﬁ'Eg P%g)tvélg?t%ngi F&<Ed it P%I ler
system 106 wi | PToHéding fachfdrodestoibgd withsr efeienpect enFhGhek3. Mre

particularly, EQEéeggagﬁﬁgLigkgsgigﬁgf gg gggt%gsource intensive to
access. The proxy server 104 accepts URLs with a
special prefix. When it receives a request for such a
URL, it strips off the prefix and looks for the
resulting URL in its local cache. If found, it returns
the document immediately, otherwise it fetches it from
the remote server, saves a copy in the cache, and
returns it to the requester. The pages returned by the
proxy server 104 can be either static or dynamic in
nature. The proxy server 104 may communicate with
application servers or data servers, and in this
specific embodiment, the extensible controller system
106.
[00683_ More particularly, the components of the
proxy server 104 illustratively include an aggregate
server 202, a renderer module 212, an XSLT engine
module 214, and a memory 216 for storing a series of
templates, similar to those described above. The

components of the extensible controller system 106

22



detail the processing and interaction of the proxy server 104 and the
ext ensi bl ewomotabiosr system 106. 'i The system fl ow begipas/useédanesser
request 101. This request is sent to the Wb server 102, which passes the
information to the proxy server 104 for processing. The c¢ proxy server 104

i nvokes the aggregate server 202 for ocessing. 24 WO 2005/ 020498
PCT/ US2004/ 005732%&‘?‘?‘%3’)7%]l ﬁ%%g‘i%zﬁ‘g @R FRE RS S\ et her a

context is avaized) ea1sd BoickS0 diodd disANRdARIRve 1 he system will
nove to the next step to mine the IDs (Block 306). If it is not avail able,

the systemwil 10969kt crt equreatin aarven AMWoderdmande hen conti nue
onto the step t 1 i ;) Bl ock 306, ..The actiaon |ID and ¢ onent
TPt dnandinilld Thtdta bl 4 e¥hae B Fes:

I D are al so mned out 0 e sy ese

par anet ers and airtyef cronpiateat sarfo pacicigachricd.o0 T remdR) refe rgdhigat her ed
rocedure is called to pass the

t oget her, at Bl 308 0Q76] An invoke

data fromthe e@eifdeer[sse%gr rﬁf’?]ttc?ncthé{)a&@t & Odp W dodad -
extensi bl e contrd | ndrsdeMolifie BUis ddMake d oFedyeLe Mil] Rasse

i nformation pertaini ngaééo t he envel ope, an action code, the conponent |ID
and context ifSHe 4 and eivnas cEEarThdé eatliage smfror04hd gsltenyp t he

action, at Bl 0%63 r.m whet her the action exists, at Bl ock
e AR

312. If it does, n it noves next step to determ ne whether the
~action requiresitidient i el aygraigaBleoder¥ts. 202 skadsactden woasianot

exi st, the system.,etriev the default  action, at Block 314, and then
det er ni nes whetfé %é“azﬁ’c%%&m " BeINteREs: ithe: cORtIRL Blowk a3fs. )

[0077] At thispeidlles ithet Basaekisan 19083 MOt thed4ike erauifentigatjon, the .
system determnes if any requests are pending, at Block 320. If the acti ona}
does require &Fh&Wd datiespctehwidhspemeries odt bandies swrddheThehe

handler 206 utilizes the data layer 208 to retrieve
information from other data sources 210. The other data
sources 210 may include, for example, XML for web data,
a universal proxy for any information related to the
contents of user applications (e.g., e-mail, calendar
or contact), or a provisioning API for authentication
services and data relating to a user account.
[C071] The system functions by having a user send in
a URL as a user request 10l. This request is received
at the Web server 102, which passes on to the proxy -
server 104 for processing using standard mechanisms for }
the protocol. For example, a WML request would pass a
WAP parameter query string and/or form variables. The
aggregate server 202 component of the proxy server 104
determines the component ID, action ID and any
parameters based on data in the request. Using the same
WAP example, the compeonent and action IDs are passed in
the query string or form. All other parameters in the

. query string or form are packaged up into a parameter

list.

23



context is in an authenticated state, at Block 318. If the context is in

an aut hentweoadiedeisat e, the system then determ nes whet RRIT/@s20Q06e5h 1S
pendi ng, at Block 320. However, if the context is not in an authenticated
state, the systemreturns the request to the retrieve 25 WD 2005/ 020498

PCT/ US2004/ 0057?@ faulkf action, at Block 314, until authentication is
accepted. [00789N 4RI ockI B2 RITHRIZVR 1367 X AR neaenfcalls chaest s

pending. If a reepest ndp PRl 8, thHeSYSIEM1EXAGH £51 POt DEPERY HE

request and junps to next stage, determ ning whether a process Is In
queue, at Bl ocdB4Bs99s nplorgudst 1Bs pondliprpandicesysism Bxecatesonn t he

action and vali e _data,. at Block 322 nd, ses
control to the xﬁ%?oefﬁ%% ﬁ%y%kg‘gt?qWé)%lc%eor%% J(ﬁ”érgogtvé)g@ke 324.
Once the acti croripanirer drsd cietai®d, Ind drfd idUrdd @bi@es, tad ni @k 326.

[ 0079] The system then determ nes whet her background processing is

al | oned, at Bl GG Hhe QPTraPetRick o drowaili et sthe cepret rugt® ock

344, and the sys! emalar HOEHMMAINLS: a1y 38, L feUe Ao B Ok
, S

346. However, if background processing is not allowe ystemthen
processes the d@yesh Idhdiegathgr Bingokngd0 orankadeh fat ur nseddmngesul t,

at Bl ock 332. Vi sl L& at_.Bl.ock 346.the syste det.er m nes
whet her a proce‘Is%g:’ ids%tltanrji%ﬁ}eet}gueue.wﬁ L R TG Se P g ?Ihe%nﬁﬂ‘é&@%?’f t hen
" det er ni nes whetdsra tdomrcact 210 il em etichial BBk |dr tha-rpeess is
not in the queue, .then itr}zbm'ts it to the queue, at Block 348, and then

det er mi nes whetterrMeh@Skdarsn Hafuhandler 96pithen dacigleswissthen 0080] | f
the action handhes resuea®lseictid e Py thdiie airﬁﬁt e%ésa"[em
: Sy

result, at Block 352." If the action handler is not conpl ete

returns the pé#didgitendesulésulshoudd Beockn8®tedihe out put of the
[06073] If the system decides to render the data, the
data is passed from the handler 206, back to the action
map 204, and back to aggregate server 202 of the Proxy
server 104. The aggregate server 202 then calls the
renderer module 212, which invokes the XSLT engine
module 214 and any necessary templates to render the
data into a viewable output. This output is then
returned to the Web server 102 to serve the data as a
viewable web page as a result of the user request 101.
[0074] The various steps involved in processing Web
data using the extensible controller system 106 will
now be further described with reference to FIG. 13.
More particularly, this diagram illustrates in greater
detail the processing and interaction of the proxy
server 104 and the extensible controller system 106.

The system flow begins with a user request 101. This

o

request is sent to the Web server 102, which passes the
information to the proxy server 104 for processing. The
. proxy server 104 invokes the aggregate server 202 for

processing.
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steps illustrated at Bl ocks 352 and 354 (returning either an action
handl er r-ewolwosmzo48ndi Nng renderer 26 WO 2005/ 020498 PCThtdmr06/00559 29
result) will be used to determ ne whether to render the result, at Bl ock
334. [0081] More particularly, the results of the steps illustrated at

Bl ocks 332 (ret P{’Q éisulté 352 (return action handler result) and 354
(return pendi ng!P8A 88| 2995722 ER B Y BB ¥F ninke TbRRR RSt hRdRr t he

esult (Block Sadiekt theasysl emdecidon bacr spaor s ey (e Ly e system

sends the data fromthe extensible controller system1 6 to the proxy
server 404 and th%n@lﬁéﬁ‘semhmblhtmvattﬁl ok B340t step heo renderete Nkl e

212. The data i ntothe b_ser 102 to dIS | a
result, at Bl ocﬁB%&gQ 982 resp‘\%)iarlsleS t'e° haevahggl?l?éqﬁ%gt %94 ml%hg;er i f
t he. system decfilest n@teaﬂe tiendesnidier / estll 81 o0 30s, | Asd eggesleci ded to

forward the request to another action handler for processing, the system
retrieves the IFPKelRUe PRSP oelke 3P ?%trpr%%'e‘éh% enval podat 306 at Bl ock

338, and then T@@ka@cgpoﬁh@a&m%ril tion, .at, Block 319. J@ system

will loop around at this point unti ecision to render a resu
ultimately acceiméédsyate@l oTikESQSEDs,[ C&)Bz'}g Thetlabiowe - degezstbed net hod

i nvol ves using |n source for defining the conponents within the
system In thi sﬁap%r el%%]lf%r %% rfé?ﬁ cﬁ%éa’sofﬁﬁ%ep?&%ﬁeg)@hﬁ_t‘?lq% but
other formats cattal dise used gpestnm«’rdd t&Sgechéﬂ' het aprseei 3ed by those

skilled in the art. This source would define the code that handl es the
request, the U988kt ax %&‘Bﬁ?@ﬁ%dﬁlﬁrﬂ%t@@d dorPapedhe o

generate the regpanse-dRredey geitmfa? 4 i i it for the
request, for exanple. [0083] e code t hat %1 egch hﬂe}ger e(_’{(}%i{e)l's(%H:1 aaﬁgng withi,

the paraneter &3I4 mfigre dxansddly qmsilsaﬂs]t@:maxostem egé. tTeiaction

handler, pass tﬁ%é§£r§¥éééa&ﬁ§%ﬂii pass information pertaining to
the envelope, an action code, the component ID and

- context info to the action map 204. The action map 204

looks up the action, at Block 310, and determines
whether the action exists, at Block 312. If it does,
then 1t moves to the next step to determine whether the
action requires authentication, at Block 316. If the
action does not exist, the system retrieves the default
action, at Block 314, and then determines whether the
action requires authentication, at Block 316.
[0077] At this point, if the action does not require
authentication, the system determines if any requests
are pending, at Block 320. If the action does require
authentication, the system then determines whether the

context is in an authenticated state, at Block 318. If

the context is in an authenticated state, the system

5

then determines whether a request is pending, at Block
320. However, if the context is not in an authenticated

-7 state, the system returns the request to the retrieve
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27 WD 2005/ 020498 PCTI US2004/ 005729 paraneters, and pass control to it for

processi nowohassopsganet ers i nclude type information all eprRgdeRjooshs ongl y
typed data. The paraneters may al so be defined as optional or required.

The tenplate or tenplates are used to generate the response for the
enerate a response other than to what

request. If an a%t eﬂ)t i S.made to ( | _
was defined an SFFoFLFs2gehdtatdd. BIo0R431 neisbit cetvioenidieasonlets ne t he
routing infornmattep:é@r the request. Often times, it is desirable for a
handl er to performwrk within its scope and then hand off control to
anot her handl er [9978h | ot tBieciped32®r nilie ssywirdm ddotvemeines fif he handl er

attenpts to han o]t hi not defined in the source, an error
i s generat ed. [%%@g%%%serﬁ%rgé)@i ofng ArE B g FMEForthe SHHIER ¢ he
source nmay be useecwhenevertigenssrelimg rddles faid Upand tdd mdhe system

Moreover, request routing nmy be separated fromthe actual processing of
t hose requests.” r SIEH W HE G HEIF e e PasEesfe 1 oiporate ofatt he

system not by pesdk hewell efr pthe-ehandl ?Lse‘ﬁﬁ%]flﬁ &e-',encl'%“@syte%k the

controller to forward a request to ano r. i ncom ng data
may be kept i PEERH®S wt dthe fagrtitdre drid evadfidatper tdrc iy emvequass . [ 0086]

Yet anot her ap h j | v orgi control flaw.through the system
wher e one hand%ﬁoedg\%&ﬁiﬂy'aﬁo dr:%rasﬁfr‘?dlcéjﬁjtdﬁ 9 Vi beadisE wor k.
Still anot her 2frimacirdateolites deagpinn ghang Hgndierss odielzdld Vejnesmal | and
sinmple. That i this wll limt the handler's purpose and scope to

recei ving requ a N HEnddg T He sFmaded atid Basiindds aldgies t @tgat her
the desired resiildcg: 3%%0t her variation involves keeping each handl er

f ocused on one task, and upon conpl etion 28 WD 2005/ 020498
PCT/ US2004/ 005199791 The system then determines whether background

processing is allowed, at Block 328. If so, a
baCkground handler is created, at Block 344, and the
system determines whether a process is in gueue, at
Block 346. However, if background processing is not
allowed, the system then processes the action handler,
at Block 330, and then returns the result, at Block
332. Revisiting the system, at Block 346 the system
determines whether a process is in the queue. If the
process is in the queue, it then determines whether the
action is complete, at Block 350. If the process is not
in the queue, then it submits it to the queue, at Block
348, and then determines whether the action handler is
complete, at Block 350.

[0080] If the action handler is complete, the system
returns the action handler result, at Block 352. If the
action handler is not complete, the system returns the
pending render result, at Block 354. The output of the
steps illustrated at Blocks 352 and 354 (returning

either an action handler result or pending renderer
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of the task, allowing the results to be rendered or forwarded on to the
next handlwb.2ods@0R8%3 A further variation involves provi dpogusruosmssyansi bl e
mechani sm for handling requests that can handle i medi ate needs, as well
as grow over tinme wthout becom ng overly conplex. Wen |oading the
system the usep_l |.e. specify .a pri.nmary, and. secondary action _map. In
this way, generjlg%é Eﬂgilbn"glsfsf kfeggl%sce%r%:c? éﬁﬁer%‘?/qu Kite HhdsgERdsed iy the
primary actionrempliwhidte Biddd 3B4vi ding the user with a nethod of adding
or nodi fying th§ ctionality. Another approach is to provide the

devel oper with O%ﬂeri c MG At A G Live s péved ineg vdisc Iy thee |sdrepsr unni ng
requests (o avoirhganenald ng ®1JdRouss Tt ERaRES 1 e AoVeLoRsr o -
speci fy background processing at either a handl er Ieng, or a e’%ntire
system [0088] e dbdvvanddesc ridsed tex adsi3Blde (cettiral bendisg parideaul arly

advant ageous f essi ng _shortcom,.ngs . in or HTTP- based
appl i cati ons. gesil(;dlﬂ{)sg,%:% '%Sv?’n te gigtgl gl&ngpb%\ggih&reﬁob§e@ﬁ§§et§ﬁ lled in
the art that thEssiidgan@®lacthi3Bdoture may %?s%éheﬂé%ﬂdég TUPRYNIST hel

types of non-HTTP hased applications as well. [0089] Turning nowto FIG 6,

an alternate efsdditmet o Yshe™pEshgsolthendaifasomethee ekdeniss biew
described. In thetddiushs %ty%@eﬁln&@gi %n%%gab%§g§qgg§§,§rf 4842 dat a storage
, , &

device, such as the mail systens 24', are inedin
configuration FeReerst Gheddeha, aatoBlpglr 880pnati thestrendeaermudinye3l’ . I n
this way, for gi lLient .c or an applicatign devel oper _can

easily requestzgﬁry%?%oggkgr%Seﬁﬁggsp¥§aﬁgrSEg?o%ﬁguﬁﬁgrFefﬁgrcFP@nFofor
which it was wdiispénay ﬁ:aaga,bsﬁ\ltesauramoaanagzy,a@sthbeagan@ Rarknaf the .-
front-end prox¥ nodul e 30' gr a separate gongonent of 29 WD 2005/ 020498 %;}
PCT/ US2004/ 005756§* tREUGFE: 480 FAveVehcelfevheesyatemadeantagenas! o

allows a user t@ngBecth¥ BeRhiPBLYG2NLsSEGOPIRLYa88 a8t to forward
the request to another action handler for processing,
the system retrieves the ID keys, at Block 3386,
retrieves the envelope data, at Block 338, and then
looks up the appropriate action, at Block 310. The
system will loop around at this point until a decision
to render a result is ultimately accepted, at Block
334.
[0082] The above-described method involves using a

single source for defining the components within the

—

system. In this particular embodiment, the source is an
XML file, but other formats could be used as well, as
will be appreciated by those skilled in the art. This
source would define the code that handles the request,
the URL syntax and parameters, templates or code used

to generate the response for the request, and the

A

routing information for the request, for example.
[0083] The code that handles the request, along with
- the parameter definition, is used by the system to

create the action handler, pass the correctly typed
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configuration files. If a secondary configuration file is specified, any

resour ces wWelhiadodo 1t Wil override those specified i @%2964WT§§{2¥
configuration file. This allows the user to specify a core set o

resources and then tweak themto fit a particular inplenmentation. [0091]
for processing operations at

Moreover, configuration files my be stored r
di fferent net V\o}rg%:r?%?/%‘?]és.' #Hyd %%%ﬁp?%?t%%f?‘@u%%t for prpesssongdathel ayer
operations for patandeci diideuds onjpenthALAXY: MHUL £10300420g, Pr ot ocol

e

engi ne nodul e 32' nmay be stored in menory , as we or upper
network | ayer opereRgbnstyRrd fdrted Hye torrdhave contapl &bso nveuder BPedf or

exanpl e. O her I ions files my be used as_ well, as wll
be appr eci at ed a}%@ﬁ%ﬂn&gf@{lﬁ g%gcﬂlhnr%%e %}e‘( .t?rﬂ%@ﬁe PTohtTRAERT FEei l e
al so preferabl yusspent fgastdie it ereiiatdonc et agse thadudst Creatgd to

handl e the requ%segnttgﬁ%gﬁfn request. This makes it a sinple matter to

sl'ightly changé Dt UYESHE@ 4 FesRRIIe it rarevem

conpl etely rephacs: ivas deaahidg hehavigr l%n(ﬁﬁa{t%%@ for each request may
a

also be specified in a configuration file. conbi nati on of these
two properties,[098&fdvel ofdre c@vrdrave it ke lgreatefimontiol r@uemdrenor y

consunption and 4 r t perfornman e’%_809,3 In addition,
confi guration i g?%%sqo%?{alﬁ%%yv%zle oSS s%&& %9 pli rfequests for a
gi ven resour cedeslhiablenifes: iat hpesQidh ed @eSURRY tvdlat & Systenk i th

different request/response formats. An exenplary configuration file is
provi ded bel ow’&SPHr 85‘%%1%%“3%’13 Of4 cehiteodoifl gayadttiash Handd ers tsui t abl e

lor 2 data 30 WDi2Q0SEOZ0A98-PEHUSIAOGLRSTAR SN @ Lhakcsypnonts o

WebDAV i nterface, as di scussed above, or in the cade
i nterface devi @étenpts jophsndcebnémgilntot bameshppar rota MDA innt er f ace.

However, it coyhd Rguiaged ggregkg%rigygggerated.
{0085] Other variations are also possible. For
example, the source may be used whenever generating
URL's for use within the system. Moreover, request
routing may be separated from the actual processing of
those requests. Control flow is then handled by one
component of the system, not by each handler. The
handler would then simply ask the controller to forward
a request to another handler. Thus, incoming data may
be kept in a known state for the life of a particular
request.
[0086] Yet another approach involves enforcing
control flow through the system where one handler does
not call another handler directly to do its work. Still
another approach involves keeping the handlers
relatively small and simple. That is, this will limit
the handler’s purpose and scope to receiving requests
and calling the appropriate business logic to gather

- the desired results. Another variation involves keeping

each handler focused on one task, and upon completion
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interfaces/data stores as well. [0094] It should also be noted that, in

addi tion twohéo64gt ent class specified for the resourcecraisgRlosARY al so
specify a conmand to further identify a given resource. This allows the

user to performnultiple different operations on a given resource type, as
w |l be appreciated by those skilled in the art. [0095] Operation of the
protocol i nterPickhgetiask, 2dlowWdnagteentrguliasi 6f PRI ESNARFEANBW be

described fUr Sty Lol €EoRne hexEl GanlienBedi nning at Block 140, an

access request "or conmand 1S received at a proxy nodule, at Block 141. The
access request [i0987r anslratfedthetrovehéatdonmoinveiteptapeopidingoknby a

handl er 52a-52n, at Block 142, with _ref t fi ti
{11 es. Data thAKCEESIENS JEARPPORY (RE BACALLpS: SRALBOGEIC315) PR rdsponse.

I n response

to the request hangnd WhcliiBas akeasdyaleqailir agshabedoiakottifie common
interface protocol by the protocol engine nodul e 32 is formatted into a

response and r@idbosd, bacoBilogk oveRdy ﬂQ@PA?XPhW§ePslaéﬁénﬁﬁFﬁereference to
one or nore c%%%gggﬂi}é%?u%ﬁgeis Ihe.rende %gi%gfﬁog§gmh§gtgﬁa returned

r
to the client us conc?ﬁding ustrated nethods, at
Bl ock 146. [009ekoRefery iantginawmaddi Thotnblilsy way, Fh€neZict hesipessocol

engi ne nodule 32 will now be described in, further The _protoco

.d il
engi ne nodul e 3293FoFFeSOE P a ﬁﬂrwaﬁobﬁnggFﬁ&Féth6nggﬁspFﬁP€F ace

connector  nModyles ofOmhp (Rl CARNENI paLEIWHLY ¥aki aBSrNRikh ayskemBAUSI Ng
different protocols. The protocol engine 31 WD 2005/020498

PCT/ US2004/ 0057£9 adddagl e@r3mogdifyippovhgeuactdmmanifit ePPAEBSRM. and
VDDAV, for exampl@achnals tRe ehbeabs chEh@uall he wEtant: gadoptexy mdule .
e mTD [ %E

30, use to acc various mai accounts. operation e retrieving
only.the essenkichaniead€os etspewdinil qaidkilgt éonilehggruheingr esence and
size of attachggg%%ggstQ%y%vgggnbg%ggg%ing a timeout. This enables

the developer to specify background processing at

either a handler level, or at the entire system.

[0088] The above-described extensible controller is
particularly advantageous for addressing shortcomings

in Web or HTTP-based applications. Of course, it will

be alsc appreciated by those skilled in the axrt that

this same architecture may be extended to support other
types of non-HTTP based applications as well.

{0089] Turning now to FIG. 6, an alternate o
embodiment of the protocol interface device 14’ is now 1‘>
described. In the illustrated embodiment, all requests

to a data storage device, such as the mail systems 24/,

267, 28’, are defined in configuration files stored in

a configuration file store or memory 31'. In this way,

for a given client category, an application developer

can easily request only those properties required to

support the client for which it was written.

- [0090] A resource manager, which may be part of the

front-end proxy module 30/ or a separate component of
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themare highly efficient. Al operations are perforned directly on the

source, angloabdozbdve essential data is retrieved. [0097pcThg2604Rb069!
engi ne nodul e 32 uses an appropriate one of a plurality of interface
connector nodules 70-77 to access a mail account. Al of the connector

nodul es 70-77 ferably s ort co n, appljcation progranmm ng

interface (AP ?‘?E%u%]ﬁoﬁ%%?fp%&ep’ffﬁf’ge P%%le?%tjg‘lcm FHAHAFRRNFEY 32 to

support a new PIDSWE0L MRS & fply HediNng, aal{@vgé'(gg&gg%pesegog@ector
0

modul e. The connector nodules 70-77 may be witten in Java, r exanpl e,
al t hough ot her SRftigeatiahdudas. off pr ctoewidarmycal Sy tsed. £ Oer al |

system perfor c&,a0dr avai | ghi i E@Iy e . lmproved, for ,exanple,,

provi di ng mul tir%%]eg%ynanfeccgl la?;ﬂ% ofaéd%lo a easﬁcdeedg%eo olé})llten"b}rfrg ‘%E%lﬁfjn(g%
[00981 Resul ts tlees: vk diyf ittt ipr dttoe ghr iengh n o midi] 16 1324 remd hermgs |
systens 24, 26, simlarly translated into the common i nterface

ar
protocol for t% %”fsaﬁ?lﬁ‘h Y55t B9 dREE% st F S stlodmsourcenabidsary,
and transni ssi athdi© i &Mem e F18SU t - CQUYY %%pﬁ%n@?ﬂ%ﬁi%r%ad i ent

preferably include only data that was requested by the client. ta
correspondi ng tP¥ek ur edlatienvedr.e suarred ipn £ided masy ermtprmiccol  but

not by a clientgy rransl ated j. the co n.interface
protocol, but it S%I%Qf&gg%o%%fé% ?}%HSUéO(‘j{i N U S o BE imor ed
or handl ed accdadi rgrampla,deforfliigurert ey @i lR0FRSSidig sahep; as not ed
above. [0100] A nethad of protocol translation using the protocol engine

nmodul e 32 and i FCES: F9fe s TRgdide £he1 Trenits ansly Rieaser mes I t h
reference to FI38r gk pBegiordiingndtingl @elau}e0323N AGCERS JIRANLST: O

command is received, at Block 151. The access request 1s translated into a
protocol suppofeEPY 3le fa&ryell dorauppsicemetaorBl delyelsDpedattd ors
received from & eormed by the flow controller module 50, for
example. Other types of configurations files may be
used as well, as will be appreciated by those skilled
in the art.
[0092] A configuration file also preferably
specifies the implementation class that is created to
handle the response to a given request. This makes it a
'simple matter to slightly change the behavior of an
object in a data model, or even completely replace it.
Caching behavior and strength for each request may also
be specified in a configuration file. With a
combination of these two properties, a developer can
have much greater control over memory consumption and
response/request performance.
{0093] In addition, configuration files also allow a
user to specify multiple requests for a given resource.
This makes it possible to support data systems with
- different request/response formats. An exemplary
- configuration file is provided below as program listing

#4. This configuratipn file is suitable for a data
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data systemin response to the request, at Block 153, and it is translated
into the cmus;dzm9grface protocol, at Block 154. Furt hegprivanmlieiren of

the data’ into a client protocol may be performed, if necessary, at Block
155, and the data transmtted to the client at Block 156, thus concl uding
the illustrated t ho t Block 157 101] AgaLn, de engi_ng upon the
particul ar feat ﬁjrgg]ée g%%go??%%oﬁ t?lew%lw%ﬁtlrﬁﬁ%f%%%ﬁ gﬁl 156r8F%fs of the
data correspondibgvép 6 elntise Obatdeo £OPMOMNFH SEHRCEL+ PFOLOE0hThAL are
supported by the client protocol are translated. As described above,

non- support ed i hfer fARFORRERbeora bt nEits FgPPEEF ghofeDBY processed
according to a;gef ée?{%&ﬁé@érpr e%sﬁhﬂg ggh@%@d %g%og%hggr% now to
e € above-

FIG 8, an alternate odi nent o escribed prot _
conver si on noduleterthiestdarz stsonow akesesibed. Here, the protocol engine

nmodul e 32 t akes or m of unj yersal r ox UP) servlet npdule 80, and
each interface {ééc;%#ectorloﬁrp%h?@%f} s&zb%gl% at}%%"s'peﬁi@%djpﬁ‘%‘?ﬁ?d%‘?
modul e 84, 85, Bife aiehtessOCBASY Whddi idd erQntenOPREA PG Protogols. I n
the illustrated exanple, the dlfferentrggrotocols are OM, | MAP, and POP.

Further or di fR3¥ ehtSHritsebls aresomeand dporiwetse cotemishindi nlgug@ VO
2005/ 020498 PCT. él’ﬁ;% 0057: ' ' irs, W e
appreci ated by ft ose%s'kﬁjgsg al%‘ﬁ%%% ) i giélﬁ leqeo]?@%r%onﬁlﬁfp%lﬁdn? erface

| IlOJIrDOt OCOli EUCh @ISfﬁdggH;tprkm#agf:.o 'nimf:gqf . frp;]frftat receﬂestse‘bm tranél ;Pgs

servl et nodul e akes : :

theminto call g?e Lf’sﬁgfﬁgecilt’?gceci%f h esr%g&f ¥ e 4%t erface connect or
modul es 81-83. [GUESIUP seipdeitimdue 80 dnrdakesidhiafastldsy e these .
calls and formats theminto common format ~ requests. Each common fornmat

request incl uded?’a YT FONTeigiiet ismd T s il tinw o edfonieRl. |t may

al so further with reference to FIG. 14. Beginning at Block

140, an access request or command is received at a
proxy module, at Block 141. The access request is
translated into the common interface protocel by a
handler 52a-52n, at Block 142, with reference to one or
more configuration‘files. Data that is received from
the data system (Block 143) in response to the request,
and which has already been translated into the common
interface protocol by the protococl engine module 327,
is formatted into a response and rendered, at Block
144. Again, this is done with reference to one or more
configuration files. The rendered response is then
returned to the client (Block 145), thus concluding the
illustrated methods, at Block 146.

[0096] Referring now additionally to FIG. 7, the
protocol engine module 32 will now be described in
further detail. The protocol engine module 32 provides
a framework to incorporate various interface connector
.- modules 70-77 that communicate with various mail

systems using different protocols. The protocol engine
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i nclude an XML docunent that provides additional paraneters for

t he- r equesfyo 2b§kldaddos Concept ual 1y, bel ow the UP servl et nmpggliR&fflnedhere is
a provider nodul e 84-86 for each supported mail system protocol. The

provi ders take care of handling the calls nmade by the UP servl et nodul e

80. As shown, eaﬁh %rgvid r has a, connection, which takes care of
communi cati ng WA he32odt B8R REPTHER? a2 cermtomninter faget XMhi andyst em

Initially, the gosmee! i 8- Weklndl SO RS thge PLOV - The interfaces
used by the UP servl et 80rand m}?rrp'l enent e‘%?%yé?%%g%%bv%}g%(?é%du es 84-86
define a | oosef¥neendhipraxyhyodube {301 ,uie tmyabeessonsepbuminged as a

collection of c Lons.of itens. it can be a npssage, a folder, or
a contact, for géeé%%#% %‘?m%%@ %%@?%%ﬂ%%%%t:ﬁjeewe‘bg e‘g%k\f éd'® Each
item has a defieesbitypel (fegdersedt , n®PMHALL , an@PROEMABM g Ak i nterface

for each type of item defines the properties and actions that are
avai | abl e ~for RERRASHSHAH F1% O aiardmentemwidhaidle sdewnkerdignt i on of

items, and prouiglgs JwEt i | 80E, i t hi older. 34 WO
2005/ 020498 PCT/ US2004/ 00 b é[ﬁoﬁlgogeﬁéﬁliﬁ'e Z%%'ﬁnd ctor J}%% a%eger#o%uﬁmeesésl- 83
provide a comfiregiily om titee URwarey] etndrodiilye 80 tas ammal ciits wid h
di fferent proviI%q{r ducl es/interface connector nodul es. Sonme connector

nodul es may only |inp'eemant a subset of the protocol and/or may only

support a singli@dadider (Tod I@etian)] angitRiMnodsid w2 theeLage of POP.
[0107] The basic flow for an exenplary common format request proceeds as

fol l ows. The UPPREARTERLRHRN% 0 2 Rdgialdd#t v redirasfiacamprinediarher
retrieves of  GloRRlies e BPRIORIAR B Qe tonact Ion, Jihgudb serviet

modul e 80 then calls an appropriate "get er'.or simlar function
associ at ed wit l§origector modules 70-77 preferably support a common

application programming interface (API), such that
adapting the protocol engine module 32 to support a new
protocol amounts to simply adding a new interface
connector module. The connector modules 70-77 may be
written in Java, for example, although other suitable
languages or protocols may also be used. Overall system
performance and availability may be improved, for
example, by providing multiple dynamically load-
balanced protocol engine machines.

[0098] Results received by the protocol engine
module 32 from the mail systems 24, 26, 28 are
similarly translated into the common interface protocol
for translation into a client-supported protocol, if
necessary, and transmission to a client. The results
communicated back to a client preferably include only
data that was requested by the client. Data
corresponding to features that are supported by a mail
system protocol but not by a client protocol may be

. translated into the common interface protocol, but it
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interface connector nodule, passing a target mail systemidentifier, such

as a URL tipatomasoedoncl uded in

connection nodule returns a reference to sonme object that inplenents
folder interface and represents the requested folder. In its sinplest

i npl ement ati on
connector nod
servl et nodul e

servl et nodul e
"get folder" f
folder, it wl

e.q. POP), a single_object could be the interface
%Y%%S%%)wmre%ﬂf’ﬁr RdEd e Tsias tq G168 =& UP

t he comon for mat requestpcﬁhguhﬂ@@ﬁﬁﬁce

t he

l e 80 aisesr theoded e cHfatldders d el RRNGe v .mMke additional
calls to sati sf t he common format request. For exanple, if the UP

GRkds th meihadkwnd rofecidli ¢uarematiion mejngi tde cal | a
WY A1 PRSI it of GBUEHLY Ry AR BLLRL L has L he

I en ca

get Ttem function, "agai n passing the URL.

The results of mdubilosd |7H)7aries tnven dearrdideed wintho raife rapaeo i dtra.f or mat
returned in an__HTTP_response. [0109] It wll be up to the
151 PR GinElcsn 1502 @&4%%3&%1@8& ORL 35 WO

such as XM., a
provi der nodu

20051020498 PCHJH32004/ 00522 i wRassed B _id 115t Ui ot he )

ref erence. Thi

: R @RGuRLE
s wll not be conplicated because the provider

modul e/ i nt er f ades dorpechdiord othy @ protioded swepdRited by the targetpl ace.
}Qggrf n ti I i .l _be.requited to know

Q%ﬁ?§g¥ﬁ%r ngpgﬁé&%égg%étg%t%§q%h§é@%%g$%dgfﬁgoﬁh&ction. As

| ong as the URIdabw tdygtdmhen hiespansky teolthec ticos: sar, e attnBquvek tLBa,provi der

The only URL t

about is \".

wll be able
called. [0110]

item when a et" function is

to resolve to the correct N
ﬁﬁ(ﬁﬂ(ﬁﬁaq%;ﬁﬁﬁgs1§E98§h§n&°FﬁF@rF&%@rféﬁﬁnection modul es

81- 83 pref er ablgtcHapRart & mekck fiskdery rihe@nhyad 5180l ohobg#etnkeSdata
supported, then inbox, ~calendar, and contact itens (as appropriate) s
be itens withiiftcha flglandr Arotrirey aey be berdocessl bié necessary,

at Block 155, and the data transmitted to the client at
Block 156, thus concluding the illustrated method, at
Block 157.

[0101] Again, depending upon the particular features
supported by the client protocol, only portions of the
data corresponding to elements of the common interface
protocol that are supported by the client protocel are
translated. As described above, non-supported interface
protocol elements may be ignored or processed according
to a default or error processing scheme.

[0102] Turning now to FIG. 8, an alternate
embodiment of the above-described protocol conversion
module architecture is now described. Here, the
protocol engine module 32 takes the form of a universal
proxy (UP) servlet module 80, and each interface
connector module 81, 82, 83 and a respective provider
module 84, 85, 86 are associated with different
operating protocols. In the illustrated example, the
different protocols are OWA, IMAP, and POP. Further or

different protoccols may be supported by corresponding
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t hrough a protocol engine. [0111] In accordance with one aspect of the

i nventi on, w BbdAPhsg advant ageous nechani smto access V@Urﬂ!‘é%o&)ﬁ@f’?% of
protocols 1s provided. This mechanism supports the full functionality of

each data system protocol for simlarly capable client protocols, and
degrades when a sgeci fiz data system protocol feature is not supported by
a client protocBFOVEEGEESIRP G I VAL $r 2% Ofbh Borarrregbatednty at ed

into a providerhpsetoeol1speai fig forymat before forwarding the request on
to the destination server. Responses from the destination server, which

are in provider [$®8bcol Faperiddmudrorimterface transiadied back amtiohs he
common format. mechani.sm f ar client to query.supported
functionality f%%gégé%)%%if ilcnq:ﬁrrof\slaicoeerp%%ﬁ?ﬁ%l, C&%ﬁ ec{ i‘?é:"?:‘%)'eﬂfh%r(é%t er
control over hoseitlgenssdiles 80 egiest sidaiitey AMSIErsoiga @l SQqRs Hvd ded.
Any client 36 WO 2005/020498 PCT/ US2004/005729 witten to support the
comon pr ot ocol 2#dreARS R tSst tihem dmtth Gighe a Wiidg) theardeiisned provi de
access to any jimidrSidEe Wd o sqanGer i{}ﬁg i aids of
T 1 Fﬂ%g%fl (gofMﬁghﬁfg%(¥¥iﬁ%

the mail store provider nodul e/ protocol erring how additionally
to FIG 9, anot¥s URmssthilednmosfulteh@Qradtssc dlalias erfeacesleMicendll is now
descri bed. Heretheusseer nai | ount formation associated with e-nmnil

accounts to be accessce%—lt%raélt?g%%ﬁ“ﬁé:slpr B A EH TR TR 1411 i s

stored in a datmequdsi $Rch Beempey -REGRUN trdf<i Bl an i Lie i nhg
i ncludes an indication of the access protocols supported for each e-mail

account. [0114F GBS & RetHada $ther €y Phay UR: - diy arsgech 1m0 an
account identi i, SUGH @Laﬁp%uﬁ%ﬂt t?%e\r/ %%?Vf?f é‘}?ﬁ%{%ﬁ{ Jane

associated with the protocol ‘interface at all e-mail
account i nf or pattiametems fart tbel aequeerts is grouped in the data

[0104] Conceptually, below the UP servliet module 80
there is a provider module 84-86 for each supported
mail system protocol. The providers take care of
handling the calls made by the UP servlet module 80. As
shown, each provider has a connection, which takes care
of communicating with the source mailbox/account on a
target mail system. Initially, the connection will also
be the provider.

[0105] The interfaces used by the UP servlet 80 and
implemented by the provider modules 84-86 define a
loose folder hierarchy. In fact, it may be
conceptualized as a collection of collections of items.
An item can be a message, a folder, or a contact, for
example, or any other data item to be represented. Each
item has a defined type (e.g., mail, contact,

appointment). An interface for each type of item

nt

defines the properties and actions that are available
for that type of item. A folder item includes a
.- collection of items, and provides methods to enumerate

the items within a folder.
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store 9011, for exanple. Were access protocol support is the sane for all
e- mai | accwwﬁossmmggach of the nmil syst ens 2411, 2611, picharpainasaount

information may include mail systeminfornmation indicating the operating
protocol s supported by each mail system [01157 A data store 9111 stores a

32", and cor roulBDg MERHS GPTISHRTE TRe T e MO (e Bt oegte

preferences. Theseoniid sy A tqﬂqmag&drlb@cs%mecwmdlty criteria,
such as the degree to which features of each mail system 2411, 2611 are

supported by a Wm@m@a@wm’q&e @eﬁ:ﬁﬂﬁ@tr;t Jecivaciphes: iy mo%*lmﬂcmteﬁﬁﬁc%xarrpl e.

QO her criteria illed in
the art. In the ata ored‘@ll% r}r%ciyplcacp’{l %\}&ea %J‘S‘E metric

or ranking thamrmm%lmerﬁﬂch | ato 3 ] Wdengrmadiocddy ard AR M/&QQAQB
PCT/ U82004/ 005729 be r anked _hi er than P Each of the data stores 90",

9111 may be i npi‘ERSHed® FEI& |(rFC%i1 RitiaBHs € ol e AS hdt d di sk
or other nmenoryit dhe 4 aipcol |nterface device 1411, or on a file server
wi th which the protocol interface device communicates. [0116] The protocol

engi ne nodul e 300 et er Mihfedasdc vihicsh fret [a850)esP Iev: ya coourr( sHonnkad
d { t
command or %%cgﬁégf;b%%gfee@@g@fa%u%% 2GRRSIRS t]:‘?rl'oeetr n?odiﬁh‘%‘ 80

|nformat|on|nt eterm ne vvhet nor e an one
access prot ocolrdcsisagapattice defpte s#aC landadao witt Hear ll&atﬂ:&ﬁéﬁ&ﬁ@dar I f only one

access protocol is_  supported, then that pr.o is selected. \\ere nore
than one acces<EI5HESe RS SPRRSIIELE P Wﬁ%%@&ﬂﬁc tiqhetied By ot ocol
engi ne nodul e 3zkd1%CamRS d B0 daah 1AL A apdrdfiatAidn g hi ch }

supported protocol is preferred or desired, ané)the support’ed protocol £
with the highdstldeatrior erimdidaid dymnicdisal essediated midhdite system 2411,

OM i's pref erat}_l%eﬁfefla%%t %%n?l G(\:rto% o’duq_%d passing a target mail

system identifier, such as a URL that was included in
the common format request. The interface connection
module returns a reference to some object that
implements the folder interface and represents the
requested folder. In its simplest implementation (e.g.,
POP), a single object could be the interface connector
module and also represent the mailbox folder.

[0108] The UP servlet module 80 uses the returned

folder reference to make additional calls to satisfy

™

the common format request. For example, if the UP
servlet module 80 needs to retrieve a specific item, it
may first call a “get folder” function, passing the
requested URL, and after it has the folder, it will
then call a “get item” function, again passing the URL.
The results of the call(s} are then formatted into an
appropriate format, such as XML, and returned in an
HTTP response.

- [0109] It will be up to the provider

module/interface connection module to interpret a URL
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for the mail system 2611, IMAP is preferably selected over POP. [0117] The
prot ocol iwbesdsaseegevi ce 1411 thus all ows access to thecHaishoodedreds
2411, 2611 using a nost capabl e supported protocol. Through the protocol
interface device 1411, a client conpatible with any of the proxy nodul es
34", 3611, 3811, 40" . is proyided access to one or nore of the majl systens

2411, 26", ThPTITehtiH 13Ut frHEHT idte ARART 1 HRTREEDF Dt JHdtS or

scheme associ atwedi Middt the Bid1 St e P ndGeasshehr [ 0118] A met hod
of data system access protocol selection using the protocol interface

devi ce 141, i s NG @etia s an Ganrestieram geod bl & I1E o Wi dBe gi rmi URL.satin Bl ock

160, an access nd.. s.ecei f | i,ent, 38 WQ 2005/020498

PCT/ US2004/ 005729 Ea"‘twstsﬂ e e gt B g gt?‘ifrao%% 162) as to
whet her each datenrsysitiem twdid eacgigsisatk ireqESEAnNS® tihow heo@ammand
supports nore than o access protocol. If so, then the nost capable
supported protocbol ipg%séjltgﬁredfmﬁt FoderreAtad M\Fﬁ% the one supported
protocol is selfnehatiedlcdlRaiti 3. Aaahdata Sl §RIS using the
sel ected protocol, at Block 165, thus concluding the | I'Tustrated net hod,
at Bl ock 166. hikgredhr/cald@rtdrmmdaze sysitam,i $ho hewctessed,l thee

prot ocol sel ect.) e j 1l ust.ra %gﬁat Bl ocks ,162- 164 arge pr.eferably
repeated for eaa{(:h}%%dz{oa&s%fﬁlé% tt[ootit 95 cgﬁull(}-’<'3tl)neW sted t AT t he pr ot ocol
and netric datfaursttdrom 9kl Lbaldedlut one exanpl e exenplary of a protocol

pref erence ranki t echni_que t hat, be, used in accordance with the
present invent hi?ﬁgolir ot ogg'ie %Pé’ﬂé@%&@ém&ﬁﬁ @é?%é”’éjnthtr?%ﬂ?éeor.deri ng of
a list of suppeneHile! aeehSes! @1@@@9%%&%%0]5@5;&&% Grddieria than

metirics or overall preferences may al sO be considered when selecting a
protocol . The thpdeleat. difi emlyf pomostti deldes decespported, then inbox,

calendar, and contact items (as appropriate) should be

items within that folder i1f they are to be accessible
through a protocol engine.
[0111] In accordance with one aspect of the
invention, a single, advantageous mechanism to access
various types of protocols is provided. This mechanism
supports the full functiocnality of each data system
protocol for similarly capable client protocols, and
degrades when a specific data system protocol feature
is not supported by a client protocol. Requests
received in a common format are translated into a
provider/protocol specific format before forwarding the
request on to the destination server. Responses from
the destination server, which are in provider/protocol
specific format, are translated back into the common
format.
[0112] A mechanism for a client to query supported
functionality for a specific provider module, giving
- the client greater control over how it generates

requests to the provider, is also provided. Any client
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command is received may al so affect protocol selection. Were the access
command | swigeeeivRshsf roma POP client, for exanple, manycqfusbiReeehanced
features supported by OWA cannot be represented in POP for transfer to the
device. If a user has only one type of client for accessing the protocol
interface device 14%1, then the per-account information may be adapted to
reflect the tyBE+bFeRI FRnFUBPOTD Fhen ompn | pEptesolufperted dbretblyl
based on the type Shr&hyRNE . plbREI WSS odsi {PrEREY: 8L 4L r@é%&%

sel ection may be to detérmne the type of client fromwhich an acctess
request is recBribdstene Wd Pioos 020us8 PO US20euf 0057129t hd 04243 ils

Al ternatively, b otocol . su rted by, a ta systemto be
accessed may al @\f/aggﬁ%elﬁgggl ée%?}g%,p%%‘al%%ﬁl If?c%g %&?%ﬁ?%‘ bet ween t he

sel ected accesf0pEd} ocol Rafelrt ey pidt coddisUpROTI dcbyrtdie o cliemtné s
handl ed during tra f data to the , client protocol. Portions of

ns] ation
data corr espond?%o%c}“e%T e‘ﬁgn‘f%e R ht e gr clokkre 3" ake now
supported by tdes&hisad. PIOEOCOls@f eeixﬁﬁ@'a?é@&ne’\‘ﬁxf@ﬁn&} sn Suppor t ed
accor

interface protocol elenments are ignored or processe ing to a
default or erro?s3Peersed gt chamell (012N Gerer dbd yaspaadddig;hodugnt s

of ten access | eS. S0 . latency is often

positively cor f@f%tige%ot%%éﬁgﬂégér%n% idtéylo ¢ t#;'e colf Isre}icélﬁ%cﬁ HihFH i essed

" (e.g., nunber oftanmid0’ NesHagygsei-addwmntaiilhiuedpei Ngh aoeessed)ly As will be
evident fromthe fol|l ow ng description, the present invention provides an

apparatus and tjé?:‘?'ﬂﬁ?c&ﬁ.% E’lrﬂd‘tn%ﬁﬁ R fedh®y aFRETT BEPEFYive the client

the illusion thgipdheedddLddan L8N aceiaRd is snaller than it really
is. For exanple, a proxy may show only the 100 nobst recent nessages in a { -

mai | box, while R 4ai | bdecandelin e 2B0GH stessaddl.’ Hay freesent
i nvention

arranged by an account identifier, such as an e-mail
address, or by a user name associated with the protocol
interface device 14'’ such that all e-mail account
information for particular users is grouped in the data
store 90'’, for example. Where access protocol support
is the same for all e-mail accounts on each of the mail
systems 24'', 26'’, the per-account information may
include mail system information indicating the
operating protocols supported by each mail systemn.
[0115] A data store 91'’ stores a list of all
operating protocols supported by the protocol engine
module 32’7, and corresponding metrics (i.e., ranking)
representing protocol preferences. These metrics are
calculated based on capability criteria, such as the
degree to which features of each mail system 24'¢, 26'°
are supported by a protocol and the security level of a
protocol, for example. Other criteria may also be used
and will be apparent to those skilled in the art. In

. the data store 9177, OWA would typically have a higher
metric or ranking than MAPI, and IMAP would generally
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advant ageously allows this proxy to select a small subset of the

col | ecti ongbheds/afegbe presented to the client in lieu %ﬁﬁﬁoﬁ%%*f@
collection without a significant inpact to the user experience. f23]
More particularly, turning nowto FIG 10, another advantageous enbodi nent

of the protocol, interface. device 14111 is now descri bed. Generally

speaki ng, when he d%?iﬁ%‘g??ejs Fedeat FQPr dtagv el filoan datx| semtest he
protocol interfeee degice bl rape f the data systens
24111, 261". However, 40 WD 2005/ 020498 BBy Th Rome cases
accessing the R%PRAA% R andgnloiatichgli sk ras pottser tgeridiey CAd efte Ni ght
ot herwi se cause,tdymQut s; rtain client, protocols, and |onger than
desired wait 1?p| mes forslan%eg'refra%% %‘}(} Cleer?té}af’t &F £ yueste hEarveieen sent.

Yet, in accordatidd witith herepresenticdspette r Rfcd Q?eéi@ée@drﬁ&nﬁ%[)ﬁeasl n data
may be stored Z[t01t1 profocol interface device 14111 which nay be Uused to
reduce response times. [ 4 PIR5OS Pardidmen madulien @291 otdsomd rigimgianec o dul e

32'"" polls thendaa rsyIreng 24 o anil @ determ ne et her they
currently store data itens as?é%gciogt gg:@vc\)nutrﬁ (%dsgcrhse tcr?gfnaﬁ‘\g;eorbeen confi gur ed
for access thef8§trudidens radetesnf iagulr édheinn aidee spreet et Jgort-erdagmdevi ce
14111 by est abkighi S ount _associ ated, therewith, for exanple.
Polling is pre%kel?ggﬁ%t%g?&f g%nggg %ﬁ%gcé%f)&&ngé wi TR geb6rming whedheal . The
pol ling intermace thpnbena atatke predetennired pabling it gkygl, or an
adaptive polli n% int grﬁal that can be _adjusted based on operating

condi tions or FhECUBECGUPrBRcRCEESHarti &fil anlwvenesacaeswi biroltecappieci at ed

by those skill edpbbrtha, athen[ S425] omse_£o_a,pal | _fromthe protocol
engi ne nodule 32""', a gi ven data s%t&ééngég- Eg, s%ge‘:tggr eW&?ﬁ? Hats itens,
or at |east datBaRteneidesessipretobal tanshppuseddt orethbeyechiardat a

items, to the profocRh ﬁP&@éééfee§§¥£§9m% &ié I ?§eaggégsgéegﬁe0&ata
store 9177 to determine which supported protocol is
preferred or desired, and the supported protocol with
the highest metric or ranking is selected. For the mail
system 2477, OWA is preferably selected over MAPI, and
for the mail system 26°’, IMAP is preferably selected
over POP.
[0117] The protocol interface device 1477 thus
allows access to the mail systems 2477, 26'‘ using a
most capable supported protocol. Through the protocol
interface device 14'’, a client compatible with any of
the proxy modules 347, 36’7, 3877, 407’ is provided
access to one or more of the mail systems 2417, 2677,
The client itself need not support the access protocol
or scheme associated with the mail system(s) to be
accessed.
* [0118] A method of data system access protocol
selection using the protocol interface device 147+ is
- now described with reference to FIG. 9. Beginning at

.Block 160, an access command is received from a client
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identifiers are then stored by the protocol engine nodule 32,11 in the

dat a st or ewor20050m49¢ 92 1"[0126] I n particul ar, the prot egghusengiops2sodul e
32111 may determ ne whether new data itens for a user 11 are stored in any
of the data systens 24111, 261". \Were the data systens 24111, 26111 are

e-mai |l systens, _f et r ot ocol engine 2 querles 41
6 W 200k, 020408" HIT BEaTEhy dorS PR ot oy, thepa tjjﬁslz'é
configured for 'eheintm:f exicte Sa t hr opghert heo Flié)télﬁﬂiss}éﬁ e %ﬁiﬁ%!ec%o 14"'

For each rrallbo a mai | system returns, at-a mninmum a list of
uni que |dent|f| Qﬁﬁiﬁ TERRRS 1 ePIR tHhad rang STty @y odtamadd iTf t he

mai | box. [0127&0A Qi Qe WA | lpdisn d el cathay ¢ Wdd), 1@ ; previous UD

list for the mailbox in the UD store rnlne whét her new
messages have b‘é%]lf?CtﬁCbr@til ilade ¥l .| koheatwitdes riid s tsempolrft ez w

nessages are d pr.ef ey.abl t to.a  user's client by
t he protocol engine m)da'l'ln‘5 a%glﬁcl % aec zﬁl 106?1‘\/\,1%%?1'{ Hjé‘tlar SWetERd isr oxy
modul e 30111 (o&cc&ﬂﬂﬁdﬂﬂSﬂnynﬂHuﬂﬂeMﬁbﬁé&Bgﬂdﬂdﬁéﬂ st eyifrge 1¢eyvi ce

14'"'*), and the current URlist including the new messages is stored to

the U D store 921 GEE318% e dHd urdditeshmshost a adc Bdeskopgébat i ons
s viewing a | ieiding it BB LU e sta ol 4 Jdata S{ﬂgﬁ%’ As

especially where the data itens are ages stored on mal
~ descri bed abovéﬂoﬂﬂ%@lpﬁ@ﬂ@@@lqauyhﬂpsnudamgt&atbﬁ ptl Bl oohke @e2raBa of

the data syste N 111109 det ect HEMId itens based on a list of
U Ds stored inqaﬁgéﬁ Ser% gop=e %e%théTSF gﬁ APYEEEBT i nterface
device 14111 hd®$1a9]l ocalitl sabung &k Hb@@domhg@t@h@tgggtbggg wepe stored at_

the data systens 2411ép 26111 the |l ast time the data systens were polled. {
[0129] I n accof§&ice GPtR Bhersr 84ént 1asputt obr eramplayerempharyhert -

protocol enging pRAELEo32ptd rkbhl8Y ®inking technique that may be

used in accordance with the present invention. Protocol

preferences may be inherent in the ordering of a list
of supported protocols, for example.

[0120] Further criteria than metrics or overall
preferences may also be considered when selecting a
protocol. The type of client from which the access
command is received may also affect protocol selection.
Where the access command is received from a POP client,

for example, many of the enhanced features supported by

'\-.J“l

OWA cannot be represented in POP for transfer to the
device. If a user has only one type of client for
accessing the protocol interface device 1477, then the
per-account information may be adapted to reflect the
type of client or to limit the list of supported
protocol based on the type of client. Otherwise, a
further step in protocol selection may be to determine
the type of client from which an access request is

- - received.
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the stored UDIlist fromthe UD store 92111 when a "view itens" or

simlar acegssmosegusst is received. This stored U D |i stperyi266/005729
accurate to within the current polling interval, is then returned to the
requesting client. This provides a nmuch faster response 42 WD 20051020498
PCT/ US2004/ 005729. .time than accessing the data systens 24"', 26"' when
the request is F&t2lled, AstsFnateelppradietedanabiaoeeesk¢dled in the

art. [0130] In the-&a884 R I d f a%%l ] | ] i,mes out
if no response t‘HOE% r equgé¥a? scg%ragcé veed“vﬁ ﬁl%r(l egsesc%&]ngtéa&\léh@gé/% hkgereePOD
client is opersgliegted, aambbine wiceimssitidninnibstivans tdeyiosiectead ency

within the wirel ess_comruni cation etwork ca cause de s that are

significant rel®tive t%r?tf“l?%oél Ia}r}ﬂstgﬁa rpe‘soézd?'f's‘gl_ tfiur%.’oﬁqf‘éif t'dt r esponse
tinme associateslvéith ps ovasiing] sl AR 1distod bf @RRONSE, e @ data
access request is, particularly advantageous in these types of scenari os.

Even in the abseht@ofPratrIrki Mooty aifntdatan dustesraretipunse ti ne
enhances Lhe URinglierdLNGR Al Pl &Nt JEAUGNG e, V@lré)eoét{egf?)l] A

bet ween sending a data access request an recelving a respo
descri bed abovedyy tiHe: stlotedt Widddcstl issre aocursdisddy wildrgnd herpol | i ng

i nterval. V\henstheoséto(ied uDlist i rqoqvided tqQ a client in response to
a data access rofiRdtt®q s CoPHétgiGe DA JEHSDISE pol | s
the data systemrHceded ,ablidin tdlel IdHng gt herrdih g Hed 4 D | i st

is still accurate. If newitens have been stored at the data systen(s)
24111, 26111 si¥e™ere last poll, then a new UDIlist is sent to the

lient. This f 14 f , 4111, 26 ' f d
clignt. Thls fidiien o 4Rahy.! N MRSV STl 20U LY s perfor e

ei.ther according to the polling-i
request. [0132]selnvenid |thmugbppeoxdiesd Riab,t hbieprlededioyg is often
positively correlated to the cardinality of the
collection being accessed (e.g., number of email
messages in the mailbox being accessed). As will be
evident from the following description, the present
invention provides an apparatus and technique that may
be used by the proxy to give the client the illusion
that the collection being accessed is smaller than it
really is. For exaﬁple, a proxy may show only the 100
most recent messages in a mailbox( while the mailbox
itself has 2000+ messages. The present invention
advantageously allows this proxy to select a small
subset of the collection that can be presented to the
client in lieu of the entire collection without a
significant impact to the user experience.

{0123] More particularly, turning now to FIG. 10,
another advantageous embodiment of the protocol
interface device 14/'’ is now described. Generally
speaking, when a data access request is received from a
client, the protocol interface device 1477’ accesses

one or more of the data systems 24777, 26''’. However,
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description relates to "viewitens" or simlar data access requests. O her
types of dwioz086@%% requests nmay be processed by ot her pegRRNARDS20"
nodul es of the 43 WO 2005/ 020498 PCT/ US2004/ 005729 protocol interface
device 14r". For exanple, such data access requests are translated, if
necessary, by the _front-end pr ox nodul e 30''', as described above. [0133]
The protocol int8rfalE gavfie ‘i%i%ﬁ”?%e‘?lé% aty | IRETRe eard tRreREdHRY a

systems 24111, 261ddpoasd tHrews desidof feshiced-hesPrase-dhdes: { QL YaLi ous
types of data access requests. Through the protocol 1 nterface device

14111, a clientfesnparidie olienamrofoshks, prrd okohge harithedldyi téd
front-end proxy,ged 1%;. i vigded access to one or nore aof the data
systens 241", “2’61" %%ﬁggc |en‘% S?%‘gs%légnaee%f%% ts%%%%]ftatlﬁeequ%%tcg%%s
protocol or scheeenasswci aled, vir ladderdiaice WSt efis)p2dddds 26Jddcto be
accessed, as not]gd ﬁbo.ve. %0134] A et hod of reducing rescg)onse times for
data system acesk? et Wy iF T hrdstict dray herferieed devitdee 14111 i s

now descri bed wibrsespemitdOrddGddhtice Bagimning & Blpak 1704 a data
access request is_ received at Block 171. A determnation Is then nade, at

Bl ock 172, as t¥SWHe® he?SRRRSE gemdsent to the data access request (i.e.,

a UDIlist) is y st ) ta is.n | ocal st or 21",
then the st oreg atja is %Jr%ipfe%e{)lﬁt%@eg%e%tl?rnogtocc’fcfa]enefn,glaﬁe “ﬁ%%ﬁe 173.
"After the store3Rdat adidss Been datansmisttends 240 1'he I8 entto Aetidrmihesuch
dat a has been store‘_g tte dat argglyig{e s) 2411r, 2611, to which the data
access request” ekt ReY souRsaT V& BtE Terss|asgegitisshalitdtep of

determ ning whaiders (et Relleeb At aomaguied ifbd eRRASe dig gl | 1S )
different fromthe stored data may then"be performed at Block 175. If soi 3
this means thatV3%Het @1ss aadigaredstior ddeopratvedatia teysten slevidEl 1,

26111, and the data rk?yceés\f%%liis@li'h%sgo'ﬁ%%rt %ct&%r&malss!osci%rt%\g ded to the

client, at

therewith, for example. Polling is preferably performed
in accordance with a polling interval. The polling
interface may be a static predetermined polling
interval, or an adaptive polling interval that can be
adjusted based on operating conditions or the
occurrence of particular events, as will be appreciated
by those skilled in the art. '
[0125] In response to a poll from the protocol

engine module 327/, a given data system 24¢'’, 2677’

. : ?3‘
returns data items, or at least data item identifiers 4

that can be used to retrieve the data items, to the
protocel interface device 14777/, These data items or
identifiers are then stored by the protocol engine
module 3277’ in the data store or memory 9277r.
[0126] In particular, the protocel engine module
32’'' may determine whether new data items for a user
are stored in any of the data systems 24777, 26777,

L Where the data systems 24777, 267/’ are e-nail systems,

for example, the protocol engine module 32777 queries
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Block 176. It is also locally stored in the data store 44 W 2005/ 020498

PCTI US2004w0G00543049821" . at Bl ock 177, thus concl udi ng t herddusigest:ed
nmet hod (Bl ock 178). [0136] By way of exanple, data access systens and
met hods according to aspects of the invention nay be applied to other
types of data storage devices than numil systens, and other protocols and
access schenes MahdipAdio s spadtidd atdth dosdr bt abovislancedhbyin én  t he

drawi ngs. [0137]..Addj t i onal of e inventiaon my be . found in
co- pendi ng applzﬁlaca iddoctndsegels(’rjllttlIL{ﬁ%gltc?Llllr m%%@@#@ﬁ%ﬁ%ﬂﬁﬂG REDUCED
ACCESS LATENCY 14AND .REATER MEMAADS osatdigney dackiat spsther b,

COVMUNI CATI ONS SYSTEM | NCLUDI NG PROTQCOL | NTERFACE FOR  MULTI PLE OPERATI NG
PROTOCOLS AND RELATEBWEHIeDS, it siheipidik didaitiddrenD. Ubes)

QOVMUNI CAT! ONS oeSTEM : J2RGMI B MGrEXTENR] Bl SRAREOL TRANSIATLON ERATURES
AND RELATED METHODS, attorney docket nunber 1D 507; Eg\/I\/UNI Tl SYSTEM

W TH DATA STORAGE2FVI CEA IONTERBACE IPRATGEE0L sCOMMECTORS 3AND! RELATED
METHODS,  att orpey .dock r D506, CQUMUNI CATI.ONS SYSTEM _PROVI DI NG
MULTI - LAYERED E%%ﬁ%’%?%qa%ﬁ:% %%EE%EB%E * attorney
docket nunber [927303;tcaridt cCOVMNWGATHINS riBVE M saNClsUblaNG RREFHOCOL

| NTERFACE DEVI CE PROVI DI NG ENHANCED OPERATI NG PROTOOOL SELECTI ON FEATURES

AND RELATED MEFHOBSY dft Sffeffoddeiret aturher maid. gystanhe Idntise di scl osures
of which are h%{e%@ége'sn%(i‘rep@!é%tel@;@e@r & D refigr %’S}%gg\f%l\ﬂiéso%éﬁ{ Q138] An

exenpl ary hand-held nobile wireless comunicatio hat can be
used in the plesaEie chienti by ithef pritercade sowiilped modutllee 3¢dfplim  bel ow

her Ussoos; bosssgperetidll vt €RY $5oh0%nt B MRRAY Sy (or
another component of the protocol interface device
14777}, and the current UID list including the new
messages is stored to the UID store 92777,
[0128] One of the most common data access operations
is viewing a listing of data items currently stored at
data systems, especially where the data items are
messages stored on mail systems. As described above,
the protocol engine module 32’7’ polls one or more of
the data systems 247", 26’’’ to detect new data items
based on a list of UIDs stored in the UID store 92777,
Therefore, the protocol interface device 1477’ has a
local listing of ULDs of data items that were stored at
the data systems 24777, 26’’’ the last time the data
systems were polled.
[0129] In accordance with the present aspect of the
invention, the protocol engine module 3277’ retrieves
the stored UID list from the UID store 9277’ when a
“view items” or similar access request is received.
This stored UID list, which is accurate to within the
current polling interval, is then returned to the

~ requesting client. This provides a much faster response
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i ncl udes a housing 1200, a keyboard 1400 and an output device 1600. The
out put deviyeezob@psi S a display 1600, which is preferablegaiahdilobs@s aphic
LCD. O her types of output devices may alternatively be utilized. A
processi ng device 1800 is contained within the housing 1200 and is coupl ed
bet ween t he keyggl%éd 1400_and the i spl.ay 1600. The glr ocessi ng devi ce 1800
controls the operat ot tRRSHrSpHay 4860, SVELSRT 1245  the?®Ver arten
operation of thehavhidgedeviserd08Dyeln IESPONSaLY Oa%%%é&'fé{%@ keys on
the keyboard 1400 by the user. [0139] The housing 1 may be ongat ed
vertical l'y, orthese tekelbed otmetheiaels. and shapes (including clanshell

housi ng struct ufgs The Y r y_}ncl mode sel ection key, or
ot her hardware E)r 3soo tmarig‘?f%?g svmér(f?c%# Ny %tgej‘fv%%neqtemf%ﬁt‘?’? 1 et¥hony
entry. [0140] ¢hiemiditims tout hef piocessidigsalans ce A8 st ofder parts of

the nobile devigce 1000, ar, shovg schematically in FIG 18. These include a
communi cat i ons STESYS e g 30 sHRTeEdan dhets i Rk i Ohertubiey st em

1020; the keybogsek400y and a thsh o Rl aye 11600, alang .
i nput/ out put devi ces Q%{060, 1080, 1100 aend 11200; as V\%%iba% %n%lrcye’devi ces

1160, 1180 and }3remsts withem ddve cel melssyss taomenuki0da t i e mashidiek deard ce
1000 is preferablya - I cat,i ons device having . voice and
data conmuni caiét%l1 ons %e;%ﬁﬁ@%esé : N %’cﬁaﬁlﬁc St tive-Fonid &° ddtite 1000
preferably has Yihel teapalsidridnsd dicommin catse o tepdifie aohUt er systenms
via the Internet. [.0141 rating system software executed by the
processi ng deviacsésof%@%qci ‘"’F%%Z’f @%’%ﬁ%@eﬁq%%‘ Uit dlidstteritn giespenssuch as
the flash menorp BleQtabilccdBy Rensiar ad ia QLRern Ly Iy, devi ces,
such as 46 WD 2005/ 020498 PCT/ US2004/ 0(]5725}Ial a read’:1 oﬁf%%ﬁ%ﬁé&o or {1
“similar storageéfeltdfsst tybes addisdeorriopst Evesofirndihe, adpecidd ofdevi ce

such time constraints, a faster response time enhances

the user experience at a client by reducing the wait
time between sending a data access request and
receiving a response.

[0131} As described above, the stored UID list is
accurate to within the polling interval. When the
stored UID list is provided to a client in response to
a data access request, the protocol engine module 3277
preferably polls the data system(s) 24777, 26777 to
determine whether the stored UID list is still

N
v

accurate. If new items have been stored at the data
system(s) 24777, 26’7’ since the last polli, then a new
UID list is sent to the client. This further polling of
the data systems 24’77, 26’’’ is performed either
according to the polling interval or initiated by the
data access request.

: {0132] It will be appreciated that the preceding
description relates to “view items” or similar data

.- ' access requests. Other types of data access requests

may be processed by other components or modules of the
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applications, or parts thereof, may be tenporarily |oaded into a volatile

store, sucWwoamogiresggandom access nenory (RAM 1180. Compgii¢ahiainssi gnal s
received by the nobile device may al so be stored in the RAM 1180. ?0142]

The processing device 1800, in addition to its operating systemfunctions,

enabl es executi oftware applications 1300A- 1300N on the device 1000.
A predeternin %Q%C% éﬁggpg%‘f%oﬁ%v%%%tl‘gbhf r of °pagkempleyi gechpdatai ons,

such as data anscyesseregeEvURi £24 1 ©ASHdBIOS aneds13 ipgLalled on
the device 1000 during manufacture. In addition, aggg?gon beYnﬁ?)%rrati on

manager (Pl M et nPRYY Heodinke o302’ , dus i dgsomibuédcaboes. The PIMi s
preferably capajpdes or 4! naging data.iteng,, such as e-mail,
cal endar event si,fb vo?)]::e mal s,%%ﬁ#n%%%ﬁf%%% ?%gkcei {r%m; B
application is alsvpratessdlyo dapable-a ofyseans ngaand, regei vj ngngata itens

via a wrel ess et r k €401. referably, the PIMdata itens are
seam essly int égrated:® sychr %eecg P Upthat s afehevaniows dswreret wor k

1401 with the devidediseiisss GUIGRSAANdiRg - dala i associ at ed
with a host copputer system [0143] Commn%ti%lﬁl(?%%?%cﬁg,ﬂl{tn% u%cieﬁg

data and voi c&ERRINME L o cldraatpardmpateidb tdinoligh dte ofdrtruni cat i ons
subsystem 1001 2 ROSS iH the._short-range co i cations
subsyst em The ¥ com’?ltjgr?i cgﬁ o&&%’g%s eeﬁﬁclﬁfgl ?rﬁillﬁ%&y éﬂ% vt 1500, a
transmitter 1526, perdicheel Groawmse tanternags keA® i trkbekhed naddifd on, the

comuni cati ons ,Syhsys ,100 al sqQ includes a processing nodul e, such as a
digital si gnaFiprode gé(?r ('D%IS‘)e é@@?taﬁ&q%ln%%iqqtatwm Whe

2005/ 020498 PChUS2Q04 Q#2683 okl FBhetOhssHRe LiilG 483 g1 and

i'mpl ement ati on of the conmunications subsystem 10017is depen et upon the
communi cat i ons SHEERBYIR)i R4KI eh26hé  ndbi be deresesc0Gs irmtHat emdet:.t 0

operate. For exaqRlsg. @ ﬂpgkkﬁogegkcﬁeducing response times for data
system access requests using the protocol interface
device 14’’’ is now described with respect to FIG. 17.
Beginning at Block 170, a data access request is
received at Block 171. A determination is then made, at
Block 172, as to whether data pertinent to the data
access request (i.e., a UID list) is locally stored.

r then the

stored data is provided to the requesting client, at

Where such data is in a local store 92777

Block 173. After the stored data has been transmitted
to the client, or if no such data has been stored, the
data system(s) 24'’', 26’’’ to which the data access
request relates is polled, at Block 174.

[0135] An optional step of determining whether the
polled data received in response to a poll is different
from the stored data may then be performed at Block
175. If so, this means that there is new data stored on
the data system(s) 2477’, 26°'’, and the data received
.- - in response to the poll is provided to the client, at

Block 176. It is also locally stored in the data store
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1000 may include a comuni cations subsystem 1001 designed to operate with
t he Mobit e 200810849BACK' ' or CGeneral Packet Radi o Ser Vi gerifdhtalesmbi | e
data communi cations networks, and al so designed to operate wth any of a

vari ety of voi

ce conmuni cati ons netmorks such as AMPS, TDMA, CDMA, PCS,

GSM etc. O her %ypez % ? ?Zggg ce net wor ks, both separate and

integrated, nay als

u? henpbrfendelieei lbostrapads]

Net wor k access megihbterBnbskvarg) dependi ng upon the type of conmunication
system For exathgFmin t he Mobitex and DataTAC networ ks, nobile devices

are registered

nunber or PIN

e neP¥or&Y uef neranpihe quéaperasoness sylenénd i gadi on

agse e RS, net wor ks, however,
net wor k access ?s ﬁggéog?§%£§F€?f€ £§§%é%?l%€rt T ﬁ%%$mg¥ on'RYike A
GPRS devi ce thea:epbitedr’eqwtlesr at s o f b;mta dendidge doeides ©ofponly

der. to erate on a GPRS network. [0145]

referred to as in
When required ne‘%l iy?a,r%%fp%‘t raaﬁﬁ5 ST Q/%‘H%rﬁllﬁ RIS e heen
conpl et ed, the tindhl ehoslevime: 1000 TRY &end. {féé’ea&?rgﬂ% fFaions

signals over

t he conmruni cation network 1401. Slgn S receive fromthe

communi cat i ons Te® WoFR*HEA- by the antenna 1540 are routed to the receiver

1500, which p

filtering, channel selectlon etc.

f t ue down conver si on,
ro[/gﬁgﬁ OrACﬁil%aAnaqn@é (ﬁt{:a I or}_, thr e%tﬂ/veaﬁ:%ln@é’t 28 di gi taI

conver si on. Anaf@prd dlelcgJMndm@\eejrﬂlmmjoﬂ&@ﬂ&Gﬂé@d signal allows the

DSP 1580 to
2005/ 020498 P
manner, sign
nndulated and
transmtter
conver si on,

R o0 ok FR e R R oG, TS i | ar
|7NTF REI&A Hoped recessed (e. 9.
""Sﬁioﬁidl)%ﬂfy;?%’&‘ e s Rl $ % e

ONSI SYS TaNa THFLEMTNEr FROTOCOLE (HEMRFAGE FOR
FiMuarreS: ARATTNGA BROPORDT S hRTS B A YD (2 rkl%s,

attorney docket number ID-493; COMMUNICATIONS SYSTEM
PROVIDING EXTENSIBLE PROTOCOL TRANSLATION FEATURES AND
RELATED METHODS, attorney docket number ID-507;
COMMUNICATIONS SYSTEM WITH DATA STORAGE DEVICE
INTERFACE PROTOCOL CONNECTORS AND RELATED METHODS,
attorney docket number ID-506; COMMUNICATIONS SYSTEM
PROVIDING MULTI-LAYERED EXTENSIBLE PROTOCOL INTERFACE
AND RELATED METHODS, attorney docket number ID-503; and
COMMUNICATIONS SYSTEM INCLUDING PROTOCOL INTERFACE
DEVICE PROVIDING ENHANCED OPERATING PROTOCOL SELECTION
FEATURES AND RELATED METHODS, attorney docket number
ID-495, the entire disclosures of which are hereby

incorporated herein by reference.

EXAMPLE
[0138] An exemplary hand-held mobile wireless
communications device 1000 that can be used in the
present invention is further described in the example

below with reference to FIG. 18. The device 1000
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communi cation network 1401 (or networks) via the antenna 1560. [0146] In

S . . . . . f or
addi tion twopnesessgng conmuni cations signals, the DSP }e@kispifiosies for
control of ?ﬁg receiver 1500 and the transmitter 1520. For exanple, gains
applied to comunications signals in the receiver 1500 and transmtter

b d I controlled ough automatic gain control _
iisgzggr ir?%m;ei ﬁpﬁjgﬁrr%]ynf&e%s b nrhqlf?e”t?slg';‘?l&o%o.a [AvER2 G Hhiand ormumi et ons
node, a recei vetbvistqgms0o sugle asiddte Xl VRSS9 Meh, Qﬁgaﬁ)]?am%}%{ I'S

d by the comunications subsystem 1001 and is 1np
B?gggggﬁng éevi“@&%d{ﬁ Prifs 9raddiv ed ftslilgrmiapfﬁq dﬁé]i)_ }* mwleoomwor ssed by
t he processing 1%;’@@&%%§9{ n, QUL RuL, Lo ot I play ,
al tePnati vel y too some ot her a'uﬁyfil ary ﬁoq%(sléree\ﬂyc el(b%(}__ IZ€ Yo ce user TZ%O
al so conpose d@kPdasEing sleoticas 1800THId cmasdgRs, WG iR kRyRoaf

il,iary 1/0 device 1060, such as a touchpad, a ™ rocker
2\?\,1(1{ g[} Sgnfhucr;g'%e%l%?g 6':'3 géﬁé’lgfjhz’ieq“ﬁfﬁ’él he iKFpBragey 1400 Pinsl ¢@|@posgg
data items may diligndge 1600anehiet HOd@KAG 1 e1LABIIAEAR LoD DILIQLK, 1401

i the communi cations subsystem 1001. [0148] In a voi ce comuni
\r/rloge, overal | CBFEPAEEN Odf thReddopiley 160Qubetsameilal hy hei loatert:a 1t he

Speaker 1100, ahd o ga °f o cagoiie HERICET 08600 sedkongrono -

speaker 1100, and signals for 49 --"-"----" j
P?:T/ US2004/ 005228uaicapsnpfskensave ganekatyedaby a400chophane1120.

Al ternative voi audio 1/O subsystens, such as a Voice nessage
recor di ng substsB?g’%5 mybgﬁsgoBﬁlngrri?QReﬁ‘ﬁé’dbﬁneiﬁ@ga‘éeiic@em@oalllmf

addition, the odiapbayak600nmynaksgibesubhbi 24pbl YPLESEREMUNI cations

nmode, for exanple to display the identity of a calling pa y; the

of a voi ce clamshell housing structures). The keyboard may include
a mode selection key, or other hardware or software for
switching between text entry and telephony entry.
[0140] In addition to the processing device 1800,
other parts of the mobile device 1000 are shown
schematically in FIG. 18. These include a
communications subsystem 1001; a short-range
communications subsystem 1020; the keyboard 1400 and
the display 1600, along with other input/output devices
1060, 1080, 1100 and 1120; as well as memory devices
1160, 1180 and various other device subsystems 1201.
The mobile device 1000 is preferably a two-way RF
communications device having voice and data
communications capabilities. In addition, the mobile
device 1000 preferably has the capability to
communicate with other computer systems via the
Internet.

7 [0141] Operating system software executed by the
processing device 1800 is preferably stored in a

- persistent store, such as the flash memory 1160, but

may be stored in other types of memory devices, such as
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call, or other voice call related information. The short-range _
conmuni catwormosapsgst em enabl es  commruni cati on bet ween bh@nm@mmm@nﬂev!ce
1000 and other proxi mate systenms or devices, which need not necessarily
be siml|ar devices. For exanple, the short- range comuni cati ons subsystem
may include an infrared . device angRassociaLed circuits and conponents, or

a Bluetooth' cOnHHT A HASTYEN BREY fodide-kag stOmami TRmoH wikh

si m | arly- enabl gdd bysdre s witdem A8y &@sre [ QAN : AVRNYSpdid i cations and ot her
enbodi nent s of the_inﬁgﬁilon will come tothe mnd of one skilled in the

art having the Hnefatigmghen éﬁ#ﬁﬁ@ﬁl@@s‘eh ntir@dff hm_tmdmraqu' '?g o it
descriptions a SsQci_at ] ..Jherefore, it is understoo a
the inventi onrmij%é&r.l%% to eglxﬁ%ﬁdge%\% 0 ree'sﬁélcﬁhf % Wibhdd ! S osed,
and that nodi firemdmns(Ri Ilerodidemts iara iionsendefh410s he:daicladded, Wi t hin
Program Li stings Pr

the scope of the appended, cl.ai ns. Conputer . ogr am
'St ng Bt < B RS A ISR, 316 IRt s = SHREPHN 1, G O 1
Depth: 0 Brieffoldsfyr ag TEh G ir%@e%ﬁtc‘e-rm'o_,t ot /281 AQnR0

2005/ 020498 PCT/ US2004/ 00572 X UP_L N: svr=login. oscar. aol.

com&pr t =51908&s st =0 gRegiatdaRivdren Tanadtons, gempbles BReSYNCof aifse X UP

IS MO it LRI L ARG T 90 SRR
Cont ent - Lengt h.pmglketermined set of applications that control basic

device operations, such as data and voice

communications 1300A and 1300B, may be installed on the oY
device 1000 during manufacture. In addition, a personal “F
information manager (PIM) application may be installed
during manufacture. The PIM is preferably capable of
organizing and managing data items, such as e-mail,
calendar events, voice mails, appeointments, and task
items. The PIM application is also preferably capable
of sending and receiving data items via a wireless
network 1401. Preferably, the PIM data items are
seamlessly integrated, synchronized and updated via the
wireless network 1401 with the device user's
corresponding data items stored or associated with a
host computer system.
[0143] Communication functions, including data and
voice communications, are performed through the
communications subsystem 1001, and possibly through the
short-range communications subsystem. The
communications subsystem 1001 includes a receiver 1500,
a transmitter 1520, and one or more antennas 1540 and
1560. In addition, the communications subsystem 1001
. also includes a processing module, such as a digital

signal processor (DSP) 1580, and local oscillators
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<?xnl version="1.0"?> <D: propfind xm ns: D="DAV: "

xm ns: h="hiybRods36HgMmas. m crosof t . conl hot mai I'P PCT/US2004/005729

xm ns: hme"um schenmas: httpmai | : " xm ns: up="urn: schenmas: cor p: uni ver sal pr oxy"

> <D: prop> <hmcontacts/> <hmcalendar/> <hmjournal/> <hm notesl>
<hm sendpsg/ > <hmsentitens/>

<hm i nbox| > ut box| >
<hm del et edi tem@‘@ dc’u))ér?ar af £8/SPechid G vl ger aBAt Lmplementation of

<up: cor por at eCOtEEélCé@IﬁIﬁunf@a%rP@éﬁk?sys%rﬁ'ﬂé&l 4D cﬁ)élggnderfé P& RPL pijpd>
HTTP/ 1.1 207 Multi-Status Set-Coo

| ONI D:C?OW@E@Q@BWA@DBMW%M/W@MW@ Typeo
JSESSI ON 06 Aug 2003_18:20; 28 GMT

text/xm Transfe d chunked Dat

Server. Apache JC% Ep?%la% AP - orﬁo’rl ??“a‘%ﬁ‘l%%dl geelkjrke glegice

<D: nul ti st at us Mmmsna@: DAL U TH NESTUAET LB STARIBSIIHF Pt &R VEFFal proxy”
" xm ns:a="um schenas: cont act s:

xm ns: c="um schengs: cal endar .

xm ns: hm=" um séf?e?ﬁ%n 3 t tRrerRera b imthe) aluheernfs: nba t 4 BAS! o

S eSS e e P Bdd | 0A S A0 WSsT BB PLE ol ProPStat >
<D: status>HTTP/ 1.1 200 OK</D: status> <D prop>" "

<hm i nbox>ht t p:9ommyEel ¢aistorg) 86/ iwsardshNB@Xd/dimo iddmigned to operate

| ON _ URW<I hm sendnsg>
<hm sendnmsg>ht 1'\,\Bt/ %%al hofgtagquaglu 3 A?' vl\c/ﬁlcl'e Sc%l?rlt\r/lnu%S:Lcatlons networks, g

such as AMPS, TDMA, CDMA, PCS, GSM, etc. Other types of
data and voice networks, both separate and integrated,
may also be utilized with the mobile device 1000.
[0144] - Network access requirements vary depending
upon the type of communication system. For example, in
the Mobitex and DataTAC networks, mobile devices are
registered on the network using a unique personal
identification number or PIN associated with each
device. In GPRS networks, however, network access is
associated with a subscriber or user of a device. A
GPRS device therefore requires a subscriber identity
module, commonly referred to as a SIM card, in order to
operate on a GPRS network.

[0145] When required network registration or
activation procedures have been completed, the mobile
device 1000 may send and receive communications signals
over the communication network 1401. Signals received
from the communications network 1401 by the antenna
1540 are routed to the receiver 1500, which provides
for signal amplification, frequency down conversion,
filtering, channel selection, etc., and may also
provide analog to digital conversion. Analog~to-digital
conversion of the received signal allows the DSP 1580

to perform more complex communications functions, such
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<hm sentitens>http://1ocal host: 9080/ ups/ Sent Itens/</hmsentitens>

<hm nsgf olnsleremabeddkt p: / /|1 ocal host 9080/ ups/ </ hm nsgf ol detfagbsnes6d3290r Op>
</D:propstat> </D.response> </D:nultistatus> 51 WO 2005/ 020498

PCT/ US2004/ 005729 Program Listin #2 - Exenplary In ox Request Query Fol der
Capabilities: REQUEST: OPTIONS /upsANBOX/ HITP/ 1.1 User-Agent: Mzilla/4.0
(conpati bl e: MBISEISmOduhpidens 2Rt 5eGPdicgnndst PoRimkéap- RRPIE T Host -

| ocal host : 9080 g g%%h@etéSE§S£QHhQﬁ§%Q€Q|%ED%Q%BE%%Q@§%DQ261A§9@935

Cont ent - Lengt h: RESPONSE: HTTP/ 1.1 200 al l ow. OPTIONS, PROPFI ND,

MOVE, DELETE, BDRCEFEcIBVEVH: 8BARCHtedaghd encoded) by the DSP 1580

Content - Longt herl Bee Ehady BE g A L oS REs s ol B €820 B whche
Coyote/ 1.0 LISH;@&&%&QQ% bﬁa&N@Q&oanEQMEST £PBERELND bpp&thBE%hoHTTpll 1

Range: rows=0-24 Depth: 1,noroot Brief: t Pragma: ng-cache _Content-Type:
t ext / xm X_UPfRéﬁRESHgCAéﬂEllféFéé19§eﬁnﬂgéﬁﬁnﬁﬁ%ﬁﬁP8T4t9 EB6npat i bl €;

MBI E 5.5; W ndewsni¥hi2a®)k onCRBRGE KO 40KeQB ALY GRS kQgakhest 9080
antenna 1560.

[0146] In addition to processing communications
signals, the DSP 1580 provides for control of the
receiver 1500 and the transmitter 1520. For example,

gains applied to communications signals in the receiver

1500 and transmitter 1520 may be adaptively controlled
through automatic gain control algorithms implemented
in the DSP 1580.

[0147] In a data compunications mode, a received
signal, such as a text message or web page download, is
processed by the communications subsystem 1001 and is
input to the processing device 1800. The received
signal is then further processed by the Processing
device 1800 for an output to the display 1600, or
alternatively to some other auxiliary I/0 device 1060.

A device user may also compose data items, such as e-

B
L

mail messages, using the keyboard 1400 and/or some
other auxiliary I/0 device 1060, such as a touchpad, a
rocker switch, a thumb-wheel, or some other type of
input device. The composed data items may then be
transmitted over the communications network 1401 via
the communications subsystem 1001.

[0148] In a voice communications mode, overall
operation of the device is substantially similar to the
- data communications mode, except that received signals

are cutput to a speaker 1100, and signals for
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Cooki e: JSESSICNID=C7OCD1AED7D2BE210834D93F7ACD6935 Cont ent - Lengt h: 586

<?xnl  ver sy@gosle2bseg> <D: propfind Xxm ns: D="DAV. C IUSZQ04/003729
xm ns: hme"um schemas: httpmai | . " xm ns: mE" unschenas. nai | heaa ns:
up="um schemas: corp: un iversal proxy"> <D:prop> <D:uid/> <D i sf oI der/>
<D:ishidden/> <hmread/> <hm hasattachnent/> <hminportance/> <mfrom >
<m subj ect/> <Jmiaifm/ss iap drsdalastaadited Y getrmioniogidren gri7 0~

<D: contentcl assf> .. </ .nrop> .</ D: praopfi.nd> 5/ 020498
PCT/ US2004/ 005%]91:@1&{?%%8’9%3%@% ty\%bst TS oot BhtiRahge: rows
0-8; total =9 GanteentmeBserie tx@ddﬁdﬁng Enm@fse:renﬁnmq» RQ:sccimked Date: \Wed,

06 Aug 2003 18: 20 28 Serv Apache _Coyot e/l 0 <?xm version="1.0"
encodi ng=" UTF- gt %dt s dHLRe 30q9ay k. addition, the

XM NS: UP="Um S IS £ AeboH =¥ AP HRX it 1 ITRS 16 viyTikchemas: cal endar .
xm ns: a="um schemas: contacts:™ xm ns: hm="um schemas: htt pmai | :

xm ns: mE"um scmmmalmmde,djmmmmmq@@h&pﬂ@ tent ent r ange>

<D:response> <|.3Lde|?1t%f >J]t tfp a/ /cla ?Llngo%targcmm/ ura >:§/o§1623§63 vloféeD href>
<D: pr opst at >
call, or other voice call related information.

The short-range communications subsystem enables
communication between the mobile device 1000 and other
proximate systems or devices, which need not
necessarily be similar devices. For example, the short-
range communications subsystem may include an infrared
device and associated circuits and components, or a
Bluetooth™ communications module to provide for
communication with similarly-—enabled systems and
devices.

[0149] Many modifications and other embodiments of
the invention will come to the mind of one skilled in
the art having the benefit of the teachings presented
in the foregoing descriptions and the associated
drawings. Therefore, it is understood that the
invention is not to be limited to the specific
embodiments disclosed, and that modifications and
embodiments are intended to be included within the

scope of the appended claims.

Computer Program Listings

Program Listing #1 - Exemplary Authentication Request

PROPFIND fups HTTP/1.1
Daepth: 0

Brief: t

Pragma: no-cache
Content-Type: fext/xml
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<D: status>HTTP/ 1.1 200 OK</D: status> <D: prop> <D:

ui d>3ac59bRec®aldns6435ef ea 144660e3</ D. ui d> <D:. i sfolpderiszéird/obl2o

i sfol der> <D: i shi dden>0</D: i shidden> <h m read> 0 </h m read> <hm
hasat t achnent > 0</ hm hasattachnent> <hminportance> 1 </ hm i nportance>

<m fronrMai | lwer ubsyst em & t; MAlI LER- DAEND\I@OI conp</ mfronp
<m subj ect nk </ m suhl.ect > <
dat e>2003 é;%%%’ i? éé e HQB’(QB%O l'mgdel e pe(sj’> up " i sdel eted> <D:
get cont ent | engt;h‘b&?ﬁg ,.g@;p\@g@t@l%l engt h>
<D: cont ent cl asseuPNNEQOLANE - cl asses: nessage</ D: cont ent cl ass> </ D: prop>
</ D: propst at > UskEAgeaS Mobies0 (cSBipait&p MSHEES:5; Windows NT 5.0)
<D: hr ef >ht t p: / /Goovetidro EeeOABO/ ups/ | NBOX/ 6623954; 1 </ D: hr ef > <D: pr opst at >
<D: st at us>HTTP/Hpstl loo@pst$80D: st at us> <D: prop> <D: ui d>51073b22a28c2820115
bc8Qd42e8c6ec</FoMeptliepsth: 68 | sfold a r>0 </D: isfold e r
<D: i shi dden>0</ Q | shﬁ%deﬂ v <hm read>1 </ hm read> <hm
hasatt achnent > Qat't a r’rgnb> «<hm | 1] orta ez <m
o] N Ghietonee ﬁ@ﬁ e bsrosi il 3& le % Pl
t enpl at e</'m subj te>2003"0: 2
<up: i sdel et ed>0</¢m}¢o§g@(g,et ed> <D. getcontentl engt h>
1577</ D: get cont erthveraghbiar>
- <D: cont ent cl ass>whntjaordient - cl asses: nessage</ D: cont ent cl ass> </ D: prop>
</ D propstat> <|¥dDmnretgsbnse>

<hmiinbox/>

<hm:outbox/>

<hm:sendmsg/> '}

<hm:sentitems/> o

<hm:deleteditems/>

<hm:drafts/>

<hm:msgfolderroot/>

<up:corporatecontacts/>

<h:maxpoll>

<h:sig/>

</D:prop>
<fD:propfind>

HTTPA.1 207 Mulii-Status

Set-Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACDB935; Path=/ups
Content-Type: text/xmi

Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0

<7xmi version="1.0" encoding="UTF-8"?>
<D:muifistatus xmins:D="DAV:" xmins:up="um:schemas:corp:universalproxy”
xmins:c="urn:schemas:calendar" xmins:a="um:schemas:contacts:"
xmins:hm="um:schemas: hitprnail:" xmins:m="urm:schemas:maitheader:">
<Drresponse>
<B:href=hitp:Mocathost: 8080/ups/</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<hm:inbox>htip:/Alocalhost:9080/ups/INBOX/</hm:inbox>

Z\‘”)/.

<hm:sendmsg>hitp:/ocathost 9080/ups/AOL_MAIL_SUBMISSION_URL/</hm:sendmsg>
<hm:sentitems>htip:/Mlocalhost:9080/ups/Sent Hems/</hm:sentitems>
z <hm:msgfolderroot>hitp:/flocalhost 9080/ups/</him: msgfolderroot>
<fD:prop>
</D:propstat>
. </D:response>
- </D:multistatus>
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<D: response> <D. href>http://1ocal host: 9080/ ups/I NBOX/ 6623926; 1 <ID: href >
<D: pr opst ay@ 2dsiagdogat us>HTTP/ 1.1 200 OK</ D: status> <D. ppeRRIS2004/005729

<D: ui d>b072c3748cef f 1320f 9f a746f 797e64b</ D: ui d> 53 WO 2005/ 020498

PCT/ US2004/ 005729 <D: isfolder>0</D. isfolder> <D:ishidden>0</D:. ishidden>
<hmread>1 </hmread> <h m hasattach nent>0 </hm h asattach nent> <hm

i nportance> 1 <§ hm i Eortanpe> <m fronpj ohnsm t h@eno. conx/ m fron®
<m subj ect >Re: . 3T ¥ 1 Jhsprekn o t Bnbesn Rejqeg s>
2003- 08-05T23: 07: 18Z</ m_ date> <u p: isdel eted>0</up: isdel eted>

<D: get cont ent | ef§RHPIIEG Sargbitiefat cont ent | engt h>
<D: contentcl as gant ent - cl asses: nessage</D. contentclass> </D: prop>

</ D: pr opst at > 5SS }ﬁ.l.',)b[1qsponse> -
<D: href >htt p: / IJsge jﬁ% Lo : 2: 1 <[> href> <D: propstat >
<D: st at us>HTTP/Chnde 9,@% ) éétba“?’ﬁéébié'\@%é g—géﬁ’@%"""s N5

<D: ui d>11f 1c8ebRSbEhadrRr¢demaal2c09be5021</ D: ui d> <D:i sfol der>0</D: i sf ol den
<D: i shi dden>O</Cookié:sISEQS@NID=GHICDN eE07rbBEL (UH3u 8867 AShBBashas at t achnenb0

</ hm hasatt acléeaietblengthnd i nport ance>1 </ hm i nportance>

<m fronpj ohnsm_th@eno. com </ mfrom> <m subject>Re: )=FWD: Re: Test #1

</ m subj ect > N&E»003- 08- 05T23: 06: 45Z</ m dat e> <up:

>0< X
i sdel et ed>0</ ugﬂc!un éll?%) . PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH
dasl: <urn:schemas:corp:universalproxy:basicsearch>
Content-Type: text/plain
Content-Length: 0
Date: Wed, 06 Aug 2003 18:20:28 GMT
Server: Apache Coyote/1.0

List messages in INBOX:

REQUEST:

PROPFIND /ups/INBOX/ HTTP/1.1

Range: rows=0-24

Depth: 1,noroot

Brief: ¢

Pragma: no-cache

Content-Type: text/xmt

X_UP_REFRESH_CACHE: force .

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5: Windows NT 5.0)
Connection: Keep-Alive

Host: localhost: 9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACDB935
Content-Length: 588

. <?xml version="1.0"?>
P <D:propfind xmins:D="DAV:" xmins:hm="um:schemas:httpmail: xmins:m="urn:schemas:maitheader"
xmins:up="um:schemas:corp:universalproxy">
<D:prop>

<D:uid/>

<Drisfolderf>

<Dishidden/>

<hm:read/>

<hm:hasattachment/>

<hm:importancef>

<m:from/>

<m:subject/>

<m:date/>

<up:isdelefed/>

<D:getcontentlength/>
) <D:contentclass/>
- <fD.prop>

</D:propfind>



<D: get cont ent | engt h> 1930</ D: get cont ent | engt h>

<D: cont entwagesosvgcont ent - cl asses: nessage</ D. cont ent cl agsars25oilohirop>

</ D. propstat> </D:response> <D:.response>

<D: href>http://1ocal host: 9080/ ups/1 NBOX/ 6623915;1 </ D: href> <D: propstat >
<D: status>HTTP/ 1.1 200 G<</D status> <D: prop> <D: ui d>55bc30adf b4f b66f 3dl

| b04l 6¢82b701 ltl-St fol der>0O</ D: isfol der>
<D: i shi dden>0</ % rowsG trafe@d> | </hmread> <hm hasattachnent >l
</ hm hasatt ach e?at'ry st o'r ance> 1 </hm inportance> <mfronpjoh nsm

I t h@lenp. conx/ M@ EncoiifoSbhiest >XxxFWD: Re: Test #1 </ m subj ect >

<m dat €>2003- 08343517%, oA 068 Mok T <up: i sdel et ed>0</ up: i sdel et ed>
<D: get cont ent | exwpieApaGaddbieget cont ent | engt h>

<D: cont ent cl ass>ur n: cont ent - cl asses: nessage</ D:. cont ent cl ass> </ D: prop>
</ D: propst at > <2kl veesignsHyE sncodingT"HEHE1se >

<D: href >ht t p: //ﬂDd&LéHSﬁwgt 90809"'&1‘%9:1' 662390nspL ﬂ@sﬁ\eaggwmmnw gt >
<D: st at usIFET {mEcepe ehppAsspiacsd  wEnshus Lmsdhegs:htipmail"

PCT/ US200 B Ym:Sg "Elmn e#gg%fzﬂ 0 f8e849754f 90f e6dc5bf 4f </ D ui d> <D
i sfol den0O</D: is d’?gg ﬂse 9 i shidden> <hmread> 1

</hmread> <hm hgs Eﬂﬁ&ﬁ@é&‘hﬁ@%&ﬁﬂd&ﬁﬁ%kﬁ%ﬁ&n ‘href>
<D:propstat>
<D:status>HTTP/.1 200 OK</D:status>
<D:prop>
<Druid>3ac59b38c08ad3356435efea144660e3</D uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>0<thm:read>
<hm:hasattachmeni>0<fhm:hasatiachment>
<hm:importance> 1</hmimportance>
<m:from>Mail Delivery Subsystem &I; MAILER-DAEMON@aol.com></m:from>
<m:subject>Refurned mail User unknown</m:subject>
<im:date>2003-08-05T23:12:48Z</m:date>
<up:isdeleted>0</upisdeleted>
<D:getcontentlength>3247</D:getcontenilength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:.prop>
</D:propstat>
</D:response>
<D:response>
<D:href>hitp://localhost 9080/ups/INBOX/6623954; 1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>51073b22a28¢2820115bc80d42e8ctac</D:uid>
<Drisfolder>0</D:isfolder>
<Drishidden>0</D:ishidden> g
<hrread>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importatice>1</hmimportance>
<m:from=>johnsmith@demo.com</m:from>
<m:subject>Re: Test #1-All -French template</m:subject>
<m:date>2003-08-05T23: 10:30Z</m.date>
<upisdeleted>0</up:isdeleted>
<D:getcontentlength> 1577 </D:getcontentlength>
<D:contentelass>urn:.conteni-classes:message</D:contentclass>
</D:prop>
= </D:propstat>
</D:response>
<D:response>
<D:href=hitp:/localhost:8080/ups/INBOX/6623926; 1</D:href>
- <D:propstat>
<Drstatus>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>b072c3748ceff1320f97fa746{797e64b</Diuid>

53

e



<hm i nportance> 1 </ hminportance> <mfronpjohnsmith@eno. conx/ mfronme
<m subj ect@B%O gﬁ@@ #1 - Al f</msubject> <m date>2003- 08- QafaRnM0aar4</ M
date> <u p: ?eted>0</u p: is d e leted>

<D: get cont ent I engt h>1258</ D: get cont enl t engt h>

<D: cont ent cl ass>ur n: cont ent - cl asses: nessage</D. contentclass> </D:prop>
</ D:. propstat> </D t‘@sﬁ%?ﬁs&m lﬁt?'deés onse>

<D: href>http://1ocal® dsi“ﬂdd c1‘3“1’\IBOX/ 6623909; 1 </ D:. href> <D: propstat >

¢
<D: stat us>HTTP/ 1. 1 Zfaf <D
<D: ui d>0e79a3593253(} h 3
<D: i shi dden>0</D: i SQ hns {M r ead>
<hm hasat t achnent >O§{nk§m, i 0hapgLdance>1 </ hminportance>
<m f r on®j ohnsmi t h@lemateemoslagldsn"m1mn$gmé£ct >Re; Test #1 <l m subject>
<m dat e>2003- 08- 05T2ap:BdklctS3Z ot ap-idélerd> <up: i sdel et ed>0</up: i sdel et ed>
<D: get cont ent | engt hsD24ditontgrbengtit>dORT¢iirpbtesnignbiength>
<D: cont ent cl ass>ur n<6Gmf€m|asé?la'sSefﬁenmesmmeé@gedﬁ?tcenmmbiasﬁ> </ D: pr op>

.
.fll?’lﬁ’s <D: i sf ol der >0</ D: i sf ol der >

—t

</ D propstat> </ D¥Pé&Bnse> <D:response> <D
href>http://1ocal, Bé’f"p B0/ ups/ | NBOX/ 6605332 1 </ D: href> <D: propst at >
<D: st at us>HTTP/ 1 SO °8K</ D: st at us> : prop>

<0 b1 460600044 DT ASBNA WA AREL Rt 2, B o der>

0</ DJsf ol der > <D propstat>

<Drstatus>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>11f1c8e69555d3397 1aea12c08be5021</D: vid>
<Drisfolder>0</D:isfolder>
<Dishidden>0</D;ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasatiachment>
<hm:importance> {</hm:importance>
<m:from=>johnsmith@demo.com</m:from=>
<m:subject>Re: xxxFWD: Re: Test #1</m:subject>
<m:date>2003-08-05T23:06:457 </m:date>
<upiisdeleted>0</up:isdeleted>
<Drgetcontentlength>1930</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop=
</D:propstat>
</D:response>
<D:response>
<D:href>htip:/flocalhost:9080/upsAINBOX/6623915; 1</D:href>
<D:propstat>
<Distatus>HTTP/1.1 200 OK</D:status>
<Drprop>
<D:uid>55bc30adfb4fb66f3d11b0416¢c82b701</D:uid>
<Drisfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>1</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>xxFWD: Re: Test #1</m:subject>
<m:date>2003-08-05T23:05:27Z</m:date>
<up:isdeleted>0</up:isdeleted>
<Dr.getcontentlength>3254</D:getcontentlength>
. <Drcontentclass>urn:content-classes:message</D:contentclass>
= </D:prop>
</D:propstat>
</D:response>
<Diresponse>
- <D:href>hitp:/localhost:9080/ups/INBOX/6623910; 1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
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<D: i shi dden>0</D: ishidden> <h m read> 0 </h m read>

<hm hasat t @&iy@$z49s/ hm hasattachment> <hm i nportance> plrrifidosPas t ance>
<m fronmraol nbrsecurity@ol .conc/ mfronr <m subject>Security Notice to ACL
Menber s</ m subj ect > <m dat e>2003 08-01 T23: 00: 58Z</ m dat e>

<up:i sdel et ed>0</u

<nget cont ent | engt E>£1§f%§2§ dgg&?ﬁpﬁﬁfwﬂﬁo@%@ﬁ@kqﬁ‘bcont ent cl ass>ur n:

cont ent - cl asses:  G9Rbigedcl ass> </ D: prop> </ D: propst at >

</ D. response> <D r %ﬁﬂ@&ﬁ?dhm read>

<D: hr ef >ht t p: / / | ocalhasiasatROfRehens/hiNBEXLRALRS2, | </ D href> <D: propstat >
<D: stat us>HT7P/ 1. 1 2060ui@kerfabest ethmdmporabcddD 2005/ 020498 PCTI USZOQ4/ 005729
<D: prop> <D: ui d>f 47 bTRiose-johasBih@aBmMbebit/rfi@db5e05</ D. ui d> <D:isfold
er>0</ D:. isfolder> 5[9$U§ﬁpfdaéﬁﬁét@+3‘"<m¢ﬁbﬂden> <h m read> 0 </h m read>
<hm hasatt achnment >0 Q%E%%%Tszm dger i nportance> 1 _ _

</ hm i nport ance> <nt')'f’|s ‘?Jr?stﬁ 0 om</ m fron> <m subj ect >Coni ng

Soon -ACL 9.0 Opti migegsrils temggg%&{img%%< &%{Zfﬁﬁ'i%%#w 227</ m dat e>

<up: i sd a fet ed>Q,D<rgrbb>p | sofel%et
10012</ D: get cont egblraaizp>
<D: cont ent cl ass>uDmesporeent cl asses: nessage</ D: cont ent cl ass> </ D: prop>
</ D. propst at > <fEDespmpanse> </ D.nultistatus> ProgramListing #3 -
" Exenpl ary Fol der Sélethitprboraiest2080/ups/INBOX/6E623908; 1</D:href>
<Drpropstat>
<D:status>HTTP/.1 200 OK</D:status>
<D:prop>
<D:uid>0e79a3593253fft0596bfad86873f498</D:uid>
<D:isfolder>0</Disfolder>
<Drishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: Test #1</m:subject>
<m:date>2003-08-05T23:04: 13Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1241</D:getcontentiength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</Dr.propstat>
</D:response>
<D:response>
<D:href>hitp:/Mocalhost: 9080/ups/INBOX/6605332; 1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<[D:prop>
<D:uid>6060b244e60256¢814498af29e5f0e47</D:uid>
<Drisfolder>0</D:isfolder>
<Dishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:irom>aclmbrsecurity@aol.com</m:from>
<m:subject>Security Notice to AOL Members</m:subject>
<m:date>2003-08-01723:00:58Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>5137</D:getcontentlength>
<D:conteniclass>urn.content-classes:message</D:contentclass>
</D:.prop>
</D:propstat>
</D:response>
- <D:response>
<Drhref>htip:/flocalhost:9080/ups/INBOX/6567082; 1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
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Capabilities of folder. REQUEST: OPTIONS /ups HTTP/ 1.1 User- Agent
Mozi | | al 4Qobaemeads bl e, MSIE 5.5, Wndows NT 5.0) ConnegthRRies/s68Rs Al 1 ve
Host: | ocal host 9080 Cooki e: JSESSI ONI D=C70CDI AED7D2BE210B34D93F7ACD6935
Content-Length: O RESPONSE: HITP/ 1.1 200 OK all ow. OPTI ONS, PROPFI ND,
MOVE, DELETE, BDELEB’E BIVD\/E SEARCH dasl : T Lol ai
<um schenas: cor p: uni nt- Type: text/plain
Content-Length: O Dgg &% %@%rf"‘fggsfgg?@ Server. Apache
Coyote/ 1.0 Search fggj, hg 0&;9 ,s SEARCH /ups HITP/ 1.1 Depth:
1,noroot Brief: t P&mgrf@d>mﬁrﬁa@he Content Type: text/xm User-Agent
Nbzi | | a/ 4. 0 ( conpat kirh@asabthment-HxnMihaskaaenniéht-6. 0)  Connection: Keep-Alive
Host: | ocal host : 9086hm:Gomkiamzed SBBSInNERe? 0 CDLAED7 D2BE210B34D93F7ACD6935
Cont ent - Lengt h: 922<Rerraveesbanto@aoliot=/mcbomear chr equest xmi ns: D="DAV: "
xm ns: t ="ur n: schena§MELpi ttFPﬁW@%%ﬂ" Ak P OOptiatidgdsiregbigeeh> <D sel ect > 56 WO
2005/ 020498 PCT/ uszﬁ'@ﬁ‘ﬂ <Iu ggﬁﬁ%%mféﬁtw ></ D prop> <D prop><D:

>1 2<:

contentclass/> </ D me ontenﬁeng ge?cont%nt@én%m/ > </'D:- prop>

<D:.contentclass>urmn:content-classes:message</D.contentclass>
</D:prop>
</D:propstat>
<fD:response>
</D:multistatus>

Program Listing #3 ~ Exemplary Folder Search Request

Capabilities of folder:

REQUEST:

OPTIONS fups HTTPM 1

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost:9080

Cockie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-f.ength: 0

RESPONSE:

HTTPH.1 200 OK

allow: OPTIONS, PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH
dasl: <um:schemas:corp:universalproxy:basicsearch>

Content-Type: text/plain

Conteni-Length: 0

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0

Search for folders:

REQUEST:

SEARCH /ups HTTP/1.1

Depth: 1,noroot

Brief: t

Pragma: no-cache

Content-Type: text/xml

User-Agent. Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
. Conneclion: Keep-Alive

Host: Iocalhost 2080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACDE935

 Content-Length: 922

<?xml version="1.0"7?>
<D:searchrequest xmins:D="DAV:" xmins:t="urn:schemas:corp: universalproxy">
<thasicsearch>
<D:select>
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</ D:select> <D:fronr <D:scope> <D:href>url</D:href> <D:depth>1

</ Dt dept hWﬁOﬁmm> </D:fronk <D:where> <D: eqg> PCTIUS2004/005729

<D: prop><D: contentcl ass/ ></D:. prop> <D:literal >u rn:content-cl asses:

mai |l folder</D:literal > </D.eq> </D:where> </t:basicsearch>

</ D: sear chr equest > Oé(?f : Tg/ 1.1 207 Ngl ti-Stat UZOOgOEtSe%- ;’gpgw
text/xm  Transfer- e: e 06 Aug

Server. Apache Coyﬁgg ntg ass ,,QIB%QH; 0" encodi ng="UTF- 8" ?>

<D: nul ti status xm<AssdiEr x s up= Um schemas: cor p: uni ver sal proxy"
Xm ns: c="um schen&ar&aﬁendar " xm ns:a="um schemas: cont act s:
xm ns: hnme" um schema®xdabpgzmai | © " xm ns: n="um schenas: mai | header . ">

<D: response> <D: h <iktirehodgilret-ocal host: 9080/ ups/1 N BOX/ </ D. href>

<D: propst at > <D: st atUseaFP#/Q:deptiP00 OK</ D: status> <D: prop>

<D: ui d>c90d66b2362 {D:8@Be3df | 852021 a6f 63</ D: ui d> <D: contentcl ass> u

rn: cont entcl asses.< _fir‘l”F | der </ D: cont ent cl ass> <D: di spl ayname>|

NBOX/ </ D: di spl ayna ffD prop> </D:propstat> </D.response> <D:.response>

eq>
<D:prop><D:conteniclass/></D:prop>
<Drliteral>urn:content-classes:mailfolder</D:literal>
</D:eq>
</Dwhere>
</tbasicsearch>
</D:searchrequest>

RESPONSE:; _

HTTPM.1 207 Multi-Status
Content-Type: text/xml
Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT
Server: Apache Coyotel1.0

o

<?xmi version="1.0" encoding="UTF-8"?>
<D:muftistatus xming:D="DAV:" xmins:up="um:schemas:corp:universalproxy”
xmins:c="um:schemas:.calendar" xmins:a="urn:schemas:contacts:" xmins:hm="um: schemas hftpmait"
xmins:m="um:schemas:mailheader:">
<Diresponse>
<D:href>http:/localhost:9080/ups/INBOX/</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>c90d68b2362a1a0bc3df1852021a6/63 </D:uid>
<D:contfentclass>urn:contentclasses:mailfolder</D:contentclass>
<D:displayname>INBOX/</D:.displayname>
</D:prop>
</D:propstat> -
</D:response> i }
<D:response> e
<D:href>hitp:/flocalhost: 9080/ups/VOICE-MAIL/</D:href>
<{rpropstat>
<D:status>HTTP/1.1 200 OK</D:sfatus>
<D:prop>
<D:vid>cabbce34709ab79d2ad2d5334d998272</D;uid>
<D:contentclass>urn:content-classes:mailfolder</D:contentclass>
<D:.displayname>VOICE-MAIL/</D:displayname>
<{D:prop>
</D:.propsiat>
e </D.response>
</D:multistatus>

g Program Listing #4 - Exemplary Configuration File

<resource
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<D: href>http: /11 ocal host: 9080/ upsNO CE- MAI U</ D: hr ef > <D: pr opst at >
<D: st at us >kthbbtisln2d49800 OK</ D: st at us> <D: prop> PCI/US2004/005729
<D: ui d>cabbce34709ab79d2ad2d5334d998272</ D: ui d> :

<D: cont ent cl ass>ur n: cont ent cl asses: nmai | f ol der </ D.contentclass> <D

di spl ayname>VO CE- MAl D</ D: di s I 2 name> </ D rop> </ D: pr opst at >

</ D: response> </ D (@j Ssﬁ?a’t"%gm %@% #4 - mpl ary

Confi guration Fi | Reperk pr irgiemon us2004/ 005729
content cl ass-="ur @acﬁég%{e m@Lasses mai | fol der” | avacl ass="com teanon.
proxy. data. inpl. MilFol derinpl" responsecachedurati on="0o0"

cachest rengt h=" OLrequest méaristPROBFENG=' PROPFI ND' > <header nanme="Bri ef’

val ue="t" /> <hesdteadermame=Bfignt entvailigzpe” val ue="text/xm "/ > <header
name="Dept h" val ugeaiermemedCottentIpzid ealugreieriiiRange”

val ue="r ows=9r angesegsrngmey "Bﬁ@}bEndMﬂw""kh@‘aut@? name="Pr agm"

val ue="no- cache"/ éheéfli%éﬂ'é?"ﬁaﬁ‘% X- VPLREFRESHaRGHRS-Svangeiend$tior ce" />

<body><! [ CDATA] <7 Z;@@ﬁ%:" % 9‘@‘”%@"@?{%/ nd xnins:D="DAV:" xnins:
hnme"urn: schemas: . ﬁTA 398 header . " xnins:
up="um schenas: te !veré{ \Ip@.sgl proxy"> <D:prop> _ <D:uid/>
<D:isfolder/> <D t@Bﬂog,q@n >
xmins:D="DAV:"
xmins:hm="urn:schemas:htipmail:"
xmins:m="urn:schemas:mailheader:"
xmins:up="urn:schemas:teamon:universalproxy">
<D:prop> .
<D:uid/>
<Disfolder/>
<Dxishidden/>
<hm:read/>
<hm:hasaftachment/>
<hmimportance/>
<mi:from/>
<m:subject/>
<nmdate/>
<upisdeleteds>
<D:gefcontentlength/>
<D:contentclass/>
</D:prop>
</D:propfind>
>
<fbody>
<frequest>
<fresource>
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<hmread/> <hm hasattachnent/> <hminportance/> <mfrom > <m subject/>
<m date/> <up:isdeleted/> <D:.getcontentlength/> <D:contentclass/>
</D:prop> </ D:propfind> [|]> </body> </request> </resource> 58 THAT
VWVHCHIS CLAIMED I'S: 1. A comuni cations system conprising: a plurality of
data storage devices each wusing at |least one of a plurality of different
operating protocols; a plur&f®t CHobt | EAhMED 5% communi cati ons  devi ces
for accessing said plurality of data storage devices and each using at

| east one of the plurality of different operating protocols; and a
protocol interface devlceh compnursicatianPprotocol emgime imagul e for

communi cating with said uraljty o ata storage, devices using respective
operating protocols, @& Fﬁr‘b?ﬁaijeﬁ% %‘%(ﬂ%ﬁaﬁﬁﬁﬂ@%ﬁ"é‘feﬁ esaé?srﬂ pr ot ocol
engi ne nodul gsafg £ONPEA St Nehed & SPYEt MEL RNPOIHIC Q|1 Areahthodul e for
comunicating with said plurality of nobile wrel ess conmunications

devi ces usi negPeshiwy feedtertolsperating protocol, and
a plurality of mobile wireless communications

devices for acceséing sald plurality of data storage
devices and each using at least one of the plurality of
different operating protocols; and
a protocol interface device comprising
a protocol engine module for
communicating with said plurality of data
storage devices using respective operating
protocols,
a front-end proxy module coupled to said
protocol engine module and comprising
a respective protocol proxy module
for communicating with said plurality
of mobile wireless communications
devices using each different operating
prctocel, and
at least one common core service
module coupled to said protocol proxy
modules, and
a configuration file module coupled to
said front-end proxy module for storing a
plurality of different sets of configuration
files relating to different allocations of
resources of the at least one common core
service module,
said at least one common core service
module allocating resources based upon a

given service to be performed and a
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at | east one common core service nodule coupled to said protocol proxy
nodul es, and a configuration file nodule coupled to said front-end proxy
nodul e for storing a plurality of different sets of configuration files
relating to different allocations of resources of the at |east one conmon
core service nodule, said at | east one common_core service nodule

al | ocating resources bEReEe OIS giderPsetdi icegtrbecpefirsred and a 59
correspondi ng set of c%fg&urﬂigg&&ié&fﬁ Aled,d %ﬁaé d.s8fd guration file
nmodul e. 2. The communi cations systemo aiml erein sard plurality of
different sets of configuration files conprises a primary set of
configuration files cq re@ﬁondi ng to core resource ﬁlnéocation oper ati ons,
and a secondary set of ¥ i BRI T Tuoi By the core
resource alesad i ONs ONRENEE 2B t 3. off el FmaY Gadd Hnge system of Claim 1
wherein said at | east one common core service nodule is for routing
traffic bet vie®ht sHiER Hret ol e Hrenmp ot es Ptk Bai R proft ocol engi ne

nodul e. 4. T icati Y. a| yg?_ga j ¢ at |east one
comon core %gqr]f/ll@e nnlcﬁ?;r} efﬁeéf%(;rﬁ;ac e%rglngdnc]:iot a réo%és]sa?%#% urality of
data storagealldsxdtciesy dperddiel @oymamdat imorsistemaf «daim 1 wherein
said at | east one commpn core service nodule is for rendering data for

sai d plural 4P OO HEHit Ledss COHRRAHEND A e s e U e

communi cat i us] st IR Ppd A iBrls, Wherein said at | east one common core
service nodule conprises a plurality of handlers for interfacing said

3. The communications system of Claim 1
wherein said at least one common core service module is
for routing traffic between said protocecl proxy modules

and sald protocol engine module.

4. The communications system of Claim 1
wherein said at least one common core service module is
for accessing data from said plurality of data storage
devices.

5. The communications system of Claim 1
wherein said at least one common core service module is
for rendering data for said plurality of mobile

wireless communications devices.

6. The communicaticns system of Claim 1
wherein said at least one common core service module
comprises a- plurality of handlers for interfacing said

protocol proxy modules with said protocol engine module.

7. The communications system of Claim 6
wherein said plurality of protocol proxy modules
- convert access requests from said plurality of mobile

wireless communications devices to common access
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protocol proxy nodules with said protocol engine nodule. 7. The

communi cations systemof Claim6 wherein said plurality of protocol proxy
nodul es convert access requests fromsaid plurality of nobile wreless
comuni cati ons devices to common access 60 paraneters; and wherein said
front-end proxy nodule further conprises a flow controller nodule for
recei vi ng t RATOMHON BccHsS Wi Eiret €751 9 riomistarend pbuesal ingdw¥e pr ot ocol

. proxy nodul %pﬂ}gelseé&&ge]%ni%s gSf][&g Ers-f ot pipcessing thereof. 8.

The conmuni cati ons syst aim 6 erein sald plurality of handlers
and sai d protooolvirendgie aodubre soreamipsatanats: gy Sraonmaid | nt er f ace
pr ot ocol . The .conmuni cations system ofcﬁg aim1 further, conprising a

9.
renderer noditE 3or-totperat WP % APt st $5GH ftul es to for mat

data for saigkipldd aldiglOfs Mt | eIl e oA cations  devices. 10.
The conmmuni cations systemof Claim9 further conprising an extensible
mar k- up | anguage (XM.) engi ne nodul e coupled to said renderer nodule. 11.

A protocol interface Vi f j.nt erf.aci ral ity . bile wrel ess
comuni cati ons devi cegge'vm > a&fo u%r{;]cﬁti/l%gtg%a\fsa@s oogéag(felalgrtevqrges, t he
nmobi | e W r elwgssrciommaanict gt livoresl idey icde santl eddheardatsr ist grmageaddvi ces each

using at | east .one of plurality of different operating protocols, the
protocol i nt¥tFdte “&&Hajcee %Wls%’rﬁ? U9 151 t% CAMIEHY i e % for

communi cat i RFot¥ddr the plurality of data storage devices using respective
operating protocols; a front-end proxy nodul e coupled to said protocol
engi ne and conprising a respective protocol proxy nodule for comunicating

wth the plurality OfEﬂDWﬂéacommunications system of Claim 1

further comprising a renderer module for cooperating
with said protocol proxy modules to format data for
said plurality of mobile wireless communications
devices.

10. The communications system of Claim 9
further comprising an extensible mark-up language (XML}

engine module coupled to said renderer module.

11. A protocol interface device for
interfacing. a plurality of mobile wireless
communications devices with a plurality of data storage
devices, the mobile wireless communications devices and
the data storage devices each using at least one of a
plurality of different operating protoccls, the
protocol interface device comprising:

a protocol engine module for communicating
with the plurality of data storage devices using
respective operating protocols;

a front-end proxy module coupled to said
protocol engine and comprising

a respective protocol proxy module for

communicating with the plurality of mobile
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61 wirel ess conmuni cations devices using each different operating
protocol, and at |east one comon core service nodule coupled to said
protocol proxy nodul es; and a configuration file nodule coupled to said
front-end proxy nodule for storing a plurality of different sets of
configuration files relating to different allocations of resources of the
at least one confbfft®dte SEFHIES T od ©, 8B P atuIBesteaHe comon core

service nodul e akipPeatdnNg JRsour q,ﬁ%s m&po%rﬁj given service to be
confi

performed and a correspondi ng set guration files stored in said
configuration file nodul e. &i2.1cHeL prrod comimamterfacededeeraful@d aim 11

wherein said pl ural f_ different set configuratio iles conprises
a primry set of '%ﬁ#?cg& L0 HIBLE r%%%nd‘?cfﬁzg’ OarrﬁI resource
al | ocati on operations,a afsh®i GCAHIART ¥ iSed andul@erlﬂilreai ith Jdiges for

custom zing the core resource _allocation operations. 13. The protocol
interface dMiECINURIGTY IPIME iaF sHiarifY |eadliurgnd teorfon core service

nmodule is fore %réﬁ@sste%qeoffcorn%dﬂlgae &Tfflcléﬁetf’@l?{l%adfdc protocol proxy

nodul es and sai d protocol engine accessli ng romthe plurality
of data st orcagﬁenmvti caa‘lslocatdmcbe? imegpalatae s arf tihee plturladddty cafe nobil e
W rel ess communi cati ons devi.ces. he protocol interface device of Claim

z
11 wherein Sa"04t qoe%?stsed:ﬁelcc,eomlt?ure service nodule conprises a

plurality of handlers d0rq it arfagi ReheS A dhmdd AREO|sdH DL R8s With
sai d protocol engine nodule. 62 15. The protocol interface device of Caim

14 wherei n SEil®GAUTE 1S5 B OSB0 0P SEsH HRES. CoridTan segudss rteqssts from
the plurali t@érgfoﬂ%t%l | M 8% s oUTTHY GRS AQW GRS ArQ fommon access

par anet ers;
files stored in said configuration file module.

12. The protocol interface device of Claim
11 wherein said plurality of different sets of
configuration files comprises a primary set of
configuration files corresponding to core resource
allocation operations, and a secondary set of
configuration files for customizing the core resource

allocation operations.

13. The protocol interface device of Claim
11 wherein said at least one common core service module
is for at least one of routing traffic between said
protocol proxy modules and said protocol engine module,
accessing data from the plurality of data storage
devices, and rendering data for the plurality of mobile

wireless communications devices.

14. The protocol interface device of Claim
11 wherein said at least one common core service module
comprises a plurality of handlers for interfacing said

protocel proxy modules with said protocol engine module.
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wherein said front-end proxy nodule further conprises a flow controller
nodul e for receiving the conmon access paraneters fromsaid plurality of
protocol proxy nodules and selecting desired handlers for processing
thereof. 16. A nmethod for interfacing a plurality of nobile wireless
communi cations devices wth a plurality of data storage devices, the

mobi | e wirel ess cormmuil-catieons deyitest s fave g ag orfadge aléVi ces  each

using at I oot e ol AR LN of, i (EIEN SRR LG, LG ocol s, the

met hod conprising: provi a pr ot oc for communi cating
with the pl Lmaiestsy wquasttes Stromagee gewiredst tys iafy modsijec tw ives ieyzey at| ng

protocol s; ront-end praq nodul e to the prot ocol en e
conpri si ng a?&%‘ﬁ&%%\}é} &%’d’tﬁépsptc?i S SGhiTe e ’né‘ th the

plurality ofynaxdie sasid elRes -GoEMHYBAL 'H@Eﬁll@%&&%é&s'd’@ﬁlﬁ@%s di fferent
operating pr otocol, and at |east one conmopn core service nodule coupled to

the pr ot ocol £ st xaprgaliles: masHLlepriay dﬁ%lﬁmﬁf@@ﬁm fddaesfodul e for

the front- egga]%[ yrlgo(ﬂl%f%{ldstpgl_‘#%g‘rgcap lﬁ’ J:'ott)é)c% dﬁlofg rent sets of

configurati s relatl ng ocat1ons esources of the
at | east onencdddmmaneDse lserhiinee dazdides], Hahellatrd east pcrl?ce:ecstmnmm core
servi ce noduyl.e ‘%lcfjrocati ng resources based upon a given service to be 63
per f or med arHlef respondi ng set of configuration files stored in said
configuration file nodule. 17. The nethod of Cl aim 16 wherein the
plurality of different sets of configuration files conprises a primary set
of configuration filed6.cédr medpoddifey tiotearferiegowr ¢d vaddlddat iodn

operations,méﬂyi w%%%qgg%r%oﬁﬁhn% %%%g%%%ak%%'u1%%§éf%ﬁurallty

of data storage devices, the mobile wireless
communications devices and the data storage devices
each using at least one of a plurality of different
operating protocols, the method comprising:

providing a protocol engine module for
communicating with the plurality of data storage
devices using respective operating protocols;

coupling a front-end proxy module to the
protocol engine comprising

a respective protocol proxy module for

communicating with the plurality of mobile

wireless communications devices using each

different operating protocol, and

at least one common core service module

coupled to the protocol proxy modules; and

providing a configuration file module for the
front-end proxy module for storing a plurality of
different sets of configuration files relating to
different allccations of resources of the at least one
common core service module,

the at least one common core service module

‘allocating resources based upon a given service to be
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custom zing the core resource allocation operations. 18. The nethod of
Claim 16 wherein the at |east one common core service nodule is for at

| east one of routing traffic between the protocol proxy nodules and the
protocol engine nodule, accessing data fromthe plurality of data storage
devices, and rendering data for the plurality of nobile wreless

comuni cat i oL HEVRRESINA R Ihyer st B Glaith 1B VHereratcide at | east

one COMMDN CAY R SeIVdL8y MWL £ UL SE% A3 il WAld oy dandlers Tor

interfacing the protoco proxy no t he 'protocol engi ne nodul e.
20. The method of Caim19 wherein the pl ural ity of prot ocol proxy nodul es

convert access requests fromt ile wireless

comuni cati ons device fo @m%%e*&gi&f: q}rﬁr/ “3“ ein the
front-end prgxramdy & wWifereROMYdSast %cfdﬂ\@mﬂlrcq{lﬁﬂé@dul e for
receiving the common access paraneters fromthe plurality of protocol

pr oxy modul é%OH&?TdLSaﬁ:EI et Highades i sedd Harrtfindrig frert Ly dolelssd ng t hereof . 64

21. A conputegr %%Qﬁm Frqgl v, QMut.e ecut abl e dul es for

i nterfacing a p ality Uc!Htfhﬁaefe’rv]a%re essliclomﬂ?r%l glat ;’%’oen]%a eovr%sc’es with a
plurality ofardhtsa stauraiperydesdtces ddiefinphidte o rfelless faomuni cations

devi ces and the data storage devi ces each u5| at | east one of a
plurality of CHR Y%t té}?er%ﬁ]?%dfeﬁ%r&?olasl Jt%hrﬁﬂeé?a iddabl e nedi um
conprising: a protocol engine nodule for conmunicating wth the plurality
of data storage devices using respective operating protocols; a front-end
proxy nodul e coupl ed tl .t Hée medthosblofergiaien did Whomsrirsitie a@tr especti ve

protocol pr gy JIOUNE Jdinon® YOPLIEA1E b1 khg PIAYALIE % Hsymobi T e

one of routing traffic between the protocol proxy
modules and the protocol engine module, accessing data
from the plurality of data storage devices, and
rendering data for the plurality of mobile wireless

communications devices.

19. The method of Claim 16 wherein the at
least one common core service module comprises a
plurality of handlers for interfacing the protocol

-proxy modules with the protocol engine module.

20. The method of Claim 19 wherein the
plurality of protocol proxy modules convert access
requests from the plurality of mcocbile wireless
communications devices to common access parameters ;
and wherein the front-end proxy module further
comprises a flow controller module for receiving the
common access parameters from the plurality of protocol
proxy modules- and selecting desired handlers for

.processing thereof.
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wi rel ess conmmuni cati ons devices using each different operating protocol,
and at | east one common core service nodule coupled to the protocol proxy
nodul es; and a configuration file nodule coupled to the front-end proxy
nodul e for storing a plurality of different sets of configuration files
relating to different aIIocations of resources of the at | east one comobn
core service nodul e, the &t FEHRGTGNE DT CBtE W rvd EEY nodul e

al | ocating resguices basad APan Rl Man A8F Vi 6 £ 05 P& RerS QI Ed; :and
correspondi ng set of configuration files stored in sald conflguratlon file

modul e. 22. %@mtmremmmmmnﬂmmms wigrein the plurality
of different confi.gur |on files. conprlses rimar set of
TR Lot el e Fetburte b Hlq dhna TS

confi gurati dn F'T espondi core Tesou

operations, anen seconses yd@seic@ areDrfHegW=dd osn:d;_fa@é deﬁhcfdgst om zing the
core resource allocation operations. 23. The conputer-readabl e medi um of
Claim2l wid Piie At 1Rt e ImoP o Sef wicelifddnedt s for at

| east one(ﬁoﬁéEgﬂigﬁtﬂfggdébﬂ§twﬁﬁpC; St %grallty es and the

protocol engine nodul e accessing data fromt data storage
devi ces, andcomardierimgy data for the plurality of nobi | e mnreless

connunications devi ces. 66 . . .
‘ a4 protocol engine module for communicating

with the plurality of data storage devices using
respective operating protocols;
a front-end proxy module coupled to the
protocol engine and comprising
a respective protocol proxy module for
communicating with the plurality of mobile
wireless communications devices using each
different operating protocol, and
at least one common core service module
coupled to the protocol proxy modules; and
a configuration file module coupled to the
front-end proxy module for storing a plurality of
different sets of configuration files relating to
different allocations of resources of the at least one
common core service module,
“the at least one common core services module
allocating resources based upon a given service to be
performed and a corresponding set of configuration

files stored in said configuration file module.

22. The computer-readable medium of Claim 21
wherein the plurality of different sets of
configuration files comprises a primary set of

configuration files corresponding to core resource
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allocation coperations, and a secondary set of

configuration files for customizing the core resource

aliocation operatiocns.

23. The computer-readable medium of Claim 21
wherein the at least one common core service module is
for at least one of routing traffic between the
protocol proxy modules and the protocol engine module,
accessing data from the plurality of data storage
devices, and rendering data for the plurality of mobile

wireless communications devices.
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