;e3e<R 6T MAD (121 (1)77;2 1 5 Title A Secure On-line Paynent System Field
of the Invention PCT/1EQ02/ 00072 The present invention relates to the
field of woaRmesge and in particular to 10 15 meki ng pur glgaaes/@o7d | ne
usi ng paynent cards, for exanple debit, charge or credit cards. Background
to the Invention Significant research and resources have been applied in
devel opi ng, inplenenting and nmai ntai ni ng secure paynent systens which
facilitatelitlae use of credit/charge cards by cardh ' nmer ci a
transacti ons conducted over the Internet. All of ﬂ@@ﬁ@“ﬂﬂb%ﬁﬁﬁsystens are
based on cardhol ders having to "process” their 20 each tine,
whi ch | eavggetidie OnCid PHynit@t Sytensar d nunbers and rel at@eodnf or mat i on
‘transmtted at tinme of purchase, open to hackers and/or other fraudsters
who can gain access to card nunbers and expiry dates. One solution is to
use secureg.gﬁn&rﬁgi edg tm&*t hods of conmmuni cation j M‘m‘lmﬁ r 30 credit
»card dét ai+ ernet to a nerchant whehmmmm r chase.
Exanpl es of such secure nethods include Secure SocketJigyer (SSL) and the

Secure El ectronic (SET) protocol. These nethods have been devel oped by
| eadi ng conput éFhequeseahinventiondelpigs imtbe Sisld ofie-¢amamerce and inpartipulasdist ry

specifically.for the purposes of perform el ectronic .tr 1.S84 on of
credit car‘HXlﬂ’ég Bre aSBﬁOPﬁee Pﬁfl%???&‘eim %&%3@5“ eer%br‘ts"‘lﬁ%g"g"ﬁg?%d?]‘lt ee that
the credit/gharge card details whilst transmtted sonewhat securely are not
vul nerable to attack when stored on the nerchant's system It is a strong

possi biol ity that the card details could be hacked or used by a nerchant or

an enpl oyee of the nerchant for fraudul ent purposes.
Pt 0y Backosround to the nventIon purp

Significant research and resources have been applied in developing,
implementing and maintaining secure payment systems which facilitate the use of
15  credit/charge cards by cardholders in commercial transactions conducted over the

Internet.

All of these secure systems are based on cardholders having to “process” their
card number each time, which leaves the “capturing” of card numbers and related
20  information transmitted at time of purchase, open to hackers and/or other fraudsters who

can gain access to card numbers and expiry dates.

One solution is to use secure (encrypted) methods of communication in sefiding

credit card details over the Internet to a merchant when making a purchase. Examples

25  of such secure methods include Secure Socket Layer (SSL) and the Secure Electronic
(SET) protocol. These methods have been developed by leading computer companies
and businesses in the credit card industry specifically for the purposes of performing
electronic transmission of credit card details on the Internet. However, there is no
guarantee that the credit/charge card details whilst transmitted somewhat securely are

30 not vulnerable to attack when stored on the merchant’s system. It is a strong possibility
that the card details could be hacked or used by a merchant or an employee of the

merchant for fraudulent purposes.



WO 112/01 77,2 PCT/ 1 E02/00072 2 A further concern mtigating agai nst on-line
commerce, as perceived by cardholders, is the reliability of the e-comerce
mer chant swan/whs21 ack of recourse avail able to card hol deraiEeyibdege nade a
pur chase. The cardhol der has no guarantee that itens ordered wll be

delivered in a tinely manner and be of @n appropriate quality and/or

quantity etc. It may be difficult, once card details have been supplied and
appropriate funds debited to the cardhol der's account, for a cardholder to
obtai n proper s fgfhafddnebrn hitighlifCagiBisEolihe cdmMerdef dipefRived®ycern i s that
there is no guarantee that a nerchant, or associ ated personnel who may have
access to tchwtholdershistirerebabilityaifithe esgbinmernstmerskantsrnddhe hk plmwceunsar d

et T SRRy O RO S SORREL PR o R M B BB "
si gni f i gantitehRA@REG OI b BIRERAGS altienelybnicr A bbLariiptdirfadd gualist t | ed for

"before dispatch, i.e. that the card details and anmbunt has been "approved"
for sett| empdfor Byantityete alt anaydtealifficali qurice eardadethils have bdsn supplitd@adai | s and

cardhol der i nfor.nat.i an . nui ne. .20 . EP 0801 479 di s¢l oses a, secure

conmun cat PBFORERR RS AP s B AR5 oot or S SraPaUerap ALFTUREF i ve

i nf or mat i oRAMGIMBE Frofh hamshalLer term nal and a server which comunicate
over a data network (e.g. Internet). For secure or private comruni cation of

sensitive information over a data network, a tel ephone connection is

est abl i shed bet n.the originpating . nternet Service Provider (IS server
Co o i he 55 Rt oagrmis DAL i it Bh Ehanies ol Siterbapy OLsealiot wor k- and

the server _p@fs@ﬂﬁéﬂ%a?&g‘ﬁ&% BedeBEtoS RO Sdrlihol Gerk Hétgiﬁsﬂg}ill At vss thl ER@IdIgks ANY
communi cations or transactions to a termnating ISP server 1nvolving credit
card or ot kerd details i subsequehtummathooisedtransadtions,toe gpassttbevif@tmation oatosthrdnd
connection thy o¥gh _a,t?I ephone call placed to a tel ephone nunber of the

t er mi nat i n@ASPITSHERal PRFROSES- r ecei ving a call, and by associating such
call with 30 the cardhol der's request over the Internet for information
and/or interactive services, and/or non-electronically deliverable goods or
servi ces, the | SR the otherlemd hsigadicaditaodesm fortrhertieats ie thae itmd aterdefinitelyi on
and/ or service, .or approves delivery of the no WD 02/0977a2 3

PCT/ | E02/ 068fi9d @r@eﬁ%%%vh,y-ed@ﬁ (A F%rmdsta&éae@awwgé%é@@s apRAPY At
arrangenen | i VAN« oredi i nformation
via the | n%%?lﬁlgtxmglﬁ %@éi@%ﬂqﬁ%%&&a@% dgfs&t%lﬁsaﬁlgﬁ%rdgé@?rnanci al

r el at i onshiigfomhationtihgenuGie. Pref erably, the communication of information
over the tel ephone |line between the originating server and the term nating
| SP server is also subject to encryption. The problemw th this approach is
that is,essentigp ddg.@wdscﬁﬁcl@é%ga@@é&@@élﬁxﬁuﬁi@aﬁdnﬁﬂeéﬁ&m"sﬁ& f?p&)qﬂﬁﬁic iy Lo the
instalTation of additional conminications equi pnent to facilitate the

secur e comeraditcatd arothen sérdsitiveanfondation sdtnvaeomed cardhiol deln éerminiad and heervequi r enent
for a separate tel ephone call,k adds additional cost to the process and there
is still nd HRwHCAts gYsrafistangtyerk (a8r Internel). Ko sgsuteqripElvalgng7/ 03410

di scl oses ap|hCLAGE of¥ehditifdi Bl GO datd IEEQw&fEJ ARl Bh O Gortc A e Nt
bet ween an I'nternet access provi aer and a custoner, and an agr eenent
bet ween t hesthblishedbdtwaarcths vriginating biteractSeavivePidoider (IBBY strvertdrevhichithe net

access provider 15 agrees with the custoner and the vendor to bil], the
custo aserdhalder is copnepted feiasesss e tieglalidiebverk apd theeseties BEOVHISE knwhieh over

the Intern 1-he. : t . j at es access
to the Int Z%en%%ﬂsﬁlgeremﬁ@&gg}s?gsogr}%e?@ﬁg%&Ftilglg{:uﬁg@c})grrg?Ergfrﬂ g@snsgggr oduct or
servi ce ovegrntifeting ISR saredr ihvaining cwditdard ortotlesn sasitiveriaformad@r araeffedted,

Ctransm tte%ﬁbetween t he custoner ﬁnd the vendor js also transmitted to the

provi der. TR¥CHEON sconheonngehipnghrqugh agelephonp salbplagsid taRdelsphang number

oo 0y 0 A T B T OB

. keeping the differen as a sérv a result of
t hi s nmed hodhe dadhiokiet'sSreoest @eer the Internyt forBifaation andiomnintepastive k&viees, vendor
account nunbers to be transm fted over the Internet, thereby maintaining
the securi @9d/er ngmelectionicalingeli vsmablpgoadses sesuices, the ISBInrgvidesithe eardboldgpr oach

i h . i h R bef
any. 1 ancadt e U ol b OR RS ol v e BB O, 7 '

perform ng centralised billing for transactions conducted over the Internet
bet ween a cardhol der and an Internet Service Provider through an Internet
Access Provider (IAP). Upon connection of the 30 cardholder's termnal to
the AP, the AP transmits to a billing platforma nmessage that associ ates
the cardholder's identity and the tenporary Internet Protocol (IP) address
that is assigned by the AP to the cardhol der's session for use by to that




WO 02/ 097752 PCT/ 1 EO2/ 00072 4 terminal. In response to a chargeable
transaction with an ISP, the ISP transmts to the billing platformthe IP
address oWwadhmmeraedhol der nmaki ng the transaction and the ghkai@ebdes: t he
transaction. The charges for all such transactions are accunmul ated by a
transacti on server and stored in an accéunt on an associ ated dat abase

identified with . the 5 |P address of the yeguesting termnal. At fhe end of
t he car dhoflggfondic e‘éé’Qhﬁeﬁ?ﬁ? BROGE A PLECE-0 1tg:f}ps fRaEemeRs BRIRH S eé{i’ﬁeﬂg t he

session th St L r Ind i ccount

i dentifi ed%&h@ﬁ%ﬁé@%@@aﬁ&c@ﬁ%@gﬁ%afra gg%ﬁ‘?%ﬂ{?ﬁ" ac ouﬁ’t%%adgg c}%:llhg)tu gd W th
t he car dhotgisblisking defimiantiyl relatibnship withtled SPnPrfdaablpths eommuaichidd dfng server
‘by cross-referencing the | P address to the cardholder's identity fromthe

previ ous| yinf@mstion egqrdh@mpémw batweenghe originaling:segey avq the tMIRHBEP i or
t, | . i i -1 | d
he pr ovi de Rt e A RAE O by Roll TSR Al RHEE AR DR RAREE 1P P01

recourse testital fordSPa@IdaReroiint@3ign up tolike Ri¢gand pfthaimsalpiaioft . 15 |t

woul d further be desirable, if a nethod could be provided, which would
al | ow a co¥ditienal emmppigations gaeinment @fagilitate the seryrn comsweationgndbei r car d

details to | e r i of the
present i ns\'f%%ltlcl{%h aga(rﬁ%%t Eurg%%g?#g{rﬁ% arg?&\;lfeer&ée g g?‘% g\éﬁ&%%[g gé é%?’l“f? §mr:ra§a% ods
present |y siiMicpbcbst @ the ptozeds aaa ke istilisho giatneefeaptheebrdhaldess t he need
for a cardholder to transmt card nunbers along w th other purchasing

det ai 114 atPPRECHYSHe of 25 purchase and couples this with the use of a
password feature. This renders the transaction akin to a bank cash

wi t hdrawal that banks/card schenmes are totally happy with froma security
poi nt of view bwOgmEs41eldiselodéitantiftehdt Bilife HRIHFE cEMpASIHS BstatiliRHinglahier s
access to their "network"” to ensure Security. 30 In a frrst enbodi nent, a
conput er dagreenpmd betsverm an Inderhetdiceess prayider eud # oustpmers agbamagreamenh- | | ne

t ot t i sing.the st f:  WQ 02/097752 PCT/]E02/ 00072
5 ool vi P Reree DRt B biidet nda VR BheTeRg reindt a6Ghss RECVAdEF g
request | r%ré@ivﬂth fhe CadtOReY AT thdAnANOPThill Ik AR 3hd REniBR tHe SaiddParder

n

request a provi di ng access by said cardhol der to the network, receiving a
payment r eRfagduats ankssevieasayrchasad ovaethedntamst bethe cystpaepfigmdhe vahdee dhest

identifyin rchant informgtion ingluding, a hant code identifier and a
transacti O%F{%ﬁé} B Fsg\;‘?ﬁﬁ bﬂtSW?éﬁ?rLig%?‘%md%mnf rc“ftﬂgl_eﬁgﬁaﬁﬁ der from
a car dhol dgbd6ttbabdrdice 8VaIRSRiterdtFonh h vaSHoR, tPaMAGRdhalafoRRsticiAtdnemitiequest
for the paynent card details, the authorisation request including the

mer chant ceetieesiribie cusomerand dke veadoristalsodrangmisted g themprevidérobhdprovidenr

Forwarth ngreb s hEPRER o AmeBha e et 8 Fnf  BortPE AllTE B ot o1
data procegsduld vk Resiormeepinp (HeediffoMRAl 239 fhdRor PrRMIIRY tHeQBHAR! ABE a

merchant code identifier fromthe nmerchant. The Conputer data processing 15
met hod mayrepwitofitbis methods thepe istnomsed forginy hustpagmasaount ogmbers or yendlopay nent

host for processing of th a t transaction. Were posting is.petforned,
PR 2o R RN R i AN R

del ayi ng paatihfiembich. PaYiRRRinsE BEEARE With this Appreieh id (Rt dgpienithitsdgd | very has
been received. Optionally, the corrg;‘ger dat a processi ng nethod may further
conpri2fe tmauigaddistwéenthe [SR$ angl merchantsibeforeramy tahsactionsccan didksipdaee. i nf or mat i on
provided to a nerchant matches cardhol der information stored in the

cardhol der's details database. In a second enbodi ment, a conputer data
processi ng nmet hggs bes, PIEYikdeds h et PHe §§ﬂf&ﬁ;iﬁé‘cé?;!&aiiééa%ilﬂlﬁg gt
. transaction, conprising the steps of 25 receiving a request froma
car dhol deriransagsions eeitdugted evenshkinternetchberwgpnestardhobden dnchan nternet Saoticter

assword, thenticating said cardhol der r st and provi.di ng access b
. gai d card d'lfj’gl Fr{hlf)o‘{ghléng’étf’mlﬁ?ﬁ?cef% féﬁ"vﬁﬁ@@%%mcw ﬁ\élfﬂ{?ngrequest y
associzgt eavdtolierts trRNHRES the PAP QLVELP tréin MR %%lliﬂé'?la%ﬁn%g:gété& qeft. 30

B
retrieving paynment card details for the cardholder froma abase,
associates the cardholder's identity and the temporary Internet Protocol (IP) address that

is assigned by the IAP to the cardholder’s session for use by to that cardholder's



WD 02/ 0977s2 PCT/ 1 E02/00072 6 submtting a paynent authorisation request
for the paynent card details, the authorisation request including a system
mer chant wedpaidatransaction value to an authorisation hQgtr/eesoon72

aut horising the transaction, and on recei pt of an authorisation forwarding
a transation request to the merchant, tHWe request including a cardhol der

t d Th t ' d furt i
Pho st ep. of TREEACBATIRGTSE (R LRERATOL: BB P T Ih Pl oIt AT PP e The -
conput er dajgnPpRESAR HRAPRIGRIGMRY cArARdINESHAINRS fHeQRinSictiBRaRd 1 chdige Pay TNt

request to a paynent host for to processing of the paynent transaction.
Wher e post ifogthe srapectiar. Fbd charges ooalb scbriragsactions we esainmyjatadbhad may furt her

-conprise the step of del qyi ng, postin he paynent .request., unt.i
cont1 1 nat | RIS TRV Heset Bk artal voet SepTRGH rApSe (SRR &re da o
processing rahfied JFiie felihdsRRE téri | AGhd 81 AP cAHNNEEs ¥dsith, B cRilge © t hat

~t he cardhol der information péow ded to a nerchant matches car dhol der

i nf or mat i orforsdlbthe tansactidnstdueing dhiecdesdiatethatare stoesd an tha trabsaston denvea t hi r d
enbodi ment, a systemis provided, for processing an on-line paynent
transact i orfatabe R iheraspounsidentitisd woh 'aéare%%{errgiar&?éé? ﬁ’éf‘&ﬁ a further
connection a¥§0@ia?edlw%?l?{he'3§1td%fd%r'§ ﬂeﬁtﬁgtﬁaﬂs@t#}@a ofth d%aﬁ%s'ﬁ%?%lbﬂﬁﬁ%%r sl ng.
20 receiving nmeans for recerving a request froma cardholder t© connéct a
networ k, sardstefaeasing iecPuddiegs ® thacatidldats igasisydron, thapiehipnsly eaxeived nmeans
for authenticating said cardhol der request and providi ng access by said

car dhol'®ler anéSiOFd TRESERSr k, recei vi ng means for receiving a first

transacti on request associated with a transaction z5 between a nerchant and
the cardhol der, retrieval neans for retrieving paynent card details for the
car dhol der fromlacslaidbana,of di privrias] it yvonkibcadvantagedusifid meodopay ment

aut hori sation request for_the paynent card details, the amq%%i sation

request i nPMIrhRTRE goods ondinerenkdmemrovderbwhish wouldhrermit agar tq hpvga

aut hori sati [ S| Fﬁ 4 | r ion
means respgﬁgﬁ'lgg&% %ffﬁ(ra{éeggﬁ%%{m% &’atﬁgg'tﬁ orelfc%g? I girlldx‘??gr%%% K%ﬂgg%ﬁ%% Ig'gl{t'i on host
and adapted to forward a transaction request to the nerchant, the request

i ncl udi ng a system cardhol der account code, WO 02/1)97752 7

PCT/ | E02/ 00072 Htiveuld furthen beldesisgble, i isanailert eanldrbg proyided.evhich wepldadloy

mer chant request ans,for r esting. . ode | 4fiar. fromthe
nmer chant . ‘I"‘hémssu% 3 Ommr?%?/aPﬁrgﬁ%geo%élmﬁgvﬂng’%&%%gﬁ]%g]erlrreczgﬁgg%l%lis df)g{slfd; ng the
payment regdfis. to a paynment host for processing of the paynent
transaction. In this option, the paynent posting neans del ays posting the
paynent request until a confirmation of delivery has been received.

Opt i on%l y’Su&rnﬁaﬁyﬁItﬁE'k_Mtf-oﬂd ude a verification neans which is adapted to
perform a i to ensure that the cardhol der information
provided to a nerchant matches cardhol der information stored in the
database. ro In_a fourth enbodi ment a paynent processing systemis provided
for processing dheeprgephel thapresent inveatiemhadoptanplicistine aPRTed R RCUHId a

car dhol der, rL.SLad; B! a f guest,
ot d payme PR R SEY ERBRR ol et ek TREVRED: ARSI ARE DS
code i dent ichidasldand tEanbit RERIHuUntHReryAbdngewith other purchasing details at the time of

25  purchase and couples this with the use of a password feature. This renders the

transaction akin to a bank cash withdrawal that banks/card schemes are totally happy
with from a security point of view but are reluctant to allow e-commerce and/or any

others access to their “network” to ensure Security.

30 In a first embodiment, a computer data processing method is provided for

processing an on-line payment transaction, comprising the steps of:



15 associ ation nmeans for associating a cardholder with the received paynent
request, neans for retrieving paynent card details for the .cardhol der from
a dat ast on® @feeeapdhol der card details, authorisation nmeangf@oyssei tting

a paynent authorisation request for the retrieved paynent card details, the
payment authorisation request including3the retrieved payment 2o card

details, the nmerchant cpde of th aynent request and the transgction val ue
of the. payHERVTEATGENS: Ko arFasisT CLSSst haSeyosh Said RO LRRG e
transacti OQardﬁ&Héﬂ.rﬂaWJr@,n means which is adapted to forward confirmation of
an authorisation received in response to a submtted paynent authorisation
request . 2suthentichiing sudbcddimdddr request sdgreviding pedesy byhsaid cadimidado themer chant
‘Tequest means for requesting a nerchant, cade identifier fr.gmthe mer chant .
The oyt omatRpr R SPAEERGFTE) SO LS Bt I PRy ot

requests F%eﬁu@&ﬂ@ﬁﬂfyiﬁgﬁ&mﬁa{ti%ﬂﬁm inuing WferBRNTEN. iHERARARAd #N- I N
‘this option, the paynent I

posti ng nmeans del ays posting thle paynent request
until a cotrénsactixin galuef del i very has been received. 30 WO 02/ 097752

PCT/ 1 EO2/ 00072 .8 Optiopal ly, th ste i ncl ud verjfication neans
whi ch i s ot W FTSEE ¢ Mt B ik pUotoeY e g At i els fRabSehe

car dhol der gjyaf; | | ; quanilg ; | der

i nformati 0?1 Stlﬁ%éa te ﬁtreﬁgg)? §%éirgea%égfﬁ&a f ayﬁhﬁ%ﬁ%ﬁ%ﬂ?& a paynent

pr ocessi ngaighadsation seqpesd tictieting the mprcipssodegnd iranvaetionealpatprant t r ansacti on
bet ween a neychant la)md a cardhol der, conprising: means fQx receiving a

paymentd t r aiHarsenomhest fuauthorising dhe,Ugnsastion; Wl kareunaa AesiR}iofdn mer chant

I nf or mat i O&th&%aﬂ% Awirdily o %at?o%d&thé’ﬁﬂp& dafibn {%ﬂﬂ ﬁne%h%ﬂé?‘c“ on val ue,
associ ation nmeans for assoclating a cardhol der w th the fecei ved payment
request, 10 neans for retrieving paynent card details for the cardhol der

froma datastore of cardhol der card details, authorisation neans for
subnitting a payResRmReKel pracsssing meghpdapay Hrthenrempsise thostep Yaynent card

details, t : ri . ' uch ' ipayment
card dot ai 12U EHEE Sher Bl e 38 ERGS bl e BTl Sk bREE 2
paynments r egetnt nay idduddthasiep of psdinkale pdsient RuautioOpdymenghdds for
transaction, response nmeans responsive to receipt of an authorisation and
adapt ed t oPTOsesHREQPTL thernagmentdtansretionYekare pesting és pastogmaghithe eompyterdlatast

i ncl udi ng t hi ' t, the

Syst om nayDPerERERAREHRY SR Gl OUG of idyihe i finf HOBER, - 12

mer chant cedaest datilta donfirmitionrofidelvery hadibgeh reckhed s Pptienaliheicofiputte a
paynent posting neans fox posting the paynent request to a pagnent host for

pr ocessi ngdat prasesspgypethed may fAuther cRpriserthe ster obyrrifiung t ersuredhatdhe posting
nmeans del a I; r i I WeY2 o) l.ivery
e R e e T
means whi ctheicardhdidpt’ dethils xeiblagg. m a second verification to ensure that the
cardhol der information provided to a nerchant matches cardhol der
information stored in the database. 30 In one enbodinent, the first set of
i nformation ideptjfuyi o] ty.Qf. i rqrat i on
dent i Tyi ng ¢ helrespibbaboiheitns b RBtatd ol iR thelit eGP

prot ocol, ﬁl@besgkl@ﬁﬁbﬁ-lﬁlh%aﬁﬁﬁif tebdcion avaReisp el wegslfHTM. forms. WO
02/ 0977, 2 PCT/] E02/ 000172 9 These and ot her aspects of the invention wll
be appdr enfecsivinga ragueselier iagardhgldgr toconpeat ametvask tsgidirgueshiselyding st s)

described herehadTh&word,

authenticating said cardholder request and providing access by said cardholder to the
network, receiving a first transaction request associated with a transaction between a
merchant and the cardholder,

30 retrieving payment card details for the cardholder from a database,



Brief Description of the Drawi ngs The invention wll now be described in
greater detail with reference to the acconpanying drawi ngs in which: Figure
1 is a pi sumex@r7seepresentati on of the arrangenent of a payekobéeansacti on
schenme according to the invention, Figure 2 is a nore detailed
representation of the arrangenent of fidgure 1, 10 Figure 3 is a schema of
an exenpl ary dat abase for use wth the present inventi onhlpgbgure 4 is a

flowchart SRORINRSE #BYYAYE SHAPHHIOR request fag t ‘é?B}@E?m_G?rdtq‘? Iriention, Figure
Sis ar epraﬁﬁl%PF%thﬁ'gﬁl% t i clgﬁf%ahgﬁaﬂqﬁ&clga% c&i%edn\&‘tltaﬂsatcﬁ? Lertden, and

Figure 6 is a WC according to a second aspect of the
i nventi on. ahthobedtrin/ledt foe awthofiding®the dfangdotio)y awi ngs An arrangenment of the

‘on-line transaction schene accqrding to the inyention, shown in figure 1,
i nvol ves a 3A&ABEsCEHL ofing pehemation frvakling a gagspllensfedussh il merchanethkor k. | n

particular, . I i on-line (e-commerce)

t ransac%i on° ogtégﬂ%@gécfa@gtg%ﬁ{yg%g%/&n%E?&gard (typically a debit, credit
or charge card) cardholder 4 and a nmerchant 2. Conmuni cati on between the
mer chant and cardhol der is conducted over a network 3 (the Internet). The
nerchant, or norldespappisesta prsessinednethed mag Surther comprise thostepghyent i onal |y,

Cont | MU0k RS cHIE BRI ot B i TSRS o

T
access to t ca older s CO n the

ot her hand nidhsdRhy Tehud thest&PeRRElind Be phfnéditiréfuasito 3 ;@ﬁh&nt@x&strf@ﬂm red.
Typically, the cardhol der's conputer connects to the 30 Internet 3 via an

| nt er nd®  S@ragessingvighe gement gmysagtionT hWhergpasting is perfermedethe Spmpuigr gta made
usi ng a nodem over a,conventional or. | t el hone |i.ne .or by ot her

oo obh e COTReRER Pinad e Tt BpPhise (8 eh S AR RE pos B8 dFrettheth o
connect i ng rédquesthimitil PPorfirmialién 6LadIvelydRk bB&YrebéivéE WUpaREIY, Rhesintfuté

cardhol dernane and/ or cardhol der password. An authentication nmeans, for

exanpl e a delewpredeysisgmethwd anaydiithes copwrisothestep of eeiifyingip icosurpihothes
typically co ring.the.cardho r na nd sswor d, ent er ed .agaj nst. a

car dhol der Cgrggﬁlldﬂ fodﬁ?&ﬁ%g@vﬁifgg%? Pﬁ%ﬁdﬁﬁﬁgﬁrca fﬁﬁ%f“}?&%’g\%ﬂ?}‘% st or ed
| ocal | ys on thd@rdboRics@rdétils dhtaBideassoci at ed server or network of the ISP's
server. Upon verification of the cardhol dernane and password, the

cardhol der's conputer is granted access through the ISP network to the

Internet. In a third embodiment, a system is provided for processing an on-line payment

transaction, the system having a connection to the Internet and a further connection via a
local network to the terminal of a cardholder comprising:

20  receiving means for receiving a request from a cardholder to connect a network, said
request including a cardholder password,
authentication means for authenticating said cardholder request and providing access by
said cardholder to the network,
receiving means for receiving a first transaction request associated with a transaction

25  between a merchant and the cardholder,
retrieval means for retrieving payment card details for the cardholder from a database,
authorising means for submitting a payment authorisation request for the payment card
details, the authorisation request including a system merchant code and transaction value
to an authorisation host for authorising the transaction,

30  and transaction means responsive to receipt of an authorisation from the authorisation
host and adapted to forward a transaction request to the merchant, the request including

a system cardholder account code.



1 o Typically, the ISP servers 5 may be connected to the Internet 3 using
routers and ot her associ ated hardware devices. Security and protection for
the | SP swoerovarsd associ ated | ocal network may be provi dege-Biobpseyal |
devices or software. This conbination of router technol ogy and security
features allows ISP's to make services dvail able on the | SP servers which
may be accessed directly by cardhol ders connecting 15 through the ISP

wi t hout the necds s gmpediment theystemanaxfurther eamrise @ meghasd feguesh eaey ver

. . e ; . X
on-Che 1 op THEReabiind RR0Eht eidbidhie Bhm SO BMARS 18T BR MBARCET
t hrough t hepayfknt\RiEy Heaisfon Postig ey rlygnt 8 edse X Pdynenbiost fdrr d parties on

the Internet. 20 An_exenplary structure for an | SP system for providing a
car dhol der Rieeessiag elothe paymentdyangactiomdlnhis optiomithe paymesy pestiingvrganydalaysn

processing system for processin n -l i.ne nsaction_bet we t he

‘car dhol der pg%@“%twﬁgggﬂéﬁfeaélgétowg} %&09%“8‘“ gho%ﬂ%%%}vlggzt{as%e °h %8eli‘"§£enti on is
illustrated in figure 2. The associ ated paynment processing system nay be
integrated within the ISP or naintained in a separate systemin association

wi th the 25 | SP.Ontienally, shesystep! may instudg etveriBeationanesams avhadhdis adapigdtbase 100,
101 of the | descri hed .abqve ,is expanded tq,incl.ude further.cardhol der

| nf or mat | orPeHaEn At VErBetion to fesuEs Bt ryrdnolisgiatammation YT B gur e
3, which nayeiRmk HARKEDQardIES I rmaAtHN i€ the da@Baseayment card details of
cardhol ders 14,15, 16. The paynent card key details may typically include

detail $0of the card paynent schene 14 (e.g. VISAS, AMERI CAN 30 EXPRESSTM
DI NERS CLUB, MASTER CARDIM etc.), card nunmber 15 and expiry.date 16 of the
ki vi dusl car i PR SR RSy it PEA 8 37580 1 L S0 e85 iy
card detai |z @OitledaPeRSitABACHRA BEWHRR A ndishanPAtOL A0S &lthprilifps their

a
account with the I'SP or at sone subsequent tinme convenient to the
car dhol der mguis f@PeceRong a paygoas trafisastanureijusst, shid pagmpniopgesstidehidyinghe key

details b lied inawitt Lication fromt dhol der to th
'SP At o matRyBl jomiide Mg SRR e eplBFiand GRS PR Eione cal |
to the |} SP.osblapiieh nfehhd el aEgocfaBﬁ§§cﬁ’fﬁfaé}lﬂgﬁm‘ﬂﬂﬂe%&ﬂ%ﬁ{ﬁyﬁ@ﬁtre egiar dhol der’ s

key details are not transmtted over the Internet. ess preferred

enbodi ment ,meuns Fat rettibvng payment lvalddietails dorehe eardbdidenfraen ddtstard of on-1ine. |t
will be appre i@tﬁed éga%.the dat abase structure may be inpl enmented using
one 10 or ofdgh¢d s, 1 01 in a relational database. Each cardhol der

account na I ’ : i : Of: r i i.e.
Shoro o oayARRYSER feds 86 ABRIAAE APkl pRBbr Ok ROEREr BekdlibRd 1 D 1|

be appr eci gagaeiycatdesalssthielpapdentauthossation reduest inclndingiti xetriexbd payganabase
woul d be appropri.ate having a first table identifying cardholders.and their
passworts - CA o< Be Srrictid e o dhe PEYIMGH EFaBa: and Iedra qtian velce af e

addi ti onal Cp%?r_néﬁt%che%'aﬂa @xﬁﬂﬁﬁﬂmtlﬂstj foPKuthd}sid PRk BhnsaBtign, @ car dhol der

nunber which is created at the tine of entry of the cardholder to the
dat abase ardnfisnation gneans whshdhadaptedito fatevard danfimnhiorbef aaeamtlerisationd f urt her

that the cardhol.der card details 101 nmay be stored in a separate system
Bl T oget her TPASHAN EPliGilcia o wLeH PGl PACGR IR TRt - par t cul b viher e
the transaction processing systemis distinct fromthe ISP. 20 Generally,

the nmet hods of the invention commence with a cardhol der establishing 20 a
connec®$ on to t hethinembobent, theagsterBnayrfottheti cogiprise a awnchant requeat meamsps  of

o o SEr ALl SRR Sy bl e e s "
| SP may as 7g. i t he

car dhol der" i I i subsequently
. by the ISP@%IB?XE}@%%%&M%%%E%%PQ fkﬁ&g%ﬁuae%gg?tll gn.e H&dégﬁ’g car dhol der

has est abl ipsbeessiBPofsthe paymeait iransattior. He this bptiore thd paymeghpdshiag hiskhs delteys
cardhol der may use appropriate hrowser soft . e.qg. NETSCAPE 30 NAVI GATOR
. or M ma@?svw@w&%l@nmﬁnﬁlba FrpbirEakeR %’%?qvwgvﬁg?e%amm%me

marcha@(;s' web sites.



WO 021 097752 PCT/ | EO2/ 00072 12 A first method of operation of the invention
is showmn in Figure 4. In this enbodi nent, the nerchant has established an
agr eenment wib 028®tisg or indirectly with the ISP, which in thegabseh, of the
present invention should be taken to nean an ISP with an associ ated paynent
processor, to use the transaction schemg of the present invention. It
commences Wi th a cardhol der accessing a nerchant's website. The cardhol der
may, dependi ng Owtiohallycthefsygemanayanclofle a Merification areanswhish 44 adapteditew

descriptions .of goods,or.servigces for.sale i pictures of .these goods or
servi ces, B‘?f(ﬁor%géet?fm‘? Y‘gf@a{l%“ ﬁ?@ﬂf&éﬁa‘% éafé&‘ﬁ#ir dﬂfggn?tlﬂn Hrﬂﬂflﬁq?rg’rﬁi ng
these faci hjetdaft AikcResWaRMbIder FE6YRRioA sRrien! th&kdaxasén the art. 10 Upon

Tecei pt of a request to purchase an itemfromthe cardhol der, the nerchant
server may respond by forwarding a formfor conpletion by the cardhol der.

The form may be_a er , Text rk-Up Language (HTNL) do nt, with a small
JAVASCHIPT b o kit REmbedienhs BAEHRm PRSIy et PR aled oo el o
properly, 4Rk EQﬁH&ﬁ tAMACHSPYE RRer £afANR dnd'aBafRYIdRE cofifpHsingT M- f or s
which are well known in the art and permt the i1 nclusion O0f a nunber of

Mel ds whi cimeamsdfor edceiving a pagmientramssctonfrequesi saifl payraait iraquestadendifgingd t h t he
form how and where to send the infoymation, provided by a cardholder in a
form 20 ARCERIRGREIEHoR MevADEBHDER cpitidrRiler 4,8 Ot TS 1 he

car dhol der ,dgciehlPhefR T éﬁ.%c?a{t@tai c%?dho‘?de? withl ¥ ¥e§§%g§gé§§ent ?ég;géﬁs s 44b and

phone nunber 44c, using their browses software. rm may al so
cont ai i i nfneamsefor cetricletgpdyimegt ¢dné detadnfomdchd andliohder fidbhmayddtastorexodinpl e a
description 8% éhgﬁ{g{ggds 43b, the quantities 43c, prices 43d and a nerchant
transact i offrARQlder eiailsber 43a. A1l of this information may be stored as

fields in L QkiDh nieaid R s ]%p’@% | jhe
mer chant télgﬁ%rlei%tl?}én re%iglf “glr?%g&n er. %ga@%ﬁéﬁg%@ggésgﬁcg%eeﬁ ag filled in
t he form 2gayansht chrd details,dle paynsmp awthorisation bagtst inchidihidthefrettiavetOpayment
subm tted bydthe browses software, to a | ocation defined in the WO

02/ 097752 9834 Setpils ey chagt foderand|the trapsagtianaigiue of dhe pRYMERLISABSHIA n t he
HTM. dqcu : el el ds and val ues entered. For
exarrpllcg, gﬁgéﬁtﬁ?ﬁsaﬁ]&gﬁ{)‘stE&r}gag%{%h%%gtt%%r%t}%(%t?gf tore enter their details if
t he nane fiespehshattaheespdnsive tdiegaipt ofldicautimirizatioroindtaddepted weforwad avay . be
configured to operate in a variety of different ways. In a first

enbodi ment ARSACHRH repusshie themerehant, @egweétrfwlggtaa apystemcardhgldghacegd wi t h
the transagjj.on systemof the ISP, the nmerchant system provides the
merchant's nerchazit code for a card scheme to the ISP. 1 o This may be

i npl enented by the nmerchant providing a purchase paynent option 45
corresgondi ng to the ISP, service. For exanple, the cardhol der nay be able

to seldct the pHsfmbodimasns the systran map fyrthes Gomprassa merehppt seAUSSIREARS down

list in a I I lﬁﬁﬁﬂe [rb}a‘gé i t t he
car dhol derfogé u&&éné{%‘g&%%@x&%ﬁ%@& 0(5 féo??g{rar?%aéagﬁp etﬁ{g%ltlhgy g@g@ga
descri bed paymignt pping sedassfor postirig thé payandnt esyued a6 a phyenam hditdbder W shes to

make a purchase_ using the cardholder’'s credit card details which are stored
on their |Bocesingpf cqaymenidransagtiono dnihisaentionyihg paRBGE Postingpsans dedys o t he

ray be. i RENmE o Rhucs o AR Rl oERE AR BiRcly £ 5 v

merchant's nerchant code, an identifier of the card

Optionally, the system may include a verification means which is adapted to
perform a second verification to ensure that the cardholder information provided to a

merchant matches cardholder information stored in the database.

30 In one embodiment, the first set of information identifying a cardholder and the
second set of information identifying the merchant are received using an Internet

submission protocol, for example the POST action associated with HTML forms.



schenme. Upon conpletion of the formby the cardholder, the formis
submtted 25 to the | SP server or an associ ated server hosting the
transact i wo q@ooeszsor | 02. The transaction 25 processor 1GgHT/iMareda7s ncl udes
a receiving neans for receiving the form extracts 26 information fromthe
formincluding the the nmerchant's nmerch@&nt code and the anount of the

transaction. The transaction processor includes an association means which
det er mi nes fr omThesamndattheraspistsiod e inventionrwillths spparent fsamrand phigidatedr

exanpl e using t | P .addres f t conputer from which the request was
sont and. adeirdfehls R FEfadmet (i o6RRE Reemeffunol der - Wo 112/ 11 677; 2
14 PCT/ 1 EQ2/ 00072 Once the transaction processor has determ ned the
‘identity of the cardhol der, the transaction processor using suitable
retrieval Brigidesexiptiopobthedbragvimgihol der card details for the associated
cardhol der from.he car.dhol.der card i.nformation abase. Th ransaction
‘processdr 102 ( eé‘ﬁvegég’bg’ll P%%%QG?WBBF‘gﬁ'tgrSﬂera%e\% ‘é’?ﬁfﬁ’é’ﬁn g?il'bci i shes (if
not al r eady &34 aRlingesYings OMI&Et i on to a card schenme authorisation host 7
and submts 27 the paynment card details, the nerchant code and the
transact i offigna Uiés 4 picteajaprepreaentatiineoftonareigemant of atpagmeantt tramsdctiani on host
may for exarﬁﬂ e be de over a dedicated security network or a tel ephone

line. to | oM %6 H?gtgélﬁ’&?{e’ﬁ’(?gt_ rej ects the transaction, the transaction
Pr OCESSOr _ FEspONdS, hibrS A1 Ao fesHiaiahb e &gt hucay dhol der and/or

nmerchant and the transaction I's cance . 15 1f the tFansaction is

approved, Frpraditwsdheahiodan bxsplay datatiese fohesetwitintha présemt ipventies,sor 102
with a transaction guthorisatio unbey, as pgr. conventi anal .paynent
transacti ohBHHEIT} ﬂ‘é’gll‘ﬂ‘bt?f‘rﬂ?tgﬁ‘ggcé% “E%ﬁor?gfe“ét%stﬂﬁ‘fti theingentiflans t hen
forwards 2§; b maeh : | j ; i 41 nsertion of
t he aut hor?ls%??é'rl]sr co gégglg%aorw}%l%w%ﬁ(?ﬁg&?%?n‘gl et%lgl S éﬁ’gxédy conpl et ed
by the car #imireléiis a flowthuet ofer méthod accerdngy to a2@cditkasgedt af the infentibe.

transaction including the nerchant information, cardhol der information and
transaction details may be stored by the transaction processor or in a

transagi Ot AR5 L Qb5 1S h ?ﬁ{elb Gfhsy OF on an associated server for
subsequent - U. osting nmeans of the transaction
processor posting the transaction 25 information to a card paynent schene

for processing of the transaction). Although, this ) ) )
An arrangement of the on-line transaction scheme according to the invention,

shown in figure 1, involves a number of different parties at different nodes in a network.
In particular, the process is concerned with an on-line (e-commerce) transaction
20  conducted between a payment card (typically a debit, credit or charge card) cardholder 4

and a merchant 2.

Communication between the merchant and cardholder is conducted over a
network 3 (the Internet). The merchant, or more precisely the merchant’s server 2, 1s,
25  conventionally, continuously connected to the network so as to allow consumers

unhindered access to the merchant’s web site.

The cardholder’s computer may on the other hand be configured to connect to
the Internet 3 only as required. Typically, the cardholder’s computer connects to the
30  Internet 3 via an Internet Service Provider (ISP) 5. The connection to the ISP may be
made using a modem over a conventional or ISDN telephone line or by other suitable

communication means.



step may be conpleted sinultaneously with authorisation. Upon receipt of a
confirmation, e.g. an authorisation code, with the transaction details, the
mer chant Wasox7sbf ecti ve guarantee that the transaction vwdirdsgosasi d and
that 30 the nmerchant will receive settlenent in due course fromthe card
schene. Wth this guarantee, the nerchadf can allow the transaction, for
exanpl e, the supplying the goods or services requested to proceed. WO

02/ 1197752 PCT/ 1 EO2/ 00072 15 It will be appreciated that in the entire
transaction, th r r K ' revealed to
t he nerchant. SQﬁ%%a ?ﬁ%ﬂﬁggégﬁgggPﬁgﬁﬁgﬁbﬁgkf?gﬂgggﬁﬁﬁﬁa592@2§Sor stores

t he det ai | scaedholdemantcemgiasicantholdet pdsewad. Ahauthentication neass, farexpapleiang unt i |
‘confirmation of processing. of %n order, by, a merchant gr receipt of goods by
a car dhol deﬁf:@urﬁwoféwﬁﬁw?ﬂ% Rerterms s vegilicglipndiaeass bercaliy ompring the

Lr ansacki onaloider hEGELR pRwad TS a0l A ROITE SHARY afEhAE b iR
del i very service conpany BRd their de very transaction record. Upon

recei pt 1 caddidldepsahés andpkswdrdastord 1adallg us the ISPaervei o0an askdvatéd semsaCt | on

processor would rel ease the transactiaon for processing by the approgriate

card schemer netwagk pf thedSBsisarventUnos veriigation of thesgrdheldepramg andmasgwordnunber
of differe s L que ol der
subm t theqﬁﬁgﬁéﬂggﬁéﬁggﬂﬁﬁﬁgggﬁ"gﬁfga%ﬁgﬁggﬁﬁﬁ%ﬁﬁﬁ%%%égg%?%?gégggain t he
merchant's card schene details. For exanple, the nerchant or the nerchant's

server software may sinﬁléﬁidentify t he domain of the ISP gateway fromthe
header 1Pnf or mat i oRiBHBhIEXP spyvars & ey bgwennssteddo fiednisaret 3 gpingApweriaad

connect | Ng 0. LG RGN e 1R IPSERAR b BEI AL HRNSP SeRar ey SO twar e

may forward a transaction request to a pre-desig

(previ ousl yaskdrititsitbesl nebwatR nidyebel ppbvitied by rewall dBwibés) or@oftivafe Thidef i ned
standard domai n. For exanple, if the header information received fromthe

car dhol der donthiratioe @f rawer teghnology gahsechrity featnrss dldors ISP seonest hen t he

h f I d d i f TE :
[0 cond t noPUERTRE 3P 585 IEaThAREFitaS P st O dlpelobi sl o

have ansagriaeuwphthesP Withdat theetdssi®nfor &aRe i @fofidardhoRier refledds ARASHRE L0
facilitate use of the nmethod described above. In this second enbodi nent,

t he transadeiRonses oyt bteingt. &n Bepway, gammysicatiensdwtveenn seoterPiiiediP has been

conpl eted 30.by,the cardholder. This | [ QN f e be

ef fected b)}‘ °{‘ﬁ%’fkc‘é‘%‘§8 ﬁ%ﬁdﬁg@eg?%rg? ﬁaﬁ?ngécﬁlp gﬁ(p%hﬁq?tﬁlg}%?/ﬂﬁ&agphﬁﬁ%@ i nterface,

t he sel ect iNggtwoik a2 nvtyenbrallh figeicepthble by Wi pagti®fonahe Bitémer € nodul e whi ch
directs the conpleted formto the ISP transacti on processor. WO 02/ 097752
PCT/ 1 E02/ 00072 16 Upon receipt of the form the transaction processor 102

may initially check to,determ ne wheiher .the nerchant Is.approved for use
Wi AR TSP or et sEp TRl TR kR da BoER ar FeRIR RS 2

anot her parthy Intekh& a8 Bh Q¥sdkiatpadneAREditdnHro®eahs YRk COrPr&RsReE ¥y, I n
whi ch nerchants are banned fromusing the system e.g. where the nerchant
has previ owstnefrmsgssion betveagn sz ¢asdhoddes and a/mierchdat dcoendinggo go earbodiment
services. In this way,. reliability.factor can, be included. whe

car aho der St gtfhis R it 20 B lach RS BE b Eimd e iy
banned | i sthefifilefiaitd Veittin HeISPOT imHint8ia8Pind Separdé systemlifl AodRition With Tie
transaction Erocessor may al so, using a nerchant request neans, attenpt to

subni t 2&4 me§8adethisexenplane sevcivre, ts kardholderalatabazentiy 19 bofsthe ISRydesetiteddy

merchant details to allow cessin h [ cti roceed. For
exanpl e, tﬁ%OW% §§6§ﬁﬁ%§’B@ﬁ@ﬁ§w3F¥gﬂﬁ%va%ﬁ?%wﬁﬁéﬁ%ﬁ%ﬁﬁééésggﬁﬁ% fields of
t he transacdxemplabyoddiataRe steudiire of Fipgird 1) afichthpinchide ¢hd Rend¥EDCARIRdsses 13er ver .
This is particularly suited to situations where the 15 transaction

processi ng and peymentwarstietailsofwetdbpldersild, Hadbalhepaymenteard ey details may
i tuati where . | | - k i gt ' i i
Bt niof " sdvecHaRs R GBSl enfnciiheRt Y Gleg VigA™ ApRicR o V'

where the FaxPRIRSS™ AINERK CNUBEY IMABTBRWARDM eicy, il AiMb&aAL5 dnl ekpiry
possible that the nerchant's server would generate an error nessage. 20 In
t he event tdatg 16 ¢feherindevidunl cardbplderss t o such a request and provides their
mer chant card schene details, the transaction may be processed as descri bed
above with respect to the processing of the transaction request in the
first enmbodinment. 25 In the event that a nerchant responds negatively or
fails to respond within a period of tinme, the nethod proceeds along the .
followng lines: As described above with respect to the first enbodi nent,
the transaction processor determnes the identity of the cardhol der and
extracts 32 the cardhol der 30 information for the cardhol der fromthe
cardhol der card key details datastore.




WO 02/ 097752 17 PCT/1 E02/00(172 Optionally, the transaction processor nmay

i ncl ude a verification neans adapted to perfoi~n a check to ensure that the
name and/ VO azie7eRs etc. on the database matches that supppéetedmed7he
cardhol der in the transaction form In this second enbodi nent, the
transacti on processor does not posess tHd nmerchant's merchant code

I nformation. As a result, it may not be possible to directly process the
transaction as i hhespkexpayment carfhdetpjls squld hoeviablishad weencthe sardholder over come

this, the p , -of | i.e. a
mer chant Co%gi@géeggéegf%gé%{tpﬁ%g@ %\%&é@?gﬁ&ﬁ%@gg@s rcoégeé]?ég@(t)or ?e. g. the
| SP), her ei giadictderiapd ESTeBok Rashs ol Seciyisyt, @iy pRypoded ikat latiesy dBflsteansact i on
processor then transm ts 33 a paynment authorisation request to an

appr opr i at es'gatethin aswiiterprbeationdrasnithe qapdholdse tosthe I%?nA?@r@qﬁié(ﬁky, thesrkeyt he

amount Qf t AT Qﬁﬁ | X o er's
‘paynent gcar%%%lgastrgl S éﬁ?%“?%%ez?ﬁhgﬁﬁgge‘g@%%fa@é .f%ggf %’Pﬁ’ﬁ%alégtpﬁéjsgi sation
host rej ectwotild@néurethans tdrdivldérhsiteyalctdils afliof iSSR0V thehhterhdl. Alés
cardhol der and the transaction is cancell ed as described previously. If the

aut hor i sat | Fafengd emhpdimsuie svoulballovap sardhelder to enter Gewnder detalls errlifor i sati on
20 code to the transaction processor 102. Upon receipt of the authorisation
code, the transaction processor stores it along with the other details of

the transacti onsp i b@lﬂpﬁréc%a&é&ﬂia{ ARUaEBERS A e iy BeinifleheRbLERESORY (€. g.

paynent) 35. 25 It will "be appreciated that once this transaction is

processeéd famenettablesni®a: 104iinta relational ddtabadeelach catdbokienagrounifmayhizve
transaction will| be debit fromthe r.dhol der, and credi,ited to the system
rer chant | UPAIRGIEY 5 P BERebt RAOHeL Ry L oYie A U s BB aR g 1 o
the system gRr&Eaard: Blehis stBhaid, it il B HPRRMatdddy (HARSKIIRY ih ThéQkiBatlahe 30

nmerchant, only the transaction processor schene operator and the
car dhol der . multiple table database would be appropriate having a first table identifying cardholders

and their passwords, with a second table used to hold cardholder details. An additional
15 field could be used to link the tables, e.g. a cardholder number which is created at the
time of entry of the cardholder to the database and is unique to each cardholder. It will
be appreciated further that the cardholder card details 101 may be stored in a separate
system altogether to the cardholder security data store 100, in particular where the

transaction processing system is distinct from the ISP.

Generally, the methods of the invention commence with a cardholder
establishing 20 a connection to the Internet via an ISP including the conventional steps
of cardholder verification (authentication) 21, At the time of connection, the ISP may
associate the connection ID (e.g. the assigned IP number) of the cardholder’s computer

25 with the cardholder. This may be used subsequently by the ISP to identify the cardholder

in a transaction.

Once a cardholder has established 22 a connection to the Internet through the
ISP, the cardholder may use appropriate browser software e.g. NETSCAPE
30 NAVIGATOR or MICROSOFT INTERNET EXPLORER to navigate the Internet and

browse merchants’ web sites.



WO 02/ 097p2 PCT/ 1 E02/ 00072 18 In order to pass settlenent (fromthe
transacti on processor schene operator) to the nerchant, the transaction
processor wo a/ivdea car dhol der information, card nunmber andpEkpiokMo@@at €
correspondi ng to an account of the tran];fcti on processor operator,
hereinafter referred to as the system cdrdhol der account, to the nerchant.
The merchant S ney.oPrRE%F bRssHoH REIaRAs ddwh [ MEARY. Blknig the
conventi onal way. PrhTthi’s “setond transact| on, the tranSaction processor
schene opeembodinsyns thimerhai bhsestablishalmi agréentbab tireudlyn éhdifeetlyrwith llent ' s
account is_credited. In conbination with the first transaction

L€l an,
effective &ubivhishsintheieontexsof theeresspimysrdion should bs taken shmeanan BB witnt i s
credited f r i upt i . ts of
the two ¢ r neoRaiUORPREHRoBID, Pluse N ARASEARH: OF BE BRSN | SEATER
transact i oft phosarReOWithatadhoMetktcedsihgyineeham 3rwbteitel dheicaidhokiat mayy to t he
‘merchant is by insertion 34 of the relevant system cardhol der card

i nf or mat i ofeRsRdingeondpp eerpigueation pf Biedaerghant’s svapsitenvishedaseriations pEgesdssret ed
by the car i |0 : war di ng
Chi'srev, sSa iear o B0 I RlchiCd Rede obl B RRGANREFRER MR M E
mer chant ' s 23 eTatAhiqRENRE fRgiSmemhglthésd fadilitestow R Bbsite Baver@e Rell knbwnlili s

i nstance, however, the nerchant's server submts a 20 authorisation and
(subsequenil)e%yrrent request for the system cardhol der card nunber and not
t he ca{dhol der's card nunber details. The transaction processor in turn

f or war c?s confirmati on of acceptance of the transaction to the nerchant

along with the ﬁlpbh@éde?ﬁlb'f Dfeqaest & ?ﬂibl@asﬁﬁﬁ @B Trorh $heakdhdtdet, Ahavaegbbentt he
paynent card details of the cardhol der. The transaction processor stores

t he det ai | serger migerespanddedorverding b Semutos complstion by ¢he daedholderskhetipan (e. g.
in a day end_ postin fqr t in r ce with . conventional nethods.
3 02, e RS TRl d RS RG Sl Ruforygal | onal et

aut hor i sat JAVASCIMPT 2487 IRduddEté bEshie?mp&glairé@ﬁéws arBcompREAogiodi nent ,
there are two transactions of equal value. The first transaction is between
t he tr&nsaslthanghpnpbeseser regdablenforo pegydiearsednd t he car dhol der. The second
transaction is between the transacti on processor schenme operator and the
merchant. To prevent fraud, the transaction processor nmay be suitably

adapted to perf ormir esaRGIHiEREE QR 1BBWIEE thd AeaddfRrBf ik BElubibARSACt | Ons,
identifying transactions that are unusual. In a further enbodi nent,

car dhol der sumbsr dfdietdsyorieh indigatedn hecmpwsdayspfiwgrenwhat ectiomdo dakervithethe ar d
schenmes. 1n this_ enmhodi nent e.details of .each individual card may 1 o be
Stored i n Lot hav B Sdertip seakehE piiiiniieod Py ASERY 4 BRI SR a8 e and
passwojgd when connecting to the | SP or at sone other appropriate tine, the
cardhol der may be asked to identify which card they wish to use for that
sessi on. Al t er nAmiexamyle fotme 40 i diavinde Figves 4. Therform pliewpthe cardbplder oar d for a
transaction at 15 the tinme of .submttin he for . 9. be,se] ecti.on of an
wppr ot 1 at B BUIPGOPRet ke 45 a8 175 B B IR MG BE, Gned
reference ugeHebwiRoftWadehe cardhol der at the tine of submitting details to

the I SP. For exanple, a cardhol der may assign a nane "V1SA - househol d" to
a VISATM credit card used primarily for purchasing for the household or

" AVEX- husi ness" .t o.ideptify .an AVERL CAN P TM card used for .20 business
pur pos®s. By pr gb? 8‘!%‘{& W@yﬁlﬁ‘? m{%ﬁgﬁg&q%n?%%ﬁ&g @? tr@x&qﬂ&hqr&gﬁlppﬂg PS5 to
sel ect froBxaniflé a GRSHPEbAISS the gaodsd@a; 1ht YuhliRics a86 prid6y/43 & ol RertRant W t hout
the necessity for the cardhol der or transaction processor to transmt data

di scl osi ngtransacticy widatcainimberd dahAlled thih bifoematiod Snayrtectared as/fields indhelhol der

.wll have re than addr ess, associ.ated w.,th one nore cards. For
exanpl e, ag(Pcfg'r gﬁgw&é}%{lcﬁdf}ayﬁ?ﬁfgargeiﬁ%oﬁuﬂ@%e \A%'Fé‘%egc aBF{T%PS SHP IEISEHCF at ed

w th work gfdpe, home address for other cards. In addition, cardholder's

frequently nmay wi sh to have goods delivered to an address, which is not the
cardhaldder' s actual address, e. a present to a loved one. 30 In a further

g.
enbodi nent of the ese ste t,he .cardhql der card key details database
is structured s nﬁg{hﬁﬁa&ﬁ‘P@éﬂi‘?ﬁ?@q‘%Wﬁﬂ@‘gﬁBP‘iﬁléC?‘FgOB R ed with a
WO 02/ 0977 bidited4 IPGL £rRP40-RQ00Ritted by the browser software to a location defined in the



particul ar card or cardhol der account. These addresses coul d be entered at
the sane tine as a cardhol der provides card details to the ISP or may be
amended awmoxbmequent date to renove or add for addressescr/iozbde2ti me of
conducting a validation check, the transaction processor could check to
confirmthat the address provided by the&3cardholder at the tinme of the
transacti on matched an address on the database for the particular card or

car dhol der .fopn itse){i gh suitpblepsceipbembaddedinttho H Tk dpewsnend ey chekdhe Malidityns  of
HTM. forns, d oW /]l be appreciated by the.skilled pers LN . the art
that a var A Vebes B PR ARTE, A iprbl Sy erodht BE PRI heCor es en
i nvention tdadr tnatddiainar tidanaietfidd B4 Yebg leTiblaht. Oor scope of the invention.
For exanpl e, cardhol ders coul d downl oad a specific add-in for their

browsers that automatically operate upon detection of a selection by a
cardhol der or r on r a_ner.chant. server . g. ere the r chant
‘server res pondse],i1 Wstﬁﬂé 89%9?‘{68{5?’5?@{ bs %owtog)%ﬁ@yg@e\{aﬂfty. a purchase
request frofFelgt wafsdhod ARE emPSARSACINNWEIEE tel REEhAMNY sPsteBSMapteaus8bl on
directed towards the routing of a paynent transaction through an ISP and

access onl yopgetayith gherfransectionysysicro #f BiedSBahe merehgnbsystesspyovides the i ncl udes

the possibilit f correlatjon/verification that cardhol ders 20 dat abase
nane/ addr es8°" lgadl? s JTehant W‘ie&g’f?%gﬁ@tef“&ﬁo COIS?‘ s nane/ address and permits

t he obtaining of paynent authorisation independent, but on behalf, of a
merchant. If declined, the declination is passed on to the cardhol der and

t he trdnsacti on This mey bpiroplesseidd by theapgrchant grovidieg a purchadei papmentopiios sent
to the cardhol der and th chant. .25 As urt her separate confidence

b | 0 ng. TSP R P G s or XARR L, 16, el bk e AR sy~ can
be del ayed ibiymdnpdtiRR1RAG e RPY: bh FBbEIRHR Rim Jids $n 96, b G&hy ed.
The words "coéralrnilsnes/corrpqﬁi seirr?g" rang?sgjﬂe wor ds "(ﬂgl\&/%p?tnlél u iﬁé’" Wr%n 30
used her ei ra ahietlhboef erence to the present invention are used to specify the

presence of stated features, integers, steps or conponents but does not
precl ude the presence or addition of one or nore other features, integers,

PCT! | E031 00072 11 o cacaufizat HREAL e calltbllel SREls Ge phberihod priorto
on- | i ne paywempleting the above described form, upon selection of the option that the cardholder
wishes to make a purchase using the cardholder’s credit card details which are stored on
their ISP or an associate, the form described above is forwarded to the cardholder by the
merchant for completion. The form contains fields, which may be hidden, identifying
20 merchant card information, e.g. the merchant’s merchant code, an identifier of the card

scheme.

Upon completion of the form by the cardholder, the form is submitted 25 to the
ISP server or an associated server hosting the transaction processor 102. The transaction
25  processor 102, which includes a receiving means for receiving the form, extracts 26
information from the form including the the merchant’s merchant code and the amount

of the transaction.

The transaction processor includes an association means which determines from
30 which cardholder the form has been submitted, for example using the IP address of the

computer from which the request was sent and associates the transaction with that

cardholder.



transaction, conprising the steps of: receiving a request froma paynent
card cardhol der to connect a network, said request including a cardhol der
passwor d, wauemm®ntszcat i ng sai d cardhol der request and provigimgedeaess by
sai d cardhol der to the network, receiving a paynent request associated with
t he cardhol der, said paynent request idgdtifying nmerchant information

i ncluding a nerchant code to identifier and a transaction value, retrieving
paynent card details for the cardhol der froma cardhol der details database,

submitting a paynent, aut horisation request f.or.ihe e, car etails,

the authorisatio nqeé%ﬁgqsaptwa Rfﬂﬁ?sﬁorﬁﬁégf’@?@ﬂ?ﬁ eé%eg@lya?fgth? F%fﬂg%{g?rr %‘ﬁ val ue
to an 15 authRidtRalptRRsddp abing Suitdi fReidval Meank Netrlevad S@edriilder 2Rk dehigiseupon
Tecei pt of an authorisation forwarding confirmati on of the authorisation to

t he mer charfor the asstiiatationapditobder fimmthe canlbsldemgrdrinforoutian databiasaglheo claim 1,

further conprising the st f requesti,ng.a .nerchant code identifjigr from

the. mer hanFonsBoRRiEvEsT 0 o dae A ELL PRIy otse] PR SHBTB0E (ol

on-line payjiRaly {iMNSIRES hBniRictich & Mtakd HhehleduofisatidAHIIET akP4ibhiigi27g t he

step of posting the paynent request to a paynent host for processi ng of the
(5

payment t r ahs payment card Slethils, The meohput exde ded the prapsastion vigluergariapprovaly T

Compr 1 31 ng CHESIERS B PR IBBCERh o ENaTpA PR RURE Or e Aol E Py

confirmati %t\Q(f)er)?laité{@;f%nQ?iﬁe.been received. The conputer data processing
met hod of any one of clains 1 to 4, further 30 conprising the step of

verifyilng to ensure that the cardhol der information provided to a nerchant
mat ches cardholdI informatiqQn stored. in the, cardhol der.'s details database.

WD 02/ 097p2 PCT/ %rﬁ’ﬁﬂt}’@@?@"? ot repectsdhp HRsACtingy Hefapsactiosn REPCRSPhod f or
processi ng 2g,q8s by &ﬁg@%ﬂ’%ﬂ&b& Engﬁ@%%r@ t 8 cafROTE! aMdASH rﬁ&@l&ﬁx ERPST -

recei ving a request a card to connect a networ sal d request
i ncl udi ng Srausadiod imdadesllegdasswor d, aut henti cating sai d cardhol der request
and providing access by said cardholder to the network, receiving a first
transaction request associated wth a transaction between a nmerchant and

the cargdhol der, gl 6¥ch8n RAWIFVed AL Dutl6iatibs hbQ'prdifesiRE #ARhERn Trom a

dat abase,
processor 102 with a transaction authorisation number as per conventional payment

transaction. The transaction processor using a confirmation means then forwards 28
confirmation of the authorisation, for example by insertion of the authorisation code as a
field with the form details already completed by the cardholder, to the merchant server.
20
The details of the transaction including the merchant information, cardholder
information and transaction details may be stored by the transaction processor or in a
transactions datastore either locally or on an associated server for subsequent processing
29 (e.g. by a posting means of the transaction processor posting the transaction
25 information to a card payment scheme for processing of the transaction). Although, this

step may be completed simultaneously with authorisation.

Upon receipt of a confirmation, e.g. an authorisation code, with the transaction
details, the merchant has an effective guarantee that the transaction will be valid and that
30 the merchant will receive settlement in due course from the card scheme. With this
guarantee, the merchant can allow the transaction, for example, the supplying the goods

or services requested to proceed.



1 o submtting a paynent authorisation request for the paynent card
details, the authorisation request including a system nerchant code and
transacti WO @#90&2t 0 an aut hori sati on host for authorisi nge¢hmobpénsacti on,
and on recei pt of an authorisation forwarding a transaction request to the
merchant, the request including a cardhdfder paynent card code. 15 '7. The
conput er data processing nethod according to claim®6, further conprising
the step of requesting a nmerchant code identifier fromthe nerchant. 8. The

conput er data prpc i ng_met hod. f.or, prqocessi ng.an_on-1jn t 20
transaction accéfﬂﬁﬁ% qp%re(g}a;?cﬁtﬂ%t IBFh‘It)?'ﬁir?‘rﬁe}r,’sa&bqnf Hhsica d&ﬁ&g%f%%@qieﬁe step of
posting t hejcRAY MBI ndvBABRS tevelled iP B TRAENHOSt fOr processing of the paynent
transaction. 9. The conputer data processing nethod for processing an

on-line paynment transaction according to claim@8, further conprising the

step of _del ayin stin 5..t he paynent request until nfirnption of
del | very has. bodnarutisr sufodimgt B R aeien aromseh Spro B iRl dlBhod ' o
processi ng t@lsffioh bikthdMBMAE Ranshé IS pRAn 2GR ShiEndton ¥ Prode&ik ofdnal M5 6
to 9, wherein a further verification i's perfornmed to ensure that the

car dhol der order by manérdmnpererelpibftapods bpa cirdheld@oFerexeinple, thwrttinsiction
information stored in at abase. .. WD. 02/,097752 PCT/|E021Q0072 23 11. A
system for pﬁ?‘i‘fﬁ%@:g’i‘aﬁé‘og}ﬁﬁﬁ?ﬁaﬁ@ Wﬂé?ﬁelp? Pgﬁg}f&aﬁ’)ﬁoﬂ E"ﬁ&aﬂh havi ng a
connect i on deRilidie Adivelyelyi@NSnfah bd Bkir GRNLE trh@ActidPreBordO0pbn RBEIPPT K TO

the term nal of "a cardhol der cg%prl sing: recelving neans for receiving a
requestio f i andpassitdy sérificiton vHsuch imfeohatzonn tevaniactibn pricessoegualdireleasel udi ng a
car dhol der password, authentication neans for_ authenticating said

car dhol der t ee’xﬁ‘if@%?“%rf@ﬁ%ﬁ?ﬁ‘&ﬁ%%@%%%? Bfdhol der to the network,
receiving neans for receiving a first transaction request associated with a
transacti on between a nerchant and the cardhol der, 1o retrieval neans for
retrieving paynmdntilcler appaietiatolthosegkilleli én tharaditbdtdannibeoof diffdsnabeteds

aut hori si ng neanps. for bmtting, a paynent t hori sation request. for the
p;yrrenltSICa db"éggﬁqus,m%ﬁ‘ée“aﬁ? :‘Fbgi%a}%ﬁfﬁ‘@ _g§‘{ W‘k@‘ﬁ&‘latgﬁﬁat‘é’ v { f_@'iﬁ r chant
code and t fn%ﬂé%%ﬁ g%tcéfs%b% obfirfthe PRI Rhld QP det iR F@é%ﬁg{;ﬂeg 'rt]Hw the

transaction, 15 and transaction means responsive to recei pt
aut hor i sat insrctanoon thk encaghibiny seser isoftwheahayesitiplyd dgattfyl the @l ofrmivatf e #SP

transaction request to the pnerchant, the request including a naster

car dhol der 881¥@ #tonb@eb.eadfgl.nfmﬁ@tlgpﬂ%%ﬁ?@fbyghapwlioﬂsierﬁhrpﬁé?r Sgghﬁﬁ si ng

mer chant r f [ j £ from

t he mer chaﬁﬁéﬁ%ﬁ@?ﬁ% Iel{r% 0 cfﬂe;?%in1 a@r@&aﬁ%%ﬁ'ﬁ%%? {\}re? Eée‘f?‘*’gggﬁ{pa?’ ising a

paynment podoiwagd seamsactianrepmst iongprehiesigagtenib-dapiie Giretiously palyomesitbyhost f or
processi ng of_the paynent transaction, 25 14. The systemof, claim 1

wher ei & t hé}_‘epléyrféﬁl?e BEE PP AR Fr<le gda%’%‘fdﬁfﬂs‘iquén-tﬁ?ée Penif ﬂfeehfﬂ‘é"srf “unti |l
a confir ”Btiﬁigﬂn&fonq@&éti%e‘aﬁontﬂ&ﬁ BRFOIJEE BB, thar 3t wﬂ‘s%g?%&r‘hetﬂé 85hihdi ng to

any one of clains 11 erein the verification 30 neans 1S adapted to
per f orm a JESIHSP.COM ftherathe amertlanessfiwae tagseledtehesiamtan] gidbrdonmimofrat i on

provi ded g, QBRI BSOS IR gt g o Rt on stored Tn the

25 In a second embodiment, the merchant may not have an agreement with the ISP
or an associated transaction processor to facilitate use of the method described above. In
this second embodiment, the transaction processor intercepts 31 the transaction form
which has been completed 30 by the cardholder. This interception may for example be
effected by the cardholder clicking a button on their graphical interface, the selection of

30  which effects the running of a software module which directs the completed form to the

ISP transaction processor.



WO 02/ 097752 PCT/ | EO2/ 00072 24 database. 16. A paynent processing system
for processing an on-line paynent transaction between a nerchant and a
car dhol demwo exyprs2si ng: 5 neans for receiving a paynment trafsaeboiz
request, said paynent request identifying nerchant information including a
merchant code identifier and a transacti@n value, ' association neans for
associating a cardholder with the received paynent request, neans for
retrieving paymefondaseiptodth foan.ithe trapsaction pmessadrl 02 ey initighy slackite of 10
cardhol der. gard; el Akl v AHLIOLE RALHONFBANRC il BYRP Sdndideay ment

aut hori sation request Tor e retrreved paynment car etalrls, the paynent
aut hor i sat it@RsdcEeh eystenh Bigher dirb@lytdr&rid ﬁdﬁ@ﬁ)ﬁﬂy.ﬁ%&@ﬁm@&ﬁﬂy debdklisa the
‘mer chant code of the paynment request and the transaction value of the
payment r edggdivelyoexgpressas Wt inswhich mesehaitsase banneth Fomsisig the syskun, €.8.

transaction,, confirnmati nmeans i ch i.s adapt. to, f.orward. confirmation of
‘an aut hori swojﬁefeo © eﬁ?@ﬁ%sipﬁevﬂ%@y&h@@eyﬁ ea‘gs'ébﬁ.g%t%lg%ge h‘(gﬁ’flggﬁ?#]soér}?s ation
request. 1%ervidds. InXEib YayOf refihBiify fAtor e BElnGI WhnSdaftholREsCA@BEalingquest
means for requesting 20 a nerchant code identifier fromthe nmerchant. 18.

The syst emvath werghmts. e\ myerchhuticanidbe maced lonra haongst list follywingaguesersfiost i ng
nmeans for postﬁ& t he E&% nt request to a paynent host for processing of

t he paymentcmfnp é)é'taﬁc(g ©19. The system of claim 18, wherein the paynent

posti ng neans del ays posting the paynent request until a confirmtion of
delivery has been received. 20. The system according to any one of clains
16 to 1B, wher eilihetttansagtion piocessoronay3asoymaimg a raerglapnp reguest megng, Alempiiosecond

ificati t that t dhol der i.nf ti. i ded
R Lt e R e P
dat abase. ?&Iﬂé#?%c@&ﬂ?giqf%ﬂe trahsRGORRE brdee s %?biﬁn&ﬁéﬁﬁeeﬂbsfﬁg%e rﬂ?@E@SS' ng an

on-1ine paynent transaction between a nerchant and a card der’,
conpri si ng:subrested by entering tdei méssagean fialdyef thet tramsaction fam anedcubmitting thede

payment request identifying nerchant information. including.a rchant code
Paent1 11 er S5 1 (F FCHERT BiFrUS) Lo RS0 SHCHERGe MEsBFat | ng o
car dhohger iihlddibh Brok 85 g RUnPRKITRAY § RS Is mBRANS pbWbrmlcdl 14 &Y N0 pay ment

card details for e car er froma datastore of to cardhol der card
det ai | s, auitimtions atheera peesonsndnoa!ls rebldys suimgitted pardnefotmationhoas a Baint oh r equest

for the retrje paynen rd detail.s, the paynent authorisation request
i ncl udi ng lsﬁ dﬁg’? i"{aX a‘;%@ﬁﬁ?ﬁm%ﬁfddig’(’&?'ﬁ@,Sﬁéatéof}%t"g?ﬁr?éf@ﬁgﬁ?’%code and
the transaglh@Rtiv@bseors wEle@te@@éiﬁ@rH&te&ﬁﬂiéf‘%ﬁssiBl@ {12 tRUh & Shdn¥a k98 Wosd f or
aut horising the transaction, 15 response ans responsive to receipt of an

aut hor i sat igerergtn@nadapineshaged f orward a transaction request to the nerchant,
t he regouest i ncl udi ng a system car dhol der

In the event that the merchant responds to such a request and provides their
merchant card scheme details, the transaction may be processed as described above with

respect to the processing of the transaction request in the first embodiment.

25 In the event that a merchant responds negatively or fails to respond within a

period of time, the method proceeds along the following lines:

As described above with respect to the first embodiment, the transaction
processor determines the identity of the cardholder and extracts 32 the cardholder

30  information for the cardholder from the cardholder card key details datastore.



account code. 22. The systemof claim 21, further conprising merchant
request neans for requesting 20 a nerchant code identifier fromthe

mer chant . waBo2/bhws2syst em of claim 2l or claim 22, further gEMFk6sl0?g a
paynent posting neans for posting the paynent request to a paynent host for
processi ng of the paynent transaction. 23 24. The system of claim 23,
wherei n the paynent posting neans del ays pos_til;g t he paynent request until

a confirmtion dPpdwialy.dhy traasaclivepropesseimadincipge a vadtiealion arpaneadspieidng t o

any one of cl ai 21,109 .24 wherepn the verification 3 i apted to
o oo o Gty abnick B EnatiC BT o Yot MdEIP g She iR B RHAL, ¢
provi ded t Otma SUBPAIRY theBhraheReCA R AfRstionTbAAMEL i On Stored in the WO
‘021097p2 26 PC#?PEOZ/ 00072 database. .A3L.A@.A( .Ay y.A92 .Af9. Af92

A r.ASL. AyL. ALe. AL. A" . A9. AS9, . ASL. AL. Af~ . ASL2. AQ.LE. Af L. Af9

CA®. A@?. AFL?. A G Q ab+ill Gl wl ~ C c calca cal.cal c

a] ca] cz?]%ca] cal cg]“ég%%‘i" gf@ﬁ%ﬁ%%%%%ﬁ%ﬂ&]@%&f%&ﬁ%%%’pg%%ﬁhg’\ a] ca] ca] ca
lcaUlca - Omerldhibl’s id¥finPcode information. As a result, it may not be possible to directly

I {vql gb] W c”a] ca] ca] ca] ca] ca] caU] ca] ca] ca] caJ ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] cajroesss thd|trabastipo a} vethe ajseaf theHditstemig)dimem-desqrided.2u4x44444+6W66
777778U88} xsni d_ZU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] cal] ca] ca] ca] ca]
ca] ca] ca] ca] caU] ca] ca] ca] ca] cal] ca] cal] ca] ca] ca! 89: g: : : J; <<<<=?A

DEE" EqEEEFFPCCCEHdtdnhd thiZ Wl fyintitlfradesah Gah&clRinf 8ddedl #3bea] cal cal c
a] c”a] ca] ca] caU] ca] ca] ca] caf ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca! | JqJJI=KKK
?LW.ZLvioL NO\ePPmerchant code associated with the transaction processor operator (e.g. the ISP),

Q QQQISSTYTEUQU v b calcalcal ca] cal] caUl.ca] ca] calcal] ca] ca] ca
oo o] ool oA ERI et & e ot ARttt G e R Pl oA R AR )~ ~ o
breuc-d8f; transmits 33 a payment authorisation request to an appropriate authorisation host,

f Ef Hf W f g=ggg/ hghhi fi'st 1 I'k| kkk-1 zupkf%l\ 11 cafga]pcat] cal cal ca] ca]ca]ca]ca]ca

] ca] ca] ca] cmpmif}iog easlystaine mdtchabtcale, dheahaait offlealamsjotiab)| eddacted froed tha! - | | 1 |

: 2 I t{tl < {vgl gb\

o] Ca] ol Co PR CATLAR EaEalfersa BT 5] Ras GrEa N 481 PTSARES] ca Cal ca ¢
lov~¢vwWFy| ~j h

% (C:I/a/ g\z/ul\é\lif ai/l/\]]] ] Za] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]calU]ca]ca]c

a] ca] ca] ca] ca] cdf deldudmfisat] mdjostrefeaischd framsh &z HHed alshitahilomessayq issatkida] ca] ca
el eitamathind cshaadi ittt aboalonhiakiatstls oo caf o cofco)
a]J ca] ca] ca] cMa] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca
I X?' <WZ=. ;

>HWZvyzupke™ [ V] ]I tecathoakiton] tna] appioes tejteaakatboal frvhels ho atfhe@datieh ca) ca] ca
] ca] ca] ca] cahca%a}]@ga] cal caj caércaobca] caljcalm

252BL[ FR~" OIS thg transackieprogessetl®a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caV] ca] ¢
aV] ca] ca] ca] ca] cal] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca!;

257BL[ ¥%A~"0f i O~yt 0j e_ZU] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caV]ca]c

aV] ca] ca] ca] ca] dapdinca¢eipt] f alcaitharphiian adpcthé aaheeiiompibessor stdabskit along3
with the other details of the transactions in the transactions datastore for further
processing (e.g. payment) 35.
25

It will be appreciated that once this transaction is processed for settlement with
the card scheme, the amount of the transaction will be debited from the ca.rdht;lder and
credited to the system_merchant (transaction processor scheme operator) account
corresponding to the system_merchant code. This first transaction does not involve the

30 merchant, only the transaction processor scheme operator and the cardholder.
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U& ()-Y 1Qfd expiry date corresponding to an account of the transaction processor operator,

hereinafter referred to as the system_cardholder account, to the merchant. The merchant

5  may process this system_cardholder information in the conventional way. In this second
transaction, the transaction processor scheme operator system_cardholder account is
debited and the merchant’s account is credited. In combination with the first transaction,
an effective debit is made from the cardholder’s account and the merchant is credited for
the transaction amount. The transaction processor segments of the two transactions

10 effectively cancel.

One method in which the transaction processor may provide its
system_cardholder information to the merchant is by insertion 34 of the relevant
system_cardholder card information in the appropriate fields of the form previously

15 completed by the cardholder and submitted to the transaction processor and forwarding

this revised form to the merchant’s server.

Upon receipt of the form, the merchant’s server processes the form ina
conventional manner. In this instance, however, the merchant’s server submits a
20  authorisation and (subsequent) payment request for the system_cardholder card number

and not the cardholder’s card number details.

The transaction processor in turn forwards confirmation of acceptance of the
transaction to the merchant along with the authorisation code. The merchant is not

25  forwarded the payment card details of the cardholder.

The transaction processor stores the details of the transaction subsequently
posting the transaction (e.g. in a day end posting) for payment in accordance with
conventional methods. Alternatively, the transaction could be posted at the time of

30 authorisation.
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transaction is between the transaction processor scheme operator and the cardholder.
The second transaction is between the transaction processor scheme operator and the
merchant. To prevent fraud, the transaction processor may be suitably adapted to
5  perform reconciliations between the two sets of transactions, identifying transactions

that are unusual.

In a further embodiment, cardholders may have more than one card belonging to
one or more card schemes. In this embodiment, the details of each individual card may
10 be stored in the database. At the time of entering the cardholder name and password
when connecting to the ISP or at some other appropriate time, the cardholder may be

asked to identify which card they wish to use for that session.

Alternatively, the cardholder may identify a particular card for a transaction at

15 the time of submitting the form, e.g. be selection of an appropriate button. To ensure
greater security, each card may be assigned a reference identifier by the cardholder at the
time of submitting details to the ISP. For example, a cardholder may assign a name
“VISA - household” to a VISA™ credit card used primarily for purchasing for the
household or “AMEX-business” to identify an AMERICAN EXPRESS™ card used for

20  business purposes. By providing the cardholder with a list of card identifiers to select
from, the cardholder can identify the card they wish to use without the necessity for the
cardholder or transaction processor to transmit data disclosing the card details to the
cardholder.

25 Frequently, a cardholder will have more than one address associated with one or
more cards. For example, a cardholder may have a business address for a card associated
with work and a home address for other cards. In addition, cardholder’s frequently may
wish to have goods delivered to an address, which is not the cardholder’s actual address,
e.g. a present to a loved one.

30

In a further embodiment of the present system, the cardholder card key details

database is structured so as to allow more than one address to be associated with a
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check to confirm that the address provided by the cardholder at the time of the

transaction matched an address on the database for the particular card or cardholder.

Although the present invention has been described in terms of HTML forms, it
10 will be appreciated by the skilled person in the art that a variety of different methods
could be used to implement the present invention that would not depart from the spirit
or scope of the invention. For example, cardholders could download a specific add-in
for their browsers that automatically operate upon detection of a selection by a
cardholder or response from a merchant server, e.g. where the merchant server responds

15 with a particular file format upon receipt of a purchase request from the cardholder.

As herein described the present invention directed towards the routing of a
payment transaction through an ISP and access only being permitted by a cardholder
using a password, it includes the possibility of correlation/verification that cardholders

20  database name/address etc. agrees with transaction order’s name/address and permits the
obtaining of payment authorisation independent, but on behalf, of a merchant. If
declined, the declination is passed on to the cardholder and the transaction is not

processed. If approved, then a confirmation is sent to the cardholder and the merchant.

25 As a further separate confidence building measure, settlement of the transaction
vis a vis the merchant can be delayed until independent confirmation of dispatch has

been received.

The words “comprises/comprising” and the words “having/including” when
30  used herein with reference to the present invention are used to specify the presence of
stated features, integers, steps or components but does not preclude the presence or
addition of one or more other features, integers, steps, components or groups thereof.
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5 receiving a request from a payment card cardholder to connect a network, said

requesl including a cardholder password,
authenticating said cardholder request and providing access by said cardholder to
the network, receiving a payment request associated with the cardholder, said
payment request identifying merchant information including a merchant code

10 identifier and a transaction value,
retrieving payment card details for the cardholder from a cardholder details
database,
submitting a payment authorisation request for the payment card details, the
authorisation request including the merchant code and transaction value to an

15 authorisation host for authorising the transaction, and whereupon receipt of an

authorisation forwarding confirmation of the authorisation to the merchant.

2. The computer data processing method according to claim 1, further comprising the
step of requesting a merchant code identifier from the merchant.
20
3. The computer data processing method for processing an on-line payment
transaction of claim 1 or claim 2, further comprising the step of posting the

payment request to a payment host for processing of the payment transaction.

25 4. The computer data processing method for processing an on-line payment
transaction according to claim 3, further comprising the step of delaying posting

the payment request until a confirmation of delivery has been received.

5. The computer data processing method of any one of claims 1 to 4, further
30 comprising the step of verifying to ensure that the cardholder information
provided to a merchant matches cardholder information stored in the cardholder’s

details database.
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between a merchant and the ‘cardholder,
retrieving payment card details for the cardholder from a database,
10 submitting a payment authorisation request for the payment card details, the
authorisation request including a system merchant code and transaction value to an
authorisation host for authorising the transaction,
and on receipt of an authorisation forwarding a transaction request to the
merchant, the request including a cardholder payment card code.
15
7. The computer data processing method according to claim 6, further comprising the

step of requesting a merchant code identifier from the merchant.

8.  The computer data processing method for processing an on-line payment
20 transaction according to claim 6 or claim 7, further comprising the step of posting

the payment request to a payment host for processing of the payment transaction.

9.  The computer data processing method for processing an on-line payment
transaction according to claim 8, further comprising the step of delaying posting

25 the payment request until a confirmation of delivery has been received.

10. The computer data processing method for processing an on-line payment
transaction according to any one of claims 6 to 9, wherein a further verification is
performed to ensure that the cardholder information provided to a merchant

30 matches cardholder information stored in the database.
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terminal of a cardholder comprising:
receiving means for receiving a request from a cardholder to connect a network,

5 said request including a cardholder password,
authentication means for authenticating said cardholder request and providing
access by said cardholder to the network,
receiving means for receiving a first transaction request associated with a
transaction between a merchant and the cardholder,

10 retrieval means for retrieving payment card details for the cardholder from a
database,
authorising means for submitting a payment authorisation request for the payment
card details, the authorisation request including a system merchant code and
transaction value to an authorisation host for authorising the transaction,

15 and transaction means responsive to receipt of an authorisation from the

authorisation host and adapted to forward a transaction request to the merchant,

the request including a master cardholder account code.

12.  The system of claim 11, further comprising merchant request means for requesting

20 a merchant code identifier from the merchant.

13.  The system of claim 11 or claim 12, further comprising a payment posting means

for posting the payment request to a payment host for processing of the payment

transaction.
25
14. The system of claim 13, wherein the payment posting means delays posting the
payment request until a confirmation of delivery has been received.
15. The system according to any one of claims 11 to 14, wherein the verification
30 means is adapted to perform a second verification to ensure that the cardholder

information provided to a merchant matches cardholder information stored in the
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means for retrieving payment card details for the cardholder from a datastore of

10 cardholder card details,
authorisation means for submitting a payment authorisation request for the
retrieved payment card details, the payment authorisation request including the
retrieved payment card details, the merchant code of the payment request and the
transaction value of the payment request to an authorisation host for authorising

15 the transaction,
confirmation means which is adapted to forward confirmation of an authorisation

received in response to a submiited payment authorisation request.

17. The system of claim 16, further comprising merchant request means for requesting

20 a merchant code identifier from the merchant.

18. The system of claim 16 or claim 17, further comprising a payment posting means

for posting the payment request to a payment host for processing of the payment

transaction.
25
19. The system of claim 18, wherein the payment posting means delays posting the
payment request until a confirmation of delivery has been received.
20. The system according to any one of claims 16 to 19, wherein the verification
30 means is adapted to perform a second verification to ensure that the cardholder

information provided to a merchant matches cardholder information stored in the
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100 @ 10906 02 2.1 @S A0, (L2040 LB %a;;%len B0 ()= 10%
identifying merchant information including a merchant code identifier and a
transaction value,
association means for associating a cardholder with the received payment request,
means for retrieving payment card details for the cardholder from a datastore of

10 cardholder card details,
authorisation means for submitting a payment authorisation request for the
retrieved payment card details, the payment authorisation request including the
retrieved payment card details, a system merchant code and the transaction value
of the payment request to an authorisation host for authorising the transaction,

15 response means responsive to receipt of an authorisation and adapted to forward a

transaction request to the merchant, the request including a system cardholder

account code.

22. The system of claim 21, further comprising merchant request means for requesting

20 a merchant code identifier from the merchant.

23. The system of claim 21 or claim 22, further comprising a payment posting means

for posting the payment request to a payment host for processing of the payment

transaction.
25
24. 'The system of claim 23, wherein the payment posting means delays posting the
payment request until a confirmation of delivery has been received.
25. The system according to any one of claims 21 to 24, wherein the verification
30 means is adapted to perform a second verification to ensure that the cardholder

information provided to a merchant matches cardholder information stored in the



10%& ()-"s10%& ()-109%& ()-%A\~"0dEoPl, 109! 10%&' ()-s!-109%& ()-10%& ()-y&#10%
& ()-y&10%&' ()- 10%&' ()-fi GaBoPl, 10,5 109& ()- 1 10%& ()-9010%& () -

f.109%& ()wbh@neH810%& () - Lft &SH#10%& () - LObC, 103" 10% u&' ( )pciO¥ezsdotd) - 10% u
& ()- 10 10 108: 109 ()-f6!10%& ()-bC 103" 10% u& ()-10% u& ()- 10% u& () -
10 10 108: 10%&' ()-t10% u& ()- Normal " "2deadi ng 13]c" "Heading 23]c"

"Headi ng 33]c" "Heading 43]c" "Heading 53]c" "Heading 63]c" "Heading 73]c"
"Headi ng 83] c"datehaseli ng 93] c"A "Default Paragraph Fonth,

(t19BVINR@ 7cj "s{"1;:ull8IC]-1ov)Qs<JP #&| +..aludwe8g: <?EFGE =KvL

QrY[ A*r cEf gf i knmLgsux~E! w} ?<X 36uB%6Ti mres New RomanAri al Courier New'h
Root Ent r yWbr dDocunent " #$9&' () *+,-./0123456789: ;

- <=>? @ABCDEFGHI JKLMNOPQRSTUVWKYZ[ \ ] *_" abcdef ghi j kl mopqr st uvwxyz{| } ~



