V\Dgglgf .

-1- METHCD Al
SECURI TY "PQOLI Cl\?é

.

Sirapl e® Execut g
conmplut ek 2406 . Background of t

develaoped very mich both in respect

un

e

hl

TEM FOR gﬂ;}g}g&&,%{a 1, QN .
Field of E{gﬁe | Nv e rriterngtional Bu p}é‘é%ﬁ}"m, nventi on=r
the secyRTERNATIUNSIRPPLICA TIONPUBEISHEIS UNDERSTHEPATER R COOPERATION

(1) Jptermationsl Publicatior Nember:i on ofWE 99/29082
' | t h
o P BB

N&

enpl since.it. began a fewy
I ﬁe %@g?tm\/\‘/'ebﬁmgf\?pega%f’%g SSd te

of
i Nt r jo@k) Geeinatibsal Filisg Dani: €1 NeB Febfiie P 802,950

pi ctpres, voice and video files, were dev
used &gggﬁngg,em (called "players”). Ini
downf 0adeg281a t he USess NoviEkiSd7as7198 0Ny
onlyl by the appropriate player, ﬁnddaftler
' e of the develo
when, (7i) Ilp;l!gaGnt (r}'g-ta Le?z!gnagt(i) .Sl‘}artess except US): SECURITY-7
(SOFTWARE) LTD. [IL/IL); P.O. Box 107, 20692

Yoqneam (IL).

(72) Inventors; and

(75) Inventors/Applicants (for US only): ELGRESSY, Doron
{IL/IL}; Kish Street 31, 33531 Haifa (IL). JOSPE, Asher
(IL/IL}; Nurit Street 39, 42670 Natanya (IL). .

(74) Agents: LUZZATTO, Kfir et al.; Luzzatto & Luzzatto, P.O.
Box 5352, Beer-Sheva 84152 (IL).

B,

t he

B & (ly ,days of _t'he B, G, BR,
Predaiiannes

| opedCal LR USHLT, LiTekv, pMD) MIGANK, MN, MW,

- : |PASRO, , SE, SG, SI SK, §
TERR e R
s . X rasian
a SP@skint (M, OZ B€/KG, K2, RU €146 Buropean

prrent pat (AMEBE/\OH, Dk, DX,08, RIVRR, GB, GR, IE, IT,
LU, MC, NL, PT, SE), OAPI patent (BF, BJ, CF, CG, CI, i
CM, GA, GN, ML, MR, NE, SN, TD, TG). !

Published
With international search report,

(§7) Abstract

A method for enforcing a security policy for selec-
tively preventing the downloading and execution of unde-
sired Executable Objects in an individual workstation, com-
wising the steps of: (1) providing a security agent suitable
3 be installed in an individual workstation, said security
gent being provided with means for introducing at least
nemaﬂcerinoneormoredatapacketstmnsmittedbya

orkstation to a server through a gateway, said at least one
arker indicating that a security agent is installed in the
msmitting workstation; (2) providing means in or cou-
*d to the gateway for analyzing the first one or more data
ket(s) received from a transmitting workstation initiating
nmunication to a remote server, to determine whether
1 first one or more data packet(s) comprise at least one
ker indicating that a suitable security agent s installed
he transmitting workstation; (3) if at least one marker
cating that a suitable security agent is installed in the
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smitting workstation is detected in said in said first one
ore data packet(s), deleting said marker(s) from said first
or more data packet(s), and allowing said data packet(s)
* transmitted to their destination; and (4) if no marker

RETURN
LINK TO
DIST. SERVER

ating that a suitable security agent is installed in the
mitting workstation is detected in said first one or more
sacket(s), preventing any data packet(s) received from
aver to which the workstation is connected from being
aitted to the workstation.
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the searctt f Q:0R0MBe62t © Show nicer, interactive and ani mated Wb Ra98800084
began, Sun M crosystens Inc. devel oped Java - a | anguage that allows ?’u
webmaster-to wite a program a list of cgymands - Network Executables -
-2-° that will be downl oaded to the user workstation w thout his know edge,

and executed ' r e“]@'np'hf 2 mw
e.g., to proM@iﬁ@p’.i E=FrFi rwuﬁﬁbmmt en of
the web surfer. Such executabl es have ways of aIp roachi ng the user

wor kstation's resources, which | ﬂmﬁuri ty probl'em Although
sonme | evels of security were defined in the Java | anguage, it was very soon
that a huge security hole was found in the | anguage. Si nce Java was
devel oped, M crosoft devel oped ActiveX, which is another Network

Execut abl e fﬁregﬁ%f ﬁ! gg @%mliggded into the workstation. ActiveX has al so
securi-ty pr nd The Internet has been flooded with
"Net wor k Execut abl es” which nay be down| oaded -- deli berately or w thout
the know edé@l&amrps@nﬁJs%%ntlonm%tew ke RecHRLy namageseinPL sopmger

These codes generally contain harm ess functions. Although usually safe,
they may notnetemirkshMore particularly, the invention relates to methods and systems

for preventing the downloading and execution of undesirable Executable

Objects in a workstation of a computer network.

Background of the Invention

The Internet has developed very much both in respect of its contents and
of the technology employed, since it began a few years ago. In the early
days of the Internet, web sites included text only, and after a while
graphics was introduced. As the Internet developed, many compressed
standards, such as pictures, voice aﬁd video files, were developed and with
them programs used to play them (called “players”). Initially, such files
werg downloaded to the user's workstation only upon his request, and

extracted only by the appropriate player, and after a specific order from

the user.

When, in the natural course of the development of the World Wide Web
the search for a way to show nicer, interactive and animated Web Pages
began, Sun Microsystems Inc. developed Java - a language that allows the

webmaster to write a program, a list of commands - Network Executables -



required ‘sec&#@;ﬂ@g{]i cy of the organi zafi on. Once execut ed, pERHDS/0008%
jam the net ) se considerable irreversible damage to the |ocal

dat abase; workstations and servers, or mesult in wunauthorized retrieval
of information from the servers/workstations. Such el enments may appear

on Java appl ets.,;ActiyveX nent s . ' d -
their use &éaeq W?,Jrlj?i% idﬁ&nJ‘nggg%ﬁﬁtzlgr 3?%@5ﬁ§%§g‘g]%§%ﬁeﬁﬁ ?%ggfgquegse
smal | prograns are downl oaded . 3 into.the organization unsold'cited
and uncont anilexe¢cutgdbzhiebypwser phhis workatation KHegerecuinblas arecnsed,
exi stence or execution and there is no system in place for early detection
and pr evengigontogprovide phdesgriaphic animgtioaxandibtitbr Saphics on ths screenlifens
are discussed in the article "Screeni ng for applets”, by Sharon Machlis,
COVPUTE . n , ‘ UabV..1 " he
security pro Ieggni)v\s/a%%g%l \%18 pgr%ug F?Jsb%a%ﬁea%&gmbg%p%ﬁ%?%ggﬁées ety I ch
al low the user tq.di,sable the use.of executables. O. cour this,is not a
r easonabl e WOSkgtatAM'S ZPFRUrCERy Wi‘l’\‘éli?aéﬁg‘i’&ng@ SERRFLE PIAble thoug are
based on the use of executables. The security problemis much nore

some levels of security were defined in the Java language, it was very soon

that a huge security hole was found in the language.

Since Java was developed, Microsoft developed ActiveX, which is another
Network Executable format, also downloaded into the workstation.

ActiveX has also security problems of the same kind.

The Internet has been flooded 'with "Network Executables” which niay be
downloaded -- deliberately or without the knowledge of the users -- into
workstations within organizations. These codes generally contain
bharmless functions. Although usually safe, they may not meet the

required security policy of the organization.

Once executed, codes may jam the network, cause considerable
irreversible damage to the local database, workstations and servers, or
result in. unauthorized retrieval of information from the
sei'verslworkstations. Such elements may appear on Java applets, ActiveX
components, DLLs and other object codes, and their use is increasing at an

unparalleled pace. The majority of these small programs are downloaded



serious once execut abl e can approach the enterprise Ser\f’?_’f]ﬁ 00084
dat abases a_ndﬁ’(@?%g?&\%orkstations. However, so far the art has fai ecli‘9%10

provi de conprehensive sol utions which are_gafe and quick enough to be
practically useful. Systens such as "Firewall" or "Finjan", distributed for

use by Internet users rovi de onl.v. rtial solutjons,and, furthernore, are
dittioult tan%§ﬁ%Iqrg§rﬂg‘a&9%BH§? ditdd apdoppesntrallad, Sherenterprise hasmno
suggested in EP 776 112, includes the provision of a source and _
dest i nat i on way iof ikamowdngodiauttctheir existencenon exacution cizat thdredstno spstem i fy
Its source and destination. _ _ _ -3
bi's- 1n twinCpbadifef aurlpnlettiBonC andoptePéntib £ The2RBALS FPoH HRESES .
IL 120420, filed March 10, 1997, and 1L 121815, filed Septenber 22, 1997,
there are d rﬁﬁﬁg nmet hods and means for preventing undesirable

Execut abl e %%%80 S'frominfiltrating the LANN WAN i n which we work and,
ultimately, our workstation and server. However, while the systens
described in the aforenmentioned two Israeli patent applications are safe
and convenient to use, they present a drawback when very |arge

The security problem was solved partially by the browser manufactures
which allow the user to disable the use of executables. Of course this is nbt
a reasonable solution, since all the electronic commerce and advertising
are based on the use of executables. The security problem is much more
serious once such an executable can approach the enterpﬁse servers,
databases and other workstations. However, so far the art has failed to
provide comprehensive solutions which are safe and quick enough to be
praétically useful. Systems such as “Firewall” or “Finjan”, distributed for
use by Internet users, provide only partial solutions and, furthérmore, are

difficult to install and to update.

In two copending patent applications of the same applicants hereof, IL
120420, filed March 10, 1997, and IL 121815, filed September 22, 1997,
tl__1__e descriptions of which are incorplorated herein by reference, there are
described methods and means for preventing undesirable Executable
Objg_cts from infiltrating the LAN/WAN in which we work and, ultimately,
our workstation and server. However, while the systems described in the
aforementioned two Israeli patent applications are safe and convenient to

use, they present a drawback when very large organizations are
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or gani zat i 0”@ anfzgos -4 pcTassseunsed,
I nasmuch as réequire that each individual user (or workstation) be

controlled to ensure that it operates accprding to the desired security
policy or, in other words, that he has installed in the workstation

appropriate security.data, ;or th requi r c
policy be Eﬁ??‘?ré‘&dou’tnacséﬂ??lbl 7y @i’ey[ hr%qa%f v&g\?f’ ggg‘ﬁ ﬁi’%%td‘;ﬁt ﬁlasgga the
wor kstation | evel. Thus, in |arge organizations where new us rs are

const ant | y veatkstatipe) ibei sgnineledat ensune that Hheperatas  ageo yordwyires
constant managenent efforts, if the security agent is to be installed on
the indivigdepleanssdiaing poliey ois ini bthdrewaps,cthstt he, hassnatdlied ihhthe
security agent on the individual workstation provides many advant ages,

P e ned Worle V\%ﬁoﬁ tlatle oBliHi8P il 6P TheiroRIte! (at s POTESH the

ere y entorcénent 1s needed.
SUMMARY OF THE 1 NVE an o f.the res I nvent i
provi de a FEERBEY 0 °¥§ﬁ q%&ﬁﬁagﬁbeéﬁﬁ Ay eﬁﬁh ébﬁﬁt
organi zation on each and every menber of the organi zati on, thereby

sel ect i vel yther woekstiatipn keedohusain dgrgedrganisations rwhéreunewsusexs are
Executabl e Qbjects in a conputer, which obviates the need for the

conti nuous &aRtdtly HITRCS pelicid the Biliheshaviee0df tHtEsecurity policy requires

constant management efforts, if the security agent is to be installed on the
individual workstations. As will be appreciated, installing the seeurity
agent on the -individual workstation provides many advantages,
particularly where speed of operat_ion_ and cost of central equipment is

concerned, and where a centralized security enforcement is needed.

SUMMARY OF THE INVENTION

Itis an obiect of the present invention to provide a method and means for
enforcing the security policy of an organization on each and every member
of the organization, thereby selectively preventing the downloading and
execution of undestred Executable Objects in a computer, which obviates
the need for the continuous central management and monitoring of the
activities of the individuals wit;hin the organization, and which permits to
effe__ct a part of the security policy enforcement proeese on the individual

- workstations of the organization.



activities of wdgyioggh vi duals within the organization, and whi chp@gf¥slofosk©
effect a part of the security policy enforcement process on the individual

wor kst ati ons of the organizati on. .5-
-5- 1t is another object of the invention to provide such a system which

Is easy to4.nstall,and whi R be quickly and easily updated., . It is-a
further obj tls(?Ixmtth 1’3%8#?’?8&8%%%}@%g%"?ﬂ%“.“i‘%aﬁ‘}@tﬁ&s%wﬁ%hﬁs ®B8Y used
with a | arge nunber of gateways, LAN s and_workstations. It is yet

anot her obj detingtall sad; which ciom be siuielelyi ard easily aipdased.i ty nmnagenent
system whi ch i s independent of the physical infrastructure and network

| ayout . Al so enconpassed by the invention is a conputer system which
utilizes the nmethod of the invention. The invention is directed to a

met hod for egfiare if&ﬁh@r%?ﬁ%’t%ti %ﬂntéfégi#ve%étiogto fgﬁﬁé'sgcjhg% RhSTA évﬂ?cr% fc‘%zlm dual

downl oadi ng and executi on ec I'nan

wor kst ation,, co | Si,ng L he ste of . :
be usbd with & large n er of gateways, LAN’s and workstations.

It is yet another object of the invention to provide such a security
management system which is independent of the physical infrastructure

and network layout.

Also encompassed by the invention is a computer system which utilizes

the method of the invention.

The invention is directed to a method for enforcing a security policy for
selectively preventing the downloading and execution of undesired

Executable Objects in an individual workstation, comprising the steps of:

(1) providing a securii;y agent suitable to be installed in an
indivi_dual workstation, said security agent being provided with means for
i;;@:lfodgcing at least one marker in one or more data packet transmitted by
a qu_'_l:si_:ation to a server through a gateway, said at least one marker

in_d,_i:cating that a security agent is installed in the transmitting

workstation;



(1) providi g }%g@grl ty agent suitable to be installed in an pcrdiss/abosd
wor kst ati on, 9o curity agent being provided with neans for introducing
at | east- one narker in one or nore data pgcket transnmitted by a

wor kstation to a server through a gateway, said at |east one nmarker

i ndicating that a security agent is installed in the transmtting

wor kst ati on; - - 6- (2)
provi ding neans in or coupled to the gateway f anal yzi the first one
or more data pacazétp(rgylda@eemeeasmm@%la%ﬁw §>€ ¥zing, shﬁ ating
conmuni cation to a renote server, to determ ne V\/net her said first one or
nore data HadESdeSor asorer data packeftes) treocivedefrbmr aitedhsmitting wdrkstation
suitable security agent is installed in the transmtti ng Workstation;

(3) If at lgﬁ@%eﬁ%re Bﬂﬂﬁmhﬁgh%t AR séhve! 6 18e ftﬁ&? Bhid S

installed i ng wor kstation |s etecte |n sai |rst one or

nore data packet(s), deletln nar ker aldfll’ t _on nor e
dat a packetfESt, ong QT NPER eﬁé} &0‘5‘?&@ ?éie‘% ‘EPthgt hei r
destinati on; and

that a suitable security agent is installed in the transmitting workstation;

(3) If at least one marker indicating that a suitable security agent is
installed in the transmitting workstation is detected in said first one or
more data packet(s), deleting said marker(s) from said first one or more
data packet(s), and allowjng said data packet(s) to be transmitted to their

destination; and

(4) If no marker indicating that a suitable security agent is installed
in the transmitting workstation is detected in said first one or more data
packet(s), preventing any data packet(s) received from the server to which

the workstation is connected from being transmitted to the workstation.

Details of the security policies, their distribution to various gateways
within the organization, and the analysis of received data, are described in
detail in said copending Israeli patent applications of the same aﬁplicant
herein, the description of which is incorporated herein by reference, and

- are therefore not discussed herein in detail, for the sake of brevity.



(4) I'f no mr&ﬁ@gﬁﬂﬂ' cating that a suitable security agent is ipéﬁ-ﬁ%&ﬁ‘fbosd'n .
the transmtting Workstation is detected in said first one or nore data

packet (s}, preventing any data packet(s) rgceived fromthe server to which
the workstation is connected frombeing transmtted to the workstation.
Details of the security policies, their distribution to various gateways-
within the organi zation, and the anal ysis of received data, are described

in detail in said copending Israeli_patent applications of the same
appl i cant  Hecerding teea gueforred embasdimemtf the inveotissy; she meidhad further
reference, and are therefore not discussed herein in detail, for the sake

of brevity. comprises the steﬁ of obliging the workstation which hds transfgi¢tsdldatato a
preferred enbodi nent of the invention, the nmethod further conprises the

ot o do noB SRRt FEIEH Bl e Aokl £ nfiter HRISERE Hhat diioie SElRLy, |

installed therein, to install a suitable securjty agent. In this way, the
security polageptiis 1p§ 9r8in.de) install a W@W@rﬁﬂ?ﬂ“@}tya%g%t} n gbis Wadher

di scussed below, if the security agent installed is outdated, and the

mar ki ng i nf chesdeicanity podicydd eaiforced inaealdime hBusthdrsoreaas willisd filther on

of an updated security agent, or an updating of the security policy

discussed below, if the security agent installed is outdated, and the

marking information received at the gateway shows this fact, installation
~of an updated security agent, or an updating of the security policy
information, can also be forced on the user. Such installation (which, as
used herein, also includes updating of outdated security policy data) can
either be carried out automatically by the system, or interactively, in

cooperation with the user of the workstation.

According to a preferred embodiment of the invention, when installation of
a security agent is needed, a packet containing an HTML PAGE
comprising installation informé.tion for the security agent is returned to
the workstation by the gateway or by means coupled to it, such as in a

form of an E-MAIL and file attachment. .

Furthermore, according to a preferred embodiment of the invention, the
identity of the workstation and/or of the user is compared with the
security level to be allocated to it/him, and the suitable security agent

and/or security policy data to be installed in the workstation are selected.



i nf or mati on, vﬁ?&/ﬁoi‘f be forced on the user. Such install ation genni®boooss
used herein, also 1 ncludes updating of outdated security policy data) can

either be carried out automatically by thg.system or interactively, in
cooperation with the user of the workstation. According to a preferred
enbodi nent of the invention, when installation of a security agent is
needed, a packet containing an HTM. PAGE conprising.installation
information for the security agent is returned to the workstatiqn by the
gat eway or Mhenmyentionglse¢ncompasses asyatem foxenfoseingsr SWE&’I\NOILCYa%H file
attachnment. . Furthernore, according to a preferred enbodi nent of the
i nvention, LhRctiveBA! prevedftingd ethedr dewaldadingnandr efecutienusdr vilesivedar ed
with the security level to be allocated to I1t/him and the suitable
security agent - | . I+ : i .ed. in the
secur 1y a0g0 uflteOnRetdTd Y iRAlViG%al Fofibthelth, ' BitridiRg: .
The i nvention al so enconpasses a system for enforcing a security policy for
sel ectively preventing the downl oadi ng and execution of undesired
Execut abl e Objects in an individual workstation, conprising: -

A. A security agent suitable to be installed in an individual

workstation, said security agent being proﬁded with means fbr
introducing at least one marker in one or more data packet transmitted by
a workstation to a server through a gateway, said at least one marker
indicating that a sécurit.y agent is installed in the transmitting

workstation;

~B. Gateway means for controlling the communication traffic of a

plurality of workstations with the Internet or an intranet;

C. Detection means provided in, or coupled to said gateway for
analyzing the first one or more data packet(s) received from a transmitting
workstation initiating communication to a remote server, to determine
whether said first one or more data packet(s) comprise at least one marker

indicating that a suitable security agent is installed in the transmitting

workstation;

D. Means for deleting said marker(s) from said first one or more

data packet(s), and for allowing said data packet(s) to be transmitted to



A. A securityyaggskoossli table to be installed in an individual

dofsl

said security agent being provided with nmeans for introducing Q?EFéQQ% one
marker in-one or nore data packet transmittgd by a workstation to a server
t hrough a gateway, said at |east one marker indicating that a security
agent is ins

means for

(40)

R T R S AE———C

wor kstations with the Internet or an intranet; C. Detection neans

provi ded in, agenfoiplinatalledsan dtheatramgmitsing averkstatignt se detected doe smid
nore data packet(s) received froma transmtting workstation initiating

communi cat | ondétectioh afivhks S firdtort oL ibre AatWpicRet(

Hyl first one or

nore data packet(s) conprise at |east one nmarker "indi cg?i ng that a
sui.table security agent is installed in the transmtting workstation;
D. Means for deleting said marker(s) fromsaid first one or nore data
packet (s), and for aMovm’ nP sai d data packet(s) to be transmtted to
_o. E. Means for

preventing any data packet(s) received from the server
to which the workstation is connected from being transmitted to the
workstation if no marker indicating that a suitabie security agent is
installed in the transmitting workstation is detected by said detection

means in said first one or more data packet(s).

According to a preferred embodiment of the invention, the system further |
comprises means for allowing or forcing the installation of a suitable
security agent on a workstation. Such means may compﬁse means for
obliging the workstation which has transmitted data packet(s) which do
not contain a marker indicating that a suitable security agent is installed
therein, to instaﬂ a suitable security agent, which may be means for
automatically ingtaﬂing the security agent on the workstation, or means

for carrying out the installation interactively in cooperation with the user

of the workstation.

According to a preferred embodiment of the invention there are provided
means for returning to the workstation a packet containing an HTML
PAGE comprising installation information for the security agent. Thus,

according to this particular embodiment of the invention the workstation



their desti ”a&'b%mdsﬁ.at | east one marker indicating that a sui %glﬂ)lﬁsooo "
security agent is installed in the transmtting workstation is etec{edsby

said detection means in said first one orjgore data packet(s); and

E. Means for preventing any data packet(s) received fromthe server to

whi ch the workstatign.is connect.ed frombeing.jrangmtted to the .

wor kst ati on 1% c%nﬁr&pﬁe Pﬁggcﬁt ; I‘Fﬁ?ﬂ‘ﬂg Egllié’éﬁ E}T% PRy, kgendistant
installed in the transmtting workstation is detected by said detection
nmeans i n sai exverswhighe guidemiteinidhe ipstallation) procedawepanidnwhich prpvidesr r ed
enbodi ment of the invention, the systemfurther conprises neans for

al l owi ng or tks ¢eqaireleinforrhationtded s@ftw%:éulﬁaebb?efemwéin%dﬂﬁsgi of'the

wor kst ation. Such nmeans nay conprise neans for obliging the workstation

which has tr ]+ (:8) ' not _cont aj,n a,nar.ker

i ndi cat i ng tﬂ“éfé%ﬁi‘ﬁ??gﬁiﬁl%t%%%ﬁﬁtl% s Ued Fer BobpRER lh“ef“ig‘ﬁt}{%f ofithet al |
a suitable secugi tg/,agent, whi.ch may be, geans for _ automatically installing
the securityWoykstation amnd/or, ok $he usex with the security level to he caged to
installation interactively in cooperation with the user of the

wor kst at i on. it/hindcand delegption of thecuitaldd seotirity mgent ahdiseeutity policpridther e

are provided neans for returning to the workstation a packet containing an

HTML  PAGE cegBeiifibfididd st ehd fbkR&akidior mation for the security agent.
Thus, ) : .

Other advantages and objects of the invention will become apparent as the

description proceeds.

-Brief Description of the Drawings

Fig. 1 is a schematic representation of a security policy enforcement
process, according to a preferred embodiment of the invention; and
Fig. 2 further illustrates the various elements of a system according

to one preferred embodiment of the invention, and the relationship

between them.

- Detailed Description of Preférred Embodiments

. The method of the invention operates together with the system of IL

120420 for selectively preventing the downloading and execution of



according to i ticular enbodi rent of the invention the wo |
-10- is conn‘é'@tggl&g’)@%rough alink provided to it by the gat evvay?Eﬁjlﬁgélm“

di stant -server which guides it in the ins gl lation procedure, and which
provides the required information and softWware. In a preferred enbodi nent
of the invention the_installatiQn is effected after ¢co i.ng the identi.ty
of the work¥ngesigedaKpesptaple; ﬁﬁnagfér 18 & COMPULRY: wﬁ@? ?ﬁveﬁ:»'z PRexates
allocated to it/him and selection of the suitable security agent and

security pol iaegordihg totthelfellowingbtepd: i n t he wor kst ati on. - Ot her
advant ages and objects of the invention wll beconme apparent as the
descri ption proceeds. Brief Description of the Draw ngs Fig. 1

is a schematic representation Qf a security policy enforcenent process,

Fur ther 111 ust rat 48 PREGERE g 5 moBn CompoLCEptardpadl foanerged th Biesr

preferred enbodi nent of the invention, and the relationship between them
more gateways located between a LAN and an external computer
communication network;

(b) providing means coupled to each of said éateways, to detect
Executé.ble Objects .reaching said gateway, to analyze fhe header of each of
said Executable Objects, and to determine the resources of the computer
that the Executable Object needs to utilize;

(©) providing means coupled to éach of said gateways, to store a
user’s Security Policy representing the resources, or combination of
resources, that the user aliows or does not allow an Executable Object to
utilize within its LAN, wherein the Security Policy is received from and/or
stored in each of said one or more Control Centers;

(d) when an Executable Object is detected at the gateway:

1. analyzing the header of said Execui.:able Object;

2. determining the resources of the computer that the
Executable Object needs to utilize;

3. comparing the resources of the computer that the
Executable Object needs to utilize with the Security Policy
and;

(®) if the resources of the computer that the Executable

Object needs to utilize are included in the list of the



Det ai | ed DesqyéBbhstRs Of Preferred Enbodi ments The method of 1t hgctmissmobosan
operates together with the systemof IL 120420 for selectively preventing
t he downl-oadi ng and execution of -12-

-11- undesired Executable Objects in a conmputer which, briefly, operates
according to the foll ow ng st , p Il 0 ggop . :
Control Centers, each connect ggq%rcgﬁea%?we@og {ég%(e%;kglel ggg‘?é be‘?lvxc/eyén a
LAN and an external conputer c¢omunicatjion ne rk;. - ravi di ng
means coupl ed to each of sai d%ﬁ%yé’,e bateeg’{at@ﬁg &@f%ﬁ? Qﬁiséq%ﬁ? §g‘e
reachi ng said gateway, to anal yze the header of each of said Executable

bj ects, and to determi ne the gatewaycandoftot reaclonthe ecomputer twlzich has
Execut abl e Object needs to utili ze; (c) providing neans coupled to

each of said gateways, to storgifdatddSité dowl64dinsy aBal i Cy representing the

resources, or conbination of resources, that the user allows or does not

allow an Executabl e Cbf ect (@ ibhld tduSubbdd bftre Gorkplter WSk ThE ERGuPREH | 1Y
Object needs to utilize are included in the list of the
resources prohibited for use by the Security Policy,
preventing the Executable Object from passing
through the gateway, thereby preventing it from

reaching the computer which has initiated its

downloading.

A Control Center (CC) may bé a central control unit, e.g., a PC or other
computer, which is connected to a plurality of gateways, and which
updates the memory means containing relevant date, e.g., the Security
Policy. As will be understood from the description to follow, once the CC is
updated, e.g., by the addition of an additional limitation to the Security
Policy, all gateways are updated at once.I The use of the CC to control the
operation of the security elements of the gateways obviates the need
~ (which exists in prior art systems) to update each gateway every time that

. a change in policy is made.

A LAN (Local Area Network) may be (but is not limited to), e.g., a network

of computers located in an office or building. The LAN is typically



stored i n eactygdosmpe2d one or nore Control Centers; (d) Whshn 38000ss

Executabl e Object is detected at the gateway: 1. analyzing
t he header of said Executable Object; -13- 2. determning the
resources of the conputer that the Execut abl e Obj ect needs

to utilize; . 300 i 3 rges Qf .+t h 0 t hat -
t he connecte toe(c:’h1 sélgFe | é@ ?Céné(ge s%t%gaﬁf]%’i q‘éc}wi? ht%[ehnwgg(i l}&?‘?‘i/

Pol i cy and;, . . (i) if the resources of the
cormputer th athheommngghgnted LANS, e.g., of a client oxgppplienddrough ans o ze
are included in the list of the

-12- more gateways. Mheolarges el orgahizations¢hbyldriger IeUnuimbdiobf cy,
al  owi ng the Executable Object to pass through the o

gat eway and tg%téﬁ&?g $MPIGRIM Ui ordbt 46 1(2??;5 communications at a feét.%ga'bfé ed

I ts downl oadi ng; an IT the resources o

conput er thats tegg Execut abl e bj ect needs to utilize
are included rn'the list of the resources prohibited
for use by the Security Policy, preventing the

Execut abl e Obj ect from passing t hrough t he gat eway,

t hereby preventing it from reachi ng the conputer which

has initiatedGenerally speaking, a LAN can also be made of a plurality of smaller
LANS, located geographically nearby or far apart, but even if small LANs

~are found within the same organization, the security requirements may

Vary from one department to the other, and it may be necessary to keep

high security levels, including preventing Executables from migrating

from one department to the other, even within the same organization.

. The means coupled to each of said gateways, to detect Executable Objects
reaching said gateway, to analyze the header of each of said Executable
Objects, and to determine the resources of the computer that the
Executable Object needs to utilize may be of many different types.
Typically, the executable object is “trapped” and analyzed at the gateway
by listening on the communication line to the communication protocols,
such as the TCP/IP, NETBUI, IPX/SPX, or others, as well as to the object
transfer protocols, such as SMTP, HTTP, FTP, NMTP, IMAP, etc. Hooking

. __into the communication line and extracting the contents of the header of

~ the executable object are steps which are understood by the skilled person,



downl oadi ng. 9ﬁzsﬁgptrol Center (CC) may be a central control pgy/ilos00es4,
a PC or ot her corrputer which is connected to .a plurality of gateways, and
whi ch updates the nenory neans contai ni ngi4.el evant date, e.g., the
Security Policy. As will be understood fromthe description to foI | ow,

Lo the Secur rﬁgih‘”ﬁgﬁ Ein fp orfociid byCnfitile b B el plodaBiming a0, 27
cC
obui at es 1 hathezare Hhered &%fsi%scrﬁwe& eppiz e Sefall oo e ataﬂseiitaeeé%

gateway every tinme that a change in policy is nade. A LAN (Local Area

Network) nmay be (but is not limted to), e.g., a network of conputers
| ocated in an office or building. The LANis typically

- 13- connecigftel ghoUhshder W@'Eﬁééﬁ&bw cksméy%@%éehem ghd/V de
Wb, or to nore limted LANs, e.g., of a clien or supplier, throug one or

gt cuys. o RopRAFle U hede o SRR Bk Bioed P B1R0 AT BRNA it

the Security Policy can be easily done, e.g., by comparing them with a

look-up table provided to the gateway by the CC, wiaich represents the
Security Policy. Comparison can also be carried out against the data
stored in the CC, and in such a case specific memory means and
comparing means may not be necessary in the gateway. However, speed
and performance considerations will often dictate that such operations be

carried out at the gateway itself.

The gateway must be installed in each Internet server within the
organization. It comprises a small real time database which contains all
the relevant operational informatit_)n for the gateway. The gateway
“listens” to the data being transferred between the enterprise and the
Internet. It knoﬁs when an object is coming into the LAN, it analyzes it

and compares it with the Security Policy to decide what action is to be

taken.

- According to a preferred embodiment of IL 120420, as stated, if the
resources of the computer that the Executable Object needs to utilize are

included in the list of the resources allowed for use by the Security Policy,



General ly spﬁf(g% %a LAN can al so be made of a plurality of sngbp/Alosnobddds,
| ocat ed geograpfi g? y nearby or far apart, but even if small LANs are

found within the same organi zation, the seggurity requirenents nay vary
fromone departnent to the other, and it nmay be necessary to keep high

Gepar tmont 1 80 bt tekdplhy YFB RS AL AV s BReFL AL Offt eBRO"®

coupl ed to each of said gateways, to detect ecut aﬁl e (bjects reaching
sai d gat enaypassingnfhyough Hben, gatewvays andc e i $DEXERIMPYIATe Wl@ﬁge ,
and to determine the resources of the conmputer that the Executable Object
needs to utiinitatedytddowmnlondingd Howewsy, if vhe yesodgoes adlthe, coniputerethatabl e
object is "trapped" and anal yzed at the gateway by listening on the

conmuni cat i O&é | Bfedutabll® OBJEEY Heelh! & wtilRhd Gk Sincladéd iiSFBé‘qj&CBf't%ie

NETBUI , | PX/ SPX, or others, "as well as to the object transfer protocols,

such as SMIP, HITP, FTR ..\ I MAP, C.oHOOk] ng ..intg the nicatj on

e and oxt FRATHES PROIERIRCLFroies by S SERIEHts, PoliFhe SeRE AL B dasERcta

are steps which are understood by the skilled person,

-14- and whpréevenintie Exdcatable Opjentafrenmnpassingthrangh the @ptewaynSucind

they are therefore not described herein in detail, for the sake of brevity.
steps may include, e.g., re-routing the executable to a destination outside
the gateway, c_anceling or garbling part of it, so as to make it inoperative,

etc.

The method is not limited to any specific EO. Illustrative examples of EO’s
include, inter alia, Java Applets, Active-X, OCX, Win32 Executables,
DLLs, or the like executable objects. However, as will be apparent to the
skilled person, EO’s are constantly developed, and the actual nature of the

EO is not of critical importance.

Many other features and advantages of the system are described in detail
in the specification of IL 120420 which, as stated, is incorporated herein

by reference.

According to the present invention there is provided the process according
to which the user is obliged to install a security agent according to the

security policy of the organization, whenever he attempts to connect to a



Once the headwo wizotd2e Execut abl e Object (EO has been anal yzedpcmgmwg
the resources of the conputer that the EO needs to utilize with th

Security Policy can be easily done, e.g., -kg-comparing themw th a Iook up-
tabl e provided to the gateway by the CC WhICh represents the Security

Pol i cy. @m@@ﬁ&hﬁ%@éﬁ@m OPhé igGtewhi nﬁ‘&fﬁé“éﬁy beg gﬂa&&ﬁéggg&%d& o he

CC, and in such a case specific nmenory neans ‘and may “no

be necessary in the{lﬁﬁl é é%ver speed and perfornance consi deratlons
will often di¥iSHRE egﬁWﬁ ions be carried out at the gateway

itself. The gateway nust be installed in each Internet server within the
organi zation. It conprises a snmall real tinme database which contains all
the rel evant operational information for the gateway. The gateway

"listens" to Thesystem bpergtes aanfollowse sviaioveen hber attefipisitdeoitdcet 6 a
Internet. It knows when an object is coming into the LAN, it analyzes it

faken. T Ac c?%?‘a‘?*n‘g‘ﬁt‘%ﬁérﬁﬁé?éﬁ%% walgel okt gﬁftﬂ? L898ind b B0 Bt
are i ncl uded |FPRERE MEOPSRY pialited iR bich poves %kiiiee?i?sgéhh"gégﬂé -
Poltey, station to the target server, Which packet does not contain data.
According to the present invention private information is introduced into
said first packet, which p'ri\.rate information is termed hereinafter
"Marking Information", which marking information indicates that an |
agent is present on the workstation that is attempting to connect. In
other words, whenever the communication process is started by the user, if
- a security agent is present on the workstation, said security agent will
modify the first packet so as to introduce inarking information indicative
of the fact that the agent is installed on the workstation. If no security
agent is installed on the -workstation, the first packet sent by the
workstation during the connect process will be empty, or at least will not
comprise any marking information indicative of the presence of a suitable
security agent on the workstation. By means of the marking information
the gateway, which is responsible for carrying out the security policy of
: - the organization, will be alerted of the fact that a workstation on which no
. security agent has been installed is attempting to connect to a server
outside of the Organization, or outside a segment of the Organization for

which enforcement of the security policy is required.



-15- no stepwgagﬁgbgken by the systemto prevent the Executabl ‘i'cqulﬁflﬁoom
from passing through the gateway and reaching the conputer which

initiated its downl oadi ng. However, if thejgesources of the conputer that

t he Executabl e Object needs to utilize are included in the list of the
resources prohibited for use by the Security Policy, steps will be taken to
prevent the Executable Object from passing through the gateway. Such steps

may i ncl ude, , re-rou executable to a destination outside the
gat evay, cané@lﬁ rilj'Oﬁ?ssg’&rtFE!anﬁ? aﬁ% l31 k‘&ﬁ) hdn the,figure,: theneprunasion of
etc. The nethod is not Ilmtedto any spemfic EOQ. Illustrative exanples

of EO s i nclthdegatewnyrisachematicedly\fiphstratedcThe gaXewaGXwhith Ieceives all
Execut abl es, DLLs, or the |ike executable objects. However, as will be

apparent t0 §Hgmpid hhAbiRes datedhaclalts, Ne%'H Hstg.&m{aie%%gﬁt bﬂ gm

actual nature of the EO|s not of crltlc rrportanc

speci 11 cat1 of SIS0 A3 pHalFaes dFs; Theq Earavsr cdioshP rbither dha Bagt

reference. packet contains marking data, as defined above. If suitable marking data
are found by the gateway, the gateway removes the mafking data from fhe
packet before allowing it to pass to its destination, so as not to interfere

with any analysis made on the packet at the receiving end. The gateway

then allows the workstation to connect to its destination.

If a gateway cannot detect marking data in the first packet, it does not
allow the workstation to connect to its destination and, m place of
. connecting it to its desire(i destination, it returns to the workstation a link
to a distant server, which server conﬁains the required software for
performing a forced installation of a security agent on the specific
workstation. Forced installation of a software, such as the security agent,
can be effected m a variety of ways, which are apparent to the skilled
person, and which are therefore not deséribe herein in detail, for the sake
of bxevity. Such installation maybe carried out using programs written in
_.the Java language, in any other suitable way, or even interactively with
. the user, by advising him that he will not be allowed to connect through
.the gateway unless he performs specific required operations which will

lead to the installation of the desired security agent on his workstation.



Accordi ng tovJ(pggd%gzsent i nvention there is provided the procCesgrategicesad
to which the user s obliged to install a security agent according to the
security-policy of the organization, wheng@er he attenpts to connect to a
-16- server via the gateway. The gateway maybe any of a plurality of
gateways existing in the organization. The system operates as foll ows:
whenever a user attenpts to connect to a server, in.order to access a

target server on_the Interngt oy i nintr t,. a "connect process" }sS
ef facted | n ARoRAmE 9 & profeeredl ewhodiment oty e FHEntat e cHRRHOR 8F ger
server, which packet does not contain data. According to the present

i nventi on prtheatger td themerver which twidlipexforinnthe installationsof the Becuritshi ch
private information is termed hereinafter "Marking Information”, which

mar ki ng i nf ofg@{t G the Hse#baforkiation, 0P BV wisicR theSieroRill BRrMPsiS R | ON
that is attenpting to connect. In other words, whenever the conmmunication

hor ket at i on, kAt DGy HIE instrierifns Bk {0 R oiffcrBl BYCHoR g B
i ntroduce marking information indicativ of the fact that the agent .is
i nstal | ed ore™REY Racket genbhy the wrstfectiﬁ gatewayeiviz,; sthe fiyshppekelowhick

wor kst ation, the first packet sent by the workstation during the connect
process wi | | ddes aopteontain aharkkiagt infothhation) to reach the destination server,

and, when a response packet is received from the destination server,
addressed to the user, the gatewayl replaces it with a packet which
contains an a HTTP PAGE, which contains the information for the

installation of the security agent.

Of course, additional procedures can be used in order to obtain the same
result. For instance, a less convenient, more primitive - but still effective,
procedure comprises analyzing the first packet at the gateway, as
_explained above, and then returning to the user or to the security
administrator just a notification that his workstation is not allowed to
.connect through the gateway, because no security agent is installed
. thereon. Such notification may include information as to where, or from
. whom, the software needed for installing the security agent may be
- obtained. While this is a less convenient, more lengthy and time-
consuming procedure, as it will be apparent to the skilled person, it is

-nonetheless as effective as any other more advanced installation



conprise any {Rydsl9gsai Nformation indicative of the presence of S bgbdoss

security agent on the workstation. By neans of the marking information the
gateway, which is responsible for carryingjeut the security policy of the

organi zation, will be alerted of the fact that a workstation on which no

cut si de’ of 1 MECCERERE B, (1 FuBliedslof b iRl oS dad RoRAR e

whi ch enforcenent, of the securit oljcy is required.
-17- Thi s%&PBE‘é%QOﬁ@Yf%rtﬁﬁéargngza&wPat ed in Fig. 1. In the figure, the
operation of the gateway is schematically illustrated. The gateway, which

receives all incom ng and outgoi ng data packets, receives a first packet
sent by a given workstation, and analyzes it. The gateway checks whet her

the first poAk@rdiRntel difothBf Hréfrded 2mBsdikdht 6f 1AV Gon, Bﬁsai'r;m kkse of

mar ki ng data are found by the gateway, the gateway renoves the I ng

ot o i nt er ribporteliey g BAE T Bpeih sndiGe BR3Re her 2 4155 afed iy 7 ™
end. The gateway then allows the workstation to connect to its
desti nation. 8atepay.a P§\bé[yti@adﬁ$§%nﬁ%€tl@§¥, teadetenming tthe isecurigy polisy that
packet, it does not :

applies to him.  This is important in organizations which apply

differentiated security policies, e.g., where different departments, or
different individuals or levels within a departments, are assigned different
- security policies. Such a step is of course not necessary if the entire

organization employs a uniform security policy. -

- Looking now at Fig. 2, three security levels of a system. according to a
preferred embodiment of the invention are illustrated. Box “A” is the
management applications block, which contains the Control Center which
cqntrols all security operations of the system. The Control Center is
connected to management modules, such as the Policy Manager, which

~ contains data on the security policy of the system for the various
ggteways,_ users, etc., or the Audit Viewer, which permits an operator to
vi_ew the operation of the system in real timé, or any other utility which it

~may be desired to operate at the Control Center level (schematically

indicated in the figure as the . . .” box.



all ow the wo | to connect to its destination and, in pi

connecting i W%ﬁlﬁt"g’pdesi red destination, it returns to the m%@?’g‘?}os?ﬂ
link to-a distant server, which server c@giains the required software for
performng a forced installation of a security agent on the specific

wor kst ation._Forged, i nstallation of . oftware, sugh_gs, t cyrity.agent,
can be eff echﬁ éﬂngoga¢?’é§e§ By coRpec eam?’&\r%fr gnﬁpﬁﬁ?gnp ?ﬁe?ﬁé&m‘%ﬁoég
person, and which are therefore not describe herein in detail, for the sake
of brevity. Semterj andan the ethershaed daonecer more gateways epaigataway oaly i n

t he Java | anguage, in any other suitable way, or even interactively with
the user, bypgshy Shewnhinnthédigie, ot Itheosalte of | simipditity), ThenBistributiorgh

t he gateway unl ess he perforns specific required operations which wll

|l ead to the I .| i ' |, S: §on.
8 7 hccobBd (iR helongd o P8 shEflapBEURL AbpRaRbe MhoBk “ia'Riltiictld
connection of the user to the.s ich w [l rformthe insfallation
of the securtqthe gﬁﬁﬁ‘fd qtﬁE%iﬁﬁ%&B?ﬁkﬁ%ﬁY%@PPﬁ?ﬁ‘%ﬁ’ﬁi ﬁgs &r
will carry out the installation follow ng instructions given to him is

ef fect ed by finatiomof ptovidigpoperpsinigsinfermation antdedatefortthetsecurisy agent
(viz., the first packet which does not contain marking-information) to

reach the deghbiingnat ofheeworldtftionhdsvel. "EROOAEEBnDaMOX @) isetstivgtyfrom
t he destination server, : : :

connected, as said, on the one hand to the Distribution Server, and on the
other hand to the gateway, which is provided with Gateway Level security
applications (block B), which take care of the security operations which

are carried out at the gateway itself, as explained above.

All the above description of preferred emﬁodiments has been provided for
the sake of illustration, and is not intended to limit the invention in any
way, except as defined by the claixﬁs. Many modifications may be effected
in the invention. For instance, many different markings can be provided
to indicate that a security agent is installed on a given workstation,
different types of anglyses can be carried out by or at the gateway, or by
different agents coupled to the gateway, and many different means and
- methods for effecting the installation of the security agent in a

.--workstation can be provided, all without exceeding the scope of the

invention.



addressed to Wz the gateway replaces it with a packet whigdrgre8/00084
contains an_a PAGE, which contains the information for the

installation of the security agent. O .gpurse, additional procedures can-
be used in order to obtain the same result. For instance, a |less
convenient, nore primtive - but still effective, procedure conprises

analyzing the first packet at the gateway, as expl ained above, and then
returning to the user or to the security admnistrator just a notification
that his wor Kelaima®n is not allowed to connect through the gateway,
because no security agent is installed thereon. Such notification ma

i ncl ude i nf orirAimetlasd for ehfareingoa decumity\waliny foresele¢tivelycprevensing gbe
installing the security agent may be obtained. Wile this is a |less

conveni ent, mf&o&ﬁ}mgﬂga&ﬂdtéf@uﬁ&pr&umhaasﬁéacmwtalﬁé Objedth! ibean
apparent to the skilled person, it is nonetheless as effective as any

ot her nore advanced.Jnstallati.on . . _
-19- procedurel,n%l‘i}?r‘f év‘lfgﬁsb%@%%’ (iﬂm%?lrﬁ%ﬁ’ﬁ ?‘F&pgé)g'uri ty, and observing
the security policy of the organization. - According to another preferred
enbodi nent of invention, an analysis of
(1) providing a security agent suitable to be installed in an
individual workstation, said security agent being provided with means for
introducing at least one marker in one or more data packet transmitted by
a workstation to a server through a gateway, said at least one marker

indicating that a security agent is installed in the transmitting

workstation;

(2) providing means in or coupled to the gateway for analyzing the

~ first one or more data packet(s) received from a transmitting workstation
initiating communication to a remote server, to determine whether said
first one or more data packet(s) comprise at least one marker indicating

 that a suitable security agent is installed in the transmitting workstation;

(3) If at least one marker indicating that a suitable security agent is
installed in the transmitting workstation is detected in said first one or
.. more data packet(s), deleting said marker(s) from said first one or more

. data packet(s), and allowing sa__id data packet(s) to be transmitted to their

destination; and :

————

Ty



the identity_of t wor kst ati on and/ or of the user is also eff e
gat eway and/&’ro%?{/z@ﬁﬁe di stant server, to determ ne the security po ?@g‘"’?‘ﬂat '
applies to"him This is inportant in orgappzati ons which apply
differentiated security policies, e.g., where different departnments, or
different individuals or levels within a departnents, are assigned .
different security policies. Such a step is of course not necessary if the

entire organization enploys a uniformsecurity i)ol icy, Looki,ng \g at
Fig. 2, three sedd ifnomegelter ipdicatingthah @ suablasequaity agandrs e
enbodi nent of the invention are illustrated. Box "A" is the nmanagenent

appl i cat i ongnbihectransiittingowbrkistativhds @utbcted iGesdidr fivdti ode or amdyveodstaal |
security operations of the system The Control Center is connected to

managenment %?eg@ ,tixleé%n@ﬁ mQx?;Cr) r'a%'tt?] g\ﬁcﬁ@ﬂéﬂf‘éceim £om EREEEHVEE tdakRidH the

security pol syst various gateways, users, etc., or
the Audit Viewer, lch permts a erat.or .to view,the, operatjgn of the
systemin re&Re YP#%QaﬁPndﬁf"BPﬁ%*Pﬁﬁg‘Pi ]?W?:ﬂsw&eﬁé?/%b%%ﬂg&t%&m}o
operate at the Control Center |evel (schematically indicated in the figure
as the ". . ." box. -20- The
Control Center is connected on the one hand to the Distribution Server,
and on the ogh&rmBés hecsrding to Bhdien d3tfavelet domprignicctiey stupl uf obliging

the workstation which has transmitted data packet(s) which do not

contain a marker indicating that a suitable security agent is installed

therein, to install a suitable security agent.

3. A .method according to claim 2, wherein installation is carried out

automatically by the system.

4. A method according to claim 2, wherein the installation is carried out

interactively in cooperation with the user of the workstation.

5. A method according to claim 2 or 3, wherein a packet is returned to the
workstation by the gateway or by means coupled to it, containing an

HTML PAGE comprising installation information for the security agent.

6. A method according to any one of claims 2 to 5, further comprising

comparing the identity of the workstation and/or of the user with the

T}




being shown in the figure, for the sake of sinplicity), The D $idTposboess
Server, whi cWHO¥28%s to the nanagenent application block, is connected to
the Controt Center via TCP/IP (or packet .pgvel) connections, and has the
function of providing operating information and data for the security agent

o2 2542 “heh LB A DA o DA e RN ey

connect ed, he onée stributi-on Server, an

other hand to the gate , ich is provide Lt h te evel security
appl i cat i onggent 8 %P&r%ipgﬂwy ad’grbé" lﬁ'ﬁtgﬂééé%&g;ﬁ%\&é i ons whi ch
are carried out at the gateway itself, as expl ained above. Al'l the above

description of preferred enbodi nents has been provided for the sake of
illustration, and is not intended to limt the invention in any way,

except as def iNegstimfoe dfercig 4VBBXurTRY ipolied! fof Neléttively ;ﬁé@@ﬁﬁﬁgotﬂw the

I nvention. For inhstance, many drifferent ‘marki ngs can be provided

I ndi cate that a,segurit gent i.s installed.on,ag ve rkgl.at.ion

di fferent t&ﬁ&‘ﬂ% |%§§se§%‘ﬁ%‘é“ cﬁ#r ge%ﬁ?d b%?u{hb\fgh@é%‘ftgm&, a% by
different agents _coupled to the gateway, and many different nmeans and

net hods f or adivdiduahworkstation, spmprisingsvf the security agent in a

wor kst ati on can be provided, all w thout exceeding the scope of the
i nvention.

A. A security agent suitable to be installed in an individual
workstation, said security: aéent being provided with means for
introducing at least one marker in one or more data packet transmitted by
a workstation to a server through a gateway, said at least one marker
indicating that a security _. agent is installed in the transmitting

workstation;

B. Gateway means for controlling the communication traffic of a

plurality of workstations With the Internet or an intranet;

C. Detection means provided in, or coupled to said gateway for
a_x}_gl_y_zing the ﬁrst one or more data packet(s) received from a transmitting
workstation initiating communication to a remote server, to determine

| whether said first one or more data packet(s) comprise at least one mal"ker
mdxcatmg that a suitable sec;urity agent is installed in the transmitting

workstation;

R



-21- C ai 8 9;29&’%\“ net hod for enforcing a security policy fopcyaiesdoose! y
preventing t HO? | oadi ng and execution of undesired Executable Cbjects

in an -i ndi vi dual workstation, conprisi-pg-the steps of: (1)
providing a security agent sui tabl e to be installed in an individual

wor kst ation, said security agent being provided with neans for introducing
at | east one mar ker I n one or nore data packet transm’tted by a

i cati ng t hat 205 DberR Jor dElotined Spii ERATRE(D PR SEIL SR OBe e more

wor kst ati on; (2) providing nmeans in or coupled to the gateway for
anal yzi ng t hiatafpacket(s)cand fooradlawing saidkdatss packetés) txl be rtvanamitted to
transmtting workstation initiating comrunication to a renbte server, to

det erm ne V"f’cﬁbhe&es‘iﬂl&uoﬁ' it 1088 6ﬁe fRirked 3hdicatiiget Y a SAITALIS SecﬁinﬂyeaSt
one marker indicating t hat a suitable security agent is installed in"the

hat a sui { BCCiR SpPRed i the traeltisting  wor SRR dn e lad BV 882 O

wor kstation js detected in said first one or . nore data packet(s) del eting
sai d mar ker (dsteetionmeans m sayd fixsk ope orgpere data packet(s),

E. Means for prevéntiﬁg any data packet(s) received from the server
to which the workstation is cc;nnected from being transmitted to thé
. workstation if no marker indicating that a suitable security agent is
installed in the transmitting _woikstaﬁoﬁ is detected by said detection

means in said first one or more data packet(s).

8. A system according to claim 7, further éomprising means for allowing or

forcing the installation of a suitable security agent on a workstation.

9. A system according to claim 8, further comprising means for obliging
the workstation which has transmitted data packet(s) which do not
contain a marker indicating that a suitable security agent is installed

therein, to install a suitable security agent.

10 A system according to claim 8, comprising means for automatically

installing the security agent on the workstation.
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data packet(s), and allow ng said data packet(s) to be transm |r
destinati on; mngosz tﬁ&%ﬂgﬁ’m&dﬁ

If no rrar_ker i ndi cating that a suitable segurity agent is |nstaIIed in the
transmtting workstation is detected in said first one or nore data

packet (s), preventing any data packet(s) received fromthe server to which
the workstation is connected frombeing transmtted to the workstation.

2. A nmethod according to claim1l, further conprising the step of obliging

t he wor kstatlbrA\ﬂysbdmtmordm&tﬂclam&,acmpmm tvganehforteatoying out ghe ai n
a marker indicating that a suitable security agent is installed therein,

to install gnatdliafibe inesractivel éﬁoperatlan with theRidr ¥ ¢hs Wdorkstatich Al mA2

wherein installation is carrie automatically by the system 4,
met hod according to claim 2, whereln the installation is carried out
interactively in cooperation with the user of the workstation. 5 A

met hod according to claim2_or 3, erein acket. is returned to the
1 R system according to cl\gym 7Tor8, cgmpr(fsmg means for returnting to

the workstation a packet containing an HTML PAGE comprising

installation information for the security agent.

13. A system according to any one of claims 8 to 12, further comprising
means for companng the identity of the workstation and/or of the user
w1th the security level to be allocated to it/him, and for selecting the
suitable security agent and. sectz_rity. policy data to be installed in the

workstation.

14. A method for enforcing a security policy for selectively preventing the
downloading and execution of undesired E=xecutable Objects in an

individual workstation, substantially as described and illustrated.

A A



wor kstation by the %at eway or by means coupled to it, containi ?gTﬂﬁbs/duﬂ'M-
PAGE conpri sW@P928%%al | ation information for the security agent .

met hod according to any one of clainms 2 to 5, further conprising corrparl ng
the identity of the workstation and/or of the user with the

-23- security level to be allocated to |1m and selecting the suitable
security agent and security policy data installed in the

wor kst at i on. 7. A systemfor enforcing a security policy for selectively
preventing the downl oadi ng and execution of undesired Executable Objects
in an individual workstation, conprising: A. A security agent

suitable to be installed in an individual workstation, said security agent
bei ng provided with neans for introducing at |east one marker in one or

nore data packet transmtted py Yﬁ‘ﬁﬂ[atlon to a server through a
S

gateway, said at |east one mafk ating_that a securjity agent is
installed in the transmtting A ipon; CONNECT TO

DESTINATION

!

REMOVE
MARKING
DATA

RETURN
LINKTO
DIST. SERVER

!

PERFORM
AGENT
INSTALLATION
PROCEDURE

Fig. 1



B. Gat eway neang fQﬁZControlling the communication traffic of apcPhigsalodddy
of workstati Ohe %?? the Internet or an intranet; C. Detection

means provided in, or coupled to said gateway for analyzing the first one
or nore data packet(s) received froma transmtting workstation initiating
conmuni cation to a renote server, to det ;1 e whether said first one or
nore data packet(s) conprise at | east one narker indicating that a
suitable security agent is installed in the transmtting workstation;

- 24- D. Means for deleting said marker(s) fromsaid first one or
nore data packet(s), and for allow ng said data packet(s) to be
transmtted to their destination, if at |east one marker indicating that a
suitable security agent is installed in the transmtting workstation is
detected by said detection neans in said firsf one or nore data packet(s);
and E. quns-LOLupae¥enLLng»anyudaﬁénpaeket(s) received fromthe
server to which the } is connected frombeing transmitted to the .
workstation if no markePObiiXati ng that a suitable security agent is
installed in the transMANAGE kstation is deteg¢ted by saigsdetection
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means in salég W ne or nore data. packet(s). - 8. .A systemaccording to
claim7, ﬁ (g?rgrlsmg rreansfor aIIovmng or forcing the installation

of a suitable security agent on a Workstatlon . 9. A_s'ys:t:e_m according to
claim8, further conprising freans for obliging 'the wor kstati.on which has
transmtted data packet(s) which do not-3contain a marker indicating that a
suitable security agent is installed therein, to install a suitable

security ag@fo the o %%nllﬁa Hﬁi&ﬁ&ﬁ@&%@uﬁmﬁﬂzﬁlﬁ% The ks%ﬁlwhgsaﬁbs for

automatically 1nst e security agent :con
- 25- 11. _A s em acc d| ng t.o cl i m 8 r n ns [for carrying
out the in¥ f}?%m%%?%%m ﬁn‘(',%gf)@?‘g}ta‘?‘% Mﬁ’f@ ig i systee
wor kst ati on, 12. A syst em accordl to claim7 or 8, conprising neans
for returni Hg place tigr aarlysde tﬁc&ﬁnaapgcmevmlamﬁ rtbeaeodéél\/lfrdeEemg

conprising installation information for the security agent.
executed. Some of these problems are discussed in the article “Screening

for applets”, by Sharon Machlis, COMPUTERWORD, vol. 81, no. 6, 10

February 1997, USA, pp. 51-52.

The security problem was solved partially by the browser manufactures
Whlch allow the user to disable the use of executables. Of course this is not
a reasonable solution; since all the electronic commerce and advertising

. are based on the use of executables. The security problem is much more

e L . L . C i LSRR, Lt i

serious once such an executable can approach the enterprise servers,
databases and other workstations. However, so far the art has failed to
provide comprehensive solutions which are safe and quick enough to be
practically useful. Systems such as “Firewall” or “Finjan”, distributed for -
use by Internet users, provide only partial solutic;ns and, furthermore, are

difficult to install and to update.
Another solution that has been suggested in EP 776 112, includes the

provision of a source and destination verifier associated with an incoming

packet object, to verify its source and destination.
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13. A system %%gyw(?,%' tc; a1y ,8ne ofe céeiens 8 &0 12, furthereconprising
means for conparing g | dentei sy oOf « he swor kst at i o6 andV ow sof st he user

with the security level to e ail ocaed toit/hi nﬁan’d '8 Sékecting the
suitabl e security agent and security po1 icy data

0 be iMstalled in the

wor kst ati on. 14. A nmethod-for enforcing a security policy for
sel ectively preventing the downl oading and execution of undesired
Executabl e Objects in an individual worlgpation, substantially as
destri bed and il lustrated.

In two copending patent applications of the same applicants hereof, IL
120420, filed March 10, 1997, and IL 121815, filed September 22, 1997,
there are described methqu and means for preventing undesirable
Executable_, Objects from infiltrating the LAN/WAN in which we work and,
ultimately, our workstation and .server. However, while the systems
described in the aforementioned two Israeli patent applications are safe
and convenient to use, they present a drawback when very large

organizations are
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