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WO 2006/102454 PCT/US2006/010474 NETWORK SYSTEM FOR

wo %&EﬁﬂﬁﬁyTlNG PROTECTED CONTENT FIELD OF THFCW%@‘ ’fg??@g%

e present invention relates to networks, and more particu
to network systems that allow secure distribution of protected content.
BACKGROUND OF THE INVENTION [0002] Consumers often purchase

vidiB DI &Y BRI FERADIS TEHRY TINGBRATRT ML
used to output the video content to a 10 television (TV) or other video _
monitor. Some DVD plakEkE @ayTiHE N ENEONsel for allowing selection

and fo 9 ?lWe‘?\ft’ § ituations, a consurrtner
ma&%? to \?@W%%ﬁm contlgﬁ{%ia% irgtraf%\l?ré }o@hba?éo%ogf B iCularly

to nefiQiiretamsibariawhe e disiilrtianddnedteniedcesnieoted to a

second TV in another room. As a result, the DVD player needs to be 15 .
disconnected fro TV, moved to the room with the first TV an
reconnected to tr:%}hh@tééé%‘ ng{:eﬂ}Hﬁ VEMEMEr has a second
DVID8Iaer, Gumsomsus eftamoyesdies® idiéo tberﬂﬁmrﬁiah!{%fgép%?attﬂe
; ”ﬁ)‘?f&jibl Selyt i lem involves copying the, D conten
dlsé)gnto anot e?Dgg%@%%?awﬁg%&r%éaﬁé i!nocla Q(g %ﬁ%ﬁ@dﬁgﬁt}&tﬁgrpz@
telaisien Xk LERHIRG TNaDs Bnbon. TEemsy MEDVRYehe ussy inakide a
car60py e RMRIAGrIERIRihaRATBIAlYE SYSteM, yyoﬁer%erom%me

. sehemes such as digital rights management (DRM) prevent such copying
S R0 Re 3R TR T EAED 91 WPl oS 08 rayrigrene
rootaveé Hidhsissdresria parctatide tf@étﬂhﬁt ;ﬂm?/dat_g i@c@@é‘c&yﬁad;taﬂée{ed to

eghby. th layer and is 25 therefore i unprotected form
2 %%Se%glt?s\lp obﬁp%{%c\f%tlﬁer devicts Thisd {tl%ﬁ gi?(%r RlsRpds to be
disgannasiesl BYD ey SECEUMTMARNYOGE Tibl EHA VENT @i [6R04FA Tystent

recéPEiREPWIRAE s RN am@wa{&ﬁomﬁ%r%%@m%@ H‘%Eé&%rgsogo

con%%nt. A provider network device communicates with the meéemory an

Playgiae SonSmeImRYRS NGt P iy thesethercRiayae device that requests a
copot3ahe cOrepoIisPERNIEOR RS INRS s IdBYEH ﬂe&m%’?ﬁni the DVD
mits

conlr%%%lérﬁ%&%% %%%%Fhﬁ\r&g%?asytee{snt%%% Iyqﬁ\éiggétcr)anrllf one SVSyplayer,
which makes copying DVDs difficult. To copy the DVD, the user must copy the
DVD contents to a hard drive system. Typically, copy protection schemes ‘such
as digital rights management (DRM) prevent such copying despite the fact that
some copying may be allowed under the copyright laws. This is due, in part, to
the fact that the data is decrypted and/or decoded by the DVD player and is
therefore in an unprotected form when it is output to other devices. This solution
also requires an additional DVD player.

SUMMARY OF THE INVENTION
[0004] A systern for distributing content in a network comprises
memory that stores content. A provider network device communicates with the
memory and wirelessly communicates with a requester network device that
requests a copy of the content. The provider network device determines a
local/remote status of the requester network device, transmits a key reguest to
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WO 2006/102454 PCTIUS2006/010474 the requester network device
W o}%ﬂgﬂ m%requester network device has a local status, relg%\{ﬁ%& 5&% 474
rom Qh ith't

the requester network device, encrypts the content 'w e key and
transmits the encrypted content to the requester network device. 5 [0005]
The provider network device at least one of receives and determines at

thaea;qummgmalmwsﬁm?ﬁ@, ﬁ?qaé%f%tm@ﬁvmptaeaﬁeim@% local
rectio {imate 1or a link an etermines the

st R AR & AT O e e o s ARRag Al content
witBstingafes\thend sranaralisstivmarnaypidistanoieattin disanshtes direvtiorork

de@gimate. 10 [0006] In other features, the provider network device includes
a di&ital versatile disc (DVD) system. The requester network device

incIdd883] harlhGisRrURRY (MBI ewice i Jrasticinfetaforrarivese and

da}naimffles aﬂd@&bﬂ@ﬁ\i??]f deéﬁjﬂéin@%W@Qﬁrﬁé@é,dﬁt%ﬁ[%%%%ér:@sﬁrﬂate, a
. local/remaqte status { Jreguester networ evice. n Qt er
e SISO B, e S ESIRD OB oISk LB HEn TP IR ER0fbe
locgditemmteraatusidiieanamireanticast mwudethe sipraloqesityilaireatiothe
daf iR @%ﬁgté,eﬂg)aésﬁnéédegfﬁll?a(??\%?n&ﬂ%rg|rch |o|?]>en%fr)ﬁj Lilée.
communicates with the HDD nonvolatile memory, se ec‘chve?y requests

and IR es EdRIBAT frstvtas fhevRieyideneiveady keviesdnthidestaadigital

veregiesied (DVDyRignbin, thewbidda sestipnpb Abafnay 9aliadiRRard disk
dri\rpe% [OOO@ In other features, after sending the request to the provider
RGPS

The LESORIGNIST rshRsk RiRes BRg9s Ridepahaetwork

deteaméminity endoyetatitae petwidtineetivoriodeyiemintsesRANSOIOtHRE Keitiester

nef\ﬁﬂH{eéévTJé? requested content received by the HDD system from the
provider network device 25 is encrypted using the key. The HDD control
mod@R0dEcrypitiherépiveeadtho iRt systere queseid eontemiiatladd DD

meisage Maladinbss alag WitendahraridAemRerignLiihe nRyelatle ser

HDD memory. The HDD control module makes the requested content

ACGRSRRASRPIATE I 2 dHgdemseriARated ABtHasiskuskive 60BkOFHEDD)
madliD systemnitesihie theUudbBhoaniaiEamiieosspisile 3 déHabts

T data specifies a predetermined number of allowable
angqs%g %éé%%? §f{anip8 | |8\éli ;eaﬂ‘?gi’ré’ﬁﬁﬁ%Yréﬁ/&B@ﬂQ&%%Fhe re\évuested

content in the hidden section of the nonvolatile HDD memory.

[0008] In other features, after sending the request to the provider
network device, the HDD control module receives a key request and transmits a
key to the provider network device in response to the key request. The
requested content received by the HDD system from the provider network device
is encrypted using the key. The HDD control module decrypts the requested
content. The requested content includes usage data that is also writien to the
‘hidden portion of the nonvolatile HDD memory. The HDD control module makes
the requested content unavailable when the usage data indicates allowable use
is over. The HDD system deletes the requested content from the nonvolatile
HDD memory. The usage data specifies a predetermined number of allowable
uses. The usage data specifies a duration of allowable usage.
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2 WO 2006/102454 PCT/US2006/010474 [0009] In other features, the

WOIQ L? /stem comprises nonvolatile memory that stores 098}%360‘653}/974
control module communicates with the nonvolatile memory an

selectively receives requests for content from the requester network
device. The DVD control module requests a key from the 5 requester

netviddkgievide befoce éeaﬂir@lhew@qwa:@m@mk ; nb@ﬁ@ﬂ%ﬁémmﬁmaﬂe
uir ecelve [ne rom the system

e L B eeEs e FRTBUB e the

nogypiAjiles m@nﬁwuegcb@@mwwdm\quwmmmmmmm@m tthe

recili6stP ReWBRTHoTiRE, DVH%CBW%MFB!‘%‘H&M%Q%S gﬁﬁ@g 0% e

requested content that is 10 transmitted to the HOD usag
"e"é‘ﬁr%{%fp%%ﬂwe% RYiFh orBraIRRRSINg th@e@qliﬁétaga(‘g@@ﬁaagp’e@ﬁtemnes

an cumatioh afftiatlowtedtlés usqme&p@l@cjéh@ mli@\/l@ffﬂﬁ‘ﬁv\’laﬂ@( lqgﬂ;s%/sterp I aftg;
ireless, network inter cluding a physica
s R T R T 6001ce it 1B GHE o PR e
fe%?éiiedeﬁméedﬁcbﬂi@rmeanﬂm@dbessequammﬁcdﬁamtggneraia@t@@ém
ThéeaRIONR Rk esigne! %%ﬁ]ﬁ)é?%%%?&edépae 191'%{:%1?3 GEURGE, t?en’i( that is

direction estimate and the data stimate e wireless” e Wor

trafiatieckintas ddeR iR ahacsagesiaia Jpediipnaysshetar allowable

“S@Stmbumg@ﬂﬁﬁwﬁe%lﬂ&%%PBﬁSﬁo%@B@uQ&%}@ns for storing
;&m 5 Jﬂéer network means communicates with the 20 storing

ns a Fe SERY eé'feQW'ﬁFa%m%@éeg{@? rretyatess
ne’tmgcknsmcremmm eqmwefcﬁidagmt&m:cﬂ‘@ﬂrawwiﬁﬁt\é@é&é@ eahFol

deiGierRINGR ARG BT W‘@&J? B lRauest n?%lvgc(yé%ﬁ §§cg$sr§se$§}gt?§

key request to the requester net Srk means w
deviceaprnesates |H@a|a§té&a§tmr@ééh@mm@ycfr@mmmestmenemmm:e

estmmsiwt‘tﬁl{ﬁtﬁlé’ﬁ BaispnEe Ny thiekey ARd SRAFRIRe eRgly p\;ﬂpelass
con\é| Hé?% the re uester network means. [0012] In other features

neta %‘f’\?/ﬂﬁl@ B5Res LD ASCSSS SR es and determines at least
one[wmug nal sysitity Estiditibaiciptoneiat w&m@moamm?ﬂaﬁam

o IR SIS 100 RO AT U e
storing means and wirelessly communicates with a wireless requester network
means that requests a copy of the content. The provider network means
determines a local/remote status of the requester network means, sends a key
request to the requester network means when the requester network means has
a local status and receives a key from the requester network means, encrypts
the content with the key and sends the encrypted content to the requester
network means.

10012]  In other features, the provider network means at least one of
receives and determines at least one of a signal quality estimate, a data rate
estimate, a distance estimate and a direction estimate for a link and determinas
the local/remote siatus based on the at least one of the signal quality estimate,
the data rate estimate, the distance estimate and the direction estimate. The
provider network means includes a digital versatile disc (DVD} system. The
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the data rate estimate, the distance estimate and the direction estimate.

ider network means includes a digital versatile @E‘hﬁ@%&)g;ggm
W"l%@%%ﬁ’he 3 WO 2006/102454 PCT/US2006/010474 fequester

network means includes a hard disk drive (HDD) system. The provide_r_
network means includes local network determining means for determining

reghesiecatictwwie status omecr@ﬂtw%w&Hmrlﬁﬂlﬂ@é}r@ﬂg%?];%}d&ﬁi" The
f the H tem comprises nonyolagile memory

prﬁé‘%ﬁsﬁ@éin@ g{;gnﬁgaﬁ?r%olapﬁ% mgﬁﬁ%?%n HGITHRIDE e INgaRSe o
de@é&é@%ﬁmmé@t@ihﬁﬁ@t@_ stridervttitnueater diskuiriveneantsol (HDD)

mee[ﬂ_ﬁﬁﬂmmw‘Qﬁit‘?ﬁ}‘(é\thégﬁl%QRW@W@E;%?%@Weﬁﬁ%agmoiaﬁle

electively requests and receives content the pro

HOR RN Gasenss i Strdgasiaiia sneavpiatie manssrsentdhadinblsdes a
useroavciatislE BEroamney Merteil edefdd] Insihetiiratiies ieoI (HOD)

- h ' , the HDD control
e RS LRI pERARLS et prhsapiecively
rem@m@mwmm\msrespMe‘mhmwmqqeabﬁﬁm reguastedCemieny the
rec{@&&@’c?@&?ﬁt’éﬁﬁm@@&&%@%t%?tQEOquﬁfopeﬁﬁ:’?V%Bdnrﬁa%%{'i means.

encrypted using the key. control means decrypts
reqtﬁé@?éﬂ comeﬁfh%é%él%t@i‘@brﬁ%‘ﬁfﬂfmllﬁhl%sf&@ag@ datdhbapiswatiss
netwaite misaitee thislderDoesHBoIahiimecausialeHRP MISIBeNAMEAISANL o

keyw?erg}in the HDD contro] means makes the requésted content
unav

RENAER BRWIESJA%RRS ifbiteteensfodbieuseys osesthe The
requETedy sTtedilmesivhd o tiesteDIPipsciomshe prRNyaiRHRBwork

) ta 2 ifi determined number of
il e The e ek
reqersisy Irastiet feditre sotesiD asyiant insinpeisessagavdistildhateim o
writlRPPIRSHHY IFHRIEMIRIERN s W@M%%‘Ri@rﬂb’ﬂ%@%@trﬁgm lé’ﬁ'&%\'}ﬁ%rein

nonvolatile memory means, for selectively receiving requests for

ith th
fheivﬁﬁén%%ff%Wﬁ@?emrthétm%@gngpmwwm mbgnsthe
usage uisis inkimafeonalihealsguasterneverrk meanabefapsaRdingdRe the

e e D e
spagiies 5 siereEmimdDnaotesiof allowable uses, The usage data specifies
a duration of allowable usage.

[0015] In other features, the DVD system comprises nonvolatile
memory means for storing content, and DVD control means that communicates
with the nonvolatile memory means, for selectively receiving requests for content
from the requester network means. The DVD control means requests a key from
the requester network means before sending the requested content and
determines an amount of time that is required to receive the key from the HDD
system after sending the key request to the HDD system. The DVD conirol
means encrypts the requested content before sending the requested content to
the HDD system. The DVD conirol means includes usage data in the requested
content that is transmitted to the HDD system. The usage data specifies at least
one of a number of allowable uses and a duration of allowable usage.
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means encrypts the requested content before sending the requested

t 1o 30 the HDD system. The DVD control means includes usage
wo gg@i@ﬁ% requested content that is transmitted to the I—I%?Ifsldggzs({%ﬁr%]}.lgﬁ%

usage data specifies at least one of a number of allowable uses and a
duration of allowable usage. 4 WO 2006/102454 PCT/US2006/010474
[00T6piBhtheinfeatties, Vidsiass NnetwipslclieriasavBRaNTEaRNIGAS RS
cor’ﬁ" mga{:g ider, rk.means fﬁ% roviding a wireless interface and
includes pﬁﬁ?ﬁaﬁgggg\r’{?ﬁﬁg o f@?&ﬁ%?’p%%ﬁ%%@&*fﬁ@?ﬁa@?gw

angnisgludPaRiasicebapsimrans ftoroviiting an phisitadddyemiagnttve, and
meBiXeiGRid4aYehHIBRAS:8RE %P%?Wﬁ?aéﬁ QH%%E%eb%%ﬁgeﬁ;tF% i@r@!g}?gi

means and the medium access contro’means generates

lay8t e arduaiifpststiffalecshonrahicentisizal tayatimesns and the

meshimaieoass! Sopttlmeains GRibRlRs e il ese BRINNBISHAGE dBairy
ci an access poin urther areas of applicability o
e“f?ﬁ'?ea%reaiﬁ%t%qéﬁ}?%n G R g A
esitfaaigipliba pitekgshhbvoikdfterfacshis aissbeiatmd ettt tbessbp siptailed
desgpitan a ifi I ilesindicating the preferred .. .
emtE)tcjﬁtglailtr?ij'I ent ﬁ%@%ﬁvﬁ%ﬁ?ﬁ%ﬁﬁﬁ%ﬁ g,({};fjo%?p lﬁ}r%o oS &nﬁllﬁ@fﬁﬁ'&q on{l

becgipe-ARRPHERNL e Rl ar claserielion tepiides ereinafiRI Brshould be
undRs6aa | EIQN: QEtditE BERONMING %ﬂ@%cﬁ@&%ﬁ@épmﬂgqﬂd‘!\ggﬁng

become more fully understood from the detailed description and the
th@a?éggnagg yi %‘?ﬁ\mﬁ@s hEIRidYSHTe  ide1 itendatttitaiarbipeses of
llusirageanenly apdovie eohtiwndeddeviesittiiat Ssopislestreciariatcgital

content to one or more requester network 20 devices in a local network;

[0020] FIG. 2 is a functional block diagram of a first exemplary networked

DVD and HDDBSIGEREIERERHAD B THEPRMMENGS that

a fUAdi®)al bifvek diaigramiofctithistl BkKRNRRgram of a provider network
device that providés protected digital content to one or more requester network
devices in a local network;

{0020] FIG. 2 is a functional block diagram of a first exemplary
networked DVD and HDD system according to the present invention that
communicates with a modem;

[0021] FIG. 3 is a functional block diagram of a second exemplary
networked DVD and HDD system according to the present invention that
communicates with a modem;

[0022] FIG. 4 is a functional block diagram of a third exemplary
networked DVD and HDD system according to the present invention that
communicates with a modem;

[0023] FiG. 5 is a functional block diagram of a fourth exemplary
networked DVD and HDD sysiem according io the present invention that
communicates with a modem;
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networked DVD and HDD system according to the present invention that

municates with a modem; 30 [0023] FIG. 5is a f“”%‘&'}%%%%mu
wo g.%r‘;g]r%%g%f a fourth exemplary networked DVD and HDD system

according to the present invention that communicates with a modem; 5
WO 2006/102454 PCT/1JS2006/010474 [0024] FIG. 6 is a functional

blo¢B0#4YraniFis af iexe rptaiyneg BIeskedif MO if daviseinsluaing ubtt?

em, 10025] FIG. 7A |s,a functional block diagram of an exemplary
ne@réi\%igé}’[%ee{vvgrjg'Hgﬁgélf?r@cﬂafﬁg\a DVD system with read-only

opdRARA; 5 [BIR6] AIIS a7Bristmhah biioriabEgoiniabaanesraplaxepnplédyr
ider.: rkedevige ' < ith_read-write
netg,gggt% rﬁ%@?%@%%?g%%ﬁan%m%ﬁsém%#@ a provider or

reqlR28] neflBri Bevigdinsianalibiosia diaaipmeef BY BXRDDasyspeiider
i s &:Hiugﬁﬁgﬁ e HED of D are.

no e . 6; . 9A-

oW gREAL i et 'ée%%lﬂnfz*%?}sbﬁ%%#ls&é ;Pﬁ?eqsmlrlw&épaﬁa%fster

kesrdcadhabinchisid & B/DAHB R $imiarhart illustrating steps

netﬁ%m@ ?d f@{@ll iﬁg%@gg@&f 1 tect%d H! om thecions of

requeste network(g(\;wce times, 15%8?%5%‘%?& is B TowWcRan
nonya@tiaimpeatepsdtbenitiBod QiMiting the amount of time that a copy

profeotes] filemge@mmar@méﬁ%@weﬂm%%%%mkQ_FeB Y8ormed
0032] FIG 12@ Is a functional block diagram of a network including a

by N AR YR S LRAVES BB MRE RS rom a provider to a requester:;
20 [0038] FIGIG2Bdssaddlsitnat oskadiagapsior aehupikdneludisaiag

e s SR P R G (O

netl@®&! bonfilGratibis asBUSEIrFIGstatisg flepsitir ihstatgrsieptng
the REFOHMES tBaRBEEI&opy protected file stored on the requester network
device can be played;

[0032] FIG. 12A is a functional block diagram of a network including a
media server that serves protected content from a provider to a requester;

[0033] FIG. 12B is a functional block diagram of a network including a
media server that serves protected content from a DVD system to a HDD
system;

[0034] FIG. 13 lllustrates the media server in an exemplary network
configuration;

[0035] FIG. 14 is a flowchart illustrating steps performed by the media
server according to the present invention;

[0038] FIG. 15 is a functional block diagram of a provider network
device that determines a local/remote status of a wireless network device such
as a client station;

[0037] FIGs. 16A-16E are functional block diagrams of a physical layer
device of a wireless network device such as an access point or wireless network
interface;
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server according to the present invention; [0036] FIG. 15 is a functional

block diagram of a provider network device that determines a

) PCT/HS2006/010474
wo ggg/?(zaﬁote status of a wireless network device such as g cﬁgn({ sfa ion;

30 [0037] FIGs. 16A-16E are functional block diagrams of_a physi_cal layer
device of a wireless network device such as an access point or wireless

neHODBBInterage: £ OLOARASRAAER THISINGI10474 O0SRLEIGH
\}lfg is.a fun(fti nal bloc§ dla%ram of a provider network device gt
de mc‘:’:ll?a%ts[récv% greadik RENSTE SClRPR] FIG. 18Ais a functional block
diadBf3edf a FIGuUedar iwmmimﬁm%ﬁ@@éﬁbp%%%%wﬁgg%%
i ' ja.one or, 5 more repeaters; ;
o B e e
mo?r@ﬁ?@%ﬁh’ﬁ wireless network Qevice IS communlca}tlng via one or more
repENIROY; eI S, d s A aliac sl aling otepepetommed by
0 [eque ter network device for selectively removing restric ions.”
me%ﬁ%rAl‘ErE DRSS PSS FoTHiRdpesting Rt ssVBOBIMENRECe IS

iBowvi ipE rred embodiment(s) is merel

coW@ﬁ?ﬁ&%ﬁﬁ? ;:(?:; F,Br?f ?ﬁi&ﬁ%ﬁi{m limit the inve(n)tion, its 15::

apglggtl n, or Uses. As used RETEIAT thEYSHANNG IBigRSy @&ﬁ@@@kr@%o
reqgesiappréarondestioiseigriitedyoiecuiviAG Eltratigiectronic circuit, a

processor (shared, dedicated, or group) and memory that_ execute one or

m ftware or_firmware programs, a combinational logic circuit, and/or

otﬁé%i%@aﬁ% RSt LLT éﬂ@"ﬂr%? prioFdeR ERREED EMBORIMHENTS For

e ot o ey M AR,
e B e e e
appHeation 5o RS sefectively pessinethpresesiatofoRia SdAcNR R &n
applREHEYBRIRE NEMEPHICYRER: %ﬁéﬂf%ﬂ‘ﬁ%@%ﬂic circuit, a processor
(shared, dedicated, or group) and memory that execute one or more software or
firmware programs, a combinational logic circuit, and/or other suitable
components that provide the described functionality. For purposes of clarity, the
same reference numbers will be used in the drawings to identify similar
elemenis,

[0043]  Referring now to FIG. 1, a local network 2 includes a router 3, a
modem 4, and a provider network device 5, which selectively provides protecied
content 6 o one or more local requester network devices as will be described
below. The provider network device 5 is a network compatible device that
includes a local network determining module 7. One or more requester network
devices 8-1, 8-2, ... and 8-N (collectively referred to as requesters 8) selectively
request copies of the protected content 5. Aé can be appreciated, while the
router 3 and wire line conneciions are shown, other network configurations will
be apparent to skilled artisans including but not limited to wireless Access Points
(AP), ad-hoc network connection configurations, andf/or wireless network
configurations. While the provider network device 5 is shown to include memory
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25 below. The provider network device 5 is a network compatible device
that includes a local network determining module 7. One or more

WO@%E‘@P@? network devices 8-1, 8-2, ... and 8-N (coIIecting}rfg?ér??Qalf’87és

requesters 8) selectively request copies of the protected content 6. As
can be appreciated, while the router 3 and wire line connections are

' tj ill 30 b t to skill ti
g B e I o e ot e ol I8 plofie i o

meydefh 8LHEH Eiamaaabaer xtroralirdlessthetwonideontyuwdtidecs\Hile

the fmoaicier NERNOROENICE S | ng A
05109454 p T1U82006;0%§§§&§$:?1d;§s %%%\%%%@%g}% TR9RE®:

2 )

WhIERL BRI nYidR% SR hilelal cEoRiate anRiPBERABRLGoRRaRlaR ©© a

distifiniftedertennaliyitaiionth eysmid ¢DOSVOOK @@gj@ r?ti;)@:@%%&ﬁﬂd%@ﬂﬂ@éé’:
C ! service proviaer wnic rovides viaeo

i SAORESAIA W RSP RN BN Sl R e

cormnptRisicansrakyeleim @gs) sopsertier diher (PSWorkateliteemdbe any

otheR RBFREERYIASFmay: Phayidg broadband access using wired or wireless
conpections, coaxial cable, digital subscriber line (DSL), satellite and/or

anylBRfR} colhectibrs)tshFrmAEISE P CUMSPT ROBCRIVETS tbrinctted!
...,tgzndnuewmr@wue%ﬁiibeb 1491, 1@--13,61.29 Zlﬂ_stvEOl 2(?&0{\%91\/219&521 5.
12-1 A2ne w121 P, 12- -22...,12-2P, .... an -M1, 12-M2, .
2P; .:-,-é*ﬁéiz}ﬁé‘,ﬁeéébe%’%’ el Ele GoTstiely leies 19 55 AelurRikevices
12)netherend eetiiniiglatedaleing sothtledysdietintiyedatdneiies taether the
i t t
reclRHESIREIRIMOHLHRKIGRRa5 %8@3}5?fﬁeerﬂb%e dééso{p]‘ge }’]&PgﬂT e r?%ﬁ.a? fﬁrr

network device requests a copy of the protecte is ap

netyei HeYSEs ‘SRS 1y preventileabelestecteopienedied Ebisteapinpach
increseete saeingy ke prrenif Gltbsted hm s EItsEe BbIENE IRF 1aSote

na,[!gca(l Qg\tf\ilgork determining module 7 to determine the local/remoté status
OfR requegf’ér network device. For example in some implementations, the

proVifésihetwhnierdenicerbule thiievieisR dofaliremedel siefsiRMetermining
s SR R SRR TR RO e
FoT X aRRI AR Hoelementationediiedervidan oatwioki cevicd diaietineihts
loc&igéenote status by determining the amount of time that is required to receive
a response from the requester network device. If the response time is less than
a predetermined period, then the requester network device is determined to have
a local status. If not, the requester network device has a remote status and the
~copy of the protected content is denied. The amount of time that is required to
send and receive data via the service provider 9, DCS 10 and servers 11 1o the
remote network devices 12 is significantly greater than the amount of timer
required by a local requester network device to respond. In other words, the
predetermined period is set greater than the response time required by local
requesier network devices and less than the response time required by remote
requester network devices.
[0047]  In other implementations, the provider network device chacks a
dynamic host configuration protocol (DHCP) table in a DHCP server to
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a local status. If not, the requester network device has a remote status

and the copy of the protected content is denied. The amount of tigne that
wo ?g(}%}fﬁ?ﬁé‘d to 25 send and receive data via the service pt}’o%?gg’rzgﬁ, B840

and servers 11 to the remote network devices 12 is significantly greater
than the amount of timer required by a local requester network device to

detmﬁmﬁ@dndsaigth%fdﬁf&%dhﬁomﬂ%?%&?@s%f&qd;jéa??{e@&%?ﬁé%%%‘r‘jf

i ' by local t twork devices and less
e LRI E TG FENSPETBg e (8o A0 HAGUEP PR BblAcdaen the
reqi@siF] Incbthek inplkénn eh&tianmdﬁlleg@mxg'%ghagfn@rgdggggg@@eg@ﬁctgd
j fi ' rotocol.(DH table in a server
oo R I Pk Aol R Pine oeiar 2ok Situs
and giareppueidhaamiested epnseal ingwiadndlevices. If the requester
netyoukgievies B cnS A iR AR AC UG A SR Sovice
requester network device has a local status and'the copy of the protecte
MaY srte tacg??ﬁﬁagé’nfoI?'?ﬁ)tr,oﬂ’%rr@q@e@%ﬁé%ﬁ@r@'@é‘&i@&ﬁﬁ@éﬁ@ﬁﬁotﬁ_ the
routatiior snanidihe aolycosdndder preniash @ MARL UMY BENaHRPHR RIS the

Implementatians, the praovider.netwark device 5 may send a
SO T A R ST o St
netypriciriee) v stk sbleite provider@iandEswin)bé erbiotidng diester
net@GR A REsISh ke Qr%&?r&%@éﬁfk dgvigg S determin g’twc% th&é\#ﬁ% can

recbue,ster 10 network device Is still able to communicaté (wWhich will'Be
co

HGRHE et dBtoreraR ik RivRIIaEIeSISE N 2ualk Kevibe, hevirtevider
netwervaikibeyieeneRt-ROBYPY RS WENBIRdROUGRI S IOHISAUESIST 1y

.netwoark device, the providey network device sends the copy protecte
sk RReI: Sk BLR At e oncbes anee SrTBIR ATelah et
apraparbas eyt tredom tieledind/ teokhesl ABrapRy @ahe SoF VA hediaath:
netifbHe jne the local/remote status of the requester network device.

° [0049] While portions of the following description err]plioy a DVD s.ystem
anMLomWh% DUHES Dkyibee friewing presddptimtwamiptisyviee BROD

sysam ey oewshBRSs DO oM SRR SYIATIANLIOL Ay
andg R R R el hS A Comomed DYB/DD syatam andior a HOD
appreci

systemn as the requester network device, skilled artisans will appreciate that
other provider and/or requester network devices may be used. Skilled artisans
will also appreciate that all of the implementations that are described below in
conjunction with DVD and HDD systems can be implemented with any other
suitable network devices.

[0050] Referring now to FIG. 2, a functional block diagram of a first
exemplary networked DVD and HDD system is shown. A local network 13
includes a modem 14 that communicates over medium 16 with a service
provider 18. The service provider 18 provides a connection to a distributed
communications system (DCS) 22 such as the Internet, LAN, WAN, or other
distributed network and/or provides other network services such as video
content, telephone services and the like. The modem 14 can be connected to a
router 28, which connects multiple network devices 30-1, 30-2, ..., and 30-N
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other provider and/or requester network devices may be used. Skilled

artisans  will also appreciate that all of the implementationri that are
W()égasﬁ@r%%sa below in conjunction with DVD and HDD systeP Ve gg10474

implemented with any other suitable network devices. 25 [0050] Referring
now to FIG. 2, a functional block diagram of a first exemplary networked

(comMERRREHBRIRRYSERABIS SOPWIHA lacakRetvoriol3 &@@t%dﬁétgqﬁgswbéé

that communzi]geates over medium 16 with a service provider 1

S0 FicBOPVRAIRS 18 frolfids dstoriendHRP: @igisteif. which may be

comuentedricatieisygisteot mﬁbs(;zz&um@@a@f%ﬁmfemb@%r\é{é\%@raﬁo
istriute work and/or provides other network services su

Do et e TR 8 6 R R, STNBIHRE Ao ioba oo et

shyhharfteesive eaten §orhibs sevieecsavidkipl@network devices 30-1,

30-faos1and oSV RRACHIRSARGTID SR04, (eplepively

netwark devices 30) to the modem 14. One of the networ aevi
COBHECREF W AR RiEIEtRTAMTS Syistaareawirpler sirtiphe 42-1, 42-2,
...,cantietzeN tealltipvinio wmwﬁm@ﬁsg@gelwﬁﬁi@ﬁ% mprr']'kﬁ@f SR

nected t medium 16 either directly or through a set top

C?@(?)?tnoggg %ﬁo‘%}vtr’] E%gﬁe%%& %\iéﬁv 6#\’%%&@&%&5}%@ na
singipSieVitee |6dameistork T@Mhipdd MRirpatenccasdpaiirboiP L4Aribekd to
theCRIBUBHNIEAtESyYi r , \vireless stations 42-1.

fiingpis R S e
be gppRlisdRidied astiisrnfouter 28, the AP and router functions may be

confboga] in FnkOreineedesiae AemalamuRicamPingH AR/BUISH BY%ng
i ead'ﬁ‘\%y crEnnected to the modem 14. Still other types of networ
configurati(?

K
YEhPLoRnERMEHSRIICEE AL Rlevsskife duaiisdate 16059
herginaitetasrku4Yipager A4nmminimatbe Witk teovavtesdYsatibyithay.s.

P R St A4 SE e N o2 LB 0SB
hergby incaporalppiuiRirreasing eniiosy, 28Be diDJplavary4 93065, may
comhighidatd ey IRGRPIEHESH BYJRISFanEe its SRIYShS ?SH&B%Q%D!S‘V%
4, in_turn, may communicate with a television or monitor 46, which may

meégrgo;# é’&é‘%%&?ﬁ dop box 50. The service provider 18 provides broadband
access to the DCS 22, video content and/or other services. One or more other
servets 54-1 and 54-2, (collectively servers 54) provide an interface for network
devices 60, computers 62, personal digital assistants (PDAs), etc. fo the DCS
22,

[0053] In some implementations, the user of the television or monitor
38 may desire access to DVD content associated with the DVD player 44,
Initially, the HDD 34 may request a list of available content from the DVD player.
The DVD sends a list of available content. The HDD 34 sends a message to the
DVD player 44 via the network requesting a copy of content selected from the
list. The DVD system determines whether the HDD system has a local status. If
the HDD system or other requester network device has local status, the content
file is sent. If the HDD system or other requester network device has a remote
status, the request is denied. The local/remote status determination can be
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medium 16 or to a set top box 50. The service provider 18 provides

broadband 20 access to the DCS 22, video content and/or_other services.

v
wo Or?g/%)rz ﬁf‘ore other servers 54-1 and 54-2, (collectively ng/TéPSS%%/ 010474

provide an interface for network devices 60, computers 62, personal
digital assistants (PDAS), etc. to the DCS 22. [0053] In some

matplersettagonsetpphserinldhRinte WsinaRenNiY BEGS8 Bk JssiEna)
poﬁf@ess to DVD co(gtent assocclfted with the DVD player 44. Initially, the

B3RP R SPH SR AU S iR IS RrR/Ro RiNREAYAD I8 B odhe
DVIXESdds allissahavaipleimecations Tihe BOD 34 wﬁp&@f mmleemigg

I i rk r in content selecte
h RN R e PR R e

of {§rg thatus. readrad PDbeyiRin Y hespqubstdhactiibkHesmedsathe

redosslesiates, thegopiant lile ipmemvih the HQQrﬁWﬁé%”&uﬂéﬁQFH&%ﬁt%
netw g d.%lce has a remote  status, the request is denied. The
reﬁ%%%ﬁ’/% ORI ARIEIRLETRINALBALEH BEliE- WO 2006/102454

PCIﬂDS?ipO&fJi!I@émDm@he m@eﬂd wmmnﬁas%amﬂwﬁfééﬂ%ﬁ%ﬁe%f
il P qrt disconnection al orresponding
i R o I R o e
screliagrsaateat puaH Y ByRMGsstingha KO3 thbdHBDIBS4 Tes@MBHis
thebesisra Wne e fdi i '

e O ey B e el WS
MORHOIrHE DO G dRRARRIBS AiRd bR thevHpOhangrR sgpnalsa waein garfier

whprettieteiDinetiaposqtedtine [0065hIEHRe 8 BEAtesponds within the
pre(ﬁ& ine?hani_(I)HBt time, the DVD 44 scrambles the selected
content with the key and sehtistig 'TEeFRBRtESRERILIE D player

thaihsamskreiostus ¢ DEpB 4xaheld Dibe3dsigsctintbleayhuionnie nepaystaed/or
repk8 RAChAURBSRIROATBRGENRRLALIC AR A S mAnOr 38,08 o

can be appreciated, the key exchange can also occur er whén'the

SPagHeriRilIs Hegaedaimeiia: APy ddamakesntes vilsepmest-pavaiable.
Fonexyralsie, eecHBDISege st tREVMIBE I DGReaYer 15 that constrains use.

e R STV S0 SR e
accessible section and a hidden section. The video content from the DVD 44 is
stored in the hidden section of the DVD 44. The key that is provided by the HDD
34 may be part of a public/private key encryption system and/or other suitable
data encryption. Alternately other forms of key-based scrambling can be
performed.

[0058]  If the DVD player is a single DVD player, the DVD sends a list
of content availabie on the DVD in the DVD player. If the DVD player includes a
carousel, the DVD player sends a list of DVD content available from DVDs in the
carousel. If the DVD player is a combined DVD/HDD player, the DVD/HDD
player sends a list of DVD content available on the DVD or DVDs in the player
along with DVD content stored on the associated HDD,

[0058] Referring now to FiGs. 3-5, various exemplary configurations of
the present invention are shown. In these implementations, the provider network
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specified in the usage data, the HDD 34 makes the video content

Wogmmg?ﬁle. For example, the HDD may delete the vide%&)}%@%{bﬁgﬂ]

n some iImplementations, the HDD 34 includes a user 2 accessil
section and a hidden section. The video content from the_DVD 44 is
stored in the hidden section of the DVD 44. The key that is provided by

devive HBDJaE maVEe patenf arliw?licépwﬁilﬁ' | ﬂrfy wwn@gn @%@m gw/%
' on. ately other forms of key-
e Rl REy - LD AP iageriberopyRHoD
Syt e, thetima/itni Bdsia tistrettathtorthavastaitedry the Biboin 42et,
whiSlY Rirdaal iEShaaicmRYahin eI acraiaistly ha U iaueicesds
a list of DVD content available from DVDs in the carousel. ITthe
AreTAPEPRIE! BB BRI ARYSDREE: atd MEdHADTS foidperrostris2@lisn
FIGof4) Y2 etDieBY dy aitmplectsuthe Eak{fﬁfggmf?%giggﬁggfﬁ% %r%)%ivgﬁ)mw%
t oclate . ererring /
e L0 b e B BheLeke Bl A 4522
Wh@hdwfﬁlﬁs&weymmpmmﬂaﬁanmmm@/iqarﬁn@tvmmeMM4 and DVD
44 HOOUIRRAREP 6] IbHR2BPGIO 4t i98. noldns aDMO sYslem andier

a combined DVD/HDD system and the requester network device inc

Varouspihgr etk seniisesienseibvaprrmersyiasiilad mdsaBsthe HDD

34 iposonecReftrrifg M OoRK BchestationdernatricadviEelesShetwork
omf?n ni]qates rﬁ?ﬁe AP 40. The DVD_44 andrﬁeﬁé/wgiondg% 5 are eawor

e e Y AN L1550 3 B R 46 (o B0 108 stores

reaft) @rite @reifoD DoBdils cominelaethbijndihés navoaikidavise a&aﬂ{(@bnﬂﬂf?@dm
VD.44 i ted tQ the networ e

e oo R Aty oMRRIe e B ags ow

latepey H B RXERPIBVEP BAMr e cotmictePBycievolateney Sagimostidy be

; Dy
useaNdisriiadie Wemeryary &%N%@%HW@WQ/{V%QF@%%@%M to

st PR APIEGHEEF AOTHOIR BRI ERARS & HDD Systom 110 vith a
HD[DFEIB 114 phobedter HER stateyoean wetpBNR T alatlgsas daia
and i ARPRRISELINE FRNIIALLLS HaR I 5D BB e 110.
A hard disk control module (HDC} 126 communicates with an input/output
interface 124 and with a spindle/voice coil motor (VCM) driver or module 130
and/or a read/write channel module 134. The HDC 126 coordinates control of
the spindle/VCM driver 130, the read/write channel module 134 and the
processor 122 and data input/output with a host 135 via the interface 124.

[0062] During write operations, the read/write channe! module 134
encodes the data to be written onto a read/write device 158. The read/write
channel module 134 processes the write signal for reliability and may apply, for
example, error correction coding (ECC), run length limited coding (RLL), and the
fike. During read operations, the read/write channe! module 134 converts an
analog read signal output of the read/write device 159 to a digital read signal.
The converted signal is then detected and decoded by known technigues to
recover the data that was written on the HDD.
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15 latency. For example, SDRAM or other types of low latency memory
may be used. Nonvolatile memory 119 such as flash memory may also
wo 6%0%?8%/‘1%d to store critical data such as nonvolatile con’t’r%T%&Efg’.Glm%’f]
A processor 122 arranged on the HDD PCB 114 performs data and/or
control processing that is related to the operation of the HDD system 110.

o LS e . :

o e ot A s Ba g gmore
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le 1 t or and data input/output wi
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158I8¥icR %é!%tiJé‘?or%?@%H%rka?ég% e ﬁﬁﬁ?ec%%?g%&}%%?’n‘”ﬁ-fﬁ e

I
signal for reliabilitﬁ and may aﬁg&y, for example, error cofrection ¢

drive: plgstersint RmgthifhikdeaieiMiall (Fiver 430 astiNe tnrispigasatotor 154,

whicherefiaes, the magénriszchamne! HRilaiSH NS SR ARG ates
I ald S n?l utput of the read/wrjte device 159 to a digital read signal.
ool ST e Rl i BERLNE AT Gl BYARRBIR Bl AoRice

he €
coitgcieriovea siepiaiartiokiveasmyitttrosuttabld RBuAHMVO 2006/102454

hard disk driv sem ] 0)
ol ne oo A e S TR ead o the

reag i arin 4GStort e sepding e RVICPHERB Intludess2 wréeretatedriysach as
an dieMBLr deabiaieshe matigadiicshamn afh&%aﬁﬁﬂﬁéa%%s Bso

. he hard d latter 152 ata 5 trolled speed during
ol e B B SPERLTHE) 6hB GRS  TESs iR dMheleTsB T dve afasoe
thetondympliatfist HH2tte idatdandor Wiie H%Adsgng}&megrﬂlpggaﬁxﬁ |éﬁr‘i]ﬁ§§
' [ 30.controls t indle moto whic
T80 B o s TR R, B i)
circiig 419 thzpitesitimievalaslgnste fomlibe, foreaempimiising oulpide the
amBIEACHIGHAY. @ SIRPPSSANAI RhanMathes Rl .a%ﬂf@f-ggvgﬁgelq@%& a

_read/write device 159 is located near a distal end of the rea arm

writg=Gurgl 13 QeRRTRLeGIRk eyeitutal theviete elemens gérhesreadiwrite

device 159, The write current is switched to produce a magnetic field having a
positive or negative polarity. The positive or negative polarity is stored by the
hard drive platter 152 and is used to represent data.

[0065] Refering now to FIGs. 7A and 7B, an exemplary provider
network device includes a DVD system 210. A DVD PCB 214 includes a buffer
218 that stores read data, write data andfor volatiie control code that is

"associated the control of the DVD system 210. The buffer 218 may employ

volatile memory such as SDRAM or other types of low latency memory.
Nonvolatile memory 219 such as flash memory can also be used for critical data
such as data relating to DVD write formats and/or other nonvolatile control code.
A processor 222 arranged on the DVD PCB 214 performs data and/or control
processing that is related to the operation of the DVD system 210. The
processor 222 also performs decoding of copy protection and/or

13



10

15

20

25

30

an inductor that generates a magnetic field. The read/write device 159

also _includes a read element (such as a magneto- re&stweé gfelement)

WO iy W8hsks 15 the magnetic field on the platter 152 The IDORYEG 7

includes a preamp circuit 160 that amplifies the analog read/write signals.
When reading data, the preamp circuit 160 amplifies low level signals

corfiosstisraaedipRasiandautpsdle amplifiptsionaliedhefsadiwritog

channel module 134. While writing data, a_write current is generated that
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219 su can als used for critical data such
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thedﬂf@e @@'mmreeém@mrmﬁg@aaﬁwm EBNBICRA L mﬁarmw@ﬁean
an%@/&xtﬁﬁmﬁ?lth@@ﬁ%ﬁﬁ@:gé?%?:fféo pe#& tQEa tHeDYR

system 210. The processor 22 orms % g of cop e converted
S'Q'Rﬁbf%éhéﬂ &?&8&@?0@&%@@&5&%@92@@@@1@4emver the data
thaﬁmmﬂwwwﬁqmrmwgssmn as needed. A DVD control module 226

mol0P8H VBT (BRI SeRGF i paer s be
stomtﬂatamm@mi;zzmwmmmntmkm dpindlefbiftidrivesidhehat is

o A e o S R B S0 3T Bator 252

input/output via the interface aring write operatlon
at Feqniped ansipeyaieblaspsy dndogdkaeakvaite besnaiicns. by ORW

or @ﬂta@.m%«&%wat%qattﬁel eas! fsai{xr(%)tg%wa%ﬁmmﬁe YR

toff atter. T d/wrlte channel module rocesses the sqnas for
oL By R e, TOnEx G sOE OB, Harice:aas tuniea i g

laseeaddbparapitrs svescead/write channel module 234 converts an

[0068] For DVD read/write and DVD read only systems, the laser is
directed at tracks on the DVD that contain lands and pits during read operations.
The optical sensor senses reflections caused by the lands/pits. In some DVD
read/write (RW) applications, a laser may also be used to heat a die layer on the
DVD platter during write operations. If the die is heated to one temperature, the
die is transparent and represents one binary digital value. If the die is heated io
another temperature, the die is opaque and represenis the other binary digital
value. Other techniques for writing DVDs may be employed.

[0069] The spindle/FM driver 230 controls the spindle motor 254,
which controllably rotates the DVD platter 252. The spindie/FM driver 230 also
generates control signals that position the feed motor 258, for example using a
voice coil actuator, a stepper motor or any other suitable actuator. The feed
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analog output of the ORW or OR device 259 to a digital signal. The

i | is then detected and decoded by known techniques to
WG %&}r%yert d signa y 2006/

R 474
récover the data that was written on the DVD. [0067] A IS{:/BUas'sem qy
(DVDA) 250 includes a DVD platter 252 that 15 stores d_ata optically. The
platter 252 is rotated by a spindle motor that is schematically shown at

mals ZBeerppiallp Metes2hé ORIPSINOR Y RlaiBs2 3247 FAAFURY the
d/or variable speed during the read/write operations. TheeORW or OR
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drivg?%% efé%@g@ﬁfﬂ‘ﬁééiq ?gats%%é%ﬁﬁy b atﬂgé?‘su iS%Z‘H?e A ?%(Sf%'?‘hzq%h?
M A& ARRIRMRNRAabY oRee ol mQisntsiearategpaireutisoli6) amy ditiper  For
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ST B S Siaea  nal Sl A ALIRE £ 206 e drpinte
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' IrCult 26 lifies analo signals. en
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thedp(f) sreipauiRothen haptie MM RHlcdaygiabtbalimpieadsntad as a
soghannel module device 234. [0070] The DVD system 210 further includes

le 240 that encodes and/or decodes video such as any of
?hgoﬁg ?‘glrjr:aé??ﬁ[fmg dlfoto FIG. 7C, a simplified functional "block

diagram of an exemplary combined DVD/HDD system 280 according to some
implementations of the present invention is shown. The combined DVD/HDD
system can be used as a provider or requester network device. The combined
DVD/HDD system 280 includes a combined system control module 284 that
communicates with nonvolatile memory 290 and volatile memory 292, which
stored data for both DVD and HDD operation. The system control module 284
communicates via an interface 294 with an interface 296 of a host 298. In some
implemeniations, the interfaces 294 and 296 are serial ATA interfaces, Fiber
Channels (FC), serial attached small computer system interfaces (SAS), or other
suitable interfaces.

[0073] The combined DVD/HDD system contrals both DVD and
HDD systems. The DVD/HDD system reduces overall system cost and provides
improved functionality and performance. Cost is reduced through the use of a
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10
Wo\g\ﬂ?fl‘?]t??éﬁﬁDD system 110, portions of the DVD system 2F6"

video digital signal processors and/or modules 242 and 244, respectively,

erform audio and/or video signal processing, respective % C()}%?/{%L f-‘;ﬁ

implemented by one or more integrated circuits (IC) or chips. For
example, the processor 222 and the DVD control module 226 may be
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@ad/wrlte 15 chann mo uIe§34 may also be implemented by the same

?ppé’&’ﬁ{es%%ge%% P755UGRE BYFPES Rt BIIREHRIIECPPEliRas Al required,
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ouga;me Thﬁ)|@Ri&nmtmh@rtnepmpmma%m@Qﬁ&gmcseqlmwbsaquent

aﬁ?sthg' r-haapels HriningeHA alfa ?Q@% %@kﬁaﬁﬂ'ﬁﬁcﬁg cﬁ} is

|nter aces (SAS), or other suitablée interfac e Comb

Preyiesye 18 terRuittin sRoHtin 35S SAEY RIStEelerpidRMschanieisince
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ed through the use of a

°p§bag§ﬁ%f§aﬁr§2 %@ﬁ*ﬂf@é y %t@ﬁﬁ”%Yﬁ (@DRRNPIRY RERiFcHiam&y RIRM.
Adogibngity DB dridBBrdatpestteags. A eingl VT supRigandSiil other

i R e TR R S e T
PaisptAeelicatiom@aiiabNie 59820 ient on danuBydah20BRD. In other
worgigg7le Copy REFERRHY ABWEHR Gk beCoRpiesviRgULASHY PO EIStie
memgr\ﬁ/p\'g%e tf Re HDD into user accessible and hidden areas according to
some implementations is shown. The nonvolatile memory 300 of the MDD is

allocated into a first portion 304 that is user accessible and a second portion 308

_that is not user accessible (or hidden). The second hidden portion 308 is used in

one or more of the following ways according to some implementations of the
invention. The hidden portion 308 is used to store the contents of a DVD that is
1o be copied. In addition, the hidden porfion 308 of the HDD is used to provide a
virtual DVD carousel. In other words, multiple DVDs may be copied to the HDD
and played back at a later date.

[0076] Referring now to FIG. 9A, steps performed by the network
devices are shown. Control begins in step 350. In step 352, control determines
whether the provider network device receives a request for a copy of protected
content. I not, control returns to step 352. If step 352 is true, control determines
whether the requester network device is located on the local network in step 354.
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scheme or digital rights management (DRM) and without requiring

t operating system involvement. Conventlonal
woi(%é ﬂf%?g perating sy %%?é%ﬁogm 474

systems require the DVD to decode/decrypt th or other
copy protection prior to 10 output. The DRM or other copy p_ro_tectlon may
or may not allow subsequent copying to the HDD. By combining the
If Siegie354, iaddisenedfitrg ity tie Psquisitddedaine kyibdp SeRurity abp

h e the DRM or c rotection
B B O e SR\ oE¥,) Bp e rontent to
the ipgiesader Rivekrdavial of the copy protection or DRM 15 Additlonally,
the itfp?7qan opergie a%fa\,}e@vahamg EheagRle SULRMARCIHOARO e

the comblned DVD/HDD system are s own an descri
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exaememgasspuﬁeﬁﬁte&fnnag%ggt@f ﬁbwa\d@%q&l@ﬁmgﬁ%ﬁgegr@&t{&a
iaaen areas according 1o

P e SO R TR b e Bt dP L Etts evice

caant&famanto sefinsegiothian We@rmummsmbla@ndra@g%h lﬂad m be
S [ en). T, n en

b‘%?fﬁ%@%%&%ﬁ‘ﬁﬁéﬁﬁ%@%ﬂgé% e e e e Shatus

EGHRTE BRtYRHR SRYBRDsiRiete T Isemid de wthertionp BOSeitalimt fa

iocﬁbﬁerﬁw @Qﬁt@@t%;@é@ea\@ dBriRiRe tRPREQPIRGBHAAEI08s the) %fg]ﬁ&
me[%R %‘the HD @.‘gsed to rovide a virtual DVD carousel. In ot

%‘B\i@s‘%ﬁ% E@%’p R4S BRYHBH58Hd played back at a
Iate{MB] [OO76]FRAMnn|gmmNd(F@@%témmf@fmmgydbﬁ/remote

| t 350. 352,
St%%%et@?ﬁ%@%@%%e%%%m ? Ir?eimor‘ﬁ'%lex#@é‘%@f@%'g‘%w'th
steRG6Est farsiebopileoritet detapitest whetite ctherptoekien s ttratspRite

redéﬁr@eﬁn%%uiaﬁ%%r G RIBIA R RSB 08 NG R AR Bl e 1o

located on the local network in step 354
g‘#‘ﬁls ﬁ%%%o%@?i'% ﬁﬁ%?é’ﬁ@é‘li FOfdiaEeT oYithos eenied bty tnesprvirier

neiwﬂuh@tocﬁem%@tdftis@em&%lfptm@oﬂ’[ﬁ@r’@méﬁbﬂﬁi@@h dsYEDRRRES.
n SEPUSE ARG SN e e RE R S22 1000 L
network device has a local status. For example, the provider network device
may send a message {o the requester network device and wait for a response. If
step 368 is false, the provider network device denies the request and control
returns to step 362. I step 368 is true, the provider network device sends a copy
of the file to the requester network device in step 370. The provider network
device unblocks the external connection or port of the router or modem in step
374,

[0079] Referring now to FIG. 9C, steps for consulting a local server
{(such as a DHCP server) ‘to determine the localremote status are shown.
Control begins with step 380. In step 382, control determines whether the
provider network device receives a request for a copy protected file. If step 382
is false, control returns to step 382, If step 382 is true, control continues with

step 384 where the provider network device queries the server for identification
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5 requester network device is on the local network in any suitable fashion.
example, a response time of the requester network device can be

W°88?P(6%%r‘éa to a predetermined threshold. In other |mplemPe‘rE§Ef’aﬁ%ﬁ"qW§74

provider network device can temporarily request that the external ports of
the router or modem be blocked so that the provider network device can

of CRRAIMhERpEalEstpate stals TAlifiaadsaueste rrﬁlﬂﬁ’éi@”ﬁ\ﬂ%'cﬁcﬁ%%%s

the file sent. In other implementations, a local server can be queried to

althaigin PibehddBRfcRligRVeRYiGas. BIIGIREr nRuSRR RRGIdRenpFANisier
nelorsi(raaate setorrmnag hehegas: iﬂ@%&h&@éwm@m@mt@@ﬁe M3sSteRseal
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seRABURITGFHE R IIRE R a SRngant oL IBp Hep 302 If step

2 Is true, control continues with step 364 where t e provr er network

devrﬁ@%ues‘f’@fﬁﬁiégt%‘ﬁl BorEdQf #id, rsires opersdaRtdBeliitodrebEork

syblepierS6Rothe JuviaRy aeivorksleweedeteraiisspagpierikesp 404, the
pr?]\gr%%ester 20 Er%etwork de;%{?ce has a local status. For example, the provrder

bridGRAEE ASNIPRe AP S TIURS gRBHRE r8qiBs wWTRVGE e
requaistfoaacmespohdes Idiostept36l reofalsenttok mumﬂetmeﬁamﬂode@&;emrse

coflFBISHIRRIEL AN 306 SRRUohd U BPIIRPRAGR SRR IBIRdUC.RE,

provider netwo sen s acop e request rne
froge e inatepe7oetiusipdsiige: ndtvwider 25 delite Rratidek D eivakisievdse
stH@pegHen or port of the router or modem in step 374. [0079] Referrrng
now to FIG. 9C, steps for consulting a local server (such asaD

serviiNéd etdRii? fd o R rBMUILS ARIV AR SRYER. eerrrru%eurﬁethar
thefvﬁéystemaﬁ()em $tepe30s; sombtaldelesthites (W eshes MelSMhenemidas) the

f file, If 82
PR T RS W B S R A B S  LEe Te
Otbripise4 oadiel thensraggewitlenaietk d2Vicnduivieptbddservetiark device
stapenHEGRHER & YO LD 0RAPdR T INE NS0 LA AEINS AL BE LRk,

evrces The |dent| ication can include MAC addresses although other
can be used. In step 386, the provider

[0082] !n some implementations, the predetermined period is less than
or equal o the amount of time that a packet would require fo travel one or two
hops. By limiting the response time, additional security is provided. The amount
of time that would be required for a computer or other device outside of the
home network 1o respond will exceed the predetermined period. In other words,
a packet containing a key from a computer such as computer 62 or other
network device such as network device 60 that is connected outside of the home
network will exceed one or two hops. This is due 1o the time required fo pass
through the modem and the service provider,

[0083] If step 422 is false, control returns to step 404. If step 422 is
true, the provider network device encrypts or scrambles the content with the key
and sends the encrypted or scrambled content over the network to the
requesting device in step 426 and control continues with step 404.
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network device determines whether the requester network device has a
local status. If step 386 is false, the provider network device denies the

h
WO@&ﬂggf‘%d 5 control returns to step 382. If step 386 is tr%%?@%"ﬂ%‘\%’éa

network device sends a copy of the file to the requester network device in
step 388. [0080] Referring now to FIG. 9D, steps performed by the
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In step 404, the provider network device determinés whether a requester
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61i Igg&}lﬁ@&&lﬁedeteﬂglﬁued eriod. 20 0082]‘5'” some implementations,
the Predetsrmindl BEHANE 15 e off SRRPiSH iSSalRR GRNEPliFmiRato
step ket Woakp réddins toueavairing alstateshopotRyBHInadkesresoRSS
rSiB8e a9 iopal SesHIISRreMded, The amount of time that woulgr be
P required for a computéer or ot \eér %e iigg%ih S SEVISSR SISR GG RN
condrghFHmRIte e E%Re predetermined period. In other words, 25 a packet
confipimy a key ﬁ@f@r%%owi%r%mﬁs Sempyies Geal ASE ieRNaT
dzi\éife SEUCh s network device 60 that is ’connect§outﬁé’?o?thﬁhﬁﬁe{ﬁa
MM SRR GUNPEPRAPAJIR sitirdien dbasaneasins rebvmkdiryice
capdss playedghréhehmenenTentdhbeaprsionthrarpes4 043 dfeﬁ%?ldﬁ',zgdﬁtro!
de@nlﬁﬁngg t p 404, If 422 is 30 true, the provider
network ‘evé@t('aurgﬁgyg@g%rgrgﬁgflzg%g%%rﬁ%?ﬁ' Wi {he Aasssiey
nefperkrieyised br Serbbleis defrentontolthetnetedoksimtha4ieq Casbngise,
coticeiRinien 4RA aed saplpkeanlueny NG Ges8ds 8 i
2006/102454 PCT/US2006/010474 p'6fe. Bl determines
whether the timer is up. If step 648 is false, control returns to step 648. If step
648 is true, control deletes the copy protected file from the requester network
device in step 652 and control continues with step 644. While a timer is
described, any usage measurement and/or comparison may be performed. For
example, a date and/or time stamp may be used and compared to current data
and/or time. Still other usage data types will be apparent to skilled artisans.
[0086] Referring now to FIG. 12A, a media server 700 can be used
to serve protected content from a provider 702 to a requester 704. While a
router is shown connecting the media server 700, the provider 702 and the
requester 704, other network configurations and connections may be used such
as but not limited to ad-hoc network modes, peer to peer modes, and other
approaches. In some implementations, the media server includes a local/remote
status determining module 701, as previously described above. The media

server 700 provides a list of available content to the requester 704. The
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[0084] Referring now to FIG. 10, steps of a method for allowing playback

f a copy protected file from the requester network device N times are © 4
WO%P%VWI 4(”f‘ontrol begins with step 600. In step 602, controf &etErifed

whether copy protected files have been stored on the requester network
device. If not, 5 control returns to step 602. It step 602 is true, control sets

redyiediEar imfileiestePhtedn St‘?ﬂ@%eﬁ@t%d %E{: ﬁ)"ﬁ%‘he} th?}he
evice

tored on requester netwo een

rotecteq fil
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reduesdendiiis N ém shepidid nstwstek, HitdmeanirebAeieraunesyiaethes Norient

fa contro| r S to 606. If step 614' is
from'}éﬂ %ogmrtgrﬁg ﬁ?t%g orliﬁ P\}'V?géjﬁﬁ tﬁ%ng%péq%rﬁ?@@é‘a fljzectly to the
requesian I aotn the tbguseta rastiverk7@0yiodichstendd Shancoeentr e the
redgédras tostep 602. [0085] Referring now to FIG. 11, steps of a method for

Iimi& the amount of time that a copy protected file stored on the
req 8§§:7r Inetwork&feUing nevde 555@619’83 &edshdwieOvatial bexyas 700

senvith profebld. bosian Grbdn comivgh C@ﬁ%‘ fP’Fd'k d%eg‘ﬁf[ﬁb‘ig% A (Ttﬂqe
e stor ester netwark device. If step is false
D\{t&)n? %Tgfr?s oiﬁ%%qé% 8R7\n§é CIN 8 iplampsiatigsHepcsibed in
theapmbetiraetiseseinfertip @stecortraFidteidnites mdwEes sy troer isnbe
SHeM I trol r to 648 If 648 is true,
Im%ontrol%%?ﬁe%tﬁlset%y %%otgeﬁléﬁgﬁ f|Ie5 #rﬁogr% eé“rfgquggfg GUIRNRPR ch.as
thopesideesiadd Berminl @sntiveds \8Rh sibsB4neWbile actnfenistions  are

cordestibrd, aNheIFRARBEARY BIHERS %ﬂ%&@&“f&a{%"ﬂe@?&ﬂ% a wired or

wie egg%naed For example, a date and/or time stamp ma used an
omparednf% ‘current data and/or time. Still other usage data types will be

appii@BRo skilldkéativanndb [ROGEIRefarriag MEWeHR it GudBndy Me
n rote te content froma yrovider 702 to
par?r@% %&fﬁ%ﬁp %%a{\; %&ﬁé%rgls Rh CEnRERSRTY {RYSmY a3§8r§QPW“
S*Bﬁowéf?pr@’thnMﬁ@ne@%szentmwmmemmmemg@@m@s

recéivésl@ﬁ PRAIGAS Y BSHYSHdSYWrBiesRURROL UMY tPeaSﬂeg? :NEpOIK alse,

mode ee to peer modes, and other 30 approaches. In
confl Sidnt.ie Obhdaredla BikvdPnBIgdiss Serves feiarinesandither the

reqdeséemlhasg anooede #Rtuas prndoustridesaiibedraoyechienedia
detSRRIGES PP UPER %vléSt ofevaiable 8Géen}ft?r&2et{1%qg§gf§rr r?a%ffaeertsethe
file from the provider and sends the file to the requester. Alternately, the
provider may send the file directly to the reguester.

[0088] Refering now to FIG. 15, a provider network device 5
determines a local/remote status of a wireless network device that is requesting
protected content. The provider network device 5 may communicate with an
access point 800 via the router 3, The access point 800 may include a physical
layer (PHY) device 802, which provides an interface with the wireless medium,
and a medium access control (MAC) device 804, which provides an interface
between the physical layer device 802 and a host device.

[0080] The physical layer device 802 may determine at least one of a
link speed of a link with a client station, a signal quality of a link with the client
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19 WO 2006/102454 PCT/US2006/010474 requester 704 requests

content. The media server 700 confirms that the requester is on the local
WO ZERVSHS any of the ways described above. If the requelﬁ)sggr]U TO454 TR

the local network, the media server 700 requests the content from the

provider 702. The provider 702 sends the content directly to the 5
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B nfBUPS R (VB OA AenPRcR AR te dfiMEIRIRVRTIERBhBIRrUsed,

theQihpsioetvagee demﬁs@t&aﬁonaw&@bcﬁ&eﬂ}@f&siﬁﬁﬁi mrade_f@n navel afent
ther net apfigurations are contemplated..The ia_server can he
e R S e e R
infprm@tmgtncﬁheteam@damatworﬁacdavidguétratm@eswpsiqmrrmymmb;cmeoz
ma)CERTRINE RRCURREIR tﬁgs%e%‘?Pttz'fé\ﬁ?ﬁﬁfbﬁr?e%hﬂ)ﬁﬂescgﬂgﬂk using
begins in step 720. In step 722, control determines whether the server

OtRLRRRIS3E NS uest for a copy of a protected file from the requester. If

falsgooga]trol FeiusnapRehd Ardfdsdendheomediviser ety dRigUMN e lient
The local status of the

hether. t ter b cal status. .
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818, sehich nequidsts ahdnfdddoenvithetipeovide ess chedhnts. tHEhBleiterthetation

. t \ ' j irect .
B e P U DR IR SRR, BT ccnion
szég&@téﬁﬁm@ﬁ@ﬁ)mﬁ@%@mi@walw|égsi¢@m&la e kiest isuch

as'ef|ueing eiesial @ﬁﬁlfﬁﬂtagﬁgt%ﬁggmﬁf/ﬁftWF Q%@?ﬁs@ifﬁ%iéssdegiiﬁ?.
municate with an SS poi via the router 3. The ac
AL 0T A torin e AP (e ALe RS Pl RN BLA 0
méyitestatdishitvitheogritdsswite dhenwirisss m%np@m@tese@onrml thidels
IC 4 ' ravi ' f tween the physica r
acg%élcgogr%f% 1 O@gg@%@%ﬁ%& ek é;g)el%& s‘?&na} qu Ul){/ ﬁnk Wsthnce
and/or link direction with the client stations 812-2 and 812-3 when they request

access to protected content.

[0092] The wireless access point 800 may selectively transmit the link
speed, signal quality, link distance and/or link direction for the corresponding
client stations 810 to the local network determining module 7. The local network
determining module 7 compares the link speed, signal quality, link distance
and/or link direction with a predetermined threshold and/or adaptive threshold
and makes a decision as to whether the particular client station 810 is local or
remote. If the client station 810 is local, the protected content may be sent to the
client station 810 as described above. If the client station 810 is remote, the
protected content is not sent to the client station 810 and/or further verification
steps may be performed.

[0083] The link speed and/or signal quality of the link between the
wireless access point 800 and the client station 810 itends to decrease as a
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[0090] The physical layer device 802 may determine at least one of a link

speed of a link with a client station, a signal quality of a link with th(le cAient
WO ZS5 5061102454 PCT/US2006/010474 station, a link AISAACE 1 te

client station and/or a link direction to the client station. The yvireless
access point 800 includes an antenna system 805 that may include one

furliBHOISr aNlgRRARd BERIEARIR. (hRARED %c%@?p%ir?%%%i%&ﬂé% glignt
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prwidﬁgo@tmﬁﬁgwﬂqLﬁemimrftmiﬂgmthmrc@w@g@a@hﬁlﬁ‘e %Q){t@%%&] g:%ﬁelnt.
Firaztnatal irel ice.may.include a.client station -1.
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Ordoalsp inGlugies | C -1, whic
: 8r1 vides gplr;nterf céﬁg mﬁ ﬁ?ﬁéﬁ%ﬁ%%vﬁgﬁ%%l&gﬁg%ﬁo%%n
inclide < WrRlos be) O&ng@ﬁapai&ﬁﬁp AdihaRelseR Ay Site layertayice

852i@viden medition st station ALY @é\fic%lgéilfgctﬂﬂ%FWﬁBfeQ?ﬂeé%ork
; ' establish wireless links,with the wireless a
a0 Pl h oL bs A ae e R ay e Ifernioas s,
a cipai stglivmn mekasisaaconiioufatitink atidiotion with shiesclivitslationsrork
corfidratnd 812-3 when they request 20 access to protected content.

0092] Jhe wireless access point 800 may selectively transmit the link
Lpﬁé}’ﬂgnaﬁ%&n&%ﬁ%%tamémmatnhianﬁcﬂmmmf exemplary

phmmm;wemm@@%&a@ﬂg@Iiéce?@mt}ggégfhaeﬁ%@gég eﬁé&ﬂﬂ%?
. d ining module 7 com > JoB
e 8 DVALPNAR R G pRbRiate
deterreisingldrapdus £P8biage shosshatd FABd reikes theq'lﬂbll’[‘laﬁéf T{i;lc’e‘itféfﬂﬁﬁg%g
i i i i .remate. If the client station 81
ot RS A SISO A R i e

S10HedbRmsrarR veINT B0 anshiosard telirk exriatatmeation to the provider

network device 5. The physical layer device 802 may include a link signal quality
determining module 830 as can be seen in FIG. 188 that estimates the signal
guality of the link and forwards the signal quality information to the provider
network device. Signal quality can be estimated based on a received signal
strength indicator (RSSI), bit or packet error rates and/or other suitable criteria.
[0096] in FIG. 16C, the physical layer device 802 may include a link
direction determining module 840. The link direction determining module 840
may use friangulation (for example using muliiple antennas) and/or other
techniques o determine a direction that the client station is located relative to the
physical fayer device 802. The physical layer device 802 forwards the link
direction information to the local network determining module 7. For example,
the access point may be located adjacent to an outer wall of a buiiding. If a
client station 810 is located in a direction that would be inside of the building,
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protected content is not sent to the client station 810 and/or further
verification 30 steps may be performed. [0093] The link speed and/or

WO %?ﬁﬂéqﬁa‘hlity of the link between the wireless access po? £:100R: (o RU0N
client station 810 tends to decrease as a 21 WO 2006/102454
PCT/11IS2006/010474 function of a distance between the wireless access

i d.the cliept station 810. Th hen the client station
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limit fraudulent requests for the protected content. While the exemplary
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_infrastructure mode, as a client station in"an ad-hoc con on, and/o
disraes SiRriDiRgIBAEHRGIRO dbatigatmips@ods amesstol e tBenhation
810unatienaistioes dirg v MimyRIBMNaRsdleP S ISRIJaNELABMIESR fRired to

I twork [ ch as an access paoint or wireless network
ol TS o5 ST B BAdR 0505 Ry T B FRTSatoN B10.
detdi098hg mModti@. 82IEaﬁ'esmiwni¢aEerwiamm&p@wiwwi|Wor
I t j the.lin that d is_transmjtt .the client,
O o S T A Ry
estiggasyrolitie PR ideRnapRAEsi 68 B eayhisteaninge a devilsB0atenaiatus

babeluienRdiBk sigraboiralibstpaigignining module 830 as can be seen in
FIGH@)G ihat siimates the signal_quality of the link and forwards the
Wl b

sig lity REPHAE0AY tR FIGSidd Pt il 8Rvike Bromidasuaatyrork
devian apsitatethbasedarairsansiyethaignsl SrenaibingioHOBER SISt

oo B L S N IR AR e
deVRaiWRSSa0SiVRE Nitkal renarsardutdionimons iredulR I@pBaters, where R is an
integer greater than one. The use of one or more repeaters may be an
indication that the requesting wireless network device does not have a local
stafus.

[001006] In FIG. 18A, a requester wireless network device 900
communicates with a provider network device 910 via one or more repeaters
902-1, ..., and 202-R, where R is an integer greater than 0. In this exemplary
implementation, the provider network device 910 communicates with the
requesting wireless network device 900 in an infrastructure mode via an access
point 904 and a router 906. However, an ad-hoc mode may aiso be used. The
provider network device 910 determines whether the requester network device is
communicating via one or more repeaters and/or the number of repeaters that
are being used. The provider network device 910 determines a local/remote
status of the requester network device based on the repeater determination.
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may use triangulation (for example using multiple antennas) and/or other

technigues to determine a direction that the client stationgéTlp%ated

; 6/010474
WO 28SHVES the physical layer device 802. The physical layer device 8oy

forwards the link 30 direction information to the local network_ determining
module 7. For example, the access point may be Iocate_d adjacen_t to an
outenRbaf FByidiamdia sl siales SHEEEta fiscisR it
woﬂrg be igside of the b%]ilding, 226 wc@%oéa/tﬁb g‘i y

thab &g 199URRIRIOIWRIK BRvicadaitioMmate feary dRpEASIRAIOIsignan other
examplityydeserdirations saRiter madede dsRERg NahETiBelieBtuester

tation is.local or remo_tfe. However_if the client station 810 is located in a
heft orl?%

diacton P WSTIE Beloniad ﬁérﬁﬂﬁaﬁ?& R et wharsFBitoxanter

thaseatiessifibe asadtmtastithdutibuitecs thalysissdrhe M@Mﬁ@@ﬁi@as%}@ kare
sistal | ' jW@ljllﬁl Y, ri tarate estimates can. alsq be

N estimﬁ%ﬁ%ﬁﬁ% um acﬁg%é?ggﬁﬁ)cﬁ%m R 8\‘/”?8%%%0 ‘&%8&09 may

Us@ Gintimr treHirpefRicecknardpreseept AGE nBmo b e eniigae 0O Tiptwork

detite ataipethatekysical layer device 802 may include a link distance

detefmining modyle 850 that estimates a distance to the client station 10
100 THUZRSt P B Grad b G Bl BaGaARR t Amexemplary

mauaqdirwtdmamgj/mmemveada@d@@mghn m%i@f&emd BHBRRARE s
ient .stati n FIG. 16E, the ica) layer device may

e e e S OIS il oy e i Sk il step
924ngaimkosigledeniang whethatetheT tiecplooidesmete/cstatiaviot maygquester

. b r h
i S S Yo

ce may determine the local/remote status of a requesting

wirqmmtwnr&tq@@ea,wodatﬁraanwdvmg@%&ia NaLlieskiNRetwork
\Y

ting wireless network device was received via a repeater and/or
R S Y M
be%é&@ﬁémidrmrfélee_matessemagﬂmemmmweatimmbat toetrer desiiitines
whitHelass RBtWorK %%%'QEQPS%%MEWtﬂr%%%Mé tus. Egos]&%pg]éﬁﬁf Ia%"true,

18A, a requester wireless network device cofifitinica

coripl fat1 R dRoPieReIR% ot Figa 8RR isr Hiusrearniealtsteps the timer in step

940. In step 942, control determines whether the timer is less than a second
threshold Tin. If true, conirol continues with step 944 and sets the status equal to
local for the requester network device. It step 942 is false or step 934 is false,
control continues with step 946 and sets the status of the requester network
device equal to remote. Control ends in step 950.

[00104] Referring now to FIG. 19, steps of the method for operating the
requester network device are shown. The requester network device may initially
request access to content that may be rented by a provider network device.

- When the restrictions relating to the content expire at the requester network

device, the requester network device may request access to the content again.
I the provider network device grants access M times, where M is an inieger
greater than or equal to 2, it may be fair to assume that the provider network
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25902-1, ..., and 902-R, where R is an integer greater than 0. In this

Woexengéjlaay implementation, the provider network device 91Qr 006010474
EohiMtiRicates with the requesting wireless network device"d63 /AR

infrastructure mode via an access point 904 and a router 906. However,
an ad-hoc mode may also be used. The provider network device 910

dedRte Bladm BAHSHS SP e Staan Atk NIRE I AT Rl 8!
one or more repeaters and/or the number of repeaters that -Are Bem
nefuerl daYCE A P RIGRRRIEvice 910 determines a local/remote status
of tfeseasESIENEBNOEGHRVIFRDASRID .thﬁnrsﬁgatm(}'@&mﬂ ndrtes
Wh\é\{%rzg%Glr%O%éStAé PC'{@U%%%G/M 474 %%0101] or example, some
provider net?}\/or?( JeU RO T AP Yt At PRy SRR RIYE M &sitiskions.  If
stefle iz is rensotedhtinl copbatiess with used. d6Othetl exaBwlMY RRIMEEHS.
CoeoPERyidser, device_may.datermine, the requester network device
is rerr%\féedﬁ ?negfgét}rﬁﬁn ?R mr?gga esr}zl%ré%ﬁ?e%,a\ﬁﬁﬁé?%%%?sra?ﬁ'ﬁtg?@th step

974nE0RtR SRIGIMAIneR tapigE ihe Bsbiniapsdise whpties: rdptxterscarerol
retusertuSing I SUDGRAVBE! h P EENAMEIS wiRSRIP\YSS ra{?f?:lt‘e{g%ﬂ;gqines

use a time required for acknowledgement (ACK) from

device ma
wheter 18 kel TEHestS, 166 BB G R0 16 2Pk Sarol sl o stop
978owithetanll 93Balingrste patrah @mmllﬂl?y_ Whdnrinerkfoeisleibrintiwork
W, S I evice IS, communicating via one
e R B MBS N TLkiRp $5%. P oo,
CorjERb PaicEdiRR tWaetheridt dp ogreatestéharatos ehaaktpddienhretiiks an

intélRAiepaReachiR be slaiermpineds EtHH%%QQtFé’x%%?BHHH§F;*£‘[W%§%PS %@ 970

nd starts a ti{ner. 15 [00103] In step 928, control sends a message
co ag'&'ﬂ%%tté’r ARRYoHRe JestHstinnSte foNE6PCBRE dF daierramdmheritioves with

stepd@banedgmont {Aka<Bak theeideeri emitam the requester network
devj ot control determines whether the timer is less than a )
mqi? néagh hrgiﬁ%éj Sﬁﬁﬁq%ag(niﬁ%gt@\g{ &30 T BPRIBRIA fem b eRgring
despgiptinrstbptdee hsanddsechingsstb frethetier iinattproth4d instendiad
in SOVt elerHIRRS Whsthsiiae i kB . ond threshold Tth.
" If true, gontrol conti\rllvl?es witr‘lgs’te%m S%ﬁ é%jﬁg(agt@ﬁ:%%i%gstu%egaugﬁ " o%ilm

ConBesHan iR RariciRb R}aaRies hammeblbes taresopptepotrisasdion

should not be so limited since other modifications will become apparent o the
skilled practitioner upon a study of the drawings, the specification and the
following claims.
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control continues with step 946 and sets the status of the requester

network device equal to remote. Control ends in step 950. 25 [00104]

Referring now to FIG. 19, steps of the method for operating the requester
network device are shown. The requester network device may initially MCSLLp
request access to content that may be rented by a provider network
device. When the restrictions relating to the content expire at the
requester network device, the requesier work device may request
access to the content again. 30 If the provider network device grants
d¥batisiaimes! where M is an integer greater than or equal to 2, it may
be fair to assume that the provider network 24 WO 2006/102454
G B R L L
unlimitéd dccess by the requester network device may be acceptable.
[00105]EHHE Hadine 1eRearRisd60. In step 964, control determines

whethe theggaeesietwstivasdeyicrdiasseerinadatestentividaid memory and

restrictions. If 5 step 964 is true, control. contin with st %6 nd
ey remenoReEs Tl & G SR IR MR 1 epts ooy
apsked deeterstrictions. In step 974, control determines whether the

restriCﬂﬂﬂ%@*{%ﬁ&pﬁ@@id%ﬁ@m@ﬂ%bi@étuéfetmﬂé@ 87 cQlthanstesstatus of
it sgep 978 anigrdetermines whether the user__.
I

trol cont .
A oSS B U PR UIGR, 1 AGE EDi D1 At S 08 S 018, fpauester

stelyvoT8 tevise, vdrerolshiteneinesiondipbr i deyiestdaseavipratistates and

TRCINRS BPREQUROT FAIS, (eRRIEJHICRBIRRIMNS A it Sled-P80n MeSIQmBRMEr the key
control det rml,iﬁzs whether l\tlﬁ? r§g{reater than or equal %aﬁ!\{l? Wher$ Mis an

telgSrafR i Br REHA IR D 1PCRP58d is! s R eBRiF Lo g5 od being
$tepcl7 6n comimolesrtofalppbs trenegtristiaid. corstent 9g0his aidesepand| transmits

o %g’ﬂ@j I sten 3343 reqRes InR AFSHCHR0R O R Gl received

[00106] Those skilled in the art can now appreciate from the foregoing
sathingherriesetsrpireRiReS%ngs of the present invention can be
implemented in a variety of forms. Therefore, while this invention has

end i ' ction Wi tj h tr,
O e MO S elesdos:one
pbERFEARN 3 NHINséBRIRes BhierttONRCSRIFINA RN S dioale adpfa rate
fdine seavinistathesspenifiatdianarddihection estimate for a link and determines

said local/remote status based on said at least one of said signal quality
estimate, said data rate estimate, said distance estimate and said direction
estimate.

3. The system of Claim 1 wherein said provider network device includes a
digital versatile disc (DVD) system.

4. The system of Claim 1 further comprising said requester network device
wherein said requester network device includes a hard disk drive (HDD) system.

5. The system of Claim 4 wherein said HDD system comprises:

nonvolatile HDD memory that stores data in a nonvolatile manner and
that includes a user accessible section and a hidden section; and
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following claims. 25 MCSLLp CLAIMS What is claimed is: 1. A system for
distributing content in a network, comprising: 5 memory that stores

WO 2Bt provider network device that communicates Wiﬂqyﬁﬁ?ﬂ%%%&
.and wirelessly communicates with a requester network device that
requests a copy of said content, wherein said provider network device

determineg ﬂé?&acl{é%”&%‘?esé%yﬁo‘?f@Bﬁfi%%%kﬁj%%‘% .Q}%Wﬁ{llﬁ'ﬁjtg{gse with

transmits a key request to said requester’ network device when sal

saigehiisaphediabik mamenhabal|seladivens mivasecanst meelygeoarRigtt
frofPERIBSIREIGEWREHRKIeRvRRIeHRIReR WhribealdhadaYedaipesiarwitay

a predetermineol_(gerlod, the predetermined period being based on a

hidgemfRatigri S&LARPRKNE LS i REhBATRh said key and transmits 15 said

encrypted content to said requester network device if the key is received

within the RAGIGHIINGAASTS 8niheSXRem Sl R A RTEN s8idiq
prowder networ evice at least one of recelves an etermines at leas
progisieonatwijiatieniattysaistifribie, coutinl raasiuby wekinate pakaistanpest and

traﬁ&ﬂﬂ@éﬁépq@ﬂf@%ﬁ%&?mﬁ%mrﬁ\%g ﬁ'ﬂpegfﬁmifl‘,?%ééiﬂe request,

local/remofe status based on said at least one of said signal quality

wherginsald ©ayenied capteatiraseivadiy faid idel siiaiate At saig provider

netdisecienicesinateyReduding sxrie@yof Claim 1 wherein said provider
network device includes a digital versatile disc (DVD) system. 4. The
system of Claim 1 further comprising said requester network device
wheéfein sditereysiesterietmnr s ddviceimsiid ¢t herdtdis kndruie (HDRpis

saidYalaBstad Antdig system of Claim 4 wherein said HDD system
comprises: nonvolatile HDD memory that stores data in a nonvolatile

~manner and that includes a user accessible section and a hidden section;

andg, The system of Claim 5 wherein said requested content includes
usage data that is also writlen to said hidden pottion of said nonvolatiie HDD
memory and wherein said HDD control module makes said requested content
unavailable when said usage data indicates allowable use is over.

9. The system of Claim 8 wherein said HDD system deletes said
requested content from said nonvolatile HDD memory.

10, The system of Claim 8 wherein said usage data specifies a
predetermined number of allowable uses.

11. The system of Claims 8 wherein said usage data specifies a
duration of allowable usage.

12.  The system of Claim 3 wherein said DVD system comprises:
nonvolatile memory that stores content; and
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26 MCSLLP WO 2006/102454 PCT/US2006/010474 a hard disk drive
control (HDD) module that communicates with said HDD nonvolatile

memory, that selectively requests and receives content from said provider MCSLLP

network device and that stores said requested content in said hidden
section of said nonvolatile HDD memory. 5 6. The system of Claim 5
wherein after sending said request to said provider network device, said

MDD canioLmasiie Rrailie HELLSRMERIANDs 1ANPTUR hERYRERITemory,

provider network device in response to said key request, wherein sai

ARLERE SRR TR YREGME DY SRERID FPERIB nﬁfﬁq%?@&dﬁ%%% network
detwerk device is encrypted using said key. 7. The system of Claim 6

wherein said HDD control module decrypts said requested content. 15 8.

The system of Claim 5 wherein said requested content includes usage

data thhb® Bk mRkR'RI8Ald Hfhaé?ifbéﬁiéP&%%ﬂﬁ@#m%ﬁﬂ@r@%fﬂ“m% an

aeoweTydinihwherginssaid e D roniteliveoduaie Keaktorpaidke(BBieystem after
nien [ W sal e indicates allowable use is

%%gé%}% %%ﬁ%@%@%n&g? &&%ﬂ w %gg}%ggid HDD system deletes said

requested content from said nonvolatile HDD memory. 10. The system of

Haim Fudergiraaist (lane datasersiiesid DiadeipspinesbAdeBaOfequested

allowable uses .Ih stem .qf Claims 8 wherein said ysage dat .
L SR P R 3 N R Seerminee
pet&din said DVD system comprises: 30 nonvolatile memory that stores

content; and 27 MCSLLP a DVD control module that communicates with

id napvolatile memg nd that selectively recei equests for .
ignteﬁhgmsggfg%q eﬁqz?;%txérwvﬁeremysalf 6\\?6 %ys em encrypts said
requested content before sending said requested content to the HDD system.

16.  The system of Claim 15 wherein said DVD control module includes
usage data in said requested content that is fransmitted to the HDD system.

17.  The system of Claim 16 wherein said usage data specifies a number of
allowable uses.

18.  The system of Claim 16 wherein said usage data specifies a duration of
allowable usage.

19.  The system of Claim 2 further comprising a wireless network interface
including a physical layer device and a medium access control device, and
wherein at least one of said physical layer device and said medium access
control device generates said at least one of said signal quality estimate, said
distance estimate, said direction estimate and said data rate estimate.

20. The system of Claim 19 wherein said wireless network interface is
associated with an access point.

28



10

i5

20

25

device. 5 13. The system of Claim 12 wherein said DVD control module

determines an amount of time that is required to receive said key from

said HDD system after sending said key request to the HDD system. 14.

The system of Claim 13 wherein said DVD system sends said requested MCSLLP
10 content to said HDD system if said key is received within the

predetermined period. 15. The system of Claim 14 wherein said DVD

ste bef ' id .requested
cznte%?&%ﬁBﬁDﬁngi Eé{?gr}nm ﬁ@%%tﬁgﬁ; gst@ém of Img rein said
DVD cémrmgrmﬁiem%@%&é@ M@/iﬁ%@%ﬁ%@mntem that is
transmitiesidéeshyedd ichaystetihgl withhg syiséerasotéainstdb Nk gaidee that

%?ﬁl%%{gg Cg]tess %%m%g of 20 allowable uses. 18. The system of

|n sa| usage data specifies a duration of allowable

usage %qmlrrwa @&@%Vr@mﬁrﬁt@tﬁﬁm%ﬁ@@rﬁmmeé nearess device;

networdnkaragrgiRCkisng:a RIvSicad &y SledevsR ARG BIRAHEV @S RBEN said
control dewct%v orrﬂ(d wher% d%I%astl Qpe of of said physical layer device and

device
SAdMm m il AcCess Contrar devica generates said at least one of said

signal tRegitygeniate reauseid resiestamnaisvakideNieetion estimate
and saibainira AFHBIAL: (1 4y Thersxaioay ol i IR averinisalfl period,

I t k terf ed with t. 28
fe e S RSB a?%ﬁﬁﬁgogbvé'tgn?ﬁ‘n%?‘ﬁﬁm%”compr.s.ng
storingeconyehinig sashtmytehtvatb\bdet keywvarkidevice; wirelessly
CommLﬂféﬁ@%&;ﬂ’&‘bél&‘”@ﬂ@%fé&L@%%W%ﬁcﬂ%&@&@? RAMRRIS Gevice if

co fsa|d content; %ﬂ thrmlnln g,a local/remote status of said requester
H%@ﬁ@é"eﬁd’ﬁg {iRG BREGRITIBEAE L4 requester network

dewce when said
22.  The method of Claim 21 further comprising:

at least one of receiving and determining at least one of a signal quality
estimate, a data rate estimate, a distance estimate and a direction estimate for
a link; and

determining said local/remote status based on said at least one of said
signal quality estimate, said data rate estimate, said distance estimate and said
direction estimate.

23.  The method of Claim 21 wherein said provider network device includes a
digital versatile disc {(DVD) system.

24.  The method of Claim 21 wherein said requester network device includes
a hard disk drive (HDD) system.

25.  The method of Claim 24 further comprising:

storing data in a nonvolatile manner in nonvolatile HDD memory that
includes a user accessible section and a hidden section;

selectively requesting and receiving content from said provider network
device; and
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requester network device has a local status; receiving a key from said

re est%r network device; determining whether the key is re(}eéved within
WO 2006/T02454 . . : PCTASIq0G/010474
a predefermined period, 10 the predetermined period being based ona

number of hops; encrypting said content with said key; and transmitting
said encrypted content to said requester network device if the key is

received within the predeterm iod. 15 22 .The. method of Claim 21,
further compr@iﬁg :Sgtqeasg%%ge 0 r%sc'r(]al%%r?\g%naaé%teﬁ}Q%Pngsg?{fggstorgn%ald

nogyglafimBR[d MBmestimate, a data rate estimate, a distance estimate and
a direction estimate for a link; and determining said local/remote status

base% on sgid at leas ong of said 20 signal quality estimate, said data
rate 25timataC JARIHE A htdAER i A BRICOMWTBiRE tion estimate. 23. The
method of @izeiid]d whegiregaisspravideaneiaikgdaviesy inelwars Brovider

ital versatile di tem. 2524, T thpd of Claim 21 .
e 88 Y S RN R8s B S ek ety
Prayidpiietwrkiievirghaecof Claim 24 further comprising: 30 storing data in

a nonvolatip gt hORRIBHE DR B 780 B8 PR eSJoto

; acce\syfible section and a hidden section; selectively requesting and
OFE SR RIVTRE REMRH SRMicR dSivRiPa ERIB M evice; and 29 MCSLLP
WO 2006/102454 PCT/US2006/010474 storing said requested content in

saidaidde ction,of sai nvolatjle HDD memory, 26. The method of
CIai#?S flT ﬁéﬁ%&%ﬁﬁ% :@%’&eﬁnﬁﬁgg/ r‘é?méé‘?g\gd HaFRimhgeRId

requsstedsenniersising seitvbelr.device in response to said key request after
sending said request to said

28.  The method of Claim 25 further comprising:
including usage data with said content that is also written to said
hidden portion of said nonvolatile HDD memory; and

making said requested content unavailable when said usage data
indicates allowable use is over.

28.  The method of Claim 28 further comprising deleting said requested
content from said nonvolatile HDD memory.

30. The method of Claim 28 wherein said usage data specifies a
predetermined number of allowable uses.

31.  The method of Claims 28 wherein said usage data specifies a
duration of allowable usage.

32.  The method of Claim 23 further comprising:
storing content in nonvolatile memory of said DVD system; and

receiving requests for said content from said requester network
device.
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provider network device; and encrypting said requested content received
by said HDD system from said provider network device is using said key.

10 27. The method of Claim 26 further comprising decrypting said MCSLLP

requested content using said key. 28. The method of Claim 25 further
comprising: 15 including usage data with said content that is also written
to said hidden portion of said nonvolatile HDD memory; and making said

Kegue v d indi Il
e T R B B AR o IR G fount of
Hand tbqu@twwmem fmﬁigaléafdriwj’afﬂemiB@dnldmﬁrysysthﬁﬁm‘ter sending
g&%lﬁ%@n@i@ %qﬁ\@%@ age data specifies a predetermined

umber o

owable uses 2 e method of Claims 28 wherein said
usage data specifies a duratlon of allowable usage. 32. The method of

Slaim 23 fudher, campyi '%n’?’%%tofﬁgp%%rﬂégmﬁﬁog]vg {:ﬁgﬁ: %iyl%quested

said DVD system; and receliving requests tent

pogirrstde raidoHDEL gvetenn (1eBdLiry3® TeecinethadtbiClaenBadetermined
‘éﬁ'i'&%r comprising determining an amount of time that is required to

receive said key from said HDD system after sending said key request to

the HDD system. 5 34. The method of Claim 33 further comprising

§§ndmﬁ@'mé%ﬂasszﬁdc&qme@atﬂjﬁwgrf&%%ﬁvgtﬁg; r@gbhﬁg Said, fequested

received within the predetermined period. 35. The
SRS AT ESHeE dinerpaith (eshissieguesidentio ébﬁt@ﬁ?t%@w@@endmg

said requested content to the HDD system.

36. The method of Claim 35 further comprising including usage data in said

requested content that is transmitted to the HDD system.

37. The method of Claim 36 wherein said usage data specifies a number of

allowable uses.

38.  The method of Claim 36 wherein said usage data specifies a duration of

allowable usage.

39. The method of Claim 21 further comprising:

determining whether a signal received from said requester network
device has been transmitted via R repeaters, where R is an integer greater than
or equal to one; and

determining said local/remote status based on whether said signal has

been transmitted via said R repeaters.

40.  The method of Claim 21 further comprising:
monitoring a number of times that said requester network device

receives first content with restrictions; and
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36. The method of Claim 35 further comprising including usage data in
___said requested content that is transmitted to the HDD system. 15 37. The
Wor%%%lg%f%'f Claim 36 wherein said usage data specifies a hiiieptyorosrs

allowable uses. 38. The method of Claim 36 wherein said usage data

specifies a duration of allowable usage. 20 39. The method of Claim 21

further compising; deisrmipinouhelaer 2 aisnaldeeeieR TPILSAN when

requester hetwork “device has been transmitteéd via R repeaters, where

saif aumhesgd tirearaeeds bt byeal vhereeVhispsnietegisaigsiian one.
local/remote status based on whether said signal has been transmitted
via said R repeaters. 40. The method of Claim 21 further comprising:

. g, .
morfiforingT™a% HBiEN b efneeifat saBSiiNestd RIQVBIR qBGRuersodevice
del@egives fitssienteigvith restig@nsranshidil iuabidy NdWo?RQRNIE8 4%k

PCT/US2006/010474 selectively,removing said.restrictions for said first
begr IANTANER WA FORAE ST ERLUERR K10 ae | aris i pacec
onintegjbeysaiiisighahhaiscoedt. inswiidrniafcaSidim repdedesin whidepFOEder
imgggyv gaq&v{ﬁgrﬁoq%@miﬂjegdghether a signal received from said

r quggter network deVice has been transmitted via R repeaters and

determines said local/remote status based on whether said signal has

beeazralmsmiétesiisgirgagrdhla@ﬁeatan?%vldnﬁreﬁdig@ﬁpé@t@%afmkeGﬁiﬁéb

or.equal to one. . The system of Claim 4 wherejn said requester
MORURIBR AUREE 6 ATRRS LR ErHRe St WAl dRuieg dPRRRS et
coniew’i_:w’gthcrehtéstﬁrm. a0 tiat Mthmm’aidnssiridm vdmn\m?dsaid_'nber of
i ESUIEURTS WAR R0 UIRPIOdn FREGEP (585 WdiTsine where M is an

integer greater thari on
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