PCT/CN2021/083261

WO 2021/197227

1/22

(Aani paseyg)
Josd

{(Aoy pateus)
R

W WSO (oY)
voe . 88
GLi
vz ) e

e

cil
(Aey paueys) Koy poIEUS)
1684
1994
=R )
)4 e —
zz4
TouT

Vi ©Old



PCT/CN2021/083261

WO 2021/197227

2/22

UBIOT
LoIoBSUR) | ASION
pasebbng

E-y

ORIUCT MBS

Nzt

di Ol

&5
&

AICISHH
WD BUIO

O
o
pid

AJCISIH
g wsis

o
e

AoysiH
v B

o

1aBpe vrLDY0Ig

21041



WO 2021/197227 322 PCT/CN2021/083261
200
e PEER 1 PFEER 2 "
204 208
-y £ ¥
. PEER 3 PEER 4
208 210
? &
BLOCKCHAIN NODES
202
i
A
APPLICATION(S)
224
Resulis Read Data
228 AP 228

222

APFLICATION CODE
220

BLOCKCHAIN PLATFORM
212

TRUST SERVICES (CRYPTO)
218

BLOCKCHAIN LAYER

(VIRTUAL EXECUTION ENVIRONMENT/)

216

INFRASTRUCTURE
214

FIG. 2A



PCT/CN2021/083261

4/22

ooy

Lo iz

SO

(514 44 vaZ

oL

LG

¥
i

o
762

P
- H 2 el
B L o

P74

WO 2021/197227

_—

Y

o
n
SN



PCT/CN2021/083261

WO 2021/197227

522

Ve 'Ol

81e WHO41Y1d
ONISEI00Hd

y0e

LIRYDMOOIE
DBUCISSILLISH

9L ALIHOHLINY
EIR20IE1ER-E )

(1€ "aid

80€ HOLvd3d40
AHOMLIN
NIYHIWIOTE

R OO A

ISREVE

208 {350 NIVHOXAS0TE

A 2

[
O



PCT/CN2021/083261

WO 2021/197227

6/22

mm ®mum 828 HOLvH3dO

HHOMLTAN
MIYHOHOOTY

e y
g, WD O OF 3 00 90 30
% RO B8 E AL

wEE
HiEyIR0IE
PBUCISSHLLIS

208 WHOH1Y 1d

ONISSEO0HA 08t H340718A30

g2t JOLYND3Y

g8 ALIKHOHINY
ALY OiiYd

¥

228 HIASN NivHDIMOOE

[,
O



PCT/CN2021/083261

WO 2021/197227

7/22

98

IS

L0

o181

b s

XX

L

LERELL

i

g
e )

RN
W\
23
3 D
N

./

i
H
H
H
H
H
H
H
H
H
H
H

i
i
i
i
m

v

Uit



PCT/CN2021/083261

WO 2021/197227

8/22

G2p o8d

/

-~ QIBIS PRINOSGOLS)

A

ZZY webps uizymoolg

L
Bler; exe-f sioubi m\\
/ 8SION Jo®el]

{43s0u1Y)
0Ly J98d

- SIS PAINSEYCY -~

3

A

ZE7 sofpwy uieyoqa0ig

BjEg oyed «\
/I 8peIs epepdr

Y Old

JBlapIny

18500044
uopoRsURI |
, Asion
Ovy )

WBHD

L X

A4 -



WO 2021/197227 02 PCT/CN2021/083261
/ Transaction Froposal 440 N
Header 441

Signature 442

Proposal (Fake Data) 443

Read-Write Sets (Fake Data) 444

Endorsements 445

Encrypted Tag 446 Key identifier 447

Data Block 450 \\

T T \TS T

P

e

State DB
460

Blockchain Ledger



WO 2021/197227 10/22 PCT/CN2021/083261

o
ton}
b}

502
e
P Generating a Blockchain Raguest
504
s
.| Crealing a Tag Valus which ldentifiss Whether the
- Blockchain Request is Noisy
506
s
¥ Storing the Tag Value within the Blockchain Request
508
ey
P | Transmitling the Blockchain Request to One or more
b " Blockchain Peers

FIG. BA



WO 2021/197227 122 PCT/CN2021/083261

510
512
fl
. .| Receiving a Blockchain Request Comprising a Tag
- o Value
514
o
B .| Verifying the Blockehain Request has been Endorsed
N o by Encugh Blockchain Peers
. 818
B | Storing the Blockchain Request within a Data Block |
N among a Hash-Linked Chain of Dala Blocks

FIG. 5B



WO 2021/197227

o)
-
o

12/22

PCT/CN2021/083261

MODULE 612

FHYSICAL INFRASTRUCTURE

610

k

¥

MODULE 6814

SMART

CONTRACTY

630

BLOCKCHAIN
520

FIG. B6A



WO 2021/197227

3]
s
Lo

13/22

PCT/CN2021/083261

MODULE 612

A

A\

MODULE 614

SMART
CONTRACT
630

BLOCKOHAIN
620

2

FIG. 6B



WO 2021/197227 PCT/CN2021/083261

14/22
650
USER DEVICE ~ USER DEVICE
ENTITY #1 bE&iER ENTITY #2
652 - 856

¥
BLOCKCHAIN
§20

SMART CONTRACT
830

CONTRACT {
ENTITYS1ENTIT
YH#2...
ADDRESSES. .
FUNCTION{
ASSETS
SIGNATURES

FIG. 6C



WO 2021/197227

7]
o)
o)

15/22

USER DEVICE
ENTITY #1

652

PCT/CN2021/083261

USER DEVICE
ENTITY #2
856

APHGATEWAY/CLIENT
652

SERVER (BLOCKCHAIN PEER}
654

SMART CONTRACT
630

FIG. 6D



PCT/CN2021/083261

WO 2021/197227

16/22

m
m
vmm m
SSROBIR( 1S PHOM m

m

v e s snnn anne eone won ooon wovs wore reen ovve ens ean neen eeve wone soon oory

i

: ogs

_ 2T/ UHRy»Oog yooig

“ map

. |

| L

_ |

§ Hosig oo H20iH i

! B N 0] & BEg m

m m

! m

" k4 §
}

{ H30ig A0 OO §

{ seg P meg Y sseusn |

i

| e |

(a1 puEyD)

03/ 1ebpaT penauIsic

ZLL

12394
SPON UIBLOHOOIH

Y4

SDON UIBUMOOIE aowmies Buuspig

V4Ol

¥

SUOROBSUBI ]

b1
BRON UIBLIDNIOIE

\

CH
(=
et



WO 2021/197227 17122 PCT/CN2021/083261

New Data Block 730
Block Header 740

Number Frevious Hash Dala Hash

Block Data 750
- N Transactions

Type, Version, Channel D, TxI1D, ..

Chaincode Data Endorser Dala

Read Set Write Sei

Block Metadata 760

Qrderer Data Signatures
Last Config Validdnvalid Txs

FIG. 7B



PCT/CN2021/083261

WO 2021/197227

18/22

NGl

NZLL

Ngi/
N ¥otig

snep

2IEDBISH
BITEHE

JpEsH

\

D g
082

8.4
LAO0IG

BIYBA

L4
Z Ye0ig
3L BIUBA
SyLL EIRDEISIN
UM ot
Japeep

B1RpRIeyy
BIRHE

- N
od
I~
:I\

eeernee
174

084

BpeeH

e V204

L
P~
P



WO 2021/197227 19/22 PCT/CN2021/083261

i
58]
-

Block;

Header

-y ‘ )
F72i e - Hash Value of Previous Block
Referance Information

Fila(s) & Metadata

Data 1 REF 1 Metadata 1

AL TRE— Data 2 REF 2 Metadata 2

Data N REF N Meatadata N

Yaiue based on one or more of;

- New Hashed Value of File

- Naw Storage Location for File

- New Metadata Assigned to File

- Transfer of Access/Conirol i New Blockehain Participant
- New/Existing/Change Ownership of the File

FIG. 7D



WO 2021/197227

840
Buiid
l\} Training

Data

s
R

PCT/CN2021/083261
20/22

802

Testing / Model

’ Training
12 Data

Asset{s)

oo ST 830 .
o J
Blockehain 810
Host Platform -
820
B304
i
_ &
Fredict
S h Live Data
Asset Reason
a0 P Action

Blockchain 8§10

Host Platform
820

FIG. 8A



WO 2021/197227 2123 PCT/CN2021/083261

o0
(J
L

. 860

Quantum-Secured
Blockchain
852

FIG. 8B



WO 2021/197227 PCT/CN2021/083261

22/22
800
COMPUTER
SYSTEMSERVER
2 RAM )
ﬁ 910 RN A
§ STORAGE §3
{ SYSTEM § |
\ 914
CACHE N
! 912 ¢
MEMORY
906
916
918
A
Pﬁegiﬁgwa _— e
04 ADAPTER
. 928
L
O
INTERFACES
924
F:
3 A4
EXTERNAL
DE%ZEAY DEVICES
920

FiG. 9



