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HB M * 
: KBEajfi'T.xARa' I Dzfn/U VWt 

[0001] xmBswrnmrntt, SM&M->7.TARV i D^PA-Cyaacsrs 
O 

ftil&Mr 
[0002] >"9— 

^ m-r ait *g£ wsr s o 
t^i>0 T7'fTvT^T*fWIMt.tiN ffi*tey--¥xip^x^Aiz-&^z, 

in&s-e 
CD7M T~ -f CD^^f 7+M •i>££fflrT'fe'i>o 

[0003] lit, llli • ±M 

m&tf'Stnzo 
ffliftfrt&s ^m.^Tztctbomixfoy, y-h^yv*? 

TtcSbO m^'h^s /U7-htm§o T< f^T-ff-f 

[0004] dCDcfc 9 &7M Tr>7^'i' 7^ L/c}$fflrCD'fti^$lJ£: LT, 

)[/V'y(y^'y (Single Si gn-0nN J^P^S S 0 <J:l§t") iffo&o S S OtiN — 

Jt C0 ^SE#^i $ -e*f $(© 7 7 'J ^ a > ̂  +f - £ X £ fll ffl "C $ £ & "C £> 

So ssoti, --3©£HOM > KPW yizfc 

^X, ffl&(D7-fV*T-*s*y«X£s&SE£$££• 3t±£*§£•##-A^/Co 

££>il£\ SSOfct, —JjfiWtC HTTP Cookie KsSSE^S:#^ T7 

7°'J^-:>a ^T^i!3ti&o S/c, 

Z1 CDcfc 9 &S S S I (System Integration) > y^p $ KJb^x? 

^ > y^'igij tcT7^ -tz x mm& tLxmitLx^tzo 
[0005] J£^N KPW >££§*./CS&£ KPW ym (UT, 
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^9) X(DS S Oif^sbbtix^tco 

> if<Df£$£ibs £Xf-sm LT $ tc 0 =7 V K =1 > tfn.< > V 

©S a aS (Software as a Service) cfc £ T7 ^ h V — :> > £> tl 

§0 S a a S=ftiN 'J V hCD — 

-DX&Zo 

[0006] tax KPW >®S S 0£^ii-t£*I£\ s£SE^©£# 

tcA$&^tffg£LTl^c0 LT&21 HT 

TP Cook i KPW KPW 

>ltHTTP Cook i e LTSHSElp^^:^^'t$^lNCl ̂ T'fe'g) 

o 2i|lt F*<(>z:tlzUmLT^Z7<7lzZW&$kFB<DSSOl5j£t>< 
s<yv'mxmte&tcsb, z&wtffo 
-otctctbxfoz o 

[0007] £©J:9&JIH£$58-r£fca&s S S 0 ©g^b©Ii^ilS 5 <t ^ left 

~otc0 $tmmw 
OASIS (Organization for the Advancement of Structured Informatio 

n Standards) tfUL/cS AML (Security Assertion Markup Language) 

1fhZ) o 

[0008] s AM Limm • m*s • mmzmt&mmmm^s & 
tf^rnztitc\±mx@wizitvxm*%-Rjmiz?z>£?iz 

(Identity 

Provider, VM, I dP^BSU I D^UJU Vt^o) ^ 

(Service Provider, J^P^SP^B^LN tfX 7°P/W ^ 9 ) , ^L — 

•tf©3#-e£>yN i DT/P/W w y 

AMI fl~t £ ZtXS SO LTl\§0 

[0009] S AMUdg^< SS0^1tet§i|^ — 2 J&ICO l\T*fu 

IzmffitZ'&Wtf&Zo 1 I 

©r^-et"v*-e ^IUT, 
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IZimiCDTtl^y Ztlib(Dmm(DSP7t)Oy \-t I D70P/W 

?(D7t)0y ztxhzo znibimm&omm 
Rt?mm(D7t)0y s 

[0010] SS0fcm~F©J:9&#JllI (1) ~ (6) 

^T^ii3tl£0 i:m We b 7"^+f£^L/cS S O0#Jli^|^0^-r 

§ o 

[0011] (1) 

[0012] (2) +J-— ^X7°PA'-r S/CZL —=L — 

•+fi|ij0We b7 7^mLT, s&SE'J ? x X S £ I D7°PA^ytc££0 

[0013] (3) I D7n/U ?&Glbfr<D^$Qt-C=L—tf ZmM.L, SPIE^-^a 

>£fEJ$1~£o &fc\ SAMLtt, miT+f-isBy 

£Ht-tfX7°P/^ytCfc;i£tt£I<^£*l:£LTl^o sSSEj7"**—*>a 

^-b"7 7°P/^ ̂  T'$S fr^4mt £ tcSb, s&SE# 

o 

[0014] (4) I D7°PA^y&, Wf&Ltcm3k7-y—*>a 

n—tfd!l©W e b 7 7^f^LTt- 7°P/ W VlZfemtZo 

[0015] (5) Ht-^X7°P/^y^ I D^P/WyOs&SE^Kg^S, +J— 

[0016] (6) ZL-nf^ +F-£X7°ns<'< 

[0017] Z(D£?IZ, S AMUCg-3'< SSCm^ :i-W-Jt©§I§IE#^$ £ 

I D7°P/Wy^tT9/c^-e||^^IIIIE#^$^^T-&"r^, 

£&£>«, ffl©SSOK^gLT^c$ 
jLT^yyi^ OUT, KPW y<otew.:mmfe.*B&t2>tcitoiz, SAMLO 
I D7°p/^y • -^t-^xyayi^ymm^mmLtcyoizxmmm^om. 
m*?, SAML©Ht-^^P/Hyii^gL/c^ffl©We b+)—^X 
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[0018] 1IU SAMLi:S^<SSOtt, 

faCDv'tSs 7^ f VT'f T'f © t 9 — p|3^T' LAN&lNo fu^L/c 

SSO^m^t^m^s 7t)0> hmMZfrd&WtffrVs 7M 
> yt i D7°p/<^ymizy^^y^-

&M.S mm, 

[0019] 7^T>T<f^©m im -&te±&££giirtbr 
LTT7^^^ h^P^y'a->^S)^ LTSP 

ML (Service Provisioning Markup Language) if&>%><, 

[0020] msMLtc7i2^y 
7~h^y hSi^SSO(D-t^t isX^AIf 
%\bnT^z>0 mi%, Ht-ex70p/<^yiiy^zL— 

tfcb^s TtjOyhmmrffibtiTft^WM-eSSOZM 
IfcLJ:? t LtctMSs X7-^4t5^i:(:^oT^fco 

[0021] Z<DT~*&!:&*>ZTAIZJ:til& mJ^LfcUMViiTt) 

7°P/W W^L-+ffr b©t»"-+)--t:'7 7°P/^ W 

ZL- +f0T7£^7 > h£ "t £ fc to ©+# &1f & L T d £ £ 51 

^tSo 561^ t—^^p/wya I D^P/W^lCn—!fS1f£^:£ 

U I D7°P/<^ yti+f-^X7°P/<^ y^p/rM©zL-HfStt;&^"r^o 

CltUCj:^ S S OCDigg-e^a^y KMii&O^ 

mtxm 
[0022] ^fF^1 : ^ 2008-538247 

IMSffFAift 
[0023] IM^fF^SRI : "Assertions and Protocols for the OASIS Security Assert 

ion Markup Language (SAML) V2.0" , OASIS Standard, 15 March 2005, h 
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ttp://docs.oas i s-open.org/secur i ty/samL/v2. 0/samL-core-2. 0-os. pdf 

: "OASIS Service Provisioning Markup Language (SPML) Vers 

ion 2" , OASIS Standard, 1 April 2006, http://www.oasis-open.org/co 

mmi ttees/provision/docs/pstc-spmL2-os. pdf 

mmoWiW 

[0024] u±mmm*<D=L—if<D7t}0> 
w ft =L - +fM'14(D w M&tx 9 ii ft'T?T? $ N #• it0 n.—+f 

[0025] 

[0026] 

i|sn\ I S (Information System) p|3P^<Ht—1'7,7°P/W LT\ T7 

[0027] i ±mizpmt^Mm=L-^izjt[:tc±m(Dmw-Mm^-m 
LTtT9 75\ XttiL—^(OWM~P P-£®L 

[0028] nt, s soom^yti^y KMHS. 
tuiH L/cf- A £: 

?$>Zo 

[0029] — J5, — =L —tf?cW-e&<N IL—tftfpirS 

fty, *M©#^0g£^-r£o UK, I 

A#KJ:£ft£ltffg£U 

l\ S a aSfCfeljSlKfU^ 'J y bZ£frTZt&-C$ 

[0030] s s 
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[0031] ssooi 

yXrAW I 
mitrnvkt ztctxD^WL 

[0032] =L-^ifU^t^=L-mm^ZUO^y 
^n^^TRrtg-em 1 i D7°a/<-f ymwts tuiEP^y > 

=E 'J 7°PA'^ 

[0033] fulfil D^p/WygScDzL-HfBtt'W^lfim^^ fulfi^L-^^ 

it &fctf)(D3-—-ifM'tiO)II@ tuIfizL-Hf Btt®II@fit£ £lifljitt~fc. =L 

—•fJS1£1f*g-C&oT, '>&< iit.tuifiiL—|f«:MJ-ri)iL—If I D£fu=5 

iIS£ fC tfjgB^z. - Hf S4£lffg£ Ifi'ltt £ o 

[0034] fulfi I D^P/WygMOT-exMTOIfill^lS:^ fulfil- —-f I D 

t, m&&-y—£z7asU?£WZmmT2>-y—£*7n/U?\ Dt, 
fulfil -exx-*©&Mtfi^3*ifcmxim 
is iiii # fF RT s n T ̂  ^ ̂  ^ -r -9- - e x ^ 
l*tifr fcavr+t— exfyjBtR5fl£ £0 

[0035] tuifi I D 7°P/ U ymmOTfs IJ ^!5li3M£&, fulfi "f ex 7°p/W ^ I 

D^CN ^i^-ex^p/uy I D-egisy^ti^+f-ex70p/wygM 
£ £ & +)—ex T1' - 0 ©iifitffF RT 3 ti Z> MM t & £ ZL -+f £ ̂ "t*f i&© *° 

'J ^11#£!fi'lt1-£o 

[0036] fulfi I D7°P^^ygM®-^IIg^|fi1t^ti, fulfil-ex7°P/W 

y\ Dt, fulfiZL-+fStt'lt$^©ZL-HfStta)II@^0 9t)^ -^©II@ 

xifiif-r^o 

[0037] fuifi i D7°p/<-rygM0)^i3'it^^ s^gcD^^M^ifim-r^ 
o 

[0038] fuifi i D^P/Wyggti, ^-rn^©fuifi^-ex7°p^^ 
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0'^m(DV--^xy°ny<^ ? i D^fuiEn. 

[0039] ftilE I D7°P/^ygM^ tuiEjiai^tLfciL—tf^SE^^I^OiL— 

~fc(D7 K b Xft^cS^VTs yWM^iELs ^ 

m=L-mrn^b^tc=L-^f I D^t/zL-HfBII1*$^fulEzL-+f'Stt'l* 

#§Eii#f£i*i©^-+f i >MH£ 
^T"T^O 

[0040] tulE I D 7°P/ W fulEP L/c ̂  =!a§£P ? 

-f I D ^fulEIIIIE3i^i^^l^l©Ht-eX70P/<^ y I 

D t 'J £o 

[0041] fulE I D^p/^^ii(t tulEiiai^tl/c^'J^M^^^KDzL-Hf I 

D ^gTfuIE-^'S'ttlElfs#©frt>=L-"+f II tt'l*$&Zmfr&to 

[0042] fulE I D^p/^^ii(t 

7°P/W y I D tcg-3VTfu§E*° 'J v§Elfs#f£frb*° 'J 

[0043] tu§E i D7°pymmvmm^-Rsmfemms tuiEf^tt L/C*°>J *>it 

sgicttu tuiE^^aiL/czL-Hfiitti*^ 

mm, +J—tfX£^T"t£«LT(D 

LTtulE^I 

t~ §o 

[0044] fulE I D 7°P/W ̂ ili, I ©¥y£^£#tM* 'J ^>!¥M^£fu§E*° 

[0045] tuiE i D^p/^^itt, tuiE^u^M^^ia)¥y^^^pr^^ 

fu§E*°^>M^ft©ZL-Hf I Dht-^^P/qyi 

[0046] tuiE i D^p/^^iKt mamta^ titer ti^y 



WO 2012/063783 8 PCT/JP2011/075611 

DCi^lNT, fulE-^lI@£IEli#f£fr^ZL-HfS14© 

[0047] tuiE i D^p/qyittt Ltc-^mm^^tmmyti^y 

^mW^<0=L—if I D^d^Vt, fulE^-+fS14IElt#f£ftt^l£ 

ZL—tf I DK—SrraiL—If I D£#frZL-HfSl4'|*$g©9^ 

ii @ £ K •-&f •& ii § £ c: ©ii § £ K m w- ti/cii g e> & •& ^L 
- -tf S 14^'lt# £ IXt# t £ o 

[0048] fulE I D^p/^ygili, tulEIXtfL/cZL-Hflltt^lt^KT7^^^ 

v-tz-y£fl^-r£o 

[0049] fulE I fulET7^^^ \-mmWM* yiz-^fulEII 
HiE^^™^<©j2l'(H7t;©"lf — 7°P/W §o 

[0050] fulE I D^p/^^itt, fulET7^^^ v-tz-y©i£M$fc 
©+*-— ex 7°p/<^ ygMfr £ n^-if— ex 7°pygg©Hf- ex 7°p 

A*^l D^IUIEZL —Hf)ltt^1*#^l©ZL —+f I 

[0051] fulE I D7°P/^ygMti, mi^^tltcT-h^y 

^Tt:tstist-exyp/wyi D&t/zL-Hf i D^S^VT, tuis-tf 

- e x m ^>fliEii#f£ I*I <Dv- e x % u m itft z v-- e x m u m *> v-- e 

xfiJffl4ncM^~t£0 

[0052] fulE I D7°PA^ygM&N mi^^tltcT-h^y 

^7K-aSti^+f-ex7°p/wy i D&t/zL-Hf i 

wM%&ihtz>o 

[0053] tu!E I D^p/^^ii(t fulEIIIIE^^T^;££^tt£^ ^I^IIIIE 

iMiifi©t-ex^p/wy i Dtmsy^ti^-exypA'^ y 

I D^fg^U 101111^1 D«>: 

I D^H^ttttTfulEfsl *=E1)IZW$ 

[0054] fulE I D 7°P/<^T ftilE^T L/clIIIE^^ I D£;N fulEP?y> 
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fcMM7V--is a 

[0055] fulE I D^p/^ fulEfEJ^LfcHHT7^—i>a >£#fr§I§IEji 

^J^A^:^:tuHEH^HiE^^™5f<CDj2l'(H7uCD"lf — tf X 7°P/W §o 

[0056] fu§E#+f-eX7°PA^ ygMOiL—IUIEZL 

lit 0 9 % (D -as(DII g £ £ II g lit £ £ Hitt /c ZL- +f S£ N g 

PIIIJZL-Hf I D^^P^^^TIElf-r^o 

[0057] fulE#^- ex 7°P/U ygi©ri^ 'J vlElfs#IStis fulEP 

IIMI^ L/cii^KHt-exTi'-^®)iM;&i^qrt"^p^y 

§I*° U v^lElfstSo 

[0058] tuiE^^-exyp/wygM^+f-ex^-^iEit#^^ tuiE+f-e 
7,j-^ lE'H t" •?> o 

[0059] fulE^-exyP/WygMte, tulEzL-Hf^^^Ht-ex^^^g 
tf&ts exH^^SHiiE h — ^ i/£#i,NANig;AN£:¥|J/E! U iulESUSE 

h — ? > tt^s&SE V — O y t tulE+f- tfX^- * §E'II#f£l*l 

ex7°p/^y I D t^m=L-mrn^(Dy Kl^Xlf^££#frs&liEjiBI^£ 

£:fuEE I D^UJU y^M^3^^5t"^>o 

[0060] fulE^+f-exyp/WygM^ tulET7^^^ 

SitSi:, IBI©fu§ES PilJzL-Hf I mtWrtLtzS PM=L 

— "tf I D£N 

^P^^^TtulEzL-Hf)ltt^^1*#IElt#ISKM®-r^o 

[0061] fulE^-exyp/WygMte, I©fi©i, 

#1f*gfc©iL—If I D^ggi©t-^yp/^yi 

^tulET7^^^ ->1z —y©jiM7c© I D^p/^ygiCIft] 
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[0062] fulE I D 7°P 

J&g £ g tt £ ̂  ^^s&SEiiBlJ&gl*l©s&SET7 a > £>s&SEiiBI I D 

^l^aaiL/clIlIE^ I Dt, fu§EMti3ftfczL-HfS14^1* 
mte<D=L—y i izm^&h\ 

[0063] tulE#^- tfX7°P A'^ ̂ ili, tuIESHSET7 "t — a 'J ^>1*1© 

tulEIIIIET7^-^ a >1^101111^^ 

£ £ T1'^ * )Vm& tZZti^ti&SEf £o 

[0064] fulE^-exyPtulE^IIEL/c^^^-rtltlE^©^ 
3\ IIIIE K-? >u i©IIIIE v—o y i DIZM&H 
ttTfu§Ef§2p<^ IJ 

[0065] fu§E&+f-tfX7°PA^ygM&, fu§E»$&Sti/cSPIEh-?>«>:, ^ 

MJIEK-^7yizmmn^-etuiEiniE^ i D%fn.xm&ttv% 
titc=L—y\ D 

[0066] fu§E&+f-tfX7°PA^ygM&, tulEiiai^ti/cHt-ex^T^^KS 

-3^Xs ^§£+f-tfX^T™;£l*l(£>§I§IE V-0 V^fulE+f-tfxy-^IE'li 

tM^MXfo&o 

[^2]^2ttN m^Ml&mzSttZ I d PZL-Hf "J/^y K 'J £§ftBS-t£/ctf)0 

[^3]^3tt, 

/cto©^l^iii"efe-g)o 

[H4]H4 fc£% |W|»m^Cfc^^lIIIE^/lN0|J^X \*7ZmWtZtzto(Dm 
^.MXfo&o 

[^5]^5tt, mmMMmiZ-BttZS PzL-Hf§££jU-JUX V7*m%tZtz 
£>(D\ 
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[ n6] m 6iniz & w- £ -BIIBitSP £ t •§ tz & am#nrv & 3 
o 

cm8]m8ns 1 d PX hy&imthtcsbcDm^m 
T*$>2>o 

[H9]n9m^MMBiztsuzs pzL-nf u #*j s') Jkimt&tcfrmt 
3£|§| "£&£><, 

[^10]^ 1 oti, m^mMAZ&ttZ>+)— tXf-^7, h7£§£B£1-£/cto 
cD*li£mt£>-g>0 

[EHHm m, S7£!i£B£-r£fca&©^5S 
n-e&£0 

$> §0 

[ 1113] in 1 3 &, HD MMMPS. tZ 33 £ ̂ SEdx 'J *> X h 7 % $m t £ tc £> (D*1 

[^14]^ 1 4tt, H^5t5MJC33^i)±^il]^©fE^«:^-r^®"eS>i>o 

[|H15]|gl1 5ti, |fl^M^«lKfcn^i>^--+fI^liE0^Il7P-^^-rv-^-

[m6]iiii mmmmiz&ij&zL-vtmv^mz&wmMmmo) 
—$J£^1~7"P vO ItfeSo 

[H17]|i|1 7tt, |W|^M^Kfc^^.IfJIE^/lNo,^>M0Mil7P-^^ 

"T^>->r >7.11 

[@18]|H1 8 its 

immmi 9iAs iw^MMiz&vzrti'yy 
— <r>zm~C$>Z>o 

[IH20]® 2 Ott, 
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Mo—v omxfo&o 

[ni2i]m2 1 

x@"e^-g)o 

[m22]m2 2tiN mmmimz&tt&mti&mommz&mtemj&wmo)-
0IJ£^1~7"P y omxfo&o 

[m23]m2 3 its 

[@24]m24tiN 

[H|25]|SI 2 h/r^tS/cfi!)© 

[H]26]|H 2 6 tiN S7^t5fc 

to®^lTt@"efe-g)o 

[0068] J^T, &fc\ 
, EJEK: i D7°PAV 

, =L- -tra i D 7° • / \v colintK pffm t § ttn HIIEM#-> &*fu 
Ltu§„ i;fc, /\-K^7x 

7Ml&, ^'0-L7MMtVy hO ^7t(Dm^m^(D^f'tl-etj 

ll£"tNi/&©77 ht>^7t LTtt, ^#>*yS9 

s-ju^n, # 

f5 "T £ tg £ ̂ ii £ -& £ Jfc tsb © 7° • V 5 A JB ^ e> tl § o 

[0069] <n 1 

HI 1 tin 1 

j£M-e&Vs EI2 7^HI1 3&mMMZWz&ttZ 'J*°^ h IU 3>;PXtt 

i5it^^:^-ri)^:a&©^^-e$>€)o ZL-nf 

£ZL-«^ 1 OOtMLTP 7-f >^lI£^7Rrl£& I D 7°P A 

<f yg® 200t • ?>r L/cil^tCZL-Hf^ 1 0 0 tc-9— 



WO 2012/063783 13 PCT/JP2011/075611 

fc\ y^m.3 0 0&, ictlil 

[0070] ZL-«^1 0 0&, I D 7°P 

yuy^m.2 o o&m-^^p/^ y^M3 o o ^fqrts&ggt 
fcU, n—V~- tfX7°PA^ ? 

mw3 o otcjiMf-satins i Dyp/^ygi2oo^©ni:-p^> 

®M-£^j?Z>W&£s t-^^p/wygf3 OOi^t-^T-a' 
^>a >7° 

P^CPU d ̂  tC <fc y % L/c"f — 

[0071] ID^p/^ygi2 0 0(i, ZL-Hf07My>^^ ̂ WS-r^t,® 

tfe u, i d PzL-nf IJ ifsV K 'j 2 o 1, +)--zzmmwuz K T 2 0 2, 

ISSEjiBltf'J K772 0 3, S P =L-+?=%£JU-JUX K T7 2 0 4 , -0|§E 

1ISP2 0 5, SlIE'lltpP2 0 6, I d PsSSEgglSP2 0 7, ^SE^/\> K 'J 

> ?SP 2 0 8, s&SEiiBltf 'J >>« 2 0 9WI d P 7 tl 0 > K 7°P \f.V 

3 —> ̂ PP 2 1 O^ffixTl^o 

[0072] lit, I d P ZL—f 'J K 'J 2 0 Hi, I D 7°P / U ?£W. 2 0 0 if 

(JUTS rn—tf« 
14'lt^J ^lElfst^o I d PZL-H/'J*°V' h U (ZL-

+fS141*#§Elt#f£) 2 0 Hi, m2lZmt£?lZ, ZL —tfZftfetZtztb 

© ZL - © JI @ ^ ̂  ZL - +f S1£ © II ttfcZL-+f Stt'lt# 

20 1 atfe^T, ZL-Hf^fiSiJ-r^ZL-Hf I Dt ZL-W^^, ZL-

f©^!^:, IL—tf©$®6£, ZL-H/^077 IL—tf©p? 

-f > MM tc #0§ t s #0° it tzmsz iz^mmt(D=L - -+f jntti*$g 2 o 

1 a£§E'li~t£o 

[0073] &fc\ ZL-Hfstti*#2 o 1 a M A © i*$g £ mm h 1*$g © t 

&yN ZL-HfBtt'l*#2 0 1 a©^ LT^i, ZL-Hf©^g, ZL-f0pjiI 
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% n-+fm^(DT KbX'l*^ ZL-Hf0p^y 

Lfr U itibtctiP^btiTs m&'l: 

tz&nvm.s £ ̂ IIs ±6 ^ zHt j; i\ s 
/c, zL-wn^y 
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