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[0001] The present g;) gsure relates generally to

i nformati on handl i ng syst ens, and nore particularly
to updating the basic input output system of an

i nformati on handling ] As the val ue and
use of information coBW@M@W@W" ncrease, individuals
and busi nesses seek ys to acquire,

process and store informatPBHE. One option avai | abl e
to users is information handling systens.

i nf % GHIRSERT-INPEPENDEM MERHOPHOR la\TA D REMOTELY
processes, cYRBATING ANDEONFIGHRING SYSHRMBI@S es

informati on or data for business, personal, or other
pur poses thereby allow ng users to take advantage of
the value of the information. Because technol ogy and
i nf or mati on handl i ng need22%BERYPEqui r enent s vary

bet ween different users or applications, IHSs nay al so

[OOOMar yTh@@Bdséhf@sMb‘@Ire reﬂét@é @aher@nyhloﬁnfohaﬁltwrﬂﬁhndhrﬁy\s)tslt@ns and more
mic

' f
partiqyfised Bhttng s BEEC t9pot eulih b e G IR HGH taeling syster.
and efficiently the |nfornat|on may be processed
00031, RRist®; 428 GEhRRI oy ERuPRUTEES 1 BpiEaRe, (dvduals and
busingssys eeelepadmcﬁmal W fwabquausz fprouessi ld btosn Hréicimatidon. One option
essi ng,

ro &I vat i ons,
availgg 18 30 ol Blerapfihe RO oM o PIBRALIY SAETBRSSystem (HS)
genetaly @d@be&seﬁsﬂ comnpifss, l‘sm)jes mbld)deommun&fatestmfoﬂﬁatlnﬂf @WM@ for business,
anp SO tF}Ware conp % rLts % tcgnfl urted 0 | f th
pers i A oah b RS R alaiio AEe i Ry GRAA T HNCaR o o valve of the
inforrhatidnud@eoalﬂseotechmleg;c@npuhtermatymt emsdhngameedst amchgequirements vary

betwc—:‘c@/ 8%}@? ntt ﬁ%?rs;@rts f%ﬁ&){ﬁ%g%aé'négg %y Aéqrgg ' § what information is

handledshdwnﬂwesmfdrmamm |sprhagdlam mmcrhua:meGMIonnstprumssed,sstored or

comrﬁt?nq%étéoe gantd& ﬁ&%ﬂg r(ra[i’ilflc:ti tIgQRé wﬁgr?r{a% R rf?éilcﬁ %?’octels?ged, stored, or

oar K dri seril
comrmarma]enl ctie watlomnh IbiSlseaIIow lﬁmrdHISems bwlgeherat or copfiguirad for a specific

user 8???%% edlséérﬁ‘uc s:r Hﬁar%liaﬁraﬁg%cn?ﬁ )prr(?{e% irngdaﬁ'l%e%servatlons enterprise
data storage, entertainment, and/or global communications. In addition, IHSs may include a
variety of hardware and software components that may be configured to process, store, and
communicate information and may include one or more computer systems, data storage

systems, and networking systems.

[0003] A basic input/output system (BIOS) is generally a memory resident software
program which includes instructions required to control computer peripherals such as the
keyboard, display screen, disk drives, serial communications, and other functions without
relying on a hard disk. The BIOS may be referred to as ‘firmware’ since it is typically stored in
a non-volatile memory (NVM), e.g., flash memory. This ensures that the BIOS will be available

to boot the system, even when there is a disk failure.



a non-vol atile nenory (NVM, e.g., flash nenory. This
ensures that the BIOS wll be available to boot the
system even when there is a disk failure. 1 [0004]
The BICS also typically includes a SETUP code and a
power - on-sel f-test (POST) program both of which are
wel | known to those skilled in the art. The SETUP code
|l ets a user configure the conputer systemin a
desired manner, e.g., by specifying whether certain
features are enabled or disabled, and by specifying
certain preferences. Conputer system configuration
generally refers to a process for setting, defining,
and/ or selecting hardware, software properties,
paranmeters, or attributes of the system The POST code
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progegiy bpymfdgnq:ryargtvmlléwown tothass wstiech i the gsth Tienlr WP code lets a user
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conﬂé@r@a%eﬁ’%rtﬁéﬁ&t %%sterﬂpngt % C@etrsggé‘arﬁné’rfr{e‘(”a[a% pBP%@@éﬂ; r‘?;u%ether certain

featuges piegenabiadoar dlﬁ@téw ol 5 Rep4gcitying cmtam a@r@emqseSup@qveuter system

confl%hr%t@\ ené&raly ffers! Qcélldr&ce% b€ BRMifY, ydefl-ﬁp'@ h)o?‘@'e@ghng hardware,

Pat ent ‘descri bes vari ous asp ects (0] atln
softwareogronesiias aayarmtews@@alatsmbum|ththesswsmlr eatPélﬁ code tests and

mntnalllrk%'ée\}arr‘logé/ cBﬁl Sﬁé?rﬂé:ewhe"r) tHeSsyB ?ﬁtn?né a@hv%% 6§§}heme' éé?@P and POST
mputer For Locally And Renotely Updati ng
COdGAa%QP@a'FWQﬂed@JNHM siopgasdiash (BINGBY- Ui | i zi ng One
Update File'. [0006] However, inplenenting a change or
modi fi cation to the Bl S may be cunbersone since the
[000%, Os Peesgstinfanphication oftwarenrrogiams such fepcppPiegBI@$ update program
RBU 'amdyd'i‘td Fé'i‘l%té’fcoﬁfld?ﬁéﬂdnclmeﬂéce ?ﬁ?@sa% aQQPcllbféyﬁJdu;Sdété h\% BIOS either

For exanp menory Init I zation code may
'°°a'wf5%“%bn fo@JO"%fﬂg Hv%rFiﬁt@mdﬁg@tbewaﬁ@r% weceﬁé@pa@tmg the BIOS

remo?él)fﬁ 1664l Wﬁhéh *P@mb&ﬁb#é@&ﬂhér@mwtremy 1§ USPP'étbﬁt 6,838,688 entitled
reshi ng during the initializatio

‘Methdfed &%ntgter 5%\30“@”}’ Pk Semeial URdaling, &y %[%%ﬂ’g%% Output System

(BIOSRUtiliziNgt O Up&at8®®ry after an internal bus reset,
e.g., after a peripheral conponent interconnect (PCI)

bus reset. [0007] Therefore, a need exists to inprove

(000 pdaHo%vémﬁn&MNb@ﬁngaé]cMT@e ﬁ%fﬂ:‘aﬂ&# 46 the IBIOBQHAbE Bumbersome
esirable to provi for renotel | ocal | y updatin

sincey g DRSS e a6 be Ragiied dépendisscomitin mpfations of a partioular

chipset 8épléfddantheoHR Fd?'e&ﬁﬁt\ le, ARARINY inftfARzlioh 2B¥E Ha§3Red to be modified
found in the rP“ or ods di scussed. above.

for every chlpset supported Specual BIOS code may be included to put memory circuits in self

refreshing mode during the initialization. Additionally, some chipsets used in server designs

may initialize memory after an internal bus reset, e.g., after a peripheral component

interconnect (PCI) bus reset.

[0007] Therefore, a need exists to improve updating the NVM of an IHS. Accordingly, it
would be desirable to provide for remotely or locally updating the BIOS code in manner that is
independent of the limitations of a chipset, absent the disadvantages found in the prior

methods discussed above.



2 Summary [0008] The foregoing need is addressed by
the teachings of the present disclosure, which
relates to updating an NVM of an IHS. According to one
enbodi nent for updating a BIOS code stored in an NVM
included in an IHS, a plurality of conditions
permtting the updating of the BIOS stored in the NVM
froma nmenory of the IHS are verified. The contents of
the menmory are preserved by disabling interrupts and
di sabling bus nasters capable of causing a change in
the contents of the menorySUuTERANB| OS stored in the NVM
is updated fromthe menmory. A user interface is
rovi ded to display status of the updating of the NVM _
[000510 [ ﬁbeé«arego'ug@ﬁeéi@@c#drwe byupe teasdings of %mpréw"tth@dosure, which
t | . .
relat%’sﬁgfﬁé c{/bgigggq‘@ AL, 6fﬁ%r{ gﬁ%n Al?%or% gﬂot%}%t ﬁrgﬁ%{il%gﬁf%‘??@ﬁgtmg a BIOS
codeggtgredtin ap (DOO@]m drimjand aﬁtpégé'iiy af eonglitifing\pegmitting the updating of
the E?]\@‘“Soétgfé@htt‘ﬂetw 4] HRd 3\ of TRy é%/eniﬁar S?HE &Bntents of the
enbo nments a tag eous provi an
mempwmr@\pé@seamotﬁm@e@bhngerdhﬁur@fa@nd @laahtmgbu%mﬁeterﬂ eapgble of causing a
chan%@‘?n MEVEH Refits BAAE 'm érn@r% 'Ehé @%@t@ﬂcﬁ@&‘tm %le ﬁ\/ﬁmso}ﬁ_gdated from the

[Tmtations thereo el n Ized in
memayy. g pherdaterface jsrrygyided tangipRiny ﬁ@}u%@f teg epdatingef the NVM to improve

user |e9[§<§|ejn¥e' (‘prh%oh'ﬁ'@tléﬁ“y FNe HRP tHRNBGUL Okt B eﬂa | @old reboot,

'ocati on coup I'S” executable
therepi @nabjingdhne §hﬁjfge§ﬁéa®\?ﬂ/lt% BIQsuto tks/ effRfLt O rmdl fy the

Bl OS code for each specific chipset. The changes nade

to the BIOS take effect after a cold boot event of the
[0009]Hs. Sererat aovaetapes idyA ashievas Beeeirings tq dba oflustiative jembodiments
presér{tédJ $efeit. eSTI’Fe @h’n%%m@n?@ Eaﬁarﬁige%ﬁslg |_||§0VIa§ G8f GhNehpt&eBNautomated

nbodi ment

teChr]'cﬂler@t HROPR @oateﬁﬁ ‘PfotaefN)\fM dbédPPW'éP@tNﬁ/md@Pe%‘?P”F [&a chipset, and
limitaB66P kY, BenitiRe® aringans. AP8dplikatidriprogRn, erﬁ’cHC ﬂnﬁy\’be executing

chart il]| ustratl ng additi onal details of ver|f
locally) inr the; lﬂs GNO/OE S PR oRSCHEL A FetPMfte HO‘Faé‘P@r%’E@dt@ the IHS, is

execﬁtb@e t%haagé%éiwﬂeﬁ@ Anhemhadivimetit h&\@rQ;l?ﬂ mBH@ thEBIGS code for

low chart _illustrating additional details
each ﬁP@@E‘? #RRptc JRe ehrngesimagertaiiie RIS Fakg&ifedh after B 6plibagEavent of the
IHS.to FIG 2A, according to an enbodi nent. 3

Brief Description of the Drawings

[0010] FIG. 1 illustrates a block diagram of an IHS, according to an embodiment.

[0011] FIG. 2A is a flow chart illustrating a method for updating an NVM of an IHS,

according to an embodiment.

[0012] FIG. 2B is a flow chart illustrating additional details of verifying a plurality of
conditions described with reference to FIG. 2A, according to an embodiment.

[0013] FIG. 2C is a flow chart illustrating additional details of preserving contents of a RAM
described with reference to FIG. 2A, according to an embodiment.
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[0014] FIG 2Dis a flow chart illustrating additiona
details of updating the contents of a NVMfroma RAM
described with reference to FIG 2A, according to an
enbodi nent. [0015] FIG 3 is a flow chart illustrating
a method for updating a BIOCS of an IHS, according to
an enbodi nent. Detailed Description [0016] Novel
features believed characteristic of the present

di scl osure are set forth in the appended clains. The

di scl osure itself, however, as well as a preferred
[0014jpde FHa. 2fdds avigm ehast illesifating jagddisional dHeirile-aft upgleting the contents of a
NVMthb‘?r'i 5 fam ¥bd an&%tB ‘?ﬁe:‘éﬁ‘.@@ kP ERD B ALY Ll 5 B 5P oBod Rfent.
| om ng etail escription of an ilfustrative
enbodlnent when read in conjunction with the
cco f i ' ' ;
[0015;:]I r ngws \l/dl%kg @’éﬁrﬂglgsatlrra?—nﬁ acngéig&? W%g%t%gg BE?’%E{Z%?IHS, according
toanéwdﬁ@ﬂnﬁﬁnponents descri bed herein may be inplenented
as hardware (including discrete conponents,
integrated circuits and systens-on-a-chip ' SCC ),
firmvare (including applaiis@bb&ipgeeci fic integrated
circuits and programrebl e chips) and/or software or a
onbi nati on thereof, depending on the application

l001$]equNPéﬂéﬁ@t§reS[wmd @ﬁmtgwlatqfémﬁ preseRicqisahesyire atgset forth in the

appeH@ed)&Ia%sdeméﬁséﬁé’éﬂr@ﬁséf RN 88 dell @5 QS SrefePre® mode of use, various
process for setting, defining, or selecting hardware

Oble%%ﬁ apd sshvaniages éh%ﬁ%fr tw'lé§estpb? difleestecd By Treferencepier the following

detaiRt HBS& g8y C& and{uegtratnbs émb&menpemeaf Nedd RRS cOHjuM&Bh with the
t echnol ogi es such pl ug- and-play may automatically

accoppanyiRd rdEayings. dethéer”E%‘PQﬂy gf (@rlg%ézlrgw@/ oflevices, boards, cards,

mod&ég‘fbl&krsa*ahgl‘&r %Fn%oﬁ@ﬁts %sb#&d’fﬁé{reﬂ\e%ytﬁ’e B léﬁ%ﬁe%das hardware
enhance functionalit fix défects.

(noiuggu TN REORITS. JriGOARST CHERaATE BIS SRR aMA/NID SOC), firmware

mcItﬂ&i@Eé@hcatlbﬁ sﬁ@cnﬁtﬁ%f&g@eﬂe@ BirgL5te tand e rhinfaBle(Shigs) dAd/oP software or a
mtations of the chipset. However,

r kar.oun
Combd{&I'QPHEﬁ ‘3 %‘?ﬂeﬁg@ﬂ %ﬁé%??'?‘@a@ﬁ”‘cﬁqf’ﬁ%% Ses
developnents costs and adds tinme delays in
intr u %Inew ucts. Thus, a need exjsts

0]
[0014); ov Ppd ﬁsﬁ 93 Bset LB fL & Aayice é“‘i’/lﬂaép%’ﬁk?é'htanﬂffefefs o a
procetslaeorciurmgeuemﬂﬁg Qi se[eem@harewaw ghdier $AwaRe pﬁfﬁbﬁ@b”@é}hmeters or

e ed [ Min
attnbaﬁs| up e gemgqjﬁgﬁ? pﬁeoqys@ghd naingt y;b%srﬂ{\w ?\pﬂl@gles such as plug-
and- pl@,dﬂltayﬁltoﬁfatlbéil@ Bhfurs tey @sliden t he NVM from a menory
of the IHS are verified. The contents of the nenory
are preserved by disabling 4
[0018] BIOS code and/or configuration data for an IHS may need to be updated to

enhance functionality and/or fix defects. A well known technique to provide the updates locally
or remotely is to develop chipset specific BIOS code to workaround the limitations of the
chipset. However, developing chipset specific BIOS increases developments costs and adds
time delays in introducing new products. Thus, a need exists to provide for updating BIOS
code that is independent of the chipset design.

[0019] According to one embodiment for updating a BIOS code stored in an NVM included
in an IHS, a plurality of conditions permitting the updating of the BIOS stored in the NVM from

a memory of the IHS are verified. The contents of the memory are preserved by disabling
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interrupts and di sabling bus nasters capabl e of

causing a change in the contents of the nenory. The

BICS stored in the NVMis updated fromthe nenory. A

user interface is provided to display status of the

updating of the NVMto inprove user experience. Upon

conpl etion of the updating, the IHS is reset by

enabling a cold reboot, thereby enabling the changes

made to the BIOS to take effect. [0020] For purposes
~of this disclosure, an |IHS may include any
interfuptst anchwlisakling pusmasigrgreagable &ffcqusingr arpbangd in ithes contents of the

r u sik. t ; ;

men}ggﬁ FhL %Ib?egt?fégvﬁemgf*\glﬁldgt%da@doﬁ&ﬁS(h% tngé?rgérv‘ A A S, ’lnterface is
prowmm é’iﬂPbYd@ﬁ@@tOf theopddting ep thediyd) tchamtb\ee user experience- Upon
comdéétidn c?ﬁhe g@é?é@; 'Hé)fsl-(lzif g}t ISEPW QE%bAlhg ﬁe!:clﬂg ?chitbﬁétpgkby enabling the
changes pade o theFEB@SéQ&aﬁ@IQif,eCt he IHS may be a personal

comput er, including notebook conputers, personal

digital assistants, cellular phones, gam ng consoles, _
[002Q] netrebrivreasesagie thiediseiosug, amylHS rgy inoliideaBhy instrumentality or
200 e 1 REMTBHalREY obdtallo™ty, cOiMpRR: RBSHACHRESS, tapsmi, receive,
retrleaec@rwai@rm\ntyh(mm dISDHSé anifest, eiemdes@dn@prmowlwdle or utilize
any fﬁHfT?Bf AformafdH, rlrﬂialll rf@:%eérs dl’ ég ls’):l Rfﬂch%rqyé‘? ‘?]pﬂ'rer purposes.

of tware cont'ro og| Rer fé
For eyampleadig 1HD may %mﬁ@whcwpwthe mqkshrr@pote edkuermpiriers, personal
digitdt asBRfaRtsdicaiig preme 6185, 4RLMNRRK s
9! cc?rsn’rur?ﬁcsatcléng V\ﬁbt h gxwmglcoﬁgv%es %\t\gﬁv\efﬁ%gtse (\j/%\ﬁ’c{eogr any other
suitablgslevicgrandonay yary(in/s@e. shens, degornsansh, iusctipriadtybaad @ricea The IHS
may TRURR rfRdBnfla ée@gomgr'n%?y] E:Y AMI TEne! BIS, p%ffé%sh?crleggtﬁ'ces such as

one or _nore uses l'e o receive/tra
centra RFREPISHS: %h@%@t%@ﬁ’w&ﬁé oy gPitwere geakraliagie. ROM, and/or other types

of NW”‘R@B@BF\Q cobrfpBRadts ot fRe LS hh%ﬁk[@%%ﬁe%r *Prhd?é'@ sﬁ'dﬁ%@@ne or more
an | HS 100, according to an enbodi nent.

netwqrcb@ortﬁ EQrF@BYNYNIGHting Mdth Giterna) devicespwal ae &@wsmlayd output (/0)

dewc(aBAMChJa%(b kéYoo8rd 8frfdUstdahPa @@eo Rip é/”emérlb‘l)s ma’&nal%/ Mclude one or
12 a di sgllfaé devi ce 105, a keyboard 125 and an I/
4

morngqusopp%rla reCSIveEAnemg) P‘P"ﬂ@“(}'ﬁ?q%‘ésb@i"’ﬁém the Ga”OUS hardware
comp¥pehees each coupled to a bus 150. For exanple, the

/O controller 140 may include a keyboard controller,

a cursor device controller and/or the serial 1/0

[002£10Nt Fd | Bfllusttdte S BICR dRRram SLas 1199406, ha%boﬂ'dh‘@ tb&hBmbodiment. The
"Informati on handling systen is i nt ended

IHS R BRHERS 2 AHgraseen HLO: RANORT ACERSSBLBEY (P "@odlalspagterred to as

maini AGh&/E, tdnoRgMt Tz@maajlw@dié/wcm lém 3/595}321]29 dhd@an /O controller 140
articul ar enbodi nent, "anot her di tional

for coprRling ariops oﬁt@q{d@, d@ﬂwaql'ggoupled to a bus 150. For example, the I/O

controller 140 may include a keyboard controller, a cursor device controller and/or the serial
I/O controller. It should be understood that the term “information handling system” is intended
to encompass any device having a processor that executes instructions from a memory

medium.

[0022] In a particular embodiment, another or additional non-volatile memory (ANVM) 160,
e.g., a battery backed CMOS memory, is coupled to the bus 150. The ANVM 160 is used to
store |HS configuration data such as hard disk settings, devices and I/O ports, date and time

5



e.g., a battery backed CMOS nenory, is coupled to the

bus 150. The ANVM 160 is used to store IHS

configuration data such as hard di sk settings, devices

and 1/O ports, date and tinme 5 settings, system

security settings, start options, power managenent

settings and simlar others. In a particular

enbodi ment, the ANVM 160 nay be integrated into

anot her nmenory device included in the IHS 100 such as

the RAM 120. In a particul ar enbodi nent, a portion of
settingpe SY8IRMN 1 9ecuUrity §8liR0s, ostamt RRNORS, Bpewer! g@nagement settings and similar
other@arlﬁ IChArfEuISTRABLAIMBEE, te RRVIM 980 ?rfaytlnee n@}’hteé%@to' another memory

used to store an application program 1

devicgipsludesin e D IPGsHCchAS tha dAMId30.0 fea gartlcqqlgf @mbodiment, a portion of
the NVAF 4 5816 iQiaStoldidte PBROSIES. UirﬁQ'pﬁrtEMlaF Bﬁmb@&uﬁfe%%sé)bor%&r@of the RAM

to generate a new | nage for 0, and hence
120 is gped 19estgANIFPRlication RregsAm 10719l aTmee%?@b@ﬁt'ﬁe nwogrtarﬁé 7Rdgludes one or

more lﬁ‘ﬁgﬁ:tlbﬁs %Pé?éjexé&ﬁtatbréeb)aﬁ'@ ﬂ)r%@éés‘ap 1@6 Q&b@ﬂér&?eoa 'n@wtlhw%ge for the

prior to Ug at1 ng

BIOS 1) amﬁ@ea%rqréfm Ny b%gknaarpqrreulﬁhymbedléwe& Grabew gnage is stored
by thé%@ﬁ&tlbheerMnl% 'n%@lﬁ(A(Molrzonﬁ')br he uElsétﬁ%Uﬁ@CBIbE #80 in the NVM

renote process executi ng on anot ner

122. Jiheapplicatiop Psyoram 1 Ogaay be GK%ﬁUthtﬂdﬁtqwé‘e N\H\é 1 @@a"y or may be
exec%ggbkra%hh@ B8R du@bdtfigl A SHoitRA 119 (AB1S) I(ﬁ&tshawwsons)

i s i ndependent of a chi pset used i'n the
and which is executable to update the NVM 122 from

[002§]he |rﬂ’%9?ar§&tﬂére@n'ib6dmt R Bieds MdinEFUGQ@COG@t@Isbsre@érred to as
the u 122 fromthe RAM 120 are

instrugtians) %r@@p R nﬂq!\eqe@fi@rptéﬁ achinsetysed in thy s> 190 qrpfbwhlch is executable to

updafe/tAé RRARPH 221 irgmctﬁmé‘ééélbfe% |M‘tﬁé‘RhNﬁ‘1 Y SAcfdﬂo?\Qn@élQPerfslhe updating
ch 1 ncludes data, address and

of the AV 122 11T 6 FAM 16RE R HBIPRE I TSIREERES [65 Zray

include nultiple instances of the bus 150. In an
xe ar non- depi ct ed enbodi nent, not all device
[°°2§ homwiéo%é%n EPYMEBIGRAIEE Vit eHYSIRT CoBponeTe Via the bus 150,
whch"MbIhU@é BataNad@BSLENPEoritiVE lifdES 1h e BRYbIMRMentNthe IHS 100 may include
nor e Broprletag% st andar.d

muItng{ﬁg'Fs In%gggf &m}ettﬂﬁ%g% ﬁraegtelx9m {aé)hd‘ﬁf‘dj@ gquceﬁntagdlrp@jmt not all devices

showﬁ’(ﬁheﬁ/ bé &Pecth%Bupl&B@Jﬁwe tiu%d1 56)' nFHe&huIﬂElB@r@ano%s of the bus 150 may be
ni cati ons device

in comARCP AR 3 & SRkH BioPHeRaCRE HRYs Sadonays Bk Massuplay standards

such &9 PONePOIdsISKE USE) swrml@l gnd $ifilafothBE, A covhmahieatfons device 145, such
i nformati on exchan betvveﬁn the IHS 100 an

asa aeetvpe%lg g? Eard ar’(j ta 18 vice, MRy be GoRpaegip Otthgﬁ)rua 150 to enable
wiredp@idl dronitelésseiffaptiatidéxchAge bbtebAGhayS i1UQ|aMGother dewces/systems

(not i) Busteas i RS oo AT Poiz B i mekufice mutiple
instar;clleg/d(f) fwecmet@ksbm 1M ey 86 Girdultidere AUMproc8shor BEdtéCt | ons

[0025] The processor 110 is operable to execute the computing instructions and/or
operations of the IHS 100. The memory medium, e.g., RAM 120, preferably stores instructions
(also known as a “software program”) for implementing various embodiments of a method in
accordance with the present disclosure. An operating system (OS) 122 of the IHS 100 is a
type of software program that controls execution of other software programs, referred to as the

application software programs, e.g., the application program 170. In various embodiments the
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operations of the IHS 100. The nenory nedium e.qg.,

RAM 120, preferably stores instructions (also known

as a "software progrant) for inplenenting various

enbodi nents of a nmethod in accordance with the

present disclosure. An operating system (0OS) 122 of

the IHS 100 is a type of software programt hat

controls execution of other software prograns,

referred to as the application software prograns,

.g., the application program 170. In various
mstr@%@aararﬁi/ﬁrss@fhr\eareapr«mmmayo@e irriemmentedf inwdarious ways, including

I I | ri s udj

procgdrlgggggfde”ggc%l{eggh%m ﬁfuﬂgggwtct{)éﬁ%%‘n et%t dridfdrUdbBEct-oriented
techhigyes iagpag othaisl/ dhe EHPectBOGs twpinadyl prqge@rhmrequregn agagmigy language.
Softv%reerﬁér a-EB%eBiln%rrlr&Qeﬂ %S@g% C)'(‘MLVCQ+ E)é%@'eﬁvé rémar]\/lrgrosofts NET

assenb | anguage. Software may al so be 1 nplenente
technalpgyy C XM., C++ objects, Java and Mcrosoft's NET

technol ogy. [0026] In a non-depi cted, exenplary

enbodi ment, the IHS 100 is operable in a plurality of .
[0026he 1 47 RrYNIHsRIcteds gxpMBlaryerabedimapt, thedElS 1P isdiperakiniia,a plurality of
operati I_lgur‘ﬂb&éé@udﬁoé’sea s?arﬁﬁfrﬁoa@dﬁr AlRdmodd, M hiH-iRE RRSER: a €afe mode and
o 100 may be described to be operating in a wafm or
similgr otRerg- Stherltigp! 00dPay be desaiippd i e oRREling ie@ War r B qofsl startup (or
boot%ﬁ%oﬂé%@ﬁe%é&ﬁtr%@% SBS’e EGEh aﬁﬂ'ﬁeegETUr é’d"ﬁosq’%des The IHS

exit the startup e execution
100 mv&vrfﬁhet%arﬁrpdmeéﬁtwhﬂn the PQ$Br¢9fiererxe@utrondmcpﬁ@I® @sd control is

transl&%otfﬁasrﬁ E}%O@n@ﬁ ?édbﬁQhél')EEr%ﬂhé Q@erﬁ%ésﬁzé BethkMPs498: The IHS 100

may descri bed eratin In a
may ibgndescrigechini Be \itperating dn @srumptme gnrctsaawgan el QS 122 is loaded and is

operfie kR RulcbrRXR U8 apPRalbn PRIgFarAPAlhCRIthe] ﬂfcg%r@ﬂi%gram 170.
such as the application program 170. 002753

is a flowchart illustrating a nethod for updatlng an

[002NVM @iGapAlisiS floRcerardinngrdtdgad n@é‘[ﬁ@tﬂ'fcﬁ%‘édatrh? @h NVM of an IHS,
i cular enbodiment, the NVMis substanti al
accolellig o 4l S REIRO. 1505 RRUSHRESTROATBSS 478 NUM s Sheiagtiall the same

as tha NN a2 Had W9 iglasssidriaanl ietsAmee{<hemas 100 dekédBedwith reference to
FlG. g0028] At step 210, an application programsuch as the

pplication program 170 is executed to generate an

updat ed image of the BICS 180 stored in the NVM 122.

é particul ar enmbodi nent, a renpte process and/ or
[002

ppl r“éaﬁt%ﬁer&arérﬁ"e%&squs@ararﬁ%ﬁo%ére appiigatigy giogiam 170 is

execategetgt géﬂeraérétﬁ‘[rpddféd u‘ﬁﬁ%@)&%’é FIOBO1 FERREd th HRENVM 122. In a
At step 212 theudatedlrrae

at ed
pa”'@@%re?fa*e%ddr“ Pc fanale Presest anglor erelcaten RrogiaRbereauingen another
IHS, 8i¢ch &daRARdIServer, may be executed to generate the updated image. At step 212,

the updated image generated locally or remotely is stored in the RAM 120 and an update
request flag or bit is set in the ANVM 160. Setting the update request bit is indicative of a
pending request to update the NVM 122. For example, an RBU program or an RCI may
request an update of the BIOS by setting the update request flag. At step 214, a processor
initialization command such as PROC_INIT is generated by the application program 170 to
initiate the updating of the NVM 122. In a particular embodiment, in a multiprocessor system
multiple processors may be reset by the processor initialization command. At step 216, a

plurality of conditions are verified to be valid and/or set prior to the updating of the NVM 122



request flag or bit is set in the ANVM 160. Setti ng

the update request bit is indicative of a pending

request to update the NVM 122. For exanple, an RBU

programor an RCI may request an update of the BICOS

by setting the update request flag. At step 214, a

processor initialization conmand such as PROCINT is

generated by the application program 170 to initiate

the updating of the NVM 122. In a particul ar

enmbodi nent, in a nultiprocessor system mnultiple
from ;ﬂi'&)@@iﬁé@ﬂ gnagey Additianabdetpis ohtbe piwrglity ©btests verified are described with
referbitelib® gz i on conmand. At step 216, a plurality of

conchtl ons are verified to be valid and/or set prior

to the updating of the NVM 122 7 fromthe updated

mag : It t;

(0020 TE O SPE S, SRREnERHANGTN 12OF Ui edled 58 are presenved
and/qrpoatefteds Addidipnal tigtailg ohpreaeryingfthe pentemtn/iof the RAMI18@iargydescribed
with T’eggreHPéj% ef | 589 Ataétgp 3565 feVREM ?{%{ Olpddtd ﬁBFnel‘He updated image

tional details o reserving t contents of

storepAMthe B AM éZ@eéF@at beeontﬂmsrpf rth¢ tpdaied image-store©. thAtRAM 120 are
t t e t

cople% t%pthg%g?gr1e Lol ﬁﬁ%&ﬁlﬂ%gﬁ %dairtlSﬁQ’I dc%garllltgebﬁt ES& ng the NVM 122

from t gf\wam@rg@ewm@dm hreferenceaiol AIS0 2By At step?3 theplHSH 00 is reset

S | ¢
o el B TREAA T SRR AfPIARA TAhod B Abieog oo, ety
allowirigt the cceprgasnoeludes | ttm upgate Ap t@tee@‘fezzzln a particylgr qrmboqil@ent steps

216, Fg%;i 20 qﬁé up%gét) e rrage e?)r}dltnﬁe Bl %J]Téggbqﬁéeﬁggy

al  owi ng the changes included in the update to take

ffe r
[003(§ F‘LG ggzléla%’gfog\)aﬁg i I||L%¥FQ @qgaﬁlon @e‘i’%ltseéfl@enffﬁg a plurality of
°°”d'BP'@$di%70'be‘f' @(D‘QOFfeF‘FfGe tQBt?%Zbﬁ P 6'@ 2hareceriingde patamipdiment. At

step 26l6b td RBmh rélfdistatudbr erHBY| dtlisavertisd. akd E)ba?tfcular embodiment, the
conditions described with reference to step 216 of

warmpeRootsiatus W YRGTied D FPasiRsoR PRSRInedan emedaCatipppe ga a particular

locatibRIiIMth& IFX 12bakHE deterniitng WRet@P thes c¥MEA & dhe IgReddfined memory
parti cul ar enbodi ment, the warm reboot status may

be
l0catp, MAIE rase g gl SR e PEANHORIL PIaTB oAl 39 2164, an update

requédt Bit sefBs Raviftddab Ibalset iooéérfebléﬂ'he'drbtéte %UBA% A?dbuc qn dThe update request
det erm ni ng whet her the contents of

Dt segBIFaty b FOORALERHaSH By EPIREA INVAL S5 Fomuihg FAM 120, as was

descibeR@®fth ne@rdvick tBaété@fzﬁ.? co‘l\tFISt . 2§64, pa’#f"cdllé}dé}hSOdlment the update
request bit set is verified to be set. to a predefined

request 4t ek i ot i the ANVM 1160 by B, Anplication dyo@am 1101 At glep 2166, a

checkéimi REHOE atatMe Aftha RQURN A0 rieAkfiRdd to BEPHBE ErdriCerPYMto eliminate
2 fromthe RAM 120, as was described with reference

OCCU'tr?f“‘é"t‘%ﬁ singe Bit efrprcciggntally, sgiting s Wrdals regHe ditnent |
t he update

[0031] FIG. 2C is a flow chart illustrating additional details of preserving the contents of the
RAM 120 described with reference to step 218 of FIG. 2A, according to an embodiment. At
step 2182, interrupts signals capable of interrupting the updating of the NVM 122 and/or the
RAM 120 are initialized. In an exemplary, non-depicted embodiment, the initialization may
include reinitializing an 8259 programmable interrupt controller (PIC), which handles the
interrupt requests (IRQ’s), and the interrupt vector table (IVT). At step 2184, the interrupts are



request bit set is stored in the ANVM 160 by the
application program 170. At step 2166, a checksum
error status of the ANVM 160 is verified to be free
fromerrors to elimnate occurrence of a single bit
error accidentally setting the update request bit.
[0031] FIG 2Cis a flow chart illustrating additional
details of preserving the contents of the RAM 120
described wth reference to step 218 of FIG 2A,
according to an enbodinment. At step 2182, interrupts

disablgdyipaproveripaibrwidthe mterruntioniatghe hedalingat Abgtasf 218fs a bus master
OVOVS / 1 g.!n an

dewcexen%ggray@rﬁﬁ d&é&raﬁéﬁa&cﬁﬁaoglﬁ%ﬂﬁ%té blﬁéedhl ni t| ‘al i zation
may include reinitializing an 8259 progranmabl e

[0033]Nt EFfH péD fsoé‘flé\ﬁlch%? |Iﬁ1€fr%ng J%ﬁh@é}glllseér Jﬁ?ﬁtlr\}gethe contents of the

I'nterrup I{jlues , e interr
NVM128| feont ;I'\g'rIjXA A20sdespri ith fqﬁ@renm tor step 80 @f EIG.2A, accordlng to an
embd&rﬁ@@cl ekt 4t8p BHEY, Sé‘hsé’fr mf”éY@bg |st r%vld@ﬁ% rlM@degrbssgf: re];(pg‘lé?lence In an

ati1ng At ste
exemp?ary bo@n- ﬁ%@@tw &mhpdnawmmee U$¢ft @tempe gs & disgiayatichdas the display
devnc[aoﬂ)’g‘rz]TﬂfeI @GFZIQGH§C@IS r'eQéNaBIIé@ratnd'é l/Pé%) rl%rgél‘ru M .%2 ZINP'?@?A is restored

details of up ting the contents o L i
from theelagiaeot2 At céer: P20 dnvputputr saick rasi display Sextpmessagefis generated to

indicdtt @ st&ls oPheUpdhfitt éthé‘ﬂlvr\Fﬁ@é’dM@@é 2068, i%glﬁ’%é??ée’n c[ﬁﬁl‘lated image

user interface Is rovided to | mprove user
storedjin Hg R/éMér?ﬁuar:s}eckﬁéne Ge By PeEaMeinG ediheskaum etier ersthe RAM 120. At

step QQ@@rtﬁé‘%dé@d gmél é@#&% sHHe AAM 2%1 gldérgér? re&.%g!e g,ﬁ step 2205, the

user interface Is re-en a Vi

updateﬁtlaageﬁtore@ iythe RAVILETAP, isi eppiegstooinsiate thedOSh#8Q atored in the NVM
122. QQkep féOGSta%tu?@@gde ﬁfr‘ t@&ﬁ&ka%&o@%n@ﬁb %O%éh‘f R Yreturn code is

nessage 1 s t%gnerate I ndi cate a“status o

mdncqu.g{ va@th@f HEARIENP ir@BIO/Q 183 was meletqdmlgbqu VY'S}‘OHT errors. At step
2207} @@ompﬁ%@gtatd@cﬁﬁput% Qfo@@eti o {rAsroFé W eldder 'e'ipé‘fﬁ&%ged'he completion

erformn a checksum error on the RAM

statuzjodisil 35 TBIRGAVE Oh gt 168 ARG T BIPS 1O HEATARPRIBtSd with or

W|thoU§ eHBFéO”WteéiéyﬁCbzoé\t aB &t 2Aa5ef fH@plu%ﬂﬁbﬁdndlé@ﬂﬁs described with
in_the M 120 is copied to update the BIOS 180

fefefes’tcs te atqpr? e ﬁ‘ll@l\/?Aﬁ sesep roa PArisHtge, empofigrantrihe gRate request bit

set isfcMarédner PR & pRIdeANeddSta@! uah h€@ 1bgic TNt . The return
code is indicative of whether the update to the BICS

180 was conpleted with or without errors. At step

[0033]207with refefaHcetto $IG S 24, U, O 3il 2D Va6 RVdteesldéSeribed above may be
ove the user exgerl ence. The cowl etion status

adde%mﬁ@med' Sombiedafitgedorr \itgsioraed i Siifgsant: e ders- t Heorgpegiple, in a

partch&Q emdﬁféﬁwvﬁh&@fe\ﬁéﬁdé tOIFIGVRA, téa(iintlatddﬁtibl‘\@lrsfte ﬁ\tay%b%ﬂded before step
at | east one of th | i cation

e pluralit
210 @egavldsean WVHermRtipls; Qﬁ&’@f tsHp@Ye(HPéMtooF“eF“@ PR J he UPS may
advariteg&duslyl iRsuie igé todpletdn enediptbitg tdskaf WA BI®S 18AWE e event of a

b
power #atllure during the NVM updating process.

[0034] FIG. 3 is a flow chart illustrating a method for updating a BIOS of an IHS, according
to an embodiment. In a particular embodiment, the BIOS is substantially the same as BIOS
180 and the IHS is substantially the same as the IHS 100 described with reference to FIG. 1.
At step 302, code for the BIOS 180 stored in the NVM 122 is activated by a BIOS reset vector

in response to a processor initialization or reset. Even though the processor is reset, many

9



set is cleared or set to a predefined state such as a

logic V. [0033] Wth reference to FIG's 2A, 2B, 2C

and 2D various steps descri bed above may be added,

omtted, conbined, altered, or perfornmed in different

orders. For exanple, in a particular enbodinment, wth

reference to FIG 2A, an additional step may be added

before step 210 to provide an uninterruptible power

supply (UPS) to the IHS 100. The UPS may

advant ageously insure the conpletion of the updating
compoasRisa¥f the dHBI 108 argubatantilydn die same statp giier tof Hiel Rroeessor reset.
For é!(‘éHprEQ Joh?enNVM MMﬂfp't r\}'ctBFs(’?r?tiﬁAl\é QQ@% Fb&in o{‘ E?@%e handlers is

hart illustratin atln
subs@ntlgiw preserved eetose apd after the @r@g@ﬁgom;eﬂet IAY step 304 the BIOS 180 is

exectHg! ﬂr&H'tﬁé WK}P‘?Q? W&teptﬁk% Bl @eﬂnﬁn%}bhsié %qua\lvll]éfnéptﬂe IHS is in a

sane as I's substantia
warms 58R004 s 'f‘h% nansu@wr@mﬁerﬁeétam 80P ﬂSesébséwu@lly @irpilag to step 2162

desanrbed \ﬁﬁh aréBnd0% FIB098, fAQfste‘g‘ﬁeBan%s@%e% %é%lnfhg&ﬁ&t the IHS 100

122 is activated rese ect or
is in a té’é‘ﬁﬁ rekoot, %P%WB@%@ magle twhethes aniRiY program @f an B@éis requesting

an uFHh'égH?& fhBeBRIDCES Wy ERedkfRelp da'{‘@rﬁi't s RORDPRANEIES Oh a particular

. HS 100 are subst antially same state prior
embadinentestgp JO8 isytbstapgalty. simiryrto é&@ﬁrﬁdﬁé deg@ibednith reference to FIG. 2B.

At stéﬁ‘b% riHREspHREL 96 %ete?rhf?’nm%%tl%g R o e ReY |§’fqu§é‘i¥1t§%e update, a

l'ers I's substanti al preserved before an
determﬂ@tlan dx@adewhetieememary Q?\@Eﬁ $0ung thaee@iasthassovalig checksum.
executl ng fromthe NVM 122. At step 306, a

ermnation is made whether the ITHSis in a warm
[0035]eb06‘f step 318, 'ﬁé?@ﬁ%‘ﬁ?&? delgroainadhat th%l"b‘-iﬂ@b@ rnogin a warm reboot, or

there%'l?r%t@éﬂdlr@' eﬁu@ét"fb ﬁ‘]b L}&Qﬁa?et @fpthngﬁéS deafié Red Hbekdum error, BIOS

reference to I N response to

contiaaHiR (e alioRe PASTI9AGURT! WhShi nlializga i RABbERO ar is available

to loadeh€ 08 . lM%tépSSW@ﬁeW@ﬁﬁ@g th@f‘thBEf’HSper@gé ﬁ‘\rﬁ Rarnfeddet, and there
IS requestin an update of the BIOS %
is a peRANg ﬁ@%ﬁh&t’éhﬁmdé@t ofi theaBiQR 13! fhueﬁe as pardneelaugt error for the

mem@ Ice®dringsthe I@eﬁ@ﬁg |r§q®§bnﬁ8|@%k eélbﬁ t?drﬁféréiéxéd&tléﬁ #8m the NVM
described with reference to

122 1§ 162 afAaHa ORLE FIOSHOBP T o BAMAD.1 RE° REOS UG already n the

RAMREb dus t6 ef@aHn ﬂébobh eThPBROS alsd seféaﬁpﬁa Mdhdry Qtack n RRABAM 120 to
vice stori e request has a valid

perfopp @gglggrpﬁq% %gTs MM gg%@ E‘girztgrrpw v,eg@ﬁ)%ortlaterrupt controllers are re-
initialed eflmanpmwlikaémbditﬁmbhiss Q031 esisndibsiantiallyWae @aﬁ%bé’é)fhe step 2182
qb IS no Ee(g%ﬂgreéuest for the update of the
desciiedyitly FSIRRBER.1q b1tk Ao Ak S 6 BRIMBIISISTABIR AL EG Dus masters
are dWabiédI e atgaaibiutar @fodiieat, s%@mgem%esubwahﬁéuyltﬁé thmbia@Be combined
and is avai]able to |oad the OS 122. At

steps; @6 a@f$18gf1?§9f't\?gﬂ'?"y?§?§eqcﬁé? FMGe&G Hs 100 is in a

warm reboot, and there
[0036] At step 320, a video device is re-enabled and video interrupt (INT10h) is restored to
the handler from the last boot to improve user experience. In a particular embodiment, step
320 is substantially the same as the step 2201 described with reference to FIG. 2D. At step
322, a text message is displayed advising about the update status and a checksum is
performed on the RAM 120 to check the integrity of the updated image stored in the RAM 120.
Upon verifying the checksum, the BIOS is updated by copying contents of the RAM 120 where
the updated image is located to the NVM 122. At step 324, another text message is displayed
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is a pending request for the update of the BICS, and
there is no checksumerror for the nenory device
storing the pending request indicator, BICS transfers
execution fromthe NVM 122 to the al ready-shadowed
BIOS code in the RAM 120. The BICS code is already in
the RAM 120 due to the warmreboot. The BI OGS al so
sets up a nenory stack in the RAM 120 to perform
addi ti onal operations. At step 316, interrupt vectors
~ and/or interrupt controllers are re- initialized. In a
indictigt 2 caMRletienistaiusehthe BIQ@p dnaddiioguthet reauestl ypdatentlag is cleared
dicSfHERNGR &b RoPeRbing LAitoAAS & t i
indic ﬁ'@ r o%te |n§ itioh d%ﬁe&?&?tg}’ﬂgﬁ?berp tfng aﬁg%&ao%ompletlon code
is serntetgttfe& BBUaﬁr@@lu tg@lbragaestm the padatec At alepeiRfodicaighreboot is performed
therey BRabThG the usttRsd BIYS &) b/ iohd& RGHRhERVM 2L ONDI ned
ems%epg 2?84 36%92186 desch%ed mﬁﬂﬁ reference to FIG
2C. [0036] At step 320, a video device is re-enabled
[ooaﬂnd Y/'aﬁ&% 's{Hpéfaéé%béd 'EIE&\Q!‘)méyS bk ERddRUE Srtifted,  fnbined, altered, or
l'er fromthe last boot to'inprove user experience
perforrﬁe%Irp@ﬁ@reewﬂerSerﬁm&Xﬁ@ﬁte ag agitionsl Gtersmey s tagided Aefoje step 310
to pr&hﬁ’e §@Jﬁ% @JSthE hﬁSSItO@p T%%%Pg)%fa‘il?ggggtaé’%&hf ﬁE%QHQ gortnBIetlon of the
Updab\r@s/ |tasskngf H@oBtOSE) H§0u'pdt§€eev§f‘h100§ amerafadw@cﬂlym the NVM updating
procddgr formed on the RAM 120 to check the integrity of the
updated inmage stored in the RAM 120. Upon verifying
the checksum the BIGS is updated by copying contents
[00363]f tA\ﬁ]OB@MIIi‘j@l@ 2tWB&Infoodiniénts! REA 68k SRR Akt 4QeAbES al Wide range of

At step 324, another text nessage Is
mod'&naélpnagr@age 20d isHestidutionrig centedriated indhe &aregeiag gisclopre and in some

mstar?de@ssorh@ f@éit‘i’t‘e& IoPthe érh@oén%gH %}‘ngl ! Ilc%leagwdh%uf:é %afrsﬁoondmg use

indicating there are no requests
of othgp ieateres hgcgf@s%(n'él 'Saa%‘?&ﬂaéﬁ thahtheapeended @%’ﬁts tteocctrﬁﬁued broadly
and iffBhaineR6bndisiek WikdHE 8&d g@%f&m@emss&h@nts%lsoﬂs%a hdfdm. @
cold reboot is perforne t hereby enabling the updated
BIOS to be I oaded fromthe NVM 122. [0037] Vari ous
st eps descri bed above may be added, omitted, conbined,
altered, or perfornmed in different orders. For
exanpl e, an additional step may be added before step
310 to provide a UPS to the IHS 100. The UPS nay
advant ageously insure the conpletion of the updating
task of the BIOS 180 in the event of a power failure
during the NVM updating process. [0038] Although
illustrative enbodi nents have been shown and
descri bed, a wi de range of nodification, change and
substitution is contenplated in the foregoing
di scl osure and in sone
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i nstances, sone features of the enbodi nents may be
enpl oyed wi thout a correspondi ng use of other
features. Accordingly, it is appropriate that the
appended cl ai nrs be construed broadly and in a manner
consistent with the scope of the enbodi nents discl osed
herein. 11 Cainms Wat is clained is: 1. A nethod for
updating a non-volatile nmenory (NVM included in an
informati on handling system (IHS), the nethod
conprising: verifying a plurality of conditions
permtting the updating of ghgNVM froma nenory of
the IHS; preserving content's of the nmenory; wupdating
the NVMM fromthe nenory; and resetting the IHS in

What ieeR@hs®ist 0 t he updati ng by enabling a cold reboot.
2. The nmethod of claim1, wherein verifying the

pI ralij of conditions includes: Mgl n rm . .
1. PebuBetngtl B0, P8R, oe OBkl Fmey aNVMScfudedThchy information
bl rtansiemg systaacﬂqHserth@muw caimbdrieur@erm:j y (ANVM ?f the
ate re I. beln |n| ative o
pendl n gﬁ{‘lﬁbgtp'i‘@ﬁﬁxp‘&faﬁoé‘dt“ﬂ@s Hgothe ¢ pda ?)V’e NVM from a
arrdemeryldfyhenma checksum error status of the ANVM 3.
The nmet hod of wherein the verifying of the

warm r e‘?fSﬁGEN'Qgﬁf’ﬁ@”ﬁsg TEMREE by: reading a

pr edeflm‘pmétnhgm@tmw filofn mbenémmwnd and verifying a
nmat ch bet cci ents stored, at
% rpES

e predefined
| ocat i orﬁs df rerRgnRatodhe Hpéal"ﬁ‘s %ﬁfﬁ”ﬁg‘ﬂ“go# cQlf sghqot.
1 further conpr|5|ng prOV|d|ng a user interface
ein ser terface is proyv
2. Whﬁ}ﬁ @og z% alm, 6,\” rﬁla ngfyg@t 'U\ﬁqu ?f alggrps mcluges
i nterfamfyurtdwemuhpeﬁoobeuan@ dfmblem;l ve of a
conpl et\}e%Pylnsgt grti lﬂ%dgtfe rteQSeslfl%q et |r9 another non-volatile memory (ANVM) of
the IHS, the update request bit being indicative of a pending request to update the
NVM from the memory; and

verifying a checksum error status of the ANVM.

3. The method of claim 2, wherein the verifying of the warm reboot status is performed by:
reading a predefined location in the memory; and
verifying a match between contents stored at the predefined location and

predefined data.

4. The method of claim 1 further comprising:
providing a user interface, wherein the user interface is provided prior to the
updating; and
providing an output via the user interface, the output being indicative of a

completion status of the updating.

5. The method of claim 4, wherein the providing of the user interface includes:
enabling a display device; and

enabling a video interrupt.

12



10.

11.

12.

5. The nmethod of claim4, wherein the providing of the
user interface includes: enabling a display device;
and enabling a video interrupt. 12 6. The nethod of
claim11l, wherein the preserving includes:

initializing interrupts capable of interrupting the
updating; disabling the interrupts to prevent
interruption of the updating; and disabling a bus
mast er capabl e of changing the contents of the nenory.
7. The nmethod of claim1, wherein the updating of the
NVM i s independent of a chipset included in the |HS.

8-Tﬁé“r%e{ﬁ%h%?9|]@fﬁ§ A@ﬁ%@n%&%éﬁégﬁﬁﬁrﬁﬁﬂaﬂéé@ ng: resetting

a processor or e resetting of the
pr ocessioitializingsipterruptsecapebliefof inteyrupting tee ydatiagii ty of

condi ti

applica @?%"rﬁ'”@?%g?g% {Shp%dw d np'h?ér%ﬁ?q-éqﬁé %b%;(@?lj?a l e

for: prdsadingg bus mastertcagableefjehdnging the covints of thermemyory.

the updated image in the nmenory; and resetting a

processor of the IHSto initiate the updating of the

NVivie methotined aleimhb dvisireinIthé apdatinghadrteé AMVhés indefeangldnt of a chipset

[ updat ed configuration of the IHS. 11.
TﬁEQSd%ﬂﬁémgF%%Iain19, wherei n the updating of the NVM

includes: validating integrity of the nenory;

U”ﬁ%méﬁ% oPQIaFnh f%ﬂ‘% Egrqph e in the menory;

§
storing t updat e mage I n he NVM setting a return
code f o'leseth@g amnme@a@r i grihe HdYrwmmrein fhe vdsgiting i the processor causes

C [ e t resetting at | east one
o?ﬂtph\%t”m tﬁé yﬁl ndl%ws 9

con |t| ons. 12. The met hod of
claim1, vvhere| n the cold reboot of the IHS enabl es

UPHR GiethBf®f {@aim 1, wherein an application program included in the IHS is
executable for:

providing an updated image for the NVM;
storing the updated image in the memory; and
resetting a processor of the |HS to initiate the updating of the NVM.

The method of claim 9, wherein the updated image includes updated configuration of
the IHS.

The method of claim 9, wherein the updating of the NVM includes:
validating integrity of the memory;
uncompressing the updated image in the memory;
storing the updated image in the NVM;
setting a return code for the application program;
providing a completion status output; and

resetting at least one of the plurality of conditions.

The method of claim 1, wherein the cold reboot of the IHS enables updates made to
the NVM to take effect.
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13.

14.

15.

16.

17.

the NV\Mto take effect. 13 13. An IHS conprising: a
processor; a bus coupled to the processor; a nenory
coupled to the bus; an NVM coupled to the bus; and a
basi ¢ i nput output system (BI OS) capabl e of updating
the NVM wherein the BIGOS includes instructions for:
verifying a plurality of conditions permtting the
updating of the NVMM fromthe nmenory; preserving
contents of the nenory; updating the NVMfromthe
menory; resetting the processor by enabling a cold
reboot. 14. The system of claim 13, wherein the

i nstructions are substantially independent of a
chipset included in the IHS. 15. The system of claim
10AN (Wee@mprisings plurality of conditions include: a
war m r ebpot..sdpt Us; an update request bit set in an
ANVM couEIed to the bus, the update request bit being
i ndi catd bes egupiedderitl prgcessptiest to update the NVM from

t he rrer@ﬁ,)é'mofp}ngo | Sq,lfg%g;error status of the ANVM

16. The systemof claim wherein the warm r eboot
st at us ansNYbteoupieddelthebuseand ng a predefined | ocation

in the a] : t d :
Y I T
THRICSis¢ladesoinsteyctipns o0 f urt her conprising: a user

interface Cq}é'?it)gr% gg%&ﬁﬁtyb&scoﬁm% iR BN updating of the NVM

interface is p priror to the updating;
out put flematheneemser interface, the output being

i ndi cative Qfre8erGiRGRbAERRDS the memory;
updating the NVM from the memory;

resetting the processor by enabling a cold reboot.

The system of claim 13, wherein the instructions are substantially independent of a
chipset included in the IHS.

The system of claim 10, wherein the plurality of conditions include:

a warm reboot status;

an update request bit set in an ANVM coupled to the bus, the update request bit
being indicative of a pending request to update the NVM from the memory; and

a checksum error status of the ANVM.

The system of claim 15, wherein the warm reboot status is determined by reading a
predefined location in the memory and determining whether contents stored at the

predefined location match predefined data.

The system of claim 10 further comprising:

a user interface coupled to the bus, wherein the user interface is provided prior
to the updating; and

an output via the user interface, the output being indicative of a completion
status of the updating.
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18.

19.

20.

status of the updating. 14 18. The system of claim 14,
wherein a reset of the processor causes an execution
of the instructions to update the NVM 19. A nethod
for renmotely updating an NVM of an IHS, the nethod
conpri sing: executing an application program on
another IHS (AIHS) to access the IHS, wherein
executing the application program provi des an updat ed
i mage of the NVNMto the IHS; storing the updated
image in a nmenory of the IHS, and resetting a
processor of the IHSto initiate the updating of the
NVM wherein the wupdating includes: verifying a
plurality of conditions permtting the updating of the
NVM fromthe updated i mage; preserving the updated

%‘té?ﬁ%‘f’ clfin 4 WHBREH ¥ resé’f E@"mé PRctier WMefsré?ﬂ%)E&ﬁtion of the

i mage; resetting t In response to
updatwqfignQ)Sﬂ wnsats thad\ViM.col d reboot 20. The net hod of
claim19, wherein the application receives a return
code fromthe IHS indicating a conpletion of the
upt asthggl fof remmatelvrfating an NVM of an IHS, the method comprising:

executing an application program on another IHS (AIHS) to access the IHS,
wherein executing the application program provides an updated image of the NVM to
the IHS;
storing the updated image in a memory of the IHS; and
resetting a processor of the IHS to initiate the updating of the NVM, wherein the
updating includes:
verifying a plurality of conditions permitting the updating of the NVM
from the updated image;
preserving the updated image stored in the memory;
updating the NVM from the updated image;

resetting the IHS in response to the updating by enabling a cold reboot.

The method of claim 19, wherein the application receives a return code from the |HS
indicating a completion of the updating of the NVM.
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