10

15

20

25

30

RETENTI ON OF | NFORVATI ON ABQUT DI G TAL- MEDI A RIGHTS I N
TRANSFORVED DI G TAL MEDI A CONTENT TECHNI CALFI ELD
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media-playback devices. This multitude of media content formats raises issues

about format compatibility with target media-playback devices and management of
legal rights for transferred media content.

[0005] Digital media content typically exists in a specified “format.” Herein,
a “format” of digital media content includes its specific pre-established
arrangement or organization of media data in computer-readable storage media. In
addition, media data is typically compressed (and later decompressed) using a
specific compression/decompression (“codec”) algorithm. Because a media format
and its specified codec are often closely associated, the line between them is often

blurred. Herein, unless the context indicates otherwise, references to the “format”
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and its specified codec are often cl osely associ at ed,
the line between themis often blurred. Herein, unless
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[ rate J o reduce the anpunt of storage space needed

% ayback device, or adapting the screen size of
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the playback device, or adapting the screen size of the formatted-media-content so
video appears correctly on the playback device.

[0009] When transcoding, the formatted-media-content is sometimes
converted into a format having lower processing requirements for decoding. A
formatted-media-content configured for playback on a full-scale “desktop”
computer may be too complex to decode effectively on a device with a lower-
powered processor, such as a portable media-playback device. Furthermore, when
transcoding, the formatted-media-content is sometimes converted into a specific
format (e.g., a proprietary format) employed by the target media-playback device.
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processor, such as a portabl e nedi a-pl ayback devi ce.
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wo orogatioed- medi a- content is sonmetimes convert eRPICT/NEM06009904
specific format (e.g., a proprietary format) enpl oyed
by the target nedi a-pl ayback device.Digital Rights

Digitd RipktstMhoddéendnot her consi deration conplicating

t t f f. di.gi tal ' i i .
5, 2L A SIS
C(%t[ 13§ al destrBfo Hﬁ‘ﬁhﬁiﬁﬁ?‘t@ﬂbn QfnRé idyllddnel weostety, rights in the

i sher, owner, and/or author of the content.
meBiagionidnt ivghd by Weesepstes publigher, eyt and/oreaithqr of ithg, gontent.
Jmanagenent” (DRM seeks. .o, manage ownership .a

e Fahieimate ghed o RigiB FRRRIRp S HPSREGhMT IORMD seeks to
nfahf é)\gﬁergﬁigi dnd GRABHTGRE Higits f6:0@ddih Bhichefioanis ofeatibieto its
|

ex|sting ital nedia content format do not support
cMptionect i on, many of the existing format do support

i degr.ee. «Typi caldy.
(3 pr o SVBUR Setnat The Siouge; GEth ik safien: fommay do ot
st ERII\@:% g J AMGIST (B @ki@ﬁn@f&ﬁ@@ﬂd%up%&é‘E@ﬂ\/ﬂ}ﬁﬁtection

en acti devel opi ng a DRM standard, t .
td sdmé HegreeialTypicale rat YR Mrpeogentieshiormatis pesaciated with opprppjnore

obieh B MR BT L TRRARLS: VMR TE P R foveloping
AT YRR 190, Bk agatal g
pestocolptSevaratl cpmoieacielsDRM iptaductseate alsogniisatly iavaidable, such as
digital di , ; ner - di Strd )

SUOSPTE SybihovLS BTN OB L Banhgen, s
(Mi& Sgﬁ@@ }%ﬁ&gk@g&&&%g_ense rights selected by the

vender play "protected Content, a user first

[681R)i r es A DRbEsystEn( sof.as WMRM: dnsryntoped padkegessdigital media
server) t

. hat, t ai he. d N k d . .
TR R v
u&i@tde&l BFh Yi@&r?sfetsjtaﬁrg? lﬁﬁ)‘hﬁ Rbi@fla gbﬁiiﬁ@tioﬁ‘lmli%ﬁﬁse&fﬂghtﬁ selected by

escription o i cénse rights (e.g., play, copy
thé gendet.ORf gy @rotbyted hentbnic enser Aistiacantes adicesri(a s ofigm the

(e.g., begin date, expiration dat.e, .nu r .

R lcense teruera it sontaans e Lonife K WRGY al Sighs A
typi ' haeh d d@akentent and

1Bf PR ¥ ROSDHB REY ik Betey g bt ety

deb@iptionesfahe fioerive rightsi(etyy, piaeopy, 4té-¢ ggq_ﬂfegx_ed [bgdhg}1cegse and

arih o DR pr ot eched el 2aSonkisn and dSRSpHIE otbS. A

license to use the content is individualized and typically encrypted in such a way

2

that the key binds to the user’s hardware, making it difficult for the license to be
used by others illegally.

[0013] With a DRM-protected media content, a licensed user is allowed to
perform DRM-managed actions on the protected media content. In addition, a
DRM system may limit the type and the extent (e.g., how many times or how often)
that the user performs DRM-managed actions on the protected media content.
Examples of DRM-managed actions include:
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per f orm DRM managed actions on the protected nedi a
content. In addition, a DRMsystemmy |limt the type
wa@paeii®iextent (e.g., how many times or how oPCENF2006/009904
that the user perfornms DRM managed actions on the
protected nmedia content. Exanpl es of DRM managed
actions imcplagéhe gindgntt he content; copy the content;
transcode or copnvert the content; transfer the
content t% SPRYJPESBMEYMp ayback device; "burn" the
content t ol Ent&i: ot her
conput errga glgﬁgg@é;g%?dgl{v&[q(%lﬂ te\%"t h conventi onal
mul ti media gaedechs coiitast tDRYortablerpiastback defice;
DRMt protected nedia content is |ost once the cgntent
i s transcoddenrndrthyesasicat (2 ¢omppst-dissd@D) supihereomputer-
[ 0015] Descri&ﬁebq?heer n are one or nore
i mpl enment at FERECF S°9% ansf or mi ng (e.g., transcodi ng)
[603M pr ot epfitdcstiveitional aditianedan pesductsithe DRMaiimbngation of
associated DRMinformation (e.g., a user |icense and
DRM-pretestedamedip sonient sripst @Re e persent) istranseaded fpjsgenerally,
DR@W [0016] The same nunbers are used throughout
HARMOHPSH ngs to reference like el enents and feat ures.
[0017] Fig. 1 illustrategymMARANP! ary environnment in
accordance with one or nore i nplenentations described |
[0ex5}i n. [Dexsibedihgrein ard pugs oF H1088 ImPlsmsaiatigns detatranstorming

tati | i L .
(e srasmemen iR pdtesrot A e YoiiEaf FALE Feghing qssopiated
infornlRBA%.gFlatseSlidenbd sid it retated infermatioayr am

showi ng a nethodol ogi cal i npl enent at i on_descr i bed
herein. [ OOZBRIEN § ) DRAWIN(D it i ng

.

ti [ ronment _capable, of . pACt -
(BB E1ermen: 16 e PumErrs R TTBlehstR Uy eaipE ol Rled ike

RETAN R RERRR, PTI ON [0021] One or nore
I mpl ement ati ons, described herein, transfornms (e.g.
[0017] Fig. 1 illustrates an exemplary environment in accordance with one or

more implementations described herein.

[0018] Fig. 2 illustrates a block diagram representation of an exemplary

source device in accordance with one or more implementations described herein.

[0019] Fig. 3 illustrates a flow diagram showing a methodological

implementation described herein.

[0020] Fig. 4 is an example of a computing operating environment capable

of (wholly or partially) implementing at least one embodiment described herein.
DETAILED DESCRIPTION

[0021] One or more implementations, described herein, transforms (e.g.,

transcoding) DRM-protected digital media content while retaining associated
DRMe-information (e.g., a user license its related information). For example, a
source device (e.g., a desktop computer) may have DRM-protected media content
(e.g., music or video) for which a user has an associated DRM license. The user

may wish to transfer the DRM-protected media content to a target media-playback
4
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transcodi ng) DRM protected digital nedia content while
retaining associated DRMinformation (e.g., a user

wo@mens®1its related i nformation). For exanpl ePCHUS2006/009904

source device (e.g., a desktop conputer) may have
DRM protected nedia content (e.g., nusic or video) for
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content six tines us | eaving the user four nore
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pl ays) and its associated information .

Illéft‘ﬂdeﬂmtlmﬁé) been played six ti mes) Exerrpl ary
[ / f

[ﬁﬂl’.?g]ab' e Figf loﬂl%ls@{tteﬁ'"aﬁ %xbx‘iﬁB a?f"@ﬁ%%ﬂrﬁé}ﬁ ﬂﬁsﬁflﬂagﬁ‘edfor one or

erein. As depicted, FI% strates a source
r@@tﬁpmplﬁgcemWr@edqsgmbdrdn eletri. ClApadapMGbeFlgr énﬂﬁsiratemg source

Sty 51 5ha FBlichBich PEeBaNeRMe Yisik Bl siidRGto o
s;aeydq@emgg yupYedl Giadet mebﬁsplmakaéﬁcé-@m or headphones

for rendering the audio portions of its digital nedia

[862d]ent . Th@ sourcgecompiting: gedighddR typidatly hov speakers 106 or

U For B BRI 20 o3 oF B FisEmgffotrats The targer
RO BMybackh@eied U8 RIS Shad (%adﬁ%n@llﬁg’ o?ﬂig@ak@rsdf& ﬁ’érﬂi)érmg

screen 110 for rendéring stil /or notion 1 mges of
théraudip pogtiansraddhel trgnsfaﬁredréxgttal mcdmmmntenrh eTlm(talgdt deyice 104

RS BRTR LACP ey SRERRr P PL S PE i o Br Figto Bl of tre
transferred digital media content. The exemplary environment 100 generally
illustrates a source-target media content transfer (also called “synchronization™)
scenario in which the target playback device 104 is coupled to the source device
102 for transferring digital media content to the target device.

[0025] The source computing device 102 is typically implemented as a
user’s primary computing device, such as a desktop personal computer (PC).
Source device 102 might also be implemented as other conventional computing

devices generally configured to receive and render multi-media content from
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scenario in which the target playback device 104 is
coupled to the source device 102 for transferring

wale@etigdoimedi a content to the target device. [PORBH20061609904
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Exemplary Embodiments for Transformation with DRM-Info Retention

[0028] Fig. 2 illustrates a block diagram representation of the exemplary
source device 102 that is suitable for one or more implementations described
herein. Various components on the source device 102 facilitate the retrieval and
management of digital media content for the general purpose of rendering the
content on source device 102 and/or synchronizing the content with a target

playback device 104.
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[0028] Fig. 2 illustrates a bl ock diagram
representation of the exenplary source device 102 that
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facilitate the retrieval and managenment of digital
1982%la contlbase ﬁ@mp@m@wgmb:@l amp Wpprasing ofysteen @60 nge tohemore

AT SR RS R B g AR s e BN o Predascament

SaoReAAtisn bfvprad Qn(ﬂﬂll@ﬂ% %tthétﬁa %ﬁe&? g Oepd1gﬁﬁler1§{ts manager

nore medi a- source appllcatlons 202, medi a
Al i teamsfosmation managesd 13, é@d]@éfﬂnsb}?mghﬁ bhi 'Elwe oqmponents are

SOOI BREbE nfel? prdtof bbb iR e, 500 o 3 orimaery sasmory of

a'%@mpﬁt@ﬂ Althoags fldseRondbentd aes ﬂl&%&ﬁ%&ﬁte@fr ®n the source
enbodi ed on one or nore processor-readabl e nmedia, such

%@éﬂ% BPZ.nitr i5 metedr thabfany Qlﬁmmtmpre Alfttho:wghompeﬁmts may be

EREaRG) 5 H'squria S AR S6 uckearatet  Fcewmple,
SHRPORRRS Sf ARdse kDO PHALATERE de GMpldiertQt hg Ba &rﬁuﬁ%edla

as part of integrated product. For exanpl e; one

Wﬁﬂ@%ﬁrwh@s@emmmeﬁygemﬂﬁober aspreralopechmporEatst  of
B3 o "2IhE R 5P e BeBlitiGn AL P BD P e Hre OF various

dpptAions Uérﬁ#o@&ﬂilé, CRhfifhred 0B PRYIVRE rORVES a x‘é@[ne abess media

various applications and/or tools configure
qogteat.v & or rexampley dhe aredizssousics elspilca‘adm 802 onbe e, a E[Igltal audio

SIS LT G20 5 SR TR e, e
T R¥id: 0atthé dn&fia-dbité alpp Hé&i‘ioﬁ 2’023 mleC’Be %a{H?érﬁcu\Ieh TV service

Internet. The nedi a-source lica

applieatipnt fhafefavmt@eer thea@ceqdpig a’léwdem (¢. gatT\f @mgramfm@ d1rectly
directl

B R Cao s et afvineol ol EomAia ¢ g Home

\E&HBPI‘BB% I
SDSRtRL S0 LA 0l OB AP gy e
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tHBhRiL HBfa%F‘EO8?$§ sb@c@dsmed 20l i ’?fn?s‘" )heapﬁccgﬂ’erﬁ Q?ngﬁ)red in the
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[0031] The media-player application 204 is typically a desktop-based

application player that manages a broad range of multimedia related tasks. A
media-source application 202 may also include or be part of a media-player
application 204. The media-player application 204 may handle, for example,
streaming audio and video, CD/DVD playback, MP3 and WMA support, encoding,
CD/DVD burning, Internet radio, and the like. A media-player application 204 may

also offer Web browser integration so it can be embedded in a browser enabling
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[0031] The nedi a-pl ayer application 204 is typically a
deskt op- based application player that nmanages a broad
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nbdia-piailes abplitatione204] Bkttt draEk dpeRfhe Ry stéhS00) oﬁlrlg)g a stand-

media library 208 to oné or nore target” devices
paheunrPasot ce device 102. The synch nodul e 206 may be

B, B8 R, S BP0 S ot
eapRnatibn hat3dt 210 Bddirhhs@imer 8145 enseH! (‘%.g?,oganscode)

works in cooperation with the transformation manager
Gigitalapigdier eomendr ienecessaryt or desirablor Mfter. transfomaingc te jynch

o 2 TR RO0E0dd mBGRSARDL M GRS b Sree AL 1o
fortanedrokoRd tarpét flayaetk apvice 1¢a from the source device
102 to the connected target playback device 104.

[003H4] Théhepaedia libbarsr3082081tains digitad nwkdja cahtenedidy such as
t 218 h .0, vi.d t [ .

iR SMeop Bl ed T B §0ue AT Pl alsoaniugs p static

& avtoth @8R o1t aF Kl (e, didi&Svid&, Ind iﬁfiéggs?éorv#ﬁg@ouping of

and i nages) or any groupi ng of_fires or
Klohetdatw dThe speh m@gﬂ@g@ﬁi yay astigma sfassfeppiionifytty niealia content

di g, cont.ent., 218.in the.nedia. library 208 to indi.cate
PRbing BRI a0 sl e s b ALY fnbortansS o desigdify o
th®Qxk] The digital-rights manager 210 nanages the

i gital r%ﬁg‘?ts associated with DRM protected nedi a

d
[08%i]ent . digitahrplghbts manager 2 ihimanages the |digital sightoassociated
with DRM-protected media content. For example, a user may have a license for

DRM-protected content that allows the user to “burn” it to a CD (or other
computer-readable media) twice. Typically, the licensed media content is stored in
a DRM-enabled format that includes license information (e.g., metadata). This
information typically “points” to a decryption key stored in a protected DRM data
storage location. The metadata may also include information related to the status of
permitted use.

[0036] For example, assume that the user may “burn” the content to a CD up

to two times. After that, the digital-rights manager 210 will not authorize the user
8
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DRM protected content that allows the user to "burn"
it to a CD (or other conputer-readable nedia) tw ce.

wagweasiohy, the |licensed nedia content is storkdI/iUR2086/009904

DRM enabl ed format that includes |icense i nformati on
(e.g., netadata). This information typically "points”
too ‘tarnlethe yonteohagady bseanse ghe haSae)Fnecdl St h«zbn@RMI‘ﬁatdagltal-nghts

HhERREH) Bt S HAER S, G oRof et BimbiBe somtent to o
CDOB&IA SiRér euadIfermARE YBRhE hddid Ssntdiger may “burn”

the content to a CDup to two tines. After that, the
mogn aI - r IFghtexamptea gieferaes iidréin niot DRMFiofarmetioheof a digital

" t he cont ent a.n becayse she. h exceed .
PR Brienb Riukl S Bt & or ARRb-RoRGRENER asspoiafetbwiil heppedia
édn@érﬁs H@éﬂﬁbét&&ryﬁﬁ) ( Reh, , poist8 t
to two CDs) and ot hern steg} us i n#sopnge%ﬂ?%p& hgﬁﬁg%i gypes,
msm@&use[ Slexchy llﬁcrm@tmpbféer rséftas anfematieneicnntent metadata,

DRM | nf t t d' t includ
(e B, B o Pl DRI e BOB ot e Wi U ¢ he
[PB38 CONtRMiH, ﬁh'e(‘cﬁgﬁﬁfn% pﬁﬂéﬂ ér%O'ﬂ:%)ﬂ%rmE’%kﬁEe‘ﬁEé of 9 valid

decryption key, |icénse es, pernitted-use status
ligehse foat DRM-puotdoted mdlalmntemlt oAnkt¢ansn is eaditt when the license for

dat t ta d th t
BB L PR Se DBy, NSO b FRESHPGRERTs A gbere are no
TaRRgefes#lofO Bhdl IF eﬁﬁﬁﬁi&ﬁ&@ce@fo@e)gg}eﬂdu%' fIP 5o, the

DRM pr ot ect ed nedi a cont ent i cen 'S va [
digialtights seafager t ﬁlsO aswtbaorizets e theu sparfommahéen ethe x ldssl&d action.

mts t action, d ther

P, e FetiTiglt Bhondd 2l GavnpriwidRil fgpetions that
e r

lgﬁ%ﬂéufbﬁ%@?%%@“ﬁ%m e R/ Aol 6P 4P DRM-
Fotectedr media, comtentisgi that -the gluntentamay ebbe 20Bseamyntly “played.”
. erformDR functions that include
gﬁﬁﬁ g deconpressi on and/ or encryption/decryption
[0039 DRM)'TH& %h%rrﬁ?t@dr@nﬁﬁ%é? M1 2SQAcHiRAL ggﬁsfﬁﬂﬁ‘&tﬁ)ﬁt of media
may be subsequent| pl aye ‘'transco , etc.

JopEROP18h @rltmaauigfthc tabsformatiomagenaget 212 dntetdctsatvigh the digital-

A41EnERBraE oL B Aeimoe 1o Bonsipmraisnds AT e 1t autiorized, the

tenGfdrAhfib® MahaPBN20LTHiddQ e tﬂﬁn% 91hftogperf%rm the desired

transformation 1 s authori zed aut ori ze
tranafosinetiomt i dhemaaasfermaich ananageérs pirdn\adw ahes f anyormidt 4with

ioPREH R RLSSBHY i AOF BB U Uk 18 PR of e media

content 218 in the media library 208 and licensing information so that the

transformer can link the transformed content back to is original license.

[0040] The transformer 214 performs transformation of the subject DRM-
protected media content under the direction of the transformation manager 212.
Herein, “transformation” of digital media content expressly includes “transcoding.”
[0041] The process of transcoding media content (e.g., “media files™) is well-
known and may include (depending on device capabilities), for example,

converting a media file from one format to another (e.g., MP3 to WMA) so the file
9
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i nformati on necessary for transformation, such as
identity/location of the nedia content 218 in the

wore@oalionbrary 208 and |icensing informtion sBCT/H81006/009904

the transfornmer can link the transfornmed content back
tois original license. [0040] The transforner 214
will play on the temgdt playbeclodevace dgm;mxplmgmn@qha diletp a lower

PSS 5 AP TR st SEieBiand to <P gt o sorage

Ghachéidedlon rtﬁ@ta?%e@ aeyied) tanﬁéﬁﬁlﬁfn%' e 5AELAISIOS of 2 video file so the
t ranscodi ng 041] The process of transcodi ng nedi a

dided plays bmlgco,rrecﬂge dh ahef farges playbackndsiviiden Sivansendingdy often used

S BT PO A et i
ﬁﬂ&t r&%ﬁkt()ﬁ’ gonteﬁfp TRay Be Monﬁﬁe)l fbedefcbh@ &‘ffédtw@lyad’n ) Ge‘i}le@ with

target playback device 104, "down-sanpling a rredia
1 bveeripoweredgprocesaon sﬂcmras@mqmbldmbqha plagbatk déwace. aTrgmcodmg

devi ce an to reduce_ t he anount .of tora

GoabE BTide PR oo St st e [Encan those
ﬁbﬂ@otﬁ:ﬁ Her‘éindﬁfé fiﬁdh?de'ﬁobif h@ayldie&amﬁyso@ﬁ%dc ﬁ{)tf %9t WMy of
on the target playback device. Transcoding 1s of

limgtatioro Elousy ether exangplesiof ﬁrdll‘sclbttlng mmdwltenagn}nQWODdAMgth of

T ol B & oTdue 0l i sifepeadis phe BgRaE race,

éll’cerrfﬁ E%hé e8YR Ieﬁﬁy"%ﬁ%ﬂe B!f‘ﬁ&‘eeér&%er $0#65n 8B 1R tPﬁfsE@(ﬁhg € process to
p ayback device. Transcoding can al so includ

a/amre uonaglére ror pnomesmpie fresultant &id figr pegposesf 0f exanagimg CPU

%Eﬁfy&g%ﬁg f%tgfﬂ%g %iggﬁég d%{nﬁp,lt gr?ci gﬁl;ndgﬂg. o | ge\’,\f)? ﬁff@,ﬁ% acr(T)Polrespaces

IF‘&@@BL&% $Bfirdel ARSI OHAG H11E és%ges&é@w B taiggt evide (e YUV
engt I ndi vi dual data sanpl (e.g. 24™it to

i RGB, ondepeerdant | y of the actual bit rate, al ter| ng

conpl exi t rofile of e encode ortio
{o03aE Coni Elpvisveh s eindbrsipagupein ara R mEr B Bde] HEE actions
theileranbdiky, |cﬁa1{%?;hc<ﬂ eROSRF 01 daPRMB Wi dlEh1 Qfégla %0 ontent and/or the

requi renent’s at estination device, angi ng
foepreef thahtcouent oFor esaaples tﬂamsfmﬁnmgt iney soelnde akiening content

ke SVt St ovices AUt By CPBUADIS PEIGDRC ragdily load

W&t‘ﬁ%ﬁ%ﬁ‘ﬁw transform ng i ncludes other actions

alter y, change, convert, and/or adapt the

@dcﬁilog@llmp_iembnmloand/or t he format of that

AR g BB EoBackebod uChi et Tt ooty eci

yw‘ﬁﬂgsfertﬂhﬂfgs SRV DRELHFSnAiBAd afhs PRlRRHA 300 is

medi a content
performed by the one or more of the various components as depicted in Fig. 2.

Furthermore, this method 300 may be performed in software, hardware, or a
combination thereof. For ease of understanding, this method is delineated as
separate steps represented as independent blocks in Fig. 3; however, these
separately delineated steps should not be construed as necessarily order dependent
in their performance. Additionally, for discussion purposes, the method 300 is

described with reference to Fig. 2. Also for discussion purposes, particular
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Met hodol ogi cal | nplenmentation [0043] Fig. 3 shows
nmet hod 300 for transform ng DRM protected nedia

W@ wbano1whi | e retai ni ng associ ated DRM i nf or nBCT/082006/009904

This method 300 is perfornmed by the one or nore of the

vari ous conponents as depicted in Fi g 2. Furthernore,
?qwgonﬁ% haw Fehcaied; ase PHETIEPEERATtieHIak figtions; however, other

LT T T -
E)D(M)]S r epides3O ofl Fag 3,nitie ptmﬂﬁmﬁaahbx@@k@agér P1Y.(oBsome other

however , ese separat el neat ed steps shoul d not
FEIRORFRY Pﬁgz? SUIHe %‘é‘%%lrlm %te@é r2 BEbenae Mredia [y aphich is a

c Lt BRE c [

BRARLIRRCE S0P 2Ral %ﬁnf%h‘?e%”@%eﬁ%é iy e anually

sellested tris dubjeots sicdin pontpnts &, trpasfoincatioar c Gfgvasvent moge dikely

i ndi cated.as performn cul.ar functions; however,

WEREIO BoRBEm dhg Ysqroma Wiﬂ%ﬁgs S¥bJeginsamtaritioy tigngter to a
particul ar functl ons. [0044] At 302 of

@fg;e? Q%m% L@'t ransformti on manager 212 (or sone ot her

ﬁ)]onént Adf 304 eths onnamszﬁordmt/mn emitiPer AiLadesrmines whether the
arti ar .medi a | e, S a nlfe ation of
B fe%f“ Lﬁa Py met poriteriny é?w ‘Profectedelt tﬁwums%nedla content
B ARV - @c@éde Ghéd s SYRRGE b d@gtFSat thtoﬁ%ntfo%ﬁl ocess for
t ransf or However, nore i Kely scenarro 1 e when
transfeudeg andrtwaisfqrnn@ empmtetckﬂds nedb emitentoatt 2306, Othierwise, the

f t d 104 At 304, th
hiLrEmenbat REEPOri s e daracosds 1 B8
[Ib]?alﬂm of Ak hggs uky @thltaﬁﬁgh@ Iﬁ%tg@f‘ﬁlb %(%4’ erf?:Eﬁ ! 8ociated

t'he subject nedi a content 1s not protecte
witle thet subgechptadizdcqnterde disdibg the bamse m:ayanad)lVﬁ momsmg data at

e S B S50 3 et e

1h§lu&BMth e 8 %cBickedRy bR dTRLNRE A Praada é%o%g?
0046] At 308, the digital -rights manager 21 ocat es

[8047]cens eAa§é@,dhad@itaW1ghts tnemagentd ldodeteradnes if a ticemse. is valid.

T el e Sl e i it SoRERS 5 et g Tense is
Vel eEirtHERsbR, FIRN HRMal- BN | Msuee 280 wlnkantafyze thé GRS HRM-

key located in a secured DRM data storage. 047] At
13fp®mat1¢m tal defiermainerif g gsemran agenttedﬂb patfenmntlmsdesnfedalse (e.g.,

The d
SRR, b S S A RSO S0D yBme
éﬁdb b3 17 66ca ey e NBer AdE ndt BaveAd vAIIDREhsE B8R the 24Bject media

wi || analyze the other DRM nformation
content. Otherwise, a license is valid and the method proceeds to 314.

[0048] At 314, the synch module 206 acquires the “destination properties” of

the target device 104. Those properties include the “specified format” for the
media content.

[0049] At 314, the transformation manager 212 accesses the actual content
(in the clear) of the subject DRM-protected media content. Access may be
achieved by the digital-rights manager 210 decrypting the subject media content.

11
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to determine if the user is permtted to performthe
desired use (e.g., transformation). If the license is

woodoeusdond (or does not exist at all), then thPEI/IB10beeh9904

ends at 312 because the user does not have a valid
|icense to use the subject nedia content. Otherw se, a
[008Bhse | A6} theainahsfhmendl f dungforne gsnavo-cRid media content.

8 314 .the synch nodul e 206 acquires the
hgat b Qlariié or % RGBS & faRediTer e Los
$P Propariligeshd RenstslenatiBe m i §1eek- t
E“r?g Eegl aggont ent. | ()5049]att1,§fﬁ Hé%%géﬂt %lezelt%réans o% rtrhaé; ?%rrl]sformed
eriviery of thesbist BRMproteeted anadid cerdente Athe(enaryphien diselfimay be

' DIRM: pr ot ect ed,medi,a-cont ent.. Access nm
BB 34 e B O BB o B0, g S50, e
DM giddher ﬂiébdlﬁéiﬁalr(@gi.,%m&fﬁnﬂe@pMje&tm&ﬁﬁ content is
the transformer 214 transforns the nowclear nedia
weertesnt In sgaienimplamexiatipn.ethef DRYEiINfarmations ftselfras inoh inssrted.

ing... 11 8, th i.on.
RhA0 St oD W thkid o T acshdlfiel AL ARIRIaHEN i BRARC
[OBS2r ot eThe DR®Uinforaefionns prokidedChBkd 908 hi®6# §10M Y hose

be performed by the digital-rights nmanager 210. Before

Block may dgmporeribhatpiathe S?Mméarmmvn foroleten s hy blocktid 8. The
el . t sfar subject. nedi a content

Al nbrapel " SAOSGRETTED R Pl T B e

43s0diated DRMtinformiatisel f 1S not inserted. Rather, data
‘poi nting or linking to the associated DRM i nformation

0953hhser t £qnsquuently. thhsamsfamedisybieat mnediaiconjenb atajngitheysame

3 n 0,.4h I tgnpor.arily
e o PORA Proficrnand 6ol | Kl o P R8Il Yand non-
tfamsfdrmed bobjeett camentRNBYET cddtentdBY.cJURE Yhohlitansformed and the
digi.tal -rights manager 210 for the associ ated

trgaRiarmedt iyely shatsshe sappkisspsent | y, the transfor med

iiect ' ' [ of _DRM.
U H SR 1 SR AP v o
coanemsonséotheeatusulijenss (@mhite formaBodnd sRotiaRESALt) 6f subject

the non-transforned and the transforned) effectively
eedp SoRtRRE skiniBoss mstaaess, flspiwansiqrmed gihiecheenpnrtds linked to (or

e, R B O A7 R e 1 BB Rl
[0653]) of AuBpecthemgattamodnlecdtls. trdrsferd eaendvrstaasforsed subject

th transforr'\%d subj ect, content i s linked to_ (or )
e (OB BRNPP pgehevish 104, o Unike fosmivamtionel repgEneghasg this

tPanSRPBE eAREL LhRERS Setains its associated DRM-information, such as

licensing status information.

Exemplary Computing System and Environment

[0056] Fig. 4 illustrates an example of a suitable computing environment 400
within which an exemplary DRM-info retaining transformation manager, such as
the components of the source device 102, as described herein, may be implemented
(either fully or partially). The computing environment 400 may be utilized in the

computer and network architectures described herein.
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[ 0055] At 320, the synch nodul e 206 transfers the

nowtransformed subject nmedia content to the target
walewsae30104. Unli ke conventi onal approaches, tPCEHUS2006/009904

transforned nedia content retains its associ ated

DRM i nformation, such as |icensing status informatiop.

[?s.é‘lhf' ar mxt@mpmpiamg caypuEng sRETaEmAnE 4APrisnenly soserappls. of 2
| ustrat es . i i
o AT A 1 T S o e, A B feifn oo to the

sédpleaiMisB brifuAdonalityes] B JoRipagerandsnetworksarchitectures.  Neither
conponents of the source device 102, as descri bed

slhrarl@ thqal, comgyiting enmisPaRer409 hedntereter @s bpvige any dependency or
artia ... Th [ ' . .
oGRS M BT PR R e i
efé&ﬁﬁl&t;b&ﬁm?ﬁﬁl ?ﬁyk@&ﬁiﬁt 40oe exenpl ary conputi ng
envi r onnen i's on one exanpl f ti
(0581 r onmeFe exennlaryrigRMnieehg tansfgaattionpanagtr may be

i risBled PR Skl o PR oH 1B SRR PIOSG foftpyine
s%:lfqi&ngéﬁﬂﬁd%ah{&tse BY i doafigeatiod)0 Beaniplee ofr welk damesvih aumpyting
epen '

o BeROSICt T T T 84 B B0 Pt
C ut i n I,l.O 4 5 h | &by oli ;
SRR LB RSBy 8y OB N 4GB A s, ik
cggﬁetg,@ﬂt}% v laptopudeviceysmoltipescegen ey stbmpUnEUSErooessor-based

i al purpose conputi ng. s tem envi nts.or :
SEEAp.g 68tatapo RexesEpRFonalks digt ai,@,squst@tsﬁ%@ghﬁﬁces, special-
SYyst g t ' - t .
e
REYGRNFACSE ommitenputese uainfemmp utensytershi distribirtedt gomputing
amlreRippe A Shpoei s henf e oy WeBs e Re HaSe el

: < e ,
[Qﬁ%]]t Op bPXeSveh ﬁﬁpﬁﬁM-q{lﬁ' {e@iiniﬂ%stfa%ﬁ%&i&f Bhager may be

pplli ances, spect al’pur pose el ectrénics (e.g., a BVD
dgl(sgma) in i geAeraR kbater b s urnmpuitrendecwable sinstractionsk such as
, M niconmputers, i nf t ' [

ReEFBU TGSy PoIGR ASATUCE 3. E CABPUNE. copti ey grodues
. i , t i
g e
phesaulirtasksior ipéengem eadicutaoabsixct dfta types. The exemplary DRM-
conmput er - execu%abl e instructions, ucg as_program .. .
ipn qP@IRIng A TAREHOR CRABREEE, BawHEber Do ARG, Ji distributed
c%o oiﬁg‘ r@gﬂ&%xgént‘s Rl ek O bl ReformRd Y Bfite PliiceRirgy devices

ta structures, etc. tha erform
that are linked through a data-communications network. In a distributed computing

environment, program modules may be located in both local and remote computer
storage media including memory storage devices.

[0060] The computing environment 400 includes a general-purpose
computing device in the form of a computer 402. The components of computer 402
may include, but are not limited to, one or more processors or processing units 404,
a system memory 406, and a system bus 408 that couples various system

components, including the processor 404, to the system memory 406.
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particul ar tasks or inplenment particular abstract data
types. The exenplary DRM nfo retaining transfornmation

wormageiniTay al so be practiced in distributed PONPS1006/¢09904

envi ronnents where tasks are perfornmed by renote
devices that are |inked through a

rocessin
ﬁ%‘é&l co rﬁlﬁ@a@tﬁwslﬁ%lﬁmlﬁsentmor@ Qi BeYe; if e b f several types of

%hﬂ%é Mlﬁ %%%1 conpu @Jt Orngrnil%ﬁ@dl?eélp era‘f%us an

acmelewdech grapkiee Wrtﬁar(d ag®cesut cﬁbcal[tﬁﬁ QﬁingTdi@ TARHeNST bus

envi ronment_400 includes a general - purpose conputin

Hebiecreh Be war of srampleo ek erchitsotureshear: angdedre At SardBus,
cl ot, lim.ted

BloSAIP Ui d02 Wb 068, iRl b0 tPemcrn)

Aymiﬁatede(ﬁmmka@orta(NGB),sSﬁlfaHanmpubeSSid@h Bf@étlﬂic@s(SCSI)

g&%?%g%@%gﬁ@g%% ;S,S 94162%%1&%5?1%0&8@0@ é‘;;gq?filg Iﬁ}gsomatlon
Q%Séf E’(Ec%t? S;rﬁg: ch:j‘ ﬁdc ?Eﬁﬂ%rﬁ @:)m%g}{erﬁ bIl?Z&é&{l% tr*?oi@fﬁ bus also

lomvtir ad d Blezzamipebuspher al  bus, an accel er at ed graphl Cs
r or Iocal bus usin

B3, " oCOplruter a0F truBcaliodnclagesnay verchs @%ﬁpmpu@mwdable
%éﬁglr ?ﬁ% #fgﬁ?&n@ﬁf b B YO8 eq?léfﬂglfﬁat i %{._%%@S\)b?oc u?er 402

nationa SOC Iation

aclciablades bathGraptilie cmd Reomt- v AGR)m e dhiralemoGalilp Uindr noPy ki Vable
I nt.erface (SCSI), Universal Serial Bus (USB), |EEE
a Video El ectronics Standards Associ ation (VESA)

[|00§§]i bUSThél g@EPﬁ{ehR)‘ilf rﬂsh,ggfﬁaey ‘égﬁmgld@-‘?{a@gfé%%‘eéia in the

(PCl") bus, nown as a zanin
mmmftvelatﬂ@ﬁlemqny csath s ramcdbdasess neamobst RAM) 410, and/or non-

- dahl Such di b
GF SErEORadeh Fhaed ilicBeRemh (RO bhpu dhsiadapufautput
E‘t%frpéiﬁ@ﬁqltlh ¥GHtahid #ﬁth@%qs@qe tYI@SQP%(}%ﬁ?#H‘meer information

reanab e and non-re abl e
hetweanyeldMents rvcithid esmpotep 402y such ad alukiag vedi-ap,i is stdred in ROM

z{lgAl\/pﬁﬁ‘ ohg(# | e nﬁ)bmr%lgéj&r as r nslc;%%gezzodge@gg{hm e
AT EM G30r ABAR Sl OB ST g

, containing't C rout|
[096d]st er Compnteat 4G nizgt akseninelvdeesther membvztble‘/ﬁﬂmérﬁovable

402, d t t t n ROM
s/ g BRI ey e hdich B im0 BBER S el usgrates

AHM8d dRkQrive 416 for reading from and writing to a non-removable, non-volatile

magnetic media (not shown), a magnetic disk drive 418 for reading from and
writing to a removable, non-volatile magnetic disk 420 (e.g., a “floppy disk™), and
an optical disk drive 422 for reading from and/or writing to a removable, non-
volatile optical disk 424 such as a CD-ROM, DVD-ROM, or other optical media.
The hard disk drive 416, magnetic disk drive 418, and optical disk drive 422 are
each connected to the system bus 408 by one or more data media interfaces 425.

Alternatively, the hard disk drive 416, magnetic disk drive 418, and optical disk
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i mredi ately accessible to and/or presently operated on
by the processing unit 404. [0064] Conputer 402 nmay
wak®e/1130¢T ude ot her renovabl e/ non-renovabl e, PCT/US2006/009904
vol ati |l e/non- volatile conmputer storage nedia. By way
of exanple, Fig. 4 illustrates a hard disk drive 416
dfive 422 auiyrize ¢anastad do dha Listes bes 40 &Bﬁ ORg 195 VI diterfaces (not
on-vol atil e magnetic nedia (not shown), a nagnetic
l&ﬂ"g}? drive 418 for reading fromand witing to a
[60B3PV abl eTheltgk d &tdnldehstpgaetined dbﬁipu@bi@ea(cbbl@ medaa provide
‘flo di sk"), and an optical. disk,drive 422 f
npead aniy: snomeaﬁﬁp@mpmer trﬁw@bleomﬁtf\l%maswé S‘W?ﬁﬂes program

H\ﬁ)?il 5 J’é’% %{E %g? fo %gﬁh i ngrlgl%gg% &i’%é?{%ﬂéﬂ gﬁsﬁ% a hard

d[mgnet & Gerflbwbldinayeet#ldsk 420]) anghirembvabile Iopﬂcal\deskzl% it is to
are each connected to the system s 408 b

bnr@ppredlated theidether ypey phequpiereadglie pegis v\}éhvﬂ Rfjestore data
tr1§d Cag{:éc’sgﬁbgei( E\P//?a %%ﬁ)?&{@gﬁﬁg &5 Hlagﬁe’cw (bjé’sget@sSor ﬁﬁQr magnetic

e connecte to the sys em
M@geél&b%n&x gAsh Blenttay eatdsf ED-ROM, (igith] sérsaviy difl80EHYD) or
The di sk drives and their associ ate uter r adabl
othetli eptisabsteragth oFn(eMapriess JREPaEes iy memories

(REREF SRy Rl RS proEhnmblciEhd ?ﬁﬁfo‘il%ﬁ g@%%%o%)e and
X HRE) Bay hisusie afiledaohamibnoking khel &6smplaryecmupigig system and

magneti c di sk 420, and a renovabl e optical disk 424,
eyirene. be appr eci at ed that other types of

t
[g‘gf)::ﬂig S|erb| éﬁg%ﬁ}?ﬁ)@r gF o ran’(‘ﬂfoﬁﬁleas @eos’t@reg 3hahd hal disk 416,

y a Co suc netic cassettes
Cg_n@ﬁ@ disknazy) &ipitleaISth@k age, RONI cHS, aﬁcﬂ/ars RAMNI0; ivelnding, by

O RN PR SHFBH SR e (AR APREAIGHM SFOSra 428,
o%qu)réﬁﬁm(males %@E&%g‘fﬁhl ang,QsabI e progranmabl e

the |li ke, may al so be
[0067]i zed Amslefrmagrmmasr ¢dmﬁnmdsrqmnan§ormupmumtng:ogm@rﬂ02 via

and emronrent. 906e] by nuThet of MO IO 51
(gt%ll Q@ut ddeicheé%as R &kwn @ gdlﬁéalB?MnQ}anl'uﬂ@é)‘i‘l’u@ﬂ)phone

exanp an operat ng sys , one or
ptiekagnhé pad, mnelhteo@sla,rmnalzﬁqrt cﬂchmerpm;@‘maihﬁridml Ehese and

430 and program dat a ‘ﬁiz 067 A.user é t/output

QbinaHS dRHEST Ao CoRRSSGT 1 the PEIRSHIRE TR ‘”’f‘ nlBB‘t‘ p

¥t basREn Bl 3Fe eoxgﬂ&b%% 43 fnRBds 2080t iBY biestn@ected by

other interface and bus structures such as a parallel port, game port, or a universal
serial bus (USB).
[0068] A monitor 442 or other type of display device may also be connected

to the system bus 408 via an interface, such as a video adapter 444. In addition to
the monitor 442, other output peripheral devices may include components, such as
speakers (not shown) and a printer 446, which may be connected to computer 402

via the input/output interfaces 440.

15



10

15

20

25

30

O her input devices 438 (not shown specifically) may
i ncl ude a m crophone, joystick, gane pad, satellite

waoele@ia/11®eT i al port, scanner, and/or the |ike. HtEES20861009904

ot her input devices are connected to the processing
uni t 404 via input/output interfaces 440 that are _
V969 ed t SopmmtenARapahoreraigan ametworkpd bavicomment usimgtygical
. | r str e uch as.a parallel .
Biich 18 LREEF nhe rBHGiehitEAoH Sih 3 & oBbielip fing device
440068l wayrofiiekampie} Zh® kertdtd Sonipnpiag Aevite SPigathagdedd £ Personal
may al so be connected to the system bus 408 via an )
SORRRIeIn portalle FompUlsT. A WEST.AoYtes 2 URtWOork eorapltet, Apren device
[ : j Vi GES .18 .
oS TREftn foieror HORE, R B TAPRER: cOBRUE ol 408
lustrdted adtd fortabile cbmpater bieat eayniaciuge niady oe Eifahe éRa&ents and
ia the input/output interfaces 440.[0069] Conputer
apusslpsa st diereinrelative twepmaEe 2 r onnent  usi ng
pcal c j : elmpt S
U0 a5 aZPBRel GABeht Gl RS e A HiBleomputer

&8anrel dopitthé asearddeal o ubiwogk (BWN)e4 90 dndey gbferal wide area
tabl e conputer, a server, a

ersqngl conputer, a port: :
IF%WP@% (,%VféNﬁ g‘g?m rRich éﬁ%mrlémg AVEERNCRYS #ie eorgmogplaee in offices,
. } K e .
GRABIR AR pe! e 2RS¥l g, HIE AEHRL P Sy neoworking
awirpuments gt benwired ocviidiessrany or all of the el enents
ngd. features described herein, relative to conputer
@Bgﬂ [ 0078&%@@%}?16@6% e LASN sethwrising ey asmert; thegpmputer
-t C 4 i I
s CEPLARRE R Aotk BT L £ B RE0Be of aBprey 454
WhaiNjmglsthentsddh arWARndtivogkieg vhviconrent, sha témputer 402 typically
CO npl ace i ffices, enterprise-w de conputer,
ReH kenoder g S Otheiyeatselor rplgphishing spmmumitalionk oner the
| »
KRR, ik g L et b€ Sl DlertIF computer
Hdppay e obBRedted twothn agstent Hus 488 vicctile inputleutput4b@rfites 440 or

network interface.or adapter 454. Ven inplenented in
HRAAGRERRRIGE G PISGRURYRT- o s P ,betE}P@rQ?éﬂﬁﬁﬂﬁ@# thepdlustrated network
i ' f N
R b o, SRy And AR O b T Shig BT SBfmpjcation
littkés ) roetheron4bé compirtets 40Ryandel4i8 mhayr ead¢mployekt er nal to
uter 402, may,be cannected to the system bus_ 408 .
i) he i HbtF r}s_ﬁff evm(m%e%wﬁ@e that Hpteqted with computing
SRROAREMALE. TBORRAN SHBAulkd doBictd, RAARP'tE HE'&hha! 402 or
the illustrat net wor
portions thereof, may be stored in a remote memory storage device. By way of

example, remote application programs 458 reside on a memory device of remote
computer 448. For purposes of illustration, application programs and other
executable program components, such as the operating system, are illustrated
herein as discrete blocks, although it is recognized that such programs and
components reside at various times in different storage components of the

computing device 402, and are executed by the data processor(s) of the computer.
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connections are exenplary and that other neans of
establ i shing comuni cation |ink(s) between the

w@erspniwis 402 and 448 may be enpl oyed. [ 0072]PCTUS2006/009904

net wor ked environnment, such as that illustrated with
conputing environment 400, program nodul es depi cted,
o inpuitersk xecuit sipuetagns402 or portions thereof, may

: oedin artnermr storage devic \ y of. .
@@Z\ﬁ)l e, I‘A_éhotllgpgeﬂqp" QR o?]iypra%gr PEY r@&l\g@”ﬁ: Sé%almng
FRBBThaEioN | Bendplr TEHPLE &ROMECn MEBgeldil BOHIBASES cBfnputer-
illustration, application prograns and ot her
esuighlgb Instrpetinfisariuely rAsonweram wodies sexdentedpby agnengr more

e dll rated-herejn as discrete. bl ocks .
S0 ot MELGET, SARRALD Bindtedr bilies ddite routines
FOEReME BbRclseedbiforihtsy diita @HGctiitedPétc] thatipdrfe icular tasks or
storage conponents of the conputing device 402, and

inpleagunariéenlasabstiect dlatadyst@Emigaib(, $he fanctionality of the program
- . T i OF 7
@ﬁpﬂﬁ%& S{ay%%%%h‘b? ed%i-%%{h&?c,:& a4 Q%E{Gﬁ ﬁrﬁ] 'y%rﬁ‘c?uésge%l%]ol%h&@ﬁ}s.

enen ion of an exenplary
Exéiplaey Oydratind Wid@ohniehy be described in the genera
cont ext of conputerexecutabl e i nstructions, such as

9034k am nddf4eBlusiesies an expmple ohe syitabls operabing engirgnment 400
t et (deyi ) f. 1] .J.ncl ude

B Aot SH E6mp e SRl BEAREAT RSy Follier may be

mipletatnteds, Spédficdliyatthp esxkaiplarp aDRMGHfAr ret@iflt® @tnsformation
i mpl ement particul ar abstract data types. Typically,

mpgager(pk dessmbedt herein max by dgplemenisdu(wholbaprpia part) by any

: diysd 1 i . iy '
SR S hes i AP ORI S A8 M 2 porion
thegof.4 il lustrates an exanple of a suitable operating
environnent 400 i.n which an exenplary DRM i nfo

873l ni ng The SherERgaRYIERNRRE ALy saPXpeplegd esrieblecpperating
i . .
SPERPLTEL s RSB A P ThA054 1118 e or e o
]Eléﬂgﬁ(z’lggt}t exg/ thehetdnyplary DRNnfo) rﬁ:gigﬁ{g/ tﬂgh%ﬁ%ﬁﬁid&l’ﬁ dudrdger(s)
- and/ or_operating system426 in Fig. 4, or a
dsspieshbeEr oShey Warlsgnm COPEFERS Syt eBviRuHRenty and/or
(Qﬁgﬂéupaﬁoﬁ%(mla?e g&igﬁles it R1iGCI0RET Bt B FRVILRBIEAL personal
and“r's not I ntended to suggest andy lImtation as to
ddneprae@rs (ECOs), sesver afondpuners,i kenalthcly opflaptbp dexéoep) multiprocessor
DRM i nfo, retaining transformation manager (s) described .
f&tegsn. mﬁrﬁ@pcwpq-ba,@ﬁgv\,ﬁy St uPTOgERERabls mgonsumer  electronics,

WRYELPHRES : arfY/ Qfuipment, general and special-purpose appliances,

application-specific integrated circuits (ASICs), network PCs, minicomputers,

mainframe computers, distributed computing environments that include any of the
above systems or devices, and the like.

Computer-Readable Media

[0076] An implementation of an exemplary DRM-info retaining
transformation manager may be stored on or transmitted across some form of
computer-readable media. Computer-readable media may be any available media

that may be accessed by a computer. By way of example, computer-readable media
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configurations that are suitable for use include, but
are not limted to, personal conputers (PCs), server

w@orpaidrs, hand- hel d or | aptop devices, mnultipPeDUEHSE009904

systens, m croprocessor-based systens, progranmable
consumer electronics, wreless phones and equi pment,
Hahercampsise siciial nglr pedted afpl | ‘ooowster storage media” and

%&@E%@ﬁg&ﬂﬁi c integrated circuits (ASICs),

net wor , nminrconputers, mainfranme conputers,

037y i but edoapipsit isigagnvinedianeMciudehatolhiiie! udd H-Rflatile,
t he above systens or devices, and the |ike.

eByableanfagapme vae medjaoiodgmenied manyrmeathad ios techholagy for

I i nf ef.ai.ni r.an romtion nma er
TSR AT BichThSkBhBeL rPRBD B IRlrufHionts MRS proctures,
progimi enodubesdap| @heredita. Computet fstorgadaldde MRMdERsTBYt is not
@g, an¥ avai | abl e nedi a that_ nmy be accessed by a

Hediter RABVL ROMoEEBRSIV lash snginew orr ethemmicmory technology,
' rd . « kS [im to,. "co ter .
CPTRONEY dBRAP Vi Sts” YD, SR S Brcaly PR magnetic
CaSeeteslt atagaétiy age, ARgdhetic disle btogipe\o@loftidrlBaghflc storage devices,
non-vol atile, renmovabl e and non-renovabl e nedia )
LAY st raeivm vigh mahsdrsed ta wererthe degireddnfosmetien andwhich
i [ nput er readabl e instructions,
1‘5\2{' gégﬁea%aubﬁgeg?o c;[gI?am nodul es, or other data.
[0oTRut er SCommgmicwidha i Ud§picaliyt eiboliR IcbfiphRelreadable
to, RAM ROM EEPROM flash nenory or other rrermrg/
NgEHANS giata stueiygs, Bogram medsiessor ogheydates iy pwimydudated data
r t . St [ S, t ¢ .
R i o Kict OERAT, o MBORRD G TATHERE AR fop media
adsvincksles ey mfyreitioadelivey wmedid)i ch may be used to
store the desired informati on and whi ch nay be
by a conputer. [0078] "Comrunication nedia"
ypcal | i 0 r bl e i RSt ' .
UPFSt  Re S TR | RO o) TR HHEERSRRY ip many
waycy irelelinglétua net hmnited t pedgram medules generdle aad spédidipurpose
transport npechani sm Communi cati on nmedi a al so_ i ncl udes

CORPULIRE oYt S rRegRPLky 85tyeitedida cqupment sfcskcaab plectropies and

. . : il )
SRS HEPSE DR NSCAL RS SR L oy o
axaniple be ipplearented @ralcappueadyseut @dgieted in Fig. 4.

[0080] Although the one or more above-described implementations have

been described in language specific to structural features and/or methodological
steps, it is to be understood that other implementations may be practiced without
the specific features or steps described. Rather, the specific features and steps are

disclosed as preferred forms of one or more implementations.
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conmputing systenms, network servers and equi pnent,
dedi cated el ectroni cs and hardware, and as part of one

woronot®iTonput er networks. The techni ques nmayPCT/082006/009904

exanpl e, be inplenented on a conmputer system depicted
in Fig. 4. [0080] Although the one or nore
above-descri bed i npl enent @LiMdMS:have been described in
| anguage LiiiC r | .features and/ or

met h(L)idoI oalplgl% Ogtcé)%n%,rﬁl}nlgl{ﬁésg{tgo e under st ood t hat

ot he rtransfor i babjeandigi@Eymbdia oadnt G6Q Whridiated @ital media
specific features or_ steps described. Rather, the

cpbnts whereindthe sabjoet hgitl apdiagantent dv canfigyressiop msmegemaeht by

ST Bl 05 QY MILATEASRYL AR N e
niedin tcahtenehlisaassavidted DRIMiofothaties; or med di gi tal nedi a
content, X]er ein the subject digital nedia content is
conf i%gur ed Msthadh As graied tinjaim Si fugther rempyising pegtoming the
. " . " d, t .ect dpgital .
BRI O0Ynl OMRE S oM DBl b AR e

digitdlankdis comenttie RV -mbiebtedl further conpri sing
perfaqrm n%Ot he transf,ornjng‘% and retaining acts in
a

@)

response fomgthpdtasierifst inovleinndtiurther camprising dnogtingla DRM-
BRS04 RN il PRI BUAK A Bbaiccoridt®! NOT as T eci ted
in claim 1 further conprising 1ocating a DRMicense

assodi at ed wndthod e suh¢ddh clhgn tigl wheira (ke nissstfiatedt. DRM-
A.nmethod as recited in claim1, wherein the associated
IpRVMATION CRMPBcS: angRMsbisense praqiated et thes sidhjent edigitalt media

j i g [k ot further . .
SRRt o] AL RGO il OF RAM Yl
a3t i responss fon detetraimatioke ther dondsodied MRMLignse for the subject
cﬁs.sqg%t ed DRM I i cgpse for the subject digital nedia

13 confgqitiigvalid. A nethod as recited in claimil

furtiker c hSgn - er gl ng r d .
g tal oS e KRS AF LS s ARTARGF fransteming the
transfolmed digitpd medixdcanemyihac lk sdasdeatevic.toA ¢iphedtatet media-
re iteg i.n claiml, wherein the transform ng act
p&fg’ﬁlﬂﬂf ®9%%ranscodi ng the subject digital nedia

contgnt i Rt ehdifANSKOFTREN hOthfth W R GOHE nﬁransforming_g act
comprises transcoding the subject digital media content into transformed digital

media content.

7. A method as recited in claim 1, wherein the retaining act comprises
associating the DRM-information associated with the subject digital media content

with the transformed digital media content.

8. A method as recited in claim 1, wherein DRM-information includes
data selected from a group consisting of a DRM-license, a DRM-license type, and
DRM-license status information.

9. A method as recited in claim 1, wherein the subject digital media
content is selected from a group consisting of digital audio, digital still images, and
digital video.
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7. A nmethod as recited in claim1l, wherein the
retaining act conprises associating the
WORMe/i1rdooT mat i on associ ated with the subject dp@I/U82006/009904
medi a content with the transfornmed digital nedia
content. 8 A nethod as recited in claim1, wherein
DRM 10af orAvateithud domeprisieestha aets o&el ect ed from a group

consj sting of, a.DRWkl i,cense. ' se type, and
DRM ﬁlaF'i‘é%I&*& Sglegflﬂ%%ﬂ‘fbéercﬁg%‘tg n. Q@Méxhﬁeg‘ghod Zlg recited
i N cihaid¥hdnseoe b eddleridigationbitac thelisgbjeed diptell anelimteentent is

Is selected froma group consisting of digital audi
coifigured for imdnagemeisby heitad ghta management technglogy JgPRM-
C ri,oing.the acts of - facilitating selection of
pgfgg“igﬁci:i @g@r@ﬂg%%{é 08%}1??1%%1'; in response to a

det er ni natdmRfortdiad thdsulsedsj PRM-piogéctad diphel medimtenient into
is configured for managenent by%g% gital ri ghts . . &
manaterssonmadediniiel edia Compy st eé&'bﬁ{,Mr% fegted; digital aedia
acts ¢ nising. tr 1: ubj ect

DRM ﬁ(}:ﬁ%é}tagglg Ssg?ctlaggﬁr?e%é?lé&g{)% ennts’ into transforned

di gi tal nReiiging ot DRM-irfernsitioheassodivt pwith ethe exibject DRM-

digital nedia content having gssociated, .. . .
DRV pretenterbdiginl media &Pﬂ‘i@ﬁ‘gwglh erinsigimsA digital fedia content.
assocj ateqd wi t ject t Wl ; PR M-
cont i#ﬂ \l\g‘t Hle%lﬂ)g stggég%grﬁrle | glﬂgaﬁﬁ%rlgg} ghegg%@ghe{i‘&ﬁ )
idbrméicE tb@@rias & ORMBHcdnse absiciatdd withhtheesubjedhaligital media
associ at ed M nf ormati Qn conpri ses tﬁ“eDRMtJBi censed ..
casteotithe awthad firthee cempyiepg Pafeimine the fegsiogRngAnd feitning
t.nod furthe LS f i Jravt Thd Subiect
A Fwalid RS SRRt bab Bl RMTMGg LROMT KR R e
digien] assdlact@itad iORd. i cense for the subject digital

media content is valid. 12. A nethod as reci.ted i .
Cl i 4250 Aumetien BoRpRSIn e dIdPaer sbgne tranffering the

t rapsf o L i 1 k gfdia-
o A Pl 2o B, Rk AT ARG QAR £ B
Iﬁgyﬁaegagﬁd?_i n cl aidm 10i h\/\her ein :hg. t yagjsf or:jn: ng act
conprises transcodi ng ,Subj.ec i git I a .
cont dAt i At é‘fl@tth%#o’ieﬁ’é%f?d‘i‘ g‘?kpt“g} 10 giher ‘c‘?n%%mtr_amformmg act

comprises transcoding the subject digital media content into transformed digital

media content.

14. A method as recited in claim 10, wherein the retaining act comprises
associating the DRM-information associated with the subject digital media content
with the transformed digital media content.

15. A method as recited in claim 10, wherein DRM-information includes
data selected from a group consisting of a DRM-license, a DRM-license type, and
DRM-license status information.

16. A method as recited in claim 10, wherein the digital media content is
selected from a group consisting of digital audio, digital still images, and digital
video.

17. A method comprising the acts of:

20



10

15

14. A nmethod as recited in claim 10, wherein the
retaining act conprises associating the

wW®RMsi1nfooT mat i on associ ated with the subject dp@i/Uat006/009904

medi a content with the transfornmed digital nedia
content. 15. A nethod as recited in claim 10, wherein
DRV iumprutentinigo DRviepraeedd alb;eczt eligtthle dnédio ncantgntouhe DRM-

1%%?9?%“ e diefg \aCcin O RL hoihe CORIEUE O Aot by digitl
R tel'?%lc Féé‘g&#t‘%e@?ﬂ&o %}M,(‘ ﬂot&t P’g Iahél | ha(}'ﬁ,@ 26 8%8 r].t)RM

roma g pconlstlng of digital audio,
mifgntatibnsti || images, and digital video. 17. A nethod

conpr.i Si the acts of:u rot C r ot ect

by debsEgintaie fsgratecssh Bitieet heife! s BoBecHo transformed

ngghlerﬁédﬁ'bgﬁt&ﬂl medi a content bei ng configured for
nagement digital rights management technol o y

( DRMsmcmtmgt dlok )Dawmfannatg)nasasmaaedadwmmhﬁ ouhgect odpRM-

e oot B B B R et Eanient

ass ocﬂréﬂébﬁk%pﬂl@ QraEitiad afg'ﬁat ﬂn@&'ia %éﬁféﬁt & @t 104id DRML%rotected

subj ect rotected digital nmedia content with
t r ansk8or méd natitled ab recitidainc olatre nlt7, priwreiot ﬂngunmetectlng act is

transfor dia con SO it 1,S, ¢ . .
P ok Belradt i et W FE RoGn e SRR RN peftsg Ry figital media

YhR&RI N the unprotecting act is carried out, at |east

in part, by decrypting the subject DRM prot ect ed

di gi tE% nédingthodraseeditedig claimnidt wheresrsprogesitingdct is carried out,

claiml17 ectl carried, out, at

Bl e, 0 el R i B A S i T

medi a content.
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