METHOD AND SYSTEM FOR CONTROLLI NG SOFTWARE LOADS ON A THI RD- PARTY MOBI LE
STATI ON FI ELD OF THE APPLI CATI ON [ 0001] The present application presents a
nmethod and systemfor controlling loads on a third-party nobile station,
and specifically, to a nethod and systemgiving a third-party |icensee
control over software version |oads allowed to be downl oaded to the nobile
station. BACKGROUND [0002] In nobile comuni cations systens, each carrier
inplenents their systemsli ght ly differently. For data enabl ed nobile

stations, the fefnoBANYSYSTEMMFORICONPROLIRESOEIARE LGABS on the data

devices to ensure t run elr system ch load needs to
be pre-approved prior t@NAé'Hll%QT?AﬁTYnUQBéH-%ﬁgé@ Nr use on the network.
[0003] Control over software |oads is inplenmented within current nobile
stations_throu combi nation of a unique identifier within the read-only
nmenor y FERL QﬁEﬂlﬁoﬁPB'—Wﬂ@Un and a proprietary desktop file that allows or

deni es{ddﬁfq qhé biefsé!ntta@pﬁﬂéw Q@Qelﬁé’fatrﬁ@eﬁ&j s §ystdiddor H&Jﬂfdllﬁhg I8 Toh@N.

Speci f 1 cal carrier roves a software | oad, this approval is
ref | ect¥g- Raﬁtyt"l'f@"e plation: iept! éF’ iifgafly te RapetiRd ang styléi’tﬁ,’ﬁ1 %W'F%\ﬁ/“éi YIe station

Wit h t heeneas bortfol Sved BbRivre ivERtn 64 allb@ed tolddwiadadeattd warolmBstatibme nobi | e
station. [0004] The problemw th the above is in the situation where data

device software is loaded onto a third-party nobile station. In this case,
the || BACKBROUNDhe data device software | oses control over the

I h hi r d- d d.th ier.
i nee FLRaL rpoRES ot Skl BaftorRir PR oneaBat SR P oo ng
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t he gatekeeper 78 speC| War e vVerstons are I owed onto
t he notsi beepretapprayad prﬁnrrtoﬁmloaql bejag saleasediforiuss omdftd metworkant to | oad their
own applications and application versions, or the applications of other
manuf act urers besides the |icensor, for whi ch they want to have control

over, 093] Eonigaliowersstyateroass is spplemented withissurrent mweﬁt%pns wrepghék eeper

Pr ogr aphhisikhte) cﬂ'a'uniHuetidiEn%ﬂér%@ﬁr{%E'r@éh &ﬂ?%moﬁ%ﬁhé nobife Si6fdrT Al £ for a
third party vendor to control both the |jcensor software versions and any
ot her BEPFiGiargIeskigfile that allows or denies the ability to download software onto that mobile

station. Specifically, if a carrier approves a software load, this approval is reflected in the

proprietary file that would then allow a mobile station with the carrier's unique identifier to

load that software onto the mobile station.

[0004} The problem with the above is in the situation where data device software is loaded
onto a third-party mobile station. In this case, the licensor of the data device software loses
control over the relationship between the third-party vendor (the licensee) and the carrier.
Since negotiations about software loads that are acceptable for loading onto the third-party
device will be between the licensee and the carrier, it is undesirable for the licensor of the
data device software to maintain the gatekeeper file specifying which software versions are
allowed onto the mobile station. Further, licensees will sometimes want to load their own
applications and application versions, or the applications of other manufacturers besides the
licensor, for which they want to have control over, and it would be onerous for the licensor to
maintain a gatekeeper program having all of this information added. Thus it is desirable for a
third party vendor to control both the licensor software versions and any other software from

third parties that are being loaded onto the mobile station.
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third parties that are being | oaded onto the nobile station. | SUMVARY

[ 0005] The present system and nethod overcone the above by providing a
nmeans to break the vendor identifier into a conbination of a third-party
identifier and a vendor identifier. In a preferred enbodi nent, a 32-bit
vendor identifier assigns the first 8 bits to the unique third- party
vendor, |leaving the third-party vendor with the ability to assign the
remai ning 24 bits for each carrier relationship that the third-party
vendor has. This, therefore, allows the third- party vendor to have up to
24 bits, or 16,777,215 carrier relationships. Further, since each

t hi r d- SHMMAR%Ndor has a unique identifier associated with them control
over the desktop gatekeeper file that regul ates software | oads permtted
on the nobile station of the third party vendor can be transferred to the
t hi r d- FX08) The pesertsystemi anddnethechayaseondheabeve PoproviHiBg adBeanade braekcensor
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avi n Ware 1o support its own
set ofS@éﬂ&*&b‘?@%ﬁd%ﬂﬁ%ﬁh%ﬂéemnds of these carriers, the software
including licensor software, the system conprising: nenory on said nobile
station hardware, the nmenory storing a unique identifier conprised of a
uni quelQ0RF} dhe prapen apaiiaatien ?/hérefq’r@rpr%i% q nelbpd & aligMpg adigenses havng

i dent i kosile ﬁﬁﬁtﬁﬁﬁbr&W@r@‘t@su”ﬂﬁﬁQts%n%f bt &lrriers gﬁ(ﬁ‘%éfi\ﬁa@é Semand=UTEsB"
connected to said nobile station hardware, said conputer including a

gat ena§aTpPBgihgsPRHRre AR titiceRRPT sqttwerss the rm‘fmdamrergf'sm e plgaROF denti fi ers
Wi t h oas&sigHind® Uique third party identifier to said licensee; assigning a range of carrier

identifiers for said licensee; allowing said licensee to create a unique identifier by combining
said unigue third party identifier with an identifier chosen from said range of carrier identifiers;
and associating, in a gateway program, said unigue identifier with one or more software
versions acceptable by a carrier for download onto said mabile station hardware.

[0007] The present application further provides a system for allowing a licensee having
mobile station hardware to support its own set of carriers and software demands of these
carriers, the software including licensor software, the system comprising: memory on said
mobile station hardware, the memory storing a unique identifier comprised of a unique third
party identifier for said licensee combined with an identifier chosen from a range of carrier
identifiers; a computer connected to said mobile station hardware, said computer including a
gateway program for associating each of a plurality of unique identifiers with one or more
software versions acceptable by a carrier for download onto said mobile station hardware;

and software on said computer to allow a software download onto said mobile station



software versions acceptable by a carrier for downl oad onto said nobile
station hardware; and software on said conputer to allow a software

downl oad onto said nobile station 2 hardware if an associ ation between said
uni que identifier and the software version of the software being

downl oaded exists in said gateway program BRI EF DESCRI PTI ON OF THE

DRAW NGS [ 0008] The present system and nethod will be better understood
with reference to the drawings in which: FIGURE 1 is a bl ock diagram

showi nqa,%h,s;@m aéfﬂ%’n&%’eﬁvgéné S’uﬂuﬁﬁégféhtlf%\‘%p@me%ﬂw%t%?ﬁén %ﬁ‘,(gBURE 21s a

flowmchart of a net use ownl'oa tware onto a no e station;

FI GUREsgftwage feihi dewnlapdast exintoin said @twmogrénuor | D according to the system
and method herein; FIGURE 4 is an exenplary diagram of a gatekeeper file
and the rel ationshiEmof the elenents therein; and FIGURE 5 is a bl ock

di agr aRRYEF BESSRIRPION OF THE RRAMINGSobi | e station i ncorporating a data
device client thereon DETAI LED DESCRI PTI ON OF THE DRAW NGS [ 0009] A nobile
comuni cati ons device, such as a phone, typically formed of software,

" sismh

firmal®08hhee H@Fﬁ‘ﬂéyge@&&ﬂt%h?%wﬁrb@\ﬂeﬁér istesencetQthees over a

W r el egmwirRMURiceat i ons network. This process of formng the relationship
bet bi t d an he ser ic is kno in the
ort  ao IR donbRgk SRgE s e B S S oYL Aed TR oAb | o
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Conmunheratn; on) and GPRS ( General Packet Radl o System), CDVA (Code Division
Mul ti . t EDGE
(Enhant SfIRE IS dn plimpakPuiaBitin B Dtiek<arb O SHTHA L BRoRARESS 6 shitichie
Tel ecotheram@adi ons Systens), both voice and data services may be avail able

t o MbE|EURE R bkk bRERNAENALESmIR R SN nfbilé Sfa4bE Blorporating a data

device client thereon.
DETAILED DESCRIPTION OF THE DRAWINGS

[0009] A mobile communications device, such as a phone, is typically formed of software,
firmware, and hardware adapted to provide communications services over a wireless
communications network. This process of forming the relationship between the mobile
communications device and the service is known in the art as provisioning. Typically a
network operator provisions the mobile via a subscription to a service contract. Thus, once

the mobile has been provisioned, the user of the mobile is often referred to as a subscriber.

[0010] In a voice and data network such as GSM (Global System for Mobile Communication)
and GPRS (General Packet Radio System), CDMA (Code Division Multiple Access), or
various other third generation networks such as EDGE {Enhanced Data rates for GSM
Evolution) or UMTS (Universal Mobile Telecommunications Systems), both voice and data
services may be available o mobile communications devices. Example voice services
include voice calling and Short Messaging Service {SMS). Example data services include

Internet browsing, email, and Multimedia Messaging Service (MMS).



i ncl ude voice calling and Short Messagi ng Service (SM5). Exanple data
services include Internet browsing, email, and Mil tinedi a Messagi ng
Service (MVB). 3 [0011] Although many services may be avail able on a given
network, only those subscribers that use nobile comuni cations devices

t hat have been provisioned for those services will be able to benefit from
them This nmay present problens for the subscriber and the network

operator alike. On one hand, the subscriber may desire an existing service
he doe ﬂ%ﬂﬁ [ &ﬁﬂk' .e. a
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software | oads on a nobile station, carriers wll sonetinmes require that

they appRrairealitreOssnenare tipyesaebesmaydesise pr exginggerierfiarasstet have. nobi | e
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nmobi l e station nd wants control over the connectl ons all owabl e on the
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certai meperformance level is maintained within its system [0014] A
software provider typically will ship a new software load to a carrier, who
performs significant testing to ensure that the |load neets certification
pr ocedpood2] Rélelsnct iemowuniate & the alrawisgs. al | ow t he software to be actively
used on its network. Carriers will generally require nobile station
software providers to ensure uncertified |oads are not permtted onto its
net wor K1013hinsoriler te spidaialcbyirdl olisoffwaare hats o e mmbile sktivnrsrierdON5] As

°! : . : i .
vendor Soeinodvelufe 55 they BB 8 <Bifirarie Mif &liAG bEd i@ uni aue

i dent i friobile getiamdrtés eami apger, furexbmple, i thermarfdrds sWidizing the mpbiestetierd i n nore
det ai | oRelaNs cymmeoeﬂtﬁéeéﬂnfeb@gls%ﬂoﬁg@ 2 BE 1R B:féeéﬂ%tloﬁ' A can ARG, 31:15} a

preferred enmbodinent, is a fr‘OO 6 Preferably, ven ID 20 is
wr i t t eWhemthe cerrier wishas EneneUrRRABPREIR DefaEanerelerel itimaitaires Wihin ithe robi | e
stati ogyst@pd thereby cannot be erased or altered by a user.

[0014] A software provider typically will ship a new software load to a carrier, who performs
significant testing to ensure that the 1oad meets certification procedures. Only then will a
carrier allow the software to be actively used on its network. Carriers will generally require
mobile station software providers to ensure uncertified loads are not permitted onto its

network. This is especially true for data communications.

[0015] As illustrated in FIGURE 1, 2 mobile station 15 preferably includes a unique vendor
identifier 20. Vendor identifier 20 includes a third party identifier 50 and a unique carrier
identifier 52, as is described in more detail below. Vendor identifier 20 can be any identifier

and, in a preferred embodiment, is a 32-bit word.

[0016] Preferably, vendor ID 20 is written into the read-only memory during the manufacture

of the mobile station, and thereby cannot be erased or altered by a user.

[0017] Mobile station 15 further preferably includes a model identifier 23. Model identifier 23

is a unique identifier to indicate the model of mobile station 15, and can be any string of

4



[0017] Mobile station 15 further preferably includes a nodel identifier 23.
Model identifier 23 is a unique identifier to indicate the nodel of nobile
station 15, and can be any string of 4 characters, nunbers or conbi nation
thereof. Model identifier 23 is unique for each nodel of nobile station 15
made by the device manufacturer, and preferably is unique across various
manuf acturers. [0018] Software upgrades, in a preferred enbodi nent, occur
by connecting the nobile station to a personal conputer 22. Various

techni 9Hz§‘r§ct§:%r n&ﬁtSlé?@ o bd?ﬁblﬁatlﬂﬁtihéréoﬁ tl\if’éde?i'&eﬂiﬁleF 23 ssaurﬁ’cﬁfesf&r@elch GRIERpGEr 22

woul d be known hose ski | art and coul d include a USB
connectlobie Sféf'q’ﬂeﬁ %‘é?“? aY “’ﬁdieb"cémﬁﬁ’é'f,ﬁlc%?f, apthpnefargbly: rnEe iagi9ss ¥arpuB| uet oot h
connechisAkaciufdf®ng ot hers. [0019] An identifier nodule 29 on nobile station
15 controls the upgrading or addition of software to nobile station 15.
Identifier nodule 15 passes the third party identifier 50, the unique

carri e[omdpebﬂt\ibare up§aded)Gh h bﬂaféiﬁd:ﬁémbéiﬁﬁérhtf b&ur Bﬁcérmeaﬁfg&ﬁ@abbmrmut er 22.

0020] Per sonal uter 22 c obt sot re u oads t her through
byt CEPUHR TS For Bt A7 A 2t eBBe g B e BBl tgiondb

downl oagetdoralsofipuas 22 lfugmgl t&klﬁ‘ﬁmedi tho@ﬁ@lﬁ:lleﬁi :Eel?e/\m knd &d;]teihcm&@asj[sa‘ |
obt ai ni._ng upgr e known to_those I n the art 0021

A ong GRTRCLE ARER st Pt SR = G RBRedtnr f el Sanrcliin ccopor
pr ogr aemogd othétse pur pose of the gatekeeper program?24 is to ensure that
only valid software upgrades can be | oaded onto the nobile station 15.
[0022] A valid user upgrade is one that a carrier has approved for nobile
st at i o[0019] Baitedtifieymadute 28emninebilensiativer1 Sofontrble thepepanatiing Eaaslditiopgf ade 26

e udgsinard 6 AbO1 Foion 12 146t HoafS15 Radllh WP pLAFGUAFERSE 1nd 0023]

Gat ekeeper program I's malntained to | de a cu I'i'st of vendor |Ds
and thémqu@gﬁrra@redwﬂgr Fhanddhe giaslg! identilier 23 tecragsangt eprapuiend2l e station with
that vendor ID 20. For exanple, if a carrier with a vendor | D 0x00000001

approves a software version 1.5 for _nodel [|ID 1000, then gatekeeper program
24 wi | [0038] Giprganal omBuPheR eant ebteingeftvaiRdploapethes doapahysical medium

such as compact discs or digital video discs, or can download the software from a server
over a network. Other means of obtaining upgrades wouid be known to those skilled in the
art.

[0021] Along with an upgrade, a personal computer 22 will receive a gatekeeper program
24. The purpose of the gatekeeper program 24 is to ensure that only valid software

upgrades can be loaded onto the mobile station 15.

[0022] A valid user upgrade is one that a carrier has approved for mobile station 15 based
on the version number of the upgrade. Each upgrade 26 includes a version 28. The version
28 is unique to the upgrade.

[0023] Gatekeeper program 24 is maintained to include a current list of vendor IDs and the
upgrade versions allowed to be loaded onto a mobile station with that vendor ID 20. For
example, if a carrier with a vendor ID 0x00000001 approves a software version 1.5 for model
ID 1000, then gatekeeper program 24 will be updated to indicate that vendor ID 0x00000001
allows software upgrade 1.5 for model ID 1000. Thereafter, a user who has model ID 1000



all ows software upgrade 1.5 for nodel |ID 1000. Thereafter, a user who has
nodel 1D 1000 5 with Vendor 1D 0.00000001 who tries to downl oad software
version 1.5 onto nobile station 15 will be allowed to do so. [0024] The
above uses a personal conputer 22 to upload software. As will be
appreciated by those skilled in the art, software could al so be
provi si oned over the air, and the above is not neant to limt the
provi si oning of software froma personal conputer. In the case of over the
alr proyh %R&Brrﬂﬁg.doﬂﬁéﬁdﬁwrﬁ{ trigg%%dpwn?o%d%ﬂﬁal%.\fe%r&.‘IS'OH#; thObik ¥Rt Lo 2
base station, an ultimately to a server having the software upgrade. The
ser ver 19ll be gllovadéo dheo.gat ekeeper program 24 and will have the avail abl e
upgrade 26 with the version identifier 28. [0025] In the case of over the
air provisioning, identifier nodule 29 passes the vendor identifier 20
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provi sioning. [0027] Reference is now nade to FIGURE 2. A user wi shes to
upgrade software in step 30 and, when initiating the upgrade, personal
conput [025PInghe caxeds over thé ajp pBRisiomihgy elestifidn enoduky@9opaskes theemdmbi | e st ati on

15. Pe A4l i j . ver si on
nunber fd%ﬁ &%ﬁéﬁﬁgﬂgﬁﬁé °f§“%@ﬁ?%@’3&%ﬁ§%%ﬁ%’ﬁt§§#ﬁ@%’ éer@ o },iglgwlf'{sa{]g% 36, passes
t he vealdog witbnmdd! idéndifien2d tadbe served, which dhanrdeteyninssdieoogh patekgemer 24. These
two nu it i i~AGl whet her
e B e B e e B o PR A e b i T e
speci f pletierpift-athe dederstigation by getekegrser p[aargrg R4 i describest kalove @indithe | s

det er mynegidd&linit BRgHRIIARE sNBE $e Ik &lihO¥RdisibRingendtdaded,  personal
conput er 22 next proceeds to step 40 in which the upgrade is started and

the software is passed to the nobile station. Once the upgrade is
fini shprboet Niee SsRABTR & MEkSfidufes below refers to personal computer 22 as an example

only, and could equally refer to a server for over the air provisioning.

[0027] Reference is now made to FIGURE 2. A user wishes to upgrade software in step 30
and, when initiating the upgrade, personal computer 22 proceeds to step 32 and gets the
vendor ID from mobile station 15. Personal computer 22 next proceeds to step 34 in which
the version number of the upgrade is obtained. Personal computer 22, in step 36, passes
the vendor ID and the upgrade version to the gatekeeper program 24. These two numbers
are checked within the gatekeeper program to indicate whether the mobile station associated
with the vendor 1D is allowed to load the specific upgrade version in step 38.

[0028] If, in step 38, it is determined that the upgrade version is allowed to be loaded,
personal computer 22 next proceeds to step 40 in which the upgrade is started and the
software is passed to the mobile station. Once the upgrade is finished, the process ends in
step 42.



step 42. 6 [0029] Conversely, if, in step 38 it is determ ned that the
upgrade is not allowed, personal conputer 22 proceeds to step 44 in which
an error is indicated and the process next noves to step 42 and ends the
process. [0030] Wile the above works effectively in the case where the
manuf acturer of the nobile station is the sane party that is providing the
sof tware upgrades, the above works |less effectively when a third-party
nobil e station naker is loading a licensor's data device upgrades. In that
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each t{J&ds RREAYeNRHOProcedslr ther, the third party |licensee may have its
own applications it or the carrier wshes to control the |oading of, and

if a gatekeeper programis naintained by the licensor, the task of
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oner ous the licensor. [0031] Reference is now nade to FIGURE 3. In
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vendor ?MubéIQWhgrgg gﬂrd-tfur@lh@obﬁgrsfdn@ﬁ rﬂaﬂf@?‘% Ilcfddﬁ{g apl%hsd?@ dfa&gdet'vmé 52
respective provi |n a sufficient nu its
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assi gne uni que Ier t her eby

al | owi sgpcdyjod phehtapnfmamrmtaurb@doasipdtfwfhwrcmmerrbetcgmeabwomfouﬂ@d and for
the |igensgr to maintain its own relationships with carriers for its own
equi pnent. [n a preferred enbodi nent, the naker of the data device software
is assigned a third-party code of OXOO.

[0031] Reference is now made to FIGURE 3. In order to overcome the above, a vendor ID
can be divided into third-party vendor portion and a unique carrier identifier portion, 50 and
52 respectively.

[0032] By providing a sufficient number of bits for a third-party vendor identifier, and also by
providing sufficient unique carrier identifier bits, control over gatekeeper program 24 can be

transferred to the third-party vendor.

[0033] In a preferred embodiment, third-party identifier 50 is preferably 8-bits and unique

carrier identifier 52 is preferably 24 bits. Other configurations are however possible.

[0034] Preferably, the licensor of the data device software is assigned a unique identifier
within third-party identifier 50, thereby allowing equipment manufactured by the licensor to
also be used and for the licensor to maintain its own relationships with carriers for its own
equipment. In a preferred embodiment, the maker of the data device software is assigned a
third-party code of 0x00.



7 [0035] The first third-party vendor would thereafter be assigned OxOL,
the second third-party vendor would be assigned 0x02, and so on to OxFF.
As will be appreciated by those skilled in the art, this allows for 254

| i censees or third-party vendors and one code used to identify the

devel oper's or licensor's product. [0036] After a third-party licensee is
assigned a third-party identifier 50, that third-party |icensee then has
control over unique carrier identifier 52 In other words, a first |icensee
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mai ntal n contr ol a gat ekeeper program for the software for th

t hi rd- B&w*webp$@%ﬂ§eem0#apﬁﬁéﬁ the |'icensee, through its unique third
party identifier 50 and its carrier identifier 52 can create rel ationships
with carriers and negotjate for the all owance of the |icensee' s own
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i dent i phtethemobileptation. dentifier 23, and a bundl e which |ncludes ver si on
28. \Wen a gatekeeper programis passed the vendor ID and nodel IDin step

32 and the upgrade version in step it conpares these nunbers to ensure
that t HB’WEF%" aitn G ibird 28”!:6’??@@{)598@" e targeries syaiRIdhan ik as Al nunber
in carrier identifier 50. Further the combination of identifiers 50 and 52 does not need to

necessarily be 32 bits. These values are examples only.

[0038] Control over a gatekeeper program with unique identifiers starting with the third party
licensee’s identifier 50 can then be passed to the licensee, ensuring that the licensor is not
responsible for maintaining the gatekeeper program current for relationships between the
licensee and carriers. It further ensures that carriers have a degree of control over data

device software that they have come to expect in their relationships with the licensor.

[0039] Reference is now made to Figure 4. Figure 4 shows an exemplary gatekeeper
program 24 showing the relationship between vendor identifier 20, model identifier 23, and a
bundie which includes version 28. When a gatekeeper program is passed the vendor 1D and
model ID in step 32 and the upgrade version in step 34, it compares these numbers to
ensure that the version number 28 corresponds with the vendor ID and model number in

order to allow the software to be downloaded onto the mobile station 15.




order to allow the software to be downl oaded onto the nobile station 15. 8
[0040] As seen in Figure 4, each vendor identifier 20 can be associ at ed
with one or nore nodel identifiers 23. Specifically, a single vendor
identifier can have nmultiple nodel identifiers 23 associated with it since
a specific third party and carrier could have various agreenents based on
different nodels of nobile stations. [0041] Each vendor identifier and
nDdeI identifier pair in turn can have one or nore bundles associated with
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i dent i A9rePMaRtg basetbendifferiganmpdsiapf Babile statipnhi s case no bundl es woul d be
associated with the pal r. Conversely, nultiple bundles are also allowed if

both the carrier and the third are'lt% have  approved t hem 0424 A further
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enbod echnrques resen applic e station
1100 |smbwgﬁwﬂhmmyf@veammvwawhwmreless conmmuni cation devi ce havi ng at | east
voi ce and data conmuni cation capabilities. Mbile station 1100 preferably
has the capability to communicate with other conputer systems on the

| nt er nEY042I0A fHether pensenuarse obiheabore isdhatenaphileystationassiecipted wih aghifde| ess

devi cepfBYmBEbd ﬂfﬂeﬁeg Ida® s%ﬁwére%ﬂwae £B‘e‘éﬁ|€%ﬁ93nqﬁ1\‘dtfé€1wh%réé€ﬁhé"@é/mé)ager a
wireless e-mail device, a cellular telephone wth data nessagi ng

capabi [rqoplilebgtatlc&'n agepeiated §V|t|1 S ciffgigit third party may not be. Thus the carrier can control
its relationships and determine who is allowed {o use what software on the carrier's network.

[0043] Reference is now made to FIGURE 5. Figure 5 illustrates an exemplary mobile
station on which licensor software can be loaded. One skilled in the art will appreciate that

other devices could also be used.

[0044] FIGURE 5 is a block diagram illustrating a host mobile station including preferred
embodiments of the techniques of the present application. Mobile station 1100 is preferably a
two-way wireless communication device having at least voice and data communication
capabilities. Mabile station 1100 preferably has the capability to communicate with other
computer systems on the Internet. Depending on the exact functionality provided, the
wireless device may be referred to as a data messaging device, a two-way pager, a wireless
e-rnail device, a cellular telephone with data messaging capabilities, a wireless Internet

appliance, or a data communication device, as examples.




appliance, or a data conmunication device, as exanples. 9 [0045] Where
nobi | e device 1100 is enabled for two-way communi cation, it wll

i ncorporate a communi cation subsystem 1111, including both a receiver 1112
and a transmtter 1114, as well as associ ated conponents such as one or
nore, preferably enbedded or internal, antenna elenents 1116 and 1118,

| ocal oscillators (LOs) 1113, and a processing nodule such as a digital
signal processor (DSP) 1120. As will be apparent to those skilled in the
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confi ghgRkiafly v&&@lsub@,a@be@bheéerlonﬁ@bMthﬁﬁh b3 ASEPRsaobilkdedibh f i cation, and
subscri ber related information, [004 en required network regl stration
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network, and a RUIM in order to operate on some CDMA networks. Without a valid
SIM/RUIM card, a GPRS/UMTS/CDMA mobile station may not be fully functional. Local or
non-nefwork communication functions, as well as legally required functions (if any) such as
“911” emergency calling, may be available, but mobile station 1100 will be unable to carry
out any other functions involving communications over the network 1100. The SIM/RUIM
interface 1144 is normally similar to a card-slot into which a SIM/RUIM card can be inserted
and ejected like a diskette or PCMCIA card. The SIM/RUIM card can have approximately
64K of memory and hold many key configuration 1151, and other information 1153 such as

identification, and subscriber related information.

[0047] When required network registration or activation procedures have been completed,
mobile station 1100 may send and receive communication signals over the network 1119.
Signals received by antenna 1116 through communication network 1119 are input to receiver
1112, which may perform such common receiver functions as signal amplification, frequency
down conversion, filtering, channel selection and the like, and in the example system shown

in FIGURE 5, analog to digital (A/D} conversion. A/D conversion of a received signal allows
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nmobil e station 1100 nmay send and receive conmmunication signals over the
network 1119. Signals received by antenna 1116 t hrough comruni cati on
network 1119 are input to receiver 1112, which may perform such common
recei ver functions as signal anplification, frequency down conversion,
filtering, channel selection and the like, and in the exanple system shown
in FIGURE 5, analog to digital (A/D) conversion. A/D conversion of a
received signal allows 10 nore conpl ex comrunication functions such as
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Cormunil t& drghotheretarnaents (nof sivadi Agr examptea setvealt #1 Wrdawetnerounicaermithi cat i ons,
are_pepfietiichiisaugles WARLIeRES RIS KBRS bcom Ab O PERRE RGNS 1138

sy as t S

al so interacts device su stens suc play 1122,
fl ash W@WFPUS}?QQ’@G |$‘@H?dom access nmenory (RAM) 1126, auxi I i ary input/out put
(I/O) subsystens 1128, serial port 1130, keyboard 1132, speaker 1134,

m crophone 1136, a short-range conmuni cations subs%stem 1140 and any ot her

devi cel09dBklebi @%a@@nﬁpmpr%ferae’w%&@éa raigroproegssor (1R hicksgpRiral the he
Subsy s@iBI G of trel dSVIRE. ToRMAENLE RIS Rciuaing raﬂeé&ﬁﬁta Enedideons,

wher eagonqgnnﬁgatlolr{tsjse}/rg gB rmmé thl%[xgﬁ/::gnei‘murrnecgtlo%esnbsys?em ?1 11. eﬁgcgo%rgc%gggrl ons.
1138 also interacts with further device subsystems such as the display 1122, flash memory
1124, random access memory (RAM) 1126, auxiliary input/output (1/O) subsystems 1128,
serial port 1130, keyboard 1132, speaker 1134, microphone 1136, a short-range
communications subsystem 1140 and any other device subsystems generally designated as
1142,

[0050] Some of the subsystems shown in FIGURE 5 perform communication-related
functions, whereas other subsystems may provide “resident” or on-device functions.
Notably, some subsystems, such as keyboard 1132 and display 1122, for example, may be
used for both communication-related functions, such as entering a text message for
transmission over a communication network, and device-resident functions such as a

calculator or task list.

[0051] Operating system software used by the microprocessor 1138 is preferably stored in a
persistent store such as flash memory 1124, which may instead be a read-only memory
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Not abl y, sone subsystens, such as keyboard 1132 and di splay 1122, for
exanpl e, may be used for both comunication-rel ated functions, such as
entering a text nessage for transm ssion over a conmuni cation network, and
devi ce-resident functions such as a calculator or task list. [0051]
Operating system software used by the m croprocessor 1138 is preferably
stored in a persistent store such as flash nenory 1124, which may i nstead
be a read-only nmenory 11 (ROVM or simlar storage el enent (not shown).
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data itens, via the wTeless net preferred enbodi nent, the
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data itens stored or associated with a host conputer system Further
calendar events, voice mails, appointments, and task items. Naturally, ohe or more memory
stores would he available on the mobile station to facilitate storage of PIM data items. Such
PIM application would preferably have the ability to send and receive data items, via the
wireless network 1119. In a preferred embodiment, the PIM data items are seamlessly
integrated, synchronized and updated, via the wireless network 1119, with the mobile station
user's corresponding data items stored or associated with a host computer system. Further
applications may also be loaded onto the mobile station 1100 through the network 1119, an
auxiliary /O subsystem 1128, serial port 1130, short-range communications subsystem 1140
or any other suitable subsystem 1142, and installed by a user in the RAM 1126 or preferably
a non-volatile store (not shown) for execution by the microprocessor 1138. Such flexibility in
applicaticn installation increases the functionality of the device and may provide enhanced
on-device functions, communication-related functions, or both. For example, secure
communication applications may enable electronic commerce functions and other such
financial transactions to be performed using the mobile station 1100. These applications will

however, according to the above, in many cases need to be approved by a carrier.
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applications may al so be | oaded onto the nobile station 1100 through the
network 1119, an auxiliary |I/O subsystem 1128, serial port 1130,
short-range conmuni cati ons subsystem 1140 or any ot her suitable subsystem
1142, and installed by a user in the RAM 1126 or preferably a non-volatile
store (not shown) for execution by the m croprocessor 1138. Such
flexibility in application installation increases the functionality of the
devi ce and may provi de enhanced on-device functions, conmmunication-related
functi s Nl Egkml ns may
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I
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an auxsubsgstyml¥1®devi ce 1128. Such conposed itens may then be transmitted
over a conmmuni cation network through the communication subsystem 1111.
[ 0054] For voice comruni cations, overall operation of nobile station 1100
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information for example.

[0055] Serial port 1130 in FIGURE 5 would normally be implemented in a personal digital
assistant (PDA)-type mobile station for which synchronization with a user’s desktop computer
(not shown) may be desirable. Such a port 1130 would enable a user to set preferences
through an external device or software application and would extend the capabilities of
mobile station 1100 by providing for information or software downloads to mobile station
1100 other than through a wireless communication network. The alternate download path
may for example be used to load an encryption key onto the device through a direct and thus

reliable and trusted connection to thereby enable secure device communication.

[0056] Other communications subsystems 1140, such as a shori-range communications
subsystem, is a further optional component which may provide for communication between
mobile station 1100 and different systems or devices, which need not necessarily be similar

devices. For example, the subsystem 1140 may include an infrared device and associated
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assistant (PDA)-type nobile station for which synchronization with a user's
deskt op conputer (not shown) may be desirable. Such a port 1130 woul d
enabl e a user to set preferences through an external device or software
application and would extend the capabilities of nobile station 1100 by
providing for information or software downl oads to nobile station 1100

ot her than through a wireless comuni cati on network. The alternate downl oad
path may for exanple be used to | oad an encryption key onto the device

t hr oug ral i.ak to thereby

enabl e@\rschg%?ﬁec?dﬁ vr?dF1 gn{g%yn%ulsrlllilegg%tﬁon&%g’g‘%ﬁtgﬁlﬁy %OEB ndleggtl ons subsystens
1140, gcuwnumgat@nsmﬂ?rsum!iaalugea@@@mm@mawd)wm%ubsystem is a further
optional component which nmay provide for conmunication between nobile
station 1100 and different systens or devices, which need not necessarily
be si nl00AF] Theeshave dherefre ilyskigisse methed s0ph 3 pystemm fanaithirdwarty mobirseation

| nf r ar gn4RMIF@nBBCbvas 8 §6leRb&Hbr pﬂeéréhh tCeisufe A5MIcARRD RE BbRvRE ugda@éyet oot hTM
comuni cat1 on nodule to provide fo comunj cation with simlarl y enabl ed

Syst et AMPHIe SIAER ca BRBTPTAPPHYCA R FerTifbr Aho FXSIEM POG MesIasSlagw fRiihod and a

syst emygRaded Wil eflmitihy thegel forst IRbh&u? of §6TtwHRé b raifRMiigthe OVer a
gat ekeeper programto ensurﬁﬁw@ggllcatl ns and s ftware ugdates for a

mobi | e9LEEREPEIPRRH LY EPS, RYRIRHS HCRIFEFS 8’? CHHES AR ERPasd et hod
al | ow n‘hmughhlee astgihamhest odtdeethied partyiadntifigrstdne aveage bhfarréerh bltevesidor of

software, fr i ,nt.aini t he gat ekee ram Over bet ween vari ous
P concavhid FadiiPhder s b efE REr G i el SRRt SUF TR o
t hi r d pabileystatibe) tvhich eodld &a otentiallygealimfous ar harenfd tatHeownetdlefstationtohat t hird
party '&S”M fier. This prevents accidental |oading of unapproved software

onto tNe “nbbile station, which could be potentially malicious or harnful
to the nobile station or. network. [0058] The enbodi nents descri bed herein

are eX@debﬁhé) m§$a[ M@ﬁtgrdSéchbéé( ﬁ&PeEFFa rex%%l@@@fstr éé‘% ?éﬁ%PH@thod
corres ng to elenents o tec élcatlon Thi s
wr i t t ehavingeejemenis mrrﬁeamydI@@nml@nem%thgl@qmn@a% af thﬁ@pa qatippy Phikwriteid use

embodi H@é&ﬁ?t Mé}ﬂ&hab@ th@éenéﬁileﬂ‘?n ﬁieeefi‘ptﬁtn‘fal@e%ﬁ ust kfiModen® Kfgond to the
el enents o t echni ques of t(ﬁ@] ication. The intended scope of the
[

t echni eft?é%atwe eterme@tSatbﬁn Iké‘é{tSP&ﬁ"??rR%‘d eLRIREeN ﬂ@he techniques of this
application. The intended scope of the techniques of this application thus includes other

structures, systems or methods that do not differ from the techniques of this application as
described herein, and further includes other structures, systems or methods with
insubstantial differences from the techniques of this application as described herein.
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structures, systens or nethods that do not differ fromthe techni ques of
this application as described herein, and further includes other
structures, systenms or nethods with insubstantial differences fromthe
techni ques of this application as described herein. 14 CLAIM5 1. A nethod
for ensuring only valid | oads are | oaded onto a nobile station prior to .
upl oadi ng ebAmMsare onto the nobile station, the method conprising the steps
of: s storing on the nobile station a vendor identifier having a

manuf acturer identifier field and a carrier identifier field, the

manuf act ujer i Aemdthdd RF ehduRing oblyQalid a8 Bredbadid dHte!E MdbilY s@ftnoﬁpwﬁact urer
identifiers and the carrier rdentifier field stori n?q one of a. plurality

of carri edPlpEng safivare onigiae BTOH"%S‘GWP’E&'%B Prbgd sAmasiseg erdepsich

manufagturer LRy bd tRrmorididtdn Ry vwuel ﬂ&uﬂné.ehavm@oh)mahd@emrérn@énuﬁér the
uni que prg&ram associated with said stored manufacturer identifier for

ensuri ng Bld pnd aicarier isigntifies figld) hedeanusartyet iHentifigpisld slospaPreRi drior to

upl oadi ng ﬁf'?afllfy"@%?arﬂ réﬁ@er‘iﬂﬁ?l'slﬁdsthé‘&ér%r ldgntlf@hﬁei@%fohﬁﬁ' oRé ofdai m 1,
further crrprlsm steps o storing o bile station a nodel
identifi epluraﬂtvrﬂfucaviengieatlfmeﬂhemm ﬁh@lmlﬂfq%amﬁﬁiﬁ f@heamawfwtwr di ng the
nodel 'defa[ebtffe? o the programprior to uploading software onto the

mobi | e station 3. The nethod of either one of clains 1 and 2, wherein
t he software bei ng prapiingdeeivéntor isgeatiies & thadinisiug peearem aspociated Mithar e
creator d f tshod of claim
1, wherei lr:]aﬁcgh q:ﬁ%@f&#l}%r dl&z,lnnﬁﬁr!aflﬂ?‘&t E{ﬁ%g@-} eﬁ%?flc?aﬁ{sgar?#gﬁﬁ@ggﬁ t an

i dentifi elrnobllﬂrstatlmrtowa.T@icafb@(ISﬂft\N&Be Oﬂﬂﬁéhwphwtéﬂoreny one of clains 1 to
3, wherein the providing step occurs over a serial interface. 30 6. The
met hod of claim5, wherein the serial interface is selected fromthe group

2. The method of claim 1, further comprising the steps of:
15 . storing on the mobile station a modet identifier identifying a model of the mobile
station; and . '

providing the model identifier to the program prior to uploading software onto -

the mobile station.

20 3. The method of either one of claims 1 and 2, wherein the software being
uploaded includes software created by a software creator distinct from the

manufacturer and carrier.

4, The method of claim 1, wherein the plurality of manufacturer idenfiﬁers includes
25 anidentifier for a software creator.

5. The method of any one of claims 1 to 3, wherein the providing step occurs over
a serial interface. | ‘

30 6. The method of claim 5, whérein the serial interface is selected from the group
consisting of: a universal serial bus interface, an IrDA interface and a Bluetooth™
interface.

7. The method of any one of ciaims 1 to 6, wherein the providing 'step occurs over
35 a radio interface from a server through a basestation.

15.




consisting of. a universal serial bus interface, an IrDA interface and a

Bl uet oothTM interface. 7. The nmethod of any one of claims 1 to 6, wherein
the providing step occurs over 35 a radio interface froma server through
a basestation. 15, The nethod of any one of clainms 1 to 7, wherein the
programrel eases software co be uploaded to the nobile station only if the
vendor identifier corresponds within the programto a version nunber of

sof tar e bei ngndlHefed an ole ofifintEet B whbrohNthe greyraf releasemsalivas 8,
wherein the nmanutfacturer 1dentifier field The net hod

of cl ai moshe wieadsidro thremebilerstation Qb thei vepder '&?’H‘rﬁ %ﬁsg%%dswgfﬁ‘{ io 11.

A nobi | eﬁ'%b aGQr@eruﬁﬁ)té BOsMwRire Beity LEbaSs. net wor k, sai d nobi I e station
conpri si a processor; a comunications subsystem for conmuni cat | ng with

t he netvvork a user interface; is nenory; a manufacturer identifier menory

field fob St O?’h@%e%dl?&‘éﬁ@%éb%lahﬁeﬂidé Whreifihd manutadtireeidentifienfieltii er

rrermr freld storing a carrier i dentifier; wherein said nobile station,
~prior t ocopprisesiflgjissof t war e, passes the manuf acturer identifier and the
carrier identifier to a programfor ensuring only valid 20 |oads are

| oaded onto the nobile station, the program being.uni que fog, the

manuf act dber  iTHe mathaceof clamd, whareihihg Cﬁﬁ@éid?@ﬂre[%@'dt?ﬁﬂwgaeﬁ é“ E"}lﬁa program
mat ches the nmanufacturer identifier and carrier identifier with a version
nunber for the software wupload. 25 12. The nobile station of ¢laim 11,
furt her dorrpr Asholgile dationdieimmuticating Peer awiRipss RatupTH, 3¢ MOPH? F‘ﬁ‘@ o nodel

i dentifier sl"r&rel n said nobile station further passes the nodel identifier

to the p|‘38"grI

a processor, _
a communications subsystem for communicating with the network;
a user interface;

15 memory, -
a manufacturer identifier memory field for storing a manufacturer identifier; and

a carrier ldentlf er memory field for storing a carrier identifier;
wherein said mobile station, prior to uploading software, passes the
manufacturer identifier and the carrier identifier to a program for ensuring only valid
20 loads are loaded onto the mobile station, the program being unique for the
manufacturer identifier, and can only received the upload if the program matches the
manufacturer identifier and carrier identifier with a version number for the software

upload.

25 12. The mobile station of claim 11, further comprising:
a model identifier memory field for storing a model idéntifier,
wherein said mobile station further passes the model identifier to the program.

13.  The mobile station of either one of claims 11 and 12, wherein the mobile station
10 further includes a serial port to pass the manufacturer identifier and the carrier identifier

and to receive the software upload.

14.  The mobile station-of any one of claims 11 {0 13, further comprising an identifier
module for obtaining the manufacturer identifier and unique carrier identifier and

35 passing these to the program.
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13. The nobile station of either one of clains 11 and 12, wherein the
nobi l e station 30 further includes a serial port to pass the manufacturer
identifier and the carrier identifier and to receive the software upl oad.
14. The nobile station of any one of clainms 11 to 13, further conprising an
identifier nodule for obtaining the manufacturer identifier and uni que
carrier identifier and as passing these to the program 16 15. A nethod for
ensuring only valid | oads are | oaded onto a nobile station prior to

upl oadi ng software onto the nobile station, the nethod being substantially

as described herein with reference to the acgconpanyi i s 16. A
mobi | e g46at | ArmetbadionieoswringPriyaid loads B @é@ecﬁ%r{%%ﬂﬁgmsg%ﬁwgﬂlgﬁg station

3ei nd S@BI%%%BE} if%tlt\byre%ﬁodtﬁ@?ﬁdbﬁlégtéﬂ%.%é‘m&iﬁdﬂ tefgesubsizetilly ashe acconpanyi ng
rawi ngs* . '
° described herein with reference to the accompanying drawings. )

16. A mobile Station communicating over a wireless network, said mobile station
being substantially as described herein with reference to the accompanying drawings.
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