System and Method for Authenticating Software Using

Hi dden | nternedi ate Keys BACKGROUND OF THE | NVENTI ON
wdaoo¥eedind cal Field The present invention rel aP@US1003/039809

general to a system and nmethod for authenticating

software. More particularly, the present invention

relates to a system and nethod for using a master key

and hidden internedi ate keys | ocated on a conputer

system for authenticating software. 2 . Description of

the Related Art_In our nodern society, software is .

i ncr eSSty and dMathpd fonfAutheniptating dnfeware Using

technol ogi es. Software controls devices, such as

dppldemc et ameinslid &gy el ephones, and especially

conmput er systens. Conputer systens exist in a variety

of fornms. These forns include traditional desktop and

not ebook conputers, as well as pervasive computing

EACREROWND HOR STHI bINENTEI@ghones, and per sonal

digital assistants (PDAs) . In addition, software is

used for entertai nnent purposes, such as ganes

desiZpethical giebhal conputers as well as ganes

desi gned for specialized gam ng devices. Large anounts

of i nhe MRLNARAEBEIUCER 18R dedi GheHLEOVWREUS system and
creating Software. Many conpani es derive all or nost

Qe il I'£d:N CAMBh & 010 £ BaY | SO ewhtuar emoPef bsatecularly, the
prograns -
present invention relates to a system and method for using a

master key and hidden intermediate keys located on a computer

system for authenticating software.

2. Description of the Related Art

In our modern society, software is increasingly becoming
one of the most wvaluable technologies. Software controls
devices, such as appliances, automobileg, telephones, and
egpecially computer systems. Computer systems exist in a
variety of forms. These forms include traditional desktop and
notebook computers, as well as pervasive computing devices
such as mobile telephones, and personal digital assistants
(PDAS) . In addition, software is used for entertainment
purposes, such as games designed for personal computers as

well as games designed for specialized gaming devices.

Large amounts of time, money, and resources are dedicated



sold by these conpani es include custom zed software

that is witten for particular environnent or client,
wa@goosebdioas of ft he- shelf software that is desPQres2008039809

witten for |arger group of users. Because software is

so val uabl e, and because conputers nmake it easy to

create an exact copy of a program software piracy is

wi despread. Software pirates range from i ndivi dua

conmput er users to professionals who deal whol esal e

with stolen software. Software piracy exists in hones,

schowh sds baseaessg Sso itk GOV e MATBN compArtiies Pietrd®¥ all or most

nmeasures that have previously been enpl oyed incl ude

encfypheng tineosef tvame qremgriany softhesemanerftwdme programs

user is provided with a "key" for opening the software

al spgdwby hthheeenonpphédssohthwade prsgoanzetnlspfgwager that is

with the right key.can decrypt the software. A

cheriehge BPr i st e twd eriowesrstent o1 lgdti edtpepseriedd as off-

hackers can anal yze the nmenpry containing the,

exekarabpeblt sohtyrnendhider ipt 88sde@edanth cveafeer for larger

non- encrypted version. The non - encrypted version

ca%r?%%noﬁeu8?§ﬁributed to others who no | onger need

to use the "key" to open the software. Another anti

-plracaneasureshﬁg%o use a _devi ftencal lL.ed a

e e,
"dongl 7“2 Rat b8 ﬁ?eﬁoiﬁagﬁﬁg 0P g?%ﬁﬁ%%ﬁn%?mPUters
L§m$g§r9£eeas§h50d8¥é§€elQﬁlgggétacgg¥ %@aklﬁidgyﬁﬁgﬁéoftware
piracy is widespread. Software pirates range from individual
computer users to professionals who deal wholesale with stolen

software. Software piracy exists in homes, schools,

businesses, and governments.

Anti-piracy measures that have previously been employed
include encrypting the software program. In this manner, the
user is provided with a "key" for opening the software along
with the encrypted software program. Only a user with the
right key can decrypt the software. A challenge of this
method, however, is that experienced hackers can analyze the
memory containing the executable form of the decrypted code
and create a non-encrypted version. The non-encrypted version
can then be distributed to others who no longer need to use

the "key" to open the software.

Another anti-piracy measure is to use a device, often



software before the software will operate. One
chal l enge of this nethod is that users are often

w0 2008806100 have several devices that they nustP@Er/USN3/039809
to conputers prior to |oading the software program
Anot her chall enge is that experienced hackers can read
the key being provided by the attached device and
create a copy of the device or provide the key val ue
usi ng anot her software program Figure 1 is a block
di agram showi ng how a hacker nonitors a systembus to
I lda89@ly ¥ cQPNgPEOOraR ettt Bet igell iRro@ddr fNphkesoftware
system 100 |n€?udes system nmenory 110 and processi ng
CRLeopdRathat @ne H&8¢et6oNNETid@ss W thes dteemilught2ked by the
System menory 110 i s where software program and data
120 fanerst egdrd e ablfy wafteewilidi pperede .f r Omeachallenge of
nonvol atil e storage area, such as a disk drive or a
nehdel atdtdhedenoryha®rotecsedrar o4 tE30 fiareeddekdgade several
conponent that includes one or nore central processing
udievs. ceBPWda t1 3hean duee s el tacdroimt c P E@FAgerigp to loading
that is used for program storage 145 and data storage
15be sSfowage PAOJFEN - nAngdbereghaléfBIeRAR| thal eXperienced
ot her types of nenory. Because of size_constraints of .
t BeChestecradt apea i dexgeeiPAPEABLAEI Y a4tofhed device

is typically far less than th t of '
i RECLEE8RLER gﬁ?%%%ﬁgfyegegggu$goﬁ%%§qq% )i{ey value using

insufficient_to contain a conplete working copy of
tﬁfé’é’&}{e\falsé)fﬁ”@d:rearﬁ%a&ht a. This then requires the
sof twar e

Figure 1 is a block diagram showing how a hacker Iﬁonitors
a system bus to illegally copy program data in the prior art.
Computer system 100 includes system memory 110 and processing
core 130 that are interconnected with system bus 125. System
memory 110 is where software program and data 120 are stored,
typically after being read from a nonvolatile storage area,
such as a disk drive or a nonvolatile memory. Protected area
130 is a packaged component that includes one or more central
processing units (CPUs) 135 and a small amount of storage 140
that is used for program storage 145 and data storage 150.
Storage 140 may include registers, RAM, and other types of
memory. Because of size constraints of the protected area
package, the amount of storage 140 is typically far less than
the amount of memory included in system memory 110, and is

usually insufficient to contain a complete working copy of the



code and data to reside in executable formin system
menory 110. Even if the source of the software stored

WO poosypediem menory 110 is encrypted, the prograrCEOS2003/039809
data nust first be decrypted before it can be
processed by the CPUs. A hacker may then use a
hacki ng, or snooping, tool 170 in order to capture an
execut able form of the software program and data
during this decryption process. The hacker's snoopi ng
tool nonitors the decrypted data that flows over the

Syss Bt programeapaobeched ghea thehheegydtrem the software
menory (step 175) and copies the data (step 180),

creade ngnd | degal toopysi8e. ihl brgalitebpy I8@mM Snnetystem memory
encrypted (even if the original programwas encrypted)

antl@an be executed on any conputer systemthat is

conpatible with the software. Encryption and

aut hentBwen i df Kdys apergenefal the nepétyaseepttipied o1m system
bei ng hacked by a hacker the nore tines the hacker
eﬂW%mQEle%%/%%eem%EﬂptgdofthglEﬁogﬁ@meﬁﬁﬂyﬁﬁFénH@ﬁt first be
aut henti cation_keys, The hacker is able to use
aI%%?lfﬂPﬁﬁdé?%f%?%e%tt%%‘ﬁn]i’%u}%go?%sﬁﬁén]?ﬁ fhgnCPUs. A hacker
encryption key that remains constants

Al | TR U codkirid t%ﬁdspsosénﬁm&ea?cc’e%%fw order to

when t he hacker re resul ﬁ%o an
a

néﬁﬁﬁPr?rﬂﬁeﬁ%ﬁ%P ?E ! E?ﬁ?e enﬁ? aFgrprogram and data

during this decryption process. The hacker’s snooping tool
monitors the decrypted data that flows over the system bus
from the protected area to the system memory (step 175) and
copies the data (step 180), creating illegal copy 1820.
Illegal copy 120 is not encrypted (even if the original
program was encrypted) and can be executed on any computer
system that is compatible with the software.

Encryption and authentication keys are generally more
susceptible of being hacked by a hacker the more times the
hacker is able to view the results of using the encryption or
authentication keys. The hacker is able to use algorithms and
other techniques to identify an encryption key that remains
constants. These algorithms and techniques tend to be more
successful when the hacker has more results to analyze. What
is needed, therefore, is a system and method for
authenticating software using intermediate keys that are

generated using a hidden algorithm that is performed on a

4



aut henti cating software using internedi ate keys that

are generated using a hidden algorithmthat is
w@eesoedred on ahi dden master key in order to |PEi/US1008039809

hacker's ability to analyze results based upon the

master key. SUVMMARY A processing unit includes a read

- only encryption key that is unique, random and non

- trivial. Software is |oaded into a system nenory

area froma non -volatile storage device. The system

menory area may include flash nenory, read - only

mereien ReMter N@dam aaerRss veminyi { RAM lnicleny’ otdletlity to
type of storage. Code inmmges that reside in the system

SheRAge caredulne Wdeed e xhealmestand lkewuf fix

val ue. The prefix value is conbined with the master
key fromthe processing unit to create a random val ue
using a mat henmati cal operation, such as an excl usive
OR (§OR) operation. The random nunber is used as the
"seed" or starting value for the hashing al gorithm

s @UNMARYSHA- 256. The seed value is useg asgthe
initial result in the hashing algorithm Software code

that fqllows the seed value is.read in _blo ,
512 bygeQﬁQﬁﬁﬁﬁlﬁ%éw%ﬁgh%ﬁﬁi%ﬁ&%ﬂ%tﬁ%%%é% ééége ion key
value wi_th_a sign e fo d_fromt ewl .

biseE oF Bpdatied"Roraty DalRpoh R 10 A0EN ¥oEeRlre is loaded

gﬁg%fpéfég%g%ﬂ?ﬁ%@gkiﬂéggétﬂfHﬂ?%QB%nW%%ﬁa%ﬁﬁengﬁbrage device.

orma new result. Processing | oops

t HQUER,8AGH memory area may include flash memory, read-only
memory (ROM), random access memory (RAM) or any other.type of
storage. Code images that reside in the system storage area
include a prefix value and a suffix value. The prefix value
is combined with the master key from the processing unit to
create a random value using a mathematical operation, such as
an exclusive OR (XOR) operation. The random number is used as
the "seed" or starting value for the hashing algorithm, such
as SHA-256. The seed value is used as the initial result in
the hashing algorithm. Software code that follows the seed
value is read in blocks, such as 512 byte blocks. The hashing
algorithm uses the seed value with a signature formed from the
newly read block of code to form a result. This result is
then used by the hashing algorithm along with the next block

of code to form a new result. Processing loops through each

block of code with read block producing a new intermediate



bl ock of code with read bl ock producing a new

internmedi ateresult value. Finally, after the | ast
whbwskodies been processed, the final result vaPCEUS2003/039809

be left as the result of the conpl ete hashing

operation. Internediate results fromthe hashing

algorithmare stored in a secure nenory area for use

by prograns, such as a software |oader. In addition,

internedi ate results can be mathematically conbi ned

with the master key so that the internedi ate keys can

be-swhsequyanky autdientlicat ed fesimngthbe S&eUr ol ehas been
key. When exiting the secure state, an exit function

cheanegied heHemng lareaudtoraige hd lilnter feditahe the result

keys so that no one is able to anal yze the keys and

hatk thiee coagilert ke dthaty icpestadrigsh on the processing

unit. In one enbodiment, a "mcro - loader" is stored

in a protected area (i.e., ROM of a sem conductor )

packag@rddeompdiiate arqaviles kegom hghe shasbied jgdgprithm are

nonvol atile nmenory area in the sem conductor package.

Tl ariesk 61 2| sadeiei BeNgEd 26eAUE BT e RY Qefc@s, such as a

full- functioning software | qader using the nmaster

kP Ltore orloafer | nt eRmedrate ey S MRS S roRTihEs can be

hashi ng al.gorithmthat s perfornped on the

f ARG g §8Fg\9vﬁ\tgg I"g’a r tg’l%e RPSFER fEY, SO that the

nmenpry area (e.q., register nonvol.atil e .menor .

etjgll.?c)e_ylﬁe_tdﬁiar?ei ﬁgysgeﬁ?go]?ﬁl fé‘ﬁjﬁe%ﬁ%g’é.au%heerf%%/aﬁed using the

Functionina sof tyare | Qadgr MSeS e d SR Alfate, an exit
function cleans up the memory area storing the intefmediate
keys so that no one is able to analyze the keys and hack the

master key that is stored on the processing unit.

In one embodiment, a "micro-loader" is stored in a
protected area (i.e., ROM) of a semiconductor package along
with a master key that is stored in a nonvolatile memory area
in the semiconductor package. The micro-loader is used to
authenticate a more full-functioning software loader using the
master key. One or more intermediate keys resulting from the
hashing algorithm that was performed on the full-functioning
software loader are stored in a memory area (e.g., registers,
nonvolatile memory, etc.) within the semiconductor package.
The full-functioning software loader uses the intermediate
keys to authenticate other software modules. In this manner,

only the full-functioning software loader is authenticated

6



keys to authenticate other software nodules. In this

manner, only the full- functioning software | oader is
waedobeotipcat edusi ng the nmaster key, while ot hePCT/US2003/039809

software nodul es are authenticated using internediate

keys that do not expose the master key. \Wen the full-

functioning | oader is finished analyzing a software

nodul e, the internedi ate keys are erased from nenory

so that a hacker is unable to view the keys in his

quest to discover the systenis nmaster key. In

adgiitriconthehi hestbe rifteey,o whiidedeothamnosobewghangediules are

wi t hout nodifying (i.e., replacing) the sem conduct or

aanidﬂ'@mtntdﬁe:édjltisnfmnamaxmddlm kears Bdatesicaeed yprose the

provi ding the conputer systens with a new or gr aded

verssitar dkeyhe flilen thacEunbh-Fonasionrtsny Jm%lf h%as finished

prefix and suffix values for the new version of th

| saxpdivz Tiee of épégzmaﬁg redulgunie ylra%%m%%a%%ﬂie&f%@re erased

by necessity, lifications, gen lizations,

oS} BFECE g6t gﬁﬁt 2 disdtfite ﬁﬁgyn EOSWFWeHh? ﬂ@YS in his

the art wl]| gfg}erem ate that the s

I 86 e ﬁrawae.%f%am.%fn@ﬁ% bvbe %fh%%’ﬁl' while
00 IS e R B ity -
DA SR PSR A0 s
D%%bgqlbpﬂrrggll ce-aﬂ%apﬁgﬁﬁzg!@n-&h%h@ ESERu Y RSB th a new

ette ndersto
or upgraded version of the full-function loader along with the

prefix and suffix values for the new version of the loader.

The foregoing is a summary and thus contains, by
necessity, simplifications, generalizations, and omissions of
detail; consequently, those skilled in the art will appreciate
that the summary is illustrative only and is not intended to
be in any way limiting. Other aspects, inventive features,
and advantages of the present invention, as defined solely by
the claims, will become apparent in the non-limiting detailed

description set forth below.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention may be better understood, and its

numerous objects, features, and advantages made apparent to



numer ous obj ects, features, and advant ages mnade

apparent tothose skilled in the art by referencing the
waewsnpamyi ng drawings . Figure 1 is a bl ock dp@musaum3/039809

showi ng how a hacker nmonitors a system bus to

illegally copy programdata in the prior art; Figure 2

is a block diagram show ng the present invention

preventing copies from executing on other devices;

Figure 3 is a block diagramof a conputing device

capabl e of inplenenting the present invention; Figure

4 vhpsa kanakar tirshow ng-tstigprdfakemding niié addeenpanying

hardware with a protected naster key that is

i daeedssishl e outsi de the processor core; Figure S are

high |l evel flowcharts showi ng steps taken to

di st ri Fagareeli tes bdofingramt shoushoneey ahdcksr monitors

the custonmers to | oad software; Figure 6 is a

f lrowylaen bhevkagl btepelinkerpy owistan slate dot g prior art;

with authentication data;, Figure 7 is a flowchart . .

show n§isuEgs2tik@nbapckhdlagkas mrowing i Presegiginvention

sof tware aut henti cated using a master key; Figure 8 is

aPREYRERENY SPRHSTy St £RSIEH D %tq@%fﬁ# ces;

sof tware base esults; Figure 9 .i,s a._system

di agr afr-IHE i ggll:l oarnﬁbgrggtll_ ép.agagzp éadcomputlng dsé¥flce capable

of implementing the present invention;

Figure 4 is a flowchart showing steps taken to initialize
hardware with a protected master key that is inaccessible
outside the processor core;

Figure 5 are high level flowcharts showing steps taken to
distribute devices and software to customers and for the
customers to load software;

Figure 6 is a flowchart showing steps taken to distribute
software with authentication data;

Figure 7 1is a flowchart showing steps taken at the
customer’s device to load software authenticated using a
master key;

Figure 8 1is a flowchart showing steps taken to
authenticate software based upon hash results;

Figure 9 is a system diagram showing a micro-loader used
to load a software loader into a protected area of a
processing unit;

Figure 10 is a flowchart showing hardware initialization

8



to load a software | oader into a protected area of a

processing unit; Figure 10 is a flowhart show ng
wharodwedied i nitializationwith a mcro - | oader BEMUS2003/039809

master key witten to a protected area of the

processing core; Figure 11 are high level flowharts

showi ng steps taken to distribute devices and software

utilizing a mcro - |loader stored in a protected
processing area and a | oader which is authenticated by
the mcro - |oader; Figure 12 is a flowhart show ng

streps 4 akenrd-a diddy ahdt ®asherdesy oeritittdn &onmacpootected area
| oader, | oader, and authentication keys; Figure 13 is

aof| ohaehprbcehemnggestreps taken to distribute software

that is adapted to be | oaded by a device using a mcro

- | oadigane hll@a@émlghﬁkﬁweﬂ]ﬁﬂ¢%ﬁhﬁ#¢%%ﬂh@ﬂ%ﬂg steps taken
showi ng steps taken to prepare a software image with

ato héhettablion Aavécrat pod Fef tyamey 8ty g iac fs o - Loader
Figure 15 is a flowhart show ng steps taken %_ qi

coEeHRBris deRreEerbefoREOSEFERAPe 28PN oader which is
aut hentication by a mcro - r and | oader; Figure
1@uF§eﬁt%PéﬁéﬁaPY Eﬁﬁmﬂﬁﬁrgfi g{agken to authentlgate

and Ioad t he Ifgder softwgiowgﬁnerat

Filigure 1ng steps taken to
distribute the device with a micro-loader, loader, and
authentication keys;

Figure 13 is a flowchart showing steps taken to
distribute software that is adapted to be loaded by a device
using a micro-loader and a loader;

Figure 14 is a flowchart showing steps taken to prepare
a software image with authentication information for delivery
to a customer;

Figure 15 is a flowchart showing steps taken by a
customer’s device to load software using authentication by a
micro-loader and loader;

Figure 16 is a flowchart showing steps taken to
authenticate and load the Iloader software generating a
secondary key; and

Figure 17 is a flowchart showing steps taken to

authenticate and load the software using a secondary key.

DETAILED DESCRIPTION




secondary key; and Figure 17 is a flowhart show ng

steps taken to authenticate and | oad the software
waigiongoaosecondary key. DETAI LED DESCRI PTI ONThRCT/US2003/039809

following is intended to provide a detail ed

description of an exanple of the invention and shoul d

not be taken to be limting of the invention itself.

Rat her, any nunber of variations may fall within the

scope of the invention, which is defined in the clains

followi ng the description. Figure lis a bl ock diagram

showi nghkowralhaskerlg ndd t dicendydt e busrovide a detailed

illegally copy programdata in the prior art. See the

baekgtdwnd csectii am exbopde bEr tHet anventégar dindgshheld not be

prior art. Figure 2 is a block diagram show ng the

ptekemt Honventlionipiryenfi hhecdpives tiosmidadfti nRapher, any

ot her devices . Conputer system_ 200 includes system

nenmber206f ariepi aeeess ngiaxdr €3340 wWhahigr ethe” scope of the

i nterconnected wth system bus 201. System e

_ / ) nmor 05,

i $npeaitd osof twarehcdde dRd1ASHa B30 tace SHOHER, 2h1iowing the
typically after being read froma nonvolatile storage
aFegCTdREHO%s a disk drive or a nonvolatile nenory.

System nenory may include flash nenory 210, read -only

menory l(_LRC]é{p r?’[15, nf random - acgess. ry ( .
220. URFERES ésp??]% oo (L5l e Bow @ Ba¥er monitors
a system bus to illegally copy program data in the prior art.

See the background section, above, for details regarding the

prior art.

Figure 2 is a block diagram showing the present invention
preventing copies from executing on other devices. Computer
system 200 includes system memory 205 and processing core 240
that are interconnected with system bus 201. System memory
205 is where software code and data 230 are stored, typically
after being read from a nonvolatile storage area, such as a
disk drive or a nonvolatile memory. System memory may include
flash memory 210, read-only memory (ROM) 215, and random-
access memory (RAM) 220. Unlike the prior art, the software
image stored in system memory 205 includes prefix 225 and

suffix 235 used to authenticate the software.

Protected area 240 is a packaged component that includes

one or more central processing units (CPUs) 245 and a small

10



i mage stored in system nenory 205 includes prefix 225
and suffix 235 used to authenticate the software.

wor@tmedied area 240 is a packaged component the€T/US2003/039809

i ncl udes one or nore central processing units (CPUs)

245 and a smal | anbunt of storage 255 that is used for
program st orage 260 and data storage 265. Storage 255

may i nclude registers, RAM and other types of nenory.

Because of size constraints of the protected area

package, the anount of storage 255 is typically far

| es®urhan ft Becaapent s ®ft nikyusadl fidedrogsystamrage 260 and
menory 205. Storage 255 al so includes a small anount
ofdateneabatigke2 6BnDISt X AYe 2665hmag onleflatides RN r RAM, and
progranmmabl e fuses (efuses) . Master key 275, used to

autthent itgaies sof tmameryi s Becrude vh Ml spnversiraints of the
menory. Master key 275 is designed to be a unique (per |,
protcdctdedacikeagedckaaen-the iapicamtard £havaee & gypically
sufficient length (i.e., 256 bits) to enahle stron%
addredEscathem thec amesnithe InRener Yk dipciladere Fig§YSERM memory
the protected package, the only way a _hacker would be

atA%® t 0SFeERIPhRS AretEr Ww%g%fpﬁw Ay efibyvpRgvolatile
aers, LR, e cpackaging | o b1 dert0 expose Lhentl Yoo (o
e BLIC SR TR L L AR SRS ERLALD Hhace, 1
TR0 YL BREPEBISH anble. MELSC2 MEPTAAS Sdlaiones
to be a unique (per protected package), non-trivial and random
number of sufficient length (i.e., 256 bits) to enable strong
authentication. Because the master key is included in the
protected package, the only way a hacker would be able to read
the master key is by physically removing layers from the
packaging in order to expose the value of the master key,
destroying the protected area in the process. Thus, while the
hacker could obtain the wvalue of the master key in a
particular machine, that machine would be destroyed by the

hacker’s process and the master key obtained would be

different from the master keys stored on other machines.

Protected area 240 also includes loader 250. Loader 250
is a specialized process used to load software and
authenticate it using:master key 275. Because both loader 250

and master key 275 are within protected package 240, the

11



different fromthe master keys stored on other
machi nes. Protected area 240 al so i ncludes | oader 250.

wah.omden61850 is a specialized process used to |PeXUS2003/039809

software and authenticate it using master key 275.
Because both | oader 250 and master key 275 are within
prot ect ed package 240, themaster key is not
transmtted over bus 201 or over any bus or

conmuni cation line that exits the protected package. A
hacker uses a hacking, or snooping, tool 280 in order

a%ttte%”meyt QsCABY thenseitvedneoperasadn 2oul datarerThgy bus or
er’'s snooping tool nonitors the data, including

t he ik efiion tMabiie iddhe rsef tadns aode mrekataied padkdde.
suffix value that flows over the system bus fromthe
systemnenory to the protected area (step 285) % % .

copi es 2t hecésraugseep QQG%lngweQFlﬁ@°€86F929§OO 80 in order

However, because the master was never transmtte
O\ESY @hée@% Q%eCHEEké?h%§O§%HBF@ t%r%%’f%ﬁ‘nat‘ﬁe éaga' The
mast er key vaIu Bec%fse nast er

p#@fﬂéﬁ%lsysaﬁpaep@g Rl MoiEATE eligYa Bl ues hEhfaing the prefix

LS ST RIS U AR AR e o
B 50 - P 20 Wi SIEBTARIS o o
Ly )
?ﬁ%%ra{tgtdgo%ogy 2669Ur opeveP el Wk h 98 Kied add S n ]J@Wwas never
transmitted over the bus, the hacker was unable to obtain the
master key value. Because master key values are preferably
unique, non-trivial, random numbers, the hacker’s copy of the
software will only operate on the computer system from which
it was copied. Importantly, the copied data (prefix value,
software code and data, and suffix value) will not operate on
a different machine because the other machine has a different
master key that will not work with the copy. See the
description for Figure 5, below, for details on how the

authentication process works using the prefix and suffix

values.

Figure 3 illustrates information handling system 301
which is a simplified example of a computer system capable of
performing the computing operations described herein.

Computer system 301 includes processing unit 300 that is
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authentication process works using the prefix and
suffix values . Figure 3 illustrates information

whamdiooaige syst em 301 which is a sinplified exappl/esSmwh3/aes9809

conmput er system capabl e of perform ng the conputing
operations described herein. Conputer system 301

i ncl udes processing unit 300 that ispackaged in a

sem conduct or package and coupl ed to host bus 305.
Protected processing unit includes one or nore
processors 391, processor storage 392 used to | oad and

XKy Pt 6 dii DebadiEe f s o paEkdg8eaRdyc3iBled to host bus
software | oader 393 used to authenticate and | oad

sgfosnar e predeantsd apdoceciddognonmwdltat iine Ingksr y oareeaor more
394 which is used to store a master key that is only
agressidderd BOm, worbtaspoocessiage A2 u3@d hndléad mard execute
transmtted across host bus 302 . Processing unit 300

| s cdimveest gk daraiestihes B0 wehewe| 3080 ¢pffwanehédoader 393
menory 304 is also coupled to host bus 302. Host - to

POIsetst ity e 808N sl et tbodrdi SO FEVRES BOSITAREL ué@é locked
cache menory and main nmenory control  functions, and

preHVEds thde M axeah éﬂh*%s%%r‘é%%ﬁa pEprHye master
310, processor 300, L2 cache 304, nyj ne 308, and

hé%ety R0 WMt FRSSTS- B8 §O It ggsing gunit 300

ri dge 306 as Il as host bus 302. ces _used
% ADEBCEESSE ST 9560 ROSiTe FUss Lk chFges5ging unit
3 O ggnﬁchQ5 gush%% d%W%&f.Prgp%%ygi two (L2) cache

memory 304 is also coupled to host bus 302. Hogst-to-PCI
bridge 306 is coupled to main memory 308, includes cache
memory and main memory control functions, and provides bus
control to handle transfers among PCI bus 310, processor 300,
L2 cache 304, main memory 308, and host bus 302. Main memory
308 is coupled to Host-to-PCI bridge 306 as well as host bus
302, .Devices used solely by host processor(s) 300, such as
LAN card 330, are coupled to PCI bus 310. Service Processor
Interface and ISA Access Pass-through 312 provides an
interface between PCI bus 310 and PCI bus 314. In this
manner, PCI bus 314 is insulated from PCI bus 310. Devices,
such as flash memory 318, are coupled to PCI bus 314. 1In one
implementation, flash memory 318 includes BIOS code that
incorporates the necessary processor executable code for a
variety of low-level system functions and system boot

functions.
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Interface and | SA Access Pass - through 312 provides
an interface between PCl bus 310 and PCl bus 314. In

wa bios/omamner, PCl bus 314 is insulated from PQCDUS2003/039809
310. Devices, such as flash nenory 318, are coupled to
PCl bus 314. In one inplenentation, flash nenory 318
i ncl udes BI OS code that incorporates the necessary
processor executable code for a variety of |ow |evel
system functions and system boot functions.PCl bus 314
provides an interface for a variety of devices that
are shar@d byshdsl4 ppoowsses (&) 300eafdcSerfiprea variety of
Processor 316 including, for exanple, flash nenor
318:viRGs -that 4:18A shankk BRSgstodrdesIney ont3t angl Service
handl e transfers between PCl bus 314 and_| SA bus 340
urBnagess os &G Iinaladinse) franekrERaR: t §1385 ne@qEy 318. PCI-
nanagfnent functionality 355, and can include O%Eﬁr
f U Shapr eRefeABS REOVERGHN PUsichralsr 3l r B3| handlge transfers
cl.ock (RTC

DIVA trol, _i t t, d _
ST HhnBGEnEHE B4 Giborth RUBvALL) ' it sab perial bus
?L@:%@E%Jf%’%ésoﬁw@‘f@% s G055 TR T R A 67 355,
cac 304,. t.- to- P br.i.d 306, '
CaE 3 4k i BB L, B, s o

Elgag tq:ee?a o—gt_ir%eclga?é’]yi %@L,gcttﬁﬁngon%q ,L%.n%‘i%z.lpé Iyilpport , and

Idge, a mal n nenory. rvice

ffesggﬁezxg; (ngfclﬁn%wagu@@éﬁpéptsyst fPHRAMRIile RAM 320 is
attached to ISA Bus 340. Service Processor 316 includes JTAG
and I2C busses 322 for communication L2 cache 304, Host-to-PCI
bridge 306, and main memory 308 providing a communications
path between the processor, the Service Processor, the L2
cache, the Host-to-PCI bridge, and the main memory. Service
Processor 316 also has access to system power resources for
powering down information handling device 301.

Peripheral devices and input/output (I/0) devices can be
attached to various interfaces(e.g., parallel interface 362,
serial interface 364, keyboard interface 368, and mouse
interface 370 coupled to ISA bus 340. Alternatively, many I/O

devices can be accommodated by a super I/0 controller (not

shown) attached to ISA bus 340.

In order to attach computer system 301 to another

computer system to copy files over a network, LAN card 330 is

14



powering down information handling device 301.

Peri pheral devices and input /output (1/0O devices can
wheooavodehed to various interfaces (e.g. , paretT/e52003/039809

interface 362, serial interface 364, keyboard

interface 368, and nouse interface 370 coupled to | SA

bus 340. Alternatively, many |/ O devices can be

accommodat ed by a super 1/0O controller (not shown)

attached to I SA bus 340 . In order to attach conputer

system 301 to another conputer systemto copy files

oussuEl exettwoPRT b 360 d S3filacdypl ed ¢caniREtt mesnBlikr system

Simlarly, to connect conputer system 301 to an ISP to

ca@fiecto tant h8P| hbecnanegsi ity 4| bphoreeti neing a telephone

connection, nodem 375 is connected to serial port 364

andiIRCIcongec tign , Bricdge 338, iywiqrnadied sepaeElasyReEm364 and

described in Figure 3 is capable of executing the

prRSElessesl e RTidER WePein, this conputer systemis

sinply one exanple of a conputer systen1 Those skilled

i th | i h h

'ZSSt em&é%“ng p%@%ﬁ SH S G ‘ﬁaf{»ﬁémp“t%gggge 3 is
i f

A o [%}ﬁ%ﬁ“ﬁl g ; %aéaéa‘g?s%#t S erein, this

master.Key that 1 s; L nace ising $A§Og§§,§%§s sﬁeapag&ggg%& system.

core. roce |ng conmen reupon a ra

unhOues DRD11hM iy aly OBgler JKey VahHRelb$ate that many other

computer system designs are capable of performing the

processes described herein.

Figure 4 is a flowchart showing steps taken to initialize
hardware with a protected master key that is inaccessible
outside the processor core. Processing commences at 400
whereupon a random, unique, non-trivial master key value is
generated (step 405). At step 410, processing attempts to
write the generated master key value to a nonvolatile memory
location in protected processor area 415 of the machine that
is being initialized. The protected processor area includes
a nonvolatile memory, such as a programmable "e-fuse" array
420. The nonvolatile memory location to which the master key
value is written is lockable so that once the master key value
is written to the nonvolatile memory location and verified,
the master key cannot be altered or removed. Lock key bit 425

includes a bit that, once set, cannot be changed. If the lock
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generated (step 405). At step 410, processing attenpts
to wite the generated naster key value to a

womoovsob@vd | e menory | ocation in protected procEEEUS2003/039809

area 415 of the machine that is being initialized. The
protected processor area includes a nonvolatile

menory, such as a progranmable "e- fuse" array 420.

The nonvol atile nmenory | ocation to which the naster

key value is witten is | ockable so that once the

master key value is witten to the nonvolatile nmenory

| oral/i lous asuebry eleitf,i eHe pdveh MBSd® KO icanBetndevolatile memory
altered or renoved. Lock key bit 425 includes a bit

t hateaodre s$et madanhabpbeacharged. |f the | ockkey has

been set, the path used to wite to nonvolatile nenory

area 420 i.s nmade inqQperagtive._ A determ pation i s nade .
as to whetREPTRABALIATOIEL |H}aéi‘?re<’i‘ﬁ>r9°l YOG ttg'l%/\kﬂc&hVOlatlle

mast e itten has alread

| | obrBacY dhef }y—bﬂ%%)whl% TR vt ok ?rﬁ‘h%rjf written has
oranhaey (e det i TERR A EE R ali oo fle epvplatite menory
CLUEREA R0 e 1) LGSR a5 brancres
pr9§§$$'ﬂgaﬁ8ﬂs4%%‘%%%ré%§54F%£tQF£OFaEQ defeulBRa indicating

nonvol ati |l e nmenory | ocat as not already been

| ogked, tﬁ@Qﬁéﬁﬁ%ﬂé§§l@ﬁﬁQ&§§§ 182 PPon bEARCI ADD3y been locked
wher eupon the | ock key controlling access to the

nonyetat £48) N"BABI Yrbeeating kadseht(abbep 460),
per manent |y

On the other hand, if the nonvolatile memory location has
not already been locked, decision 435 branches to "no" branch
455 whereupon the lock key controlling access to the
nonvolatile memory location is set (step 460), permanently
locking the nonvolatile memory location. The gserial number of
the machine being initialized is recorded along with the
master key value (step 470) in secure database 480. Master
key values are stored in a secure database (i.e., one that is
protected using encryption and unable to be infiltrated by
network hackers) so that hackers and other individuals do not
gain access to the master key values which would allow the
hacker to circumvent the software authenticity that is
provided through the use of the master keys. Processing

thereafter ends at 490.
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| ocki ng the nonvol atile nmenory | ocation. The seria

nunber of the machine being initialized is recorded
w@abk@sgoawe h t he master key val ue (step 470) i nPGEUS2083/039809

dat abase 480. Master key values are stored in a secure

dat abase (i.e., one that is protected using encryption

and unable to be infiltrated by network hackers) so

t hat hackers and other individuals do not gain access

to the master key val ues which would all ow t he hacker

to circunvent the software authenticity that is

provi ded gured BgArENei gis a Bfell e offehbeit Keysdwing steps taken to

Processing thereafter ends at 490 .Figure 5 are high

| evied tFilrovehadesisbewiaigl stepswhakercd ocdésbmebat end for the

devi ces and software to custoners and for the

custsimerescst otb oddasofdafverdi st Dillsird g c@device processing

processi ng conmences at 500 wher eupon the device

( iccamenTashaite 00 swlber ¢upaw tihea denigee (fmst ernkelyine) is built

stored in a |l ocked nonvolatile nenory |ocation and a

| oeiddy aprbgEamTRes tor Ikt sked esui Rentledied Mm@etlle memory

based upon the master_key (step 503) As shown ,
Filfaacion apg ﬁagmd%ypm{@maﬁa &@vﬂx%ﬂdr d@a@. fughenticate

(i e., serlal nber re stored cure :
EFP %Ejarlset ﬂ%s%%t]ﬁel’h SERE ggé gFthO"m H
ey. an oa |s Shl ed to, a consu .
RiB s oot MFeTor chTY ef biaeTy SBut o ReharTer (Lo
proceeﬁ_qguﬁgnnpqggg g%oégg f@erggggpetggtabase 512. At step
506, device 515 (with the included master key and loader) is

shipped to a consumer. Distribute device processing

thereafter ends at 509.

Consumer processing commences at 518 whereupon the
consumer receives the device with the embedded master key
(step 521). At step 524, the consumer orders software for the
device by sending order form 527 to a software distributor or
retailer. Order form 527 may be electronic (i.e., an Internet
order), paper based (i.e., a mailed form), a telephone oxder,

or an order placed at a retail location.

Distribute software processing commences at 530 whereupon
the software distributor receives the order along with the
device identifier (i.e., serial number) of the consumer’s
device (step 533). The master key value corresponding to the

device is retrieved (step 536) from secure database 512. A
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consuner receives the device with the enbedded master
key (step 521) . At step 524, the consuner orders

wa@odosmedied f or t he device by sendi ng order for PGRUS1003/639809

software distributor or retailer. Order form 527 maybe

el ectronic (i.e., an Internet order) , paper based

(i.e., anmailed form , a tel ephone order, or an order

placed at a retail location. Distribute software

processi ng commences at 530 whereupon the software

di stributor receives the order along with the device

i derd £ it evalue eis Seeadabdnbabed) upbnt hbhecopsuien'ssl master key
device (step 533) . The nmster key val ue correspondi ng

t o(dthep dBBI%e i s Tmt rdneyegmpotiepeBdl6) énonesetusdve or (XOR)
dat abase 512. Aprefix value is created based upon the

r etpéeibnmasitser Pegforaesh b8%yeen naoneaedbedi iehie and the
an exclusive or (XOR) operation is perfornmed between a

r arrlon sreedi anasieeE Heey et @ | everit paiRerrkefixovel gt e

the prefix value. A hashing algorithm such as SHA -

256, I%X"}%Sa];]es%'ldl%g%féﬂ)(é&t%,ra ecgﬁ]sggygﬁﬁ—gggg LQ vseeded” with

gener ate e pr val ue (s . Seedi ng the

h . ngaﬁ{i&grh %e?gtlﬁééheté) njg;teﬁ@l:aE@Sl’Hﬂe %réf’f’x value (step

hashi ng al gorit e seed val ue, whereupon the

hasid ng & LA AANPHE &% 18 d @3¢ dridhanGMd kg Rashiefl result
all or a portion of the software code, to generate

addi t iRBahaEasHLt $1 AWM xcyatHe seddhemueasr ahedeupon the

(step 545) . In one enbodinment, the final result from

t hes draisty RO 9iadHt RiBes the result along with a hash of all or
a portion of the software code, to generate additional
results. A suffix value is then generated (step 545). In one
embodiment, the final zresult from the hashing algorithm
hashing the requested program code is XORed with the master
key to create the suffix wvalue. A software image that
includes the prefix value, the software code, and the suffix
value is packaged together into software image 550 and

delivered to the consumer (step 548). Distribute software

processing thereafter ends at B551.

Returning to consumer processing, the consumer receives
the created software image at step 560. When the user wishes
to use the software, he installs and/or loads the software and
invokes the software (step 563). In some computing
environments, software i1s first installed by copying the

software image to a nonvolatile storage device, such as a hard
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hashi ng the requested program code is XORed with the
master key to create the suffix value. A software

w0 pmgmeodibat i ncl udes the prefix val ue, the sofP@EDS2003/039809
code, and the suffix value is packaged together into
software i nage 550 and delivered to the consuner (step
548) . Distribute software processing thereafter ends
at 551. Returning to consumer processing, the consuner
receives the created software i nage at step 560. Wen
the user wi shes to use the software, he installs
ardligit. | aadanbhiesoéhwarenmadti nubkes dded sof tiwarseme consoles,
(step 563). In some conputing environnments, software
i sHe r sbfitwstral | pdodyamopyd npathegedf towate iamgedtidea that is
nonvol ati|l e storage device, such as a harddisk. In
arigtdrrtehvinen e ofmen apsed W tWhgnaeprennddlessoftware is
the software programis packaged onto a nodule that is
i eyt § gLy Hergfed consol e wher eupon the sof tware
is automatically invoked. During the | oading process,

e, Lol 80 R B PR Sl B eogipsa 1n e

al egm&% '% %le@rl%fe' d%%l %1’1’1@ gl%d sie'%dt t\17%11ue used

tware 1 nmage an e mast er key step
qup@hﬁpﬁgshﬁﬁﬁ HESEk%tMﬁJH&sé& C&H&Fﬂ}éﬂﬁ%'@%ﬂd@'lncluded
key to generatée the seed val ue. e hashing al gorithm

(€10 theSHVE tARMe IimarReded WH rbhe cseqdvalsteA®é6) . In one

hashes the software
embodiment, the prefix value is XORed with the master key to
generate the seed value. The hashing algorithm (e.g., SHA-
256) is seeded with the seed value and hashes the software
code included in the software image (step 569). The final
result from the hashing algorithm is retrieved (step 572). An
expected result value is generated using the master key to
check the final result. In one embodiment, the expected
result is generated by performing an exclusive OR operation on

the suffix value read from the software image and the master

key (step 575).

A determination is made as to whether the result from the
hashing algorithm is equal to the expected result (decision
578). If the values are equal, decision 578 branches to "yes"
branch 581 whereupoh the software code 1is loaded (i.e.,
executed) by the processor, at step 584. On the other hand,

if the values are not equal (indicating that the software has
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code included in the software i mage (step 569) . The
final result fromthe hashing algorithmis retrieved
W@ 3108008TR2) . An expected result val ue i s geneper/Es2003/039809
using the master key to check the final result. In one
enbodi nent, the expected result is generated by
perform ng an exclusive OR operation on the suffix
value read fromthe software i nage and the naster key
(step 575) . A determination is made as to whet her the
result fromthe hashing algorithmis equal to the
expest edl tes88t odetiasi ahd E)ftwdde the natubesiageused on the
equal , decision 578 branches to "yes" branch 581
whisselpenf v hewhdthwdrte wesd®ddedaldeddécisionef@8ubednches to
by the processor, at step 584. On the other hand, if
t henoallresiclr é&’?obyeqsallng] hhech@adgnghgpem‘elmmhm in step
hasbeen altered or 'that the software is not beln%
usEl# on Gorswesy ceréoeswhnghthereasterdendg) at 59
deci sion 578 branches to "no" branch 587 bypassing the

| oadi n erati on shown i te
Jf%'“ﬁ]er egf?gfrﬁowc ar El&&l%. gurégnﬁgken to distribute

proces

fl
%a&%ﬁ%%eﬁg%catlon g%?strl g??gﬁb§%§§g§§%%g%f%rocess1ng
t
r e%%ﬁﬁ%??é aé%gomﬁé?gﬁﬁ@n al siehh @9, erder 5@46105?' received

or a particular software product. Order
| nedudes, pot hod her Cust hRFe SpHbhgye. degi-aeri geat iihicefides both

such as a serial nunber, along wth an identifier

CHHLspeadbhngrt 8 td'ﬂﬂque device identifier, such as a serial
number, along with an identifier corresponding to the
requested software product. At step 612, the master key

corresponding to the consumer’s device is retrieved from

secure master key data store €1ls6.

A prefix value is created based upon the master key at
step 620. In one embodiment, the prefix value is created by
XORing a random number with the master key. 1In step €28, a
hashing algorithm, such as SHA-256, is seeded with a value
based on the prefix wvalue and the master key. In one
embodiment, the hashing algorithm is seeded with the random
number used to create the prefix value. The hashing algorithm
is seeded by storing the seed value (e.g., the random number)
as the initial wvalue of the hashing result {(memory location

632) .

20



requested software product. At step 612, the nmaster
key corresponding to the consuner's device is

WO edosioesied from secure master key data store GRGI/USW03/039809

prefix value is created based upon the nmaster key at
step 620. In one enbodi ment, the prefix value is
created by XORing a random nunber with the naster key.
In step 628, a hashing algorithm such as SHA- 256, is
seeded with a val ue based on the prefix value and the
master key. In one enbodi nent, the hashing al gorithm

is seedad wibp té®e| andam nenhestesedsboteheat eishdocated in
prefix value. The hashing algorithmis seeded by

sty fitRgiddhel Seestkyabde. (eIg. thichexansosn shoke) ) the requested
the initial value of the hashing result (nenory

| geatiweire632) soAtwatrepm636let 68 r edurester €921 vighe fiigst block
| ocated in software |ibrary 640. In the exanple shown,

t ef reedfurested ol oy eréad sfematlee nodaiieséad. spftwasp module
652, the first block of software code is read fromthe

r éfiflost B sotp vEF® rdthibd 648 ofAsOEEEpreseodehehat gEe read is
of software code that was read is passed to a hashing
aRgsrEachire subpshangrplgopsghmar sueb 2 6A THed hadtfi FGep 660,
al gorithmreceives the block of software code d the

SG3® BAFGETS! B1EATIAeSRIE ESS CheHel 0k Tt it Fe code and
hashi ng al gorithmis stored in resul 32, qQverwritin
tﬁilepr%%?%ugaa'ggeoﬁt‘?%ggl tlnvaqeuseufaft %39 ']ghe YIS of the

hashing algorithm is stored in result 632, overwriting the

previous (seed) result value.

A determination is made as to whether the end of file has
been reached on the software code (decigion 664). If the end
of file has not been reached, decision 664 branches to "no"
branch 668 which loops back to read the next block of software
code and process the next block using the hashing algorithm.
This time, the hashing algorithm uses the read block of data
along with the result from the prior hashing operation to hash
the block of code. This looping continues until the end of
file is reached on software code 648, whereupon decision 664

branches to "yes" branch 672.

At step 676, a suffix value is created based upon the
master key corresponding to the device and the final result
from the hashing algorithm. In one embodiment, the suffix

value is created by XORing the final result from the hashing
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A determination is made as to whether the end of file
has been reached on the software code (decision 664)
wo tooshesiend of file has not been reached, deciBCDOSHE039809

branches to "no" branch 668 which | oops back to read

the next bl ock of software code and process the next

bl ock using the hashing algorithm This tine, the

hashi ng al gorithm uses the read bl ock of data al ong

with the result fromthe prior hashing operation to

hash the bl ock of code. This | ooping continues until

t he pE fn fhilte ithd eschead: aregof tware code 648,

wher eupon deci si on 664 branches to "yes" branch 672.

At step 676, a suffix value is created based upon_the ,
mast er Aley tedr 684poReifityars tHedIse $iB8e igngrenser Ryl packaging
result fromthe hashing algorithm In one enbodi nent,

t F&rs BHeEA% Y ke s EREafOd tHRTRORIF t he- ¢1 nafCfEWaFe module

N AT ST R T L
fi | ue, t ft, i.e. ft d . .
2 SHARPLte PR SSL LS, R (b Gy IR, TR Bovarion
nd di.ng th f ' f) toth t .
o3RRG IR G oSS 4be 0 the customr,

7 is a flowhart show ng steps taken at the custoner's
devi ce signdready safd war & ladieti cahewidgi - fodmshRen at the

key. The | oader is a process enbedded within a
customer’s device to load software authenticated using a
master key. The loader ig a process embedded within a
protected semiconductor package within the device. The
semiconductor package also includes one or more processors and
the master key. In this manner, the loader is able to
retrieve and use the master key without ever transmitting the

master key across a system or memory bus outside of the

protected semiconductor package.

Processing commences at 700 whereupon a load request is
received for a particular software component (step 705). At
step 710, master key 720 corresponding to the device is
retrieved from locked nonvolatile memory area 715. In one
embodiment, the locked nonvolatile memory area is a set of
programmable fuses (e-fuses) that, after being successfully
loaded with the master key during creation of the device, is

locked by setting a lock bit that prevents the master key from
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protected sem conductor package within the device. The

sem conduct or package al so i ncludes one or nore
w@e@soedoy s and the naster key. In this nmannerPCT/082003/039809

| oader is able to retrieve and use the master key

wi thout ever transmtting the naster key across a

systemor nenory bus outside of the protected

sem conduct or package. Processing commences at 700

wher eupon a | oad request is received for a particul ar

sof tware conponent (step 705) . At step 710, nmaster

kaye it doragrespondirendwed he device is retrieved from

| ocked nonvol atile nmenory area 715. In one enbodi nent,

t he | ocked nonvol atil e are set. of

pr ogr aftab? R user (BREeFY §e¥%lPﬁat after %@?nﬁOftware module

foul | ded h
HEt o fdehe T oY | BERL DG CRFFI hjRge 337 stored on

D OIS LIS TRSLEC. Ko Ol LTI o o
(%Jfotn%r %mdéjl %géi;?, ! Ogggg !sa r et s%]\ﬁ%d fcgfjm the protected
tware 1 mage ored on nonvol at e stor ag

d ard
%\@n]i%é) i Stsdéé o%,sk%gg sHirglae N aidd elﬂ@ﬂﬁf%s prefix

| oca protected sem conduct or

Paekage 7330f Va8, d BGR I3 274 91C| a6l SsF £k Xvyad8e7889,
software code 745, and suffix val ue 750. In step 755,

a hashing algorithm such as SHA- 256, is seeded with _
a vaIuékbaﬁeﬂQdﬁ5$heapheSthGab&@qmmihmhefﬁ%@heas SHA-256, 1is

seeded with a value based on the prefix value and the master

key. In one embodiment, the hashing algorithm is seeded with
the random number used to create the prefix value. In one
embodiment, the seed value is generated by XORing the master
key and the prefix value. The hashing algorithm is seeded by
storing the seed value (e.g., the random number) as the

initial wvalue of the hashing result (memory location 765).

At step 770, the first block of software code is read
from the requested software module 745. At step 775, the
block of software code that was read is passed to a hashing
algorithm, such as SHA-256. At step 780, the hashing
algorithm receives the block of software code and the seed
value stored in result 765. The result of the hashing
algorithm is stored in result 765, overwriting the previous

(seed) result wvalue.
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key. In one enbodi nent, the hashing algorithmis
seeded with the random nunber used to create the

w@e@siosc1val ue . I n one enbodi nent, the seed vaPCEUSR03/039809
generated by XORi ng the master key and the prefix
val ue. The hashing algorithmis seeded by storing the
seed value (e.g., the random nunber) as the initia
val ue of the hashing result (menory |ocation 765) . At
step 770, the first block of software code is read
fromthe requested software nodule 745. At step 775,
t he bl oglasfesoifdaet e dedaatikabswes wiestthdés fiasead b6 file has
a hashing algorithm such as SHA- 256. At step 780,
t Heedrashiarghadl gt i tHemsoftelaves colde fHeck sabns@BRwar eIf the end
code and the seed value stored in result 765. The
resfil fibé hae hashbegnakgerhefim decdsdond 782 resugighes to "no'
765, overwiting.the previous (seed) result value. A
déverminat8bmhishddepssbackvbettrad tthe asgtoblprkeof software
has been reached on the software code (deC|S|on 782)

| foedr @l RoTere Hs R BRlar) auting, ftfe&}asﬁf&ﬁlgz@égorlthm

branches, to "no" branch 784 whjch | oops hack to_r

t HEbFexe L1 ockh @ D ae 1@l QU R A1 PP DS TR fex of data

bl ock usi t hash orith Thi

ha% %%%b%ﬁ?ag & f-ﬁ%rgrtéjé%pg}l&éfk 3 érgeéaoa%ﬁ*@mn to hash

re t t hashi ti

e ootk 2 LI B AL LBshing: AL LA ene ena of

%l’ ndl.sgfr f lheél Sor%g%%}%garo@ csoocié WBE, %geq:gudﬁ_’on decigion 782

upon eCI SI1 on
branches to "yes" branch 786.

A determination is made as to whether to software has
been altered or whether the master key for which the software
was created is different from the master key included in the
device (predefined process 790, see Figure éenuicorresponding
text for processing details). Loader processing thereafter

ends at 785.

Figure 8 is a flowchart showing steps taken to
authenticate software based upon hash results. This routine

is called from predefined process 790, shown in Figure 7.

The loader’s check hash results processing commences at
800 whereupon, at step 805, master key 815 is retrieved from
nonvolatile memory area 810 that is included in the protected

semiconductor package. At step 820, suffix value 840 for the
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branches to "yes" branch 786. A determ nation is nade
as to whether to software has been altered or whether

wo b@soeaber key for which the software was cr et BUS1083/039809
different fromthe master key included in the device
(predefined process 790, see Figure 8 and
correspondi ng text for processing details) . Loader
processing thereafter ends at 795. Figure 8 is a
fl omchart showi ng steps taken to authenticate software
based upon hash results. This routine is called from
prergahiaied tpeecessbé9fy tbawedi bs Figtirveved. Tite suffix value
| oader's check hash results processi ng comences at
8QQ whereuwforo fatvasteeinBlfe, 82ASt eSokeéwa8Es imege 828 is stored
retrieved fromnonvolatile nenory area 810 that is
i rigl ualedtbraphke guast ecsedhses careiuen onepatkag@utgide of the
step 820, suffix value 840 for thesoftware that is
bemgcelocmaedsexslcendueveu DRItk agie f| xThel gohtargrg timpge also
software i nage 828. Software inmage 828 is stored in a

stigycdgeles axelkive H’adél%y%:i%n@%n%‘??tw%ﬁ? sfaeeoP3Phe

protected sem conductor package. The software image

al so i '},%lt U%%?eQE %{ Vﬁ]!ll‘te §39ua8nd S0l @e&o%%s%%s upon the

An expéc esu 3-ue 1s conputed based upon t

r e.CtéEI%_ o'§ fuff'f)&ﬁl%l li%ea%dt PReMRSE @ér keyy (B4 €8 884@ In one

one e |nen e expected result is generated by
Xg%ﬂ?ﬁl%@asﬁl?é gﬁﬂe&\téh trhausuf filx gedldigst M tb$t BORing the

855, the actual
master key with the suffix value. At step 855, the actual
result from the hashing operation (result 860) is retrieved
from a memory location located inside of the protected

semiconductor package. The actual result was previously

generated using the processing shown on Figure 7.

A determination is made as to whether the expected result
ig equal to the actual result (decision 870). If the expected
result and the actual result are equal, decision 870 branches
to "yes" branch 875 whereupon the software code is executed by
the processor at step 880. On the other hand, if the results
are not the same, decision 870 branches to "no" branch 885
whereupon an error is returned at step 890 and the software
code is not executed. When the expected result is not the
same as the actual result, either the software code was
altered or £he software was created for a different device

with a different master key than the device from which the
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result fromthe hashing operation (result 860) is
retrieved froma nmenory | ocation |ocated inside of the
w@e@tmeedied semi conduct or package. The actual rECUUS2008639809

previ ously generated using the processing shown on

Figure 7 . A determnation is made as to whether the

expected result is equal to the actual result

(decision 870) . If the expected result and the actua

result are equal, decision 870 branches to "yes"

branch 875 whereupon the software code is executed by

t N4t oc€gsest atvast EpRRAH. OnThhe lokkier ‘kanthed®t hhsh results

results are not the sane, decision 870 branches to

" o dersanioly 88 mdref Brporettures ror tseredliied mpukipnp at 895.

890 and the software code is not executed. Wen the

expected result .is not the sane as the actual .result,

ei t her FUABES Pt ird THUEHAL AT PR T tmargader used
s created for di fferent,devi.ce with a_differegnt

\Arrg%q el OREy ?ha%ofﬂ’éa]a%vi]coea#er%ml et‘|°cha‘t h%F%i’E-i Crgggueaslfea of a

was_issued. The.] oader! c r I S

AR EY ot he 1 SOPRR R 1S 700t e B fEE S hP¥otected

E'Ssgggﬁfaoggﬁ | 08, SKaEEMW as%}@ﬁ%xﬁhﬂgnegy? B0 3 PBAET and the

oad a software l'oader into a protected area

0f1 B Pr OGRPSING i dg @HP&'&E&uéM@Ee?éggggéngbgd%_ﬁat includes

unproVected storage 905, such as system nenory, disk
dgyd Q&tye P BEmt Benhlke or b 0d:eed @thateitheondoahott within the

package 955 that includes packaged semi conduct or
C WHONRY Switiadut nheecelnactbud.t hithphetected storage 905 and
protected semiconductor package 955 communicate with one

another using one or more busses, 9250.

Unprotected storage 905 stores software loader image 910
and application program image 930. Each of these software
images include a prefix value (215 and 935, respectively),
software code (220 and 240, respectively), and a suffix value

(925 and 9245, respectively).

Protected semiconductor package 955 includes one or more
processors 960, and storage 965. Storage 965 includes a read-
only memory (ROM) of micro-loader code 970. The micro-loader
is a scaled-down loader that is written to authenticate and
load software loader 910. Software loader is a more robust
loader that is designed to load application programs, such as

application 930. In addition, micro-loader 970 is stored in
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package w t hout use of a bus. Unprotected storage 905
and protected sem conductor package 955 communi cate
WOWak/0eqe anot her using one or nore busses, 95PCT/US2003/039809

Unprotect ed storage 905 stores software | oader inage
910 and application programimge 930. Each of these
software i mages include a prefix value (915 and 935,
respectively), software code (920 and 940,
respectively) , and a suffix value (925 and 945,
respectively) . Protected sem conductor package 955
I ndddlesmlonencaforpaadpr thesedbs<960anand B¢ alagey&br altered
St orage 965 includes a read only nmenory (ROM of micro
- widdoert cackp @ind hethe croretbohddr ssmiacendliedor package.
down | oader that is witten to authenticate and | oad
s&fdfitavraed dadelero900, Suf tiviee e theadbenids as mreredbuselterable
| oader that is de5|%hed to | oad application prograns,
sy appidie s enhezd. diskadeind ean hereforieodgenpdated if
970 is stored inread - only nmenory and, therefore,

c SR Dk Fhyd@agieraper é@um pEUWheBpERbRRGSMeEts or other
protected sem conduct or. package. Software | oader 910,

o AHid idaternmi® Ghe sheRdRF 1aFal $e7akRe: nenory, such

as a hard disk, and can therefore be updated if errors

in the doadef. @ B@HBd t14hen SANGNGRMBNS, )L SPH“‘:‘LElto which
AR )

nodi fications to the er are creat St orage 965
ahRAH nebpeRarar qwa@@xstyi@gan%tﬁapﬁpca\m&@ %%@ram 930 are

software | oader 910 and application program 930 are
loaded, in storage areas 980 and 985, respectively, in order
to be executed by the processors. Storage further includes a
memoxry location for storing intermediate keys 220 that are
generated by the micro-loader while loading the software
loader. Finally, storage 265 includes a locked nonvolatile
memory 222, such as programmable fuses (e-fuses). Nonvolatile
memory 992 1is inaccessible from outside the protected
semiconductor package. Nonvolatile memory 222 is used to
store master key 225 which is a unigue, random, nontrivial
value of a sufficient length (e.g., 256 bits). After the
device 1s created and the master key 1is stored in the
nonvolatile memory, the nonvolatile memory is locked, thereby

preventing further operations from altering or removing the

master key.

Figure 10 is a flowchart showing hardware initialization

with a micro-loader and master key written to a protected area
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| oaded, in storage areas 980 and 985, respectively, in
order to be executed by the processors . Storage
wo ewosioer109 ncl udes a menory | ocation for stori nBCT/US2003/039809
i nternedi ate keys 990 that are generated by the mcro
- loader while |loading the software | oader. Finally,
storage 965 includes a | ocked nonvol atile nenory 992,
such as progranmmabl e fuses (e- fuses) . Nonvolatile
menory 992 is inaccessible fromoutside the protected
sem conduct or package. Nonvol atile nmenory 992 is used
t @fstheepraseesikgyc@96. Whiadtivwag-aa inditdud, i dZadrideimcommences at
nontrivial value of a sufficient length (e.g., 256
bi109P. whfetrarunidre, devi seepslOfdat ed randidine wmsqes, keyntrivial
Is stored in the nonvolatile nmenory, the nonvol atile
memster keivooieddie tirerasneyarteadmi gy swffhetent length (i.e.,
operations fromaltering or_renoving the master key..
FR§Gr 1B )i s a Theovienatasedwinagthar digf els stored in memory
initialization wwth a mcro - |oader and master key
wiPEeéR oo 19080t ect ed ar eaof the processing core
Hardware initialization conmences at 1000 wher eupon,
at step,l nd s tad vi t y
val ue ?? 82% rg'to(réL ‘o n?%u@fl ?aIJ sﬁaelﬁ%gllleéng%%?i{g%.ﬁéigg upon the

byksbratiiengeneraked ORI eEokeY i ALALEY LBCHBYBRLY1016. In
| ocation 1008. In stép 1012, a prefix value is created

based &pyd e genenat geefbst &a1kRy andcstated WY XORing the
menory | ocation 1016. In

generated master key with another random number. In step
1020, a hashing algorithm, such as SHA-256, is seeded using a
value based upon the prefix value, such as the random number

used to generate the prefix value. The seed value is used as

an initial result 1024 of the hashing algorithm.

At step 1028, the first block of software loader code is
read. The software loader code is the software loader that is
loaded by the micro-locader. At step 1032, the block of
software code that was read is passed to a hashing algorithm,
such as SHA-256. At step 1036, the hashing algorithm receives
the block of the software loader code and the seed value
stored in result 1024. The result of the hashing algorithm is
stored in result 1024, overwriting the previous (seed) result

value.

A determination is made as to whether the end of file has
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one enbodi nent, the prefix value is created by XORi ng
the generated naster key with another random nunber.
WO 00seq104020, a hashing al gorithm such as SHAET/BSB03/039809

i s seeded using a val ue based upon the prefix val ue,

such as the random nunber used to generate the prefix

val ue. The seed value is used as an initial result

1024 of the hashing algorithm At step 1028, the first

bl ock of software | oader code is read. The software

| oader code is the software | oader that is |oaded by

tsl;!)%eﬂi ‘Eégchggpt@ﬁe{he%o?ﬁv@@ré%@adéf‘%cﬁi@qlﬁéﬁision 1040). If

oftware co at was read is passed to a hashing

akgar thAM rseehcagaSHiot 268en e 8tBRA1036cibhenhashongranches
algorithmreceives the block of the software | oader

cederapd bHhgenseerbaalng &t Qetd backstbtrdf24hdhext block of
result of the hashing algorithmis stored in result

1024 rwaver Wddddany tbéepred qusodaeediheesakt Valamk .ufing the
determ nation is nade as to whether the end of file

haskadnor eaghed thm.t hehSoftime e Hloadershdode alldegiidibgnuses the
1040) . If the end of file has not been reached,

deebsi bhotB40fbsaficheset bodder bydameh. oy iy & sepylt from
back to read the next block of software |oader caode ,
asteppodess helsbineox ppbirask ousitRgheRe khshPagck of code. This

algorithm This time, the hashing al gorithm,uses the
- dROTBRGCICBTE SBIR TRt badBe Gk o oﬁbaw tF tigached on the

result fromthe [ h [ [
bp@éﬁwggqx%ﬁﬁdeﬁﬂ!ﬁ%ergggéggdgggg%ghoq02% E%%Léﬁg% to "yes"

branch 1044.

At step 1048, a suffix value is created based upon the
master key and the final result resulting from the hashing
algorithm and stored in memory location 1052. In one
embodiment, the master key and final result are XORed to
create the suffix value. At step 1056, the software loader
image 1078 is created by packaging the loader code along with
the prefix and suffix wvalues and stored. Software loader
image 1078 is stored on nonvolatile storage device 1076, such
as a digsk drive or nonvolatile memory, which is accessible
from protected processing core 1064 and included in
information handling system 1060. Protected processing core
1064 also includes micro-loader software, stored in ROM, that
is programmed to use the master key to load and authenticate

the loader code included in loader image 1078.
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| oopi ng continues until the end of file is reached on
the software | oader, whereupon decision 1040 branches
W 00059edd9 br anch 1044 . At step 1048, a suffi XPORUS®03/639809

created based upon the master key and the final result
resulting fromthe hashing algorithmand stored in

menory | ocation 1052 . I n one enbodi nent, the master

key and final result are XORed to create the suffix

val ue. At step 1056, the software | oader image 1078 is
created by packaging the | oader code along with the

prefix 4 fi¥syal uge St noofémakeyl dadesritten to
i mage %%7g;|s stored on n%ﬁ%glat|le st or age dg9|ce

1078603 G 1S rdndirSK 107 0/ €L ¥ a el wel @t ih eppetee yed processing
which is accessible fromprotected processing core

1064-candsiuncl msiedol at i Dé anembpri0Emdls Bd ssy dbeietDesing lock
Protected processing core 1064 al so includes mcro -

| pagerosef t warek it ahednonvRDyE 1l katenery mogreamntgl apy process
use the master key to | oad and authenticate the | oader

caden mdlteddthd o1 camervinmgeid 0%s: YRr step 1080, the
generated master key is witten to nonvolatile nenory

1070 |l ocated w p tected rQ or
Egg¥°|§f|%§%ﬁﬁi§%£10% &néggg g% edﬂﬁsﬁﬁg%?%%g 5,2 serial

oc t.he onvolatl revent
pFB@%??VfP%nggfoﬁﬁ are:ﬁ%% Mg g?%ilﬁggtgg‘irfgﬁén'to secure
SLER 4284 1088 gfbﬂb‘%igﬁ@ﬂé 'd%rvlc%u%hméét@rsﬁéye\}alue and the
version of the software loader (loader image 1078) that was
stored on the device’s nonvolatile storage device. Hardware

initialization processing thereafter ends at 1025.

Figure 11 are high level flowcharts showing steps taken
to distribute devices and software utilizing a micro-loader
stored in a protected processing area and a loader which is
authenticated by the micro-loader. Provider processing, used
to distribute devices and software, commences at 1100. The
device is built with a unique master key included in a
protected processor core area (predefined process 1110, see
Figure 12 and corresponding text for processing details) and
the master key value and device identifier written to secure

database 1115. At step 1120, the device (device 1125) is

shipped to a customer.

Consumer processing commences at 1130 whereupon, at step
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nunber, of the hardware being initialized is witten

to secure database 1088 along with the device's nmaster
waxeopswadioe and the version of the software | oaP&r/US2003/039809

(1 oader image 1078) that was stored on the device's

nonvol ati |l e storage device. Hardware initialization

processing thereafter ends at 1095. Figure 11 are high

| evel flowcharts showi ng steps taken to distribute

devi ces and software utilizing a mcro - |oader stored

in a protected processing area and a | oader which is

autIsnt itded etbriyuridie rawsioves |dadleteviRrowilder has a master key

processing, used to distribute devices and software,

c omitmriksd din 1180prhecded peocsshoir towet Argauniffustep 1140,

master key included in a protected processor core area )

( priealet pmedner oorslersl Mh fyear i §ore the arivice and transmits

correspondi ng text for processing details) and the

mestdsr KA dlued drierdevee et dehei $PEEWREPtten to

secure database 1115. At step 1120, the device (device

1125) i I.bpe 0 r 0 | :

cormende S P QL R B SRR, Rl ERIIR receives

r %clfée/cg‘r?ef l‘ge Qfé{'éfeﬂlﬂgt tﬁ%% a JSiRls k&e e@?gggs I;'}.Et@nti fier,

its protected processor core area. At step 114

CUNRMTRIS @LEeHSv3I0Lt WaLeaf OhuhiBerdevitee AUdANSBthS eves the
order 1145 to a producer of the software. Returning to

PrRANCEr BEPCESSLATcolRespoadueel HELogid ade@lSEONBLNS database
order 1145 that includes the unique identifier,
1115 in order to create software image 1170 (predefined
process 1150, see Figures 13 and 14 and corresponding text for

processing details). Thereafter, producer processing ends at

1160.

Returning to consumer processing, the consumer receives
the software image corresponding to the ordered software at
step 1175. When the consumer uses the device to load the
software, the software loader is loaded by the micro-loader
(predefined process 1180, see Figures 15 and 16 and
corresponding text for processing details). Once the software
loader has been loaded and authenticated, the software loader
loads and authenticates the software program (predefined
process 1190, see Figures 15 and corresponding text for
processing details). Consumer processing thereafter ends at

1195.
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such as the device serial number. The producer
retrieves the master key val ue corresponding to the

wa@leoosoes169 om dat abase 1115 in order to create BOFUSENE039809

i mge 1170 (predefined process 1150, see Figures 13

and 14 and correspondi ng text for processing details)
Thereafter, producer processing ends at 1160.

Returning to consuner processing, the consumer

receives the software i mage corresponding to the

ordered software at step 1175. Wen the consuner uses

t he devitgure |bad ihe soffilarchatbe slofwitag e stomoker taken to

is |loaded by the micro -l oader (predefined process

11@bststhurpgules BvEme 1@idhd sormeéspondpagerextldader, and

processing details) . Once the software | oader has _

bedhtheRbiachhanalieent | ChRe@re¢RSSHIY wakewnoadeFigure 12 is

| oa and_aut henti cates_t he software program

( pruets nktepriveedst 11ed, rEeeerFgdldd £HOyRd in Figure 11.
correspondi ng text for processing details) . Consumer

processhdag; tdesLaft £5n @ésﬂ&gq%gnh\gé{{ EedZd 1o hereupon,
ri e evi ce

fl omchart show ng steps taken to di st ute t

WdH B dp A5, |Daelgud 0adao@N bRV RSN GAld Phaster key is
keys. The processing shown in Figure 12 is called from

prested tanest s esisoddd 0 18 hb 4p Rl i ford 2dVi @& step 1215,
creation processing commences at 1200 wher eupon, at

st 25 em keyi qeestoaadoih antbmiedldt vl @lmdRsterak®y located
| S’within protected area 1225 of the processor core within device
1220. After the master key is stored, the nonvolatile memory
area in the protected area is locked so that the master key

cannot be altered or removed.

At step 1240, micro-loader program 1235 is stored in ROM
in the processor core. The micro-loader is unable to be read
or altered from outside the protected area of the device. At
step 1245, another random number is generated. A prefix value
is calculated based upon the generated random number and the
master key (step 1250). In one embodiment, the prefix is

calculated by XORing the master key with the random number.

At step 1255, a hashing algorithm, such as SHA-256, is
seeded with the random number generated in step 1245 and
software loader 1260 is hashed using the hashing algorithm.

A suffix value is then calculated, at step 1265, by combining
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generated and stored in nmenory location 1210. At step
1215, the master key is stored in a nonvolatile nenory

wae®@aobaeat ed wi thin protected area 1225 of theCT/US2003/039809

processor core within device 1220. After the master
key is stored, the nonvolatile nmenory area in the
protected area is | ocked so that the master key cannot

be altered or renoved. At step 1240, micro - | oader
program 1235 is stored in ROMin the processor core.
The mcro - |oader is unable to be read or altered

f rigre Quissilde dheher dlettied; aleardftHnheriddyitte master key. 1In
step 1245, another random nunber is generated. A

preafd xmbaldieent ,c aheuhas eer basedndpohet hesgbhefmpredhe hashing
random nunber and the master key (step 1250) . In one
eredartinigitm apdee XpRefli koisrealte ditm e iy lHg -t Het step 1270,
master key with the random nunber. At step 1255, a

hastaday almaget BA75subh asesktad wHeg | heesded ivf tyelue, the
t he random_nunber _generated in step 1245 ang sof t ware

| gafrix Yedues AREhERS JQareEn KedfashiThE PYorT tHiRge 1s stored
suffix value is theg cal cul ated, at step

1265, . b
combi APNGEMT P esEt 8ol He hEEAFNG2 S gaorfitlﬁ% W#Thvener other

mast er _key.. I n one enbodi pent, the,master ke t he
SO eSSt hacalEarT « atkie s FHo LS an area
t he suff.i.x val ue.. At_st.e i 1275 i s

cridated hbg S 333’{ ﬁtehep r%%?%(é)%t;%% %’r%(g%ggéjf f ?;W% al ue, and

the | oader code. The |oader inmage is stored in an

unpr ot eat edepl €280 sUudle devaced SHeflti¥eeor (Dtder serial number)

is stored along with the device’s master key value, loader
version, and prefix value in secure database 1285. Device

creation processing thereafter returns at 1285.

Figure 13 1is a flowchart showing steps taken to
distribute software that is adapted to be loaded by a device
using a micro-loader and a loader. The processing shown in
Figure 13 is called from predefined process 1150 shown in

Figure 11.

Software distribution processing commences at 1300
whereupon the master key, loader version, and loader prefix
value corresponding to the customer’s device are retrieved
(step 1305) from secure database 1310. At step 1315, a
hashing algorithm, such as SHA-256, is seeded with a value

based upon the loader prefix and the master key. In one
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nonvol atile nmenory | ocation, within device 1220 in an

area accessible by the protected processor core. At
wWeL@p/01a8d, the device identifier (i.e., seriaPCTUsIPes/H39809

is stored along with the device's master key val ue,

| oader version, and prefix value in secure database

1285. Device creation processing thereafter returns at

1295. Figure 13 is a flowhart show ng steps taken to

distribute software that is adapted to be |oaded by a

device using a mcro - |oader and a | oader. The

PEASEEShEAL $ hawd daedvgliue 18 dsediaed éfy KORING the master key
predefined process 1150 shown in Figure 11 . Software

diy St i the ilearoeessirgvabaaend@s hbsh30y ahgoedpbn is seeded
the master key, |oader version, and | oader prefix

vl uet spingspbadiagdtvalie teisy onerhe rhvdee nifgber resulting
retrieved (step 1305) from secure database 1310. At
sfepm18h8, XaRhaphiragiahyorst hhe dudfigd sRAuemf the hashing
seeded with a val ue based upon the | oader prefix and

t heswhtt émekeyy Lacehéenbddrfent, the seed value is

created by XORing the master key with the | oader

prefi X%Vg[ﬁgé%?gé%(i,vgﬁ%ﬁ};iégg%@ 90t ifé‘ﬁ%iévéﬁegﬁgg?%p 1325. The

stori nt , the random nu
rg%?%ﬁ&%ggfﬁgg]5£ﬁh$«}§éﬁggégé(HHe aoniRe bl ttala¥abHe of the
0 e hashing result (nenory location 1320) . A
SESONYALY a KE¥rEOUR thatl 8LE! S¥LHoPhe8t £PrdBABhidhethe current
result is used as a secondary key value. For example, if the
secondary key count is "10", then after the hashing algorithm
iterates 10 times, whatever result is in result memory area
1320 is used as a secondary key by the software loader. At
step 1330, a counter that is used to track the number of

iterations is initialized to zero.

At step 1335, the first block of the loader code that is
installed on the customer'’s device is read from memory area
1340. At step 1345, the counter is incremented to indicate
that the hashing algorithm has been performed once and, at
step 1350, the block of code is processed using the hashing
algorithm. At step 1355, the hashing algorithm receives the
block of software code and the seed value stored in result
1320. The result of the hashing algorithm is stored in result

1320, overwriting the previous (seed) result value.
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secondary key count indicates the nunber of iterations

of the hashing algorithmthat are perforned after
wahiosiodibe current result is used as a secondarP@I/kE3003/039809

val ue. For exanple, if the secondary key count is

"10", then after the hashing algorithmiterates 10

times, whatever result is in result nenory area 1320

is used as a secondary key by the software | oader. At

step 1330, a counter that is used to track the nunber

of iterations is initialized to zero. At step 1335,

the finstahlogk ofcihe hoadekecade thaynbsnedstiald ebunter is

on the custoner's device is read fromnenory area

134Ra1At oSt R Jddhddhe KeauBbanti Sohseagtededisbon 1360) . If
i ndicate that the hashing al gorithm has been perforned

onge atshnedr shap D0, vebe resetiedf titodeccsnguegyesssd count,
usi ng the hashing algorithm At step 1355, the hashing
alggerigtim r assE v eprdrechdockcof 'soft wabeaxnclde 3865t hehereupon
seed value stored in result 1320. The result of the
hasioickeg sdingol bbhm backtior gddaessesblet ng¢820lock of loader code
overwiting the previous (seed) result value. A i
dener dingzenent $headouasero whbiRel opRéngogangAnues until the
equal to the secondary key count constant (decision, |, i
1360nter flst eueduritertiaserAngaty reaéheguphe at which point
secondary key count, decision 1360 branch£§7§o "no"
a op

bEsrdr 10963 e ARG dQ sy IRIHCh rocess

t he next block of | oader code and i ncrenent the

counten, Thig, | 99pENY GANLLOUESAURLT kehN&/alue is set to the
current result resulting from a number of iterations of the
hashing algorithm. The software application, such as an
application program or game software, is then processed using
the secondary key value (predefined process 1380, see Figure
14 and corresponding text for processing details). Processing

thereafter returns to the calling procedure at 1385.

Figure 14 is a flowchart showing steps taken to prepare
a software image with authentication information for delivery
to a customer. The processing shown in Figure 14 is called

from predefined process 1380 shown in Figure 13.

Processing to create an image of the requested software
commences at 1400 whereupon a random number is generated at
step 1410. A prefix value is determined based upon the random

number and the secondary key value (step 1420, see Figure 13
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counter is equal to the secondary key count, at which

poi nt deci sion 1360 branches to "yes" branch 1370. At
wet@ps/00ad¥b, the secondary key value is set to PEEUS2003/039809

current result resulting froma nunber of iterations

of the hashing algorithm The software application,

such as an application programor ganme software, is

t hen processed using the secondary key val ue

(predefined process 1380, see Figure 14 and

correspondi ng text for processing details) .

Progessidegatiher eaf tige d@dak 1on teX tthe eakbhagrpr RegREBue) . In

at 1395. Figure 14 is a flowhart show ng steps taken

t o epEyel iansof | iRt esstaingel weé tdr adrntdeatdtiion is performed

information for delivery to a custonmer. The processing

shwyirwean Eihgurendiémi vatakl aud falemsprredefinyeBeprogbss to create

1380 shown in Figure 13. Processing to create an inage

oftheheredueyrddiesof Inasbepold@hces kashuoD adwrmsigon, such as

a random nunber is generated at step 1410. A prefix

valHie 356 détrermiased Baded apvaluhebrandomomnibee marfix value,

the secondary key val ue (step 1420, see Flgure 13for_a

defufiht S eagicem remsT UReds dcoseaaratsy tha peptix value.

I n_one eggodlnent an exc| usive or, (XQR). opera |on IS

p&kfeorﬁ% b&Béh %%euﬁéﬁdcﬁﬁvéflue”&ﬁdl%]her%k} dAp0 of the

alue to create the prefix value. In step 1425 a
hjéﬁ? HHHHA N such as SHA-256, is seeded using a
val ue based upon the prefix value, such as the random

nunber Atsediép ganeratind heipeef i o@t UBE software code 1438
requested by the user is read. At step 1440, the block of
software code that was read is passed to a hashing algorithm,
such as SHA-256. At step 1445, the hashing algorithm receives
the block of the software code and the seed value stored in
result 1430. The result of the hashing algorithm is stored in

result 1430, overwriting the previous (seed) result value.

A determination is made as to whether the end of file has
been reached on the software code (decision 1450). If the end
of file has not been reached, decision 1450 branches to "no"
branch 1455 which loops back to read the next block of
software code and process the next block using the hashing
algorithm. This time, the hashing algorithm uses the read
block of software code along with the result from the prior
hashing operation to hash the block of code. This looping

continues until the end of file is reached on the software
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The seed value is used as an initial result 1430 of

the hashing algorithm At step 1435, the first bl ock
woRoosobdiomr e code 1438 requested by the user iBCT/E82003/889809

t step 1440, the block of software code that was read

is passed to a hashing algorithm such as SHA- 256. At

step 1445, the hashing algorithmreceives the bl ock of

the software code and the seed value stored in result

1430. The result of the hashing algorithmis stored in

result 1430, overwiting the previous (seed) result

vValdir, Aeteigemalddisiich a0 asranchbset her "yhe" ehdanch 1460.
of file has been reached on the software code

(decision 1450) . If the end of file, has not heen

reachedt dEERiIAY U450 Brhche@tes " CB?QE@H %ﬁggd upon the

whi ch | oops _back to gea t next. bl ock of. softwar .

C FREARPIRF F&¥s 89EhEDR f1h0f G GAT T HE HIL g the hashing

al gorith Thig%tine, ?Ee hashi_ng %fﬁzrithqau sfi €.nd final

{h i hof Sof Pier &0 8§ém§P5ngRM%%$?ﬁﬁ?r%éﬁlt ?r%ﬁ1 tna
e pri.or_ha ti :

oL EAA | G EHGESE Phagh cTacottes aurs

reac on . 1 i oi

Y S AUt oA e Al O Mo coce

}/.aallucﬁl# Sy ERatsd b??@@iﬁép%é hg,secandary.key and tdeep 1490,
I Na

esul't resulting fromthe hashing algorithm In
ong, @Al "Bt get RAsdecondaey ke afe f taakomesyl teiafleer on a
XORed to creaté the suffix value. At step 1475,
nonvolatile medium, through the Internet, or in any other
fashion. Processing thereafter returns to the calling routine

at 1485.

Figure 15 is a flowchart showing steps taken by a
customer’s device to load software using authentication by a
micro-loader and loader. The processing shown in Figure 15 is
called from predefined processes 1180 and 1190 shown in Figure

11.

The process of loading software on the customer’s device
commences at 1500 whereupon master key 1515, located in a
locked, nonvolatile storage area within the device’s operating
core is used to authenticate and load software loader image
1520 and generate secondary key 1525 ((predefined process
1510, see Figure 16 and corresponding text for processing

details) .
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software i mage 1480 is created by packagi ng the

software code along with the prefix and suffix val ues.
WGE\R00s10eq04490, software i mage 1480 is sent to PEEUS2003/039809

customer, either on a nonvol atile nedium through the

Internet, or in any other fashion. Processing

thereafter returns to the calling routine at 1495.

Figure 15 is a flowhart show ng steps taken by a

customer's device to | oad software using

aut hentication by a mcro - |oader and | oader. The

processi NG £8PWINLP1 FhIUKe rid SasakbediHdt@Br the loader was
predefi ned processes 1180 and 1190 shown in Figure 11.

The, tHQoessa ©dd | BadtRe sabkwane et hpisess Dowris30) .  If the
devi ce commences at 1500 whereupon master key 1515,

| ocsd sk i@ dackatthaionvolwdd | eleatioriage B3R darhitres to "no”
the device's operating core is used to authenticate

anskdrogsd BES waic drasdersimpgands 20 il gendmttde other hand,
secondary key 1525 ((predefined process 1510, see

Fi ofir ecH ahdaderrGW@@ndamgheERicabedprbyeséhﬁg micro-loader,
details) .A determination is nade as to whether the

| odetets Wl 5330 héneinchiesd by t'esti dpeanchodddd whereupon the
(deci sion 1530). If the | oader was not_authenticated

dexd BT e 33uUsHrchés e evfﬁfmtkﬁ%ﬂi&hth}ssﬂsu%wner (image 1560)

processing ends at 1540. On the other hf i f tp
| cetleru bl ek A inest d@appct HELRECFBe. Lpedge software and the

secondary key value (predefined process 1550, see Figure 17

and corresponding text for processing details).

A determination is made as to whether the software was
authenticated (decision 1570). If the software was not
authenticated, decision 1570 branches to "no" branch 1574
whereupon the secondary key values are removed (cleaned up)
from processor core storage memory (step 1590). On the other
hand, if the software was authenticated, decision 1570
branches to "yes" branch 1578 whereupon the software code is
executed by the processor at step 1580 and the secondary keys
are removed (cleaned up) from processor core storage memory at
step 1590. Processing thereafter returns to the calling

routine at 1595.

Figure 16 is a flowchart showing steps taken to
authenticate and load the loader software generating a

secondary key. The processing shown in Figure 16 is called
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deci si onl 530 branches to "yes" branch 1545 wher eupon
the software requested to be executed by the custoner
W@ povages10560) i s aut henticated and | oaded usi NnBCT/082003/039809
| oader software and the secondary key val ue
(predefined process 1550, see Figure 17 and
correspondi ng text for processing details) . A
determ nation is made as to whether the software was
aut henti cated (decision 1570) . If the software was
not aut henticated, decision 1570 branches to "no"
br &ineth ETde Hilee @ URBPCenBeS edBhAaryorBy 1RaFigairer 45 -
renoved (cl eaned up) from processor core storage

ARt U G B s g s
yggf?ﬂﬁﬁgcfo%ég§ whereupan the 15d Wak&r£&996ni Sin step 1605,

execu e processor at step 1580 and the

S GROnOaF ykgﬁyasarse fsoved fel-eaned UMe ¥ QY 0OBPSEBE micro-
core storage nenory at step 1590. Processing

t hes£adt e rbRt UHBRHO idhercQaldillRg iandApeand Eh8S5prefix value
Figure 16 is a flowhart showi ng steps taken to

aut hensdsan@inncd d gad twe-d 0addersohbyer E6genes atetngi eved from
secondary key. The processing shown in Figure 16 is

cad | sk o peetked | aeda pfocessesydbdd sbowayin Fi gure

15. Mcro - |oader processing used to authenticate and

| oad the software_| oader copmmences at OO wher e .
in steﬁ“i@ﬁ?Préé%%r %e@a B1891 31 9P CHBYi 8 ad’Ya-256, is

I%%éé egd % the gé &g based upon the loader prefix and the

master key. In one embodiment, the seed wvalue is created by
XORing the master key with the loader prefix value. The
hashing algorithm is seeded by storing the seed value (e.g.,
the random number resulting from the XOR operation) as the

initial value of the hashing result (memory location 16285).

A secondary key count is retrieved at step 1630. The
secondary key count indicates the number of iterations of the
hashing algorithm that are performed after which the current
result is used as a secondary kev value. For example, if the
secondary key count is "10", then after the hashing algorithm
iterates 10 times, whatever result is in result memory area
1625 is used as a secondary key by the software loader. 1In
one embodiment, the secondary key count is retrieved from the
locked nonvolatile memory area that is used to store the

master key. At step 1635, a counter that is used to track the
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| oader from | ocked nonvol atile menory and the prefix
val ue corresponding to software | oader imge 1610 is
WO edosioessedd from a non -protected area (e.g., SPGI/EA2003/039809
menory) . At step 1620, a hashing algorithm such as
SHA- 256, is seeded with a val ue based upon the | oader
prefix and the naster key. In one enbodi nent, the seed
value is created by XORing the master key with the
| oader prefix value. The hashing algorithmis seeded
by storing the seed value (e.g., the random nunber
r estidame f ridradtate oXER icpenattion)izsd tthe 4ewei al val ue
of the hashing result (nenory |location 1625) . A
secondary ke nt |s retrieved at s 30. ., The
second 5% ggg }:ﬁﬁi gja{%E }?ﬂ%g}ﬁ %%et&‘eog |atd§ratcloéines that is
Of the at]ﬂee%gl?nﬁgé%t glgélgtﬁhm L hat al %_c%erlfsor ggg %t:to% loader image

PSS Sused oS séconda

F gt
" ?’(‘)ﬁ% thg% zﬁ%taegp ]teqw hagskﬂl ng a g%?lr%/%ir(nﬁ?{%]g%%%ééoto indicate
Ui ARS ﬂ%tﬁﬂlﬁ S &t St yhtg Uk ?etﬂéﬂfcﬁ:rn?éﬁ 164%e and, at

i S use a seco dary ey e software |l oader. In

onRe SMHTEHL g dePndasde key &Pé@@séédrﬁéihSVﬁﬂe hashing

fromthe | ocked nonvol atile menory area that is used

t @13l Hahe ARl kess Altisd e dibdsy &1 §oHNteR tBakives the
is used to track thenunber of iterations is

i Ml iFRG:d Pewerd. cddé ahapthed@ediherdlivststbioek bh result
the | oader code that is installed on the custoner's
dawizse | BheeaskilIomd achdehachtigg algorithm is stored in result

1625, overwriting the previous (seed) result value.

A determination is made as to whether the counter is
equal to the secondary key count constant (decision 1660). If
the counter has not yet reached the secondary key count,
decigion 1660 branches to "no" branch 1662 whereupon
processing loops back to process the next block of loader code
and increment the counter. This looping continues until the
counter is equal to the secondary key count, at which point
decision 1660 branches to "yes" branch 1668 whereupon, at step
1669, the secondary key value is set to the current result
resulting from a number of iterations of the hashing

algorithm.

A determination is made as to whether the end of the
software loader file has been reached (decision 1670). If the

end of the file has not been reached, decision 1670 branches
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1610. At step 1645, the counter is incremented to

i ndi cate that the hashing al gorithm has been perforned
wopms/oand) at step 1650, the block of code is PCDUSRNSEIS09

usi ng the hashing algorithm At step 1655, the hashing

al gorithmreceives the block of software code and the

seed value stored in result 1625. The result of the

hashing algorithmis stored in result 1625,

overwiting the previous (seed) result value. A

determnation is made as to whether the counter is

eqvalnbo HhhenskdaBstnwckeypooupiocesstiagt Lédesilsiadn to process

1660) . If the counter has not yet reached the

sehendarst Keyockunt, cdde simm 1666 brdtvaes tloadry using the

branch 1662 wher eupon processing | oops back to process

t heshéxig lbllasicidfhn .oadiyisc ddorimy i gritlerpgs twetil the end of

counter. This looping continues until the coynter is

edddle hest hecsesenghery kay whifb PRinkhrerigoPpt 1670 branches

deci sion 1660 branches to "yes" branch 1668 whereupon,

attost'ggsteeFandte &@ndary key value is set to thg «

current result resulting froma nunber of iterations

of the Q@%ﬂkﬂ% g%g?fiE?ﬁgeépgékg@mfggﬂﬂﬁ]ié JederAtned based

to mheﬁher t ( pf software | oader file has
E%%%nr%ﬂ%h§QfE§§PV§lﬁe ARd WNhe ddside @ngd ofint Baef EhBodiment,

as not been reached, decision 1670 branchesto "no"
braRc hsdild- sner 84p0R PEoeassuNatledops, bamkid® fliocraster key

the next block of code fromthe software | oader using

tRgth the suffix value. A determination is made as to whether
the result resulting from the hashing algorithm is equal to
the expected result (decision 1680). If the result from the
hashing algorithm is equal to the expected result, decision
1680 branches to "vyes" branch 1685 whereupon the software
loader is executed at step 1620. On the other hand, if the
result resulting from the hashing algorithm is not equal to
the expected result (indicating that either the loading
program was altered or that the loading program found on the
device is a different loading program than the one originally
shipped with the device), then decision 1680 branches to "no"
branch 1692 bypassing the execution of the software loading

program. Processing thereafter returns to the calling routine

at 1695.

Figure 17 is a flowchart showing steps taken to

authenticate and load the software using a secondary key. The
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hashi ng al gorithm This | ooping continues until the

end of file has been reached, at which point decision
waeswd/obrienches to "yes" branch 1674. At step 1BZBHUS1008039809

expected result is determ ned based upon the suffix

val ue and the master key. In one enbodi nent, the

expected result is calculated by XORi ng the master key

with the suffix value. A determination is made as to

whet her the result resulting fromthe hashing

algorithmis equal to the expected result (decision

1§8@cesdimg hehpesulin f Fégutiee Kashisngcal §odi thram spredefined

equal to the expected result, decision 1680 branches

t propessdas 3560 sbgynwherBlgere the aiendime Iseseadary key has

executed at step 1690. On the other hand, if the_ |,

r e dedamingy fSOMa Hd o ABMIRFEHrF AR | §» nBigure 16.

equal to the expected result (indicating that either

he | [ ! .
ore o%gxlf %gﬁg{%rjtair?e\%%:ocaégﬁﬂ @éeépgée%?%!eﬁégbgge and load

program vice 1s a di oadl ng

ggs\‘;)%g@rfé“t tRe é’?b%&fﬂ&hgg']kéfys@ép@édc%@n&% at 1700. At

en “deci si on 16 branches to "no" branch

1692, 0yPppe| Nghthes &xgeatipniel, thelsof (wakerheadidntising the
program Processing thereafter returns to the calling

I @I Aingl 6ot GHI iddres 1% fa:0achablke8hdn Y memory area
steps taken to authenticate and | oad the software

Usiitthia sBeopdatyckey. pFbepsotngstage 5 hiowrdtr ikvgd elong with
17 is called from predefined
the prefix value for software image 1725.

In step 1725, a hashing algorithm, such as SHA-256, is
seeded using a value based upon the prefix value, such as a
random number that was used to generate the prefix value. The
seed value is used as initial result 1740 of the hashing
algorithm. In one embédiment, an exclusive or (XOR) operation
is performed between secondary key 1720 and the prefix value
resulting in the random number that was originally used in

creating the prefix value. This random number is used to seed

the hashing algorithm.

At step 1750, the first block of the software code
included in software image 1725 is read. At step 1755, the
block of software code that was read is passed to a hashing
algorithm, such as SHA-256. At step 1760, the hashing

algorithm receives the block of the software code and the seed
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processes 1550 shown in Figure 15 after the secondary

key has been determ ned using the processing shown in
Wo@ses106 . In Figure 17, processing used to PCT/US2003/039809

aut henticate and | oad software using a secondary key

val ue commences at 1700. At step 1710, the secondary

key value (determ ned using the processing shown on

Figure 16 and stored in a nenory area within the

protected processing core) is retrieved along with the

prefix value for software image 1725. In step 1725, a

haghing atgoedt Hm seshlas 1944 .- 256e sesebdedfusily hashing

a val ue based upon the prefix value, such as a random

nuritgrr ittt iwastosed o gesuldt A780e PVEEY Lfdlge ththprevious

seed value is used as initial result 1740 of the

halstdady adegorlit hialusr one enbodi ment, an excl usive or

(XOR) operation is perfornmed between secondary key

1720 a%?g%?e %1%5%10%@& Cnd &8 &E%ngh%tkﬁﬁ~5ﬁadéﬂa of file has

nunber mas origina Iy uSed in creating the prefix

een -Qg.l QOE%Q L%g{wélﬁ A e USREL te38ed drha78895Ni NBE the end

algor step first block of the

sQfd Vﬂrlee %1%%6 e lb%%%d B 5 Wl (igTREE 1Y 635 rsinice@® to "no”
At step 1 the bl ock of software code that was read

| $Ras3ed1y8sa Raskh Ndoabaorbiddmn tsuchead Stfe 2h6xtAtblock of
step 1760, the hashing algorithmreceives the bl ock of

t he, mefdMar ogedanangrbhesseetheluecistiot @tk i nsiegukhe hashing
1740 . The result of the hashing
algorithm. This time, the hashing algorithm uses the read
block of software code along with the result from the prior
hashing operation to hash the block of code. This looping

continues until the end of file is reached on the software

code, whereupon decision 1765 branches to "yes' branch 1770.

At step 1775, an expected result value is created using
the suffix value from software image 1725 and secondary key
value 1720. In one embodiment, these two values are XORed to
generate the expected result. A determination is made as to
whether the result resulting from the hashing algorithm is
equal to the expected result (decision 1780). If the result
from the hashing algorithm is equal to the expected result,
decision 1780 branches to "yes" branch 1785 whereupon the
software program is executed at step 1790. On the other hand,
if the result resulting from the hashing algorithm is not

equal to the expected result (indicating that either the
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algorithmis stored in result 1740, overwiting the
previous (seed) result value. A determ nation is nmade

w@gooso0abet her the end of file has been reachePCDHS1008039809

software code (decision 1765) . If the end of file has

not been reached, decision 1765 branches to "no"

branch 1768 which | oops back to read the next bl ock of

sof tware code and process the next block using the

hashing algorithm This time, the hashing al gorithm

uses the read bl ock of software code along wth the

I efltiwafdeorpitdgrqon i vashadiemgdoper athah ttdehssdffwrre program
bl ock of code. This |ooping continues until the end of

f ifloirids one &bkedewncehwasofraatedc 668, anfefEgpert device using
deci sion 1765 branches to "yes" branch 1770. At step

13761 fiprensesetdof dsas) vdiirn idecrend 1R PngaﬂfleeS to "no”
suffix value fromsoftware i mage 1725 ng secongdar

k &y arathud 7922 OYPRS Sdne éﬁ@o&#ﬁémt,l%ege %S&?ggwge program.
are XORed to generate the expecied result.. .
dRrOGESFAND A EE SRadeTag SFgT e{:ﬂeTfh‘? hcga]bejsr?ﬁ groutine at 1795.
resul:igg fron1t?§ hashing algorithmis equal to the

expected resu eclsion. 178 . esHl I : :

ghe_ha§ﬁ¥h8%a¥58r?¥%%$¥§e%dﬂnQi?%ﬁ% %££§%é6§géﬂ¥£§%&FFtlon s
eci si.on 1780 -hr anches ’ " b chsl

{ Fo Q0P B TR St ls Meear cd e Tarap 1 I0  Con e (PrOTTam
gltcgoore; )?ﬁ%d i’aS 'c];?g:ehﬁlord%silél k@S ﬁla&',n@ofrr QA 1aghi R@sident in

the random access memory of the computer. Until required by

the computer, the set of instructions may be stored in another
computer memory, for example, in a hard disk drive, or in a
removable memory such as an optical disk (for eventual use in
a CD ROM) or floppy disk (for eventual use in a floppy disk
drive), or downloaded via the Internet or other computer
network. Thus, the present invention may be implemented as a
computer program product for use in a computer. In addition,
although the various methods described are conveniently
implemented in a general purpose computer selectively
activated or reconfigured by software, one of ordinary skill
in the art would also recognize that such methods may be
carried out in hardware, in firmware, or in more specialized

apparatus constructed to perform the regquired method steps.

The use of the words "prefix" and "suffix" to describe

authentication values used herein does not imply that such
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equal to the expected result (indicating that either

thesoftware programwas altered or that the software
w@e@dnedmd ound on the device was created for aPCT/US2003/039809

different device using a different set of keys) , then

deci sion 1780 branches to "no" branch 1792 bypassi ng

t he execution of the software program Processing

thereafter returns to the calling routine at 1795. One

of the preferred inplenmentations of the invention is a

client application, nanely, a set of instructions

( predgreamnesde o iea logdécrpdul anvhaeriaygulpyr asganppdative to

be resident in the random access nenory of the

c oisucerregpordingggrfEuale EReccofRRtRT t%fsettera’fs are used

instructions may be_stored in another ¢onputer neno

f 60 SREPIOS WheR KA VaLERSIPFFeUSEH R BoPaHBr S0 With the

CB RO A D APER (1 S PEREGaT VHLBS! 1P 41 by et ermine

di sk dr.ive

c&wﬁs%va%?ﬁofﬁrd@h%éu o BT PRI on Yy e Suffix
t
c %&Sjtngﬁseusae C%@Pl% grEtepggg ?ﬁ@‘:ggu%%stﬁrt %ﬁgglsgs in turn

I'n ad € various net

d%%&%a@c%% ahie CQ@’%UF@@J% Eﬂgeﬂg%glg 'é:‘lg'%ﬁ I ?" The actual

purpGse conpu er sel ectively activat reconfi gured

%{vr%q_’flt;é’\@fla sQPe; of ol hany %E' é’&oi’@dteﬁecl‘?éf NUH A with thelr

so recogni ze that such nethods may be carried out in

hdWRIcR 1 vid solFtia@ice mo@li1kB , MBtec SR asd JdZeM separately in a
apparatus constructed to perforn1the requi red net hod

stiegRStion distinct and apart from the software module.

While particular embodiments of the present invention
have been shown and described, it will be obvious to those
skilled in the art that, based upon the teachings herein, that
changes and modifications may be made without departing from
this invention and its broader aspects. Therefore, the
appended claims are to encompass within their scope all such
changes and modifications as are within the true spirit and
scope of this invention. Furthermore, it is to be understood
that the invention is solely defined by the appended claims.
It will be understood by those with skill in the art that if
a specific number of an introduced claim element is intended,
such intent will be explicitly recited in the claim, and in
the absence of such recitation no such limitation is present.

For non-limiting example, as an aid to understanding, the
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The use of the words "prefix" and "suffix" to describe

aut henti cation val ues used herein does not inply that
waeohwadioes need to be |ocated in any parti cul BET/HR83/039809

relative to the correspondi ng software code. Rather,

such terns are used to descri be when the values are

used in conjunction with the authentication process.

The prefix value is used to determ ne a seed val ue for

the authentication process, while the suffix value is

used to generate an expected result that is_in turn

cEApAPWENG BRPENOesyICLafREMmARE A4S MY @l YorFthnm R FRRductory

actual prefix_and suffixaégiues can be stored geithe

aPBAESAPt i 3Eh RSt SPECT PSS FISwte IRl €5 B-Tapice claim
be_st or ed tely i | ocatjon_ di.stinct _and t
f FORTERG Ss of (HAFE" WouuL B WA & pat 1T RuPAF *Sbodt mums 20F P°
f th t, | i ,
Sret Re DR EE T ISP EPESR LU, 3P g1im prenent by
th t 1 d . t hi " i . t .
SFhnt s 0 80 Es! sahi o ber el tpitbotany particutar
dﬁﬁgﬁ 'Bgnfcggﬂlih Su ﬂvfﬁ‘ﬁ:@&uégg Ligikr o8dgEn8spEClSventions
Theretore, the appended clains are to enconpass within

t Etgh_rca_sLﬁQB% 1S ushe chiangesl aRdnipdickicgakineRs e afdne claim
W

in the true spirit and scope of this invention.
Funt-hgraBer ehel intsobiQcberyngrerstead "bhat okh@oraveati bat least
is solely defined by the appended clains. It will be
upderstead imadhiase- i dbc skidéd &uchhesart't kat 'idn'ss the same
specific nunber of an introduced claimelenent is
i pbeAdedrue for the use in the claims of definite articles.
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such intent will be explicitly recited in the claim
and in the absence of such recitation no such
WO povsSoadivon i s present. For non - limting exabP@l/@s520a%039809
an aid to understanding, thefoll ow ng appended cl ai ns
contain usage of the introductory phrases "at | east
one" and "one or nore" to introduce claimelenents.
However, the use of such phrases should not be
construed to inply that the introduction of a claim
el ement by the indefinite articles "a" or "an" limts
anyhphr i celatmed ai #t cont ai ni ng such introduced cl ai m
el enent to inventions containing only one such
el ement, even when the sane claimincludes the
i ntroductory phrases "one or nore" or "at |east one"
and- i ndef ¢ompeter t apbemenicdd agetlaod of ot amitthehiei camimeng
hol ds true for the use in the clainms of definite
arspttesrghazaid nethokdimpriding A conput er
i mpl ement ed net hod for authenticating software, said
met hod @wripen sl ort iewtdenty satdogpet é1 rstle opiteat on a
file stored on a nonvol atile storage area accessibl e
by a conput erorsystam ld het cuddedreatadcgeodibhe By rsstcomputer
conmputer file performed by hashing the first software
program usi ey sstemstigie kaychel tie-dthiatg i of [tdoateid-dth computer
nonvol atil e menory of the conputer system i naccessible
to a user; ¢eiler gemipranel &y Myshing et di At kRyftware
val ues during
program using a master key value that is located

in a nonvolatile memory of the computer system
inaccessible to a user;

generating one or more intermediate key values during
the hashing of the first software program;

storing the intermediate key values in a memory of the
computer system inaccessible to the user; and

authenticating a second computer file stored on the
nonvolatile storage area, the authenticating of
the second computer file performed by hashing the
second computer file using one or more of the

intermediate key values.

2. The method of claim 1 wherein the first computer file

is a loader software module, the authentication of the
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t he hashing of the first software program storing the

internmedi ate key values in a nenory of the conputer
wayasemidnaccessi ble to the user; and aut hentiPE/URYP0OF039809

second conputer file stored on the nonvol atil e storage

area, the authenticating of the second conputer file

perfornmed by hashing the second conputer file using

one or nore of the internedi ate key values . . The

met hod of claim1l wherein the first conputer file is a

| oader software nodul e, the authentication of

t hel oaderadsif tsifftevaiesl Maslyle tiherthesnpramomigg inesadi ng
a prefix value and a suffix value fromthe nonvolatile
st or ager B BN teheoysiafy wante sufd ix sl fiies value from the
corresponding to the I oader software nodule; _
gener ati ng a@vedl atElle Usinagea lverdapadere oEfehi and suffix
val ue and the master key val ue; seedi ng the hashing
al gori t hm used ues audthentcating e e drostEt warfitware
nodul e with the seed val ue; generating an expected
hash val ue uvsichgle;he | oader's suffix value and the
master key value; retrieving a hash result resulting
from t heedwasdtiing af sdeel hedder vsdfdonvarte Medides;’ sapdefix value
and the master key wvalue;
seeding the hashing algorithm used to authenticate the
loader software module with the seed value;
generating an expected hash value using the loader’s
suffix value and the master key value;
retrieving a hash result resulting from the hashing of

the loader software module; and

comparing the expected hash value with the hash result.

3. The method of claim 2 wherein the generation of the
seed value is performed by calculating an exclusive OR
value between the master key value and the prefix

value.

4. The method of claim 2 wherein the authentication of the
loader software module is performed by a micro-loader

module.
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conmparing the expected hash value with the hash
result. The nethod of claim 2 wherein the generation
wotooshesiseed val ue is perfornmed by cal cul ati ngP@NUS2003/039809
excl usi ve OR val ue between the naster key val ue and
the prefix value . The nethod of claim2 wherein the
aut hentication of the | oader software nodule is
performed by a micro - |oader nodule.5 . The nethod of
claim4 wherein the mcro - |oader is stored on a
read- only nenory, and wherein the conputer systenis
processor, the read only nenory, the nonvol atile
menory, and the nenory are all packagfd within a

cohmon BEhiMESAWst tdr Gadfade Whereimh&heefHed Ol aatdsitmis

5 wherein the | oader software nodule, the suffix

val ue, ShfFahemrefiSadranly AeEcaach ans sthersim the computer
nonvol atil e storage area, wherein the nonvolatile

st or agEY&ETER 'iSs PBRCSisteTof Hhige resenom Lye meswrduc ttére
package. 7 . The nmethod of claim 1l wherein the

nonvol &MV Lagridey Memoxyl. oeked thenvelieriyl @rst eldgeackaged
area included in a sem conduct or package, the
senlcoﬁﬂﬁéﬂ@rapéémﬁg@-éﬁ@@cpndM@dpwgp@nkage mor e
processors . 8 . The nmethod of claim1 further

conpri si ng:

6. The method of claim 5 wherein the loader software
module, the suffix value, and the prefix value are each
located on the nonvolatile storage area, wherein the
nonvolatile storage area is outside of the common

semiconductor package.

7. The method of claim 1 wherein the nonvolatile memory is
a locked nonvolatile storage area included in a
semiconductor package, the semiconductor package also

including one or more pProcessors.

8. The method of claim 1 further comprising:
erasing the intermediate key values following the

authentication of the second computer file.

9. The method of claim 1 wherein the first computer file
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erasing the internedi ate key values follow ng the

aut hentication of the second conputer file. 9 . The
woredokoebied claim 1l wherein the first conputer PCT/EEE03039809

| oader software nodul e and the second conputer file is

a software program the authentication of the software

program further conprising: reading a prefix val ue and

a suffix value fromthe nonvolatile storage area, the

prefix and suffix val ues corresponding to the software

program generating a seed value using the software

pr ogr afss aplepdery spfiswane BREUSE BRE tHEeFREQRH EORBYLET

val ues ; seeding the hashing algorithmused to )

aut hentfiidat ést he sobtwasrePEPEEPRM WEhatkecatdgardrpeot the

generating an expected hash val ue using the software

pr ogr asbstyafei pregiree dndthhs cAMErAEdREte key val ue

; retrieving a hash result resulting fromthe hashing

of thersafiingr e predianyvaing sodpar FugfiKevakpectugm the

hash value with the hash result. 10. The nethod of ]

cl ai m 9 wheneinwoflb¢idet bentiagat ruraef threpsefiwapad suffix

programis performed by the software | oader nodul e

after the soffluasecboadeponddube thashbeepftware program;

generating a seed value using the software program’s
prefix value and one of the intermediate key
values;

seeding the hashing algorithm used to authenticate the
software program with the seed value;

generating an expected hash value using the software
program’s suffix value and the intermediate key
value;

retrieving a hash result resulting from the hashing of
the software program; and

comparing the expected hash value with the hash result.

10. The method of claim 9 wherein the authentication of the
software program is performed by the software loader
module after the software loader module has been

authenticated and loaded.
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aut henti cated and | oaded. 11 . The nethod of claim?9
wherein the generation of the seed value is perforned
whoosabaod at i ng an excl usi ve OR val ue bet ween PEEUS$003/039809

the internedi ate key values and the software programs
prefix value. 12 . The nethod of claim9 wherein a
mcro - loader is stored on a read- only nenory, and
wherein the conmputer systenlis processor, the read only
menory, the nonvolatile nenory, and the nenory are al
packaged within a common sem conductor package,  the
méfhod Ther meshodonfr Fépit: O WooKERE Ehe srepbatigRdef the
to authenticate the | oader software nodul e using the
nast er skeyl vallue, 1§ peafermpiebyxcodruéatand ani gzgepsive OR
suffix val ue; |oading and invoking the | oader software
nodul eveiueebpbweent onehef| thdeinsernadiataoligyevpiiag and
aut henticated by the mcro - | oader, wherein the
sof t wvatkepsoditaariespaaphent scaredibsyvaheel oader
sof tware nodul e using the software nodule's prefix and
suffix values in conbination with at |east one of the
i nternedi ate key val ues; and | oadi ng and executing the
sabt warkepmegharh bfi céapmnSewherehs sohivmpelprdgrans stored
bei ng aut henti cated by thel oader software nodul e.

on a read-only memory, and wherein the computer

system’s processor, the read only memory, the

nonvolatile memory, and the memory are all packaged

within a common semiconductor package, the method

further comprising:

invoking the micro-loader to authenticate the loader
software module using the master key value, a
loader prefix value, and a loader suffix value;

loading and invoking the loader software module in
response to the loader software module being
authenticated by the micro-loader, wherein the
software program is authenticated by the loader
software module using the software module’s prefix
and suffix values in combination with at least one
of the intermediate key values; and

loading and executing the software program in response

to the software program being authenticated by the
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13 . A nethod of providing a device adapted to

aut henti cate software code, said nethod conpri sing:
w@emenatldng a naster key value; witing the naBCEUS10683039809

value to a nonvol atile nmenory, wherein the nonvolatile

menory, a ROWbased micro - |oader nodul e, and one or

nore processors are included in a conmon sem conduct or

package within the device; |ocking the nonvolatile

menory; storing a | oader software inage on a

nonvol ati |l e storage device outside of the conmon

seni conduct droageuk aypd talsd cadee®diebl e by t he

processors, wherein the | oader software image includes

a | oader prefix value, a |oader suffix value, and a

| oader software nodul e; and recording the master ke

vdl3ue, AtmetMGaUeﬂfmnﬂwWannﬂ ae dexrigea ad@ptesl to authenticate

identifier in a database. 14. The nmethod of claim 13

wher ei roftteragey iceeld , devatiict merthiosl gopgmiislingunber t hat

uni quely identifies the device.15. The nethod of claim

13 f ur emeraanprg S ngistehi feiynyatllue ;devi ce to a
custoner; receiving an order for a software program
from t heicusicondre ntadwtear dery iviadluaditiog &t mendeMdiacd le memory,
wherein the nonvolatile memory, a ROM-based micro-
loader module, and one or more Processors are
included in a common semiconductor package within
the device;
locking the nonvolatile memory;
storing a loader software image on a nonvolatile
storage device outside of the common semiconductor
package and accessible by the processors, wherein
the loader software image includes a loader prefix
value, a loader suffix value, and a loader
software module; and

recording the master key value, the loader prefix

value, and a device identifier in a database.

14. The method of claim 13 wherein the device identifier is

a serial number that uniquely identifies the device.
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identifier and the software programidentifier;
retrieving the naster key value and the | oader prefix

waQ 2008004100m t he dat abase based upon the devi cePCT/US2003/039809

identifier included in the order; creating a software
I mage based upon the retrieved master key and prefix
val ues and the software program corresponding to the
programidentifier; and delivering the software inmage
:g t he custoneL. 16. The nmethod of claim 15 wherein

e creating the software image further conprises:
gdier affbegmetheddeh FdREEY 13geNer Fn&OPREQang:
i nternedi ate key value, the generation of the
i nt er nBYiLRPA e Fhea Ce¥ e tReP EYRBPMSTRg: conbi ni ng

the retrieved master key val ue an

prefix values to

/ed d
for m arseedWatuen SEEENGOF RasSRITYa&PyBrPORATWILR™ the
t he seed val ue; hashigg'the sof t war e | oader nodul.e

usi ng t hesectedongshi

ealogeiert RRCLMEERTe ARy a1 Ce

intermediate result from the hashing algorithn1during ,
t he hashi ngiglenté$seramtdydher SOy Re PEOOEREY ddentifier;

i mage,

the generation of the software inmage further

conpri sietgrieving the master key value and the loader prefix

16.

value from the database based upon the device
identifier included in the order;

creating a software image based upon the retrieved
master key and prefix values and the software
program corresponding to the program identifier;

and

delivering the software image to the customer.

The method of claim 15 wherein the creating the

software image further comprises:

generating a random number;

generating the intermediate key value, the generation
of the intermediate key value further comprising:
combining the retrieved master key value and

prefix values to form a seed value;

seeding a hashing algorithm with the seed value;

hashing the software loader module using the
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generating a prefix value corresponding to the
software program the generation of the software
wee@gheiths prefix value conprising conbining tRET/US2003/039809
internmediate result with a random nunber; seeding a
second hashing algorithmw th the random nunber ;
hashing the software program using the second seeded
hashing algorithm retrieving a final hash result of
t he second hashing algorithm generating a suffix
val ue corresponding to the software program the
generation of t heeeded wareh BRO R AHPEL &R i x val ue
conprising conmbining the final hash result_and the .
i nt er medi at eekeyeving aheietarPaeiaFearpenlbr irpR the hashing
sof tware i mage includes packagi ng the software
program sprefi x ahdosithnxdvaingstandhendingsphraress: and
programinto the software image. 17. An information
handl i ggneysténycther sfhyara seaveontbet sepnprakage of the
that includes one or nore processors, a nenory area,
and a | ockedoftware image further comprising:
generating a prefix value corresponding to the
software program, the generation of the
software program’s prefix value comprising
combining the intermediate result with a

random number;

seeding a second hashing algorithm with the random
number;

hashing the software program using the second
seeded hashing algorithm;

retrieving a final hash result of the second
hashing algorithm;

generating a suffix value corresponding to the
software program, the generation of the
software program’s suffix value comprising
combining the final hash result and the
intermediate key; and

wherein the creation of the software image

includes packaging the software program’s
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nonvol atil e nmenory, wherein the | ocked nonvol atile
menory includes a naster key val ue and wherein the
wo cwkmeabinonvol atil e nenory i s inaccessi bl e froPeDUSH0EE39809
t he sem conduct or package; a system nenory
i nterconnected to the processors with a bus; a
sof tware | oader inage conprising a | oader prefix
val ue, a software | oader routine, and a | oader suffix
val ue, wherein the software | oader routine is adapted
to authenticate and | oad conputer data files ere
the software | oaddrefitagad ;P‘}%%ﬁi SRS IR g hgeoglc""are
sem conduct or package; and a m_cro -_| oader, routine
|l ocated within tHFEREMhRtEe BRIGHF i8S s al so
i naccessi ble from outside the sem conduct or package,
wherein the mcro - |oader is adapted to authenticate
and | oad the software |oader routine fromthe system
nmekbr y Y ust Frirniel el A ey F ST P INe '8t war e
| oader's prefix and suffix values and generate one or
nor e i rit eFereEl RALKESE R e ﬁd’tatarlé“%t‘-b?%?j I tHe more
sem conduct or package's nmenory area. 18 . The
i nf or mat i on Piadcks IRE Sy &t SRSTEE|ai9R 1 A hgcked

conprising the system wherein the mcro - |oader is ,
nonvolatile memory, wherein the locked nonvolatile

memory includes a master key value and wherein the
locked nonvolatile memory is inaccessible from
outside the semiconductor package;

a system memory interconnected to the processors with a
bus;

a software loader image comprising a loader prefix
value, a sofﬁware loader routine, and a loader
suffix value, wherein the software loader routine
is adapted to authenticate and load computer data
files, wherein the software loader image is
located outside of the semiconductor package; and

a micro-loader routine located within the semiconductor
package which is also inaccessible from outside
the semiconductor package, wherein the micro-
loader is adapted to authenticate and load the

software loader routine from the system memory by
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enabled to : read the prefix value and a suffix val ue
froma nonvol atile storage area; generate a seed val ue

wagiongodibe software | oader's prefix val ue and PEEUS2003/039809

mast er key val ue; seed a hashing algorithmused to

aut henticate the | oader software nodule with the seed
val ue; generate an expected hash val ue using the

| oader's suffix value and the nmaster key val ue;
retrieve a hash result resulting fromthe hashing of
the | oader software nodul e; and conpare the expected
hash val ue WiSthot k&ehasK tegskeY. vedueTRBY 6 FRECYRTS
handl i ng system of claim 18 wherein, in grder t

generat e théogééﬁ’@apﬁ@ﬁiﬁhénﬁi§P§fixl8§&€P5i§n%u§?H8Fate one

enabl ed to cal cul ate an excl usi ve OR val uebet ween t he

master key val merandntiesmedépte FgvuFalygs fhet are stored in

i nformation handling systemof claim17 wherein the
| ocked nonvéhat islemivomsiogtios BRCEPESY SolePrEYr &HFEDb| e
fuses. 21. The information handling systemof claim17
wherein the software | oader routine is enabled to:
read a prefix value and a suffix value fromthe system
nergor y Thish é nificefria izmd heaflinoy slvessmnc ofr edpéfdildg further
comprising the system, wherein the micro-loader is
enabled to:
read the prefix value and a suffix value from a
nonvolatile storage area;
generate a seed value using the software loader’s
prefix value and the master key value;
seed a hashing algorithm used to authenticate the
loader software module with the seed value;

generate an expected hash value using the loader’s

suffix value and the master key value;

19.

retrieve a hash result resulting from the hashing of
the loader software module; and

compare the expected hash value with the hash result.

The information handling system of claim 18 wherein, in
order to generate the seed value, the micro-loader is

further enabled to calculate an exclusive OR value
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to one of the conputer data files; generate a seed

val ue using the software program s prefix val ue and
woer@sobeldhe i nternedi ate key val ues ; seed a heShURZY03/039809

al gorithmused to authenticate the conputer data file

with the seed val ue; generate an expected hash val ue

using the conputer data file's suffix value and the

internedi ate key value; retrieve a hash result

resulting fromthe hashing of the conputer data file;

and conpare the_expected hash value wth the hash

resul t PEEVePRe Bhef BawdEeitofFav@iliusg a8¥s thm rediz ypdue.

wherein the authentication of the conputer data file

is perfornmed by the software | oader routine after the

sof tware | oader routine has been authenticated and

| @dded Thy théometdon baged ing23ystehe cifnfdpdmt Ldnwherein the
handl i ng system of claim21 wherein, in order to
gener atleckird sepgodaltide wiemognf tiware bBozder ofopricgrammable
is enabled to cal cul ate an excl usive OR val ue between
one of fulesi-nt er medi ate key val ues and the conputer
data file's prefix value. 24. The information handling
system of claim 21 wherein, in
21. The information handling system of claim 17 wherein the
software loader routine is enabled to:
read a prefix value and a suffix value from the system
memory, the prefix and suffix values corregponding
to one of the computer data files;
generate a seed value using the software program’s
prefix value and one of the intermediate key
values;
seed a hashing algorithm used to authenticate the
computer data file with the seed wvalue;
generate an expected hash value using the computer data
file’s suffix value and the intermediate key
value;
retrieve a hash result resulting from the hashing of

the computer data file; and

compare the expected hash value with the hash result.
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order to authenticate and | oad one of the conputer
data files, the mcro - |oader is invoked and enabl ed

W eoosantibent i cate the software | oader routine PSI/N§20081@39809
mast er key val ue, the | oader prefix value, and the
| oader suffix value; create and store the internediate
key val ues generated during the authentication of the
software | oader routine; invoke the software | oader
routine in response to the software | oader routine
bei ng authenticated by them cro - |oader, wherein the
sébt.wambe dadermasionnbandgdngbevagernebkedaims2l wherein the
enabl ed to: authenticate the conmputer data file using
t he commrbentdataibhl ofs theetiorratgrsdptpx fidpuds pariormed
conbination wth at | east one of the internedi ate key
val uesby ahe sodtdwele domgetreroustacf pféeirnthespofisware
to the conputer data file being authenticated by the
| oader lseffewmareunidel bas2becThauithkeotiaeted haddilpaged by the
system of claim 24 wherein the conputer data file is a
sof t watd. cproedoateand t he software | oader routine is
further enabled to execute the software program after
the software programis

23. The information handling system of claim 21 wherein, in
order to generate the seed value, the software loader
routine is enabled to calculate an exclusive OR value
between one of the intermediate key values and the

computer data file's prefix value.

24. The information handling system of claim 21 wherein, in
order to authenticate and load one of the computer data
files, the micro-loader is invoked and enabled to:
authenticate the software loader routine using the
master key value, the loader prefix value, and the
loader suffix value;

create and store the intermediate key values generated
during the authentication of the software loader
routine;

invoke the software loader routine in response to the

software loader routine being authenticated by the
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| oaded. 26. A conputer program product stored in a
conput er operable nedia for authenticating software,
wa@ anod/oeqcanput er program product conprising: meaPST/{82003/039809
authenticating a first conputer file stored on a
nonvol ati|l e storage area accessi ble by a conputer
system the authentication of the first conputer file
performed by a nmeans for hashing thefirst software
programusing a master key value that is located in a
nonvol atile nmenory of the conputer systeminaccessible
to a user; rebesofvadphervdierrindiorsoprware loader routine,
i nt er medi at e key val ues during the hashing of the
first softwetrompriogiaminreared f ofs strorlles tte:
internedi ate key values in a nenory of the conputer
syst em i nacorsthdniel¢ara Hhaisempuner ers fioke using the
aut henticating a second conputer file stored on the
nonvol atil e st or agenartes; daie ai et imafiion afd theffix values
second conputer file perforned by a neans for hashing
t he second conputir danlelnsdiimn onmecloratmoreastf diwe of the
i nternedi ate key val ues
intermediate key values; and

load the computer data file in response to the
computer data file being authenticated by the

loader software module.

25. The information handling system of claim 24 wherein the
computer data file is a software program and the
software loader routine is further enabled to execute
the software program after the software program is

loaded.

26. A computer program product stored in a computer
operable media for authenticating software, said
computer program product comprising:
means for authenticating a first computer file stored

on a nonvolatile storage area accessible by a
computer system, the authentication of the first

computer file performed by a means for hashing the
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27. The conputer program product of claim 26 wherein
the first conputer file is a | oader software nodul e,
w0 b@saodibent i cati on of the | oader software nodedBUS2003/039809
further conprising: nmeans for reading a prefix val ue
and a suffix value fromthe nonvol atil e storage area,
the prefix and suffix values corresponding to the
| oader softwarenodul e; nmeans for generating a seed
val ue using the |l oader's prefix value and the master
key val ue; neans for seeding the hashing algorithm
used to aut kémsiccapétwhzel paderamobicwageanpdgkerwkey value
the seed val ue; nmeans for generating an expected hash
val ue usi ngthhé lLeaderatedufifii ® nahuelandlehmemasyepf the
key val ue; neans for retrieving a hash result
resul ting f comptiberhaghiry ohatheskobder tsoft waes;
nodul e; and neans for conparing the expected hash
val ue wethst flerhgsheresihty on28orThereonpttemegiagrakey
product of claim 27 wherein the generation of the seed
val ue i s pexvhauseddbyiagnehashéshiogl ofil ahenfiant software
excl usi ve OR val ue between the naster key val ue and
the prefix pabueam;

means for storing the intermediate key values in a
memory of the computer system inaccessible to the
user; and

means for authenticating a second computer file stored
on the nonvolatile storage area, the
authentication of the second computer file
performed by a means for hashing the second
computer file using one or more of the

intermediate key values.

27. The computer program product of claim 26 wherein the
first computer file is a loader software module, the
authentication of the loader software module further
comprising:
means for reading a prefix value and a suffix value

from the nonvolatile storage area, the prefix and

suffix values corresponding to the loader software
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29. The conputer program product of claim 27 wherein

the authentication of the | oader software nodule is
w@eooSoodred by a m cro- | oader nodul e. 30. The BOIYPS81083/039809

program product of claim 29 wherein themcro - |oader

Is stored on a read-only nenory, and wherein the

conputer system's processor, the read only nenory, the

nonvol atil e menory, and the nmenory are all packaged

wi thin a common sem conductor package. 31. The

conmput er program product of claim 30 wherein the

| oader sof t B fodul e, the suffix value, and the

prefix value are each |ocated on the nonvolatile

st or ag&e@Ea, L ogh eissiar ati@oh gnwslest ivied ust orsdge d&hea liogder ' s

outsi de of the common sem conductor package. 32. The

conput er pr FefHpredue ool ¢hei mas exhé&eyi vatlve ;

nonvol atile nmenory is a | ocked nonvol atil e storage

ar ea i nelagded arn seesdmioc theubieshipackdgeritths used to

sem conduct or package al so i ncluding one or nore

processors auddentheatemtireed opdegr amfpwadec tnodiulel ainh the

26 further conprising: neans for erasing the

i nt er medi at ecleely vedluges fol |l owi ng the authentication

of the second conputer file. 34. The conputer program

pr oductmeehisc farmg2ferheri egnahhexberstdchapht ealliel esifg the

a | oader software nodul e and thesecond conputer file

I s a softwaleapeadsasufifie value and the master key value;

means for retrieving a hash result resulting from the
hashing of the loader software module; and’
means for comparing the expected hash value with the

hash result.

28. The computer program product of claim 27 wherein the
generation of the seed value is performed by a means
for calculating an exclusive OR value between the

master key value and the prefix wvalue.
29. The computer program product of claim 27 wherein the

authentication of the loader software module is

performed by a micro-loader module.

30. The computer program product of claim 29 wherein the
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aut hentication of the software programfurther
conprising: neans for reading a prefix value and a

wa@ edosiope1val ue from the nonvol atil e storage ar eBCT/URE03/039809
prefix and suffix val ues corresponding to the software
program neans for generating a seed val ue using the
software programs prefix value and one of the
i nternedi ate key val ues; neans for seedi ng the hashing
al gorithmused to authenticate the software program
with the seed value ; neans for generating an expected
hash vatiteraisiaegidrhel s oftonarde pr agrardds- sliff imenatwe and
and the internedi ate key val ue; neans for retrieving a
hash r egidreiretitid iqwgndutesn tdyes twash ng afeddver,saftavaread only
program and nmeans for conparing the expected hash
val ue wdntortyhe dias maresillati13b mehtrayoonguid athep magicam are all
product of claim 34 wherein the authentication of the

sof t wafdHaReB Rl thiperd admedbbdne cseiduicr Ieateige .
nodul e after the software | oader nodul e has been
aut henti cated and | oaded.
31. The computer program product of claim 30 wherein the
loader software module, the suffix value, and the
prefix value are each located on the nonvolatile

storage area, wherein the nonvolatile gtorage area is

outside of the common semiconductor package.

32. The computer program product of claim 26 wherein the
nonvolatile memory is a locked nonvolatile storage area
included in a semiconductor package, the semiconductor

package also including one or more processors.

33. The computer program product of claim 26 further
comprising:
means for erasing the intermediate key values following

the authentication of the second computer file.

34. The computer program product of claim 26 wherein the

first computer file is a loader software module and the
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36. The conputer program product of claim 34 wherein

the generation of the seed value is perforned by a
wore@s®odioy cal cul ati ng an excl usi ve OR val ue bRCTHES2003/039809

one of the internedi ate key val ues and the software

program s prefix value. 37. The conputer program

product of claim34 wherein a mcro - |oader is stored

on a read- only nenory, and wherein the conputer

systenm s processor, the read only nenory, the

nonvol atil e nmenory, and the nenory are all packaged

Wi t hi nsecooAnoampehicofidllet 6F paskagjwarehpregnput eche

program product further conprising: neans for invoking

t he mi enbhentpadeionoocfuthensptaverehprbgader fuothemr e

nodul e using the nmaster key val ue, a | oader prefix

val ue, camgrashogeder suffix value; neans for | oading

and i nvoking the | oader software nodule in response to

t he | omdenss6btrwaecedimdubepbeifng maihenéndatedubyikhealue

mcro - |oader, wherein the software programis

aut hent i cat édohythhenbnadéatsbét waoeagedateausthg phefix and

sof tware nodul e' sprefix and suffix values in

conbi nat i onswEEbhxatraleast coneeppohitngnter tiedi adb Etkeye

val ues; and neans for |oading and executing the

sof t ware prpgoaprinh response to the software program

bei ng

means for generating a seed value using the software

program’s prefix value and one of the intermediate
key values;

means for seeding the hashing algorithm used to
authenticate the software program with the seed
value;

means for generating an expected hash value using the
software program’s suffix value and the
intermediate key value;

means for retrieving a hash result resulting from the
hashing of the software program; and

means for comparing the expected hash value with the

hash result.

35. The computer program product of claim 34 wherein the

authentication of the software program is performed by
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aut henticated by the | oader software nodule. 38. A
conput er program product of providing a device adapted
wo o00aodient i cat e software code, said conputer PCDYRZENG/039809

product conprising: nmeans for generating a nmaster key

val ue; nmeans for witing the master key value to a

nonvol atil e nenory, wherein the nonvolatile nenory, a

ROM - based micro - |oader nodule, and one or nore
processors are included in a commopn sem conduct or

package w thin the device; ans for |ockin e

nonvol &RF| ECHEWBES; LARARE ?ggué?o??ﬁﬁratﬁﬁaggﬁpware Loader
software i nage on a nonvol atile stqra evi.ce outsi de

of themedukBnhaenPeBRIBREBPRpACRES aﬁg ie%‘é%‘grm e by

the processors, wherein the |oader software inage

i ncludes a | oader prefix value, a |oader suffix val ue,

and a | oader software nodul e; and nmeans_for reco ding
tBé-na@h@rC@@puvﬁru@¥ogﬁémlEﬁ@@PEFePﬁxc%ﬁFﬁe§4aW%eﬁe n the
device identifier in a database. 39, The conputer

pr ogr agepevdaétnobicthenfesdwietBEnieheegEoreed by a means

identifier is a serial nunber that uniquely identifies
t he defbrecalculating an exclusive OR valuée between one of

the intermediate key values and the software program’s

prefix value.

37. The computer program product of claim 34 wherein a
micro-~loader ig stored on a read-only memory, and
wherein the computer system’s processor, the read only
memory, the nonvolatile memory, and the memory are all
packaged within a common semiconductor package, the
computer program product further comprising:
means for invoking the micro-loader to authenticate the
loader software module using the master key value,
a loader prefix value, and a loader suffix value;

means for loading and invoking the loader software
module in response to the loader software module
being authenticated by the micro-loader, wherein
the software program is authenticated by the

loader software module using the software module’s
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40. The conputer program product of claim 38 further
conprising: neans for shipping the device to a
weuesoman ; neans for receiving an order for aPGDUS2483/€39809
program fromthe customer, the order including the
device identifier and the software programidentifier;
nmeans for retrieving the master key val ue and the
| oader prefix value fromthe database based upon the
device identifier included in the order; and neans for
creating a software image based upon the retrieved
mast er key drreeibefand aitiiesk armiluere YofeoRbialroyr amth at
corresponding to the programidentifier. 41. The
conput er probgast prrerluelt Wie clrdienyliites diel tWel yasinsnd
for creating the software inmage furtherconprises : .
means freangentratiorfing andbexeedeng g ssdfigiware program in
generating the internedi ate key value, the generation
of the intermssbaise kuy tled weo furarte oregrmn Shaigg
means for conmbining the retrieved master key val ue and
prefix val uesutloerftoraateed dud tlad usyadmarso foraseedichygl e .
a hashing algorithmwth the
38. A computer program product of providing a device
adapted to authenticate software code, said computer
program product comprising:
means for generating a master key value;
means for writing the master key value to a nonvolatile
memory, wherein the nonvolatile memory, a ROM-
based micro-loader module, and one or more
processors are included in a common semiconductor
package within the device;
means for locking the nonvolatile memory;
means for storing a loader software image on a
nonvolatile storage device outside of the common
semiconductor package and accessible by the
processors, wherein the loader software image
includes a loader prefix value, a loader suffix

value, and a loader software module; and

means for recording the master key value, the loader
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seed val ue; neans for hashing the software | oader
nodul e usi ng the seeded hashing al gorithm neans for

WO edosioesddng an i ntermedi ate result fromthe har€i/ng2003/039809
al gorithmduring the hashing process; and neans for
generating the software i nage, the generation of the
software i mage further conprising: neans for
generating a prefix value corresponding to the
software program the generation of the software
program s prefix value conprising a neans for

conbi ni ng the_i-ate at esu Lh. ; .
nunber ; neaﬂgekg% ggg thggasécgﬁgwkgsﬁ?ﬁéeg gg?i%ﬁng
with the rand nunber ; neans for hashing the software
progran1usi§8%gh8g§écond seeded hashing al gorithm
nmeans for retrieving a final hash result of the second
hashi ng al gorithm means for generating a suffix val ue

corresponding to the software progra he geperation
o8t o851 £iPa R oF aRT e T PRRC Yt DeCBRpr 1B Ryoroin the
COﬁbInaggiggeiggggkfgg%higeguggrial number that unigquely

identifies the device.

40. The computer program product of claim 38 further

comprising:

means for shipping the device to a customer;

means for receiving an order for a software program
from the customer, the order including the device
identifier and the software program identifier;

means for retrieving the master key value and the
loader prefix value from the database based upon
the device identifier included in the order; and

means for creating a software image based upon the
retrieved master key and prefix values and the
software program corresponding to the program

identifier.

41. The computer program product of claim 40 wherein the

means for creating the software image further
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and the internedi ate key; and wherein the creation of
the software i mage i ncludes a neans for packagi ng the

wa edosmedied program s prefix and suffix val ues aPdr/UR®03/039809
software programinto the software inage

comprises:
means for generating a random number;
means for generating the intermediate key value, the
generation of the intermediate key value further
comprising:
means for combining the retrieved master key value
and prefix values to form a seed value;
means for seeding a hashing algorithm with the
seed value;
means for hashing the software loader moduie using
the seeded hashing algorithm;
means for retrieving an intermediate result from
the hashing algorithm during the hashing
process; and
means for generating the software image, the generation
of the software image further comprising:
means for generating a prefix value corresponding
to the software program, the generation of
the software program’s prefix value
comprising a means for combining the
intermediate result with a random number;
means for seeding a second hashing algorithm with

the random number;

67



WO 2005/006109 PCT/US2003/039809

means for hashing the software program using the
second seeded hashing algorithm;

means for retrieving a final hash result of the
second hashing algorithm;

means for generating a suffix value corresponding
to the software program, the generation of
the software program’s suffix value
comprising combining the final hash result
and the intermediate key; and

wherein the creation of the software image
includes a means for packaging the software
program’s prefix and suffix values and the

software program into the software image.



