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| NVENTI ON The present invention relates to the field of network traffic

managenent and, nore specifically, to inplenenting policy-based network
traffic managenment based upon rules. BACKGROUND OF THE | NVENTION In

today' s hi ghl netvvorked envir .t h of fer
varying | eve C%YggEbng‘é}é?IrWﬁ ﬁfﬁ&%@%ﬁ@ | ous

net wor K entltles. For exanpiR ApieE ivea NldeEgrnet wor k devices (e.g., web
stations, personal conputers, set-top boxes etc.) are coupled to a
network via a network connection device (e.g., a router, switch or

aﬂﬁ%&ﬂif&i’ﬁa}ﬁ' ﬁg Q@S to such net wor k devi ces

Fattors, trudi ng a network operator’
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provide differenti ated QS include an office environnment 1n which nmultiple

users m&P/230532slilgd Septgrber EoM¥Bet i on and, nore pertinently, where renote
offices of an enterprise share network resources. A further environnent in
which QoS differentiation nay be particularly desirable is within a

Mul ti - TEREIOD QITHE MMWBENTEON. , a high-rise apart nment conpl ex or

condoni ni um devel opnent | t.i user.s ar si ngl e . .net wor k
connect i on. ptpﬁ%sentw%qﬂogz} ﬁlef?&ng?h@?éﬁ%ff aﬂﬁ’i‘i’f&?‘?@ﬁg QA ce | evel
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__---Er ovider that guar ant ee certain performance |levels. The need to provide
uch di tdles-enti at ed services has becone increasingl y

BACKGROUND OF THE INVENTION
In today’s highly networked environment, it has becorme desirable to offer

varying levels of service (e.g., Quality-of-Service (QoS)) to various network entities.
For example, where multiple network devices (e.g., web stations, personal computers,
set-top boxes, etc.) are coupled to a network via a network connection device (e.g.,a
router, switch or bridge), the ability to provide differentiated QoS to such network
devices may be motivated by a number of factors, including a network operator’s
commercial objectives.

Environments in which a network manager may wish to provide differentiated
- ) QoS include an office environment in which multiple users may access a single
connection and, more pertinently, where remote offices of an enterprise share network
resources. A further environment in which QoS differentiation may be particularly
desirable is within a Multi-Tenant Unit (MTU]) (e.g., a high-rise apartment complex or
condominium development) where multiple users share a single network connection.

Further, within a business or MTU environment, service level agreements may be
in place between end users and a network service provider that guarantee certain
performance levels.

The need to provide such differentiated services has become increasingly

apparent as the latest generation of copper-based Digital Subscriber Line (DSL)
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apparent as the | atest generation of copper-based Digital Subscri QG‘TJ@W?UM
(DSL) I 2 4 NOV 2004 WD 02/ 19062 PCT/ US01/ 27250 transm ssion techno e
have pr.oyi he opportunity to deliver nulti-megabit e cost
effecti\g;}el’logﬂg%&a MIU, renote office, kiosk, utility or r@pﬁlﬁgﬁtion.
SUMMARY COF THE | NVENTI ON A nethod to inpl enment policy-based network traffic
managenent includes receiving data pertaining to a network device at a
network traffic manager, the first data being received out-of-band of

network traffic. Second.data is extracted fr the. network traffic. A
net wor k WHP%SFP“%%E}%?I%%PW&&%&T ﬁ?ﬂoﬁgﬁi’m&bdﬂiivcf ﬁﬁlﬂh’@?%]?lg traffic
manager petfbith#iceGobfeltivdly toN BB GeRdtstioe, KidRutilitgair wemai Isthtiblle present

i nvention will be apparent fromthe acconpanying draw ngs and fromthe
detail ed description that foll ows. BRI EF DESCRI PTI ON OF THE DRAW NGS The

present M@Wﬁ@ﬁ by way of exanple and not linmitation in

the fi cconpanytnig drawi ngs, in which |ike references

i ndi cat e si mA afetigddtrdmplemeanpoliay-bided hetwoilgtraffic minkgembmtdodludesagr am
illustrating, at a high |evel, the oPeration Olfé gﬁ#etv\ork tr ff('#(% manager,

accor di KeFeiBng Aata peRANNG o dRsbueTadsYICE At 1 ARIWor:Walfic TanAgeh thefirst datg e

exenpl a'bxin%%égi%d &lthf-rﬂaﬂébf RBGBHDRAffk! SBEShdatSis BxRhI6d frdinA8E ABBwork.
illustratifig an exenpl ary deploynment of a network connection device :
i ncl udi tgffideAwietworkl traffie managentent peliayds teplemented abthegieterkitiaéBe i on rul es
utilized to make. tratfi.c classifi I on decisions. Figure 3 is a block

di agranPWS%?rdﬁﬁ‘&"?ﬁTﬁl&”ﬂ@?%opg%%' the architecture of an exenplary

net wor k tr af iQthenRBa@s of itk present fiventién &illbe dptatenifrohi the acéompenging i s a

-pl ock diagram provi di ng-a concept ual qﬂeﬁf'éﬁt ion of the utilization of a
acket Srayringsand frany the detaded despripiirn eI AYS-packet, to identify a policy

to be applied wth respect to the packet.

BRIEF DESCRIPTION OF THE DRAWINGS
The present invention is illustrated by way of example and not limitation in the
figures of the accompanying drawings, in which like references indicate similar elements

b

and in which:

Figure 1 is a block diagram illustrating, at a high level, the operation of a network
traffic manager, according to an exemplary embodiment of the present invention, in the

exemplary form of a virtual machine.

) Figure 2 is a block diagram illustrating an exemplary deployment of a network

connection device including the virtual machine that accesses a set of classification rules

utilized to make traffic classification decisions.

Figure 3 is a block diagram providing further details of the architecture of an

exemplary network traffic manager in the form of a virtual machine.

Figure 4 is a block diagram providing a conceptual depiction of the utilization of
a packet signature, extracted from an incoming packet, to identify a policy to be applied

with respect to the packet.
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providing further details regarding the policy table, according %o a0V 2004

exenpl ayy @nbedi ment of the present invention. Figure 6 fcsgsoi@ochart
depicting a reciprocal flow, where transactions 2 and 3 occur as a direct

consequence of transaction 1. Figure 7 illustrates the mapping of an ATM
physical layer. Figure 8 is a flow chart illustrating a nethod, according
to an exenplary enbodi nent of the present invention, of inplenmenting

pol i cy based mgiey i atHi@J]JdlEgrazﬁ%ﬂ?\gﬁﬁg@ﬁﬂhé%'dﬁ&ﬂ@ré‘gakcﬁn@ﬂf&'ﬂéﬁk gbRgr am
providing a high level diagrammatic representation of ~the operatl on of a
vi rtual aceartlingdoenepkmplary crobutimenipfitls presenk émghdes enbodi ment of  the
present invention. Figure 10 is a block diagramillustrating a rule program
as conceptually conprising a nunber of rules that are utilized to bind

process behaHigiredeikiarflow chas, depieting eBéaiprotsl flowetiete oasaetions2andtdo
contextual zed sets of data, conveniently |labeled registers. Figure 11 is
" a flow &Qﬁ‘ﬂl’taslalql%ﬁ;%?‘iﬂ&“%? ET‘i‘é‘(‘ftloarclc:ordi ng to an exenplary enbodi ment
of the present invention, to pre-conpile configuration information for a
networ k connection device. Figure 12 is a diagrammtic representation of an
exenpl ary deHigyedritlustcatesdhe mapping whaw ATM physicad layent appl i cation i s hosted
on each of workstations coupled to a network connection device via a |ocal
area network (LAN) 104. Figure 13 diagrammatically represents

classificati Q""%lirE”SEiﬁalﬂd“l ¢hattiBust@ting @ mesh@) atcviding €6 ah ¥aanplagm a packet and
time of day information. -3 2 4 NO\/ 2004 WO 02/19062 PCT/ USO / 7250
embodiment of the present invention, of implementing policy-based network tx

: \) management.

Figure 9 is a block diagram providing a high level diagrammatic representation of
the operation of a virtual machine compiler, according to an exemplary embodiment of

the present invention.

Figure 10 is a block diagram illustrating a rule program as conceptually
comprising a number of rules that are utilized to bind process behavior definitions,

conveniently labeled operations, to contextual zed sets of data, conveniently labeled

registers.

) Figure 11 is a flow chart jllustrating a method, according to an exemplary
embodiment of the present invention, to pre-compile configuration information for a

network connection device.

Figure 12 is a diagrammatic representation of an exemplary deployment scenario
in which a VNIC client application is hosted on each of workstations coupled to @

network connection device via a local area network (LAN) 104.

Figure 13 diagrammatically represents classification rules utilizing both a

signature received from a packet and time of day information.
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Figure 14 is a diagranmmatic illustration of the communi cation of @ Wm
packets, froma VNIC client application, for contribution to an informati
profil ' e 15 is a block diagramillustrating repli | a

regi stRP@ng‘l{zn each workstation 102 or, in an alter naf?@@sgﬂ%@%q ment ,
managenent of a registry froma domain server. Figure 16 di agrammatically
Illustrates the conmuni cation of VN C packets, utilizing a VN C protocol
during a VNIC session, to establish and contribute to information profiles
utilized by a, classification rul. L0 the.ex | ary for f bandw dt h
partitioni ng%’cgf“éf‘si‘?fsiac %%H’I‘P%Céﬁ“ﬁ"“é‘ﬁi‘é’?ﬁ cl%gﬁlé %aélgogaon?;g \i@m

r epr eseficRéts o h VAN EHin? Gpplivatibe, foxesnuiButionfto aminfofmatermptbiile. syst em

wi t hi n ‘which software, in t%e formof a series of machi ne-readabl e

i nstructions, for perform ng any one of the nethods di scussed above nay be

executed. DE | it @Pﬁic ' £HRA

policy- basedi*l:@el!“%e\llzuggr E%Sé}%lgﬁg%égenen% ate ai lztgg?]lr cqsc;iﬁ’yn?in thea% ol | owi ng
descri piorlatiéo 1 0o, fioae sltarhativesboaiment, managemensofspegistiydromiet ai | s are
set forth in order to provide a thorough understanding of the present

i nvent | ¥02I0 F§IVEL | | be evi dent, however, to one skilled in the art that the
present invention nmay be practiced wthout these specific details. Figure
1 is a block diagramillustrating, at a high level, the operation of a
networ k t r aFiguee Madiageammatinaly dilusirates thircoavewpraion @fﬁﬁﬂ&g peaketsof t he

present _inventy i € £X - W tr@- 8 ine 10.
Specifi‘@éﬂz}%ﬁ,am‘&%&é@ﬂuﬁﬁm %/“ﬁféﬁwr" '(t?a E%ﬁhéﬂn%@ﬁiadr?e Qtlogs been hosted
on a neghRRmiktiePpRElds ilized by dalasifioaminbgin theskemplary formidfa(e. 9., a
_-Sridge, switch or, _ro,utgcé%._ The virtual nmachine 10 is shown to include a

| assi fhaedwidih paptitioping SFIiﬁégu‘i’"n’E“i‘?n' ng network traffic 16 in accordance
wth a set of classification rules 18 provided by a network owner-
Specifically, each packet within the inconmng network traffic 16 is
classified bFigumelZisssdipgiammatic represenationelf ageacding) infthegremplay dean 20 and

flow instances 22 by {.he Sdokiwdd i radl £ . g ggf i ni ng how
I ndi vi cfﬁgf’mﬁg%ﬁgf%e%% shc]i(“"Jtl)lggh G rﬁn‘ri:g}tcé rgg#é%%égh%(% %élrﬁ% r?e%da
instructions, for performing any one of the methods discussed above may be executed.

U

DETAILED DESCRIPTION
A method and system to implement policy-based network traffic management are

described. In the following description, for purposes of explanation, numerous specific
details are set forth in order to provide a thorough understanding of the present invention.
It will be evident, however, to one skilled in the art that the present inveniion may be

) practiced without these specific details.

Figure 1 is a block diagram illustrating, at a high level, the operation of a network
traffic manager, according to an exemplary embodiment of the present invention, in the
exemplary form of 2 virtual machine 10. Specifically, Figure 1 illustrates the virtual
machine 10 has been hosted on a network connection (or data communications) device
12 (e.g., a bridge, switch or router). The virtual machine 10 is shown to include a
classifier 14 that classifies incoming network traffic 16 in accordance with a set of
classification rules 18 provided by a network owner. Specifically, each packet within the
incoming network traffic 16 is classified by the classifier 14 into one of several flow
classes 20 and flow instances 22 by the classification rules 18, the rules 18 defining how

individual packets should be discriminated from each other.
-4-
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For example, at layer-3, packets may be routed between virtual interfaces 24 and

26 based on criteria such as a source or destination Internet Protocol (IP) address, type of

service bits, and protocol type. If the egress virtual interface 26 is an ATM virtual

interface with muitiple VCCs, the virtual machine 10 may operate to compute a quality-

of-service-based label with which to forward the relevant packet, as will be described in
further detail below. At layer-2, frames may be switched between virtual interfaces 24
and 26 utilizing source and destination MAC addresses, frame type, and encapsulation

arrangement. If the egress virtual interface 26 is an ATM virtual interface, then the

virtual machine 10 may select a channel, based on QoS requirements specified for the

particular layer-2 flow. In one embodiment, the network connection device 12 may be

based on a high performance ISE processor which supports dual-switched 10baseT
Ethernet ports, a 8Mbps ADS modem, ATM SAR processing, Ethernet bridging and IP

routing.

Figure 3 is a block diagram providing further details of the architecture of an

exemplary network traffic manager in the form of a virtual machine 10. The virtual
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label management rules 19. The event management rules 17 and label management rules

19 may, in one embodiment, be configured utilizing compiled virtual machine rules, the
compiling of which is further described in this document. Dealing more specifically with
event management, a compiled event management rule 17 is associated with significant

events in the life cycle of a flow class 20. Examples of such rules and events are

provided below in Table 1:
' Table 1

Event Management Rule | Event

OnCreate 'When a new instance of a flow is created,

OnDelete ‘ When an instance of a flow is deleted,

OnResourceConflict When a new instance causes a resource conflict,

OnThresholdPositive ‘When the average data rate rises above the
configured threshold,

OnThreshodINegative When the average data rate falls below a configured
threshold.




Table 1 Event Management Rul eEvent OnCreateWien a new i nstance of Za4f NGW 2094
created, OnDel eteWhen an instance of a flow is deleted,

OnResouw@p@f)&zl ct Wien a new i nstance causes a resource gepfitiiBhaso

OnThr eshol dPosi ti veWhen the average data rate rises above the configured

t hreshol d, OnThreshodl Negati veWhen the average data rate falls below a

confi gured threshold. -6 2 4 NOV 2004 WO 02/ 19062 PCT/ US01/ 27250 Event
managenent rules 17 nmay be utilized to tailor fine-grained behavior of the
Network CONNeRydfiindydiiche Ieiel 07 SOBOM1iN RUMGHR-EABA bllavRRLE Blees. and
to i npl enent approprfa e behavior®in response to resource reservation
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occur b%wa%ﬂmﬁgbﬁeﬁ%le@%w ey by@@elaweléms Mﬁvﬂiéﬁﬂlﬁ%blﬁﬂdrt@q%eﬂl ng an
exenpl ary "signature” is now provid Fi gure Is a further bl ock diagram

provi di nig-neerahelegxchang Bd@@ﬁ)@@lﬁfmgoim%éﬂ%ﬁ @llqvisad)fnéﬁmbbf’%hn&ﬁdk@ﬂ si gnat ure
31, extrg N t to identify a policy to be

appli ed ¥ %efﬁng spect}%ﬂ?’%%taﬁrgcrlglﬂgva&r%?dgg% %t 29. The si gnature 31 is

S]Pe?i f : gd byd‘}\ff&rth&rlcﬁmss‘idr)]m&tgaﬂﬁhgaﬂ cefmb&ryang?lammm pmelchdythmh: nati on
0] i el ds, and/or data within he packet The si re.31 s utilized
as a tag 56 [yEPehIRck diagruprowiding coawswgléifpmpgﬂ & Zﬂ tion 9fi3s) 30 to
locate gqa@gét'sﬁﬁa&&é 3028¢at#d £k ﬁmﬁcéﬁiﬁ\ﬁﬁeketw&ﬁae&&y aPoficy Robd CY May, as

i1 lustr Figure 4, specify various service paraneters 32. In the
exenpl arappiedwithrmesyect toliee wievanicpacket:29mPhersignature 31 ig weeifiehrwfher af f i ¢

- ‘g!;nage C?ﬁglfgcgﬁgn %Jggs 1§, Rk %:.%9 cbihphfe énWo'iﬁtﬁMﬁo% SEGeIRY: aiRdkhfn 34 t hat

plies
the packet 29. The signature 31 is utilized as a tag to perform a lookup within a policy

table (e.g., a MIB) 30 to locate a policy for handling of the relevant packet 29. The

policy may, as illustrated in Figure 4, specify various service parameters 32. In the
exemplary embodiment, the service parameters 32 relate to ATM traffic management,
and are provided to an ATM traffic management module 34 that applies the service
parameters 32 to various flows outputted via one or more egress virtual interfaces 26.
For example, the service parameters 32 may specify that a certain flow is provided with a
high QoS, while another flow is provided with low QoS.

The signature 31 of a packet 29 is utilized by the classifier 14 to differentiate the
packet 29 from other dissimilar packets. As stated above, sequences of packets (or other
) network traffic units) bearing in the same signature are termed “flows”. A flow is said to
be instantiated when the classifier 14 recognizes a packet 29 bearing the flow’s signature,
and persists until the amount of time between packets 29 bearing the flow’s signature
exceeds a particular amount of time (e.g., a flow’s Interval Timeout).

The virtual machine 10 does not impose any structure on a signature 31 ora
packet 29. For example, in one context, the signature 31 may comprise merely the
destination IP address of a packet 29. In another context, the signature 31 may comprise
the destination TP address plus a source MAC address. The most appropriate signature 31

for any given context is an engineering concern, and determined by the given context.
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source MAC address. The nost appropriate signature 31 for any given
context is an engineering concern, and determ ned by the given context. -7
2 4 Nov 2004 WO 02/19062 PCT/ USOl/27250 The classifier 14 operates to
determ ne the signature 31 of a packet 29 by evaluating a classification
rule 18. In one enbodinent, a classification rule 18 conprises a Bool ean
expression involving one or nore of the packet fields |listed below in Table
2: 2 4 NOV 2004 WD 02/19062 Table 2 PCT/US01/ 27250 FlI ELD NAMEFI ELD

DESCRI PTI ON SMAThe source MAC address of the frane containing the packet
DVAThe destinati on MAC address of the frame containing the packet SIPThe
j.-,)source | P address of the packet



Dl PThe destination |IP address of the packet PROThe I P protocol fz él Hogf 200he
packet TOSThe I P Type O Service field of the packet that is al so used as
the Di f{parMele® field. SPOThe source TCP or UDP port DPC?"E)&;U%E? Jjation TCP
or UDP port RXLThe receive | abel of the packet. This is a assi gned
to the incom ng packet (e.g. in the case of MPLS, 802.1q etc). In addition,
an ingress virtual interface 24 may al so be considered an inplicit part of
a packet signature 31. Figure 5 is a block diagram providing further
details regarding the policy table 13fesaccording to an exenplary

enbodi nent_of the present invention. The classifier 14, as_descri bed
above, is beﬁ%ﬁﬁS@?&Bﬂ@ﬂl ons bet vveen t ags (e g., the flow

cl ass, disgri-Rators rd—+-he -5 u..u... r,t,n,:c“‘ &l ow

cl asses) i e policy 1“ chl"@@A ?11&6 Ogﬂbﬁ ‘Fﬂnalg%ﬁh%l?ﬂc:kﬁt ifthin the
policy talipyA0 TS a SeEhees by NAT2ddr AT IR Edhed] CiTjed the
fields of {the packet gignatures 31 to be utilized classitication. Each
field (exgept SIVA and Metmay be given a val ue and a mask. The SMA and

DVA fi el ds Ch—hRave—:s at-ed—t-herey on
recei pt of S;f}packet 28 Tﬂ%@@?%?ﬁﬁ%@%@tﬁegﬁdﬁe\ghes the policy tab’ e 30 for
an entry tiggp matches TH&%e%ﬁﬁ%‘n@%d&ésQ&fth@?aﬂ@?Ket 29. To Tocale such a

mat ch, in lane enbodi ndnt the classifier Lrst masks the packet
signature |FRMith a F(;ﬂh@d@lprotamlftdiénfdnrppeke@s it to the FCD value. If
t he mat ch H teeesstt E 92 4
NOV 2004 \ /19062 H g T he entries
in the pollicy table 3( ﬂ‘tawlf%r@mﬁeld such that the best match i$ found

il rst. Fi qmpe_s_at.sg_LJ—LusLLaLes_a_ugMLass_LabLeﬁ%—Qqce—a_p@ cket 29
as been |SP&sified gsihs spurce ICH o UPPAerc| ass, it is processed fccording

to the spegpdTatT Om I stination TCP or UDP port
RXL The receive label of the packet. This is the label assigned to
the incoming packet (e.g. in the case of MPLS, 802.1q etc).

In addition, an ingress virtual interface 24 may also be considered an implicit part
of a packet signature 31.

Figure 5 is a block diagram providing further details regarding the policy table
30, according to an exemplary embodiment of the present invention. The classifier 14, as
described above, is configured by making associations between tags (e.g., the flow class
) discriminators (FCDs)) and their corresponding policies {flow classes) in the policy table
| 30. In one embodiment, each entry within the policy table 30 is a set of data items,
amongst which are specified the fields of the packet signatures 31 to be utilized for
classification. Each field (except SMA and DMA) may be given a value and a mask. The
SMA and DMA fields each have a value, but no mask associated therewith. Upon
receipt of a packet 29, the classifier 14 searches the policy table 30 for an entry that
matches the signature 31 of the packet 29. To locate such a match, in one embodiment,
the classifier 14 first masks the packet signature 31 with a FCD mask, and then compares

it to the FCD value, If the match is successful, the packet 29 is processed as a member of



flow class table 36. Accordingly, the flow class table 36 should liefisﬁgvl 4
an exenplary inplenentation of the policies discussed above with ref eren@
to Fi . J'n one enbodinent, the flow class table ' equence of
dat a %ﬁgﬁto?#at determ ne how the relevant flow wll ggﬁ@\%’gﬁz?ﬁaone

enbodi nent, the flow class table 36 includes a nunber of fields, nanely:

(1) an instance selector field, (2) an instance tinme-out field, (3) a

maxi mum i nstances field, (4) a transmt code point field, and a (5)

Cpect 1 f E@rpRiing B dagy Thb ORBEEEmS PG Gbie0thel 60 obBRashPdal 20 F, 50
toI di tsﬂlbrbggtirﬁz.h?bﬁammﬁl:mst ﬁncesbof a flow cl alsls. | thertzagi S Ino [ .nfsft agce
sel ector specified within the_tab]es ,..then a a ts classifie
within the FM%QSOWW@S%@%F@%@'%%%eb}feé‘d’a t%ﬁ aﬁaeetnp the same

| nst an&?ssiﬂgaeas' f E'L\%Eg[ iil}(;)%la@é’,tit fippbdsERAELItRS t6 B dpedifiesion il - packet

gap that T1Tnstan n a particular flow may exhibit. If tw packets 29
of t heflowlctasatablé BhwAacardingtyy ¢he o atass tabler 36 dhosldihetseen phoketenydyy t hey are

considered to be ip.different instances...For _ex e S wn in Figure
o e meRatn ehmeiRoliFies Glecutid BRSE Yl Rerp iR Ries A7 EERRT, Lo s
shown tan&xaRred thdBowREdsa Bibe 36 I¥Br RYjtiencd RE daraXten thdt dsteane hob the d
speci fies the maxi mum nunber of simultaneous instances of a particul ar
f1 ow ttedavapsftoveibitbehave.t his field the value is set to "N'. A packet 29
that attenp}s, to, cfeal " v ol any | s Admaviraffic
pattern at tneor#&%nq‘%o crg%lg%}ééﬁ%%cﬁég%ﬁ%tlﬁlgg%%%ﬁ%%ﬁf theén?:ljéssifier 14
may ge(19natisstamce asledtor Belds (@)fani ivttancEhiang-outrfiid, (3 cotexipyiminstangesl, | f
-speci fled, includes a, val ue.that lﬁ% beco sp-..called transm t
}?behav#‘%a' @éaéfaaaﬁnwodm?"ﬁﬁe@%%”? Iﬁ‘a@?gﬁf?%g Wehavi or code point is a
val ue that Rdifzaines sdlemot fEld\of thd chssanlbBe epebXiesvwhitidfitlds vfad a fl ow
(i.e., it specifies algorithns that wil] be used to queue Z)Edeorward t he
packet sigeatare)31 qiacRaske 20 sheuld brgutilized éo distipgpishsbetwetnipsianes X AW so the
behavi gr_c 0j b Safe g wRhinlthecabR8 BBNHER 211338 29 €d Wi th
packeta?sosr'\i\’/g{rﬁg?enfgsgltoéhce ﬁg%rs ‘?"Irl]%&;em gidgﬁai gegmaae I n -10 2 4 NOV 200
classified within the relevant flow class are considered as belonging to the same instance.

The instance time-out field specifies the longest inter-packet gap that instances
within a particular flow may exhibit. If two packets 29 of the relevant flow are longer
apart than this inter-packet gap, they are considered to be in different instances. For
example, as shown in Figure 1, the time between the first and second “A” packets in flow
class 1 is shown to exceed the instance time-out.

The maximum instances field specifies the maximum number of simultaneous
) instances of a particular flow that can exist. In this field the value is set to “N”. A
packet 29 that attempts to create a “N-+1” instance will be discarded. If a traffic pattern
attempts to create too many instances of a flow, the classifier 14 may generate a resource
conflict.

The transmit code point field, if specified, includes a value that will become a so-
called transmit “behavior code point” for an outgoing packet. The behavior code point is
a value that indicates how the virtual machine 10 should forward a flow (i.e., it specifies
algorithms that will be used to queue and forward the packet, etc.). Packet forwarding
processing is protocol specific, so the behavior code point is 2 normalization of the

sernantics associated with packet forwarding. Once a forwarding decision is made in a

-10-



WO 02/ 19062 PCT/ USO /27250 packet, an egress virtual interface 2 J zﬁﬂ
this value into it's own pier-to-pier protocol proprietary tran m I'o
Regar di @@ d2A80d2eCi procal fI ow field, a flow can be configguygshihgddentify
its reciprocal flow (i.e., any trafflc in a reverse direction of the flow,
which is generated as a result of that flow). This is depicted in Figure
6, where transactions 2 and 3 occur as a direct consequence of transaction
1. If avirtual interface is not configured to bind it's reciprocal flow,
the virt | Hdes fl ows

q BEUEE il e Gl&ma%ﬁ@?ﬁiﬁﬂdﬁé;ﬂt@ﬂf e L ow of 2
packets)protobbmupnetanyftrmismssmm ual interface is confi gured to bind its

Cea’ %an A dietasting e ferioeuat DG Bef o HRudian by SEORTRA fo dilindng egress
virtual rbabﬁfcﬁlaﬁ&ﬁ e, aﬁﬂhﬂﬁcﬁf Sredei6 dEEQbVEHWI¢®,; which is génkRtddedser ence to

Figure 2). I n one enbo ment, a virtual interface is a logical description
argh P

of a ph)rs$l-dﬁa¢f thattfiaw)a Ehis igrlepicted in Sigure,6, whare trpasagkiongd effquwwg

mjl L!slto lrg consg@egégé@#&%[bnﬁtrhpﬁeB\t}?éﬂaﬁﬂ*terka%xEsf n&%ﬁ}égu t(E:tﬁlﬁ es a packet to

an Egr egaclglprdchuﬂd)w,l the efrthad exaghine 10 neyfidentify trassaction dbnd B as beo flewvevant
packet bel on rovides a transmt c vi or code
poi nt di® éggcﬁ) a copRt eﬁfgtféet# %@Z:BMO‘YP‘&MQ& %? Rﬂgﬁtﬁt renments of

the rel gfaptvel] 1E‘ﬂ’lecs}1ﬁ§§ infEAate ¥ chbifidired @iRd AERciprodl BB3WEethelvirnsipport  a

speci fi ¢ net wor topol ogy, and to Specify now to map a packet to and from
t he ext enachinent} will iecogpee just  singlp flosa(els. \anrA - Balow weidy g eevat pht| udes
Eonflguratkf%% to set the type of underlying physical interface (e.g.,

t her net® L, ADSL, etc.), assign a driver instance (i.e., the
realization C}Bothh@raﬁsyaiidcagkesb&yﬁmmmgbm arde2q abdiscsqtsadéelow (elge physi cal

| ayer that t Vir t rface c use, set t"le t rtuaI

i nt erfad"@r1 t} encepp ég‘FFStzsl ?‘%WE‘Z‘ %/ oﬁﬁabl e disable
DHCP, as@l n%n'\%g etstﬁterﬁﬁé 'vﬂﬂctﬁlﬁldéﬁhéd&hﬂ§§f m@ndmaﬂbmgt mask (when
routlng) abIe a di sabl e nultlcastlng enabl e and_di sab) e

muit:lplexm g. For example, an A’IM physical layer may be mapped as illustrated in
Figure 7.

When the virtual machine 10 switches a packet to an egress virtual interface 26,
the flow class to which the relevant packet belongs provides a transmit code point (e.g.,
the behavior code point discussed above), which specifies the transmission requirerents
of the relevant flow class. Each virtual interface is created to support a specific network
topology, and to specify now to map a packet to and from the external network.
] ) Specifically, each virtnal interface includes configuration to set the type of underlying
physical interface (e.g., Ethernet, VDSL, ADSL, etc.), assign a driver instance (i.e., the
realization of the physical layer), assign the label space of the physical layer that the
virtual interface can use, set the type of virtual interface (e.g., Ethernet, RFC1483,
PPPoverL2TP, etc.), enable disable DHCP, assign a MAC address, assign an IP address
and subnet mask (when routing), enable and disable IP multicasting, enable and disable
broadcasting to other virtual interfaces of a particular type, enable and disable Network
Address Translation, and enable and disable Spanning Tree and set state (e.g., blocking,
listening, forwarding, etc.) priority and cost.

In addition, a virtual interface, in one embodiment, contains the following

information: received unicast bytes and packets, received multicast bytes and packets,
~11-



broadcasting to other virtual interfaces of a particular type, en&&<ﬂﬂ¥uﬂm4
di sabl e Network Address Transl ation, and enabl e and di sabl e Spanni ng Tree
and se e.g., blocking, [listening, forwarding, Qrity and
cost. Pﬁﬁg%gﬁgéon a virtual interface, in one enbodlnenk%n%gﬁ%g%ﬁs t he

fol |l ow ng |nfornat|on. recei ved uni cast bytes and packets, received

mul ticast bytes and packets, -11 2 4 NOV 2004 WO 02/ 19062 PCT/ US01/ 27250
recei ved broadcast bytes and packets, receiver discarded bytes and packets,

transm febg§ded %h@@as%ﬁes%‘a@%ﬁets qr&gmte‘i' AREHILE BYted! 'm'fcfﬁ'& d

%% Griiteéd!
.packets. Figure 8 is chart illustrating’ a met 0, accord| ng to an
exenpl drxges mﬁmdkﬁsrﬂld@hnsmﬂtepdnsgmd bytescantd pmket&f i npl enenti ng

pol i cy- basedg.net wor raffi enen e method 40 conmences at bl ock
42, with the 6% el AdE TR %8?1@1 qegordingto aneXeRPATY. 4 Wi t hin t he
pol i cy cumstddmert oPheprasemt irehisn, 30 irapldmefiting PHIRSEL as@@hétﬁﬂoﬂ@trmﬁé be defined
‘by upl oadi ng and/ or defi ni ng nultlple rul es- % c | assification rules,

18, evdRRnagamaRte reEsimethed40 ¢qmmgnepsaj block ﬁan@rgb amnsl@geq.tgﬁ serryicg net wor k
CONNeCti iRy Soekiea Vinlth kot AORPASEcIAS difed SERAYSH Tholl | N0 €58

vi rtual |nte rnet port oOr via a us).
packet pficies nidyehe definedby eplobding had/ier defirdhg maitiple enldd(e.af clidsifivstid®. At

bl ock 48 e signature, as descri bove, for the nacket 29 is
det er mitHE&. &APV SRApagghe né“b‘S? f@@?iﬂ%@%ﬁﬁq@@t esp*@c‘@sas‘i‘er‘i‘doﬂﬁ‘ t he packet
29 1S doflgsdtiohigedicbyz2utilizing the signature to performa | ookup on the

policy and/or flow class tables 30 and 36. The forwardi ng (and_processi ng)
processes ( eMplock b aipaekati2Piiveeceivad af andngmrviranbintaface 24 feigsdiad ce | evel

e R RS e B e B0 SRS KNt Il L 070
accor diahblock 46hat hlotk 4§, ﬂws;gnatnreegs dmsnb'ed ahmarb ﬁonﬂmrﬁaakﬁ 22Gs The net hod 40
then td%{em r}lat eSAt%t]ocgl é?)c p016cy toq:)e appflecil 1n processmg of (f}?enﬁ)ack(et 29 is

identified by utilizing the signature to perform a lookup on the policy and/or flow class

tables 30 and 36.

The forwarding {(and processing) processes {e.g., the identification of an ATM

ey

channel), and service level parameters as specified by the identified policy are then
determined at block 52. At block 54, the relevant packet 29 is then transmitted,
according to the policy, via an egress virtual interface 26. The method 40 then

terminates at block 56.

) The Virtual Machine Compiler

Many network devices incorporate a number of software and hardware
subcomponents (e.g., IP, PPP, ATM, etc.), each of which has individual characteristics
and parameters. The correct operation of the network devices depends on the correct
configuration of component parameters of these subcomponents, or of the network
architecture.

Component parameters are often dependent on each other, and may be mutually
exclusive. Correct configuration of a network device requires careful consideration of
these dependencies. Network management devices typically allow for the setting of
individual component parameters, but do not enforce a net result of a series of discrete

configuration operations. This may be due to the large amount of resources required in
«~12 -



Many networ k devices incorporate a nunber of software and hardwarglf NOV
subconponents (e.qg., |IP, PPP, ATM etc.), each of which has individual Zﬂﬂ’},

char actﬁr'(ﬁ;lig@ﬁ and paraneters. The correct operation o&?ﬁgg‘f@ﬁéﬁork

devi ces depends on the correct configuration of conpone ers of

t hese subconponents, or of the network architecture. Conponent paraneters
are often dependent on each other, and may be nutually exclusive. Correct
configuration of a network device requires careful consideration of these

dependencj.es. Net wor k nagengnt . deyi ces typical | | ow for e setting of
i vi Dot B ABAERE S RaRese Bvicss o waterty h pdrte Lebove okt & &

series Qbnfihffngeiotpoaditipattithéiéls OWhieR iyt Beftpendoit Spdtbéachotitbigst 0 the | arge
anount of resourcesP reql?i red in -12 2 aZ’tNov 2004 Vg) 02/ 19062 PCT/ US01/ 27250

bot h t hbeeriniagimeye aryaleaharavadideyicss ae hrepméngimalior Mo BIkIeroMfe above
probl e Jre flﬁl%ﬂ[)% Wow&sﬁ%ﬁﬁb?@ﬁ&?&ﬁ%c%ﬁs e‘ﬁ'fﬁ %h N Bﬁc &L@R@gg&nt. upon
er, IS etom ng al en e]%worck &ew C

each ot nor e prev asn es are becomi ng
smal | er beimgriscreasivegt deployen(semt inaiissionadritichbappdiostionsi addmetveorki ssi on

critical. Specifically, .network devices are bei.nqg.increasingly depl oyed
(some" | RARRUSTAIONGE PEOERE B Bt BB B ISE SO PTRER IR RVACEE at fon | <
becom nﬂgﬂggirngﬁtr FBbABakd REVREs £ onRibaBRE fAhdradthe ekRerd@lon B8 thedbley ment  of

br oadban vices Is. contributing towards the exasperation of the above-
i dent i f idegdtifiedptadbem.Accordi ng to one enbodi ment of the present invention, a

proposed sol ytion.to address.th ove_ jd Lk ed ] ment

probl ens i nc:‘&ﬁ;&g]gh% ?“Fieﬁg’@ﬁ’éen%é’ﬁﬁ’é’o"%%écﬁﬂ‘é’e% 3:}’?@,&%%@?@ e

conf i guaadrieSiths kB@% idaitifiedmetwelic thaiapbmerit preblemiiindinddsmetmpilirtgsthe net wor k
-device how to hehave. This resul rraﬁgg)rovide t he advant age 3{ al | owi ng
tonf i guPHicPBK of agwabepo S‘HEﬁef"BF‘érﬁ'éFa stepoinfo gt PPApasigle fo, WRidm) | er code

fcgﬁ]E Pr | HstrucRAheAbSR dRVRY h@gﬁo%eﬂﬁf‘eh iSRS HIP naly 6 A AS mdwmgg&sol ution of
iguration wthout an adverse effect on thé device's MEF. |ncreased
managemabewingsonfigumgtion tasks to be performed more reliably {and with a smaller code

footprint), and also provides a mechanism for increasing the resolution of configuration

without an adverse effect on the device’s MTEF. Increased management resolution

allows a network designer, for example, to safely exert control over very detailed aspects

of the behavior of a network device, such as flow classification and data path features

Figure 9 is a block diagram providing a high level diagrammatic representation of

the operation of a virtual machine compiler 60, according to an exemplary embodiment

of the present invention. The virtual machine compiler 60 is shown to receive as inputs:

(1) an operations file 62 that describes operations supported by components of a
) particular network device (i.e., component behavior) and constraint definitions, and (2) a

rule rile 64 that specifies behavioral requirements of a specific network device. In one

embodiment, these behavioral requirements may be specified as a textual representation

in the form of a decision tree.

The virtual machine compiler 60 utilizes the operations file 62 and the rule file 64

to compile a rule program 66, which in one embodiment comprises a binary object

including a sequence of instructions suitable for the virtual machine 10, discussed above.

The rule program 66 comprises a set of operations, selected from opcratioﬁs supported

by components of the network connection device 12, for performance by the respective

components of the network connection device in accordance with the behavioral

requirements defined by the rule file 64. In one embodiment, the rule program 66 may
-13-



allows a network designer, for exanple, to safely exert control av r very
detail ed aspects of the behavior of a network device, such as f[ otv NOV 2004

cl assi R‘}&{ﬂ,*ﬁgz and data path features Figure 9 is a bl 09%1%;)5?19;5?2% provi di ng

a high'leve lagranmati c representation of the operation a virtual
machi ne conpiler 60, according to an exenplary enbodi nent of the present

I nvention. The virtual machine conpiler 60 is shown to receive as inputs:
(1) an operations file 62 that descri bes operations supported by conponents

of a particul ar netwark device (i.e. Q behayi o 0 traint

et 1 nf CBhAs Syl ttsbaiets frefd sipend PO ENn B B AR I EF BB T enen s

of a sp@eiebém Mmalageikntdales 47 and the1aBel MA@ dnERTules R ekeuized abdverwith

requi renents may be specified as a textual representation in the formof a
Yﬁ@“@

deci si oiffarenge to Brtual nachine conpiler 60 utilizes the operations file

62 and the r%@vﬂﬁfa?m%l'gné Qorﬁ&cij%!do%s ﬂccfdr#g@ §ILR:9& e tilbehyioR of i1

enbodi nent conprises a binary ect I ng a sequence of I nstructions
sui t abl drthal mhdtene 16 in@becormchidyerfbbmantiesarienteidnainey by loadihg theiiwe pr ogr am 66

conprises a setl . of operations, | ected from operations supported by
corrponeﬁ_’ff’graéqg%ﬂgoﬁtﬁp]@%ﬁwmﬁggﬁieo‘ﬂﬂﬂg\ﬁ@g’méﬁfor performance by the
respective ¢RARRRAMAcIAhe EMRPIG IO HKofOSNESEineR, fRYILa ddAGB@ERNCe W th

the behavioral requirements defined by the rule file 64. In one
enbodi ndesigner that eensistpeiamunbes ®f ghstract data propesyer/ambenptextsyas dhystraiod 2

PCT/ USQ.1/.27250 e . nyber ,Qf stitutin
the o dBdTPRBA0r SRehicRL HERRE 1R uIGANRIEERIo bERn BEEL ESIEERERT) 11 OF
manage nitbprisih®©s nd@bekt faukps 68 (Rhpinstrustidn seqedneednleat atenthized teebiad The
-virtual machine conpiler 60 is acc&rg:{hg l.y used to. define {qu ge avior of a
Vi r t ual PrReess bshavier defmifians (GAnNeTHRD b %F‘r?é’ﬁ’@&%%?%ﬁ?%ﬂ“‘?ﬁ &CB5F | oadi ng
the rul & 481 QEhARiGRY 1Meled R8iskeY 72 OBV iIRSappfectdia thi Bedalse ARpBiAe 10. The

virtual machi ne conpr| er 60, “in one enbodi nent, presents a nodel to a rule
desi gnenetwhek canonctian devisk 12 mapbe constitetpd by aanmber of smadlepe®erRONgAl: cont ext s,

S? Oiglr ;#ﬁt% rg%t % @6%%8%{“8% {q‘?&t’e]xg for P EStohE Brnbetidd ¥R 1&%5}‘ éiﬂﬁ]tafl?rv?eﬁvetdhe rule
as constituting a number of corresponding components. As illustrated in Figure 10, each
component {e.g., the TCP protocol or an ATM device driver) that wishes to contribute to
a process {.g., an abstract entity such as a data plane or the management plane) can
operate, via a rule 68 class on a new or existing register 72.

A particular component may together itself as multiple processes. For example, a
component TCP may provide operations in both a data plane process, and a management
plane process. ,

) A rule 68 is declared to be for a specific process 73, hook 74 and context 75, and
the virtual machine compiler 60 operates to insure that all components and operations
used in a specific rule 68 are compatible with that declaration. A hook 74 may be
regarded a location within a process to which a rule 68 may be addressed. Once a rule
program 66 is written and tested, it may completely describe the behavior of a network
connection device 12.

Dealing more specifically with the rule program 66, a rule program 66 may, in
one embodiment, comprise a formal, compiled set of operations that is checked for

consistency before being submiited to a network connection device 12. Discrete

management operations (e.g., SNMP sets for such checks) are mutually exclusive, and

-14 -



conprising a nunber of rules 68 (i.e., instruction sequences) t hat 2a¥ eNOV 2004
utilized to bind process behavior definitions, conveniently | abel ed

operati to contextual zed sets of data, conveni ] ed
registé@@ﬁ?§9mFt wi |l be appreciated that because a spegﬁ¢#ﬁﬂhﬁggﬂork
connection device 12 may be constituted by a nunber of smaller conponents,

the overall process and context for a network connection device 12 may
simlarly viewed as constituting a nunber of correspondi ng conponents. As

illustr ' 'gtjﬁ] : . T -otpocol or an ATM
devi ce gbgﬁléérsg}ltﬁa \(c}})ésr elg% 0 5%%?’%8{&@2&?&0&gzgr%gggsseg?%gf .u,‘:ﬁﬁn abstract
entity soobis@acwcltaka pl ane or the managenent plane) can operate, via a
rule 68 class_ opn.a new Qr existing register 72. A _particular conponent nay
t oget her itseﬁ €1 Pf‘ﬁﬁpglsp?’éllf@g&%glbﬁéﬁs aE&‘SﬁﬁP@Fﬁ%Ckcébbfﬂéﬁ%‘t‘mﬂ‘CP may
provi de QpRERfoh WePick 12 BOlR: ékeldtich. PIIRE Brovids S6cmirf Ath AmtBORIRAEN Pl ane
process. Arule 68 is declared to be for a specific process /3, hook 74 and
cont ext wWiBreagsacurity at a/protagal lemeldhign SNMED oly audenigatesaicessstothiersystem, t hat

all comp nt.s eratij.ons sed.in a specific rule 68 are conpatible

W th thé’tgpgée e a%a%ﬁ_op%ahwe@ be regarded a location within a
process to WTlehuR progremtss igRytHeemettitRasiRd an@6Rled it a@etwidrRgr am 66 is

witten and tested, it may conpletely describe the behavior of a network
connect CBARGFEPN devige 12 indapendgnt af By JpR-Eime managgmgniprotosal, pad @ thisovayam 66, a
rul e proIcaPeuiiRibogdd” sy aetfs APHE b Hure OHRA kéifinhd 25 onpi | ed set of
operations that 1Is gﬁeclgg.d (S)r consi s eencymge?orgqgela%gwstgt%%itted to a

net wor k chanactedzédon device 12. Discrete managenent operations (e.g., SNW

.gets for suchychecks) are t ual | xcl usive,.. and -14.,2.4 2004 WO
35 To06> per USSR el TRl o ColhikE e s sl okAle,  on
devi ce %ad ghicklyefrath agicsehg stedpoint. ThisilRivesthy berefit lof a Tondidierg end, a rule
68 is authenticated by its aythor, and Chﬂe'l ked by the network connection

devi ce pPigastoind teQlssetia brnsed g defipedatpyrpathhebayios (- 2atpaskstificringand | evel

policy configuration) and conventional configuration management (e.g., assignment of IP

addresses, etc.). Furthermore, a rule program 66, in one exemplary embodiment, is a
compiled binary object that can be “assigned” by an authenticating authority, and
distributed in the knowledge that it will only execute on applicable systems.

A further explanation of an exemplary embodiment of an operations file 62 will
now be provided. As described above, the operations from which the rule program 66 is
built are contained in the operations file 62.

An exemplary implementation of the virtual machine 10 may be broken down
: ) into a number of discrete and re-useable software parts, termed components, each of
which has as section within the operations file 62 that described the operations supported
by the respective component. A product model may be viewed as a specific instance of a
virtual machine 10, which has a defined set of components. The virtual machine 10
described by a product model is only capable of executing the operations of its
constituent components. Each component is assigned a global identity, and has its own
operations namespace. At run time, the implementation of each component registers its
operation with the virtual machine compiler 60. When a new rule is introduced into a
network connection device 12 (e.g., via a network management or from memory), the

virtual machine compiler 60 checks for consistency between a new rule and its registered
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whereas security at a protocol level (e.g., SNWP) only authenti catqssq NDYEIs0L
to the system not the result of any operations perfornmed. The rule

progra J rthernore conpiled and | oaded into a net connecti on
devi ce (Idlll g{bzgndent of any run-tinme nmanagenent prot ocoperr);'ﬁ&”ﬁﬁ’ hi s way
so-cal | ed "unmanaged” systens can be configured which retain the ability to
be characterized. Furthernore, as a rule program66 is conpiled, it
executes relatively efficiently and quickly froma processing standpoint.
Thi's al | gifierhbiftafiChh hs@ine i8S beleen 2RRE 93553 et to be used
to define d%ta pat h behavﬁf’or l(e. g., pacﬁ%t B?{i?t eri ngrmﬁaﬁghmgol icy

conf i gurcomipmentand conventional configurati on nmanagenent (e.g., assignnent

of P addre .etc.).. Rurt hernore, rul e progra 6, in one exenplary
embodi nent , islg&%m%?ﬁ?h t@ﬁg'i“ﬁipyr%ﬁﬁe%f‘ Wéjﬁr&gmﬂgk Aeasipeiried with on
aut hent i gRirhdi@natiédGeated by eRvirtGhlshadnbie 10 Thasd ARtKAVMIBLIRe (dBRledih Wi | |

only execute on applicable systens. A further explanation of an exenplary
embodi netdEnef their dplavier apdsheir daac A partiqularnpsepess /puniqrelyddentifiesiascr i bed

above, the. nak.l | L . | i [

contain J%?tli ﬁﬁfﬁr?%hégglrs’g%? g%ﬂ@#ﬁ; \é@ﬁmﬂg ﬁcge)? gﬁ%?%?éﬂl% éarrt% %%ua{'{c on nngt he

vi rtual precss 2 add a wentekis? Jreqikeed fboworredt pberatiomafbare pfogiins 66 ateccoded
re-useahl e saftware parts, termed co nents, ch, of . ich has_as section
e R BarREn S ente BB Rele IECF PO Rb. SPe IR RECEIDIB: e by
the resp@eslis\BateRORGARAEA iripRAREHGbnIRHBbriiMY saﬁe}s_k&ee@wﬁl@co%&%vil c
instance of a virtual machine 10, which has a defined set of conponents.
The vi r tasagauvigd hyreespecificaeled8i Hde ssymmapeioan eremplary operations file3pabl e of
~execut i 3)90\;i3$d%3§{vati ons of its «constituent conponents. Each conponent is
ssigned a global identity, and has its own operations namespace. At run
time, the inplenentation of each conponent registers its operation with
the virtual nmachine conpiler 60. Wien a new rule is introduced into a

net wor k connection device 12 (e.g., via a network managenent or from
menory), the virtual machine conpiler 60 checks for consistency between a
new rule and its registered -15 2 4 Nov 2004
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WO 02/ 19062 PCT/ US01/ 27250 i npl enentati on. An assigned identifier tgsu}\l\ﬁgg éUU
and 1216 -1 may identify conponents. Referring again to Figure 10, ru §
68 int rogram 66 are associated with abstract iLd reat ed by
the vir a‘fzwr?g% ine 10. These abstract entities are defiﬁ‘g@hlgdnl%%sgrrrs of
their behavior and their data. A particular process 73 uniquely identifies

a particular behavior, and a context 75 uniquely identifies a particular
data environnent. A process 73 and a context 75 required for correct

operati o&oﬁi:ﬂg)rul e program 66 are coded into an instruction sequence of

the relevant fule program 66. The virtual machine 10 checks that the

r egi st er edvopHjie:ement at i ons:=s wepotektDdckeratgauy®e process 73 and context 75 as
required by a specific rule 68. Th ammar _of an exenplary operations file
62 is provided below 2 4 Nde%BSjD t497$8062 PCT/ USOI / 27250 <vopFi | e>

<vopFi | e> <cont ext Decl ar at i or@ami,gﬁgggggmgbﬁ ations>

<conponent Decl arati ons <contextDecl arations> ::= ("CONTEXT" <context-ident>
= SCONL Kb IR AN SPLAC QR {1 QAR {d-RBOTESBon R RGBS Alent > ="
<pr ocess- nunber> <processSchena>)+ <ProcessSchema> . ::= "BEQ N’

(<hook- | dgnd et SRR O BR OCESYY st ATRARS ALDRALRL ALiber COVPONENT”

<conponen = conmporteént - ns> ntimper > ( <useDe %ar at'i on>
(<operationDecl aration>) +) + <pusebSchamatj+on> "USES" <context-ident> (","
<context-ident>)* <operationDeclaration> <operation-type> <mmenoni c-i dent >

-fdunct i efprocdesSchemai-gnat ee>BECINCqRrhsokdefit> “eh&h6ok-number>) + “END”
<componentDeclaratio = “COMPONENT” <component-ident> “=" <component-
' \) ns> number>

(<useDeclaration> (<operationDeclaration>)+ )+
<useDeclaration> = “USES” <context-ident> (“,” <context-ident>)*

<operationDeclaration> :;= <operation-type> <mnemonic-ident> <function-ident>
o

<signature> "=" <op-number>

where:
<number> is any valid number between 0 and 65535 which forms the
high-order 16-bits of the 32-bit GOP.
<ident> is any valid identifier
‘) <context-ident> is the <ident> which is the name of a context

<context-number> is the <number> which is the global context identity of the

context named <context-ident>.
<process-ident> is the <ident> which is the name of a process

<process-number> is the <number> which is the global process identity of the

process <process-ident>

<hook-ident> is the <ident> which is the name of a hook within a process.
<hook-number> is the <number> which is the process scoped identity of the
hook <hook-ident>

-17-



<nunber > <ident> <context-ident> <context-nunber> <process-i derg;; N 04
<pr ocess- nunber > <hook-i dent > <hook-nunber> is any valid nunber bét vve(gx %ﬁ
and 6 ish forns the .high-order 16-bits of the 32-hit 1S any
val | d%?‘ggﬁwf‘%cer is the <ident> which is the name of a%ggﬁ;%%“% t he
<nunber> which is the global context identity of the context naned
<context-ident>. is the <ident> which is the nanme of a process is the
<nunber> which is the global process identity of the process
<process.j >l e < [ ' hook within a

¢t ent ﬁieh% Jsa',ﬁ‘,g%‘,?d,‘% vflﬂcél'l %pﬁ)g?la&@%?a%%mg

process. IS e <nunber > 16CESS “Scoped r ae ntity of the hook
<hook-i depnt> -17 . 200 02/.19062 PCT. Q1/ 27250 <conponent -i dent >
o The <cqummarbiPuibes R NmAPRT AL b Eioba e SRR ESRIRBE [ s (he
<nunber > which is the gl.e&taﬁpdneﬁqabﬂty of the component <conponent-ident>
<menoni c-ident> is the <ident> which is the operation's menonic.

<f unct i oamhggstiz-iligatt Ne Eitteluentdiish isht BEeBRRPs RhekBficC function which

i npl enents the operation.
<function-ident> is the <ident> which is the name of the C function which

implements the operation. -
<signature> is the signature of the operation as described below.

<op-number> is the <number> which is the operation’s identity which forms
the low-order 16-bits of the 32-bit GOP.

Furthermore, each operation 70 of a component may, in one exemplary

embodiment, be declared as one of three types:
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<signature> is the signature of the operation as described below. 2 4 Noy 2004
<op-nunber> is the <nunber> which is the operation's identity which forns ‘
the | owyQy (hefogeh0- bits of the 32-bit GOP. Furthernore, eag@reReAhioen 70 of

a conponent nmay, in one exenplary enbodinment, be declared as one of three
types: 2 4 NOV 2004. WD 02/ 19062PCT/ US01/ 27250 <operation- .. "ACTI ON'
typesl "PREDI CATE" |1"MONI TOR' where: ACTION is an operation which attenpts
to changes the state of the systemand if successful will PASS, otherw se
Wl FAIL. -Akratfiiil i On is asggirgonmot to change the state of the system when
it fails. DI CATE i s an operation which tests the state of the system

If the testype® true the operation will PASS. If the test is false the
operation wll FAIL. MONITOR is an operation which may or may not change
the state of the systiem afRREBICAEEY her PASS nor FAIL. Operationally, the
virtual machine conpiler 60 insures that a rule program 66 does not

execute a predicate oplerat 'MONITOR" an action operation has been executed,
because the change of systens inplied by the action precludes any
backtracking. A nonitor operation (not shown) nmay change the state of a
networ k connection device 12, as long as it does so in a manner that is

t ransparditeit o execution of the rule program 66.

ACTION is an operation which attempts to changes the state of the
system and if successful will PASS, otherwise will FAIL. An

action is assured not to change the state of the system when it

) fails.
PREDICATE is an operation which tests the state of the system. If the test is
' true the operation will PASS. If the test is false the operation
will FAIL.
MONITOR is an operation which may or may not change the state of the

system and can neither PASS nor FAIL.

Operationally, the virtual machine compiler 60 insures that a rule program 66
does not execute a predicate operation after an action operation has been executed,
because the change of systems implied by the action precludes any backtracking. A
monitor operation (not shown) may change the state of a network connection device 12,
’ ) as long as it does so in a manner that is transparent to execution of the rule program 66.
For example, suppose a particular component provides an operation that looks for IP
addresses for a particular sub-net, and then sends such IP addresses to a cache. If the
presence of the IP address in the cache is still valid, even if the rule contains an operation
tha;L subsequently fail, then the operation should be declared as a monitor, otherwise it is
declared as an action.

Turning now to the rule file 64, as stated above the rule file 64 is text that is
converted into a binary-form rule program 66. Within the rule file 64, in one exemplary
embodiment, a number of rules may be defined, each rule comprising a decision tree
having the general form:
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For exanpl e, suppose a particul ar conponent provides an operation gﬁaNUV 200%
| ooks for IP addresses for a particular sub-net, and then sends such IP
addr ess ache. If the presence of the IP address ache is
still vgﬁ)gé,?l%g%n if the rule contains an operation thatﬂ&/%stsqgjaﬁzeﬁtly
fail, then the operation should be declared as a nonitor, otherwise it is
decl ared as an action. Turning nowto the rule file 64, as stated above the
rule file 64 is text that is converted into a binary-formrule program 66.
Wthin the rule file 64, in one exenplary enbodinment, a nunber of rules
may be defined, each rule conprising a decision tree having the general
form -19 2 4 Nov 2004IF\epedici@ScPHEN Kacset BIZ3B&atforspr edi cat e> THEN
<action> ELSE <action> It will be appreciated that conplex decision trees
may be built utilizing further [IF..THEN. .ELSE statenments within the rule

file 64. Bot hiR¥iHGeGp ﬁ%xa?éﬂihat(‘ddxﬂﬂéx 8EcsionRER HIy B bR VBN Fudher
oper at i ons each_ of ich can either PASS or FAIL when executed. The

THEN- par k. JFENA-SE satemepts within|the rule file 645 P@&b@mdmtwfanélapnqm@r@perau ons -
of the | r eis

execut ed‘E (?eaﬁgopsae?\‘aengg{ﬁ%e%gtb%r%a%aicgns 0 an%FtE@r ?é Igg\#f‘ﬁr‘ﬂJe grammar for
an exenmxacyted.uThe TTEHEN-Ddrt | smtqmm bﬂeqiaxtnehMuIe;fswxeeutSd ifla@Pthe opérhtidufs”

<i dent> &ﬁdw " BE N | eBod ""END"" \\;ﬁ{e{lﬁ: <ident>_s the nanme of
the rul & Rt ppss, (Lbe EhaEnPHE Stalsmsnt oFa Bistic Giscapated i apuPRt ng i f
the nameyfQfie biatiddsS et gopat par, conformto the name of .the input file
(less the extension). <ruleHdr> The rul e header contains information which

pertains to arlie glammrdbran eeqpdgy rule file 64 is provided below:
P )

<rule>
<rule> = "RULE" <ident> <ruleHdr> "BEGIN" <ruleBody>
"END"’
where:
<ident> is the name of the rule 68. The virtual machine compiler 60
will generate a warning if the name of the rule 68 does not
conform to the name of the input file (less the extension).
)
<ruleHdr>

The rule header contains information which pertains to all the whole rule 68.

The grammar of the rule header is:
<ruleHdr> 1=  <processDecl> <contextDecl> [<keyDecl>]
(<constant>|<macro>)*
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The grammar of the rule header is: <ruleHdr> <processDecl > <conte&t%}NQV>2mM
[ <keyDecl >] (<constant>| <macro>)* -20 2 4 NOV 2004 WO 02/ 19062

<proce IﬂizPCT/U801/27250 The process of a rule 68 gﬁ?@ﬁ}ﬁﬁﬁrﬁhe

behavi ora enV|ronnent in which the rule 68 is expecte .

process declaration includes the hook point to which the rule 68 is
targeted. <processDecl > <process-ident> "(" <hook-ident> "}" The cont
<cont ext Decl > The context of a rule 68 describes the data environnent in
which th I $§>js expected to run. The environnment includes the data
areas thé operations of the rule operate on, and the revision of the
operations to be used. <contextDecl> "USES" <context-ident> where:

<context-ident>is a ent > ich is the ql obal nane of cont.ext
o Do e roege T o il 6 GERTipes fhe HebitareL FRarovBiant VN o Tee it o
aut hent 'eﬁgédt&gtotﬂ&ﬁ Thd ?ro%es%rdegl'afhﬂon Weaides g ledktpb%lt tOVRfHRe Afle B@?sds a

rul e, nsures that the key of the rule 68 is ™ conpatible wth a "shared
secret " tadgatedhas been assigned to the rel evant network device. <keyDecl >

"KEY" "", <key-hstring> where: <key-hstring> is an <hstring> which forns
the authentication key for this rule -21 2 4 NOV 2004 WO 02/ 19062
PCT/ USO1/ 24pka€kssDecl> := <process-ident>“(*“ <hook-ident> )"

The cont <contextDecl >

The context of a rule 68 describes the data environment in which the rule 68 is expected
to run. The environment includes the data areas the operations of the rule operate on, and

the revision of the operations to be used.

<contextDecl> := "USES" <context-ident>
where:

<context-ident> is an <ident> which is the global name of a context
<keyDecl>

The key of a rule 68 is hexadecimal string which used to authenticating the rule's origin.
‘When the virtual machine 10 loads a rule, it ensures that the key of the rule 68 is

compatible with a "shared secret” that has been assigned to the relevant network device.

<keyDecl> = "KEY" mm dCCY'hStIing> it

where:

<key-hstring> is an <hstring> which forms the authentication key for this rule
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<constant> Constant data itens are conpiled into the heap-obj ectszér NOV 2004
i nline-objects and can be refereed to by use of an assigned identifiers.
<const > < pCbj ect> inlineChject> <heapObject> A he i IS to be
stored {gﬁgg"’?ea of the rule 68 called the paraneter hegﬁfﬁ%@@ itens
are treated as contiguous, nodul o 4 sequence of bytes. The first 2 bytes of
the heap object is the type field, the second 2 bytes of the heap object
is the length field in bytes, and the remaining bytes are the objects

val ue fo&éoﬁgﬁ%possi bly by paddi ng. Heap objects are declared in the rule
using the tollow ng grammar: <heapObject> "STRING' <ident> "=" """
<cstring> """ | where: "DATA" <ident> "=" ""' <hstring> ""' <cstring>is

any sequgnce of printable characters, <hstring>.s any. sequence of the
Char act e Qs datk getns e, compiled it the heaprgblecty or bag PiES B Ea Ware. =
" Xst r eanjeferdlde by ub¥ P RERHEd Reftifiers1122AB33DA76' I n order to use a heap
obj ect an operation nust be declared with an "0" in the appropriate place

init's signature.,2 4 NOV 2004 WD 02/ 19062 PCT/ USQOL/ 27250 <i nlinehj ect >

An in |line ﬁfﬁﬁt object_y (?ﬁg! red using the foll ow ng grammar:
<i nli neQbj eg(fo@§ EGER' <<|H5§% 3 '% <nunber > Subsequent to the declaration

of a constant, any use of <ident> in a rule 68 wll result in it being
repl aced by the val ue <nur%red|c’jr§"6bject>

<heapObject>

A heap object is to be stored in an area of the rule 68 called the parameter heap. These
items are treated as contiguous, modulo 4 sequence of bytes. The first 2 Bytes of the heap
object is the type field, the second 2 bytes of the heap object is the length field in bytes,
and the remaining bytes are the objects value followed possibly by padding.

Heap objects are declared in the rule using the following grammar:

<heapObject> = "STRING" <ident>"=" """ <cstring> """

I "DA.TA" <idcnt> ||=|| wm <hSt1'i1‘lg> "

: ) where:

<cstring>  is any sequence of printable characters
<hstring>  is any sequence of the characters "0".."9", "A".."F" and "a".."{"
e.g.
STRING CompanyName = "Xstreamis plc."
DATA macAddress ="1122AB33DA76’

In order to use a heap object an operation must be declared with an "o" in the appropriate

place in it’s signature.



Not e that constants do not reside on the heap, but are placed in tzhlé NOV 2004
instruction streamin the sanme manner as an integer literal. <macro> A
Macro igcfupl6s fication of a sequence of operations whighyg ,zggsor eferred
to by a given nane. Werever the given nane appears in a rule , 1t is
replaced with the specified sequence of instructions. <macro> "DEFI NE"
<macro-ident> "{" <macroBody> "}" where: <nmacro-ident> is an <ident> which
is used to identify the macro <macroBody> is a sequence of operations

assi gnedqhRnddiffedi®cro identifier. The virtual machine conpiler 60 will
interpret any appearance of the <macro-ident> as if it were an appearance
of the <macroBody>. <rul eBody> 2 4 Nov 2904 WO 02/ 19062 The body of a rule

68 has tg‘kl'g'f | | owi AR P g@g}/ <r=” ﬁﬁ%}h» <cl ause>* <cl ause>
<expr essl Hgﬁnq ‘I“—C’nsgg? ‘gri-]se> a#ﬁé%rés aﬁs%élig\%tng <cl'ause> <expression>
<conpl exExpression> <literal > <macro-ident> <operation> "(" <expression>
")" where: <conpl exExpression>_is a conplex, in-fjix, post-fix or pre-fix
expr essi orﬂ’@lﬂl}?&)’]e@ anvar ¢ o TEEERe sdene nor €8PEP in http://vmhtm).
<literal> is a hexadeci mal or. decimal constant.

Subsequent to the declaration of a constant, any use of <ident> in a rule 68 wiil result in

it being replaced by the value <number>,

Note that constants do not reside on the heap, but are placed in the instruction stream in

the same manner as an integer literal.

- <macro>
A macro is a specification of a sequence of operations which can be referred to by a
given name. Wherever the given name appears in a rule 68, it is replaced with the
specified sequence of instructions.

<INacro> n= "DEFINE" <macro-ident>"{" <macroBody>"}"
where:
<macro-ident> is an <ident> which is used to identify the macro
) <macroBody> is a sequence of operations assigned to the macro identifier.

The virtual machine compiler 60 will interpret any appearance of the <macro-ident> as 1f

it were an appearance of the <macroBody>.

<ruleBody>



<operation> This is the invocation of an operation defined in the 2 % NOV 2004
operations file 62. The name of an operation is the menonic identifier
assi gn twoigh/1dggxt he operations file 62, qualified by the of the

ar gunent‘goio?lll%dgze argunent list, and the rule's context depcﬁﬁsi' e, A
conponent may have nmultiple operations with the same menonic identifier,
but with different argunent-type or in different contexts or packages.
<operation > [ "NOTI" | <menonic-ident> [ "(" argList ")" | <argList> |
<expr essTREbbAy of a fiftX 68 B3SIHE MlIdving 2aRANOV2004 WO 02/ 19062 PCT/ US01/ 27250
where: <menonic-ident> 1s an <ident> which is the mMmenoni c assigned to an
operation in the VOP file. <argList> is a sequence of zero or nore
expressi ons i orm.t he r nts to the operation corresponding to
nmenoni c- i dé%r%%}‘%ay% th'e’_NOfcﬁg%g\/\qgrd precedes the operation then the
negation-bit .is set in the LOP code  of the operation causing the virtual
machi ne 10 88 Tert thie sSHIESHIOhe operation. <literal> A literal object
is a 32 bit value stored ip the instruction stream Wen an operation is
cal led, the virtual mnechi ne®s <chuseuciHBN solansesr "HaSE<clansex he fir st
literal value (if any) and it is the responsibility of the function

i npl ement i MEP*PHESIBPRr 2T on<¢Puplgybxrpression> i nstruction pointer beyond all
the expected literal objects (i.e. leaving it pointing to the next
operation code). <litdral ><literal=nunber> | <heapbj ect-ident> 1
<const-ident> where: <nunber> is any deci mal or hexadeci mal val ue between
0 and 216-1. <heapObjlect - kntecrosiders>an <i dent> which is assigned to a
<heapObj ect > ’

) | <operation>

| "(" <expression>"}"
where:

<complexExpression> is a complex in-fix, post-fix or pre-fix expression (this

grammar can be seen in more detail in http://vm. html).

<literal> is a hexadecimal or decimal constant.
<operation>
) This is the invocation of an operation defined in the operations file 62. The name of an

operation is the mnemonic identifier assign to it in the operations file 62, qualified by the

types of the arguments in the argument list, and the rule’s context declarations.

A component may have multiple operations with the same mnemonic identifier, but with

different argument-type or in different contexts or packages.

<operation >

[ "NOT" ] <mnemonic-ident> [ "(" argList )" ]

<argList> = [ <expression>["," <expression> ] ]
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| | | o | £t UV 2004
<const-ident> is an <ident> which is assigned to a <constant> Turni ng now
to the rule program 66, a rule program 66 may, in one exenplary
enbodi & a2 5:62I oaded into a virtual machine 10 as a seql;@lt}ﬁgudﬁfna%z-bit
val ues stored I'n a network endian (e.g., big-endian) type order. In one
enbodi ment, rules within the rule program 66 nmay be encoded as descri bed
below, with all links and indices are of networked-entities: -25 WO
02/ 19062 r = 0: zzzz Magi ¢ nunber (0x52554c61) 1. pppp Process I D 2: hhhh
Hook 'Dvgfér .cccc Context ID 4: -xx- Length everything except the first 3
fields 5: ?’(1) Index to last valid opcode 6: f(n) Index to first GOP KKKK
(i.e. valu - & me VSh; kS ed Rl - of first
operation 8%%%&5&&%3‘1 ﬁ%@n%?ﬁeﬁh?%ucggﬁﬁgt I on o(g {g)f%d LITY 11 rogt
argunment to fl op(l)+3: Ltk ¥OPdd. argunent to fl op(2)=op(l)+arity(l):
GOP2. op(2)+1: LOP2 LOP of first operation op(2)+2: LIT2 first argunent to
f2 op(2) @rellikth2 second dkgusguahcd of fefo BThbldSOhtaishOwhich form the
op(n)=op(n-1)+arity(n-1): GOP2 opg n&+1: LOP2 LOP of first operation

arguments 1o the operation corresponding to

<mmemonic-ident>.

If the NOT key word precedes the operation then the negation-bit is set in the LOP code

of the operation causing the virtual machine 10 to invert the sense of the operation.

<literal>
A literal object is a 32-bit value stored in the instruction stream. When an operation is
called, the virtual machine’s instruction pointer points to the first literal value (if any)
and it is the responsibility of the function implementing the operation to advance the
instruction pointer beyond all the expected literal objects (i.e. leaving it pointing to the
next operation code).
<literal> =  <number> | <heapObject-ident> | <const-ident>

where:

) <number> is any decimal or hexadecimal value between 0 and 2"-1.

<heapObject-ident>  is an <ident> which is assigned to a <heapObject>

<const-ident> is an <ident> which is assigned to a <constant>

Turning now to the rule program 66, a rule program 66 may, in one exemplary
embodiment, be loaded into a virtual machine 10 as a sequence of 32-bit values stored in
a network endian (e.g., big-endian) type order. In one embodiment, rules within the rule

program 66 may be encoded as described below, with all links and indices are of

networked-entities:
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op(n)+2: LIT2 first argument to f2 op(n)+3: LIT2 second argunert 4t BOY 22004
‘h(l)=op(n)+arity(n): -hl- The -hl- field describes the |ength of the
par a . h(1)+0: tlvi The tlvl field describes d length
vvvv"g%&'??ﬁ’e Irst paraneter heap value. vvvv h(1)+tlvl. tp%fl}s“p/ v%WThe tlv2
field descri bes the type and length vvvv of the second par arret er heap
value. vvvv h(1l)+tlvl.len+tlv2.len: ??2?? -26 2 4 Nov 2004 WD 02/ 19062 =
r(1)+xx+1 PCT/ US01/ 27250 1. Magi c Nunber Word O of the rule is a 32-bit
nunber which |den ifies a valid rule 68. Encoded
within the nunber I%ZZFheMg F@ne?ﬁ(?%?ﬁ ?fucture of the rule 68. 2. Rule
Context Words 1 gnep ?pofpﬂob@gsrml e indicate the context of the rule 68.
Wrd 1 is the virtual machine context, and Word 2 is the conponent context.
The virtual machiZghll P@kﬂénsures that all the operations used in a rule
68 operate onlyq ogd&ne @3 two contexts. All context and operation
rﬁe oper

associ ations are na ations file 62. Rule length Word 3 of the
rule 68 is its |dngttr ofLdrpth evdryhiil exténs theafinse3 diebisded i s the | ength of

the 5:£(1)  Index to last valid opcode
6: f(n)  Index to first GOP
KKXKK (i.e. value equal to 5 means no TLVs)
KKKK
" KKKK
‘ ) op(1): GOP1  GOP of first operation

.op(1)+1: LOP1 LOP of first operation
op(1)+2: LIT1 first argument to f1
op(1)+3: LIT2 second argument to f1
op(2)=op(1 )+arity(1): GOP2
op(2)+1: LOP2 LOP of first operation
op(2+2: LIT2  first argument to 2
op(Z2H+3: LIT2 second argument to £2
op(n)=op(n-1)+arity(n-1): GOP2
op(n)+1: LOP2 LOP of first operatlon
') op(n)+2: LIT2 first argument to f2
op(n)+3: LIT2 second argument to 2
h(1)=op(n)+arity(n): -hl-  The -hl- field describes the length of the
parameter heap.
h(1)+0: tlvi The tlv1 field describes the type and length
vvvy  of the first parameter heap value.
VVVV
h(D+tlvl.len: tlv2  The tlv2 field describes the type and length
vvvv  of the second parameter heap value.
VVVV

h(1)+tlvl.len+tlv2.len: 7777
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rule 68 fromthe current position, i.e. <length of rule> - 3. 3. Ladt NOUP2004
index Word 3 of the rule 68 is the Last GOP Index. This is the offset from
start le to the last GOP of the operation seq _ Vi rtual
machi ng%tﬁisée}?g? is value to |locate the start of the heaﬁﬁs%ﬁpgﬂo GOoP
index Word 4 of the rule is the First GOP Index. This is the offset from
the start of the rule 68 to the first GOP of the operation sequence. The
virtual nmachine 10 uses this value to |ocate presence of the '
aut hent i c%qg_g( _Efy and the start of the operation sequence. -27 2 4 NOV
2004 WO 02 é PCT/ USOL/ 27250 4.1 Aut hentication Key Wird 5 contains the
opti onal authentication key which occupies zero or nore words between the
First GOP index and the first GOP of the operation sequence. If there is no
authenticalgf' O“;i‘ftﬁ then Word 5 contains the first GOP of the operation
sequencel.' - I?E?ron Sequence Followi ng the authentication key is a

sequenc ' ¢ [ ' d zero
or nore &%‘?gﬁg‘g%&??ﬁ%@g&%@%& %C%Qd%k%?%e@eﬁﬁggl 9% ue which
uni versag8.y identifies an operation. The GOP is forned by the
concatenatiqn of the 16-bit. conponent .identifier, and the 16-bit operation
i dent i f ifcoded wi g0 E‘?rdﬁ Eﬁ’@@ofﬂ?iwuirﬁ%@w&@ he numbers of
argunments that an operation requires, and hence the overall length of the
encoded ppesaCaRkxt The virtual machine overwites values in the LOP with
certain run-time information during the |loading of the rule 68 into the

vi rt ual Wegalilnmd 2 of the rule indicate the context of the rule 68.

N

Word 1 is the virtual machine context, and

Word 2 is the component context.

The virtual machine compiler ensures that all the operations used in a rule 68 operate
only on one of these two contexts. ‘

All context and operation associations are made in the operations file 62.

Rule length
Word 3 of the rule 68 is its length of the rule 68. The value encoded is the length of the

rule 68 from the current positiomn, i.e.
<length of ruie> - 3.

3. Last GOP index
Word 3 of the rule 68 is the Last GOP Index. This is the offset from start of the rule to

the last GOP of the operation sequence. The virtual machine uses this value to locate the

start of the heap.

4. First GOP index

Word 4 of the rule is the First GOP Index. This is the offset from the start of the rule 68
to the first GOP of the operation sequence. The virtral machine 10 uses this value to

locate presence of the authentication key and the start of the operation sequence.
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2 4 NOV 2004 WD 02/19062 LOPs are structure as fol l ows: PCT/ US01/ 2225NONAZBOk
NFFF FFFF FFFF UUOO 0000 0000 0000 where: A The arity of the- operation

I\[ﬁﬁg&g literal arguments it consumes from %&ﬁuétﬁfe&ﬁc“ on
strearr) atlve Sense - the virtual nachine nust inv “of the

operation (i.e. an operation which PASSES w || cause it's . containing
clause to FAI L). F The fail offset (i.e. the nunber of operations to skip
before continuing in the event that this operation should FAIL) U Unused O

Qper at or, f The VM overwites this when it binds the rule
into thg 1s %én%%ﬁ‘%‘dgé%urrents The operation argunments are values which are

passed Woﬂd@cmmnaﬂiempuoﬂ'ﬂaumenﬁmmfkey artgelnestiopies Bedohw s twosdd | on st ream

are encoded in the L i.n the The val ue of a argunent is
o thor  Been e FrpdaR iRdex gad ﬂ?frﬁ’§¥§99b?ij tﬂ%PP%refeow TP G e RSP ISTE t he

rule tou@eliaion lﬁeg%cn WorlieBn{RiaRE %T@)W@%e%@%ﬁbﬂ%eﬁﬁﬂ&t ant data

that is passed to operations as arguments. The fir8t word ~of each heap

object is header containing a 16-bit object identifier and a 16-bit object
| engt h. STiqpepttjosciequeinet i fier has a value of | if the object is a character
string, _and a value of 2 if the object is a hex string. The object |ength
is in byphewingthy a&ﬁl@lﬁqagoakwmwwceﬂ ODSRRHARS Eaclaomwcw@lstsyécor di ng

to an e Waz{ Yo %BHQQforB?'}%orthéérQﬁ. present invention, to pre-conpile

COI’lfIgUI‘atIOI’l In OI‘ITB'[IOI’]

5.1 Global Operation Code
The GOP is a 32-bit value which universally identifies an operation. The GOP is formed
by the concatenation of the 16-bit component identifier, and the 16-bit operation

identifier,

5.2 Local operation Code

The LOP identifies the numbers of arguments that an operation requires, and hence the
overall length of the encoded operation. The

virtual machine overwrites values in the LOP with certain run-time information during

the loading of the rule 68 into the virtual machine.
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networ k connecti on device 12. At block 82, the operations file 62 ?aﬁdNQMeZHmi
rule file 64 are received at the virtual nmachine conpiler 60. -29 2 4 NOV
2004 2 PCT/USQO /27250 At bl ock 84, the virtual chi ne conpil er
60 covnﬁv%g[{szﬁ?%g rule program 66 utilizing the operati onggﬁp§‘5€27%‘2 and the
rule file 64, for exanple in the manner described above. At bl ock 86, the
rule program 66 is |oaded into the network connection device 12,

responsive to a user (or manager) request. For exanple, the rule program 66
may be .l gaded inctngl;?t he%%lietv_\ork connection device 12 froma renote | ocation
on dena rohe Gid 0‘)ﬁ‘ia'mager. At bl ock 88, the virtual machi ne 10,
operating on the naAWAKNERIMEBEF FPFFAEVOCEO0UD OorI® @@eoa consi st ency
check between regi stered operations of conponents, and operations of the
rul e prdd€Enh 66. At bl ock 90, the rule program 66 is executed by the
virtual machine 10 to configure the network connection device 12 (and nore
speci fica¥y the conponentlBiedfity fthe pperatiex (ico hieavimben ofiiterat argugientsc cor di ng

to the rule program 66. Th S | ock 92. Virtual
Network Interface Card angﬁﬁg?&%%dgglﬁd}'%%&@gﬁ%@ ‘ati ons According to a
further agpect of the present.inyentign, .there is provided a cli.ent

appl i cati @ﬁ t hat execut esiﬁeﬁatév%% r@‘%ﬁ%ﬁ@%&%ﬂ%&“ﬁ‘@‘&ﬁ“&swglv&t ation
102) so as to allow a netpefkos ) as bperaticewhich PASIES @ill caussitkt ch, bridge
or router) to interact with a network client device as though it were a

host - coupl ed devi ce. The épplaRinggipnsedadirdh)- provi des a nunber of
functions, which will be described below In the exenplary enbodi nent
descri bedFbel ow, the cl i edihedgpoffesdi.ctheaignbarof operatiens teskippefaipel ed as a

~virtual network int erfacecén\{mu%gﬂélgggenq;&%' 155.&%&0&(“11&]%}41‘2{3e| for the

j}lonet hel ess be appreciatée

IS nmere convenr en
exenpl ary,enbodi nent. Figure 12 is a diagrammatic representation of an
exenpl ar yUSepI oyment scengfrquaedz

O Operator function index. The VM overwrites this when it
binds the rule into the system.

5.3 Arguments _

The operation arguments are values which are passed to the operation. The number of
arguments in the instruction stream are encoded in the LOP in the "arity’ field. The value
of an argument is either a 32-bit literal value, or a 32-bit offset from the start of the rule

toa heap object.

6. Heap Objects

The heap contains constant data that is passed to operations as arguments. The first word
of each heap object is header containing a 16-bit object identifier and a 16-bit object
length. The object identifier has a value of 1 if the object is a character string, and a value
of 2 if the object is a hex string. The object length is in bytes.

Figure 11 is a flow chart illustrating a method 80, according to an exemplary
embodiment of the present invention, to pre-compile configuration information for a
. network connection device 12. Atblock 82, the operations file 62 and the rule file 64 are

received at the virtual machine compiler 60.
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in which a VNIC client application 100 is hosted on each of workstath QI8 2004
102 coupled to a network connection device 12 via a | ocal area network
(LAN),,104. user 106 is also associated with each of Fbtations

102. heé%&é client applications 100 each execute on %éﬂgg%% -I?]VE

wor kstation 102 to provide services discussed below. The VNIC client
applications 100 also optionally each install a small icon on the task bar
of a user's desktop to conmunicate status information (e.g., QS

par anet er s, t raffi I : | i LSl = WO 02/ 19062 2
4 Nov 2004 A%f%%ﬁ%%ﬁf ?E‘%&&n@ﬁ@?\ar@%& @?iﬁ"g'ﬁggﬁ?‘ Fg’g" %%‘gii%gi ons made by
the viutllitélg theopératorkTilee6Z and the rtledile 64) fev exrmpls r thd Gfinnéirdeseritedor k
connecti on device 12, in one exenplary enbodi nent, hosts a virtual machine
10, a®b@¥&cribed above, to inpl ement policy-based network traffic '
managenent . ?nﬁ@wgﬁgq . ; ' l9i cat i ons
100 provi deA%%P?%gg’ll{h uncti Ona ?'?;/Sqtg g@h%%??ﬁtgoﬁéﬁﬁ%%&%?%%g “are not

r equi rresponsive t@bhserioremmagen)atquesic Hfarexarhple; the pele Poogrant®é misohe - descri bed

pol i cy-based network traffic na t. In o nbodi nent , .t he VNI C
cl i entO5HNOLS BFFVPHECABERLON 96V, ‘%%%%‘Piaof%“\#ﬁﬂc"tﬁ?& °%)‘idr§&h"313 fomAhine 10 to
provi Red A policy-based network traffic managenent capabilities. For
exanple, the VNIC client application 100 operates to bring advant ages

typical |y Aliskloek 83.dbe virtupal mashine Y ppewting on thesnetwory conageliopleyiget card or
a WAN ,ad By i device 12.
Such ddvanfasl Grsiifnef Btk BpivecRRBERANIARRICITARNERE 40, TPV, 1S
behavioperatibns bftheetleprdgram@éect i on device 12 on a user or work group

., basis, the ility to have one .one interacti.gn.(e. g, i.a pop-up dial ogs
" Jand sel ect‘g‘gﬂo%ﬁ%@}e‘a‘i‘?%@%gﬁéﬁxegﬂﬁéEY%‘(@P‘TJ("%%EW&MJ‘& devi ce 12,
the alihfifireltRe ndtVofi @mnedtdnitledice 2N (aAdRloreE etiBidall Pthg@ompbneitgbf thent 0
traffic requirenents without the need for specific i nbahra((ijé%g si gnal i ng,

t he amietwenk coarection dawicod?laceendingioithe rule prageam §64 dhe pigt £ in, and be
subj el gl Qo bi8eP§s Wor k aut hentication nmechanism and the ability for

Virtual Network Interface Card and Qut-of-Band (OOB) Communications
According to a further aspect of the present invention, there is provided a client

application that executes on a network client device (e.g., a workstation 102) so as to
allow a network connection device 12 (e.g., a switch, bridge or router) to interact with a
network client device as though it were a host-coupled device. The client application
provides a number of functions, which will be described below. In the exemplary

) embodiment described below, the client application has been conveniently labeled as a
virtual network interface (VNIC) client application 100. It will nonetheless be
appreciated that this is merely a convenient label for the exemplary embodiment.

Figure 12 is a diagrammatic representation of an exemplary deployment scenario
in which a VNIC client application 100 is hosted on each of workstations 102 coupled to
a network connection device 12 via a local area network (LAN) 104. A user 106 is also
associated with each of the workstations 102.

The VNIC client applications 100 each execute on a respective workstation 102
to provide services discussed below. The VNIC client applications 100 also optionally
each install a small icon on the task bar of a nser’s desktop to communicate status

information (e.g., QoS parameters, network traffic parameters, policy decision
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client-site agents (e.g., Java applets) to be deployed which can ?r‘,}m
wth a policy network traffic managenent strategy inplenented by*a Bo%
connect x\@od@usce 12. In order to provide these advant agesryukhi@ads® 12
illustrates each VNIC client application 100 contributing to an

i nformation profile 108, maintained by a profiler and wutilized by a
network traffic managenent application, in the exenplary formof the

virtual nmachine 10, to perform policy-based network traffic managenent. In
one e | éﬂf'di - Gl ' L OB fidd C - band (OOB)
signali nng %tﬂ&%g\é a ‘?/%t‘géﬂ‘?%gi%@@%dfa |ﬂ3ﬁ%¥%ﬂggg%%mlkdh?§fcﬁﬁggg machi ne 10

t o cont riclewraet wser 10e i nfornation profile 108 accessed by the virtual

machi ne 10. The information.coptrihuted to an,.li ti ' 08 may
i ncl ude, for ‘H‘%WBI,'k %?&P‘écqbo&fgg}cﬁiq oS P%@%”gé‘%‘?’?éﬁ{@gtg% 15&\] tﬂlisLer, or
associ at;agchihd 10,%s @Beckibed higsved ingil@bérpolib bastl pethaiivaaificraaegsmeit. ght s
may, for exanple, be specified as particul ar, bandwi dth attention to a

a .
par t i culTashould eweyerhenrtedshatshe VAIC£lientapphications L0 eroviiepptignal — The

i nf or mat4d - ' ] ' i I '
1t or PG folt Stk CmaBhe {0RRAGR, Hi3tRAIICAIR/ S A BACHE
PCT/ USO 1i(Ri63Reeformahe stmiveniescrived polise-based nebydek tratficonara@ementy . In obandwi dt h

09" or Gepsiiaento e ORSSiehs Afatichbt 100 ot semRap B B VPt e T on
(e. 9., iRhGRERRI0 A prolill eaidnded PEIBEDABA RetorlRriickidrop@hentdapabilitissimat i on

profile 108 allows the virtual nmachine 10 to take. into account

i nf or matFasrexbeplen the WIC eliant applicatipn 180 spemies tapdng 2dvariagssypigally af f i c.
Speci fi cal i : : g ! ; cartie
% | Suartye? bR TR LR AR (28, M Bl P Bl O R VAN By R RO et vor

0 supplenent a polTcy-based network
traffic deatrally positiommidegyworklvenhddtiGn deviced. Spei advartages incdloderthy ability her nor e

continual]y date the infqr I an file 108. F user
1061 ogeoth AFRsTabR R A i Crbaios B B cefih St FRFZon SBEB R donmi n
Or a gr Oygrk drBikPbAS, kR bilagas Hhvdord tn eifeSihteryiol €. g piipopaipl dialbgs avak ded by
the VNIC client application 100 to the virtual chi é\% The virtual

nmachi ne selectipmynenuglhshveana yser s ﬁﬁif’ﬁoﬂﬁc‘i’lﬁ’ﬁi’t&,‘g‘t@ e;ﬁs AU {hat are

requir eqn@fac@ withl 4 Gt aﬂﬂlﬁ:’;{i&?to gain insight into traffic requirements without the need
for specific inband QoS signaling, the ability for the network connection device 12 to

participate in, and be subject to, a network authentication mechanism, and the ability for

]

client-site agents (e.g., Java applets) to be deployed which can interact with a policy
network traffic management strategy implemented by a network connection device 12.
In order to provide these advantages, Figure 12 illustrates each VNIC client

) application 100 contributing to an information profile 108, maintained by a profiler and
utilized by a network traffic management application, in the exemplary form of the
virtual machine 10, to perform policy-based network traffic management. In one
embodiment, the VNIC client application 100 utilizes out-of-band (OOB) signaling
‘between a respective workstation 102 and the virtual machine 10 to contribute to the
information profile 108 accessed by the virtual machine 10. The information contributed
to an information profile 108 may include, for example, data concerning network access
rights of a user, or associated with a particular workstation 102. The network access
rights may, for example, be spccifiéd as a particular bandwidth attention to a particular
user or workstation, as a community membership, etc.. The information contributed to

information profile 108 may also include information concerning network access
-31 -



| oad of a user 106, and whether or not such resources are currentIy4 NOV 2004
avai |l abl e. Such an exchange may occur .within the context of a "keep-alive

transac@ndoprt delimts a user session. The "keep-al p¢@alshpssagt i on”
al so provides a discrete event to the network connection device 12, which

inturn allows it to nore accurately nmanage the resources at its disposal.
As descri bed above, when a packet 29 is received at the virtual machine 10,
it may be classified by éxam ning various parts of the packets structure,

and assi ﬂgﬁﬁ&néﬁts bfa uerlor %rﬁ@%c!ﬂoa.g:i.%%zﬁld%ﬁ&thq{a%ﬁi n?eﬁé%)!]t a &ﬂfckﬁﬁﬁn% a

net wor k adm ni stration policy. Accor g to one aspec e prese
appl i catnstwork traffiddonditions at asverkstziiong102, of adatat ietrie vedh froln aeegisby pr esent

within the packet 29 itself, the.classification rules 18 _ma | so_consi der.
Dhysi cal SRR St pRSHion . eirlodfign it ke mBSruR s Ao RERP et | on
(e.g., tine OApGMbrmbtish HOEW 103HRWAthAvigYEMasHAE 10 1 ARe RitS WAL I €Cei pt

of a particul ar packet, the anount of tine between packets as an

i ndi cat i inforofation heyons thetrepntajned in Epacksit svhen glassifyjug gaffe. fngeifigakint i cal | y

represen | 1L | L § Lz -S| . recei ved
froma pléi%é}aaéé céﬂﬁ%ﬁ%‘# ﬁ@thg?gned%;f/&ﬁg]r# é}rl #ﬂ@]g%og %‘?b%lé%%éreg‘?%mé olrgljal further
aspect ohadhige 10 Repplemivne 8 pblidy-bdsbé netwask trhifivaddtwork stfaesy1 The tVINICz es
informati_.on concerni th hysi cal characteristics of fhe network
connecti%wnamheenqrzl&gm@y_ gmogsgoptipygaliyipdgiahe iiganationgspiied 98- ¢ hi nki ng
Congr es spdrlx By ngheﬂ"ﬁ%]g&qdﬁgo QorfiRta RokSfon 109 Anilis SlthéntiARalyan Whi ch

particular network traffic is Teceived) to inplenent a network“traffic
pol i cy. neBRork doniNdvopa grouplinforieios 2cgraiinggevser 2gy becowinyallydoryasdeti at ed

et 0l kAR o 50 TR PRGBS 36! SV gt 20

di scri mmay fesporivyith agearaatidh indicatiy ghouressahat dre requidfeddy arcurtehiatraffiount  of
o ok R S o St St SRSl e b 3, 2090
oper at eSybRadRKRayPeltht WRRM the CHILXIBYG ‘RBeRNRVd RitlsBetichithe delid®@iafdseat | on
process 1 npl enent'ed by the virtual machine 10

session. The “keep-alive transaction” also provides a discrete event to the network

connection device 12, which in turn allows it to more accurately manage the resources at

its disposal.

As described above, when a packet 29 is received at the virtual machine 10, it
may be classified by examining various parts of the packets structure, and assigning it to
a flow according to a set of rules that reflect a network administration policy.
According to one aspect of the present application, in addition to utilizing

) information which may be present within the packet 29 itself, the classification rules 18

may also consider physical information (e.g., a receiving port) and contextual

information (e.g., time of day, the occurrence of a given event, the previous receipt of a

particular packet, the amount of time between packets as an indication of traffic density).

To this end, Figure 13 diagrammatically represents classification rules 18 utilizing both a

signature 31 received from a packet 29 and time of day information 112. According to a

further aspect of the present invention, the classification rules 18 utilizes information

concerning the physical characteristics of the network connection device 12 (e.g., the

port of the device 12 if Columbus thinking Congress thinking I was going to get a good

context of a check on which particular network traffic is received) to implement a

network traffic policy.
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utilizing the classification rules 18. Figure 14 is a diagrammatic2 4 NOV 2004
illustration of the comrunication of the VNIC packets 114, froma VN C
client ppbifRkd on 100, for contribution to an informatigp ﬂ@ﬁﬁfhh? 108.

The information profile 108 in turn constitutes input to tﬁ assi fication
rules 18 utilized by the virtual machine 10 to inplenent a policy-based
network traffic nanagenent schene. I n one enbodi.nent, a keep-alive
transacti on between an active user's account and the network connection

device 12 estﬁ%w&% &@la@eﬁﬁﬁﬁﬂ ki %@t&l@dﬁ%&%h% §a@&d flom the

wor kst ation 102, for exa t he user, an I nfornation
profile p&&et297 ld apldsmgml)@elassdipanun ades_Lﬁ (tlmwirwalhaaclpnﬂ 1@is ablel tes)
|IIustrated|nFOﬂure 14, B% aye ccess..to ad t i onal ?c;r%tterla i ncl uded
within i TEEFREA %F{?Fsrersg P8 BSQTRRGTh g PBF YL 68@811’%5 feforpalion,
enbodi MefHat miaf b irFBiré OBy Rictdly bBservif® dath asidig thediich Gliebflotk toné:tidat Wor k
connectlon device 12, -as this would result in an adm nistrative burden,

i ncr eas edeviee Bosdimign. (The VNIGeligat application 400 @l@?@?‘é"etc’l@ak%?ﬁﬂhtﬂéﬁhl re t he

t k
"ot her 1 RSEAEEOh AR foind lalshofER piorh R pRalbe ) Py AR sRRIIAOY ot s
an infornmlﬁzxmg\thprcdxfssﬁeatjrﬁﬁulas 18he network connection device 12, for

utilization b the a |f|cat|o rules 1 durin akee - al.i

U nbaati on. Tigugid b dibteremae Byistton phine FORDRiBAPE o b8 VA pe der i ved

froma regueg isr1140ffmm% VR el ﬁlfhcﬂa%n 100, (Hont@AHionad ah AebHARioNOr kgr oup
e

informatfon, application infor i on, and user acknow edgnents.  An
exenpl ar pr0ﬁ§3€e1Q§30 e’ﬁ'@rmbrmﬁtl@memﬁm 9%initarcoagiifites anus i helasafigation/Nl C

. ~protocol ction
)dew ce 1§1t1‘°'s \A?l&.)l%\hﬂé n[‘r%thka&rhl ?{%@ e%ieélgrg?’ar@ g%%ﬂfsn\(é@{\%%?gﬁﬁg net wor k
adm ni stmhagenmsiomme.o partition bandwi dth of a Wde Area Network (WAN)

bronze. communitahe SESEABFR A KSapeAe epsActin baesn 40 R CI00 U Tihoo
PCT/ USO1hé E@ﬁ@)ﬂc connection device 12 establishes an association between a MAC address of a
workstation 102, for example, being used by the user, and an information profile 108.
The classification rules 18 (and other policy rules) illustrated in Figure 14, now have
access to additional criteria included within information profile 108 when making policy
decisions.

In one embodiment, information profiles 108 are not configured into a network
connection device 12, as this would result in an administrative burden, increase the cost
of the network connection device 12, and require the network connection device 12 to

) scale to the size of a user community rather than I/O bandwidth. In one embodiment, a
VNIC protocol communicates an information profile 108 to the network connection
device 12, for utilization by the classification rules 18, during a keep-alive transaction.

In one embodiment, the information profile 108 may be derived from a registry of
a workstation 102 (or PC), and can include workgroup information, application
information, and user acknowledgments. )

An exemplary use scenario of the VNIC client application 100, and a VNIC
protocol to communicate information profiles 108 to a network connection device 12,
will now be described. In the exemplary use scenario, a network administrator wishes to
partition bandwidth of a Wide Area Network (WAN) into three communities, namely

gold, silver and bronze communities. The bronze community is a default community to
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P

which all users belong, while the gold and silver comunities have ZeftpNUUiZUﬂl,
menber ship. The depl oynent of this partitioning, in one exenplary

enbodi NGy g2/dofil Udes three steps, namely: (1) providi ngpprARepiBR

connect i w?{/ﬂ, 2) providing packet classification, and (?)m%ep% oyl ng the
VNI C client application and profile. Dealing with the first step of

provi ding wi de area connectivity, in the exenplary enbodinent three
separate circuits are established across the WAN for each of the

communi ty 4.8 bA1dAE! QR IR WollESn P GiveE {imindiBE ARV idmbEARIE 3
Communi t‘?/@é&%ﬁwir onzeTDSQHKb/ £osi1ver 20128 Kblgmgo'l d3(_)£§6 Kb/s It P\?\n Il be
not ed t HEbe depboysmma ofithis partitioning, ineope lsxeraplaty embdhnmaat, snalisdes thresesteRsnent
virtual cirgui or_.dynami.c channel til{zing,SOME.C i natj.on

ol gnal | A1) pReBhE heE afeh Rt @l iR BREPIRLIRGEEN M (o (e
second sB§ReRbyiRE td WNIQ cHestpblicdtRmsinliipésleon, a classification rule 18
is introduced to the network connection device 12 for utilization by a

vi rtual nachiPealing withthedirsden ofproviging wide anea copaegtivity nig the eXemplaryi cat i on-
f k i C i i . | ar:
Pul & GeroiihadE dicRdeblad LRGRHAL b IRBE bk Png W ANER S of B ST R 006

PCT/ USO Idozrtrintiti R FatByPbelowt prowides dethibs oftheseafircutie rul e PROCESS

‘DATA PLANE(LABEL) 1/ rule is for the | abel hook of the data plane USES
Packet-Revision-1. Il rule is witten assum ng packet revision 1 | NTEGER
GOLD = 1 fl the gold community |INTEGEER HILVER = 2 11 the silver community
| NTEGER BRONZE = 3 1/ the bronze comunity

) Community vCC B/W
bronze 10 32 Kb/s
silver 20 128 Kb/s
gold 30 256 Kb/s

It will be noted that the separate circuits may be static channels using permanent
virtual circuits or dynamic channels utilizing some combination of signaling (e.g., label
distribution or call set-up).

Moving on now to the second step of providing packet classification, a
classification rule 18 is introduced to the network connection device 12 for utilization by

) a virtual machine 10, the classification rule 18 specifying a classification of packets
according to a community membership of a sender. An exemplary rule definition is

provided immediately below.



| NTEGER GOLD VCC = 3011 the gold channel | NTEGER SILVER VCC = 2012 & NV 2004
silver channel | NTEGER BRONZE VCC =10 11 the bronze channel BEGQ N

COVPONEM oDhépg2 11 use the sig switch op-code set | F Usepd¥gédilgrssKknown 11
is a V-NIC session active for this packet? THEN IF UserComunityl s(GJ . D)
11 If the user in the gold community THEN Set TxLabel | (GOLD_VCC) Il then use
the gold VCC, else ELSE IF UserComunityls(SILVER) /I |f the user in the
silver commni ty THEN Set TxLabel | (SILVER VCC) // then use the silver VCC,

el se ﬁﬂrﬁ‘é}ﬁ% dmmuni tylsg B) thelrulef the user in the bronze
comuni t et TxLabel | (BRO\IZEVCC) Il then use the bronze VCC, else
ELSE DI SCARD I/ it's an invalid profile! ELSE -35 2 4 Nov 2004 WD 02/ 19062

PCT! USOL 21380, SAT BT Yok by bl P0G Byhnk U 0 ther

classification rule 18, the rule 18 is declared as being part of a process

DATA PLANE, and is targeted for a hook point LABEL. This_is
USES Packet_Revision_1 // rule is written assuming packet revision 1

. INTEGER GOLD =1 // the gold community
INTEGER SILVER =2 // the silver community
INTEGER BRONZE =3 // the bronze community

) INTEGER GOLD_VCC =30 // the gold channel

INTEGER SILVER_VCC =20// the silver channel
INTEGER BRONZE_VCC =10 //the bronze channel

BEGIN
COMPONENT SIGS /1 use the sig switch op-code set

IF
UserProfileIsKnown  // is a V-NIC session active for this packet?
THEN

IF
UserCommunityIs(GOLD) {/ If the user in the gold community

) THEN SetTxLabel[(GOLD_VCC)  // then use the gold VCC, else
ELSE
IF
UserCommunityIs(SILVER)  // If the user in the silver community
THEN SetTxLabell(SILVER_VCC) // then use the silver VCC, else
ELSE

IF
UserCommunityls(BRONZE) /1 If the user in the bronze community

THEN SetTxLabell BRONZE_VCC) // then use the bronze VCC, else
ELSE DISCARD /f it’s an invalid profile!

ELSE
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the part of data plane is responsible for deternining the correct 24 NOV 2004
transm ssion | abel to be wused for outgoing flows. The rule 18 defines
three iweE@awoonstants, each representing a respective, Epmwlz& " and
three integer constants for each correspondi ng VCC. Wen a packé

arrives and the LABEL rule is invoked, the rule 18 first calls the

predi cate "USERPROFILEI SKNOAN'. This operation succeeds if there is a
current VNIC session for the relevant flow calls, otherwise it fails. If
no VNIC s ]%q&t) v@@gn aglee th the default
of the " bfggﬁ'zxg@bé ]fkrzg ~VN s”eisfgﬁ%ﬁ I'S }Sa@ﬁ/@u%{}ﬁgfa t

cl assi f il¥Ri on rul e 18 syst dhmtthe btdnye covamagityhe conmunity attrl bute of a
relative information profile 108 to determ ne the community to which the
profile belongs. If the relative attribute is located, the transnt |abel

is set to a oy wRBBORGEAGomBEabbve élﬁk@]fi%@ﬁ@ﬁlﬂiléﬂ'tﬂ@ﬂiléfw?{ddcﬁr&? valid,
then the rel evant packet 29 is sinply discarded because this inplies a

badly c ﬁmgglartétf 3 BIPersH A oh R ANE) @dlmargertnéfqrmh@kmmlﬁhemsem ary

user sc Len appl i.cati,o
aoci {1+ SuarPot dued Pinf BCBOTER 18t obiimitle ene Ede il braBfiiR lanlialed: e
net wor k uséd foheu@bmgaﬂbws THaRild E8/@éfines thraelititelies bomt-Ats, BbdH repRSérdink a2 VNI C

client %Flcatlon 1Q0 g{ﬂ)ﬁ‘g froma CD or_a website cont ai ni ng t Re
necessaf‘?f HoeLorapighy- cffaiegenreRnstanis far sachsogpsponadingey ‘5: each

net wor k H&@mﬁ%de@%&ﬂ%&ﬂﬂhﬁxs Wbﬁe@ttﬁéfu@élis‘c‘f @Sgl\élﬁ}"ﬁg YWl N @

comruni ‘{J menber ship val ue of GOLD, SILVER or attrl bute val ue
cor r es pCHEERRROFILESSKBIOWNE'i dhisaiperpsiod, Sucmﬂmérthﬁmlst&thMGecl ared in

'~ he cla re be replicate and
YT o aReloh 18t Refelinf ek Labfe; rfy Wi R, % TR 3o Gis afliss Hheb
3e rranagmbai:kftm!)as flkltmmdnvﬁleﬂtteiﬁfaa& of |t}|161‘§ir61aieédf¢(? sNal;J\éMCJsﬁssmﬁl 1?326 16
|ararmat| a | u es,t mmnlcat on. o ackets
P S ie Honfeter, e Setsthieation e 46 9% tenaiRelly Ghocks e CHBIRLY At
cont ri bgf £rdifiveliffABbA ﬁfbﬂ?é obd iﬁt&ﬁﬁn@ﬁnb'chﬁﬁ%r@%’ 18 uﬂﬁé}ﬁ'ﬁb giagion rule

18, in the exenplary formof a bandwdth partiti class |cat|on rul e
18. As belpegs dbthedrelativeatbete iglocaied.ithe tr@asr@slabehs WOz@onrespondmg

VCC. If the community identifier is not valid, then the relevant packet 29 is simply

discarded because this implies a badly configured information profile 108.

The third step in the exemplary user scenario is the deployment of the VNIC
client application 100. Specifically, for each workstation 102 participating in the
partitioned network at the SILVER or GOLD level, an administrator must install a VNIC
client application 100 (e.g., from a CD or a website containing the necessary installation

') uploads). The administrator further assigns each network user (or logon account) a
VNIC attribute “COMMUNITY” with a community membership value of GOLD,
SILVER, or BRONZE. The attribute value corresponds with the definition of gold,
silver or bronze as declared in the classification rule 18 for.

A registry 113 may be replicated (and different) in each workstation 102 or, in an
alternative embodiment, may be managed from a domain server as illustrated in Figure
15.

Figure 16 diagrammatically illustra&s the communication of VNIC packets 114,
utilizing a VNIC protocol during a VINIC session, to establish and contribute to
information profiles 108 utilized by a classification rule 18, in the exemplary form of a

bandwidth partitioning classification rule 18. As illustrated in Figure 16, a little
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WO 02/ 19062 PCT/ USO /27250 connection device receives data in the fq,r 'Nfﬂff 2004
the VNI C packets 114 from VN C client applications 100 hosted on’

partici gad hp@oxpr kstations 102. The VNI C packets 114 ingh oﬁfﬁiot i onal
i nformation avglpl able for use during flow classification. gggm ically, if

an adm ni strator assigns user Ato a SILVER comunity, when user A |ogs on
to a workstation 102 using an Ethernet card having a MAC address of
00:50:¢c2: 04:60:18, the keep-alive transaction between a VNIC client

appl i catdpfedd RYRE Yidef\ds Abtalil e 1818 VR He VAT kadkaisi 198 fdi VNIE: gt net wor k
connection device 12 nakes an association in an infornmation profile 108

cached applitasione 0B histedon patticipating wiotkstatipny é92veBlie YINEC paekiess, MAC

address .and.the.Sl LYER co nity. en .ne r nnect LAN..g ice 12
Fece: vedtadh ARt rioRRT bl A PRI s BEORSR, SRE RN AR
(LABEL) ¥ an hawifkehtortReighxaphaty SIBNBR enimpaity, viiedised Assgsfonaati on  rul e
18, illustrated in Figure_16, sw tches an out goj ng fIO\gj tg VCC 20. Conputer
Syst em Fygisation 10Zusing pn Ethemeh cad hagingaddiadderss of 08-fiecifitd: 1 thene
exenp! arpeed QfifR RlncabRAPHIRECDY YN HRk dtoli BhbnDOERe AR Wi e relévabl'e T OrM
of a ser| et of machi ne:readabl e instru ions, for perf&rmng any one of

t he met heokkstdtier LGZ antl thb agovork gomectioredemienl] 2 inakesaintagsaragtiondn enbodi nent s,

th hi ' hi bl e._.of ' f
 not r ucUPBREARTL PG L0 Gabed By e ah copnecOn drghis bivsh 1" ase! st ant
(PDA),  rBleWRRINIACE RIIEARE aRE the SINYERO¢IMnnmtY. | Whee teartwékGonndctigher , bri dge,

swi tch) or handheld conputing device. The conputer system 200 includes a
pr ocessaolevized?2 receivasipapkaipty Tromthegrlevantarrkstatione sy padths  whi ch

. ~conmuni i . L.S:fur wn to
el ude DASAMEEARTEHTABEE is iGGE, e bRmENS) Bkt piinoH HebGhesii Y 1 o,
a cat hodeler iy iltushrated GRF)gure i) safiphesmmergaing fipwtto &G 26. 212 (e.g., a

keyboard), a cursor control device 214 (e.g., a nouse), a disk drive unit
216, a signal generation device 220 (e.g., a speaker) and a network

interf a@oﬁgﬁﬁ{s&g@ The disk drive unit 216 acconmpdates a

machi ne-readabl e nedi um 224 on whi ch software 226 enbodyi ng any one of the

met hods descriipeg 191 ¢ diaesammatierppreppiades 9%9@3}9%111; o exemplaty form of
computer system 200 within which software, in the form of a series of machine-readable
instructions, for performing any one of the methods discussed above may be executed. In
alternative embodiments, the machine may comprise any machine capable of executing a
sequence of instructions including, but not limited to, a personal digital assistant (PDA),
a mobile telephone, a network traffic device (e.g., router, bridge, switch) or handheld
computing device. The computer system 200 includes a processor 202, a main memory

) 204 and a static memory 206, which communicate via a bus 208. The computer system

| 200 is further shown to include a video display unit 210 (e.g., a liquid crystal display

(LCD) or a cathode ray tube (CRT)), an alphanumeric input device 212 (e.g., a

keyboard), a cursor control device 214 (e.g., a mouse), a disk drive unit 216, a signal

generation device 220 (e.g., a speaker) and a network interface device 222. The disk

drive unit 216 accommodates a machine-readable medium 224 on which software 226

embodying any one of the methods described above is stored. The software 226 1s

shown to also reside, completely or at least partially, within the main memory 204 and/or

within the processor 202. The software 226 may furthermore be transmitted or received

by the network interface device 222. For the purposes of the present specification, the

term "machine-readable medium" shall be taken to include any medium that is capable of
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shown to also reside, conpletely or at least partially, within thg hgigy 2004
menory 204 and/or w thin the processor 202. The software 226 may

further ransmtted or received by the network i devi ce
222. Forgp({)ﬁzé’ﬁgﬁzﬁ poses of the present specification, the rﬂ%@ﬂ?@f’%h@

"machi ne-readabl e nedi unt shall be taken to i.nclude any mediumthat is
capabl e of 37. 2 4 NOV 2004 WD 02/ 19062 PCT/ US01/27250 storing or encodi ng
a sequence of instructions for execution by a machine, such as the

conput er _system 200. and that causes.the machine .t o perf.ormthe t hods
deser | betoaB gL BICOTne REmACH oL R RO S e RO AR B PR g FEcen o

| ncl ude, céiiputtraiysie 200, Bd Bt EémsesSientaching 6 pofomdH thesmetpds deatritead magneti c
di sks, and carrier wave signals. If witten in a Eor_ogranm ng | anguage

conf or mi #Pveo The fesmo graching-Tsadablpamgdivmy, shall be taker & okdebptBet B&ecut ed on a
vari ety : ] ] 28l i : oper ati ng
syt o, iR Bl Ealehoniith, BRfcal Ahd KRR Shdoack B Rkl

ref erence to Hrwritpmrihiaqubgramming langregegcdnforgiag . a fecognikzdd standaphtleci at ed

Lcachs nuOrBreY Reb ea e RRFOHe SN 0BEEP dh DR TG PRIORDY AHLIKBREREIORS Comron

in the ajirdpPofiReatinglsyfeikt Vi £ddilibh, IREpe R invehti G RIIYE Uedelbed with" 09r am
procedure, process, application, nodule, logic...), as taking an action or

causi ng eferenngite ancparhicwlapprogeanymingdrrguage.cltyvill beiapprestaind thatya variehasfi ng
that ex ion. of, 1] ' r system
200, naibtiniRoS NG b el BpfBEichl i sBiie e WG FRRBAEC °
met hod adebcslyat efeih.o Funidreioes) it 9 ebingyondaskslam &t speok of saftware, inoha degarent
_-have been descri bed. Althou%g t he present .inyventi Oc{' hj\lﬁ? .been descri bed
i th ref YrBRHEr (%8 shrogiam PreseaHis RGOS TR AL S2odele, §if--bhas WAt hat
various adigdiok bﬁﬁidgoig%sﬂﬂdsm_ﬁ‘ési@ﬁy ateenéfBING: dhorthBeSwa@BPQdidEmas W t hout

departing from the broader spifit and scope of the invention. Accordingly,
t he spec¢decetion ofrthesaftwate hitiarmarhinee such 45dhe eqpapwesyisteny 300, the maching ipe

rather thap @ reshbh 6t h ¥SHaREDS fesurt? 4 Nov 2004

Thus, a method and system to implement policy-based network traffic

management have been described. Although the present invention has been described
with reference to specific exemplary embodiments, it will be evident that various
modifications and changes may be made to these embodiments without departing from
the broader spirit and scope of the invention. Accordingly, the specification and

drawings are to be regarded in an illustrative rather than a restrictive sense.
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WO 02/ 19062 CLAI M5 What is clainmed is: PCT/US01/27250 1. A net hog ﬁ,ﬁN :
i npl ement policy-based network traffic managenent, the nethod inél &‘6;200‘}
recei viwg dilifogdz data pertaining to a network device at apPgfufiHdraffic
manager, the first data being received out-of-band of network traffic;
extracting second data fromthe network traffic; "and inpl enmenting a network
traffic nmanagenent policy at the network traffic mnanager utilizing the
first and second data. 2. The nmethod of claim 1l -wherein the first data is
associ atedapisgh the network traffic by being commnicated to the network
traffic manager out-of-band during a keep-alive session pertaining to the
net wor k traf fWhati8cldmed et hod of claim 1 wherein the first data conprises
data concerning network access rights of a user of the network device. 4.
The nethod of claim 3 wherein the network access rights are specified as a
bandwi dt h al I pcat i hnethod thHtmpleahdiepobéy-bhsait metivorkerabfiinmuhagenanitiiedt h
allocation is expressed in terns of a comunity nmenbership. 6. The nethod
of cl ai mpathofhincliding he first data conpri ses data concerning network access
requi renents of the network device. 7. The nethod of claim®6 wherein the
networ k access requirenments are of an application executing on the network
device. -39 24 N@cﬁ@ﬁgﬂmmmﬁﬁnfﬂamﬂQ@ﬁ@&aﬁm@ﬂ%ﬂaﬁ&m of claim

1 wherein the fir SIElar(ljaagteﬁ the first Szﬁla.\{)gggfré&rir\]r oclzllt-'o?-rf)tand of network traffic;

extracting second data from the network traffic; and

implementing a network traffic management policy at the network traffic

manager utilizing the first and second data.

2. The method of claim 1 wherein the first data is associated with the
network traffic by being communicated to the network traffic manager out-of-band

during a keep-alive session pertaining to the network traffic.

3. The method of claim 1 wherein the first data comprises data concerning

network access rights of a user of the network device.

) 4. The'method of claim 3 wherein the network access rights are specified as
a bandwidth allocation.
5. The method of claim 4 wherein the bandwidth allocation is expressed in

terms of a community membership.

6. The method of claim 1 wherein the first data comprises data concemning

network access requirements of the network device.

7. The method of claim 6 wherein the network access requirements are of an

application executing on the network device.
-30-



appl i cati on executing on the network device. 9. The method of cl ai 4 & NOV 2004
wherein the first data includes an information profile concerning the

net wor k ' 10. The method of claim8 wherein the fi Lnhcl udes

net wor kvﬂ?g%‘/ﬁﬁgz conditions at the network device. 11. Tk?r‘prgﬁ{%&:’(gf claim

1 wherein the first data is received froma registry wthin which data
pertaining to nmultiple network devices is stored. 12. The nethod of claim1l
wherein the first data is communicated on a periodic basis fromthe

network device as part of a keep-alive protocol. 13. The nethod of claim1l
wherein the first data identifies a work group to which the network device
bel ongs. 14. %he ndhhoethd of|caim I whireinghe fitsh dateds medlived fimmexclientt ed fr om

the net . i.c.ls identifi y a classification rule accessed by the
net wor k %ﬁ)gl??tﬁgcnaé{r?g%%%%?ﬁ ﬂ’%ﬁ’.ehlf‘?{g%rgrg%ﬁod of claim 14 wherein the second
data is extracted fromany one of a group of network traffic types

i ncluding a packet, a cell and a frame. 16. The nmethod of claim 14 wherein

the classifickti onThemethag of elaim &yhereinthe firse dote incledestaniinformatiorer from a -
net wor k I%deyﬁgéﬁrgme%&woﬁgﬁe‘qﬁ&hod of claim1 including receiving third
p c

data pertaining to ysi ca aracteristic of a network connection
device at which the network traffic is -40 2 4 NOV 2004 WO 02/ 19062

PCT/ US01/ 27250, r ecej ved nd | nplenenting Lhe network traffjc nmanagenent
policy utili zf‘%g ¢ hBe mHho 0?&16?6 8y .fe*?ﬁge-d@fﬂ%}a"ﬁm{qsgﬁm%iﬁ% ein the
physi calcoglioas hethe Setvworki@elidgdes a port of the network connection device
on which the network traffic is received. 19. The nethod of claim1l
including receiving fourth data pertaining to a context of receipt of the

: ‘.S'et wor k- managgent s flfiof o tlafm 1EHHREK tﬁ@ﬂﬂ?&ﬁth ?sr}ega%c? ﬁ't)maar}%gistry

‘within which data pertaining to multiple network devices is stored.

12.  The method of claim 1 wherein the first data is communicated on a

periodic basis from the network device as part of a keep-alive protocol.

13. The method of claim 1 wherein the first data identifies a work group to

which the network device belongs.

14, The method of claim 1 wherein the second data extracted from the
network traffic is identified by a classification rule accessed by the network traffic

) manager.

15. The method of claim 14 wherein the second data is extracted from any

one of a group of network traffic types including a packet, a cell and a frame.

16. The method of claim 14 wherein the classification rule is received at the

network traffic manager from a network administrator.

17.  The method of claim 1 including receiving third data pertaining to a

physical characteristic of a network connection device at which the network traffic is
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I npl ementing the network managenent policy utilizing the fourth d?t?-N@ﬁ- 4
The nmet hod of claim 19 wherein the context includes a tine of day a |2@H
t he net fic is received at the network connecti ' .21, The
met hod W@I’%Wﬁfl wherein the inplementing of the net m?ﬁc'ﬂﬁgél?ﬁ%"o
managenent policy includes any one of routing, swtching or bridging the
network traffic. 22. The nmethod of claim 1l wherein the inplenenting of the
network traffic managenent policy includes classifying the network traffic
accor di : b ' m' : ' e network
mamagems*r}%(tze'tlg‘aé)(fj’l?nél;il.%El %ﬁ%g%? E@ftr %ﬁqﬁﬁﬁ%ﬁger el ni"t%l hgﬁflﬁ%kf%nh%ﬁti ng of
the netwhtk traffic manager policy includes forwarding the network traffic
as one or nore distinct flows. 24. The nethod of claim23 wherein the
distinct flows are attributed varying QS |levels, and the QS | evel

attributed FolﬁaChTﬁHﬁlEihﬂﬂbf ElabiiV1 7 SyHERSR tHE phS Sic AChaFaBichistd Mcludes a port
classification of network traffic conprising each respective discrete flow.

25. The ofdhapeiverk eeraieption davice 98 wiycle Bermghyerkirafize is reasiedge from t he
network traffic manager to an application executing on the network device
fromwhich the network traffic is received, the nessage including

I nf or mati on rEgar di'legmethpd bof clyim d émleding ravaiéng fogeth datagperteinmy to & raf f i

recei ved by the netwo traffic nmanager vice. - 2 4 NOV 2004 WO
021 1906 2OPEH} DEESTRBTOLHe DEWOR GyUTEBRL NG L RORTY g PO BRI e BT K
traffic iﬂﬁl&&%ﬂﬁ@%e ﬁét@aorl@ﬁﬁﬁﬁa%@hbﬁ&%dﬂé&'ﬁﬁlizﬁg%@ifduhﬁ dh@ receive and store

first data pertaining to a network ‘device for access by a network traffic
manager, the first data being received out-of- band of network traffic; the

Tna"To i mpi eritht  aonereppd offaRF £ AR e TR P ORA PR R AR o 1 <

and secarticitiieanetwork traffic is received at the network connection device.

21.  The method of claim 1 wherein the implementing of the network traffic
management policy includes any one of routing, switching or bridging the network
traffic.

22.  The method of claim 1 wherein the implementing of the network traffic
management policy includes classifying the network traffic according to at least one

classification rule associated with the network management policy.

23.  The method of ciaim 1 wherein the implementing of the network traffic

manager policy includes forwarding the network traffic as one or more distinct flows.

24.  The method of claim 23 wherein the distinct flows are attributed varying
QoS levels, and the QoS level attributed to each distinct flow is determined according to

a classification of network traffic comprising each respective discrete flow.

25.  The method of claim 1 including communicating a message from the
network traffic manager to an application executing on the network device from which
the network traffic is received, the message including information regarding a policy

decision made regarding network traffic received by the network traffic manager device.
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27. The systemof claim26 wherein the first -data is associated w r]l tl\(f]%
network traffic by being conmunicated to the network trafflc managéz 2004
out - of - w&t guring a keep-alive session pertaining to th n)%%w{ trafflc
28. The systemof claim26 wherein the first data conpri ses ata concerning
network access rights of a user of the network device. 29. The system of
claim 28 wherein the network access rights are specified as a bandw dth

al l ocation. 30. The system of claim?29 wherein tthe bandwi dth allocation is
expressed in terms of a conmmunity nmenmbership. 31. The system of claim 26
wherein the first data conprises data concerning network access

requi rements 26t t hé spsemdo knplementpolBy-basebneystiewalfic manugament. Wieer ei n t he
network access reguirenents are of an application executing on the network
devi ce. 1%98%504 WO 02/ 19062 PCT/ USQOL/ 27250 33. The system of cl aim 26
wherein the first data is received froma client application executing on
the network device. 34. The systemof clajm 33 wherein the first data

i ncl udes an i nf or repBle topseesive ndetoredirsidatn per@inieg i Retuork deviced®or The
systemof claim3 r f i -
conditions at the?hrfl:\é%Isg b?l?qg&?%(e&i@%ﬁ%% I’s@gltf{él%n%% a@ﬁ%@%&g&é%éﬂ% n the
first data is recéamdaofhetwuorhtraffgi;stry w thin which data pertaining to

mul ti pl e network devices is stored. 37. The system of claim 26 wherein the
first data is communicated on a periodic basis fromthe network device as

part of a keep-al e ninehiOatfic Bihagth® sxataRtad GafohPBeWbeFekn the first
data identifies a work group to ich the network device bel ongs. 39. The

system of cl ai m 26raffieped o implersens engtuerkdraifie ﬂ@@@&ﬂ%‘@ﬁhﬁléﬁhﬂ{%&mr k
)t raffic is identifged By a o assification.rule accessed by the network
traffic

27.  The system of claim 26 wherein the first data is associated with the
network traffic by being communicated to the network traffic manager out-of-band
during a keep-alive session pertaining to the network traffic.

28.  The system of claim 26 wherein the first data comprises data concerning

network access rights of a user of the network device.

29.  The system of claim 28 wherein the network access rights are specified as
a bandwidth allocation.

30.  The system of claim 29 wherein the bandwidth allocation is expressed in

terms of a community membership.

31.  The system of claim 26 wherein the first data comprises data conceming

network access requirements of the network device.

32.  The system of claim 31 wherein the network access requirements are of an

application executing on the network device.



manager. 40. The system of claim 39 wherein the second data is extzr éCNQM 2004
fromany one of a group of network traffic types including a packet, a

cell ap@ @bpee. 41. The systemof claim 39 wherein thpcq:)[ggﬁﬁzl;(patl on

rule is received at the network traffic manager froma network

adm nistrator. 42. The system of claim 26 wherein the network traffic
manager is to receive third data pertaining to a physical characteristic

of a network connection device at which the network traffic is received,

and to inpl eyent hE PeINOE Klalh 26 s RRORREMéta RetdiVed bl dieng t he third
data. -43 2 4 NOV 2004 WO 02/19062 PCT/ US01/ 27250 43. The system of claim

42 wher apipticatinn gRegutingon eaetvarkidedicec i ncl udes a port of the network
connection device on which the network traffic is received. 44. The system
of claim 26 wherein the network traffic manager is to receive fourth data
pertaining t®.a cWhtepdernbf cleireBpiwhetein ke fiwst daia nchedes ge irdotmdtivaf fi ¢ at a
net wor k connectl on device, and .to inplenent the network managenent policy
uti | i zi Pghile goacsing eaatt“@rk 8ViCehe system of claim 44 wherein the context
includes a tinme of day at which the network traffic is received at the

networ k connection device. 46. The system of claim 26 wherein the
i npl ement i ng3®f t Whe systann pkclaiva BB iwherein thefessedata inslydey network ralficany one of

routlng witch ng the network traffic. 47. The system of

cl ai m |h&'gﬁ’85%%r!(\fég9]lg “traffic manager is to classify the network
traffic according to at |east one classification rule associated with the
net wor kK managenent policy. 48, e system of rein the network
traffic mana#fer i3be Wq%?%?lalmggém?@“&%%‘“’?ét??%?e%eév%émﬁrarﬁ%l?téy di stinct

N flows. within Wthh data pertaining to multiple network devices is stored.

37.  The system of claim 26 wherein the first data is communicated on a

periodic basis from the network device as part of a keep-alive protocol.

38.  The system of claim 26 wherein the first data identifies a work group to
which the network device belongs.

39.  The system of claim 26 wherein the second data extracted from the

network traffic is identified by a classification rule accessed by the network traffic

manager.

40.  The system of claim 39 wherein the second data is extracted from any one

of a group of network traffic types including a packet, a cell and a frame.

41,  The system of claim 39 wherein the classification rule is received at the

network traffic manager from a network administrator.

42.  The system of claim 26 wherein the network traffic manager is to receive
third data pertaining to a physical characteristic of a network connection device at which
the network traffic is received, and to implement the network traffic management policy

utilizing the third data.
~43-



49. The system of claim48 wherein the network traffic manager |52alp NUV 2004
attribute varying QS levels to the distinct flows, and the QS |le

attri bu«,@ﬂ)zh%éach distinct flow by the network trafflcP Bbody d s

determ ned according to a classification of network traffic corrprl si ng
each respective discrete flow 50. The systemof claim 26 wherein the
network traffic manager is to conmunicate a nessage to an application
executing on the network device fromwhich the network traffic is

recei ved, the nmessage including information regarding a policy decision
made regarding network traffic received by the network traffic manager
device. -44 43|f EhdsYs@mbdemm@wm&ﬁtﬁ@hﬁsﬁmbmﬁiﬁtmdude}amto

i mpl enen ol based net wor k tr t he yst em i ncl udi ng:
first ﬁﬂﬁe h‘?’gf}( SOBPTANRY &[g?ﬂfe?fld’f &"FI &ggé’iﬂﬁtﬁa’éﬁc&?"ﬁ ng to a network
device, the first data being recei ved out - of - band of network traffic;

second neans for extracting second data fromthe network traffic and for
i mpl enent i ng44- neffhsskstemegifclamatebeseinibe pemiork traffic manages is KBTGWITV%t and

second gl aZoerlifgllRS 1E0RELEAIBNLE R ML SAORG.AASANELRE, O

i nstruc en exec a mac I 'ne,;” cause %e mac |ne to

per f or rmemmzk bathetion dendte aRd to igplementiticy natasedmaniganickt poliek futitizingnagenent ,
t he net cluding: receiving first data pertaining to a network device
at a net PR‘%EFI%.tﬁflc manager, the first data being received out-of-band of
network traffic; extracting second data fromthe network traffic; and

i npl enenting a network traffic nmanagement policy at the network trafflc

manager uti #Pzi nghelspsteirofclaimdtdouinsei tepagontext includes a time of day at
: ‘) which the network traffic is received at the network connection device.

46.  The system of claim 26 wherein the implementing of the network traffic
management policy includes any one of routing, switching or bridging the network
traffic.

47. The system of claim 26 wherein the network traffic manager is to classify
the network traffic according to at least one classification rule associated with the

network management policy.

48.  The system of claim 26 wherein the network traffic manager is to forward

) the network traffic as one or more distinct flows.

49.  The system of claim 48 wherein the network traffic manager is an
attribute varying QoS levels to the distinct flows, and the QoS level attributed to each
distinct flow by the network traffic manager is determined according to a classification of

network traffic comprising each respective discrete flow.

50.  The system of claim 26 wherein the network traffic manager is to
communicate a message to an application executing on the network device from which
the network traffic is received, the message including information regarding a policy

decision made regarding network traffic received by the network traffic manager device.
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51. A system to implement policy-based network traffic management, the

systemn including:

first means for receiving and storing first data pertaining to a network

device, the first data being received out-of-band of network traffic;
second means for extracting second data from the network traffic and for
implementing a network traffic management policy utilizing the first and

second data.

52, The machine-readable medium storing a sequence of instructions that,
-when executed by a machine, cause the machine to perform a method for implementing

policy-based network traffic management, the method including:

receiving first data pertaining to a network device at a network traffic

manager, the first data being received ont-of-band of network traffic;
extracting second data from the network traffic; and

implementing a network traffic management policy at the network traffic manager

utilizing the first and second data.
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