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FI ELD OF THE | NVENTI ON The present invention relates generally to syst1e

and nethods for controll.ing network access, and nore particularly, to
systens and net hods for establishing dynam c user network access.
BACKGROUND OF THE | NVENTI ON User access to conputer networks has

traditionally been based upon a t\RELBt&H TEIR on process that
either provides a user total netwprk access

[ , ﬂr ref uses hgthgaff Lany
access what soever. | nliqeresqnt Hyveaiqnefesgraergily i estems JCIPCNEST b1 i shes a
comuni cation | ic%lﬁ ‘éilfn a network via a tel ephone line, dedicated network
connection (e.g., Er oadfband, Digital Signal Line (DSL)), or the like. In
the second step ghwbheacaedshamt mortpaaivubriys essysteniseindsaethodssfor pipllishing
identification information to gain access to the network. Typically, the
i nput i denti fi cadyngmic pyer seivrk 8¢refcl udes a user nanme and password. Using
this information, the network or service provider verifies that the user
Is entitled to access the network by determ ning whether the

identification information nat BA@KGROEND i THEIN contained in a

subscri ber table (or database) that stores i n for

entif..catiqn infor [
al | users authorized Veersesssto @Qﬁ@%@tﬂ%‘?’?ﬁksgh%ﬁr ‘Ug’é‘?ﬂyﬁ%ﬁﬁ ase%n"fr%%‘r?at %on
mat ches subscriber data .in. i L8 ti88letiwsridddcbar ozed to
access any and aﬁfzpg@kﬁtg&g&gﬁmﬁﬁﬁﬁéfﬁg‘%ﬁ%@%e ot her hand, if the user
i nput i dentifi calfieentiefser amtdcosssvtiatsoeten. mthetfirstitercef the pratgss aivsen he
table, the user wll be denied access to the network, . T

) | acces us, :00GR A Jlser s
identity is conpestahlishes aieammuriegiondink with A ng Vi g (519PARNG Lipig SACAET s e
is either entitled networ C, , '%ﬁap@ : SEJD&r the like. In
Fur t her nore, mhe?‘gelwloﬁ%%nélg?&ﬁ]s@gﬂ%rg%(}bfgg’r% cess%tﬁ%q'tﬂﬁée@ne{)y\or k, the user
is typically aut{iRrscés siép srahesgthanicatiwspioness) tha useraaes it idansificatien
network. Therefore, conventional aut henticalt(i n of users is. based on an
al | -or- not hi ng tnfpmestion te ainacemss ko the BeOrk ﬁyﬂ'ﬁ?&y’i‘ﬁﬁ}]@ﬁﬁ Sﬁéﬁ nepwor k
access appl i cat| gi}zg%naﬁl%%?néﬁ?ésb%]xfs YR drffsswdrd! @Il thasiaesmatipn) theat i ons,

or table

t he subscriber d ase not only stores data corres&gndi ng.to
the identity of setaek bbsireicaptovater rerfidsahatdbesssr itentitled W prcespihe eyl

t i nf ti t hat d. t. 249 o j ber. F
netance. e subtdeiepBiaRy HoRnE Mo e n e onbaio Bk SRR L T

indicate the information contained in a subscriber table (or database) that stores identification
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information for all users authorized to access the network. Where user input
information matches subscriber data in the subscriber table, the user is authorized
to access any and all services on the network. On the other hand, if the user input
identification information fails to match subscriber data in the table, the user will
be denied access to the network. Thus, once a user ’s identity is compared to data
stored within a subscription table, the user is either entitled network access, or
denied access altogether. Furthermore, where the user is authorized access to the
network, the user is typically authorized to access any destination accessible via
the network. Therefore, conventional authentication of users is based on an all-or-
nothing approach to network access.

In many conventional network access applications, such as in conventional
Internet access applications, the subscriber database (or table) not only stores data
corresponding to the identity of subscribers authorized to access the network, but
also stores information that can vary based upon the particular subscriber. For

instance, the subscriber database can include subscriber profiles that indicate the
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-2 15 MAR 2004 type of access a subscriber should receive, and other {5 MAR 2004
related information, such as the fees due by the subscriber for network
access. Although information in the subscriber database may vary from user
to user, information unique to the database is g%erally used, for hilling

or network mai ntigpretascpsapubmsibergiouldiseeiieand other velated sHarmaABL ENRS
Goabeces 7t cally e U o B 5 Al R e

for network acc _ e subscri accessed the
network. Thus, whigé®itRar 8aisEe 9 vahPfram dsert leruse indervitivn Unique tdehe d4tatsig
has purchased | nternet access, a source profile database may contain

i nf or mati on t hatis gerdralbsused ferdilling as ectyrnrk arpintenanse PRPGSES Q€ INKHECyser' s

access for accounti r poses, ,such ' ' ser's
T oo The mor myentibeft TRSATRT gREERORRIRID RN i edcids Ble SfudSer S
in order for a ugBtcriter isGRYHRGSr hétwork ddcBs, ST te asufroffime thesubstribenbas)
the user nust install client side software onto the_user' cgggyter

Cient side sof tagaessed thempprarkl Mhupvhereresnbseriber t¢,an fypmey PR or
network access p i,der uch a n_l | bscri bed
for Internet ac @@,haérﬁ’&mi‘ﬁ% Ilgtz?rrfaeﬁgccg F)Sl\gr?wrt%,ggdc?r# ?gtﬁlﬁée&ﬁ{l@%%tﬁﬁer

conput er to conmypiraatien Mak Bndbldta wdet welaudiea tesedaral/iratds the et isaucasy fowi t h
the illustrative exanple of a user accessing the Internet via

) ¢ gp | SP, .the
user must i nst sdconsmequipases, sudnasinantainiag e legnfghe aser stime pp dhengtyverk.

establish an account w,th fhe.lSP for | QE& Vi & r
subscri bes to an | SP, Wg@gﬁnaégz, M%vglgnoné:#%% a??ﬁﬁefr%kafﬁaéﬂc%ﬁ%gg‘g?@e
TMor the like, &hne&nboaldineRervities &g theWhtetet)the us&Rmbstrinital eliergisideccess.
Usual Iy, the user pays for such Internet _access on a nonthl fix%d &)ee
basi s. Regar dl essofovare petoghenses’s comaniesnClien sideseftwags is fypifalfypraxided by as o
nunber provided by t . .and ' A5C 5% as HRASPRAREGhHRNNhE S
of ten achi eved v?%wgﬁg%drﬁgﬁ %’Flg*oﬁ‘?de&)laéﬂp o%%qﬁn%vg%}? ca a}se nodem DSL

connection, or tﬁ&rhhﬁ(@bsaﬁéatf&elnmamgmdien@lmMﬁm 10 lepnfigyire his or
conventional nethods, such as through | SPs, are either ahl 0 duor. de‘{nutﬁd
access to a net weICOMPULRH t comgunicateyIHytha COFPLYR I nriBTHIEEe

dynami cal |y aut NilifdaRGE ERnbie ofta RS WBLdssinp alt Tnfthet WiPan 1T Bisusae e and

aut hori zation to par ul'ar net S or siteS is custom zable. Wat is
needed is a met hpgtalriSPsyfiver diithe chért compussasd thaneafies establish an account with

the ISP for Internet access. Typically, a user subscribes to an ISP, such as America

Online™, Earthlink ™, Compuserve ™ or the like, by contracting directly with the
ISP for Internet access. Usually, the user pays for such Internet access ona
monthly fixed fee basis. Regardless of the user’s location, the user may dial up an
access number provided by the ISP and obtain Internet access. The connection is
often achieved via a conventional telephone modem, cable modem, DSL
connection, or the like.

Because users accessing networks through conventional methods, such as
through ISPs, are either allowed or denied access to a network in an all or nothing
approach, users cannot be dynamically authorized access to a network such that the
user’s access and authorization to particular networks or sites is customizable.
What is needed is a method and system that allows users dynamic and
customizable access that may vary based upon any number of variables associated
with a user, such as a user location, user name or password, user computer, or other

attributes. For example, it would be advantageous for some users to be authorized
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custom zabl e access that may vary based upon any nunber of vari abl es 15 MAR 2004
associated wth a user, such as a user |ocation, user nanme or password,
user conputer, or other attributes. For exanple, it would be advant ageous

for some users to be authorized. -3 1.5 R 200 ccess to all I -
sites, while ot h@‘icé?sﬂé‘fﬁ tegetiser: X’i‘éggb@fsom%s? 3‘&%}?@?°°§P‘if§sl’.a4“%ﬁ‘&§3‘§%w 0
to authorizing Us&ditiak fPRRhdifk HRE YRk tolanetbrkditRenAd e BvaRQiesud oF ad
network, such as an ISP or enterprise network, to selectively permt users

a range of aut hoetwosk,isoch asackSPtdranterpreseusbrork, wocksively paonit paged fasn an
all or nothin apprpach.. SU Y THE | NVENTI Th resent  on
i ncl udes a me'? hoapgﬁgowgfﬁ%ﬁ‘aégée‘gﬂ VRIS P Hﬁ%ﬁ%ﬁf‘ B?fbg'gﬁ% °5ﬁ¥t§m ng

Authentication, AwBee zation and Accounting (AAA) of users accessing a
network via a gateway device. According to the present invention, a user
may first be authenticated to determne the identity of the user. The

aut hentication capability of the syii ﬁ%g @%i f esent invention
can be based upon a user |D, conput ﬁ : WEN%OW re additional
attributes identifyingha pQbkiGRvdrfiof inclitdeBArhdtBod &id $18®in for@eRutigdly Or

| ocation) requesting nepwork access. Once authenticated, an authorization

capability of thénplementng ambenfercingAwthentivation. dstherizatipa gnd dypcpuntingsdiiy ed

based upon the identit of the source, such that squr ' rent
access rights baQEHS%%%CFHkﬁ%“W&ﬂﬁ‘f‘??ﬁa%é”ﬁa a{éﬁlge'cg%tc é@?ﬂ %%\c/}ﬁgﬁ}gséﬁ
destination requ@siegfion Qlsel May BRE Be adbemicateditgdb®nmprrthe ideatify ofthe agur ce
to access a particular Internet destination address, while refusi nq

second source acdbssuthentication sapabilityaf dssystem aaémtb%?f@lﬁ@ressm e "z‘:‘g‘t i on
capability of the sg%%@gﬁgg%%%}ﬁéd%#@%épcgﬁﬁgrﬂtm|Oﬂggp{d09@a&ﬁﬂo based

upon the ot her i D ata’transm ssion, such as a

destination port attfiBtes idehtiHil Lsurce(eg., pqratticulrtusen, komputes bridcation)
destination address. Mreover, the AAA of the °Br esent i.nventi on .&an ft%]?
based upon the Eesvesting nefyerkaccsss o Cpce puthenticgtefly amaynenggongpaotlity of the

aut hent | cat i ng USGtSy iy blod B breser? Ao A1 CusAiTzRRdsbd b6 thelibirmivgh

the selective process, &5 user can be | I ed and aut hor’ zed

access to a part iof tHeasousteshichalidt eourcdsase diffaenttacomss rights hasef upart bt s to

access a differ eri]éenctii%ft I (? ?ﬁel c%gienE di/grsdeegtiﬁastioil%lg uee(é\"éted.t %o} pn%taﬁéé’accs:c%s rights
permit a first source to access a particular Internet destination address, while
refusing a second source access to that same address. In addition, the
authorization capability of the system and method of the present invention can be
based upon the other information contained in the data transmission, such as a
destination port, Internet address, TCP port, network, or similar destination
address. Moreover, the AAA of the present invention can be based upon the
content type or protocol being transmitted. By authenticating users in this manner,
each packet can be filtered through the selective AAA process, so that a user can
be identified and authorized access to a particular destination. Thus, each time the
user attempts to access a different destination, the user is subject to the AAA, so
that the user may be prevented access from a particular site the AAA system and
method deem inaccessible to the user based upon the user’s authorization while

permitting access to other sites that the AAA method and system deem accessible.

Additionally, according to one embodiment of the invention, source access to the



that the user may be prevented access froma particular site the AAA&NR&W
and nethod deeminaccessible to the user based upon the user's
authorization while permtting access to other sites that the AAA net hod
and system deem accessi ble. Additionally, accordin t,abgne enbodi nent of

the invention, BEWesemaybesacked anddogged by thinpresenin W AeEOBINEEANG c Kk ed
and | ogged by t l.pvention for accounting and historical

pur poses. Accorglfgtnogir Jﬁg%%éeg'nbodi ment of the invention, there is disclosed
a method for sel ect abtyrdin@ntbloat kinbgdiardt cltht invention, tharericédisclosebmmetod

network, wherein the source | s associated with a source co\g& te[l, an
wher ei n the soufaackeelplyientrpbisg angd SRsera et SOYEREACEESSJ0 pst #V\H KR Ee a
gateway devi ce and nho i ' -1 st

dour e’ conput or S SRR & RupeLLNREr AEFBARRA B BlrcBLofibuletfas

the gateway devirafspareneadtess tofthonativbek vieupaewayaepiceand horcoafigwation o t he
network, identifying an attribute associated with the source bas upon a
packet transnit seftware aged h@u@@u%en&@rﬁaumcoalﬁater&%w%&syctw - 98¢ evay
devi ce, and accesgsi ur . M i and
stored in a souft OE?IB‘?IP?% rg‘gﬁgggge{,he%ﬁ%%&ﬁégﬁgqgo re%f;fr%l?lg?l e ?f accessed
based upon t hecghphtePftr@cceafth the aewiork, lidentiFping aa apribhicl sssatidtebwith thes

| ocated external to the gateway device and in_comrunication wth th

gat enay devi ce. sauree hased sion apackef Wansmted ﬁ@méh?rﬁ?ﬁfﬁ'@c?f%“tﬁ&%‘gs@c?‘?"aﬁ% of

t he source basegd upon the sourc fil ' g;ltgb%% ' {d t he
rights of the nggage\m o céaszslncﬁ%é:&r’?g%%rw&%?é@freg‘io% 0 (l)l{r?etggiéf)sedg? o‘?ﬁt he
i nvention, detekidéd MG dofedF6fkie Hatabgte] Wherein th sowmow peufilb issdesspd basetie

source profile includes determ ning the access rigahts of . the source based

upon the sour ce uppihelatiribyeennd vhemin the sausee pro§ia datehase plosated Fxtgmekto of

the source to agcess, a request @ggm”& ' | Aoviel Nphd RedBat her
aspect of the i ce%aﬁ?%?{gaﬁ%aﬁggﬁo I'nc ug‘g‘?"%‘gg‘%ﬁ#ﬁ‘a’gg (;ca'?lgltl)n ©

identifier to thRo ihéflGddsi dererinimng Meiactess eights of thef sonradmssdupan thh souret wor k
are transmtted, and the location identifier isthhe attribute associ a&ed

with the soyrcePfWFiWh@fﬁiﬂraé?essé@b@rd&ﬁﬂ‘bﬂled"gthﬁeoﬁ G EPHFOIP acqeisdae pekyo
source profile Co”esﬂpc%@fgiﬂ%trog Ie}agﬁeé:gﬁ € GnvenBn, (MHARind ARLRERTightSHUr Ce

profile stored in a source abase, ere the Source profile
dat abase i ncl udake sour@iRised apdrhthatiwred profildinaludendetsmminggrthe aecess rights of

the source based upon the source profile, wherein the access rights define the rights

of the source to access a requested network destination. According to another
aspect of the invention, the method includes assigning a location identifier to the
location from which requests for access to the network are transmitted, and the
location identifier is the attribute associated with the source. Furthermore,
according to the invention, accessing a source profile corresponding to the source
can include accessing a source profile stored in a source profile database, where
the source profile database includes a remote authentication dial-in user service
(RADIUS), or a lightweight directory access protocol (LDAP) database.
According to yet another aspect of the invention, the mcthod- includes
updating the source profile database when a new source accesses the network.
Additionally, the method can include maintaining in the source profile database a
historical log of the source’s access to the network. Moreover, the attribute
associated with the source can be based upon a MAC address, User ID or VLAN

ID associated with the source computer from which the request for access to the
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(RADIUS), or a lightweight directory access protocol (LDAP) database. 15 MR 20

According to yet another aspect of the invention, the nethod includes
updating the source profil e database when a new source accesses the

network. Additionally, the nethod,can,.incl i.ntaini ' ource
profile database™ OH%/ ?%W&?‘ggp“écfo@ﬂ%?%g%%gg&g%Sggtésogq}tl%&[‘f%@?orétwork.
Mor eover, the at Ee%ibmﬁ%ﬁ tﬁé%ﬁ&iv@l&driwatrlaqﬁd%eﬁswm@eamr beebacdntipdatie MAC

address, User ID or VLAN |D associated with the source conputer from which
the request for stepeectivingredesinatpnndirespiiamfbe §Hke-was transmitt ed.

According to yet another aspect of fhe invent] . | MA0;.3% . dieq gat eway
devi ce a request fromr'lg‘%rgufggtg af'%tﬁjeraccr@téogél%grgr? f?ln%c Hdrgt otehh}g{epfgltsgitpl)sso(%§

recei ving a dest iyigdn 66t seReaBB cohtrolling Aed Seusezingmeessdiownéteosndiyter

enbodi nent of the invention, there is disclosed a systemfor, selectably

control ling and smsee;wherqihe sewres is, assasiatedwith sRurce gomputes, and svhepeia the ¢ he

source is associated with a.source co ter i
conput er has traﬁ%%%pﬁ?p‘&%rcl?ﬁgrafl?af%gg %ee Sm%rtﬁgg?lﬁéagg 813{5 eé/?/g@}v %’Zﬁ"’i@e"gﬁé‘ °no
configuration sofdypueatitRadfiiard il ak irgthlled ohhie stccemmpnaitb accdsotieccess

the network. The systemincludes a gateway device for_receiVi ngt rgg};est
fromthe sour cenétwiorlacEhssystem inghidpet GREWAY deMdcauios strerdng? 539ue @HF se

in conmmunication.__with the t.ewa i I mibfunt
gat eway devi ce, wherelh af%eég%s b %(%‘%g‘%éﬁ ?ng%gtggg(gggqgﬁgésgsﬂ g{):cess cifion
information i den{wviithitﬂ@gﬁehy asvied dndi 1betta] exaqaalcto aheeghtewiahdeviee, sdweraie theand

wherein the attribute 1s identified based, ypon a data ket transmtted
fromthe source sonprp@filedaabase stpresgcesys F‘H@“ﬁ’é‘f’g t‘é@Bﬁﬁ’@.aﬂ WS st em
al so inol udes a MOASRENGH, 1B SHUMRL SALLAR M difighiiss Sgrey b uen add
source profile d%ﬁéﬁ%ﬁ%@r@g?n ’heh%}eglg'rﬁ\ger get e?m’ nes if théﬁ)slcl)urce S

entitled to accepsckehgam@iined frobahesbungoroniputerand essivedfyrthegatoway dovied
within the source profile database nd wherein the AAA server dete&rﬂnes

the access ri ght $he systemalsedngludesgiAnAsREeniemamppication with the satewqydevice
of the source t0,a¢CE8S ?x%'ﬁ %ﬁ&%%&&&c%ts@ﬁeﬂﬁéﬁéﬂﬁiﬁes AQRO5Aliragist O

one aspect of the 1nvention, recei ved by the gateway device
i ncl udes at | eastntiteel tofachdsi\Mel iBtwark biasesluipon i, acgess infovmaiion, steresswithin the

Addi tional Iy, accor di ng e 043NN a3RRESE 1l a ARG cheY ARkhffes AR s
of the source with the access rights defining the rights of the source to access
destination sites via the network.

According to one aspect of the invention, the packet received by the
gateway device includes at least one of VLAN ID, a circuit ID, and a MAC
address. Additionally, according to another aspect of the invention, the source
profile database includes a remote authentication dial-in user service (RADIUS) or
a lightweight directory access protocol (LDAP) database. Furthermore, the source
profile database can include a plurality of source profiles, wherein each respective
source profile of the plurality of source profiles contains access information.
According to the invention, each respective source profile can also contain
historical data relating to the duration of network access for use in determining the
charges due for the network access. According to yet another aspect of the
invention, the source profile database can be located within the AAA server.

According to another embodiment of the present invention, there 1s

disclosed a method for redirecting a source attempting to access a destination
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profil e database includes a renote authentication dial-in user service
(RADIUS) or a lightweight directory access protocol -(LDAP) dat abase.
Furthernore, the source profile database can include a plurality of source

files, wh ' h i . file.af «th | | i
Cour ce o of 11 o5 (SRR 2R GeliCF, P BFuRE © it hiS b bl o,

each respective spauieeeil I gdvBaitvie 2fablefthaisburch ictahmanlcatatith 4 abmidrig
to the duration of network access for use in determ ning the charges_ due

for the network veithas sequivtrecthel sougce eonyittera drdlede nesyyerk soffware gonfigwiedior on,

t he source profi]e datab can be located. wthi A@é di ng
t o anot her enbod}‘?wﬁ%vog]f'afﬁeemﬁﬁlggérﬁhu eﬁ\r/eé:ﬁfvil%%} tﬁ%é%‘}g 3 e@%%f%@gﬁ%g&ﬁ

met hod for redi rRELdUIEe R RO HR: REWEIXDIdeRdlyiny he 66G%e Bagtdsiponahiaatibue 15
MAR 2004 through a gateway device, wherein source is_associated with a

source conput er ,asscertedwith ghesoutns, and assespingen/soneceanablecdatabase losated exiemal

comuni cate Wt network, wthout trequirli r
i ncl ude net wor kQlePet%\%?\gayc%%ffgcg\dﬁgr dé%? Hr rgﬁfeerc%otaﬁ%gé %ﬁreeg(r%eg?e%%gglﬁgﬁc ltjh [es
receiving at theogake Wy niitddcRrtheriBElue&t deldrnining e aoessaightoofabe smact he

network, identifying the source based upon an attribute associ a%ed w th
the source, and baswhbepsinile westifieationof dre Jourcgavaersathe gessserehts dekipathe ¢ o

t he gat eway devinc[:ge%S w%g%ﬁr?gtoszﬁg‘gsggeﬁ{n E}Ié}égi e%gﬁl@%eé@&?r es access rights

of the source. urt Inclu termning the access rights

of the source based Ap@idihfe drbeRpedtiof tielinvention] dveesmg csurvdoblen t he
access rights define the rights _of the source t% access dssti nation sites
via the net wor k.dafkehest mchiges erceningasisuece splilerdy ﬁ%ﬁ?ﬁ IPAludeT 2 B R g o

source profile gal ARG dglHASS SRAGNRAIUSSGU BEnieplt bizedaivaasg t hat

I ncludes a renote authenti cation user’ serv DIUS),” or

| i ght wei ght di r gabcyl @DARSIatgbast dvaordihAPInotter afiseof the dovedting, tho

anot her aspect of the iInvention, the nethod c i ncl ude assji gni a

| ocation identi fmét!ho‘ﬁl&aftH@&dﬁéﬁm?ml%{é@ﬂaﬁ?@ﬂ@?&% %Pé@g%ht o the
network are trangm dgegly am?{ﬁﬁ'tﬁ\e hdio A@&e&ﬂaﬁgnm&,wlléreﬁrmé focatibifidehlifiédiyt

associated with the source. e nethod can also include updating the
source profil e datatirbatensseniatedreith o sowree.athesstwdidan alsetinglnde updating the

L T R
Wi th the source prafdcbinting database a historical log of the source’s access to the network,
wherein the accounting database is in communication with the source profile
database.
According to yet another aspect of the invention, receiving at the gateway
device a request from a source for access can include the step of receiving a
destination address from the source. Moreover, determining if the source computer
is entitled to access the destination address can further include denying the source
computer access where the source profile indicates that the source computer is
denied access. Determining if the source is entitled to access the network can also
further include directing the source to a login page when the source profile is not
located within the source profile database.
According to yet another embodiment of the invention, there is disclosed a
system for enabling transparent communication between a computer and a service
provider network. The system includes a computer, and a network gateway device

in communication with the computer for connecting the computer to a computer
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dat abase. According to yet another aspect of the invention, receiving 1a§ MAR 2004
the gateway device a request froma source for access can include the step
of receiving a destination address fromthe source. Moreover, determ ning

if the source conputer is entitled to access the destination address can
further include wewyikng/hefeahs netmoek gaowpudericercceyss soumealaththatspresents a

profile indicates that the source ¢ uter is enj.ed access. . I Ni ng
i f the source i sUSShEtemRiNE'H a_&??é%%"’ég%l"ﬁ%’i %WRH‘CQW%Q@W Slﬁ?_f %Zl%d%% fr‘?m ude
directing the SO%E’\E@C QBviliek Ha%darlpﬁl%n\ﬁﬂﬁﬂcattﬁ% witthe eBlistkidaeway d¥oice,

| ocated within the solrce profile database. According to yet another
enbodi ment of t hehéravederdoe piokieendts/odi mcludeeah authentication saverdagdied ng

hetwork. The oy soemAe R aTGBIOTDE o I e iar sy Béades: | ,
commni cati on W i ReddiPd& AP WiRlauliRhd GARASENE Shs! e RO profledAaUaBI er

-7 15 MAR 2004 e network gateway device receives source
data that represgigrising sthede pofilestiat représentascssstiosized toamgsassealdreampiter.

The system al so i ncludes _a service proyider ngtwork [ lco%Pl cati.? Wt h
the network gat ewiyyorkeand eompapthe spyree dafa e aid Spuses BROMHGSIP Mfdf tfes an

authent i cation sgry ?t}iler%ﬁ.gr?ghtg gvc\%cEE [h%rc'aﬁ{gu{e? nERRrR BANI s ORE %gﬁ?ﬁuﬁﬁ weriand

i n comruni cati on™wW gateway device. The authentication
server has therein a securdiagns ohé hspectalf alipimeentmntheisystan coundvdpanf i | es

that represent users authorized to access said . conmputer. net k, and
conpar eg the souReBURIRESYSEMSIRF @Wiﬁ?ﬁ?ﬁ?&mgﬁnﬁ@grﬁsﬁ\é}?ﬁ? SEHE® user
attenpting {o acastel REWEAPHLRRAINE I Bidind AAEEAHE A VARAGH/ B EMERRINOR k-

Accordi ng to one aspec e 1nvention, the systemcan include an
account i ng syst egsrf@rindtadestaamotecautlienticationalialdataercendes RAGIUSE obe t he

service provider network. According to h spect of,the | [.on,
t he aut henticati b&h“”§@h&€‘rfe‘it?fé’laﬁﬁf'é§8%?@%’%@519%‘8%5?‘0 A |r%flr1¥ig%$dlf§£r
servi ce (RADIUS) Pro‘ﬁ'ie GatatldsORIVBLERBE a PlurBe OF ¥od6€ pRTiIR] hefeddach kd3pEtive

dat abase. Furthetnore, the source profile database can include a plurality
of source profil saycaprofite efabhpluesivecf sonece profiles soppins preespinfomeation,r a| j t y

aspect of {ne i nOSHUREH 0 DRLTCHE BEeHLT AT fypii BERRLAC TR okl ARLEr
attribute associated with the computer and transmitted from the computer to the
gateway device. According to anther aspect of the invention, the source data
includes login information associated with a respective user.

The Authentication, Authorization and Accounting method and system
according to the present invention enable users transparent access to a computer
network employing a gateway device. Therefore, each user may have differing
rights to access services, sites or destinations via the network. Thus, the present
invention differs from conventional AAA methods and systems by offering
dynamic AAA services which authenticate users and offer those users varying
degrees of authorization to utilize the accessed network. Furthermore, the source
profile database of the present invention can be located external to the gateway
device, and on a network non-local to the network from which access is requested.
An external source profile database is desirable because each gateway device
allows a finite number of users to access the network, so that multiple gateway
devices may be required. Additionally, administering and maintaining one

consolidated database of authentication data is easier than multiple smaller
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attribute associated with the conputer and transmtted fromthe corrpul%MAB(gum‘
the gateway device. According to anther aspect of the invention, the

source data includes login information associated with a respective user.
The Authentication, Authorization and Accounting nmethod and system

accordi ng to thedgatesestMorepuen, lasatiegtis databassr externalrto gbe logel netwerkallowsan

conputer network,.enploying a gate device. Therefqre, .each.user. ave
G fhering |ri oo Sretae pady BuliE Ethaltin B coniBesuiay o6 iR P Réred
network. Thus, t{aniItgs aithbask A48 Ridi@Rintintfc8holl the ThtaBAKeA hhP AhnéiRe tHEidhods
and systens by offering dynam c AAA services which authenticate users and
of fer those userpartyprpvidgr saidgsiress of aut horization to utilize the accessed
network. Furthernore, the source profile database of the present invention
can be |l ocated external to the gateway device, and on a network non-| ocal
to the network from whi ch acegIEFDESERPTFOROF TNE BPRAWIRGSSource profile
dat abase is desirable becausé each gateway device allows a finite nunber
of users to access t hElGdt marblockediagramt ofradompsites systemibigt inefudescd Adagermes

requi red. Additipnal .adm nisterin d mai.ntai ni ng _one. consol.i dat.ed
Gatabase of - aut MR EPaa P Tbema PR e eEsing Paory OB e
2004 databases. MafRQ¥Rlices| REAKIifI! it MRloalASR of WeSfran: irvehtion.| ocal

network allows an | or third party provi der to maintain the
confidentiality of thEIG.¥ismarflaw ormrtefor mdthodiin whichthd Adasexberqeriamis mai nt ai n

and control the dajabase in any. manner,the third rt rovi der

desires. BRI EF D@‘é&ﬂtwma@“’%%lw fecaring a?coF ln§¥%58%§5p8?ta n of a
conput er system jRahtidgicl udes a AAA server for authenticating, authorizing
and accounting sources accessing networks and/or online services,
according to one enbodi nent of the present invention. FIG 2 is a flow
chart of a nethod i , m; !l 3 ﬁi‘i Li' '\ Br.lt .l. -$ FeH b'l?ﬁP/IENT .

aut hori zati on, and a TG —ateor ot o ofie—aspe O S Ve )
DETAI LED DESCRI PTI ON ®he pidserR RrnRRERo mNAADcMeMrbed Hicrerfikts Réteinafteewith on
now W || be described nore fully hereinafter with reference to the

acconpanyi ng dr awifergace torthewdcomppnying dravingsyiowhishmrefeged embodiments of the

invention are shown. This invention may, however, be embodied in many different

forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure will be thorough and
complete, and will fully convey the scope of the invention to those skilled in the
art. Like numbers refer to like elements throughout.

Referring now to FIG. 1, a computer system 10 is illustrated in block
diagram form. The computer system 10 includes a plurality of computers 14 that
can communicate with one or more online services 22 or networks via a gateway
device 12 providing the interface between the computers 14 and the various
networks 20 or online services 22. One embodiment of such a gateway device has
been described in U.S. Patent Application No. 08/816,174 (referred to herein as the
Gateway Device Application), the contents of which are incorporated herein by
reference. Briefly, the gateway device 12 facilitates transparent computer 14
access to the online services 22 or networks 22, such that the computers 14 can
access any networks via the device 12 regardless of their network configurations.
Additionally, the gateway device 12 includes the ability to recognize computers

attempting to access a network 12, the location of computers attempting to access a
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i nvention are shown. This invention may, however, be enmbodied in nmanyl 5 MAR 2004
different forns and should not be construed as limted to the enbodi nents
set forth herein; rather, these enbodinments are provided so that this

di sclosure will be thorough and conplete, and will fully convey the scope
of the inventi onnétvorlakeidekiityl efthsérs atttrapting to. gain hetworloixeess, aed additenal i ke

el ements throughout. Referring nowto FIG 1, a co ter system,10 IS

illustrated in bF“éﬂk‘lte%ia‘é@FIéhPﬂ@FHﬁseq'H%lOE’dﬁéh{eéPeCéﬁ#@rﬁé’%‘%} Etlhads

plurality of CO”B{M\ﬂ%%ﬁenls”’of‘tﬁ@bres&ﬁ@n% nicate with one or nore online
ne r

services 22 or S Vvia a gateway evice 12 providing the interface
bet ween t he conput er s Akdllanchtdédhia RIGt i otis covapwior ysted 10 alsomhdlndes serviases 22.
One enbodi ment of such a gateway devi cenp}g;‘é? been descr,ibed in U,S. Patent

Appl i cation No. ©enwgEGatey 6 ppatienaddetvernias epmpuersfeand s eqiay2doy e
Appl i cation), t h?or(}ﬁﬁ‘ltt'gfé&ﬁl cﬁf @@h&l@ efuel Blof #12 C%H‘%u@fs oft8aikn6e:
dl Vi Cé 5 acl |r u

Briefly, the gateway Itates transparent co ter 14 access

to the online seths gsvai2dericenil Bepeadiag upsnithe dédiamttyewlnohthet @myputets ¢dn
access any networks via the device 12 regardl ess of their net

k
configurations. aEdeNpeAethio the agqess W@Hﬁ%ﬂ%?@%?ﬁ@éﬁnﬁﬁ%b&b@ lity
to recogni ze CO”BHﬁfgéLﬁed AldifIRb! nggﬁe?%awgsxgﬁfﬁ{emﬁgss%gncénﬁﬁt&QEI?B& gn of

conputers attenptin 0 access a network, the identity of
users attenpti ngdigitabaibtacriisdr M kcass amtiplard (ASHAM)doasignals trandmitied viaas

i1l be di d bel i th | to th i th
Systens of the pREUHICRERIGH S ablahenend B ee fiadee TEmeRRn i o
tem 10 al so i : bdid
system 10 al so | Q@h@%ﬁ;@%ﬁgmxg&%@%gﬁm&a&&, BSPikd1ERABELsD BHMEEW AlF)e

conputers 14 and evic mul tiplexing the signals
recei ved from t hdordigiiald fransmifteccvinawrissless matveork, 4 swikch, or thellikegat eway devi ce

12. Dependi ng upon the_nmedi um by which the co ter 4 ar onnected to
‘the access concentrat dthe coppuigs system 4 ll%ﬁrlr'g&sf eﬁvgrggglmtlﬁwlﬁ%
di ff erent manner syEftcafedilafitholii6s REPARS.C GHIMIRAL B debATbAGw such ki 2

subscriber line access multiplexer (DSLAM for si gnals transmtted via
regul ar t el ephonasérs aessubjctedlib @ AeApress (Roncalompting de grilacedsn ta 3 bewWIHe| f

(QUIS)) o1 o1 o b ARSI S 50l S o I 8, BRSgRigRn 0o1

like. system 10 typically includes one or more routers 18 and/or servers (not shown in
FIG. 1) to control or direct traffic to and from a plurality of computer networks 20
or other online services 22. While the computer system 10 is depicted to have a
single router, the computer system 10 can have a plurality of routers, switches,
bridges, or the like that are arranged in some hierarchical fashion in order to
appropriately route traffic to and from the various networks 20 or online services
22. In this regard, the gateway device 12 typically establishes a link with one or
more routers. The routers, in turn, establish links with the servers of the networks
20 or online services 22, based upon the user’s selection. It will be appreciated by
one of ordinary skill in the art that one or more devices illustrated in FIG. 1 may be
combinable. For example, although not shown, the router 18 may be located
entirely within the gateway device 12.

Users and computers attempting to access a network 20 or online service 22

via the gateway device 12 are referred to hereinafter as sources. According to
AAA methods and systems of the present invention, a source attempting to access

a network via the gateway device 12 is authenticated based on attributes associated
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The conputer system 10 further includes a AAA server 30 that dynanical’ AR 2004
aut henti cates and aut horizes user access, as explained in detail bel ow,

such that wusers are subjected to a AAA process upon attenpting to gain
access to a network _through the gateway device 12. Finally, as is shown in

g ce |
FIG 1, the comiugrewiths Jhesatmbutes sanmiciudeitheidgatdy of gpagiculsvsenYut er s 18
and/ or servers | t | fii.c . to and
froma plurali t>(? Bgﬁjuﬁeg’r?rlp\é@u%dé)?l thule%{u g%r“&%(:hz%cgsgﬁg f)et(&k%%ddgﬁl%g{eggréﬁ%ggrﬂ.
Whi | e the conputdestisyioheamdlt@e like.dapiscdxgthiticd ihaéaildn tisd Gatevay Detvive, t he
conput er system 10 can have a plurality of routers, switches, _bridges, or

the like that ardPriicationydbeseatabies #e adentifind by dakpapkeh trapsnyiitgd fo ths
S o . g
PV bes 527 | Rl Rl iz R IR Lob il O b B OHE ECAOIABOERY PPLES 4

link with one oracdaRiifg tdeHednsbodifient] @ethedsand systenisiof ths prbdrit $liventivks wi t h
the servers of the networks 20 or online services 22, based upon the

user's sel ect i orprovige dyngmigauthsplications athasizatiohendAccappinghase kP et ¢ he
art that one of JRGedSYieieaid, s i3td fE dyhehliGitioh {LRYs B3he RARKEARIGE FOT
exanpl e, al t houg ot shown, t’he Touter may be 'l ocate entirely wthin

t he gateway devitgesdidee, datiosizativt referdiotthe Seteiniiaagsn oftpeimittablestiree aveesspr k
20 or online service 22 via the gateway device 12 are referred to
herei nafter as Fddrseannting sefersitp fhettrckingof RSOHEES agREFSIY PEMOTKS ¢ he

present invention, a ' [ : Y{‘g{sl%n i t enay
device 12 is authent i%%?é{é‘%b@é%@r{g%ha rftf&gﬁﬁgﬁgggrggf@{se - 1§ r?eﬁgg&:l\%\%p2004
therew th. Thesepradent induiitish, ftawillibecippaeiatddethatdmttientiyating esopaoet dteaipting s er

or conputer, location through which access is requested, re uesggg net wor k
or desti nati on,acasss thgweetpprkels ofign crickal ) BEtweEk 24migistration.as DEEPTEALERAY
Device Applicat} d ¥ : i hodol DViedab £ideasi el S
transmitted to téﬁlg%eﬁvg §w§/§°y%égﬁlgd§ﬁ?§‘d%§%f‘?‘ﬁi§f%sf8#§ﬂﬁers t rougﬁ?mhi ch
access is requesiagthent. Ass stattidngote) acoerce maydieridattifiedbiyttbelgatawdy dyace bd bpf
the present invention provjde dynam ¢ authentication, authori.zation and
accounting based®NGfEAMAIR LB ?thﬁﬂ?.deg“%ﬁ’@&%é"r%qcﬁ?? “%S%E‘sa?%‘}ee fyree ﬁ:lo.m
aut henti cation rglefsnhidr 5&8@?@8 QitHf the %&eéatﬂimptfdg% ABLHsE 8 nertirk OF kdr@iceOn
refers to the determ hation o permttabl e source access, and accounting
refers to the treétiedgobbreinaforiacthe sowrceessputer. &Fardnsiack, where the source is a

user, the source computer is the computer through which the user is attempting to

access a network or network destination. On the other hand, where the source is a
computer through which one or more user may request access to a network, the
source computer is that computer through which access is requested.

According to one aspect of the invention, a source computer attempting to
access a network via the gateway device 12 may be identified one or more
attributes that include a circuit ID, MAC address, user name, ID and/or password,
or particular location (e.g., a communications port in a hotel room), or the like,
transmitted to the gateway device 12 via data packets generated by the source
computer, as described in U.S. Provisional Application Serial No. 60/161,093,
titled “Location-Based Identification and Authorization for use With a Gateway
Device.” It will be appreciated that one or more of these attributes can be used in
the present invention to identify the source accessing the network. By means of an
illustrative example, where sources are different users having dissimilar

authentication and authorization rights, the users may identify themselves by their
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Referring now to the authentication function of systens and nethods 3> MAR 2006
present invention, it will be appreciated that authenticating a source
attenpting to access the network is often crucial to network

adm ni stration, as netwdrk acgcess. and services gre not typjcally |aid open
for all users _reﬁ%?‘?ﬂ“@gg"%’? “‘I}H‘E‘Fﬁt’iof‘ 8p "S‘?fmrﬁng PWQ%@LMV Y ‘gﬂgéeur ce
may be identifi eﬂlélpgcntdgﬁtl)gﬁfeﬁﬁ\ﬁéﬂ &lﬁﬁt&&e%@e B the Q8 @{uipRIcAt, 3hdH aHHE €8me

a

contai ned within a packets transmtted to the device from the conputer
associ ated with tdmpeeurQethatdteerpendgvhiare thecesrse as meomputrr, dfvesser Wsersausing

referred to herejinafter as.the source c uter. Far instan wher.e t
source is a usg?h,e Wﬁ@“%ﬁ’?h@aﬁ%ﬁlﬁﬁ“gl?e‘ﬁ%gng g?ﬁ?rhpg%ﬁﬁe%élgﬁ ‘{%ﬁe
user is attenptifg ib@vidRGGEIEs 8f deh W rKashe HRhMQEKadd6GikiedaliitOMe colphite

ot her hand, where the source is a conputer through which one or nore user

may request accesg.|idestifivet by C address gathertham mpthtthe raspeativgusefsnput er

t hrough whi ch access | s requested. According t ne aspect .of. .t .
i nvention, a source cigﬁi’)ﬁ‘t’ ?ntgﬁp%ﬁoweﬁgiaggb%g@ﬁeaas gﬁ’%\%crl%qg/]i[g’gts%ueme 18
gat eway device 1Z..ByheReyitHERAA 5&derBEiIRAtrARA t FRLLIL I'THE £ Al fberi30akdtee a

circuit ID, MAC address, “user name, |D and/or password, or particular
| ocation (e.g., sowonpofilesabirespongiogtto soureesidensified bayrtjie AGA seruer e,

t itted to the gat devi ' t t t
Source | comput er Acaddngda pnatperteffeptenmt phenBi AT SR NG
60/ 161, 093, tit|gadelylomahimnediasgiadvitent fAcatdifntoddiy it sbdheon for

use Wth a Gat eway vice." Tt w'll be appreciated that one or nore of
these attri but esinvantidr thes4.A server B0 cpr eerpise plaralitnaf eampansats; dhjeashe

source accessing the pe rk. ans of an ,il rafi ere
sources are di ff&%ﬁ??wbﬁﬁéf%a&ﬁ@e‘a@%ﬁ?‘wd“ éﬁ%ﬁ?%%ﬁ?tg&r% Sain%

aut hori zation 1i gd{:&, 30038 HeI6¢atedBHYirdlfl eRiehray td the gaRlvdg debiye IREFOr exainpls, MAR
2004 respective login information (e.gb user nane and pas%rvdggﬂts;uch t hat

they will be i nthegecationtofghe AaAtservesd0 maydiersuch fhat theatrwa

equi pnment, such as the.sane..c ter. : urce
is a conputer, &%F%’B‘%%&P’%‘“R}@Wf%ggo&n% Igéﬁgxﬁljﬁﬁﬁg{/e : i kge}myi]&)ﬁ@
aut henti cati on apgbadineat bZ@k imRnfiby ke ARSgsrdiréfsanie ndistained byiadU8P,

rights of each user, as the rights are associated with the conputer éﬁg
i dentified by MA®highddenifics spurcpreguthonzad jg eommpBICRSIFL the stk via thefal’

authenti cation Otl'hé%%r&%?ﬂﬁ Be gﬁbr@&ﬁt% Bidt B1eB8R AW AP d0 Wdy belIBSatsPI £§ | S

internet address and stored on any computer accessible via internet protocol.
According to one aspect of the invention, a separate source profile exists

for each source accessing the system. Source profiles are maintained in a source
profile database, which may be an internal component of the AAA server 30, an
external component of the AAA server 30, or a separate component in
communication with the AAA server 30. Preferably, the source profile database is
located external to the gateway device and network to alleviate administrative
burden on the network so that the network does not have to set up and maintain
separate authentication databases on each network or gateway device. This is also
preferable because each gateway device 12 allows a finite number of users to
access the network, which requires multiple gateway devices to accommodate a
large number of sources. Secondly, administering and maintaining one
consolidated database of authentication data is easier than multiple smaller

databases. Lastly, locating the source profile database external to the local
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perfornmed by the AAA server 30, illustrated in FIG 1. The AAA server 130MAR 200
stores source profiles corresponding to sources identified by the AAA

server 30. According to one aspect of the present invention, the AAA

server 30 is located entirely within the gateway device 12. According to
anot her aspect ofictwhek canralemwtdndSP or tlird\pextisprovisier ROmaimtain thepronfidentiality of

I | i f ] . I . whi gh . | .
Gat cvy Hevi co. 18 HPRE arb VAR R R hosk inddp GhirSt EEiRoL bR ey o
entirely exter nahﬁ&ﬁﬁ&mhgwmpnggﬁrggdeﬁﬁg_ exanple, the |ocation of

the AAA server 30 may be such that the gateway device 12 comunicates with
the AAA server 30 vi aThetseumeprafiloingbules ongoomdienpmes, passworispasifirenses, of

t he invention, t ser 0 can he mai.nt ai ned by.an |l SP, ..which.
dent | 11 65 sour cLLAN (eSS L pditrEmnd mutre B R AR S eniPh i sesp.
Therefore, it W hdsie BRP Qtb@! Whdnhdoutddes AMMhpt €6 ¥&desPPnoMrboialtRcat ed at
any internet address and stored on any conputer accessible via internet

protocol . Accor dgatgvapdones s fechAdfsertes 30 attempisdn authepigpse thesousabye
profile exists for each,6source accgssi.ng the system urce. profiles are
i nt &t ned  n s SOUREEE LT piecERp AR b he ik e el R I At
conponent of therfdihed BoMEhe dtewa dedid 7 BALOUSQ B AR EHNINY the REurbeMienfityy er
30, or a separate component I'n comunication with the AAA server 30.

Preferably, the 4oandiuspaive ¢xampde, aimeea user atteupts dol aesesethealctwaerkibyeenggaingway

device and network tao_all.eviate mnistrative burden on the ne SO
Chat the net wor kb Hss 3D et Bsserd. kit T A a¥iofy Bt eorapd et AT 1Bs

aut henti cati on dai@EhRsHErdsBtofAGH theeioditedprofilediatasy totivdritne thaiigertity of @
pref erabl e because ‘each gateway device 12 allows a finite nunber of users

to access the neteRoAk sudhhihesopegurefils daiabesegeacigty camprigess databaseor data

accommpdate a | arge nunber of sourges. . ) el jﬂg A A A
mai nt ai ni ng one ﬁg%gggﬁaﬂ%{necgna%%%%lgg %&gﬁt@%é%tgi@gﬂs%&g%a | gqggm er
than nultiple smadri@r3o ciphrbaydsvick a3 wiere tincutdegprofils dacibaseart prbedssor
dat abase external to the local -12 15 MAR 2004 network can allow an | SP or

third party proviges inconjmmctemniorronparesrsagiverbaitibites 1o stared squacs profilsrat i on
stored within thﬁlf a?it&ﬁse%i?ggllrﬁh%%&eaﬂ{j control the database in any
y ptovide

manner the third par t oV I 'so desires. The source profile includes one
or nore nanes, passwolHs sockiprefikedatabase may comprise programmable storage hardware

or like means located on a conventional personal computer, mainframe computer,
or another suitable storage device known in the art. Additionally, the means for
comparing the received data to the data within the database can comprise any
software, such as an executable software program, which can compare data. For
example, the AAA server 30 may store source profiles on a hard drive of a
personal computer, and the means for comparing the received source data to the
source profiles resident on the computer can include computer software, such as
Microsoft Excel (Microsoft Excel is a trademark of Microsoft Corporation,
Redmond, Washington). According to another embodiment of the invention, the
AAA server 30 or source profile database can comprise a Remote Authentication
Dial-In User Service (RADIUS) or a Lightweight Directory Access Protocol
(LDAP) database, which are well known to those of skill in the art.

If a source fails to correspond to a source profile in the AAA server 30 at
the time of authentication, the source will not be permitted access to the network.

When this occurs, a user or user associated with a non-user source may be
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VLAN tags, MAC addresses and other information pertinent to identi fy,1 SaW,mM
If so desired, bill, a source. Upon a source's attenpt to access a network
via the gateway device 12, the AAA server 30 attenpts to authenticate the

source by conparing stored source profiles in the source profile database
with the attributessestedtodnpatgonics prafHe nfasmaation tadha AAA serwr 30501that the

determ ne the soyrce. identjty. L 1b ti ser
attenpts to acceMﬁ%w%re dm%a?glgdéihe:%tugei #%Bﬁge tS\sﬂger I% aér{gcrpjgggﬁmgfngféjt he

user | D and passysycificall§, t6aReanest moflentatabatd. Hopexampld, hissapboksur shieofigd i n
the source profile database to determine the identity of the wuser. As
such, the sour celipedfusEeatipMUHIRACCERs ity BateWaYdATIRe e sAcronding farothsr ageach

. A TRD I s Koo el ok
Server 30 or gat SEAY ThRyRE: et iedo BB RERE B0 RARRY, BETHELE Ml B ks

processor work {da kel tih Oftlel @ gQRMAdEitibaaahfoetladén 1o idehtely thosaire, br
source profile information, as is well known in the art. _ The source

profile databaseinstapce shpinfarmation graxrbesptesedsyish thycaid of awebeagor POP® neans

| ocated on a conventional. personal. conputer ' e

anot her suit abl eC%riq’bollgﬁréelc?gWeéén A ™ r?tht eﬁ%&%@%ﬁ?%ﬁ#@? ty ﬁ%{nﬁggns
for —conparing thrthe geRivagdenias 22,18 effberustall by witohiepdgbecdiricdbmssgpabdiliny,
conprise any software, such as an executabl e software prg&rlsam whi ch can

conpare data. Fofescekedhsrein anddn o Patany Apphecptiony St No- 8830808+ Mfd | es on
a hard drive of r SQn tar &'P%H [ the
recei ved Is\(;urce @5?%‘??65% E%gdfg'lg@t'rllegg F%&%Mﬁg%ﬁ%logﬁ t eﬁgyr}'rgrgt%hrem%gan

i ncl ude conput er'[ﬁ@xfs%aw@ﬂtﬂﬁlorﬁplﬁ& AscesdTe AaseativorlEWsinl A Matvegdbévitedeatings a
trademark of M crosoft Corporation, Rednond, \ashi ng‘%gg). Accor jnﬁ t”S
anot her enbodi meRedistctionCapakiify’j (erferrede hepeapafise as e Bretan ARRICARM M e

dat abase can conpyy i Qaté ' I yd i
(RADI US) or a Li Bhoer 31?5? %P$1§°€ﬁ§{"§§e§%‘c§§-s‘*’%?508f?c9§Fﬂé“?'ﬁDAp ber! e ntided. |

are wel I known t 6SystaneAnd Mdthdds Hon Rietlizeating Uskfs ldadng TeansparentsCeroputer
Ut hent 1 cat i on. THE-SdarSlehyak Urite besaiers Proge HevBeRedieeiu hathiine”
e, oSSl S R RS ARG S iy 0o
server 30 so thalUstiseAttempting to Access a Network Site,” filed concurrently herewith,
inventors Joel Short and Florence Pagan, the contents of each of which are
incorporated herein by reference.
According to one aspect of the invention, the AAA server 30 can identify
the source in communication with the gateway device in a manner that is
transparent to computer users. That is, according to one aspect of the invention, a
user will not be required to input identification information, reconfigure the source
computer or otherwise change the source computer’s primary network settings.
Furthermore, no additional configuration software will have to be added to the
source computer. After a packet is received by the gateway device, attributes
identified by the data packet can be compared with the data contained in the source
profile database. Therefore, in addition to not requiring the reconfiguration of
computers accessing the network, AAA servers of the present invention have the
ability to authenticate sources without requiring interactive steps by the computer
user, such as the entering of a user ID. For instance, the AAA server 30 may

automatically identify the source based upon a MAC address, so that authorization

-14-



AAA server 30 can add the source's profile to the AAA server 30, and n{)r:'@m 2004
specifically, to the source profile database. For exanple, this may occur

the first time a user attenpts to access the gateway device 12. According

to anot her aspe

ct..of the inventjpn, wher e sour.ce.cannot he i.dentified,
the source may b‘Li t@ﬁ?‘ﬁ’é‘%"e‘am %eﬁlﬁﬁt%"ﬁﬁewwe%& wzlb%a@me?la‘_gé 3tithhal
information to igdgntdtyerB8h@as qbiehfine A uset, 25 H&E’orflg&ti'oﬁriﬁ{)nﬁ@mi&{'ac@@% ibe

entered with the aid of a webpage, a pop-up ontrol pane user

i nterface, whichegastedigrconipaning ie mibutes associatal wWith tleeecivad dite patlet
gateway device 12, as .effectuated by a hope page redirection capabiljty,
described her ei fSUHESA alllegé_erngglg,ﬂa){%}(pgegxp&cﬁ%}a agpdromghe gy Pﬁbg,
filed Decenber 9 b i A . ' |
Users Having il s bt b QY B0 PG Qe R hsigRlat P QIUTE dihe
Devi ce Havi ng Rady ilec be storddaypahinlthd sourderppbflerdathbase fvethet thafksystemasdt he
"Redirection Application”), in US Pat ﬁnt Application, Serial No.

09/ 458, 579, fi | daetpee ahifisPresentigyention can dypamically aythorzeaeqeside paticules
Redirecting Userg. kaui rent Conputer Access To A Network Using A
Gat eway Devi ce I-T%wlng d&%ﬁ%&%@t&?@n Capability," and in U S. Patent
Application, Entitl edOii@tht somcahas dytzblistitd thonetRedi sereice ngnnddsen yia the

Attenpting to Access .a Network Sjte, " filed concurrent herewi,th,. ..
i nventors Joel %l?qntlaﬁwnmra?f‘éﬁ3@%@%@%@%@4@%3@5 berogpemento faslisnear e

i ncor porated her&jh, hic n%?%?\ﬁ?ﬁ%%dﬂrwc&n?p‘ﬂ&eanﬂ%oﬂé tﬁe{‘%té't\ﬂa‘éﬁ”t ion,

4
t he AAA server 30 can |f]'g{1t| e source 1 n conmunication w
gat eway devi ce ideviceri@noemmhaites svithtthaAdasamer Iotocosymitle soursepmfildhat i s,

according to one _aspect of the invention, user W.ll. not he required to
ot | dent 1 f | caPRORaRApGF RO Mot B soiFreebln il malp s e
ot herw se Changegéta?ay,s&ﬂ&easgé?ﬂﬁlbkt fihy fhcRide BBV (NEdddsknafd bf I8 Tircuit ID,
Furt hernore, no addi t’i onal conflgura¥| on software will have to be added to

the source conphitlingscémerelateddathaserviee level alatae dsdpprofile dgte eamgte g radated
attributes identified.by . the dat acket cagn b red with the dat
contai ned in theé%t??gé‘%f}?t&fr?'iaédgﬁ QU %é}lgtfsgﬁwsﬁ'&ﬁﬁ %"rﬂ“i“’é‘swg‘t
requiring the regqné batbivay H&cOT2 aORRRUILRE IMfEESA ralgtifdR Meky@ck’s AAA

servers of the present invention have the ability to authenticate sources
wi t hout requi ri mythorizatior tights and epsofithe nefwvoriomp ig vext cyplained dndefalds t he

entering of a user |0, ffidd1RLANERcAlE ue00 BEMSL s30T or U LPMBL Cal 1Y

identify the source bas upon "a address, so at "authorization |
invention provides an authorization function, in which the source access rights are -
determined. The present invention enables dynamic authorization of sources, such
that each source might have different respective network usage or access rights.
After authentication, the AAA server 30 compares the attributes of the source with
the access rights of the source associated with the user, computer, location or
attribute(s). The access rights may be stored within the source profile database or
within a separate subscription database located internal or external to the gateway
device 12. Therefore, separate databases may be utilized, where one stores
identification information on sources for authentication, and another database
stores the access rights of those sources that have been authenticated. However,
because the profiles of all sources, identified by attribute or a combination of
attributes, are stored in a source profile database, it may be advantageous to locate
information regarding access rights in the source profile database, which already

contains information regarding each authenticated source, as described above.
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-14 15 MAR 2004 of the source can be readily determined. Therefore, itl WMAR 2004
be appreciated that the AAA server 30 can determ ne the user, conputer, or
| ocation fromwhich access is requested by conparing the attributes

associated with the recei ved data packe such ag in a he r t he data

packet) with data dr afyeepiding @l@e&ﬁ%%’ltﬁ?gﬂ"lwg‘?ﬂ ﬁﬁ%&%&ﬁ%@ c\ﬂn{)alfbfmbsgorcs

descri bed bel ow, iﬁf@ﬁﬂ%ﬂ%ﬁn{dgﬁ.ﬁé ?c‘%?%‘?@‘lt%?é’s%ﬂr&é? ]ﬁl&ec (€8 solRY pﬂ:lfﬂ@ be
I1'e dat abaSe so t

stored within the source pro at the systemand nethod of
the present inveditabaseeaay ehnmminfainhatioaundicatingahaicrasscd lmvpeg a pastirelar MAC

services or destinations. Once the source has, establ i shed twork ser
vice connection vfidresshas PHIRIAG Rre RIS RIEY ARIE e, St @@Q;Qt,‘?eea%esg or

tunnel ‘has been apeARes B&e@%h%s@]gt iGRFFHSHh GRS s bf NBoRE tyRSAmphe

source computer and a network, eway device 12 communicates with the
AAA server 30 tosasseantipenthousesampy rdceive free mhbimited TuterebaccssiurBerefprsci f i ¢

data. The source profile informatjon that the t eway device assenbl es nmay
i ncl ude a MAC adéswessTighiafan be ayatablejcoptingent \?i?Oﬂg‘g‘FFPﬁ“?‘/iﬁ Si&?’ﬁg‘ﬁﬁ?‘?-@i TQPB’S or

data, service | e‘ﬁaggx?%t%tusgﬁ.gé self?tre?f Inl Ris@3Li4; nd BIFReR identificAtRIndl Bdhuidal & thand

i ke data relate S As such, the AAA server 30 can transmt

to the gateway déndatien fidnawlichelpiscirdeds rafuestingtacorssiekagwmty the gatsavag davice' s
aut hori zation rights and use of the_pe rk, as is next explained in
detail. In addit PB#StORbnbRSRUeeRPH ‘{?&F‘%“' the AAA server 30 of the

present i nvent | on pr gy 8fodih aSROIkARER cbMElng ol Brdfibgliciie sour ce

access rights are determne resent 1nvention enables dynam c
aut hori zati on of asthorigebto aoess, tht baurcepofilsdaaage paghlso inpludedipe¢iakizedt
respective network usa

e or, acce rights. After authenticati,on, the
server 30 conpar &°8H %?’E‘?‘HOB@P%%?%‘?A ‘g'ﬁ'tég%ﬁ}cb‘ \ﬁﬂrﬁe’ S‘E‘lﬁléa%\ﬁlggjggdwd&h?ﬁf
the source associtﬁés%%eb@'éé gl:tcl‘:&?oy&ﬁ&ﬁi FRER Lo thOSUrbOShoRild bdiédtel LIRS ) -

The access rights may ored wt t he source profile database or
wi thin a separ at exsmpleca ugdriaccessiag deasewdidmned penthouseamay receivedrighert o t he

one. St ores. | denBRiSEE BRTDR BB ST EToLa s P iy SageRt LR s8R0

oL 02 e pofL e oSl o pasng o) e ot

attribute or a cdwbil nedmghe bbtel network administrator may enter user access information into
the source profile database based upon access rights associated with a room in the
hotel. This can also be done automatically by the gateway device or a local
management system, such as a hotel property management system, when the user
checks into his or her room. Additionally, the user may establish the information
to be contained within the source profile database upon first accessing the gateway
device. For instance, a new user may be directed to enter a credit card number, e-
wallet account information, pre-paid calling card number or like billing
information to obtain access to the system. A source profile can also include
historical data relating to a source’s access to the network, including the amount of
time a source has accessed the network. Specialized access or accounting
information contained within the source profile database may be established by the
system administrator, or by the source who has purchased or otherwise established
access to the network.

According to one aspect of the invention, the authorization capability of the

AAA server 30 can be based upon the type of services the source is attempting to
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attributes, are stored in a source profile database, it may be advantabé&@gzm&
to locate information regarding access rights in the source profile

dat abase, which already contains information regarding each authenticated
source, as described above. -15 15 MAR 2004 According to one aspect of the
i nvention the soagces, fidhfdslaelesttiatibaaddrsispideatifiedbp thdbiatedwnydizvicei 12dakde
access rights of a source. For exanple, a source profile database may

cont ai n i nf or mat #R$W dairesaiveh Fomihe sauretorpmpriteravihslegtingtion icag bap degtmation
address has purc - pal jve | ' free
access or unli né] ézgtg%gg&s)ﬁéﬁggﬁsﬁ 0|§1r1 ng%og?’f}%réﬁ nge'rIgIgFrﬁo%ng}%eo&n@]%%% an
hotel, for exanpiapabilispiof the A sEeat300¢aaeR, babBlupgoRraRe Yentértappdidy proiocel

I nternet access. Therefore, access rights can be avajl able contingent upon
the source's | ockaingptagseiged.r denprdiag to thesustpmrind mathed ¢fdhe presentiiayentipp, t hi s

event, no further | Lf]catken ks [ LI ocat | fromwhi ch
the source is re%fﬁ#égjﬁ ﬁ%}e “at %@@erfé&ﬁ%%b? %&Fﬁi;%r%g%{lg\,%{)’ccggvspggat aﬁﬁgr\éﬁored
in the source prgjuides caRbebaherizeducasitsltd 4 parit@lapdddtinaibn tised 6B itiedtcess
concerni ng what each source is authorized to access, the source profile
dat abase can al sughthassaeietedyath the respertivasewses. i Hiaselotn, penerdiss sethetnsesenwi th a
particul ar source uch as .the. bandwidth of  the source' s . access. .0f a
Pomepage t o whi oRVERE RSP AERETCh el tq e e aSatag L
accessi ng the nefgiRicks kilgBatdo BRMU ARUSEhERYurEE Gfdly bR pRevthidQiccesa fieRsa baud
rate than someone accessing the network froma %glcal hotel room For
exanpl e, where aparieHar siteithaaAddasesyar 3 dgems inscerssiblpetodhe sanage ersed ypot them a

hotel room the hotel network admpinistrat ent.er er.. aCCess

"ot or mat i on 1 nt oouses AEhReafoR PRl dhe AR BINRG HEGAAE TR oy
associ ated w th @veivn dlRwseme dehl kourdddits cofiecalizectiyto dapecifivkideraiiticad | y
by the gateway device or a_|ocal nanagenent @'St% such as_a hotel
property managen@rdit egrdtos hilling earvars forgelectingthiliing infamatiang whichran collegh
Additionally, the use Y. est abl i sh | At | be cont.ai

w thin the Sour oeiRaH o BEhR R, i\ed 6 BOLEE hite b8 LBl e

devi ce. For i nstsyuec thérehftdy auttRbizedycchs tdineedesl Accedingto theGySdirtandar d
nunber, e- wallet account information, pre-paid calling card nunber or |ike
billing infornelFbedod thanrasent invention, 2 gourefes aythprzation cap alse depenskynoa can

al so include hi &qjgf{dvgf@%ht&az BuchSh AlshOgnd G, SORECHe SeRRR] bk SerbdiEaBELMPT K,

I ncl udi ng the anp
specific time, after a specific time has elapsed, or according to other dynamic

information determined by the network provider. Furthermore, authorization can
be associated with a combination of attributes. For example, a user may be
authorized access to a network where the user has input the user’s identification
and has accessed the network from a particular room. Such a requirement could
prevent unauthorized users also staying in a particular room from obtaining
network access. Therefore, AAA can be based upon the origination, desttnation,
and type of traffic.

By way of further explanation, a flow chart of the operation of the AAA
server 30 will be described with respect to FIG. 2, according to one aspect of the
invention. In operation, a source computer requests (block 200) access to a
network, destination, service, or the like. Upon receiving a packet transmitted to
the AAA server 30, the AAA server 30 examines the packet to determine the
identity of the source (block 210). The attributes transmitted via the packet are

temporarily stored in the source profile database so that the data can be examined
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time a source has accessed the network. Specialized access or accounti ﬂgr’ MAR 2004
I nformati on contained within the source profile database nay be established
by the system admi nistrator, or by the source who has purchased or

ot herw se est abl i shed. cess to fhe network. cordi ng.t o one f
the invention, t%&%ﬁf?ﬁ%]%ﬁ“‘% PPﬂgbgoﬁﬁw%)mmmpteg%gg%mge
based upon the tjyRRe plckeflatiif@idd RRwSAUNERmatoRishRIP BBdreSs, sddicd PoARK2004
access, such as a destination address, identified by theagat eway device 12

based upon dat dayadeformdtin, conrch b ACaddiesss Mg\l ¢ag, cirenit HagdestirationdPcan be
a destination port, Internet address,. TCP port., net K, OF e like.

Mor eover, the aLﬁi%ersﬁ’z‘{@}ﬂl%mnfgﬁaﬁﬁoﬁcﬂltmfz’ F?aﬁ%et{&ﬂf’ %m?g’eerhkfol‘ilg‘?{ thlé based
upon the content;ntyREBH iPHELETRland RO abdedFluédt@DiroMG Rl Tg nidtcHeb e
system and nmet hod of the present invention, each packet can be filtered

t hrough the sel exgainsethaanthprisatessf thas sptrse (bagk 230)al | sources can be
aut hori zed access to articul ar stination hasgd on the access . r.ights
associated with the r@g T @8@&3@?’6 %@%?%P%‘fbya%%?%%gwtab‘ﬁ}%w t[1)c%‘:11esent

i nvention, each xti%l{f?stbma i Y SRR SR databSsca g @SSosaibll dctioheodn @edt.i nat i on,
the source is subject to the AAA’ so the source may be prevented access

froma parti cul Specificallytdnee Asgurse’s wathogeatipaaights kavedess refrievadghe Behdour ce

based upon the sourge's authorization., Alternati t he t
according to theseﬁ'feég‘ﬁﬁ?ay #Je%%ﬁ?ei HIPULTS 1BHEVE Bcr?gssoir/ﬁa qbg %Ilrd@%\oﬁg pggt%ﬁsesct
directly to a speg bt & fitheve &YER 226. Fisedisbureaistieemelivhlid (ie. St@H4RE Scdess)
collecting billing information, which can collect paynent or billi gg

i nformation so twherethesoumerprefilsrdatabase sostatese [fip setireelisAeteriecd 9 &gy

t hereafter authorized acce t o.networks. Accordi to d

net hod of the pr&§8AYef ﬁ&éﬁ‘i ‘Eﬁ‘?,beﬁilggﬁﬁliioeprgc%\e@;%% ??glaetga%ér?%ég&lncﬁﬁ%s%%%epend
upon objective gdiivbBisicR onBiEErAiSesthé % lafdobiatdd®ith e sblirk Wiklesieasdesn can
be termnated at a specific tine, after a specific time has el apsed, or

according to ot hlockya3i Sltemativrdydbs snureramay he Frirepipd the PRBARRER: 381 ovi der .
e e S, 0, A B O 0

attributes. For cess to a network
where the user haguésilietibk. USeexanpleenisef inagthe antonsatidaly foraaniedted usére
network froma particular_ room Such a requi rerTE culd p ev%rr%

unaut hori zed useinpubdestnafioaddesss, Sueh a0 [Nk & ‘i?% PSS XY tf%user
has free access associated with the user’s hotel room. Alternatively, this may
occur where the user has already purchased access and the user has not exhausted
available access time. Furthermore, an accounting message may be initiated 230 to
log the amount of time the user is utilizing the gateway device such that the user or
location may be billed for access.

If the second scenario occurs, in which the source is deemed pending 224
or in progress, the sourcé may take steps to become authenticated (block 240) so
that the source information is recorded in the source profile database. For
example, a user may have to enter into a purchase agreement, requiring the user to
enter a credit card number. If the user needs to purchase access, or if the system
needs additional information about the user, the user can be redirected from the
portal page via Home Page Redirect (HPR) and Stack Address Translation (SAT)
to a location, such as a login page, established to validate new users. SAT and
HPR can intervene to direct the user to a webserver (external or internal) where the

user has 1o login and identify themselves. This process is described in detail in the
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15 MAR 200
network access. Therefore, AAA can be based upon the origination,
destination, and type of traffic. By way of further explanation, a flow
chart of the operation of the AAA server 30 will be described with respect

to FIG 2, accorgli .0_qQne..aspect, of -t he. invention. |n operali .
source conput er I?%‘ﬁ%@é?%%B“‘@i f200)" éncPcl:lglsng e &Y \%&ﬁ?ﬁﬁé@& i"#lé{rpgtﬁo,n’
service, or the thelsSer i4BRA bk PeRhitbNBcRsPRGRItihdtRNSA s (b1b&k 230)250PA
server 30, the AAA server 30 exam nes the packet to determne the identity

of the source (bWhete the formmitiongprovidesiis dssuificiend the vssd will aot beeayhetized ar e
tenporarily stored i h ur.ce prof.i.l e database so that. the data can he
exan nod - 17° 15 ToReesablosk 20 UGG s g N eD Bropieg m SBGe e
source. The attridiud BsveCRBERI2NEEo tHah tHeReia GkEperfiftfed OGCHES anREtRtoN via

i nformation, source |IP address, source port, link [layer information,

sour ce MAC addr etbs netwioski(black 26@)r cuit 1D, destination IP address,
destination port, protocol type acket t nd the, like.., After this
information is ident ?#F%H"%fr%’p‘%{ootﬁ%a?coggélg@hfﬁ%fh%éﬁyéﬁn}sr%%Igeté%{fr%tg'h? s
mat ched agai nstp08¢ AVehSd, 4psd AthSHizihP @boRBdhdRoflPAReks, BROAA A €erB0

source profile has been determ ned by accessing the authorization rights
stored in the sowangegiptepfn heodrtingrareto idpmtify thad she dplueceds afenssing e neswork: |

Specifically, onge.a soutrce.s authorizatiqn r.igh have been.retrieved the
AAA  server 30 E%ngélé’eﬁ}?%@e&oﬁ%f Ogoorﬁgwn%(?%g?sn Qr?( T8"'8% “Pendi ng or
in progress 224;cc86nting 6P cdnBéQe@ASeRTDYARO A AR b&ver 30. SQtHOUAtInG sEReBEd

valid (i.e., to have access) where the source profile database so states.

If a source is duepseanheddentifisd by ahe gatewayndevigsh2cas by the 444 servah3®upen 2 oned

to proceed out of the e .devi : r | services
the user associ ated wi %ﬁﬁ?r&%x%o uorrcaglalv(\)n%siﬁ%%ettoc? Qg%:sé\,gg E gh%bcfegg{}étg)gb) .

Al ternatively, thetiepmbesadfyntig et 6ratdpdah be teghaeredlin flegeurceprofileser i bed
in the Redirecting Application, prior to being allowed access to.the

request ed net wor %an Fegitored imp Hatabase sepsraterfrpmibe Afs servecdl a8 bogrigd ekl o a
- t dest} ' : | e,
where o bser - hold e hEWGRECTaRGN? My B At AT 16108 L e slabipataP! ©

Al ternatively, tihdikatedie apoantrof\tiner £sduie his beehasesingthd neppwrkhdbeg thiscess

and the user has not_ exhausted available access tine, Further rmrﬁ, an
account i ng nmessagaiaths iEe befeen sacercougingtart and accounting stop can be taltied so

that the source’s total connection time may be computed. Such information is

valuable where the source is charged by an increment of time, such as an hour. A
billing package, as are well known in the art, could then tally a user’s total time
accessing the network over a set period, such as each month, so that a bill can be
created for the source. Because networks and ISPs often may charge a set rate for
a specific duration of time (i.e., flat rate pricing), such as a month, regardless how
much time is being spent accessing the network, accounting stops and starts may
not be required for billing purposes. Nevertheless, accounting starts and stops may
generally be recorded by the network provider or ISP for usage statistics.

An ISP or similar access provider would additionally benefit from being
able to track subscriber’s use of the ISP to establish bills, historical reports, and
other relevant information. Preferably, the AAA server 30 is in communication
with one or more processors for determining any fees which may be charged to the
source, or dué from the source, for network access or services. The AAA server 30

retrieves the historical accounting data in a real time basis or after a specific

-19-



| og the amobunt of tinme the user is utilizing the gateway device such fl5a¥aR 7004
the user or location may be billed for access. |If the second scenario
occurs, in which the source is deened pending 224 or in progress, the

source may take .ste 0 beco aut Lcat ed l.lock 24Q) So -

sour ce i nfor mat i‘B{‘?“Fai O%B@Gﬁ'ﬁgﬁ“?ﬁﬁt E)E%%E’E’cghe OBV e&éﬁéﬁ%‘énes.igg?a%%gﬁnpl e,
a user may have dagilyeRlc@EsiblahRd taRipufdtaie ot eaItR That theaidess providee(eus SISP) 0
enter a credit card nunber. |If the user needs to purchase access, or if the

system needs adwdhipradwat répefisrepcicotatiapofiany drsired bipe of histerical datan Fee

redirected fromthe rtal e via ne Page Redi r.ect PR t.ack
Addr ess Transl atquk%%r?mjetcgggurledléﬁ? ,aC%eﬁngé’éC%é’ tﬁ%ﬁ\‘éﬁ‘b %)d’gsgggégg shed
to validate new s&istallyiAg (R ChmtdPiof Gods hdtesHineme Thteritt hedrtaleme pefiods0 a
webserver (external or 1nternal) where the wuser has to |login and identify

t hemsel ves. Thi sandrfome specific lveslcs.i Meteover, anbers the peceshprovider pOvisR 2004

Redirecting Applicati.on. After inputting, an cessary and sufficient
i nformation, t HaCaLYe pPECCSHIOPSHS: %ﬁ'ﬁ???zéa%&rc@é%ﬁé 0 néle&gg :J(Ilfgt’?u “hddress
(bllock 230, 250)paud Yhey for bl&itibRd] FE<¥dhie @Bedas ProvitRe may Witk td AnalyRHistbHealuser

wi |l not be authori zc_agj access (block 260). Finally, a third scenario can
occur in which alatousingthesAAldsmpdr 30t basbmigehfstuae eestemendgemands h dich dada yser

is not permtted to access a desti.nation via the petwork

Ref erring now tdnf%%e?aéﬁ LRt ‘:F%}ﬂ%st%fﬁ“ﬁ?f Ogiggineg]’rgwaar,ll\%at}%g #otgéé%o%?s%%s’
present inventi Qfie bARRAIAURRRIF bitlg AsED ticfinitRh WP bikes GRe hidve bdea tAhferred ver
30 <can register an accounting star% to identify that the source is

accessi ng t he neindeny othegppitingnt ipformation.t Flee 44y sesverc¥amay be snplementedat ed

t he network session accounting sto N | 1 t

server 30. Accodffﬂ%‘ﬁglzl(ﬁ?ﬂ p&gmxggagch %ﬁ%&glﬁ‘é@ﬁ% $Iitu§{0ge%§£¥rﬂ’eﬁ§1a eway
device 12 or by phedid IaRmee Billidg Sefivai (nkOUfRRirsd By Lhedit Tegknodogies), or
authori zation to access a desired destination. Furthernore, accounting

starts or stops TRH BADIEYAsceydanti n t he source profile, or can be stored
in a database separat ‘fl%?a@%r%ei@é@tﬁa%&’ee O 3057 5 HahithRy B8lount © the
unti $ s

network. Typically, acc arts an ops I nclude“tinme s%arrps t hat

i ndi cat e the anmipiiceQiccdssi®a detv@ilk rethBasmb apnnadn edicnaeceiteis cettamideblddgi ng

this data, the tinme between the accounting start d accounting stop can

be tallied so asource by source basis. That is, the AAA server 3¢ can maintain accountin
records that vary depending upon the identity of a source, source location, source
requested destination, or the like. Like the access or authorization rights, this
information can be maintained in the source profile database or a similar
accounting database. For instance, the AAA server 30 may determine that a
particular source is only charged for accessing particular sites, and will only
register an accounting site when those particular sites are accessed. Therefore, the
AAA server 30 will identify account information stored in the subscriber’s source
profile to determine accounting starts, accounting stops, billing rates, and the like.

Many modifications and other embodiments of the invention will come to

mind to one skilled in the art to which this invention pertains having the benefit of
the teachings presented in the foregoing descriptions and the associated drawings.
Therefore, it is to be understood that the invention is not to be limited to the

specific embodiments disclosed and that modifications and other embodiments are

intended to be included within the scope of the appended claims. Although specific
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that the source's total connection time may be conputed. Such informaflidoMAR 2004
is valuable where the source is charged by an increnent of tinme, such as
an hour. A billing package, as are well known in the art, could then tally
a user's total tinme accessi t he ,network .qver a set perio such as. each
month, o that deBT a8 G Refel AR S peary SipsforiCondit i Rt e g
| SPs often may qﬁarngef@pgg;osésa@fqhﬁmﬁona specific duration of tine (i.e.,
flat rate pricing), such as a nonth, regardl ess how nmuch tinme is being
spent accessing the network, accounting stops and starts may not be
required for billing purposes. Neverthel ess, accounting starts and stops
may generally be recorded by the network provider or ISP for usage
statistics. An ISP or simlar access provider would additionally benefit
frombeing able to track subscriber's use of the ISP to establish bills,
historical reports, and other relevant information. Preferably, the AAA
server 30 is in comrunication wth one or nore processors for determning
any fees which may be charged to the source, or due fromthe source, for
networ k access or services. The AAA server 30 retrieves the historical
accounting data in a real tinme basis or after a specific -19 19 MAR 2004
interval of tinme has el apsed. Preferably, the AAA server 30 retains such
data in an easily accessible and nmani pul atabl e format such that the access
provider (e.g., ISP) can produce reports representative of any desired
type of historical data. For exanple, to project future use of the access
provi der, the AAA server 30 produces reports tallying the nunber of users
accessing the Internet at certain tine periods and from specific |ocales.
Mor eover, where the access provider provides alternative access to users, .
such as charging for faster connections (i.e., higher baud rate) for
additional fees, the access provider may wi sh to analyze historical data
using the AAA server 30 to best neet future custoner denmands. Such data

may relate to network sessions currently on-going, the duration of those
sessions, the bandwi dth currently being used, the nunber of bytes that
have been transferred and any other pertinent information. The AAA server
30 nay be inplenmented wusing well known progranms, such as Eclipse |Internet
Billing System Kenan Broadband Internet Billing Software (manufactured by
Lucent Technol ogies), or TRU RADI US Account ant.
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It wll be appreciated that the AAA server 30 can dynam cally account{ 5 MAR 2004
‘source access to a network in the same manner in which access is

- custom zable on a source by source basis. That is, the AAA server 30 can

mai ntai n accounting records that vary dependi ng upon the identity of a
source, source |location, source requested destination, or the |ike. Like

the access or authorization rights, this information can be nmaintained in

the source profile database oTHATSWHICH IS @CaOMMD:ng dat abase. For
i nstance, the AAA server 30 may determine that a particular source is only

charged for accessing particular sites, and wll only register an

Ana sorver 30 wi I TR PBENTpRra b Bl Ao BORRRSR: SR Rifdil?.

sour ce whiéth ithesdudeedie tasdodi afed Wit @ Itircd gorfpued IfavirCaoediit AdedtaRsia bi | | i ng
rates, and the |like. Many nodifications and other enbodi nents of the
i nvent iggkewayIdevicsneharasterizied dn that Banathed ¢auaprisss thesstepsoft o which this

i nvention p j - i e N t i i e
for ego ng adeedVilRab e by abiachieRtida Bhupsh B BOCAULERmpREAIUT Rl aboded® |
under stto @ik ddpabrki (26);i nvention is not to be limted to the specific

enbodi nents di scl osed and that nodifications and ot her enbodi nents a

| e
i nt ended t o ifentifingsaciniptaasircigted wih the sorrachesednonRpckeldransmitied ﬁi?mgh

speci fi.g, = i Thy. y are used in a
generiéﬁ%ﬁﬁgﬁéé%r p?ﬁsgfgéﬁégagﬁigy&%ﬁ%&%%'(?g%gﬁgabgggs of limtation. 15
MAR 2004 THAEcHsIngH dotrdelppbileRorréspofdingitd da doarcesat attrabinya somnder mrbfileng and
custom zi ng source access to net wor k erein the_ source s asgoci ated
with a%%ﬁ%ﬂf@sowmgﬁl&&@w%bégﬂ&w aJrEpule, Wb_ﬁ&}n Bespie
char acg}ﬁgﬁmqtdb ézi)e%cakéaeex@&hmgt WaCRvidi]1 D RSN bmnhGhGkivh RtAhe t he

gat ewa evi ce a request fromthe sSource conputer (14) for access to
t he netgataviay(@9jce (I12gntifying an attribute associated with the source based

upon a packet, transmtted from fthe source caonputer (14) an cei yed by
t he gat eway ‘H%VF’@&E% IPYFee ChTaP e, g%"%dfﬁs%fﬂtg‘gceﬁ? i &Fé)e%?gég@oﬂﬁﬁﬁg to
the SOoULeRyAubvadeQT Efkuch (1fat R LRetRFEm|tRd fih aRADArceWafipRtdr (14)aematisce
profilée is accessed based upon the attribute, and wherein the source
unaltered by said gateway device (12), and wherein no configuration software need be installed

on the source computer {14) to access the network (20).

2. The method of claim 1, wherein determining the access rights of the source based
upon the source profile comprises determining the access rights of the source based upon the
source profile, wherein access rights define the rights of the source to access a requested network

destination.

3. The method of claim 1, further comprising assigning a location identifier to the
location from which requests for access to the network are transmitted, and wherein the location
identifier is the attribute associated with the source.

4, The method of claim 1, wherein accessing a source profile corresponding to the
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profile database is |ocated external to the gateway device (12) and i ho MAR 2004
~communi cation with the gateway device (12), wherein the source conputer
(14) has transparent access to the network (20) via the gateway device
(12) such that the packet transmitted fromthe source conputer (14) renains
unal ter, i I i f j:

sof t uar LS sqP P IELENRE O GrHEboralh SUREE o iR FOPRWIRLIA e,

net wor lsofr2® profile ddtabasertohguaised 2 ehaiterndthemivatien diabat wenervicg (RADTBHSesS
rights of the source based wupon the source profile conprises determning
the access rights of the source based upon the source profile, wherein
access rights defq | wor k
dostinati on 3. THE meRRd o BRI | vhbDR FOHHE 4 e o oA o T

| ocat i @ouricel eompficesractessinze soucegirefile starehimdisontcerprafilestatabiisn, waecas thet 0 t he
network are tgqr;ﬂnam' gt ed, and wherein, hﬁ- | ocati on idergéi];b%rp i s%hhe

at t r i bIPWeRBEYF 4pahassk mArises A ughtweishy diragiery asttss araipcal (LPAFL S2ifRd e n
accessing a source profile corresponding to the -22 15 MAR 2004 source
conprises accessing a source profile stored in a source profile database,
wher ei n t he 6. sourBe pethbdd oé cldam dbasthecoamprisiesupalatingthesontcetpeofileciatabase
dial-in _user service c&F\’ADI 518). 5. kThe nmet hod of claim 1, wherein accessing
a sour CHBARISY PUH: IEEFEHICRT™ YKt he source conprises accessing a source
profile stored in a source profile database, wherein the source profile
dat abase conprises a lightweight directory access protocol (LDAP) database.
6. The nethdd of Bhicangthed of glatrhdr furtbapedmpriningmeiatdingg i thesourcedrplilsf i | e
dat abasde when, .a ne sour&eﬁ’ accesses the netyork. 7. The met hod of claiml1,
f ur t herd2feBAT2 WSIOECALIOR Of M5 SREoe ik LheS QeI ™¥ 8t il e  dat abase a histori cal
| og of the source's access to the network. 8. The nmethod of claiml,
wherein the attribute associated with the source is based upon one of a
MAC addr ess,8. UserThepmgthodofsiajm 1 awhersindthe attmputp agseeiated v idle thesppiseds basedm
whi ch tu%?) %‘ﬁgﬁ?imerad%&%? ﬁse}ﬁ?ro??ﬂ}ﬁ\tl %0\9@ ecf&iﬁp&@'sbhﬁ:g'co ufdl &rolft hod
of clai I_lL, erein recerving a he gateway device a request froma

sour ce whith #raeqsest fuTpctaseto thh actsiodh wak tragamitted. ng a destinati on address
fromthe source. 10. A systemfor selectably controlling and custom zi ng
access, to a network, by a source, where the source is associated with a

source conpuj er afglk RS SEEIlNT, RREMR fecdilMgat the gateway device a request from a

source for access comprises the step of receiving a destination address from the source.

10. A system for selectably controlling and customizing access, to a network, by a
source, where the source is associated with a source computer and accesses the network via a
gateway device, characterized in that the system comprises:

a gateway device (12}, wherein the gateway device (12) receives a request from the
source for access to the network (20),

a source profile database in communication with the gateway device (12) and located
external to the gateway device, wherein the source profile database stores access information
identifiable by an attribute associated with the source, and wherein the attribute is identified

based upon a data packet transmitted from the source computer (14) and received by the gateway
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gateway device, characterized in that the system conprises: a gateway 15 MAR 2004
_device (12), wherein the gateway device (12) receives a request fromthe
source for access to the network (20); a source profile database in

comuni cation with the gateway device (12) and |ocated external to the

gat ewayqdgyd @@y affier ei n the source profile database stores access

information identifiable by an attribute associated with the source, and

wher ei n t he at Authentieatios, Actwriziti@tandoAsmanting A AA deteerf3dketcommanscatiohed

fromthe. rce co t.er 4),and recei by the gate -23 1 R 2004
v ce TIBYLE ERiEw anOaic il AhafiiEse Prable R Mo dn b 1A g aan
server §3hnihes FAERYUCAL eRfkled¥o laBedsh theO QYR 2 0PYdsEE up drithe ABEEsE HEbARation
profil e database, wherein the AAA server (30) etermnes if the source is

entit| estoted witlup dlse schecamrpiilerdatabasy), abd wbdreupie Ahd saveetd)) idafeonimgs then

t d within.th file datab , wher ei n. t he AAA 30
et or m sy s G B8S0Ee ChPtinrot G PBRG AeaRe Ieapied ot A8e St ARE ot | no.

the ri gﬁ@sﬁngtﬁoﬂggss,%g%e%rﬁg ss destination sites via the network (20),
wherein the source conmputer (14) has transparent access to the network via

t he gat eway whessicthe(sopice somputehéld) hhetrapsparepbagcess to thawstvorkedathogateway

source ¢onpu r ins_.unaltered sai d gat eway dewi.ce (12), and
wher of iR 02 pishihed B BB Reckl Bohifis Bopvy SRt B I Bbd® conput o1
(14) t Ouxmw@&d.t $ied patwey Hevidd)12), bhd wileeif 6 ko @irattdrdddfwldde n¥diEt Cinbtall&@
packet received by the gateway device include at |east one of VLANID, a
ci rcui tonthe saﬁ@easommteagm)ég@@cewt.heméwwiwm of claim10, wherein the
source profil e database conprises a renbte authentication dial-in user
service (RADIUS). 13. The systemof claim 10, wherein the source profile

dat abase conpli segha systégifeRigN0, eheeit he padkecassived by deogatéd D AR vice

dat abase. 14. The system of claim 10, wherein the source profile database

i ncl udeickidsial feast arig of SILANIPs a chiewst I ad adfdCaddresach respective source
profile of the plurality of source profiles contains access information.
15. The system of claim 14, wherein each respective source profile contains
hi storical d2ata Mheaysteg of olafrhd Ogwhatkinthe eduroeprofilkdatglcass somhprisessaeinote

det erm Bl Bhdcifios 13195 Sse Sovice AU et Wor k access.

13. The system of claim 10, wherein the source profile database comprises a

lightweight directory access protocol (LDAP) database.

14. The system of claim 10, wherein the source profile database includes a plurality
of source profiles, wherein each respective source profile of the plurality of source profiles

contains access information.
15.  The system of claim 14, wherein each respective source profile contains historical

data relating to the duration of network access for use in determining the charges due for the

network access.
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-24 15 MAR 2004 16. The systemof claim 10, wherein the source profil&MAR 2004
_ database is located within the AAA server. 17. A nmethod for redirecting a
source attenpting to access a destination through a gateway device,

wherein source is associated with a source conputer, characterized in that

the nethod 1%.0”pr’l-*h%%?stteﬂeof%‘ia‘?ﬂslOc,’tvhlgfe‘?d:ﬁ‘lie\él)ﬁge ?go({glg'ﬂatgﬂés@i\??ﬁc giugiﬁqiﬁﬁ@ a

request fromthe soufce to access the network Irdentityrn e source
based uJpohseamwenttri bute associated with the source; accessing a source
profil e database | ocated external to the gateway device (12), the source
profil e database storing access rights of the source; and determ ning the

access i 9Ny of A BRiRpUBPRANBSRH HoARA ferbRPId 188 ifbidN BN Ce

wherein the access rights S e source to acces
dest i nghteony dieties, whaeinlseurchét asssdiate@@)ith avdoarceicontpleer scharaerzedputhar theld)
has transparent access to the network (20) via the gateway device (12)

such t Fsth nses e stef'ed from the source conputer (14) renain
unaltered b I i j ' ' .
S0 twar o nesdhirs SHERMATHLAE: (DFredlast (IRUR SoRS € A0 OMPalM. 20),

18. The net hdmhtiffing ttwi souice, basddarponranaticibeei asgpcmtabwith ¢hqsoufde; e dat abase

conprises accessing a sourge . profile t abase cqnprising,a.re

AUt hent | cat POTFSEIRE PP R SEAIE ARG EsE ISGRRAIM A 4 e BV HEASNISE P rai m 17,
wher ei B, @eL BR:3115 BatBbe YopiR g REQsS hghtg AF 8lasRrceOHy | ses  accessing a source
profil e database conprising a |lightweight directory access protocol (LDAP)

dat abase. 2@ecteThaingtheadeass rightaiofthiesoufagibabesruponthe idshnficaiiogiod thawgpusce,

|l ocation identifier to t l.ocat.ion.fromwhjch requests. for access to the
ot nor R Mecefisriedis ding Ui it hh SSibe e atsheS Aegiation Br YR H6
attribubsvepRe®i ated with the source. -25 15 MAR 2004 21. The nethod of
claim 17, further conprising updating the source profile database when a

new sour ce adieaais & sonecefempytak (14has rpesprenhang e todhaneiverk (20) viatae
conpri %!at@g.ra%'cvitc@'(m) "Wt ﬁlaﬁghcﬁ&g AR from the source computer (14) remain

unaltered by said gateway device (12), and wherein no configuration software need be installed

on the source computer to access the network.

18.  The method of claim 17, wherein accessing a source profile database comprises

accessing a source profile database comprising a remote authentication dial-in user service

(RADIUS).

19.  The method of claim 17, wherein accessing a source profile database comprises
accessing a source profile database comprising a lightweight directory access protocol (LDAP)

database,

20.  The method of claim 17, further comprising assigning a location identifier to the
location from which requests for access to the network are transmitted, and wherein the location

identifier is the attribute associated with the source.
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dat abase a historical |og of the source's access to the network, V\/ner1e§ HAR 2004
~the accounting database 1is in conmunication with the source profile

" dat abase. 23. The nethod of claim 17, further conprising exam ning a
destination address identified by the source request and applying the
access rights based upon the destination address. 24. The nethod of claim
19, wherein determning if the source conputer is entitled to access the
desti nati on,addr [ L S
Where the  2Burcangrer o L SR Mg bR T e o eTPIME aReeae
accesswhaiba ntwesoneehockseds the aetmoikl, wherein determning if the source is
entitled to access the network further conprises directing the source to a
| ogi n page when the source profile is not |ocated within the source

profile databaseTnefhedSHTIAM 0 FurBRARbPHsifL kb i?l_rhnba%&ﬁﬁﬂzﬁa
conputer and a service provider network, characterized in that the system
conpr i datsbase adistgmikadfog df4he saureds aneks tgabenetyote wheeein 1129 adcnuniongdatibaat i on
with the conputer . 1%& connectﬁ'h]eg t he conputer to a conputer network
(20), WHECEPUMGAIART © SAHENRY B85%-12) receives source data that
represents a user attenpting to access the conputer network (20); and a
service provider network in comunication with the network gateway device
(12), conpRdsi nghamehideitiaimal 7, mtlee comprising axsdingg 2destination addeesset wor k
gateway, devi ce (12) and -26 15 .2004 in caomuuni cation with the network
05t cvaeatlPERY HESpuRaderics: g RO e abCaAERS DRo yoon (it fehpiadtor

conpri ghfygsssource profiles that represent users authorized to access the
conputer network, wherein the authentication server conpares the source
data to the source profiles to determne if the user attenpting to access

t he conput er,, net wor k n ess, f he computer. . network, wherein th ter
(14) has trgﬂspaﬁgﬁ@éﬁ%@g&?lgl lt%gﬁ‘r?‘éet‘%%ﬁ"wlgl ltﬁ%ﬁgﬁﬁ?rﬁ?"@élf%\}\%gmﬁpev?ce
(12) syedsd MaldeRfakieh 8ddres BRhét @thpisedadnymaRaPoires cérhflter SeRRbIWhEBIher ed
by said network gateway device (12), and wherein no configuration software
need beourpspmifileindinates Hat theospuecs compyler &y dqniehaccessaccess the network (20).
27. The system of claim 26, further conprising an accounting system for
mai nt ai ni ng

25.  The method of claim 17, wherein determining if the source is entitled to access

the network further comprises directing the source to a login page when the source profile is not

located within the source profile database.

26. A system for enabling communication between a computer and a service provider
network, characterized in that the system comprises:

a computer (14);

a network gateway device (12) in communication with the computer (14) for connecting
the computer to a computer network (20), wherein the netWork gateway device (12) receives
source data that represents a user attempting to access the computer network (20); and

a service provider network in communication with the network gateway device (12),
comprising

an authentication server located external to the network gateway device (12) and
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hi storical data concerning use of the service provider network. 28. Th& MAR 2004
system of claim 26, wherein the authentication server conprises a renote
" authentication dial-in user service (RADIUS). 29. The system of claim 26,
wherein the authentication server conprises a |lightweight directory access
protocol (LDAPR) database. 30. The system cl aim 26, wherein the urce

fhen 6 (aied

pr of i 118 cgBmaAcAion iR ednehverk gatavyaydev dagingitherew a %‘fé“reé?’ﬂﬁ ach
respeci iy sé(%{‘ﬁ?[gsriﬁé gcgﬁrl:g} Rﬂiﬁléshﬁatm:&][e?écn:t t¥er®hutROu 8o REQEE R SconfRildrai ns

access I nfor nat e systemo alm 26, erein the source data
conpr i mework) whictdin thet atlassiogticn sedver vbmpareh theconpetdeta tartle sauagespriofitesdo f r om

the conmputer to the gateway device. 32. The system of clai.m 26 erein the
sour ceddeENG i P AUEPPIRS 19acesTLhe Wp%?s‘}%‘fvﬁ%ecdm\ﬁcﬁ’?s e QUMY ve user.

- 27 network,
wherein the computer (14) has transparent access to the network via the network gateway
device (12) such that packets transmitted from the computer (14) remain unaltered by said
network gateway device (12), and wherein no configuration software need be installed on the

source computer {14) to access the network (20).

27.  The system of claim 26, further comprising an accounting system for maintaining

historical data concerning use of the service provider network.

28.  The system of claim 26, wherein the authentication server comprises a remote

authentication dial-in user service (RADIUS).

29.  The system of claim 26, wherein the authentication server comprises a lightweight

directory access protocol (LDAP) database.
30.  The system of claim 26, wherein the source profile database includes a plurality
of source profiles, wherein each respective source profile of the plurality of source profiles

contains access information.

31.  The system of claim 26, wherein the source data comprises an attribute associated

with the computer and transmitted from the computer to the gateway device.

32. The system of claim 26, wherein the source data comprises login information

associated with a respective user.
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