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SYSTEM AND METHOD FOR INFORMATION SECURITY THREAT DISRUPTION VIA A

BORDER GATEWAY

Field of the Invention

This invention relates to a system and method for disrupting an information security

threat that constitutes an attack on a computer asset in a computer network. More

particularly, this invention relates to a system and method for disrupting this information

security threat after the attack on the computer asset has been detected by at least one of

the monitoring devices on the affected computer network. An intermediate upstream

gateway of the affected computer network is then utilized to disrupt this information security

threat. The detected security threat is disrupted at the intermediate upstream gateway for a

period of time by automatically blocking the Internet Protocol (IP) address of the source of

the attack from transmitting further data to the computer network. After this period of time

has lapsed, the IP address of the source will be automatically unblocked. As the detected

attack is being disrupted, a mitigation action will be automatically initiated if a mitigation

action associated with the attack is stored in the system’s database; else information about

the attack will be sent to a central command centre for further assessment. At the central

command centre, a mitigating action will be further developed and executed to address the

intention of the attack.

Summary of the Prior Art

The management of a computer network’s security is becoming more challenging as

computer networks grow in size and as computer networks become an integral part of most

organizations’ daily operations. As the number of computers within an organization’s

computer network is ever increasing, there is a higher likelihood of computer network

misconfiguration and mismanagement thereby allowing attackers to gain unauthorized

access and steal information from the computer network. Due to the advancements in

computing technology, attacks on computer networks are becoming increasingly

sophisticated, making it difficult for existing security management tools to respond to these

attacks in a real time manner. Furthermore, if an attack on a computer network is stopped or

repelled, without continuous vigilance and monitoring, the computer network will still not be

immune to similar attacks as attackers will naturally be compelled to attempt new attack

methodologies to gain unauthorized access to the same secured computer networks.

Therefore, maintaining and managing the network security of a computer network is an ever

evolving complex problem.
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Attacks on a computer asset within a computer network may occur in the form of

wiretapping, network sniffing, viruses, malwares, IP spoofing, Trojan horses, Denial of

Service attacks or any other such similar methods. Furthermore, such information security

attacks may be sent in the form of multiple data packets across the IP networks as the

original larger data packets would have been fragmented into multiple smaller data packets

as they are transmitted. The multiple smaller data packets will then recombine once all the

data packets arrive at their intended target. If some of these smaller data packets do not

arrive at their intended target, this would result in an incomplete final data packet that would

typically be rejected by a computing device as such incomplete data packets would be

treated as corrupted data packets.

The main objective of such attack methodologies would be to damage computer

assets within the computer network resulting in the computer network’s users losing access

to information contained within the computer network and/or to steal confidential information

contained within the servers or computers located within the computer network. Irrespective

of the intent of the attack, such attacks have to be quickly stopped and repelled upstream

before lasting damage occurs.

Of particular concern to network administrators is the speed at which at attack on a

computer network can take place and spread through the network of computers. Most

computer networks utilize routers, gateways and/or firewalls to prevent such attacks from

accessing computers located behind the firewall. A firewall is typically used to secure a local

area computer network from users that are located outside the local area network. The

firewall does this by monitoring the incoming and outgoing traffic from the local area network.

The firewall does this by checking, and frequently labelling messages sent to or from users

outside the local trusted area network.

However, the problem faced by existing systems and methods is that known attacks

and their associated mitigating actions are only periodically loaded into the firewalls. Thus, a

new passive or active attack may potentially be undetectable. By the time network

administrators react to these new attacks, the damage would already have been done long

ago. For the above reasons, those skilled in the art are constantly striving to come up with a

system and method to manage the security of a computer network in an efficient and high

speed manner.

Summary of the Invention

The above and other problems are solved and an advance in the art is made by

systems and methods provided by embodiments in accordance with the invention. A first
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advantage of embodiments of systems and methods in accordance with the invention is that

once information security alerts are generated by monitoring devices on the network, a

potential security threat that constitutes an attack on a computer asset in a computer

network is immediately disrupted by adding the Internet Protocol (IP) address of the source

that generated the threat to an access control list of an intermediate upstream gateway of

the computer network for a period of time. During this period of time, the threat can be

further analysed and a future mitigation enhanced action can be inferred and executed. This

is to ensure that similar security threats are rapidly and effectively mitigated with less human

intervention. Furthermore, the act of disrupting the potential security threat may in itself be

the mitigation action to address the attack. By disrupting the transmission of data packets of

the potential security threat, the system is in actual fact breaking down the attack before the

attack is able to properly form at its intended target.

A second advantage of embodiments of systems and methods in accordance with

the invention is that as a hybrid communication means may be utilized to transmit

instructions to a gateway of the computer network, this ensures that appropriate instructions

may be transmitted to the gateway even if conventional telecommunication networks are

jammed or compromised.

A third advantage of embodiments of systems and methods in accordance with the

invention is that the invention is able to handle multiple threats simultaneously as the system

would automatically block ingress and egress network threats by adding the security threat’s

source IP address into access control lists of the intermediate upstream gateways thereby

disrupting these threats immediately while allowing sufficient time for additional further

mitigating actions to be executed, if necessary.

A fourth advantage of embodiments of systems and methods in accordance with the

invention is that the invention is able to disrupt the intermediate gateway through which the

information security threat passed regardless of the brand, type, version or model of this

upstream gateway. A fifth advantage of embodiments of systems and methods in

accordance with the invention is that a potential security threat that constitutes an attack on

a computer asset in a computer network is immediately disrupted by adding the Internet

Protocol (IP) address of the source that generated the threat to the access control lists of all

gateways of the computer network that are located upstream of computer assets in the

computer network for a period of time.

The above advantages are provided by embodiments of a system in accordance with

the invention operating in the following manner. The system has a processing unit and a
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non-transitory media readable by the processing unit. The media is configured to store

instructions that when executed by the processing unit, cause the processing unit to receive

and to process a first alert and a second alert from a monitoring device on the network. The

first alert and the second alert both include an Internet Protocol address of a source that

initiated the information security attack on the computer network and an identity of the

gateway through which the attack passed. The instructions when executed by the

processing unit also directs the processing unit to determine if the Internet Protocol address

of the source that initiated the information security attack on the computer network is to be

disrupted and generate a first set of instructions and transmit the first set of instructions to

the gateway through which the attack passed through. The first set of instructions instructs

the gateway to add the IP addresses of the source of attack that initiated the information

security attack to an access control list of the gateway.

The instructions when executed by the processing unit also directs the processing

unit to generate a second set of instructions and to transmit the second set of instructions to

the gateway of the computer network after a first period of time has lapsed, wherein the

second set of instructions instructs the gateway to remove the IP address of the source that

initiated the information security attack from the access control list of the gateway. Further,

the instructions when executed by the processing unit also directs the processing unit to

determine, during the first period of time, if a new mitigation action is to be created to

address the first alert and the second alert based on a security alert database; and if a new

mitigation action is to be created to address the first alert and the second alert, to transmit

the first alert and the second alert to a command centre.

In accordance with embodiments of the invention, the instructions to transmit the first

set of instructions to the gateway of the computer network comprises instructions for

directing the processing unit to determine if the first set of instructions can be transmitted to

the gateway of the computer network using a telecommunication network, and if it is

determined that the first set of instructions cannot be transmitted using the

telecommunication network, to transmit the first set of instructions to the gateway of the

computer network using an out-of-band network.

In accordance with embodiments of the invention, the instructions to generate the

first set of instructions comprises instructions for directing the processing unit to use the

identity of the gateway to select an associated instruction set from a gateway database, and

to compile the first set of instructions using the selected instruction set.
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In accordance with embodiments of the invention, the instructions to transmit the

second set of instructions to the gateway of the computer network comprises instructions for

directing the processing unit to determine if the second set of instructions can be transmitted

to the gateway of the computer network using a telecommunication network, and if it is

determined that the second set of instructions cannot be transmitted using the

telecommunication network, to transmit the second set of instructions to the gateway of the

computer network using an out-of-band network.

In accordance with embodiments of the invention, the instructions to generate the

second set of instructions comprises instructions for directing the processing unit to use the

identity of the gateway to select an associated instruction set from a gateway database, and

to compile the second set of instructions using the selected instruction set.

In accordance with further embodiments of the invention, the gateway comprises a

network node on the computer network that is located upstream of the monitoring device. In

accordance with yet another further embodiment of the invention, the gateway comprises a

first network node on the computer network and a second network node on the computer

network wherein the second network node is located upstream of the first network node, and

the first network node is located upstream of the monitoring device. In accordance with still

yet another further embodiment of the invention, the gateway comprises all network nodes

on the computer network that are located upstream of the monitoring device.

In accordance with embodiments of the invention, the instructions to transmit the first

alert and the second alert to the command centre comprises instructions for directing the

processing unit to determine if the first alert and the second alert can be transmitted to the

command centre directly using a telecommunication network, and if it is determined that the

first alert and the second alert cannot be transmitted directly using the telecommunication

network, to transmit the first alert and the second alert to the gateway of the computer

network using an out-of-band network, wherein the first alert and second alert is then

transmitted from the gateway to the command centre using the telecommunication network.

In accordance with embodiments of the invention, the instructions to determine if the

Internet Protocol address of the source that initiated the information security attack on the

computer network is to be disrupted comprises instructions for directing the processing unit

to determine if the first alert correlates with the second alert; and if the first alert correlates

with the second alert, to confirm that the Internet Protocol address of the source that initiated

the information security attack is to be disrupted. In accordance with further embodiments of

the invention, the media further includes instructions that when executed by the processing
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unit direct the processing unit to add the new mitigation action created by the command

centre to address the first alert and the second alert into the security alert database.

In accordance with yet another embodiment of the invention, the system has a

processing unit and a non-transitory media readable by the processing unit. The media is

configured to store instructions that when executed by the processing unit, cause the

processing unit to receive and process an alert from a monitoring device on the network,

wherein the alert includes an Internet Protocol address of a source that initiated the

information security attack on the computer network and an identity of a gateway through

which the attack passed.

The instructions further cause the processing unit to generate a first set of

instructions and to transmit the first set of instructions to the gateway through which he

attack passed, wherein the first set of instructions instruct the gateway to add the IP address

of the source that initiated the information security attack to an access control list of the

gateway, and to transmit a second set of instructions to the gateway through which he attack

passedafter a first period of time has lapsed, wherein the second set of instructions instruct

the gateway to remove the IP address of the source that initiated the information security

attack from the access control list of the gateway. Further, the instructions when executed

by the processing unit also directs the processing unit to determine, during the first period of

time, if a new mitigation action is to be created to address the alert based on a security alert

database, and if a new mitigation action is to be created to address the alert, transmitting the

alert to a command centre.

Brief Description of the Drawings

The above advantages and features in accordance with this invention are described

in the following detailed description and are shown in the following drawings:

Figure 1 illustrating a network diagram of components that make up a network

security management system for disrupting an attack in accordance with an embodiment of

the invention;

Figure 2 illustrating a timing diagram of an attack on a computer network that is being

managed by a security management system in accordance with an embodiment of the

invention;

Figure 3 illustrating a timing diagram of an attack on a computer network that is being

disrupted by a security management system in accordance with embodiments of the

invention;
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Figure 4 illustrating a flow diagram of a process for disrupting an attack on a

computer network in accordance with embodiments of the invention;

Figure 5 illustrating a flow diagram of another process for disrupting an attack on a

computer network in accordance with embodiments of the invention;

Figure 6 illustrating a flow diagram of a process for determining if an information

security threat is to be disrupted in accordance with embodiments of the invention; and

Figure 7 illustrating a block diagram representative of processing systems providing

embodiments in accordance with embodiments of the invention.

Detailed Description

This invention relates to a system and method for disrupting an information security

threat that constitutes an attack on a computer asset in a computer network, wherein this

information security threat is disrupted after the attack on the computer asset has been

detected by at least one of the monitoring devices on the affected computer network. An

intermediate upstream gateway of the affected computer network is then utilized to disrupt

this information security threat. The detected security threat is disrupted at the intermediate

upstream gateway for a period of time by automatically blocking the Internet Protocol (IP)

address of the source of the attack from transmitting further data to the computer network.

After this period of time has lapsed, the IP address of the source will be automatically

unblocked. As the detected attack is being disrupted, a mitigation action will be

automatically initiated if a mitigation action associated with the attack is stored in the

system’s database; else information about the attack will be sent to a central command

centre for further assessment. At the central command centre, a mitigating action will be

further developed and executed to address the intention of the attack.

Figure 1 illustrates network under management 100 that includes modules and

devices that execute processes to provide a method and system for disrupting information

security threats originating from computing devices 125, 126 that target computer assets

within network 100 in accordance with embodiments of the invention. As illustrated in Figure

1, network under management 100 includes computer assets such as computing devices

105, 106 and 107. Computing devices 105, 106, and 107 may include any type of

computing device and may comprise, but are not limited to, smart phones, laptops, tablets,

computers, servers, workstations, and so on. One skilled in the art will recognize that

computing devices 105, 106, and 107 are only provided as an example and other types of

devices with displays, processors, non-transitory media for storing instructions,
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alphanumeric input means and pointer manipulating means may be used without departing

from this invention. Further, although Figure 1 illustrates that only three computing devices

are provided within the network 100, in actual fact, many more computing devices may be

provided within the network 100 without departing from this invention.

As illustrated in Figure 1, computing devices 105, 106 and 107 all connect to network

120 via intermediate upstream gateway 118. Computing devices 105, 106 and 107

communicatively connect to gateway 118 either via wired means, wireless means or a

combination of both. Wired means may include a wired network such as a wide area

network (WAN) or a local area network (LAN), while wireless means includes connections

established via Radio Frequency (RF) signals, infrared signals, or any other means of

wireless transmissions. Gateway 118 is a node on network 100 which serves as an access

point from network 120 to network 100. In other words, gateway 118 provides an entry point

for data traveling into network 100 from network 120 and conversely, provides an exit point

for data traveling in the other direction, from network 100 to network 120. As such, in the

embodiment illustrated in Figure 1, if computing devices 125, 126 were to initiate an

information security attack on computing devices that are located within network 100, these

information security attacks would first have to first pass through gateway 118.

Gateway 118 may include any network node that is able to route internet traffic from

any number of computing devices located behind the gateway to computing devices located

on external networks. Such network nodes include, but are not limited to, devices that utilize

border gateway protocols, DSL routers, cable routers, VLAN, bridges, switches, etc. As for

network 120, network 120 is a communications network, such as the Internet, that allows

computing devices and/or processing systems to communicate with one another either

through wired means, wireless means or a combination of both. Although Figure 1 only

illustrates that network 100 comprises of only gateway 118, one skilled in the art will

recognize that network 100 may have any number of gateways without departing from this

invention.

Computing devices in network 100 may be indirectly or directly connected to gateway

118. Figure 1 illustrates computing devices 106 and 107 that are indirectly connected to

gateway 118 while computing device 105 is illustrated as being directly connected to

gateway 118. It should be noted that computing devices 105, 106 and 107 are

communicatively connected to their respective monitoring devices either via wired means,

wireless means or a combination of both. As illustrated in Figure 1, computing devices 106

and 107 reside behind both monitoring devices 117 and 116 and this means that any data

transmitted to gateway 118 from computing devices 106, 107 will have to first pass through
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both monitoring devices 117 and 116. Similarly, any data transmitted from gateway 118 to

computing devices 106, 107 will also have to pass through both monitoring devices 117 and

116 before the data is received by computing devices 106, 107. As such, any attempted

information security attacks on either one of computing devices 106 or 107 may be easily

detected by monitoring devices 116 and 117. Unlike computing devices 106, 107, as

computing device 105 is directly connected to gateway 105, any information security attacks

on computing device 105 may not be instantaneously detected by the system as all data

transmission takes place directly between computing device 105 and gateway 118. To

address this flaw, there will be a direct connection between computing device 105 and

monitoring device 115 whereby monitoring device 115 will sporadically check the status of

computing device 105 to ensure that computing device 105 has not been compromised by

an information security attack.

Although Figure 1 illustrates that only gateway 118 is located upstream of monitoring

devices 115, 116, 117, any number of other gateways belonging to network 100 may be

provided upstream of these monitoring devices without departing from this invention. For

example, in yet another embodiment of the invention, gateway 118 may comprise of two

network nodes. In particular, gateway 118 may comprise of a first network node and a

second network node whereby the second network node is located upstream of the first

network node, and the first network node is located upstream of monitoring devices 115, 116,

117. This means that data transmitted from network 120 towards computing devices 105,

106, 107 would have to first pass through the first network node, and the second network

node before the data may be received by computing devices 105, 106, 107. One skilled in

the art will recognize that gateway 118 is not limited to just two network nodes and may

comprise of any number of network nodes belonging to network 100 that are located

upstream of the monitoring devices in network 100. Further, from hereon, when reference is

made in the description to a gateway, one skilled in the art will recognize that the referenced

gateway may comprise of either a single network node or a plurality of network nodes

without departing from this invention.

Monitoring devices 115, 116, 117 are network security devices that monitor a

computer network’s activities for malicious activities and may include any type of device or

computer module that is able to identify malicious activity, log information about this activity,

trigger and subsequently transmit an alert when such activity has been detected.

Furthermore, when logging information about the detected malicious activity, these

monitoring devices are also able to resolve, log and transmit the IP address of the source

that is initiating the attack together with the IP address and identity of the network’s gateway

via which the attack passed through to access computing devices within network 100. Such
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network security devices may include, but are not limited to, hardware or software firewalls,

antivirus software programs installed within computer modules, intrusion detection systems

and/or intrusion prevention systems. The attacks that may be detected by these network

security devices include, but are not limited to, TCP and UDP attacks or strings of malformed

emails targeted at exploiting administrator access, the propagation of an unknown variant of

a computer virus, rejected login requests and/or various types of login violations. In

accordance with embodiments of the invention, monitoring devices 115, 116 and 117 may

comprise of one network security device, or two network security devices or any number of

security devices without departing from this invention. For example, in the illustration shown

in Figure 1, monitoring device 116 may comprise of two network security devices, that is a

firewall and an intrusion detection and prevention system or in accordance with another

embodiment of the invention, monitoring device 116 may comprise of one network security

device, which is a firewall while monitoring device 117 may comprise of another network

security device as well, which is an intrusion detection and prevention system. One skilled in

the art will recognize that various configurations of computing devices and monitoring

devices may be used without departing from this invention and are not limited only to the

configurations shown in Figure 1.

Monitoring devices 115, 116 and 117 are all communicatively connected to event

manager 110 either via wired means, wireless means or a combination of both. Event

manager 110 includes various computer modules for carrying out various functions such as,

but not limited to, a computing module for receiving and processing alerts from monitoring

devices, a computing module for storing received alerts in a database provided within event

manager 110, a computing module for transmitting a received alert to a global command

centre using a telecommunications network, a computing module for communicating with a

gateway via an out-of-band network, and a transceiver module for receiving/transmitting data

from/to the Internet. In addition to the above, event manager 110 may also include a

computing module for determining the IP address or identity of the gateway through which

an information security network attack entered network 100. This computing module may

also obtain from the IP address or identity of the gateway the operating parameters of this

gateway such as the brand, model and/or version of the gateway. This is so that once event

manager 110 has ascertained the IP address and/or identity of the gateway and

subsequently the operating parameters of the network’s gateway, by comparing this

information with data stored within a database about various types of gateways available,

event manager 110 will then be able to select from the database an appropriate instruction

set associated with the identified network’s gateway. The selected instruction set will then

be used to compile instructions that are to be sent to the gateway.
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Event manager 110 may be communicatively connected to gateway 118 via a

telecommunications network or via an out-of-band network. If data is to be transmitted from

event manager 110 to gateway 118 via a telecommunications network, event manager 110

will first transmit this data to network 120 either via wired means, wireless means or a

combination of both. The data will then be transmitted from network 120 to gateway 118 via

a telecommunication interface on gateway 118. Telecommunication networks that may be

utilized to transmit data between event manager 110 and gateway 118 may include, but are

not limited to, a TCP/IP data network or an optical transport network. In the event the

telecommunication interface of gateway 118 is disrupted or blocked, an out-of-band network

may be utilized to transmit data from event manager 110 to gateway 118. When an out-of-

band network is utilized, data will initially be transmitted from event manager 110 to gateway

118 via internet 120 using Secure Shell (SSH), Secure Sockets Layer (SSL), Telnet and RS-

232 protocols. The data will then be transmitted from network 120 to an out-of-band

interface provided at gateway 118. The out-of-band interface is usually built into gateway

118 and may be used to receive instructions to configure an access control list of gateway

118. In accordance with an embodiment of the invention, the out-of-band interface at

gateway 118 may comprise standard RS-232 serial ports. The RS-232 serial port at

gateway 118 may be used to receive instructions to change root parameters within gateway

118, as well as receive instructions to modify other administrative and reporting functions,

such as the gateway’s access control list.

When a new information security attack is detected, a new mitigation action has to be

developed and executed to address this new threat. The development of the new mitigation

action typically takes place at global command centre 130. Global command centre 130

may be a secure data centre that has consultants or analysts for analysing information

security attacks and threats. In the embodiment illustrated in Figure 1, global command

centre 130 may receive alerts or various other transmissions from event manager 110 via

network 120. Upon receiving these alerts, personnel at global command centre 130 will then

analyse and develop appropriate mitigation actions to address these alerts. The appropriate

mitigation actions may then be transmitted to event manager 110 using network 120.

Figure 2 illustrates a timing diagram of an information security threat on the computer

network of system 100 as initiated by untrusted computing device 125 in accordance with an

embodiment of the invention. As previously illustrated in Figure 1, computing device 125 is

an untrusted device that is initiating information security threats targeting computing devices

105, 106, 107 on network 100 through gateway 118. In particular, at step 201a, untrusted

computing device 125 transmits an information security network attack targeting computing

device 105. The network attack from computing device 125 passes through gateway 118 at
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step 201b and is detected by a first monitoring module, network security device or

mechanism within monitoring device 115 at step 201c. Immediately, upon detecting the

network attack from computing device 125, the first network security device within monitoring

device 115 will transmit a first alert to event manager 110. This takes place at step 201d. If

monitoring device 115 is provided with a second monitoring mechanism, network security

device or module, a second alert will also be sent to event manager 110 once the second

network security device detects the similar attack. This occurs at step 201e. In accordance

with embodiments of the invention, the first network security device within monitoring device

115 may be a firewall and the second network security device within monitoring device 115

may be an intrusion detection system or vice versa.

In addition to alerting event manager 110 about the network attack, monitoring device

115 will also resolve the IP address of the source of the network attack and will also obtain

the identity and IP address of the gateway through which the attack passed through. All this

information will then be provided together with the alert that is transmitted to event manager

110.

Similarly, a network attack from computing device 125 that targets computing devices

106, 107 will pass through gateway 118 at step 201b and will be detected by a first

monitoring module, network security device or mechanism within monitoring device 116 at

step 202c. Immediately, upon detecting the network attack from computing device 125, the

first network security device within monitoring device 116 will transmit a first alert to event

manager 110. This takes place at step 202d. In the event that monitoring device 116 is also

provided with a second monitoring mechanism, network security device or module, a second

alert will be triggered and sent to event manager 110 once the second network security

device detects the above mentioned attack. This occurs at step 202e.

With reference to Figure 3, after event manager 110 has received the first alert from

monitoring device 115; event manager 110 will analyse and process the information

contained within the first alert to obtain the identity of the gateway through which the

information security network attack entered network 100. Using this identity, even manager

110 will then determine the operating parameters of the gateway, which in this example is

gateway 118, such as the brand, model and/or version of the gateway. This is so that once

event manager 110 has ascertained the brand, model and/or version of the gateway, based

on information stored within a database about various types of gateways available, event

manager 110 will then be able to select from the database an appropriate instruction set

associated with the identified gateway.
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After event manager 110 has selected an instruction set associated with the

identified gateway, event manager 110 will use the selected instruction set to compile a set

of instructions to instruct the gateway to add the IP address of the source that initiated the

information security attack to an access control list of the gateway. If the instructions are

transmitted using a telecommunications network, this set of instructions will first be compiled

using standard telecommunication protocols and transmitted to network 120 at step 301a

and then subsequently transmitted to gateway 118 at step 301b. A telecommunication

interface at gateway 118 will receive the instructions and add the IP address of the source

that initiated the information security attack to an access control list of gateway 118 thereby

effectively blocking all data transmissions from the source of the attack to network 100.

After step 301b, event manager 110 will determine whether a new mitigation action is

to be created for the alert that was received from monitoring device 115. Event manager

110 does this by trying to find a match between the received alert with a list of alerts stored

within a security alert database. If event manager 110 is able to find a match from the list of

stored alerts, a mitigating action associated with the stored alert will be retrieved and will be

carried out by event manager 110. Alternatively, if event manager 110 is unable to match

the received alert with a stored alert in the security alert database, the alert will then be

transmitted from event manager 110 to global command centre 130 at step 301c. At global

command centre 130, computer analysts and consultants will analyse the received alert and

will create a mitigating action to address the network attack. The mitigating action will then

be executed by global command centre 130 accordingly. After the attack has been repelled,

the mitigating action that was executed to address the attack will be added into the security

alert database at event manager 110 along with details of the associated network attack.

This is so that if such information security attacks occur in the future, the corresponding

mitigating action may be retrieved from the security alert database thereby negating the

need to communicate with global command centre 130.

After a first period of time has lapsed, event manager 110 will use the previously

selected instruction set to compile a set of instructions to instruct the gateway to remove the

IP address of the source that initiated the information security attack from the access control

list of the gateway. As the instructions were previously transmitted using a

telecommunications network, this set of instructions will similarly be compiled using standard

telecommunication protocols and then be transmitted to network 120 at step 301d and

subsequently transmitted to gateway 118 at step 301e. The telecommunication interface at

gateway 118 will similarly receive the instructions and remove the IP address of the source

that initiated the information security attack from the access control list of gateway 118

thereby effectively unblocking all data transmissions from the source of the attack to network
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100. In accordance with embodiments of the invention, the first period of time may be any

period of time ranging from 1 minute to 60 minutes.

In accordance with another embodiment of the invention, if event manager 110

determines that the telecommunications network is jammed, disrupted and may not be used,

event manager 110 will transmit the instructions using an out-of-band network. An

appropriate out-of-band protocol will first be used to compile the set of instructions. The set

of instructions will then be transmitted to network 120 at step 302a and then subsequently

transmitted to gateway 118 at step 302b. An out-of-band interface at gateway 118 will

receive the instructions and add the IP address of the source that initiated the information

security attack to an access control list of gateway 118 thereby effectively blocking all data

transmissions from the source of the attack to network 100. Similarly as discussed above,

after step 302b, event manager 110 will determine whether a new mitigation action is to be

created for the alert that was received from monitoring device 115. If a new mitigation action

is to be created, the alert will then be transmitted from event manager 110 to global

command centre 130 at step 302c whereby a mitigation action to address the network attack

will be developed and executed. Alternatively, if a new mitigation action does not need to be

created, the previously created mitigation action will be executed by event manager 110

automatically.

After a first period of time has lapsed, event manager 110 will use the previously

selected instruction set to compile a set of instructions to instruct the gateway to remove the

IP address of the source that initiated the information security attack from the access control

list of the gateway. As the instructions were previously transmitted using the out-of-band

network, the appropriate out-of-band protocol will similarly be used to compile this set of

instructions. The set of instructions will then be transmitted to network 120 at step 302d and

then subsequently transmitted to gateway 118 at step 302e. An out-of-band interface at

gateway 118 will receive the new instructions and remove the IP address of the source that

initiated the information security attack from the access control list of gateway 118 thereby

unblocking all data transmissions from the source of the attack to network 100.

In accordance with another embodiment of the invention, before step 301a takes

place, which is before event manager 110 generates a set of instructions to instruct the

gateway to add the IP address of the source that initiated the information security attack to

the access control list of the gateway, event manager 110 will first determine if the first alert

has been correlated with a second alert. In other words, event manager 110 will determine

whether the first alert issued by monitoring device 115 is in relation to a real attack or a false

alarm by comparing details of the first alert with details of a second alert. One skilled in the
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art will recognize that the first and second alerts may be issued by a single monitoring device,

e.g. monitoring device 115, or may be issued by two separate monitoring devices, e.g. a first

alert that is issued by monitoring device 115 and a second alert that is issued by monitoring

device 116. If event manager 110 correlates the first and second alerts, this indicates that

the attack is a real attack and not a false alarm and as such, the IP address of the source of

the attack should be disrupted from transmitting further data to network 100.

For example, with reference to Figures 2 and 3, after event manager 110 receives a

first alert from monitoring device 115 at step 201d and a second alert from monitoring device

115 at step 201e; event manager 110 compares these two alerts to determine whether these

two alerts are similar. If the two alerts are similar, this indicates to event manager 110 that

the attack detected by the two modules within monitoring device 115 is a real attack and that

the attack should be disrupted. Event manager 110 then caries out steps 301a – 301e or

302a – 302e as discussed above.

In order to provide such a system or method, a process is needed for disrupting

information security threats or attacks on a computer network using the network’s gateway.

The following description and Figures 4-6 describe embodiments of processes that provide

such a disruption process in accordance with this invention.

Figure 4 illustrates process 400 that is performed by a computer system in a

computing device for disrupting an information security attack on a computer network in

accordance with embodiments of the invention. Process 400 begins in step 405 by receiving

an alert from a first monitoring device. In accordance with embodiments of the invention, the

first monitoring device will typically trigger an alert upon detection of an information security

threat or a network anomaly. An IP address of the source of the network attack and the

identity and IP address of the gateway through which the attack passed through will be

captured by the first monitoring device and be included together with the alert.

In embodiments of the invention, once process 400 receives the alert, process 400

will analyse the information contained within the first alert to determine the operating

parameters of the gateway through which the information security network attack entered the

network, such as the brand, model and/or version of the gateway. This is so that once

process 400 has ascertained the brand, model and/or version of the gateway, based on

information stored within a database about various types of gateways available, process 400

will then be able to select from the database an appropriate instruction set associated with

the identified gateway.
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After process 400 has selected an instruction set associated with the identified

gateway, process 400 will use the selected instruction set to compile a set of instructions to

instruct the identified gateway to add the IP address of the source that initiated the

information security attack to an access control list of the gateway. This instruction set is

then transmitted to the identified gateway. This takes place at step 410.

At step 415, process 400 determines whether a first period of time has lapsed. If the

first period of time has not lapsed, process 400 will then proceed to step 420. At step 420,

process 400 determines whether the received alert is to be transmitted to a command centre.

If the alert is to be transmitted to the command centre, process 400 progresses to step 425.

Process 400 then proceeds to transmit the alert to the command centre at step 425 and

once this is done, process 400 proceeds to step 415.

Back at step 415, process 400 determines whether the first period of time has lapsed

and if not, process 400 progresses to step 420. As the alert no longer needs to be

transmitted, process 400 now progresses to step 415 and steps 415-420 repeats until the

first period of time has passed.

After the first period of time has lapsed, process 400 proceeds to step 430. At this

step, process 400 will use the previously selected instruction set to compile a set of

instructions to instruct the identified gateway to remove the IP address of the source that

initiated the information security attack from the access control list of the gateway. This

instruction set is then transmitted to the identified gateway. Process 400 then ends.

In accordance with yet another embodiment of the invention, a process performed by

a computer system in a computing device for disrupting an information security attack on a

computer network is illustrated in Figure 5. Process 500 begins in step 505 by receiving a

first alert and a second alert from a monitoring device. As previously mentioned, a first alert

will typically be triggered by a first module within the monitoring device upon detection of a

network attack or a network anomaly and a second alert will usually be triggered by a

second module within the monitoring device upon detection of a network attack as well. An

IP address of the source of the network attack and the identity and IP address of the

gateway through which the attack passed through will be included together with the first and

second alerts.

Process 500 will then determine at step 510 whether the IP address of the source

that triggered the first and second alerts is to be blocked or whether the alerts are false

alarms. If process 500 determines that the alerts are correlated, process 500 will determine
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that the alerts are related to a real attack and process 500 will proceed to step 515. Else, if

the alerts do not correlate, process 500 will end.

At step 515, once process 500 has determined that the alert are related to a real

attack, process 500 will analyse the information contained within the first and second alerts

to determine the operating parameters of the gateway through which the information security

network attack entered the network, such as the brand, model and/or version of the gateway.

This is so that once process 500 has ascertained the brand, model and/or version of the

gateway, based on information stored within a database about various types of gateways

available, process 500 will then be able to select from the database an appropriate

instruction set associated with the identified gateway.

After process 500 has selected an instruction set associated with the identified

gateway, process 500 will use the selected instruction set to compile a set of instructions to

instruct the identified gateway to add the IP address of the source that initiated the

information security attack to an access control list of the gateway. This instruction set is

then transmitted to the identified gateway. This all still takes place at step 515.

At step 520, process 500 determines whether a first period of time has lapsed. If the

first period of time has not lapsed, process 500 will then proceed to step 525. At step 525,

process 500 determines whether the received alert is to be transmitted to a command centre.

If the alert is to be transmitted to the command centre, process 500 progresses to step 530.

Process 500 then proceeds to transmit the alert to the command centre at step 530 and

once this is done, process 500 proceeds to step 520.

Back at step 520, process 500 determines whether the first period of time has lapsed

and if not, process 500 progresses to step 525. As the alert no longer needs to be

transmitted, process 500 now progresses to step 520 and steps 520-525 repeats until the

first period of time has passed.

After the first period of time has lapsed, process 500 proceeds to step 535. At this

step, process 500 will use the previously selected instruction set to compile a set of

instructions to instruct the identified gateway to remove the IP address of the source that

initiated the information security attack from the access control list of the gateway. This

instruction set is then transmitted to the identified gateway. Process 500 then ends.

Figure 6 illustrates process 600 that is performed by a computer system in a

computing device for determining if the data transmission from the IP address of the source

that triggered the alert at the first monitoring device is to be disrupted in accordance with
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embodiments of the invention. Process 600 begins at step 605 by comparing details about

the attack as contained within the first and second alerts. At step 610 if process 600

determines that both alerts are identical, process 600 progresses to step 620. At step 620,

process 600 then issues a confirmation that the source that triggered the alert at the

monitoring device is indeed an information security network attack or threat and as such,

should be disrupted by the system. Process 600 then ends.

Returning to step 610, if process 600 determines that the first alert does not match

with the second alert, process 600 will then proceed to step 615. At step 615, process 600

then issues a confirmation that the attack is a false alarm and as such, the IP address of the

source that triggered the attack is not to be disrupted by the system. Process 600 then ends.

Processes provided by instructions stored in a non-transitory media are executed by

a processing unit in a computer system. For the avoidance of doubt, non-transitory

computer-readable media shall be taken to comprise all computer-readable media except for

a transitory, propagating signal. A computer system may be provided in one or more

computing devices and/or computer servers to provide this invention. The instructions may

be stored as firmware, hardware, or software. Figure 7 illustrates an example of such a

processing system. Processing system 700 may be the processing system in the mobile

devices and/or servers that execute the instructions to perform the processes for providing a

method and/or system in accordance with embodiments of this invention. One skilled in the

art will recognize that the exact configuration of each processing system may be different

and the exact configuration of the processing system in each mobile device may vary and

Figure 7 is given by way of example only.

Processing system 700 includes Central Processing Unit (CPU) 705. CPU 705 is a

processor, microprocessor, or any combination of processors and microprocessors that

execute instructions to perform the processes in accordance with the present invention.

CPU 705 connects to memory bus 710 and Input/ Output (I/O) bus 715. Memory bus 710

connects CPU 705 to memories 720 and 725 to transmit data and instructions between

memories 720, 725 and CPU 705. I/O bus 715 connects CPU 705 to peripheral devices to

transmit data between CPU 705 and the peripheral devices. One skilled in the art will

recognize that I/O bus 715 and memory bus 710 may be combined into one bus or

subdivided into many other busses and the exact configuration is left to those skilled in the

art.

A non-volatile memory 720, such as a Read Only Memory (ROM), is connected to

memory bus 710. Non-volatile memory 720 stores instructions and data needed to operate
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various sub-systems of processing system 700 and to boot the system at start-up. One

skilled in the art will recognize that any number of types of memory may be used to perform

this function.

A volatile memory 725, such as Random Access Memory (RAM), is also connected

to memory bus 710. Volatile memory 725 stores the instructions and data needed by CPU

705 to perform software instructions for processes such as the processes required for

providing a system in accordance with embodiments of this invention. One skilled in the art

will recognize that any number of types of memory may be used as volatile memory and the

exact type used is left as a design choice to those skilled in the art.

I/O device 730, keyboard 735, display 740, memory 745, network device 750 and

any number of other peripheral devices connect to I/O bus 715 to exchange data with CPU

705 for use in applications being executed by CPU 705. I/O device 730 is any device that

transmits and/or receives data from CPU 705. Keyboard 735 is a specific type of I/O that

receives user input and transmits the input to CPU 705. Display 740 receives display data

from CPU 705 and display images on a screen for a user to see. Memory 745 is a device

that transmits and receives data to and from CPU 705 for storing data to a media. Network

device 750 connects CPU 705 to a network for transmission of data to and from other

processing systems.

The above is a description of embodiments of a system and process in accordance

with the present invention as set forth in the following claims. It is envisioned that others

may and will design alternatives that fall within the scope of the following claims.
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CLAIMS:

1. A method for disrupting an information security attack on a computer network, the

method comprising:

receiving a first alert and a second alert from a monitoring device on the network,

wherein the first alert and the second alert both include an Internet Protocol address of a

source that initiated the information security attack on the computer network and an

identity of a gateway through which the attack passed;

determining if the Internet Protocol address of the source that initiated the

information security attack on the computer network is to be disrupted;

if the Internet Protocol address of the source that initiated the information security

attack on the computer network is to be disrupted, generating a first set of instructions

and transmitting the first set of instructions to the gateway through which the attack

passed, wherein the first set of instructions instruct the gateway to add the IP address of

the source that initiated the information security attack to an access control list of the

gateway;

generating a second set of instructions and transmitting the second set of

instructions to the gateway through which the attack passed after a first period of time

has lapsed, wherein the second set of instructions instruct the gateway to remove the IP

address of the source that initiated the information security attack from the access

control list of the gateway;

determining, during the first period of time, if a new mitigation action is to be

created to address the first alert and the second alert based on a security alert database;

and

if the new mitigation action is to be created to address the first alert and the

second alert, transmitting the first alert and the second alert to a command centre.

2. The method of claim 1 wherein the transmitting of the first set of instructions to the

gateway of the computer network comprises:

determining if the first set of instructions can be transmitted to the gateway of the

computer network using a telecommunication network; and

if it is determined that the first set of instructions cannot be transmitted using the

telecommunication network, transmitting the first set of instructions to the gateway of the

computer network using an out-of-band network.
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3. The method of claim 1 wherein the generating of the first set of instructions comprises:

using the identity of the gateway to select an associated instruction set from a

gateway brand and model database; and

compiling the first set of instructions using the selected instruction set.

4. The method of claim 1 wherein the transmitting of the second set of instructions to the

gateway of the computer network comprises:

determining if the second set of instructions can be transmitted to the gateway of

the computer network using a telecommunication network; and

if it is determined that the second set of instructions cannot be transmitted using

the telecommunication network, transmitting the second set of instructions to the

gateway of the computer network using an out-of-band network.

5. The method of claim 1 wherein the generating of the second set of instructions

comprises:

using the identity of the gateway to select an associated instruction set from a

gateway brand and model database; and

compiling the second set of instructions using the selected instruction set.

6. The method of claim 1 wherein the gateway comprises a network node on the computer

network that is located upstream of the monitoring device.

7. The method of claim 1 wherein the gateway comprises:

a first network node on the computer network and a second network node on the

computer network wherein the second network node is located upstream of the first

network node, and the first network node is located upstream of the monitoring device.

8. The method of claim 1 wherein the gateway comprises all network nodes on the

computer network that are located upstream of the monitoring device.

9. The method of claim 1 wherein the transmitting the first alert and the second alert to the

command centre comprises:

determining if the first alert and the second alert can be transmitted to the

command centre directly using a telecommunication network; and

if it is determined that the first alert and the second alert cannot be transmitted

directly using the telecommunication network, transmitting the first alert and the second

alert to the gateway of the computer network using an out-of-band network, wherein the
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first alert and second alert is then transmitted from the gateway to the command centre

using the telecommunication network.

10. The method of claim 1 wherein the determining if the Internet Protocol address of the

source that initiated the information security attack on the computer network is to be

disrupted comprises:

determining if the first alert correlates with the second alert; and

if the first alert correlates with the second alert, confirming that the Internet

Protocol address of the source that initiated the information security attack is to be

disrupted.

11. A method for disrupting an information security attack on a computer network, the

method comprising:

receiving an alert from a monitoring device on the network, wherein the alert

includes an Internet Protocol address of a source that initiated the information security

attack on the computer network and an identity of a gateway through which the attack

passed;

generating a first set of instructions and transmitting the first set of instructions to

the gateway through which the attack passed, wherein the first set of instructions instruct

the gateway to add the IP address of the source that initiated the information security

attack to an access control list of the gateway;

generating a second set of instructions and transmitting the second set of

instructions to the gateway through which the attack passed after a first period of time

has lapsed, wherein the second set of instructions instruct the gateway to remove the IP

address of the source that initiated the information security attack from the access

control list of the gateway;

determining, during the first period of time, if a new mitigation action is to be

created to address the alert based on a security alert database; and

if the new mitigation action is to be created to address the alert, transmitting the

alert to a command centre.

12. A system for disrupting an information security attack on a computer network comprising:

a processing unit; and

a non-transitory media readable by the processing unit, the media storing

instructions that when executed by the processing unit, cause the processing unit to:

receive a first alert and a second alert from a monitoring device on the

network, wherein the first alert and the second alert both include an Internet
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Protocol address of a source that initiated the information security attack on the

computer network and an identity of a gateway through which the attack passed;

determine if the Internet Protocol address of the source that initiated the

information security attack on the computer network is to be disrupted;

if the Internet Protocol address of the source that initiated the information

security attack on the computer network is to be disrupted, to generate a first set

of instructions and to transmit the first set of instructions to the gateway through

which the attack passed, wherein the first set of instructions instruct the gateway

to add the IP address of the source that initiated the information security attack to

an access control list of the gateway;

generate a second set of instructions and to transmit the second set of

instructions to the gateway through which the attack passed after a first period of

time has lapsed, wherein the second set of instructions instruct the gateway to

remove the IP address of the source that initiated the information security attack

from the access control list of the gateway;

determine, during the first period of time, if a new mitigation action is to be

created to address the first alert and the second alert based on a security alert

database; and

if the new mitigation action is to be created to address the first alert and

the second alert, to transmit the first alert and the second alert to a command

centre.

13. The system of claim 12 wherein the instruction to transmit the first set of instructions to

the gateway of the computer network comprises:

instructions for directing the processing unit to:

determine if the first set of instructions can be transmitted to the gateway

of the computer network using a telecommunication network; and

if it is determined that the first set of instructions cannot be transmitted

using the telecommunication network, to transmit the first set of instructions to the

gateway of the computer network using an out-of-band network.

14. The system of claim 12 wherein the instructions to generate the first set of instructions

comprises:

instructions for directing the processing unit to:

use the identity of the gateway to select an associated instruction set from

a gateway brand and model database; and

compile the first set of instructions using the selected instruction set.
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15. The system of claim 12 wherein the instructions to transmit the second set of instructions

to the gateway of the computer network comprises:

instructions for directing the processing unit to:

determine if the second set of instructions can be transmitted to the

gateway of the computer network using a telecommunication network; and

if it is determined that the second set of instructions cannot be transmitted

using the telecommunication network, to transmit the second set of instructions to

the gateway of the computer network using an out-of-band network.

16. The system of claim 12 wherein the instructions to generate the second set of

instructions comprises:

instructions for directing the processing unit to:

use the identity of the gateway to select an associated instruction set from

a gateway brand and model database; and

compile the second set of instructions using the selected instruction set.

17. The system of claim 12 wherein the gateway comprises a network node on the computer

network that is located upstream of the monitoring device.

18. The system of claim 12 wherein the gateway comprises:

a first network node on the computer network and a second network node on the

computer network wherein the second network node is located upstream of the first

network node, and the first network node is located upstream of the monitoring device.

19. The system of claim 12 wherein the gateway comprises all network nodes on the

computer network that are located upstream of the monitoring device.

20. The system of claim 12 wherein the instructions to transmit the first alert and the second

alert to the command centre comprises:

instructions for directing the processing unit to:

determine if the first alert and the second alert can be transmitted to the

command centre directly using a telecommunication network; and

if it is determined that the first alert and the second alert cannot be

transmitted directly using the telecommunication network, to transmit the first

alert and the second alert to the gateway of the computer network using an out-
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of-band network, wherein the first alert and second alert is then transmitted from

the gateway to the command centre using the telecommunication network.

21. The system of claim 12 wherein the instructions to determine if the Internet Protocol

address of the source that initiated the information security attack on the computer

network is to be disrupted comprises:

instructions for directing the processing unit to:

determine if the first alert correlates with the second alert; and

if the first alert correlates with the second alert, to confirm that the Internet

Protocol address of the source that initiated the information security attack is to

be disrupted.

22. A system for disrupting an information security attack on a computer network comprising:

a processing unit; and

a non-transitory media readable by the processing unit, the media storing

instructions that when executed by the processing unit, cause the processing unit to:

receive an alert from a monitoring device on the network, wherein the

alert includes an Internet Protocol address of a source that initiated the

information security attack on the computer network and an identity of a gateway

through which the attack passed;

generate a first set of instructions and transmit the first set of instructions

to the gateway through which the attack passed, wherein the first set of

instructions instruct the gateway to add the IP address of the source that initiated

the information security attack to an access control list of the gateway;

generate a second set of instructions and transmit the second set of

instructions to the gateway through which the attack passed after a first period of

time has lapsed, wherein the second set of instructions instruct the gateway to

remove the IP address of the source that initiated the information security attack

from the access control list of the gateway;

determine, during the first period of time, if a new mitigation action is to be

created to address the alert based on a security alert database; and

if the new mitigation action is to be created to address the alert, to

transmit the alert to a command centre.

23. A system for disrupting an information security attack on a computer network comprising:

circuitry configured to receive a first alert and a second alert from a monitoring

device on the network, wherein the first alert and the second alert both include an
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Internet Protocol address of a source that initiated the information security attack on the

computer network and an identity of a gateway through which the attack passed;

circuitry configured to determine if the Internet Protocol address of the source

that initiated the information security attack on the computer network is to be disrupted;

circuitry configured to generate a first set of instructions and to transmit the first

set of instructions to the gateway through which the attack passed, if it is determined that

the Internet Protocol address of the source that initiated the information security attack

on the computer network is to be disrupted, wherein the first set of instructions instruct

the gateway to add the IP address of the source that initiated the information security

attack to an access control list of the gateway;

circuitry configured to generate a second set of instructions and to transmit the

second set of instructions to the gateway through which the attack passed after a first

period of time has lapsed, wherein the second set of instructions instruct the gateway to

remove the IP address of the source that initiated the information security attack from the

access control list of the gateway;

circuitry configured to determine, during the first period of time, if a new mitigation

action is to be created to address the first alert and the second alert based on a security

alert database; and

circuitry configured to transmit the first alert and the second alert to a command

centre, if it is determined that the new mitigation action is to be created to address the

first alert and the second alert.

24. The system of claim 23 wherein the circuitry configured to transmit the first set of

instructions to the gateway of the computer network comprises:

circuitry configured to determine if the first set of instructions can be transmitted

to the gateway of the computer network using a telecommunication network; and

circuitry configured to transmit the first set of instructions to the gateway of the

computer network using an out-of-band network, if it is determined that the first set of

instructions cannot be transmitted using the telecommunication network.

25. The system of claim 23 wherein the circuitry configured to generate the first set of

instructions comprises:

circuitry configured to use the identity of the gateway to select an associated

instruction set from a gateway brand and model database; and

circuitry configured to compile the first set of instructions using the selected

instruction set.
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26. The system of claim 23 wherein the circuitry configured to transmit the second set of

instructions to the gateway of the computer network comprises:

circuitry configured to determine if the second set of instructions can be

transmitted to the gateway of the computer network using a telecommunication network;

and

circuitry configured to transmit the second set of instructions to the gateway of

the computer network using an out-of-band network, to if it is determined that the second

set of instructions cannot be transmitted using the telecommunication network.

27. The system of claim 23 wherein the circuitry configured to generate the second set of

instructions comprises:

circuitry configured to use the identity of the gateway to select an associated

instruction set from a gateway brand and model database; and

circuitry configured to compile the second set of instructions using the selected

instruction set.

28. The system of claim 23 wherein the gateway comprises a network node on the computer

network that is located upstream of the monitoring device.

29. The system of claim 23 wherein the gateway comprises:

a first network node on the computer network and a second network node on the

computer network wherein the second network node is located upstream of the first

network node, and the first network node is located upstream of the monitoring device.

30. The system of claim 23 wherein the gateway comprises all network nodes on the

computer network that are located upstream of the monitoring device.

31. The system of claim 23 wherein the circuitry configured to transmit the first alert and the

second alert to the command centre comprises:

circuitry configured to determine if the first alert and the second alert can be

transmitted to the command centre directly using a telecommunication network; and

circuitry configured to transmit the first alert and the second alert to the gateway

of the computer network using an out-of-band network, wherein the first alert and second

alert is then transmitted from the gateway to the command centre using the

telecommunication network, if it is determined that the first alert and the second alert

cannot be transmitted directly using the telecommunication network.
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32. The system of claim 23 wherein the circuitry configured to determine if the Internet

Protocol address of the source that initiated the information security attack on the

computer network is to be disrupted comprises:

circuitry configured to determine if the first alert correlates with the second alert;

and

circuitry configured to confirm that the Internet Protocol address of the source

that initiated the information security attack is to be disrupted, if the first alert correlates

with the second alert.

33. A system for disrupting an information security attack on a computer network comprising:

circuitry configured to receive an alert from a monitoring device on the network,

wherein the alert includes an Internet Protocol address of a source that initiated the

information security attack on the computer network and an identity of a gateway through

which the attack passed;

circuitry configured to generate a first set of instructions and transmit the first set

of instructions to the gateway through which the attack passed, wherein the first set of

instructions instruct the gateway to add the IP address of the source that initiated the

information security attack to an access control list of the gateway;

circuitry configured to generate a second set of instructions and transmit the

second set of instructions to the gateway through which the attack passed after a first

period of time has lapsed, wherein the second set of instructions instruct the gateway to

remove the IP address of the source that initiated the information security attack from the

access control list of the gateway;

circuitry configured to determine, during the first period of time, if a new mitigation

action is to be created to address the alert based on a security alert database; and

circuitry configured to transmit the alert to a command centre, if a new mitigation

action is to be created to address the alert.


