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$101 THE DYNAMIC PASSWORD TOKEN RECEIVING A STARTING INSTRUCTION AND
EXECUTING A STARTING OPERATION IN ACCORDANCE WITH THE STARTING
INSTRUCTION

§102 THE DYNAMIC PASSWORD TOKEN RECEIVING AN INPUT OPERATION
INSTRUCTION

$103 AFTER RECEIVING THE OPERATICN INSTRUCTION, THE DYNAMIC PASSWORD
TOKEN GENERATING REQUEST INFORMATION IN ACCORDANCE WITH THE
OPERATION INSTRUCTION, SIGNING THE REQUEST INFORMATION FOR
OBTAINING A FIRST DIGITAL SIGNATURE, OBTAINING A REQUEST DATA
PACKET IN ACCORDANCE WITH THE REQUEST INFORMATION AND THE FIRST
DIGITAL SIGNATURE AND SENDING THE REQUEST DATA PACKET TC A
BACKGROUND SYSTEM SERVER

$104 THE BACKGROUND SYSTEM SERVER RECEIVING THE REQUEST DATA
PACKET, OBTAINING THE FIRST DIGITAL SIGNATURE AND THE REQUEST
INFORMATION FROM THE RECEIVED REQUEST DATA PACKET AND VERIFYING
THE FIRST DIGITAL SIGNATURE

$105 AFTER THE FIRST DIGITAL SIGNATURE PASSES THE VERIFICATION OF THE
SIGNATURE, THE BACKGROUND SYSTEM SERVER DETERMINING
CORRESPONDING FEEDBACK INFORMATION IN ACCORDANCE WITH THE
REQUEST INFORMATION, OBTAINING A FEEDBACK DATA PACKET IN
ACCORDANCE WITH THE ENCRYPTION OF THE FEEDBACK INFORMATION,
AND SENDING THE FEEDBACK DATA PACKET TO THE DYNAMIC PASSWORD
TOKEN

5106 THE DYNAMIC PASSWORD TOKEN RECEIVING THE FEEDBACK DATA PACKET

§107 AFTER RECEIVING THE FEEDBACK DATA PACKET, THE DYNAMIC PASSWORD
TOKEN DECRYPTING THE FEEDBACK DATA PACKET FOR OBTAINING THE
FEEDBACK INFORMATION

$108 AFTER OBTAINING THE FEEDBACK INFORMATION, THE DYNAMIC PASSWORD
TOKEN SAVING THE FEEDBACK INFORMATION

§108 THE DYNAMIC PASSWORD TOKEN GENERATING RESPONSE INFORMATION,
SIGNING THE RESPONSE INFORMATION FOR CBTAINING A SECCND DIGITAL
SIGNATURE, OBTAINING A RESPONSE DATA PACKET IN ACCORDANCE WITH
THE RESPONSE INFORMATION AND THE SECOND DIGITAL SIGNATURE AND
SENDING THE RESPONSE DATA PACKET TQ THE BACKGROUND SYSTEM
SERVER

$110 THE BACKGROUND SYSTEM SERVER RECEIVING THE RESPONSE DATA
PACKET, OBTAINING THE SECOND DIGITAL SIGNATURE AND THE RESPONSE
INFORMATION FROM THE RECEIVED RESPONSE DATA PACKET, AND
VERIFYING THE SECOND DIGITAL SIGNATURE

§111 AFTER THE SECOND DIGITAL SIGNATURE PASSES THE VERIFICATION OF THE
SIGNATURE, THE BACKGRCUND SYSTEM SERVER EXECUTING THE
RESPONSE OPERATION IN ACCORDANCE WITH THE RESPONSE
INFORMATION

(57) Abstract: Provided are a dynamic pass-
word token, and a data transmission method and
system for the dynamic password token. When
the dynamic password token needs to be in
communication with a background system setv-
er, a series of methods of digital signature, en-
cryption, decryption, etc. are used to improve
the communication flow of the dynamic pass-
word token and the background system server.
The present invention solves the problem of un-
secure communication of the dynamic password
token and the background system server in the
prior art, ensures that the dynamic password
token and the background system server can
conduct reliable information interaction, and
ensures the secure transmission of key informa-
tion about seed keys, etc. in the processes of
taking-effect, activation and synchronization
operations on the dynamic password token,
thereby ensuring the security of user accounts.
Meanwhile, compared with the prior art, the
present invention is convenient in implementa-
tion and simple in structure.
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