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Background

[002] In the context of information security, social engineering may refer to the
psychological manipulation, influencing or deception of people, usually based on
fraud, into taking actions or divulging confidential information for the purpose of
obtaining information or gaining control and access of a computer system. This type
of activity may be viewed as an attack vector that may rely heavily on human
interaction and may often involve obtaining a person’s trust and exploiting that trust

by tricking that person into breaking normal security procedures.



[003] Various techniques are used that appeal to vanity, appeal to authority and
appeal to greed. Further, many social engineering exploits may simply rely on
people's willingness to be helpful. For example, the attacker might pretend to be a co-
worker who has some kind of an urgent problem that requires access to additional
network resources.

[004] There are several types of social engineering attacks, such as, e.g., digital
attacks, phone attacks and in-person attacks. These attacks can originate from
different sources, which can also be referred to as communication sources.

[005] Digital attacks may use email or text messages in tricking a person into
clicking malicious link or opening an infected attachment. These types of attacks are
often referred to as “Phishing.” Phishing may involve maliciously deceiving users into
activating software that allows an attacker to take control of the victim’s computer, as
well as deceiving users into providing information directly to the attacker. Often, this
attack technique includes a malicious party sending one or more communications to a
potential victim. These communications can be in the form of fraudulent email
disguised as a legitimate email, often purporting to be from a trusted source, such an
executive within a company, e.g., Chief Executive Officer (CEO), or bank or credit
card company. In some cases, once the victim opens the fraudulent email message, or
goes to a fraudulent web page, a viral payload may be delivered to the victim’s
computer. Once installed, the user’s computer can often be controlled to perform other

malicious activities such as accessing data, sending out spam emails, attacking other



computers, infiltrating a closed network, or installing additional harmful software,
such as Ransomware.

[006] A variation of phishing is spear phishing, which is similar to phishing, but
tailored for a specific individual or organization. Generally, spear phishing is a
technique that may fraudulently obtain private information by sending highly
customized emails to a few end users. This customized approach is one example
difference between spear phishing and normal phishing campaigns, which focus on
sending out high volumes of generalized emails with the expectation that only a few
people will respond. On the other hand, spear phishing emails may require the
attacker to perform additional research on their targets, in order to "trick" end users
into performing requested activities.

[007] Phone attacks can be used to make a person feel a sense of urgency to act
in order to prevent a negative consequence. These attacks may attempt to have the
person take an action that may put that person and that person’s information at risk.
These types of attacks are often referred as “Vishing”. Vishing typically uses a live
person or a rogue interactive voice response (IVR) system to recreate a legitimate-
sounding copy of a bank or other institution's IVR system. The victim is prompted
(typically via a phishing e-mail) to call in to the "bank" via a (ideally toll free) number
provided, in order to "verify" information. A typical "vishing" system may reject log-
ins continually, ensuring the victim enters PINs or passwords multiple times, often

disclosing several different passwords. More advanced systems may transfer the



victim to the attacker/defrauder, who poses as a customer service agent or security
expert for further questioning of the victim.

[008] Pretexting is an in-person attack and occurs when one party lies to another
to gain access to privileged data. For example, a pretexting scam could involve an
attacker who pretends to need personal or financial data, in order to confirm the
identity of the recipient.

[009] Social engineering also takes advantage of new communication channels
that are being developed. For example, social networks, such as Facebook, often
incorporate their own chat and voice channels. Smartphones and other mobile
devices integrate various of VoIP, encrypted chat, texting, messaging, stickers, short
videos, and other means of communication. In addition to these, augmented reality
and virtual reality communication channels are being developed. Further, over-the-top
services and applications, such as Skype, Facetime and WhatsApp, bypass traditional
network distribution approaches and run over, or on top of, core Internet networks.
As with existing forms of communication channels, these new communication

channels are susceptible to social engineering attacks.

Brief Summary of Disclosure
[0010] In one example implementation, a method, performed by one or more
computing devices, may include but is not limited to identifying potential social

engineering activity associated with one or more communications on a first



communication channel of a plurality of communication channels. Restriction of at
least partial access to at least a second communication channel of the plurality of
communication channels may be requested based upon, at least in part, the
identification of the potential social engineering activity associated with the one or
more communications on the first communication channel.

[0011] One or more of the following example features may be included.
Identifying the potential social engineering activity may occur in real-time. An action
may be performed based upon, at least in part, identifying the potential social
engineering activity associated with the one or more communications on the first
communication channel, wherein performing the action may include automatically
connecting a second user to monitor or at least partially participate in the one or more
communications on the first communication channel.

[0012] An action may be performed based upon, at least in part, identifying the
potential social engineering activity associated with the one or more communications
on the first communication channel, wherein performing the action may include
providing one or more characteristics of the one or more communications used to
identify the potential social engineering activity. An action may be performed based
upon, at least in part, identifying the potential social engineering activity associated
with the one or more communications on the first communication channel, wherein
performing the action may include providing aggregated information about a user

participating with the one or more communications on the first communication



channel. An action may be performed based upon, at least in part, identifying the
potential social engineering activity associated with the one or more communications
on the first communication channel, wherein performing the action may include
verifying social engineering activity associated with the potential social engineering
activity. An action may be performed based upon, at least in part, identifying the
potential social engineering activity associated with the one or more communications
on the first communication channel, or a pattern of communications on multiple
channels, wherein performing the action may include implementing quarantine
actions.

[0013] In another example implementation, a computing system may include one
or more processors and one or more memories configured to perform operations that
may include but are not limited to identifying potential social engineering activity
associated with one or more communications on a first communication channel of a
plurality of communication channels. Restriction of at least partial access to at least a
second communication channel of the plurality of communication channels may be
requested based upon, at least in part, the identification of the potential social
engineering activity associated with the one or more communications on the first
communication channel.

[0014] The computer system may perform operations that may include one or
more of the following example features. Identifying the potential social engineering

activity may occur in real-time. An action may be performed based upon, at least in



part, identifying the potential social engineering activity associated with the one or
more communications on the first communication channel, wherein performing the
action may include automatically connecting a second user to at least partially
participate in the one or more communications on the first communication channel.

[0015] An action may be performed based upon, at least in part, identifying the
potential social engineering activity associated with the one or more communications
on the first communication channel, wherein performing the action may include
providing one or more characteristics of the one or more communications used to
identify the potential social engineering activity. An action may be performed based
upon, at least in part, identifying the potential social engineering activity associated
with the one or more communications on the first communication channel, wherein
performing the action may include providing aggregated information about a user
participating with the one or more communications on the first communication
channel. An action may be performed based upon, at least in part, identifying the
potential social engineering activity associated with the one or more communications
on the first communication channel, wherein performing the action may include
verifying the potential social engineering activity was actual social engineering
activity. An action may be performed based upon, at least in part, identifying the
potential social engineering activity associated with the one or more communications
on the first communication channel, wherein performing the action may include

implementing quarantine actions. The computer system may include a virtual agent



for at least one of monitoring and controlling the operations.

[0016] In another example implementation, a computer program product may
reside on a computer readable storage medium having a plurality of instructions
stored thereon which, when executed across one or more processors, may cause at
least a portion of the one or more processors to perform operations that may include
but are not limited to identifying potential social engineering activity associated with
one or more communications on a first communication channel of a plurality of
communication channels. Restriction of at least partial access to at least a second
communication channel of the plurality of communication channels may be requested
based upon, at least in part, the identification of the potential social engineering
activity associated with the one or more communications on the first communication
channel.

[0017] The computer program product may perform operations that may include
but are not limited to one or more of the following example features. Identifying the
potential social engineering activity may occur in real-time. An action may be
performed based upon, at least in part, identifying the potential social engineering
activity associated with the one or more communications on the first communication
channel, wherein performing the action may include automatically connecting a
second user to at least partially participate in the one or more communications on the
first communication channel.

[0018] An action may be performed based upon, at least in part, identifying the



potential social engineering activity associated with the one or more communications
on the first communication channel, wherein performing the action may include
providing one or more characteristics of the one or more communications used to
identify the potential social engineering activity. An action may be performed based
upon, at least in part, identifying the potential social engineering activity associated
with the one or more communications on the first communication channel, wherein
performing the action may include providing aggregated information about a user
participating with the one or more communications on the first communication
channel. An action may be performed based upon, at least in part, identifying the
potential social engineering activity associated with the one or more communications
on the first communication channel, wherein performing the action may include
verifying social engineering activity associated with the potential social engineering
activity. An action may be performed based upon, at least in part, identifying the
potential social engineering activity associated with the one or more communications
on the first communication channel, wherein performing the action may include
implementing quarantine actions.

[0019] In another example implementation, a method, performed by one or more
computing devices, may include but is not limited to identifying a first characteristic
of a first communication on a first communication channel and identifying a second
characteristic of a second communication on a second communication channel. The

first characteristic of the first communication on the first communication channel and



the second characteristic of the second communication on the second communication
channel are then compared to a predetermined rule. A determination is made as
whether the first characteristic of the first communication on the first communication
channel and the second characteristic of the second communication on the second
communication channel correlate to the predetermined rule. The identification of
potential social engineering activity associated with at least one of the first
communication and the second communication may be based upon, at least in part,
correlation to the predetermined rule.

[0020] A predetermined rule may be based, at least in part, on the first
communication and the second communication being received by a same user. A
predetermined rule may be based, at least in part, on the first communication being
received by a first user and the second communication being received by a second
user who is related to the first user. A predetermined rule may be based, at least in
part, on a pattern existing between the first characteristic of the first communication
on the first communication channel and the second characteristic of the second
communication on the second communication channel.

[0021] One or more of the following example features may also be included. The
first communication channel may be a first communication platform and the second
communication channel may be a second communication platform. The identification
of the at least one of the first characteristic of the first communication on the first

communication channel and of the second characteristic of the second communication
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on the second communication channel may include one or more of voice analysis and
text analysis. An indication of the potential social engineering activity may be
provided to at least one user participating in the first communication on the first
communication channel and to a third party based upon, at least in part, identifying
the potential social engineering activity.

[0022] In another example implementation, a computing system may include one
or more processors and one or more memories configured to perform operations that
may include but are not limited to identifying a first characteristic of a first
communication on a first communication channel and identifying a second
characteristic of a second communication on a second communication channel. The
first characteristic of the first communication on the first communication channel and
the second characteristic of the second communication on the second communication
channel are then compared to a predetermined rule. A determination is made as to
whether the first characteristic of the first communication on the first communication
channel and the second characteristic of the second communication on the second
communication channel correlate to the predetermined rule. The identification of
potential social engineering activity associated with at least one of the first
communication and the second communication may be based upon, at least in part,
correlation to the predetermined rule.

[0023] The computer system may perform operations that may include one or

more of the following example features. The first communication channel may be a
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first communication platform and the second communication channel may be a
second communication platform. The identification of the at least one of the first
characteristic of the first communication on the first communication channel and of
the second characteristic of the second communication on the second communication
channel may include one or more of voice analysis and text analysis. An indication of
the potential social engineering activity to at least one user participating in the first
communication on the first communication channel and a third party may be provided
based upon, at least in part, identifying the potential social engineering activity. The
computer system may include a virtual agent for at least one of monitoring and
controlling the operations.

[0024] In another example implementation, a computer program product may
reside on a computer readable storage medium having a plurality of instructions
stored thereon which, when executed across one or more processors, may cause at
least a portion of the one or more processors to perform operations that may include
but are not limited to identifying a first characteristic of a first communication on a
first communication channel and identifying a second characteristic of a second
communication on a second communication channel. The first characteristic of the
first communication on the first communication channel and the second characteristic
of the second communication on the second communication channel are then
compared to a predetermined rule. A determination is made as to whether the first

characteristic of the first communication on the first communication channel and the
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second characteristic of the second communication on the second communication
channel correlate to the predetermined rule. The identification of potential social
engineering activity associated with at least one of the first communication and the
second communication may be based upon, at least in part, correlation to the
predetermined rule.

[0025] The computer program product may perform operations that may include
but are not limited to one or more of the following example features. The first
communication channel may be a first communication platform and the second
communication channel may be a second communication platform. The identification
of the at least one of the first characteristic of the first communication on the first
communication channel and of the second characteristic of the second communication
on the second communication channel may include one or more of voice analysis and
text analysis. An indication of the potential social engineering activity to at least one
user participating in the first communication on the first communication channel and a
third party may be provided based upon, at least in part, identifying the potential
social engineering activity.

[0026] In another example implementation, a method, performed by one or more
computing devices, may include but is not limited to extracting a first set of one or
more audio features from at least a portion of a communication on a communication
channel. The first set of one or more audio features from at least a portion of the

communication is compared to a second set of one or more audio features to
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determine that at least a portion of the first set of audio features matches the second
set of one or more audio features. Identification of potential social engineering
activity associated with at least a portion of the communication on the communication
channel may be based upon, at least in part, a match between the first set of audio
features with the second set of one or more audio features.

[0027] One or more of the following example audio features may be included. At
least one of the features of audio features includes intent. The first set of one or more
audio features may also be based upon, at least in part, an audio characteristic of the
communication. This audio characteristic may include at least one of tone, i.e. pitch,
and cadence, i.e. the thythmic flow of a sequence of sounds or words, of a voice
identified during the communication.

[0028] Extracting the first set of one or more audio features may include
generating an audio fingerprint of at least a portion of the communication on the
communication channel. Extracting the first set of one or more audio features may
include transcribing audio from at least the portion of the communication into text,
where at least a portion of the first set of one or more features may be extracted across
multiple communications on the communication channel.

[0029] In another example implementation, a computing system may include one
or more processors and one or more memories configured to perform operations that
may include but are not limited to extracting a first set of one or more audio features

from at least a portion of a communication on a communication channel. The first set
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of one or more audio features from the at least a portion of the communication is
compared to a second set of one or more audio features to determine that at least a
portion of the first set of audio features matches the second set of one or more audio
features. Identification of potential social engineering activity associated with at
least a portion of the communication on the communication channel may be based
upon, at least in part, a match between the first set of audio features with the second
set of one or more audio features.

[0030] The computer system may perform operations that may include one or
more of the following example features. The first set of one or more audio features
may be based upon, at least in part, an audio characteristic of the communication.
This audio characteristic may include at least one of tone and cadence of a voice
identified during the communication. At least one of the features of the first set of
audio features includes intent.

[0031] Extracting the first set of one or more audio features may include
generating an audio fingerprint of at least a portion of the communication on the
communication channel. Extracting the first set of one or more audio features may
include transcribing audio from at least the portion of the communication into text, at
least a portion of the first set of one or more audio features may be extracted across
multiple communications on the communication channel. The computer system may

include a virtual agent for at least one of monitoring and controlling the operations.
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[0032] In another example implementation, a computer program product may
reside on a computer readable storage medium having a plurality of instructions
stored thereon which, when executed across one or more processors, may cause at
least a portion of the one or more processors to perform operations that may include
but are not limited to extracting a first set of one or more audio features from at least a
portion of a communication on a communication channel. The first set of one or more
audio features from at least a portion of the communication is compared to a second
set of one or more audio features to determine that at least a portion of the first set of
audio features matches the second set of one or more audio features. Identification of
potential social engineering activity associated with at least a portion of the
communication on the communication channel may be based upon, at least in part, a
match between the first set of audio features with the second set of one or more audio
features.

[0033] The computer program product may perform operations that may include
but are not limited to one or more of the following example features. The first set of
one or more audio features may be based upon, at least in part, an audio characteristic
of the communication. This audio characteristic may include at least one of tone and
cadence of a voice identified during the communication. At least one of the features
of the first set of audio features includes intent.

[0034] Extracting the first set of one or more audio features may include

generating audio fingerprint of at least a portion of the communication on the
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communication channel. Extracting the first set of one or more audio features may
include transcribing audio from at least the portion of the communication into text, at
least a portion of the first set of one or more features may be extracted across multiple
communications on the communication channel.

[0035] In another example implementation, a method, performed by one or more
computing devices, may include but is not limited to identifying a profile with a user
for a plurality of communication channels and determining a current score for two or
more communication channels of the plurality of communication channels. The
current score may be based upon, at least in part, a first current score for a first
communication channel of the two or more communication channels and a second
current score for a second communication channel of the two or more communication
channels. A determination whether the current score for the two or more
communication channels is greater than a threshold score for the profile is made.
Identifying potential social engineering activity may be based upon, at least in part, a
determination that the current score for the two or more communication channels is
greater than the threshold score for the profile. Based at least in part upon the
identification of potential social engineering activity, at least one of text, audio, and
visual analysis is performed upon at least a portion of the plurality of communication
channels.

[0036] One or more of the following example features may be included. Each

communication channel in the profile may include a respective historical score. The
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threshold score may be generated based upon, at least in part, machine learning from
the respective historical score. The threshold score may be updated based upon, at
least in part, one or more temporal factors. At least one of the first current score and
the second current score may be a weighted score and/or may be a normalized score.
This method may also include the determination of a pattern between at least a portion
of the plurality of communication channels and may further include using this pattern
for future identification of social engineering activity.

[0037] In another example implementation, a computing system may include one
or more processors and one or more memories configured to perform operations that
may include but are not limited to identifying a profile with a user for a plurality of
communication channels and determining a current score for two or more
communication channels of the plurality of communication channels. The current
score may be based upon, at least in part, a first current score for a first
communication channel of the two or more communication channels and a second
current score for a second communication channel of the two or more communication
channels. A determination whether the current score for the two or more
communication channels is greater than a threshold score for the profile is made.
Identifying potential social engineering activity may be based upon, at least in part, a
determination that the current score for the two or more communication channels is
greater than the threshold score for the profile. Based at least in part upon the

identification of potential social engineering activity, at least one of text, audio, and

18



visual analysis is performed upon at least a portion of the plurality of communication
channels.

[0038] The computer system may perform operations that may include one or
more of the following example features. Each communication channel in the profile
may include a respective historical score. The threshold score may be generated
based upon, at least in part, machine learning from the respective historical score. the
threshold score may be updated based upon, at least in part, one or more temporal
factors. At least one of the first current score and the second current score may be a
weighted score and/or may be a normalized score. This method may also include the
determination of a pattern between at least a portion of the plurality of communication
channels and may further include using this pattern for future identification of social
engineering activity. The computer system may include a virtual agent for at least one
of monitoring and controlling the operations.

[0039] In another example implementation, a computer program product may
reside on a computer readable storage medium having a plurality of instructions
stored thereon which, when executed across one or more processors, may cause at
least a portion of the one or more processors to perform operations that may include
but are not limited to identifying a profile with a user for a plurality of
communication channels and determining a current score for two or more
communication channels of the plurality of communication channels. The current

score may be based upon, at least in part, a first current score for a first

19



communication channel of the two or more communication channels and a second
current score for a second communication channel of the two or more communication
channels. A determination whether the current score for the two or more
communication channels is greater than a threshold score for the profile is made.
Identifying potential social engineering activity may be based upon, at least in part, a
determination that the current score for the two or more communication channels is
greater than the threshold score for the profile. Based at least in part upon the
identification of potential social engineering activity, at least one of text, audio, and
visual analysis is performed upon at least a portion of the plurality of communication
channels.

[0040] The computer program product may perform operations that may include
but are not limited to one or more of the following example features. One or more of
the following example features may be included. Each communication channel in the
profile may include a respective historical score. The threshold score may be
generated based upon, at least in part, machine learning from the respective historical
score. the threshold score may be updated based upon, at least in part, one or more
temporal factors. At least one of the first current score and the second current score
may be a weighted score and/or may be a normalized score. This method may also
include the determination of a pattern between at least a portion of the plurality of
communication channels and may further include using this pattern for future

identification of social engineering activity.
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[0041] In one example implementation, a method, performed by one or more
computing devices, may include but is not limited to identifying a first user in a
network. Access to at least a portion of a network may be available to the first user
based upon, at least in part, one or more attributes of the first user. A determination,
by the one or more computing devices, may be made that a change in an attribute of
the one or more attributes of the first user. The removal of at least a portion of the
access to at least a portion of the network from the first user may be removed, based
upon, at least in part, the determination of the change in the attribute of the one or
more attributes of the first user.

[0042] One or more of the following example features may be included. A
prompt may be provided to at least one of the first user and the second user to remove
at least the portion of the access to at least the portion of the network based upon, at
least in part, determining the change in the attribute of the one or more attributes of
the first user. A determination of the change in the attribute may include receiving a
notification of the change. An attribute may include at least one of a status of the first
user in the network and a level of connection of the first user in the network. The level
of connection of the first user to the second user in the network may be automatically
changed based upon, at least in part, determining the change in the attribute of the one
or more attributes of the first user. The status of the first user in the network may
include a current employer of the first user. The level of connection of the first user in

the network may include a connection of a first profile for the first user with at least
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one of a second profile of the second user and a group in the network. Access to at
least a portion of the network may be available to at least one of the first user and a
second user based upon, at least in part, one or more attributes of the first user. The
removal of at least a portion of the access to the at least the portion of the network
from at least one of the first user and the second user may be based upon, at least in
part, determining the change in the attribute of the one or more attributes of the first
user.

[0043] In another example implementation, a computing system may include one
or more processors and one or more memories configured to perform operations that
may include but are not limited to identifying a first user in a network. Access to at
least a portion of a network may be available to the first user based upon, at least in
part, one or more attributes of the first user. A determination, by the one or more
computing devices, may be made that a change in an attribute of the one or more
attributes of the first user. The removal of at least a portion of the access to at least a
portion of the network from the first user may be removed, based upon, at least in
part, the determination of the change in the attribute of the one or more attributes of
the first user.

[0044] The computer system may perform operations that may include one or
more of the following example features. A prompt may be provided to at least one of
the first user and the second user to remove at least the portion of the access to at least

the portion of the network based upon, at least in part, determining the change in the
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attribute of the one or more attributes of the first user. A determination of the change
in the attribute may include receiving a notification of the change. An attribute may
include at least one of a status of the first user in the network and a level of
connection of the first user in the network. The level of connection of the first user to
the second user in the network may be automatically changed based upon, at least in
part, determining the change in the attribute of the one or more attributes of the first
user. The status of the first user in the network may include a current employer of the
first user. The level of connection of the first user in the network may include a
connection of a first profile for the first user with at least one of a second profile of
the second user and a group in the network. Access to at least a portion of the
network may be available to at least one of the first user and a second user based
upon, at least in part, one or more attributes of the first user. The removal of at least a
portion of the access to the at least the portion of the network from at least one of the
first user and the second user may be based upon, at least in part, determining the
change in the attribute of the one or more attributes of the first user. The computer
system may include a virtual agent for at least one of monitoring and controlling the
operations.

[0045] In another example implementation, a computer program product may
reside on a computer readable storage medium having a plurality of instructions
stored thereon which, when executed across one or more processors, may cause at

least a portion of the one or more processors to perform operations that may include
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but are not limited to identifying a first user in a network. Access to at least a portion
of a network is available to the first user based upon, at least in part, one or more
attributes of the first user. A determination, by the one or more computing devices,
may be made that a change in an attribute of the one or more attributes of the first
user. The removal of at least a portion of the access to at least a portion of the
network from the first user may be removed, based upon, at least in part, the
determination of the change in the attribute of the one or more attributes of the first
user.

[0046] The computer program product may perform operations that may include
but are not limited to one or more of the following example features. A prompt may
be provided to at least one of the first user and the second user to remove at least the
portion of the access to at least the portion of the network based upon, at least in part,
determining the change in the attribute of the one or more attributes of the first user.
A determination of the change in the attribute may include receiving a notification of
the change. An attribute may include at least one of a status of the first user in the
network and a level of connection of the first user in the network. The level of
connection of the first user to the second user in the network may be automatically
changed based upon, at least in part, determining the change in the attribute of the one
or more attributes of the first user. The status of the first user in the network may
include a current employer of the first user. The level of connection of the first user in

the network may include a connection of a first profile for the first user with at least
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one of a second profile of the second user and a group in the network.  Access to at
least a portion of the network may be available to at least one of the first user and a
second user based upon, at least in part, one or more attributes of the first user. The
removal of at least a portion of the access to the at least the portion of the network
from at least one of the first user and the second user may be based upon, at least in
part, determining the change in the attribute of the one or more attributes of the first
user.

[0047] In one example implementation, a method, performed by one or more
computing devices, may include but is not limited to identifying a characteristic of a
communication of one or more communications on one or more communication
channels. Access to at least a portion of the communication may be restricted. The
characteristic of the communication on the one or more communication channels may
be compared with a predetermined communication rule. A determination may be
made that the characteristic of the communication on the one or more communication
channels correlates to the predetermined communication rule. At least a portion of the
restriction to access at least the portion of the communication may be removed based
upon, at least in part, the correlation to the predetermined communication rule.

[0048] One or more of the following example features may be included. The
characteristic of the communication on the one or more communication channels may
include a predetermined timespan when the communication occurs. The characteristic

of the communication on the one or more communication channels may include a
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predetermined topic. The identification the characteristic of the communication on
the one or more communication channels may include one or more of voice analysis
and text analysis. The removal of at least the portion of the restriction to access at
least the portion of the communication may include enabling access to at least the
portion of the communication by a third party. The removal of at least the portion of
the restriction to access at least the portion of the communication may include
enabling archiving of at least the portion of the communication. The removal of at
least the portion of the restriction to access at least the portion of the communication
may include enabling access to at least one of a second portion of the communication
and a second communication of the one or more communications.

[0049] In another example implementation, a computing system may include one
or more processors and one or more memories configured to perform operations that
may include but are not limited to identifying a characteristic of a communication of
one or more communications on one or more communication channels. Access to at
least a portion of the communication may be restricted. The characteristic of the
communication on the one or more communication channels may be compared with a
predetermined communication rule. A determination may be made that the
characteristic of the communication on the one or more communication channels
correlates to the predetermined communication rule. At least a portion of the
restriction to access at least the portion of the communication may be removed based

upon, at least in part, the correlation to the predetermined communication rule.
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[0050] The computer system may perform operations that may include one or
more of the following example features. The characteristic of the communication on
the one or more communication channels may include a predetermined timespan
when the communication occurs. The characteristic of the communication on the one
or more communication channels may include a predetermined topic. The
identification the characteristic of the communication on the one or more
communication channels may include one or more of voice analysis and text analysis.
The removal of at least the portion of the restriction to access at least the portion of
the communication may include enabling access to at least the portion of the
communication by a third party. The removal of at least the portion of the restriction
to access at least the portion of the communication may include enabling archiving of
at least the portion of the communication. The removal of at least the portion of the
restriction to access at least the portion of the communication may include enabling
access to at least one of a second portion of the communication and a second
communication of the one or more communications. The computer system may
include a virtual agent for at least one of monitoring and controlling the operations.

[0051] In another example implementation, a computer program product may
reside on a computer readable storage medium having a plurality of instructions
stored thereon which, when executed across one or more processors, may cause at
least a portion of the one or more processors to perform operations that may include

but are not limited to identifying a characteristic of a communication of one or more
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communications on one or more communication channels. Access to at least a portion
of the communication may be restricted. The characteristic of the communication on
the one or more communication channels may be compared with a predetermined
communication rule. A determination may be made that the characteristic of the
communication on the one or more communication channels correlates to the
predetermined communication rule. At least a portion of the restriction to access at
least the portion of the communication may be removed based upon, at least in part,
the correlation to the predetermined communication rule.

[0052] The computer program product may perform operations that may include
but are not limited to one or more of the following example features. The
characteristic of the communication on the one or more communication channels may
include a predetermined timespan when the communication occurs. The characteristic
of the communication on the one or more communication channels may include a
predetermined topic. The identification the characteristic of the communication on
the one or more communication channels may include one or more of voice analysis
and text analysis. The removal of at least the portion of the restriction to access at
least the portion of the communication may include enabling access to at least the
portion of the communication by a third party. The removal of at least the portion of
the restriction to access at least the portion of the communication may include
enabling archiving of at least the portion of the communication. The removal of at

least the portion of the restriction to access at least the portion of the communication
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may include enabling access to at least one of a second portion of the communication
and a second communication of the one or more communications.

[0053] The details of one or more example implementations are set forth in the
accompanying drawings and the description below. Other possible example features
and/or possible example advantages will become apparent from the description, the
drawings, and the claims. Some implementations may not have those possible
example features and/or possible example advantages, and such possible example
features and/or possible example advantages may not necessarily be required of some
implementations.

Brief Description of the Drawings

[0054] Fig. 1 is an example diagrammatic view of a social engineering attack
defense process coupled to an example distributed computing network according to
one or more example implementations of the disclosure;

[0055] Fig. 2 is an example diagrammatic view of a client electronic device of
Fig. 1 according to one or more example implementations of the disclosure;

[0056] Fig. 3 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;

[0057] Fig. 4 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;

[0058] Fig. 5 is an example flowchart of a social engineering attack defense

process according to one or more example implementations of the disclosure;
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[0059] Fig. 6 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0060] Fig. 7 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0061] Fig. 8 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0062] Fig. 9 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0063] Fig. 10 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0064] Fig. 11 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0065] Fig. 12 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0066] Fig. 13 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0067] Fig. 14 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0068] Fig. 15 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;

[0069] Fig. 16 is an example flowchart of a social engineering attack defense
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process according to one or more example implementations of the disclosure;
[0070] Fig. 17 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0071] Fig. 18 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0072] Fig. 19 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0073] Fig. 20 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0074] Fig. 21 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0075] Fig. 22 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0076] Fig. 23 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0077] Fig. 24 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0078] Fig. 25 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0079] Fig. 26 is an example flowchart of a social engineering attack defense

process according to one or more example implementations of the disclosure;
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[0080] Fig. 27 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0081] Fig. 28 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0082] Fig. 29 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0083] Fig. 30 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0084] Fig. 31 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0085] Fig. 32 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0086] Fig. 33 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0087] Fig. 34 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0088] Fig. 35 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0089] Fig. 36 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;

[0090] Fig. 37 is an example flowchart of a social engineering attack defense
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process according to one or more example implementations of the disclosure;
[0091] Fig. 38 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0092] Fig. 39 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0093] Fig. 40 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0094] Fig. 41 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0095] Fig. 42 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0096] Fig. 43 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0097] Fig. 44 is an example flowchart of a social engineering attack defense
process according to one or more example implementations of the disclosure;
[0098] Like reference symbols in the various drawings indicate like elements.
Detailed Description
System Overview:
[0099] In some implementations, the present disclosure may be embodied as a
method, system, or computer program product. Accordingly, in some

implementations, the present disclosure may take the form of an entirely hardware
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implementation, an entirely software implementation (including firmware, resident
software, micro-code, etc.) or an implementation combining software and hardware

LIS

aspects that may all generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, in some implementations, the present disclosure may take the
form of a computer program product on a computer-usable storage medium having
computer-usable program code embodied in the medium.

[00100] In some implementations, any suitable computer usable or computer
readable medium (or media) may be utilized. The computer readable medium may be
a computer readable signal medium or a computer readable storage medium. The
computer-usable, or computer-readable, storage medium (including a storage device
associated with a computing device or client electronic device) may be, for example,
but is not limited to, an electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, device, or any suitable combination of the
foregoing. More specific examples (a non-exhaustive list) of the computer-readable
medium may include the following: an electrical connection having one or more
wires, a portable computer diskette, a hard disk, a random access memory (RAM), a
read-only memory (ROM), an erasable programmable read-only memory (EPROM or
Flash memory), an optical fiber, a portable compact disc read-only memory (CD-
ROM), an optical storage device, a digital versatile disk (DVD), a static random
access memory (SRAM), a memory stick, a floppy disk, a mechanically encoded

device such as punch-cards or raised structures in a groove having instructions
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recorded thereon, a media such as those supporting the internet or an intranet, or a
magnetic storage device. Note that the computer-usable or computer-readable
medium could even be a suitable medium upon which the program is stored, scanned,
compiled, interpreted, or otherwise processed in a suitable manner, if necessary, and
then stored in a computer memory. In the context of the present disclosure, a
computer-usable or computer-readable, storage medium may be any tangible medium
that can contain or store a program for use by, or in connection with the instruction
execution system, apparatus, or device.

[00101] In some implementations, a computer readable signal medium may
include a propagated data signal with computer readable program code embodied
therein, for example, in baseband or as part of a carrier wave. In some
implementations, such a propagated signal may take any of a variety of forms,
including, but not limited to, electro-magnetic, optical, or any suitable combination
thereof. In some implementations, the computer readable program code may be
transmitted using any appropriate medium, including but not limited to the internet,
wireline, optical fiber cable, RF, etc. In some implementations, a computer readable
signal medium may be any computer readable medium that is not a computer readable
storage medium and that can communicate, propagate, or transport a program for use
by, or in connection with an instruction execution system, apparatus, or device.

[00102] In some implementations, computer program code for carrying out

operations of the present disclosure may be assembler instructions, instruction-set-
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architecture (ISA) instructions, machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or either source code or object
code written in any combination of one or more programming languages, including an
object oriented programming language such as Java®, Smalltalk, C++ or the like.

Java and all Java-based trademarks and logos are trademarks or registered trademarks
of Oracle and/or its affiliates. However, the computer program code for carrying out
operations of the present disclosure may also be written in conventional procedural
programming languages, such as the "C" programming language, PASCAL, or similar
programming languages, as well as in scripting languages such as Javascript, PERL,
or Python. The program code may execute entirely on the user's computer, partly on
the user's computer, as a stand-alone software package, partly on the user’s computer
and partly on a remote computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the user’s computer through
alocal area network (LAN) or a wide area network (WAN), or the connection may be
made to an external computer (for example, through the internet using an Internet
Service Provider). In some implementations, electronic circuitry including, for
example, programmable logic circuitry, field-programmable gate arrays (FPGAs) or
other hardware accelerators, micro-controller units (MCUs), or programmable logic
arrays (PLAs) may execute the computer readable program instructions/code by
utilizing state information of the computer readable program instructions to

personalize the electronic circuitry, in order to perform aspects of the present
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disclosure.

[00103] In some implementations, the flowchart and block diagrams in the
figures illustrate the architecture, functionality, and operation of possible
implementations of apparatus (systems), methods and computer program products,
according to various implementations of the present disclosure. Each block in the
flowchart and/or block diagrams, and combinations of blocks in the flowchart and/or
block diagrams, may represent a module, segment, or portion of code, which
comprises one or more executable computer program instructions for implementing
the specified logical function(s)/act(s). These computer program instructions may be
provided to a processor of a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a machine, such that the
computer program instructions, which may execute via the processor of the computer
or other programmable data processing apparatus, create the ability to implement one
or more of the functions/acts specified in the flowchart and/or block diagram block or
blocks or combinations thereof. It should be noted that, in some implementations, the
functions noted in the block(s) may occur out of the order noted in the figures. For
example, two blocks shown in succession may, in fact, be executed substantially
concurrently, or the blocks may sometimes be executed in the reverse order,
depending upon the functionality involved.

[00104] In some implementations, these computer program instructions may

also be stored in a computer-readable memory that can direct a computer or other
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programmable data processing apparatus to function in a particular manner, such that
the instructions stored in the computer-readable memory produce an article of
manufacture including instruction means which implement the function/act specified
in the flowchart and/or block diagram block or blocks or combinations thereof.

[00105] In some implementations, the computer program instructions may also
be loaded onto a computer or other programmable data processing apparatus to cause
a series of operational steps to be performed (not necessarily in a particular order) on
the computer or other programmable apparatus to produce a computer implemented
process such that the instructions which execute on the computer or other
programmable apparatus provide steps for implementing the functions/acts (not
necessarily in a particular order) specified in the flowchart and/or block diagram
block or blocks or combinations thereof.

[00106]  Referring now to the example implementation of Fig. 1, there is shown
a social engineering attack defense process 10 that may reside on and may be
executed by a computer (e.g., computer 12), which may be connected to a network
(e.g., network 14) (e.g., the internet or a local area network). Examples of computer
12 (and/or one or more of the client electronic devices noted below) may include, but
are not limited to, a personal computer(s), a laptop computer(s), mobile computing
device(s), a server computer, a series of server computers, a mainframe computer(s),
or a computing cloud(s). In some implementations, each of the aforementioned may

be generally described as a computing device. In certain implementations, a
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computing device may be a physical or virtual device. In many implementations, a
computing device may be any device capable of performing operations, such as a
dedicated processor, a portion of a processor, a virtual processor, a portion of a virtual
processor, portion of a virtual device, or a virtual device. In some implementations, a
processor may be a physical processor or a virtual processor. In some
implementations, a virtual processor may correspond to one or more parts of one or
more physical processors. In some implementations, the instructions/logic may be
distributed and executed across one or more processors, virtual or physical, to execute
the instructions/logic. Computer 12 may execute an operating system, for example,
but not limited to, Microsoft® Windows®; Mac® OS X®; Red Hat® Linux®, or a
custom operating system. (Microsoft and Windows are registered trademarks of
Microsoft Corporation in the United States, other countries or both; Mac and OS X
are registered trademarks of Apple Inc. in the United States, other countries or both;
Red Hat is a registered trademark of Red Hat Corporation in the United States, other
countries or both; and Linux is a registered trademark of Linus Torvalds in the United
States, other countries or both).

[00107] In some implementations, as will be discussed below in greater detail,
a social engineering attack defense process, such as social engineering attack defense
process 10 of Fig. 1, may include but is not limited to identifying potential social
engineering activity associated with one or more communications on a first

communication channel of a plurality of communication channels. Restriction of at
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least partial access to at least a second communication channel of the plurality of
communication channels may be requested based upon, at least in part, the
identification of the potential social engineering activity associated with the one or
more communications on the first communication channel.

[00108] In some implementations, the instruction sets and subroutines of social
engineering attack defense process 10, which may be stored on storage device, such
as storage device 16, coupled to computer 12, may be executed by one or more
processors (not shown) and one or more memory architectures included within
computer 12. In some implementations, storage device 16 may include but is not
limited to: a hard disk drive; a flash drive, a tape drive; an optical drive; a RAID array
(or other array); a random access memory (RAM); and a read-only memory (ROM).

[00109]  In some implementations, network 14 may be connected to one or
more secondary networks (e.g., network 18), examples of which may include but are
not limited to: a local area network; a wide area network; or an intranet, for example.

[00110] In some implementations, computer 12 may include a data store, such
as a database (e.g., relational database, object-oriented database, triplestore database,
etc.) and may be located within any suitable memory location, such as storage device
16 coupled to computer 12. In some implementations, data, metadata, information,
etc. described throughout the present disclosure may be stored in the data store. In
some implementations, computer 12 may utilize any known database management

system such as, but not limited to, DB2, in order to provide multi-user access to one
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or more databases, such as the above noted relational database. In some
implementations, the data store may also be a custom database, such as, for example,
a flat file database or an XML database. In some implementations, any other form(s)
of a data storage structure and/or organization may also be used. In some
implementations, social engineering attack defense process 10 may be a component of
the data store, a standalone application that interfaces with the above noted data store
and/or an applet / application that is accessed via client applications 22, 24, 26, 28. In
some implementations, the above noted data store may be, in whole or in part,
distributed in a cloud computing topology. In this way, computer 12 and storage
device 16 may refer to multiple devices, which may also be distributed throughout the
network.

[00111] In some implementations, computer 12 may execute a communication
application (e.g., communication application 20), examples of which may include, but
are not limited to, e.g., a web conferencing application, a video conferencing
application, a voice-over-IP application, a video-over-IP application, an Instant
Messaging (IM)/"chat" application, a short messaging service (SMS)/multimedia
messaging service (MMS) application, a social messaging application, an encrypted
chat application, an email application, an enterprise messaging application, a unified
communication application, a walkie-talkie or asynchronous voice message
application, a virtual reality application, communication via virtual avatars, an

augmented reality application, a telepresence application, or other application that
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allows for virtual meeting and/or remote communication. In some implementations,
social engineering attack defense process 10 and/or communication application 20
may be accessed via one or more of client applications 22, 24, 26, 28. In some
implementations, social engineering attack defense process 10 may be a standalone
application, or may be an applet / application / mobile app / script / extension that
may interact with and/or be executed within communication application 20, a
component of communication application 20, and/or one or more of client
applications 22, 24, 26, 28. In some implementations, communication application 20
may be a standalone application, or may be an applet / application / mobile app /
script / extension that may interact with and/or be executed within social engineering
attack defense process 10, a component of social engineering attack defense process
10, and/or one or more of client applications 22, 24, 26, 28. In some
implementations, one or more of client applications 22, 24, 26, 28 may be a
standalone application, or may be an applet / application / script / extension that may
interact with and/or be executed within and/or be a component of social engineering
attack defense process 10 and/or social engineering attack defense communication
application 20. Examples of client applications 22, 24, 26, 28 may include, but are
not limited to, e.g., a web conferencing application, a video conferencing application,
a voice-over-IP application, a video-over-IP application, an Instant Messaging
(IM)/"chat" application, a short messaging service (SMS)/multimedia messaging

service (MMS) application, or other application that allows for virtual meeting and/or
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remote communication, a standard and/or mobile web browser, an email application
(e.g., an email client application), a textual and/or a graphical user interface, a
customized web browser, a plugin, an Application Programming Interface (API), or a
custom application. The instruction sets and subroutines of client applications 22, 24,
26, 28, which may be stored on storage devices 30, 32, 34, 36, coupled to client
electronic devices 38, 40, 42, 44, may be executed by one or more processors and one
or more memory architectures incorporated into client electronic devices 38, 40, 42,
44,

[00112] In some implementations, one or more of storage devices 30, 32, 34,
36, may include but are not limited to: hard disk drives; flash drives, tape drives;
optical drives; RAID arrays; random access memories (RAM); and read-only
memories (ROM). Examples of client electronic devices 38, 40, 42, 44 (and/or
computer 12) may include, but are not limited to, a personal computer (e.g., client
electronic device 38), a laptop computer (e.g., client electronic device 40), a
smart/data-enabled, cellular phone (e.g., client electronic device 42), a notebook
computer (e.g., client electronic device 44), a tablet (not shown), a server (not shown),
a television (not shown), a smart television (not shown), a media (e.g., video, photo,
etc.) capturing device (not shown), and a dedicated network device (not shown).
Client electronic devices 38, 40, 42, 44 may each execute an operating system,
examples of which may include but are not limited to, Android™, Apple® iOS®,

Mac® OS X®; Red Hat® Linux®, or a custom operating system.
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[00113] In some implementations, one or more of client applications 22, 24, 26,
28 may be configured to effectuate some, or all, of the functionality of social
engineering attack defense process 10 (and vice versa). Accordingly, in some
implementations, social engineering attack defense process 10 may be a purely server-
side application, a purely client-side application, or a hybrid server-side / client-side
application that is cooperatively executed by one or more of client applications 22, 24,
26, 28 and/or social engineering attack defense process 10.

[00114] In some implementations, one or more of client applications 22, 24, 26,
28 may be configured to effectuate some or all of the functionality of communication
application 20 (and vice versa). Accordingly, in some implementations,
communication application 20 may be a purely server-side application, a purely
client-side application, or a hybrid server-side / client-side application that is
cooperatively executed by one or more of client applications 22, 24, 26, 28 and/or
communication application 20. As one or more of client applications 22, 24, 26, 28,
social engineering attack defense process 10, and communication application 20,
taken singly or in any combination, may effectuate some or all of the same
functionality, any description of effectuating such functionality via one or more of
client applications 22, 24, 26, 28, social engineering attack defense process 10,
communication application 20, or combination thereof, and any described
interaction(s) between one or more of client applications 22, 24, 26, 28, social

engineering attack defense process 10, communication application 20, or combination
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thereof to effectuate such functionality, should be taken as an example only and not to
limit the scope of the disclosure.

[00115] In some implementations, one or more of users 46, 48, 50, 52 may
access computer 12 and social engineering attack defense process 10 (e.g., using one
or more of client electronic devices 38, 40, 42, 44) directly through network 14 or
through secondary network 18. Further, computer 12 may be connected to network
14 through secondary network 18, as illustrated with phantom link line 54. Social
engineering attack defense process 10 may include one or more user interfaces, such
as browsers and textual or graphical user interfaces, through which users 46, 48, 50,
52 may access social engineering attack defense process 10.

[00116] In some implementations, the various client electronic devices may be
directly or indirectly coupled to network 14 (or network 18). For example, client
electronic device 38 is shown directly coupled to network 14 via a hardwired network
connection. Further, client electronic device 44 is shown directly coupled to network
18 via a hardwired network connection. Client electronic device 40 is shown
wirelessly coupled to network 14 via wireless communication channel 56 established
between client electronic device 40 and wireless access point (i.e., WAP) 58, which is
shown directly coupled to network 14. WAP 58 may be, for example, an IEEE
802.11a, 802.11b, 802.11g, Wi-Fi®, RFID, and/or Bluetooth™ (including
Bluetooth™ Low Energy) device that is capable of establishing wireless

communication channel 56 between client electronic device 40 and WAP 58. Client
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electronic device 42 is shown wirelessly coupled to network 14 via wireless
communication channel 60 established between client electronic device 42 and
cellular network / bridge 62, which is shown directly coupled to network 14.

[00117] In some implementations, some or all of the IEEE 802.11x
specifications may use Ethemet protocol and carrier sense multiple access with
collision avoidance (i.e., CSMA/CA) for path sharing. The various 802.11x
specifications may use phase-shift keying (i.e., PSK) modulation or complementary
code keying (i.e., CCK) modulation, for example. Bluetooth™ (including Bluetooth™
Low Energy) is a telecommunications industry specification that allows, e.g., mobile
phones, computers, smart phones, and other electronic devices to be interconnected
using a short-range wireless connection. Other forms of interconnection (e.g., Near
Field Communication (NFC)) may also be used.

[00118]  Referring also to the example implementation of Fig. 2, there is shown
a diagrammatic view of client electronic device 38. While client electronic device 38
1s shown in this figure, this is for example purposes only and is not intended to be a
limitation of this disclosure, as other configurations are possible. Additionally, any
computing device capable of executing, in whole or in part, social engineering attack
defense process 10 may be substituted for client electronic device 38 (in whole or in
part) within Fig. 2, examples of which may include but are not limited to computer 12
and/or one or more of client electronic devices 38, 40, 42, 44.

[00119] In some implementations, client electronic device 38 may include a
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processor and/or microprocessor (e.g., microprocessor 200) configured to, e.g.,
process data and execute the above-noted code / instruction sets and subroutines.
Microprocessor 200 may be coupled via a storage adaptor (not shown) to the above-
noted storage device(s) (e.g., storage device 30). An I/O controller (e.g., I/O
controller 202) may be configured to couple microprocessor 200 with various devices,
such as keyboard 206, pointing/selecting device (e.g., touchpad, touchscreen, mouse
208, etc.), custom device (e.g., device 215), USB ports (not shown), and printer ports
(not shown). A display adaptor (e.g., display adaptor 210) may be configured to
couple display 212 (e.g., touchscreen monitor(s), plasma, CRT, or LCD monitor(s),
etc.) with microprocessor 200, while network controller/adaptor 214 (e.g., an Ethernet
adaptor) may be configured to couple microprocessor 200 to the above-noted network
14 (e.g., the Internet or a local area network).

[00120]  As will be discussed below, in some implementations, social
engineering attack defense process 10 may at least help with the improvement of
computer-related technology (e.g., cyber security), in order to overcome problems
specifically arising in such realm.

[00121]  Techniques to defend against social engineering attacks may be mostly
focused on employee level defense techniques. These techniques may involve the
training of employees in security protocols relevant to their position, e.g., in situations
of phishing, an employee is trained not to open unknown documents. Further, defense

techniques may focus on identification and handling of sensitive information and its
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exposure to breakdowns in security systems.

[00122]  The above techniques may be dependent upon human involvement
and, thus may be subject to human error. For example, in the case of a corporate
computer (enterprise) network, the defense against a phishing attack may be
dependent upon all the employees remembering their social engineering training,
assuming there was such training, and acting defensively. It may take only one
employee to not act defensively to allow potential damaging software within the
company network. Further, if that employee has access to sensitive information, the

above techniques to secure such sensitive information may be ineffective.

The Social Engineering Attack Defense Process:

[00123]  As discussed above and referring also at least to the example
implementation of Figs. 3-8, social engineering attack defense process 10 may
identify 300 potential social engineering activity associated with one or more
communications on a first communication channel of a plurality of communication
channels. Social engineering attack defense process 10 may request 310 a restriction
of at least partial access to at least a second communication channel of the plurality of
communication channels based upon, at least in part, the identification of the potential
social engineering activity associated with the one or more communications on the
first communication channel.

[00124]  In some implementations, a communication may be, e.g., a forward,
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backward and/or sideways flow of information and may include any form of
communication, including audio-based, e.g., phone call, and text computer-based,
e.g., email. It will be appreciated that any other known types of communication may
also be used without departing from the scope of the present disclosure. In some
implementations, a communication channel may refer to the way this information
flows, e.g., electronic mail system, VoIP system, social media network, or any other
system or network which communications can flow.

[00125] In some implementations, the requested 310 restriction by social
engineering attack defense process 10 may include, but is not limited to, disabling
email and/or network resource access of individual targeted by a potential social
engineering attack. The disabling of email/network access may be complete
disablement of all access or may be limited to only a specific group of individuals,
such as those individuals who do not have a sufficiently high level of trust with the
targeted individual. This may allow the targeted individual to be partially quarantined
from highly valuable network resources such as company servers (e.g., targeted
individual is blocked from access to company servers) and personnel but not have
their day-to-day work inhibited. Personnel may have their access to sensitive network
resources (but not necessarily all network resources) disabled.

[00126] Internal trust may be based on technical knowledge, experience,
organizational authority, seniority, or based on specific access rights and permissions

conferred by a directory service. Trust of external entities may be based on degree of
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social connection, existence or frequency of past communication, level of verification
of identity, digital signatures and external authentication, social authentication,
authentication by a recognized 3™ party or partner company, or by explicit
authorization on the part of an employee.

[00127]  Some partial examples of trust levels and resulting restrictions are:

a. External entity triggers high threat profile and is completely
barred from communicating with any internal personnel.
Internal personnel who have received communications from
this entity are likewise shut out of all services until the threat is
analyzed by information technology (IT) security personnel.

b. Potentially targeted personnel have read-only access to various
resources, for example, can only read (not modify) network
information, and can only read (not send) emails.

¢. Potentially targeted personnel are restricted from global address
books and unable to send email to executives or senior
executives, but can send email in their local group. This helps
defend against social engineering and phishing.

d. Potentially targeted personnel are prevented from accessing
what are deemed sensitive or secure files. For instance, access
to network shares could be completely disabled, or existing

levels of access that the user might have (such as finance,
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accounting, engineering, plans, etc.) are selectively disabled. In
general, access may be prevented to information that the user
does not usually access which would be sensitive if leaked.

e. Any files that targeted personnel cannot usually access are
automatically restricted.

f. Potentially targeted personnel are prevented from using
telephony, VoIP, messaging, apps, or other services, and are
prevented at the firewall and border security systems. Rather
than shutting off services, these systems shut off specific packet
and port access via network security enforcement.

g. Potentially targeted personnel are prevented from using specific
applications on their mobile devices via mobile device
management. Services are temporarily de-provisioned so their
devices, while still operating on a basic level (phone/email),
have for instance virtual private network (VPN) disabled, or
specific applications disabled (e.g., disable Salesforce™,
SAP®, custom enterprise applications, etc.)

h. User certificates are disabled, or temporarily swapped for
certificates with different access, to prevent a social attacker
from using the user’s access permissions to cause harm.

[00128]  Social engineering attacks may be hard to detect except by people
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trained in recognizing them, forensically after the fact, for example. Social
engineering attack defense process 10 may be capable of identifying known or
suspected malicious activities and timely neutralizing such attacks.

[00129] In some implementations, social engineering attack defense process 10
may receive a communication on a first communication channel. The communication
may be any known type of communication, such an email, video message, text
message or phone call. While the example implementation is directed towards a
single communication, those skilled in the art will recognize that multiple
communications received along the same communication channel may be within the
scope of the present invention.

[00130] In some implementations, social engineering attack defense process 10
may identify 300 potential social engineering activity associated with one or more
communications on a first communication channel of a plurality of communication
channels. For example, social engineering attack defense process 10 may identify 300
the received communication to determine if the received communication is a potential
social engineering attack.

[00131] In some implementations, as shown in example Fig. 5, the
identification 300 by social engineering attack defense process 10 (also referred to as
process 10) may include providing 340 one or more characteristics used to identify
the source of the communication and the likelihood of a potential social engineering

attack. Since the determination of whether a communication is a social engineering
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attack is based, at least in part, on prior attacks, by utilizing the characteristics of the
communication, the ability of social engineering attack defense process 10 to
accurately determine if the communication is a social engineering attack increases.
These characteristics may include, if available, a transcript of the communication
session, the source of the communication, caller ID information, the dialed phone
number, the identity of the caller if voice-printed; the IP address of the source of the
communication, if the communication is digital; related emails or other
communications that have been linked to this communication session if it is part of a
series; transcripts of earlier emails or calls from this same source earlier than this call;
a summary of items requested and emails and outgoing communications the victim
has already unwittingly provided.

[00132] In the example case of a digital message, the following example partial
list of characteristics may be used to identify a potential social engineering attack: the
IP address of the source, prior email messages and/or communications linked to that
IP address, information or items requested in the message, e.g., passwords, selection
of links, and prior outgoing communications to the source by the receiving person or
other persons. For example, a social engineering attacker via a computing device may
send an email to user 46. Social engineering attack defense process 10 may then
identify the IP address of the attacker and may compare it to a datastore of IP
addresses (or other example combinations of characteristics) that might be malicious

or contribute the address to a 3™ party data store. The datastore of potentially
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malicious IP addresses may be built by company administrators based on company
internal knowledge of potential malicious IP addresses or the datastore of potentially
malicious IP addresses may be received from a third party source that tracks and
records malicious IP addresses and universal resource locators (URLSs) in real time
based on emerging threats. Social engineering attack defense process 10 may identify
300 potential social engineering activity based upon the IP address of an attacker
matching an IP address in the datastore. In the case of a phone call, identifying
characteristics may include the caller ID and the past communication relating to this
caller ID. For example, a social engineering attacker via a digital phone line, i.e. a
VolIP phone call, places a call to user 46. Social engineering attack defense process 10
may identify the caller ID of the attacker and may compare it to a datastore of IP
addresses that might be malicious. Social engineering attack defense process 10 may
1dentify 300 potential social engineering activity based upon the caller ID of an
attacker matching a caller ID in the datastore. These lists of characteristics are merely
examples and are not meant to be limiting. Those skilled in the art will recognize that
any characteristic (or combinations thereof) that may be used to identify 300 a
communication as a potential social engineering attack is within the scope of the
present disclosure.

[00133] In some implementations, as shown in example Fig. 6, the
identification 300 by social engineering attack defense process 10 may include

providing 350 aggregated information about a user participating with the one or more
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communications on the first communication channel. Aggregated information about
the user may include any information that may assist in the identification 300 of the
potential social engineering attacks. This aggregated information may include, e.g.,
biographical information about the user, the level of access to network resources, and
other information such as the user’s job description, job duties, length of employment,
where the user is geographically located, the user’s native language, whether the user
recently changed jobs, whether the user was recently promoted, the user’s supervisor
and any direct reports, whether the user is a member of any projects groups with the
company, any changes of status, etc. This information can be used to detect both
potential attackers, potential targets, and potential intermediaries.

[00134]  For instance, biographical information can be analyzed for
inconsistencies. Malicious attackers may create sloppy or incomplete or inconsistent
social network profiles (e.g., profiles on LinkedIn®) or online profiles on other social
networking or professional sites. Also, an ordinary user might have traces of
biographical information on various common sites whereas a malicious user will have
well maintained but thin records online (such as only a LinkedIn® profile but no other
social network profiles). The user may have created their biographical profile recently
or the user may have recently created most of the biographical information (e.g.,
“recently” may be defined on the order of days or weeks). Third party services may
be used to analyze and validate or authenticate biographical information as similarly

done with hiring processes for companies. Automated systems may be used to verify
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school and employment records with online databases in real-time to compare against
the potentially malicious user’s presented biographical information. Some trustworthy
individuals rarely update their online profiles (e.g., because they are not looking for a
new job) where some malicious profiles may be well-maintained. The duration of the
profile’s existence and the verifiability of the information therein may be used to
determine a greater or lesser degree of trust for a user.

[00135] A user’s job description may be used as an indicator of how likely it is
to be used as an attacker, attack intermediary, or target. For instance, executives of a
public company may be useful attack targets. Mid-level managers or rank-and-file
personnel at a public company may be considered useful attack intermediaries.
However, a hastily prepared profile for a supposed obscure executive (e.g., the hastily
prepared profile that falsely represents to be an executive in an overseas branch) may
indicate that the profile is setup by a malicious attacker. Information such as the duties
listed in the job description on a social network site may be used to determine what is
being sought. For example, if a company develops a line of products around WiFi™
mesh networking, a malicious attacker may include some similar experience in their
profile to try to create familiarity and affinity, but other aspects of the malicious
attacker’s profile may identify them as a threat.

[00136] Conversely, for intermediaries and targets, the user’s information such
as their seniority, work experience, job description, duties, location, etc. may be used

to determine how likely they are to be targeted. For example, if a company is rumored
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to be working on a secret (e.g., new form of WiFi™ mesh networking), an employee
who lists this information on their public profile may open themselves up as a target
for future attacks. Similarly, an executive who lists 15 years at a company, while
likely to know many people, may be a possible intermediary or target for malicious
activity. Similarly, a manager or executive at a company with copious endorsements
and direct links to other personnel in company might become a target in an effort to
be used as a helpful “connector” to other employees. Participation in standard groups,
online groups, and other membership affinities, as well as frequency or type of status
update may be used to determine for example whether a user is active with their
profile and active with external communications and thus may be considered a likely
target. Also, these types of users may be likely to believe, for instance, an incoming
communication purporting to come from someone they know in the standards group is
actually malicious. Analysis of profiles (e.g., profiles on social network sites) may
determine their likelihood of being targeted.

[00137]  One of ordinary skill in the art (e.g., within information security field)
may be aware of other additional factors in an online profile that would make it
suspicious as a potential malicious profile (e.g., disingenuous profile). Similarly, one
of ordinary skill in the art may identify factors which make an employee a good target
(e.g., high communication frequency but limited technical skill). Lists of rules such as
conditional rules may be generated from know-how and experience of security

individuals and may be built into the system to activate based on information
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extracted from internal databases as well as private and public online profiles in order
to detect susceptible targets and potential malicious attackers.

[00138] In some implementations, social engineering attack defense process 10
may request 310 a restriction of at least partial access to at least a second
communication channel of the plurality of communication channels based upon, at
least in part, the identification of the potential social engineering activity associated
with the one or more communications on the first communication channel. For
example, once a communication has been identified 300 as a potential social
engineering attack, social engineering attack defense process 10 may request 310 at
least a portion of a second communication channel to be restricted. As the goal of
social engineering attacks may be to gain access to information located within a
computer network or to gain control over the computer network, restriction of at least
partial access to at least a second communication channel may limit possible damage
to a computer network by temporarily disabling or limiting the amount or methods of
access to targeted network resources. For example, the social engineering attack
defense process 10 may limit the ability of the attacker and the attacker’s target to
cause further damage.

[00139]  Examples of such restrictions may include, e.g., disabling a person’s
email, or restricting the email to “read only™ in the event of a potential phishing
attack; access to sensitive network resource, but not necessarily all network resources

disabled; disable some or all plugins or links to limit communication with social
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networks, e.g. Twitter, LinkedIn, Facebook, to limit dissemination of any viral
information; limit ability to make external phone calls, messages; or beginning to
monitor all ongoing communications in real time for potential social engineering
attacks.

[00140]  For example, social engineering attack defense process 10 may identify
an email sent via a computing device to user 46 as a potential social engineering
attack. Social engineering attack defense process 10 requests 310 the email of user 46
to be made “read only.” This restriction may allow user 46 to continue to perform
assigned job duties while preventing user 46 from responding to the email message.

[00141] In some implementations, social engineering attack defense process 10
may perform 320 an action based upon, at least in part, identifying 300 the potential
social engineering activity associated with the one or more communications on the
first communication channel.

[00142] In some implementations, as shown in example Fig. 4, the action
which is performed 320 by social engineering attack defense process 10 may include
automatically connecting 330 a second user to at least partially participate in the one
or more communications on the first communication channel. In some
implementations, the second user (e.g., user 52) may be connected to the one or more
communications to assist (e.g., confirm) with the identification of those
communications as potential social engineering attacks. The second user may be

trained in the recognition of human and automated social engineering attacks. Thus,
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in the example, the trained second user may be better able to confirm whether the
potential social engineering activity identified 300 by social engineering attack
defense process 10 is in fact a social engineering activity, which may be more difficult
to do by the average employee or person that is unable to keep up with the
sophistication level of social engineering attacks.

[00143] In one example, this implementation may operate as follows: A user
(e.g., user 46) may receive a communication on any communication channel
monitored by social engineering attack defense process 10 and identified 300 as
potential social engineering activity that triggers an alert. The communication may be
a stream-based communication such as real time audio, video chat, or text messaging
or a store and forward-ty pe communication such as email. The second user may then
be automatically connected 330 by social engineering attack defense process 10 to the
communication. The second user (e.g., user 52) may be automatically connected 330
to the communication as, e.g., a full participant or in a limited role, such as in a listen
only basis.

[00144]  The second user (e.g., automatically and/or manually via social
engineering attack defense process 10) may take various actions based on the
communication and the second user’s training and knowledge of social engineering
attacks. In some implementations, these actions may include, e.g., social engineering
attack defense process 10, e.g., terminating the communication, restricting access

(e.g., of user 46) to network resources, contacting user 46 (e.g., via email, text, pop-up
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window, etc.) to inform the user the communication is a potential social engineering
attack, recording information, such as a voice print and verbal tactics about the attack
for future detection of attacks by comparison, as well as determining that the
communication was not a threat, thus allowing the communication to continue and
terminating the second user’s participation and connection to the communication.
[00145]  For example, social engineering attack defense process 10 may identify
300 potential social engineering activity within a text messaging communication
session between user 46 and a third party. Social engineering attack defense process
10 may perform 320 the action of automatically connecting 330 user 52 to the text
messaging session. If the text message session is determined to be a malicious social
engineering attack, social engineering attack defense process 10 may take various
actions including terminating the text message session. For example, the social
engineering attack defense process 10 may intercept the text message session and
prevent the session from being transmitted to the user 46. The social engineering
attack defense process 10 may temporarily de-provision the chat application (e.g., use
mobile device management (MDM) to disable chat application such as WhatsApp®
for the user’s mobile device), log the user out of a chat system, disable packet stream
for a mobile application (e.g., on a VPN or firewall or virtual local area network
(VLAN) circuit, or other private network), disable a user’s password temporarily for a
current or future chat session, block communication between users if the social

engineering attack defense process 10 has access to the chat system, disable device
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(e.g., laptop or smartphone) such as by logging the user out of a domain, inhibit
communication at a carrier level (by e.g., de-provisioning service directly with
telephone company (telco) or wireless carrier through a communication from the
enterprise to that carrier - e.g., company tells service provider to disable SMS), or take
another technical action to disable ongoing communication.

[00146] In some implementations, as shown in example Fig. 7, social
engineering attack defense process 10 may perform the action of verifying 360 social
engineering activity associated with the potential social engineering activity.
Verification may be based on information obtained during the communication, and
may occur during the communication, or after the end of the communication. In some
implementations, the verification may occur during the communication to provide real
time protection to network resources and information. The verification may be
performed manually by a human operator (e.g., via social engineering attack defense
process 10), such as the second user as set above. Further, verification may also be
performed automatically (and/or via prompting) by social engineering attack defense
process 10. In some implementations, in the event that further verification is
performed, information such as voice print, source number, sequence of
communications, etc. positively identifying the communication as suspicious obtained
during the communication may be analyzed by social engineering attack defense
process 10 using, e.g., a machine learning algorithm, a pattern matching system, or a

lookup table of the source attacker information. For example, social engineering
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attack defense process 10 may identify e.g., voice print of communication, source
number of communication, or sequence of communication that corresponds with a
suspicious type of communication. For example, social engineering attack defense
process 10 may identify that the sequence of communications in the transcript of the
communication corresponds to an attacker trying to extract proprietary company
information. The social engineering attack defense process 10 may identify that a
communication has anomalies or inconsistencies that indicate that a caller is being
dishonest or caller is asking for information that should not be provided on the
communication line being used. The social engineering attack defense process 10
may also identify whether voice matches the voice of an ex-employee or known social
engineer. The social engineering attack defense process 10 may also identify if the
voice is being masked or altered such as with a digital voice-altering system. The
social engineering attack defense process 10 may determine if the source of the
communication is from a known bad location or unexpected location (e.g., a call
received from a remote or foreign IP address) that should be domestic or the location
of the communication is from an IP address commonly used to proxy overseas traffic.

[00147]  If there is sufficient matching of previous social engineering attack
data with the current communication by social engineering attack defense process 10,
the communication may be verified (via social engineering attack defense process 10)
as a social engineering attack, which may lead to social engineering attack defense

process 10 taking defensive actions.
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[00148] In some implementations, as shown in example Fig. 8, social
engineering attack defense process 10 may perform the action of implementing 370
quarantine actions. Once a communication has been identified 300 to be a social
engineering attack (and/or a potential social engineering activity), the user and/or the
communication (e.g., email), may be quarantined. Social engineering attack defense
process 10 may quarantine the email by, e.g., deleting email or transferring email to a
quarantine folder that does not delete the email but removes any attachments and
neutralizes the ability for the attachments to be executed. The social engineering
attack defense process 10 may also make this type of quarantined communication
only accessible to authorized information technology (IT) personnel who are trained
or authorized to evaluate the threat. Social engineering attack defense process 10
may quarantine the user by, e.g., limiting or disabling access to documents, resources,
communication channels, etc. The quarantine may be enacted by, e.g., temporarily
accessing and changing user permissions under a type of user authorization list or
other type of user list. The quarantine may also be enacted by changing the
permissions of the quarantined file itself or changing user permission levels with
respect to an application (e.g., by de-activating certain features of the application or
enforcing a whitelist and/or a blacklist of who a user is authorized to communicate
with). The communication may be quarantined by actions to neutralize any harmful
effects, such as removing it off network systems and rendering any web link therein

ineffective.
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[00149] In some implementations, social engineering attack defense process 10
may include a virtual agent for at least one of monitoring and controlling one or more
of the operations described throughout. For example, social engineering attack
defense process 10 may include combining quarantine/disablement features with a
virtual proctor (e.g., specialized/secure virtual agent). The virtual agent may be used
to monitor and/or control all of the operations and steps of the social engineering
attack defense process 10 as described in the sections above and below. For example,
when a potential threat is identified by the social engineering attack defense process
10, the process 10 may combine quarantine/disablement activities with the virtual
agent that may analyze the threat situation, and take appropriate additional actions
(e.g. send warnings and/or grab/copy transaction history for any person involved in
the communication such as the purported attacker that caused the threat and any
person who receives the threat, etc.) that may be triggered by social engineering
attack defense process 10 as a defense response. The social engineering attack
defense process 10 may continue to forward trusted communications to the intended
recipient or may direct them to the virtual agent during the defense response. In
examples, the social engineering attack defense process 10 may invoke the virtual
agent to analyze and supervise all communications relating to the purported threat,
attack, or breach of security.

[00150] In addition to inbound functionality, the social engineering attack

defense process 10 may also provide outbound functionality. Inbound functionality
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may refer to inbound activities by the social engineering attack defense process 10
such as inbound analysis and verification, interception (e.g., taking a user off line), or
adding the virtual agent to aid with monitoring of potential attacks, interception of
potential attacks, and responding to potential attacks. Outbound functionality by the
social engineering attack defense process 10 may include outbound activities such as
pinging a suspected attack vector from a safe/quarantined source to gauge the
suspected attack vector’s response. The social engineering attack defense process 10
may take counter measures e.g., probe tests, electronic counter measures, isolation
techniques such as offensive isolation techniques, etc. In examples, the social
engineering attack defense process 10 may notify a service provider such as an
Internet service provider (ISP), cloud service provider, telephony carrier, etc. that the
suspected attack vector is performing malicious activity or non-permitted activity.
Then, the social engineering attack defense process 10 requests the shutdown of
external services based on this malicious activity (e.g., by requesting service provider
authorization to shut down the attack vector or by electronically filing a complaint or
notice with the provider of service to the attack vector). Outbound pinging to attack
vectors may also allow the social engineering attack defense process 10 to analyze
data related to potential attacks. In examples, the virtual agent may be used to
control, direct, or implement the outbound functionality as well as the inbound

functionality of the social engineering attack defense process 10.
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The Omnichannel Social Engineering Attack Avoidance Process:

[00151] In some implementations, social engineering attacks may take the form
of an omnichannel attack. An omnichannel attack may generally be described as when
two or more communication channels are used to perpetuate the attack. In some
circumstances, the correlation of incoming communications across multiple channels
may be the most efficient way to determine that a series of related communications
are malicious, where a single communication across a single channel may be
inconclusive. The patterns of these types of attacks may include utilizing two types of
communication over two different communication channels. An attacker may wage a
campaign of building up trust with an employee through one type of communication,
e.g., text message, voice message, etc. After building up the trust with the employee,
the attacker may convince the employee to take an action through another
communication channel, e.g., email, etc., that may expose the employee and the
company to malicious activity. For example, an attacker may wage a campaign
designed to build up trust between the attacker and an employee by impersonating
someone else or by establishing false credentials through the use of text messages.
After sufficient trust has been built up between the attacker and the employee, the
attacker may convince the employee to open a document that has been attached to an
email or to forward the email to another employee in order to allow the attacker to
have access to confidential information about the company.

[00152]  As discussed above and referring also to at least an example
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implementation of FIG. 9, social engineering attack defense process 10 may identify
400 a first characteristic of a first communication on a first communication channel.
Social engineering attack defense process 10 may identify 410 a second characteristic
of a second communication on a second communication channel. Social engineering
attack defense process 10 may compare 420 the first characteristic and the second
characteristic to a predetermined rule. A determination 430 may be made by social
engineering attack defense process 10 as to whether the first characteristic and the
second characteristic correlate to the predetermined rule. The identification 440 by
social engineering attack defense process 10 of potential social engineering activity
associated with at least one of the first communication and the second communication
may be based upon, at least in part, the correlation to the predetermined rule.

[00153] In some implementations, social engineering attack defense process 10
may include machine learning algorithms to evaluate future threats and may also
include a feedback system that allows combinations of communications to be
identified as related and malicious. For example, a combination of a text message and
a voice mail received by an employee may be determined to be suspicious. Social
engineering attack defense process 10 may utilize machine learning algorithms to
capture metadata of the communications, such as but not limited to, the time relation
between the two communications and the sources of the communications, such as but
not limited to, IP addresses and email mail header information, where this information

may be used by the machine learning algorithms of social engineering attack defense
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process 10 to determine potential future social engineering attacks. The machine
learning algorithms may include e.g., an association between the metadata of the
communications and known malicious attacks and/or an association between sources
of communications and known attackers. This type of association within the learning
algorithms may be used to determine potential future social engineering attacks.

[00154]  The machine learning algorithms may be part of a machine learning
process (e.g., from social engineering attack defense process 10). The machine
learming process may analyze large numbers of communications, such as any or all
communications that are passed into and out of an enterprise in any form. The
machine learning process may be provided with historical examples of identified
threats and suspected threats, such as those provided by internal or 3" party human
analysis services. The machine learning algorithms may begin to determine which
features of a communication or which combinations of features are most effective in
predicting or identifying a potential attack and will iteratively improve detection as
more data is produced. As the machine learning process provides candidate attacks to
human operators, these human operators may confirm or deny that an attack was in
fact suspected or the human operators may confirm that a communication was
otherwise suspicious. The machine learning process may continue to improve its
ability to determine potential future social engineering attacks over time.

[00155] In some implementations, a predetermined rule may be a rule

established at any time up to and including the time of its comparison 420 to the first
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characteristic and the second characteristic. For example, social engineering attack
defense process 10 may utilize iterative machine learning algorithms to develop
predetermined rules.

[00156] In some implementations, a predetermined rule may be made up of
various criteria, e.g., characteristics, involving communications across multiple
channels. These criteria may include any characteristic of subject matter, such as type
and origin of communications across multiple channels. For example, a predetermined
rule may indicate that a potential social engineering attack may exist if a voice
message and an email message are received from the same source, e.g., within a 24-
hour period where the text transcript of the phone call instructs the user to read the
email message and where the source of the communication is not a usual
communicator of the user. Further, the predetermined rule may indicate that the
potential social engineering attack exists where a URL in the email message (e.g.,
email message instructs user to contact URL) is not on a whitelist of trustworthy or
safe sites or is on a blacklist of unsafe sites. As another example, a social engineer
attacker may send a communication to the target via a social network and send the
same identical communication via email or text message. The message in the
communication may include a potentially malicious call to action such as “open my
attachment™ or “connect to this URL” or “call this number”. It will be appreciated
that other aspects of communications may be used for indicating a potential social

engineering attack without departing from the scope of the present disclosure.
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[00157] In some implementations, the comparing of the first characteristic of a
first communication on a first communication channel and the second characteristic of
a second communication on a second communication channel to a predetermined rule
may include assessing the similarities and differences of these characteristics to the
predetermined rule. For example, the predetermined rule may involve the use of
statistical classifiers. Two different textual communications may be compared using
the predetermined rule. An inclusive classifier test may attempt to determine if the
target text is similar to a malicious communication based on a classifier using a
training set and a corpus of malicious communications and non-malicious
communications. Then, a different classifier uses a different training set of
information that may be used to determine differences, how the communication may
be dissimilar to a set of malicious communications, etc. The predetermined rule may
be used in performing an assessment of both similarities and differences of the text
with respect to malicious communications. The two classifiers, in this example, may
also be used to compare against non-malicious communications, or both malicious
and non-malicious communications. In addition to statistical classifiers, other
techniques may be used in the calculation of similarities and dissimilarities, for
instance a keyword matching technique or a grep (text pattern matching technique)
may be used. It will be appreciated that any known methodology of comparison may
be used without departing from the scope of the present disclosure.

[00158] In some implementations, the correlation between the first
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characteristic of a first communication on a first communication channel and the
second characteristic of a second communication on a second communication channel
to a predetermined rule may occur when the characteristics are related, e.g., similar to
the predetermined rule. Predetermined rules, may be described as adaptive sets of
logic, updated as the system operates, that combine multiple characteristics across
multiple communications and use these multiple characteristics to determine how
likely the communications are to constitute a particular event. For example, a social
engineering attack may use an unusual channel for the target, such as a lesser-used
chat program or a social networking chat function. As a result, the attacker may have
limited or selective means of communicating with the target. The attacker may then
choose another unusual or lesser-used communication channel, such as an email
address at an enterprise or some other communication channel found online. The
social engineering attack defense process 10 may look at combinations of
characteristics such as an “old email address™ (e.g., first characteristic of first
communication on first communication channel) and an “unusual social network
communication” (e.g., second characteristic of second communication on second
communication channel) may be construed by the social engineering attack defense
process 10 as safe communications (e.g., “old friend trying to get hold of person™) or
unsafe communications (e.g., “malicious attack™) based on the predetermined rule.
Then, the contents of the messages provide additional characteristics that may be used

by the social engineering attack defense process 10 to determine degree of
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maliciousness. For example, “hey call me on this number, let’s get together some
time” has characteristics that would be considered less suspicious than e.g., “I found
this cool website, click the link™ or “open this attachment, it has the answer to your
question”. Over time, additional malicious approaches may be developed by attackers
and the techniques may be learned from these new approaches whether learned by
machine learning or manually programmed into the social engineering attack defense
process 10. It will be appreciated that any known methodology of correlation may be
used without departing from the scope of the present disclosure.

[00159] In this implementation, social engineering attack defense process 10
may compare 420 communications from two different communication channels
against a predetermined rule to determine if the combination of communications will
be a potential social engineering attack. For example, user 46 may receive a voice
message from an attacker who is pretending to be from the user’s bank. User 46 may
also receive an email from the same attacker. The voice message may state that user
46 needs to update his online information with the bank due to a breach in security of
the bank’s online database. This statement may be used to gain the trust of user 46.
The message may further instruct user 46 to update his online information by
selecting an unknowingly malicious link located in the previously received email. In
this example, social engineering attack defense process 10 may utilize a
predetermined rule that indicates if a user receives communications on two or more

different communications channels from known sources of social engineering attack
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activity, those received communications may be potential social engineering attack
activity.

[00160]  The social engineering attack defense process 10 may compare 420 the
IP address of the email to a data store of malicious email addresses and the caller ID
of the voice message to a data store of malicious caller IDs to the predetermined rule.
Social engineering attack defense process 10 may then determine 430 if either of the
IP address or caller ID is similar to an IP address or caller ID located in the data store
sufficiently to correlate to the predetermined rule (e.g., meets a threshold such that the
caller ID or the IP address is similar enough to conclude that the caller ID or the IP
address is malicious). For instance, if the IP address of the communication is
identified as coming from overseas or through a relay service (i.e., also possibly from
overseas), or if the IP address is checked with a real-time list of malicious IP
addresses and identified as potentially malicious and the other communication from
the user was on a less-used communication channel (e.g., a social networking
messaging function or a lesser-used email address) then the IP address may be
identified as malicious (i.e., IP address correlates to the predetermined rule). The
social engineering attack defense process 10 may then identify 440 the series of
communications to be a potential social engineering activity. Once the
communications are determined to be potentially malicious, the communications may
be added to the data store for use with future analysis.

[00161] By further example, social engineering attack defense process 10 may
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also utilize a predetermined rule that indicates if a user receives communications on
two or more different communications channels having content requesting the
recipient of those communications to take a specific action (e.g., select a malicious
link, download a file, respond to email, call a phone number, forward a
communication to others, provide information about internal information or
personnel, contact an executive, forward information to multiple other parties, install
a program or application, activate or provision a service or feature in a mobile or
desktop application, permit access to cloud resources via open authorization (OAuth)
access, etc.). The received communications may be potential social engineering
attack activity. Social engineering attack defense process 10 may compare 420, for
example, the content of the received email and the content of the voice message to the
predetermined rule and may determine 430 both received email and received voice
message request that user 46 to take the specific action, e.g., in this example, to
update user’s 46 online bank information, correlate to the predetermined rule. Upon
such a determination 430 of the correlation, social engineering attack defense process
10 may then identify 440 the series of communications to be the potential social
engineering activity.

[00162]  In some implementations, as shown in example Fig. 10, the comparing
420 by social engineering attack defense process 10 may include applying a
predetermined rule that may include receiving 450 the first communication and the

second communication by the same user. For example, an attacker may send a
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combination of malicious messages, e.g., email messages and text messages. These
messages may be perceived as innocuous or non-harmful when received in isolation,
but in combination, may match a pattern of malicious activity such that the
predetermined rule may be based on this pattern of malicious activity. In addition to
the example of receiving a virus payload on one communication channel and a call to
action to open the virus payload on another communication channel, there are
numerous patterns that represent potential malicious activity. Example patterns
(related to one or more predetermined rules) may include patterns inferred from first
or second communications presumed to be from the same entity, e.g. an attempt to
send money on one channel and a request for information on another channel; a
request that someone do a favor on one channel and a duplicate message on another
channel; multiple phone calls on different company lines seeking the same target
person, from personnel not known to the company; an attempt to call and change a
password or access account information which, after denial, is attempted again on a
different call or channel; a bug report filed, followed by an attempt to directly contact
the engineer who responds to the bug report via an unauthorized channel (e.g.,
telephone call for a text only support service); a multi-stage attempt to communicate
with an executive, such as posing as an associate of the executive and communicating
with multiple personnel in a company via two or more communications with the same
basic message (e.g., “I'm an old friend of executive X, I lost their contact info, can

you get me in touch with them?”); etc. Other combinations of patterns or potentially
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malicious activity may be known to those skilled in the art with respect to the same
user receiving two communications on different channels. Additional combinations of
potentially malicious activity, when not programmed in as rules developed manually,
may be derived through regression analysis and machine learning over a corpus of all
monitored communications and known malicious communications, and these patterns,
whether in the form of derived rules, implicit knowledge, neural network
configurations, vector weights or parameters, constitute further predetermined rules.

[00163] In some implementations, as shown in example Fig. 11, the comparing
420 by social engineering attack defense process 10 may include applying a
predetermined rule that may include receiving 460 the first communication by a first
user and receiving the second communication by a user related to the first user. In
some implementations, this predetermined rule may be based on the relation between
the users. There are circumstances where a user and a related user have a familiar
connection with each other. For example, they may be employees within the same
department, project group or other common connection. In some implementations,
this predetermined rule may be based on the relation between the communications.
For example, but not limited to, a similar source of the communications to both
parties, similar language style in the communications and a related topic in the
communications (e.g. similar source may be email address, similar language may be a
form of writing used in previous emails between parties, related topic may be a

subject or topic used in previous emails between parties, etc.). For example, a
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malicious attacker may communicate with a different fake name to multiple parties
(e.g., targeting multiple people in a group) but the communications originate from the
same IP address or proxy. In another example, the communications may be
sufficiently diverse in origin but the content of the communications is a close match,
except for the change of contact name. In another example, the communications may
be entirely customized to their targets and come from different directions, but may
contain the same payload, or have language that when processed with natural
language processing (NLP), results in a same call to action (call a number, open a
URL, open an attachment, forward a communication to an executive, etc.). In another
example, the communications may use the same vocabulary as analyzed via word
frequency. The communications may have the same spelling or grammar errors or use
the same specialized terms. The communications may be identified as being part of a
logical continuous thread of back-and-forth communications between two parties
even though they switch between different channels. For example, one party receives
an email to jump onto instant messaging application (e.g., skype™) and the
communication continues on the instant messaging application. Then, one party may
request that other party join them on chat application on another website. User may
then switch to website and communication continues there, but the communication
topic remains the same (e.g., “help me speak to executive” or “what are some of the
details of the upcoming product™ or “I’m a vendor and I’d like to provide you with

technology for your secret project™).
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[00164]  This type of social engineering attack may involve multiple employees,
or users, to compromise a company's security efforts. Social engineering attack
defense process 10 may utilize this predetermined rule when determining 430 the
communications of two separate employees. Social engineering attack defense
process 10 may identify 440 potential social engineering attacks by the correlating of
characteristics of the two separate communications, e.g., similar source
communication to both parties, similar language style, related topic, etc. with this
predetermined rule. For example, user 46 may receive email communications from an
attacker and may come to trust the attacker believing the attacker is a more senior
employee in the company. User 48 may then receive an email communication from
the attacker having a link to a malicious website. User 46 may then receive a
communication from the attacker to remind user 48 to comply with the request to
select the malicious link in the email communication. In the example, user 46 may
believe that the request is a valid request, may urge user 48 to comply with the request
to select the malicious link. User 48 may comply with the request as user 48 trusts
user 46. Social engineering attack defense process 10 may utilize a predetermined
rule looking for a call to action (e.g., opening a malicious link) when comparing 420
the communications of user 46 and user 48. The social engineering attack defense
process 10 may determine 430 the communications to user 46 and user 48 correlate to
this predetermined rule about malicious links or the communications may match a

predetermined rule correlating to specious executive identity. Social engineering
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attack defense process 10 may then identify the communications to Users 46 and 48
as potential social engineering activity.

[00165] In some implementations, as shown in example Fig. 12, the comparing
420 by social engineering attack defense process 10 may include applying 470 a
predetermined rule that may be based, at least in part, on a pattern between the first
characteristic of the first communication on the first communication channel and the
second characteristic of the second communication on the second communication
channel. A pattern may be a repeating form of communication and may be explicit or
implicit. An explicit pattern may be readily detected within the communication. For
example, an email with a link followed by a request to open the email is an explicit
pattern. In contrast, an implicit pattern may not be readily detectable. An example of
an implicit pattern may be the combination of communications that are later deemed
to be part of a related attack. Social engineering attack defense process 10 may utilize
machine learning algorithms to detect implicit patterns, such as but not limited to,
hidden or latent variables; combinations of different communications; and on
extracted content/intention, within the communications.

[00166]  For example, social engineering attack defense process 10 may identify
400 an email message and may identify 410 a VolP message to user 46. Social
engineering attack defense process 10 may compare 420 these communications by,
e.g., applying 470 this predetermined rule to those communications. If thereis a

determination 430 that a correlation between those communications and the
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predetermined rule exists, social engineering attack defense process 10 may identify
440 the communications as a potential social engineering attack.

[00167] In some implementations, as shown in example Fig. 13, social
engineering attack defense process 10 may identify 400/480 the first characteristic
and identify 410/480 the second characteristic, where the first communication channel
may be a first communication platform and the second communication channel may
be a second communication platform. A communication platform may allow for a
plurality of communication applications to be integrated. Communication platforms
may include, but are not limited to, social messaging systems, instant messaging
systems, voice services, voice chat applications, along with hybrid systems. An
example is shown with a social messaging system. This type of platform may
include, e.g., text, video and voice communication applications. Examples of hybrid
systems may include, e.g., Snapchat, which allows for pictures, video clips, messages
to be sent along with Instagram, which allows for pictures, filtered images and text to
be sent. Further examples may include augmented reality, virtual reality and avatar-
based communication systems, along with e-commerce messaging systems and help-
desk messaging systems.

[00168] In an example of this implementation, user 46 may receive a text
message from an instant messaging system, e.g., the first communication platform,
and a voice message from a VoIP service, e.g., the second communication platform,

where social engineering attack defense process 10 may identify 400 the first
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characteristic of the text message and may identify 410 the second characteristic of
the VoIP message. Social engineering attack defense process 10 may compare 420
and determine 430 if the two characteristics correlate to a predetermined rule. For
example, social engineering attack defense process 10 may use the predetermined rule
to identify whether characteristics correlate with known malicious characteristics
(e.g., characteristics associated with social engineering activity). For example, the
text message may tell the user they are going to get a call with an offer (e.g., first
characteristic of text message). The VoIP message may then provide the user with the
details of the offer and a call to action to provide credit card information (e.g., second
characteristic of VoIP message). In another example, the text message may tell the
user that a government agency (e.g., Internal Revenue Service) is going to put a lien
against them (e.g., first characteristic of text message), and the VoIP call from the
same number may be a person seeking payment information for a purported IRS debt
to a government (e.g., United States government) (e.g., second characteristic of VoIP
message). Thus, the social engineering attack defense process 10 may use the
predetermined rule to identify that the above described characteristics correlate with
known malicious characteristics (e.g., characteristics such as IRS-related messages or
the combination of offer details with the call of action to provide credit card
information may be considered malicious characteristics).

[00169]  In some implementations, as shown in example Fig. 14, the

1dentification 400 the first characteristic and the identification 410 the second
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characteristic by social engineering attack defense process 10 may include one or
more of voice analysis and text analysis 490. Voice analysis may generally involve
the study of speech sounds for purposes other than linguistic content, such as in voice
recognition, e.g., recognizing who is speaking. Text analysis may generally involve
the process of structuring input text, deriving patterns within the structured input text,
and evaluation and interpretation of the output. This analysis may include evaluating
word frequency; collocation, e.g., words commonly appearing near each other;
concordance, e.g., the contexts of a given word or set of words; N-grams, e.g.,
common two-, three-, etc.- word phrases; entity recognition, e.g., identifying names,
places, time periods, etc.; and dictionary tagging, e.g., locating a specific set of words
in the texts. The one or more of voice analysis and text analysis 490 may also include
intent extraction and/or intent parsing through natural language processing, e.g., to
determine the possible intent of a communication.

[00170]  For example, user 46 may receive an email and a voice message
purportedly from an executive within the user’s company. Social engineering attack
defense process 10 utilizing text analysis may identify 400 a first characteristic of the
email message, e.g., a pattern of words, and may identify 410 a second characteristic
of the voice message, e.g., the voice patterns of the speaker. Social engineering attack
defense process 10 may compare 420 the two characteristics to a predetermined rule
that may require both communications to match the identified executive. If the voice

analysis and/or the text analysis do not match the identified executive, social
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engineering attack defense process 10 may determine 430 there is a correlation of the
two characteristics to this predetermined rule, and may identify 440 that social
engineering activity is associated with one of the two communications.

[00171] In some implementations, as shown in example Fig. 15, social
engineering attack defense process 10 may provide 495 an indication of the potential
social engineering activity to at least one of a user participating in the first
communication on the first communication channel and a third party based upon, at
least in part, the identified potential social engineering activity. The third party may
be, e.g., an external social engineering defense provider. For example, once social
engineering attack defense process 10 identifies 440 a communication, e.g., email,
etc., to be a potential social engineering activity, process 10 may notify user 46 and/or
a third party that this communication may be a potential social engineering activity.to
be a potential social engineering activity, social engineering attack defense process 10
may notify user 46 and/or a third party that this communication may be a potential
social engineering activity.

[00172] In some implementations, the notification by social engineering attack
defense process 10 may trigger the establishment of monitoring or two-way
communication with the third party for potential social engineering attack data for
threat analysis purposes. This data may be used by social engineering attack defense
process 10 to identify a communication characteristic or determine a communication

pattern for confirming and/or validating that the communication is malicious activity.
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The Audio Fingerprinting for Attack Detection Process:

[00173]  Social engineering attacks may utilize multiple communication
channels to hide their source and to add to apparent validity. Social engineering attack
defense process 10 may analyze media channels to extract features of the
communications across those media channels to detect social engineering attacks.

[00174]  As discussed above and referring also to at least an example
implementation of FIG. 16, social engineering attack defense process 10 may extract
500 a first set of one or more audio features from at least a portion of a
communication on a communication channel. The first set of one or more audio
features from at least a portion of the communication may be compared 510 by social
engineering attack defense process 10 to a second set of one or more audio features to
have social engineering attack defense process 10 determine 520 that at least a portion
of the first set of audio features matches the second set of one or more audio features.
Identification 530 of potential social engineering activity associated with at least a
portion of the communication on the communication channel by social engineering
attack defense process 10 may be based upon, at least in part, a match between the
first set of audio features with the second set of one or more audio features. The
extraction 500 and comparison 510 may be performed in real time by social
engineering attack defense process 10.

[00175] In some implementations, social engineering attack defense process 10

may extract 500 a first set of one or more audio features from at least a portion of a
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communication on a communication channel. These audio features may include, e.g.,
any measurable property of the communication that may be utilized with, e.g.,
machine learning and pattern recognition, including but not limited to, frequency,
intensity, and timing. By way of example, audio features may be extracted from a
voice biometric of a communication. Voice biometrics are generally the unique,
distinguishable physiological characteristics and behavioral features of a person's
voice, that may be used to identify that person. Due to a person having unique
physical characteristics, such as vocal tract shapes, larynx sizes, and other parts of
voice production organs, the shape of the sound of a person's voice may be measured
and extracted as an audio feature (e.g., via social engineering attack defense process
10). Additionally, the communication, or a portion of the communication, may be
translated into text, or the identity of the person speaking in an audio communication
may be identified.

[00176]  Social engineering attack defense process 10 may compare 510 the
extracted first set of one or more audio features with a second set of one or more
audio features. The second set of audio features may be stored in a data store or with
a third party, and may include audio features from communications associated with
known prior social engineering attacks. Social engineering attack defense process 10
may determine 520 that at least a portion of the first one or more audio features
matches the second set of one or more audio features based on the comparison of

these two sets of features.

86



[00177]  Social engineering attack defense 10 may identify 530 potential social
engineering activity associated with at least the portion of the communication on the
communication channel based upon, at least in part, the match between the first set of
one or more audio features and the second set of one or more audio features. For
example, a phishing-type VoIP digital phone call may be received by the user 46.
Social engineering attack defense process 10 may extract 500 a first set of one or
more audio features from the speech contained within this digital phone call that may
include frequency, intensity and timing of the speech. Social engineering attack
defense process 10 may then compare 510 the first set of audio features to a second
set of audio features contained within a datastore. Social engineering attack defense
process 10 may determine 520 if the first set of audio features matches the second set
of audio features. Based upon, at least in part, the first set of one more audio features
matching the second set of audio features, social engineering attack defense process
10 may identify 530 potential social engineering activity associated with at least the
portion of the phone call.

[00178] In some implementations, as shown in example Fig. 17, social
engineering attack defense process 10 may base 540 the first set of one or more audio
features upon, at least in part, an audio characteristic of the communication. These
audio characteristics may include, but are not limited to, information regarding how
the communication was presented. Examples of such information may include, but

are not limited to, intonation, stress, and rhythm. An example of this implementation
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may include a user 46 receiving a phishing-type VoIP digital phone call. Social
engineering attack defense process 10 may extract 500 the intonation and rhythm of
the speaker’s voice delivering the phone call, at least in part, from the first set of one
or more audio features of the communication.

[00179]  As shown in example Fig. 18, this audio characteristic may include
550 at least one of tone and cadence of a voice identified during the communication.
Social engineering attack defense process 10 may analyze the tone and cadence of a
communication as part of a determination of an identification of a particular person’s
voice. In some implementations, this analysis may include comparing the tone and
cadence to a database of previously identified voices. The tone of a communication
may be used to determine the emotional state of the caller (e.g., correlate a tone as
happy, sad, angry, etc.). For example, analysis of tension in the voice as known by one
of skill in the art may be used to determine whether the caller sounds nervous or
rushed, if the caller is hesitant to answer certain questions, or whether the caller is
angrily insisting compliance. In another example, a general emotional level or affect
of a caller may be extracted from the communication and used as a comparison, either
for other attackers who exhibit a similar affect or to determine if the same caller has
an appropriate affect for the type of transaction or communication they are attempting
to achieve. The cadence may be used to determine the general inflection or
modulation of the voice. For example, user 46 may receive a phishing-type VoIP

digital phone call. Social engineering attack defense process 10 may extract 500 the
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tone and cadence of the voice of the caller making the phone call. Further, social
engineering attack defense process 10 may analyze the tone and/or cadence of the
voice to determine if the voice is a synthesized voice. This analysis may be
performed by a speech synthesis process associated with the social engineering attack
defense process 10. Factors, including but not limited to, inflection, modulation,
cadence of the message, awkward prosody, errors when words are concatenated
together, and mispronounced words, may be used to determine if a voice is synthetic
or if the voice is being altered through a digital masking or emulation system. Each of
the extracted voice features may be used in the automatic generation of rules through
machine learning system. Voice features may also be used in the manual construction
of rules by experts, who may craft such rules as “rushed delivery of a call to action to
communicate with an executive is deemed suspicious™ or “unfriendly request to pay a
fee combined with unusual communication channel or unusual source IP address is
deemed suspicious™.

[00180] In some implementations, as shown in example Fig. 19, the extracting
500 of the first set of one or more audio features by social engineering attack defense
process 10 may include generating 560 an audio fingerprint of at least the portion of
the communication on the communication channel. An audio fingerprint may
generally be described as a condensed digital summary of the audio characteristics of
an audio signal, that can be used to identify that audio sample. For example, user 46

may receive a phishing-type VoIP digital phone call that includes unique audio
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characteristics, for instance a frequency spike of 823 Hz at the one minute mark.
Social engineering attack defense process 10, utilizing these unique audio
characteristics, may generate 560 an audio fingerprint of at least a portion of the
phone call. Social engineering attack defense process 10 may compare 510 the audio
fingerprint of the phone call with one or more audio fingerprints of known social
engineering attack communications located within a datastore. Social engineering
attack defense process 10 may determine 520 if the audio fingerprint of the phone call
matches one or more audio fingerprints located within the datastore. Based upon, at
least in part, the audio fingerprint of the phone call matching an audio fingerprint of a
known social engineering attack communication located within the data store, social
engineering attack defense process 10 may identify 530 potential social engineering
activity associated with at least a portion of the phone call.

[00181] In some implementations, as shown in example Fig. 20, the extracting
500 the first set of or more audio features by social engineering attack defense process
10 may include transcribing 570 audio from at least the portion of the communication
into text. The transcribed audio may allow for the communication to be analyzed
through an automated speech recognition process and a natural language process
associated with social engineering attack defense process 10. Through a natural
language process, the nature of the communication may be determined. For example,
user 46 may receive a voice message over a VoIP digital phone call urging user 46 to

call a known social engineering attack phone number. Social engineering attack
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defense process 10 may transcribe this communication into text, which may allow
social engineering attack defense allow process 10 to analyze the communication by,
e.g., anatural language process.

[00182]  In some implementations, as shown in example Fig. 21, one of the
audio features of the extracted 500 at least one of the features of the first set of audio
features by social engineering attack defense process 10 may include 580 intent.
Social engineering attack defense process 10 may include transcribing audio from at
least the portion of the communication into text. The transcribed audio may allow for
the communication to be analyzed through an automated speech recognition process
and a natural language process. Social engineering attack defense process 10, by
utilizing machine learning algorithms and/or a natural language process that extracts
the intent from the communication, may determine the nature of the communication.
For example, the nature of the communication may be analyzed to determine the
intent of the communication, such as but not limited to, attempting to have an email
opened or to urge a potentially harmful activity to be performed. For example, user 46
may receive a voice message over an instant messaging system urging user 46 to
access a specific website. In analyzing this message for potential social engineering
attack activity, social engineering attack defense process 10 may transcribe and
analyze the voice message by utilizing a natural language process to determine the
intent of the communication. For example, the national language process may

determine intent by analyzing words and sentences within voice messages against a
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database of language definitions (e.g., based on grammar and word usage). Intent
analyzers, as appreciated by one of skill in the art, may use an ontology of objects,
nouns, verbs, and known entities for a subject and use natural language processing to
map user utterances into a set of candidate requests or statements within that topical
ontology. For example, a long voice mail urging a user to call in and settle a purported
debt may be analyzed and the intent extracted. Various phrases such as “you owe

2,

money”, “we are the IRS™, “you have not paid”,

<

you are going to receive a lien”, and
additional phrases may be analyzed to extract an intent . The extracted intent may be
represented in the system as an imperative command in a more abstract form, e.g.
“call this number and provide payment information”. In analyzing a different
communications, the intents extracted may be “I am a friend of executive X or
“provide me with the contact information for executive X”. Use of the NLP combined
with verb/noun analysis as mapped into the ontology may extract the intent of a
communication trying to contact an executive such as “provide me with contact
information™ and may trigger a corresponding rule.

[00183]  Social engineering attacks may involve multiple communications as
part of a larger social engineering campaign. Earlier communications may be used to
establish communications with a potential victim. Later communications may be used
to build trust with that potential victim. Final communications may be used to execute
the attack. In some implementations, as shown in example Fig. 22, the extracting 500

by social engineering attack defense process 10 may include extracting 590 at least a
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portion of the first set of one or more features across multiple communications on the
communication channel.

[00184] In some implementations, social engineering attack defense process 10
may extract and analyze features from the multiple communications to determine the
intent of the communications. Social engineering attack defense process 10 may
utilize one or more processes to extract and analyze these features, including but not
limited to, a natural language process, a dialog manager, machine learning algorithms,
and an intent extractor process. In some implementations, social engineering attack
defense process 10 may utilize the extracted features to create a model of the intent of
the potential social engineering attacker.

[00185]  For example, user 46 may receive over time three VoIP messages from
the same person. Social engineering attack defense process 10 may extract 500 a first
set of one or more audio features made up from features from each of three VoIP
messages. Social engineering attack defense process 10 may determine 520 that at
least a portion of the first set of audio features matches a second set of one or more
audio features located within a datastore. If there is a match between the first set of
audio features with the second set of one or more audio features, social engineering
attack defense process 10 may identify 530 potential social engineering activity

associated with at least a portion of the three VoIP messages.

The Deep Learning on Attack Energy Vectors Process:
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[00186]  Social engineering attacks may also utilize multiple communication
channels, both to hide the source of the attacks and to add to the apparent validity.
Social engineering attack defense process 10 may be capable of detecting patterns of
activity that can be recognized across multiple channels, and may be capable of
performing this detection in a computationally scalable manner without having to
conduct deep content inspection on all incoming and outgoing communication traffic
simultaneously.

[00187] In some implementations, social engineering attack defense process 10
may be capable of detecting these patterns by monitoring the communication activity
across multiple communication channels and assigning a score to each
communication based on the communication’s activity record, such as but not limited
to, when the communication occurred, how much data was used for the
communication, the communication’s source, the communication’s destination, and
the frequency of communications. The score may be defined as a weighted
combination of numerically rated communication factors, e.g. a score based on the
frequency of communications with a particular source, or the frequency of
communications directed at a particular person, or the frequency of voice mail
messages being left for non-sales personnel, or the size and frequency of text
messages from a set of sources with destinations in upper management. For example,
a given channel may have a score such as an average frequency of communication for

that channel and a user of that channel, or may have a different score such as an
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average frequency of communication for that channel and a category of user (e.g.,
engineer, manager, executive) for that channel. In another example, the given channel
may have another score such as an average frequency for the whole company for that
channel. Some companies may, as a policy, prohibit the use of social media
messaging or specific messaging applications for business communication, and thus
any communication on these types of restricted channels may produce a score that
exceeds a threshold. In other examples, a user may only occasionally use a channel
thus a sudden spike in usage of the channel for the user would result in a score
exceeding a threshold for that engineer user (even though sales department personnel
may use it frequently). Similar statistics may be recorded and maintained based on
size of message e.g., whether the channel is used for a short burst type of coordinating
communication (e.g., “see you at 8”) versus a large textual type of communication
(e.g., “can you tell me the measurements for that part™). Additionally, the social
engineering attack defense process 10 may be provided with information on both
source and destination parties as well as IP addresses. The social engineering attack
defense process 10 may use this information to determine if the source party (e.g.,
calling party), the destination party (e.g., receiving party), or the location of the
calling or receiving party is as expected or exceeds thresholds for that category of
score. Additionally, there are usual times of day, week, month, or year that specific
communication channels are used, e.g., most support calls occur during business

hours; sales calls do not occur in the early morning; emergency IT support calls may
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occur at any time of day, etc. However, SMS messages and other text systems
especially email are likely to be used outside of business hours, especially if they are
not believed to interrupt a user outside of work. Thus, there may be thresholds for
certain categories of score based on ongoing analysis of when it is appropriate to
monitor whether activity on a particular communication channel would be potentially
suspicious activity.

[00188] The communication’s activity record may also be known as the
communication’s energy. The content of the communication, however, may not be
analyzed in some implementations. Social engineering attack defense process 10 may
add the scores of each communication across the multiple communication channels,
and may determine if the combined score exceeds a threshold score. If the threshold
score was exceeded, social engineering attack defense process 10 may be capable of
analyzing the content of those communications that exceeded the threshold score for
potential social engineering attacks.

[00189]  In some implementations, due to the volume of social engineering
attacks, social engineering attack defense process 10 may utilize machine learning,
such as but not limited to, within a neural network, to detect patterns of
communication. Social engineering attack defense process 10 may utilize one or
more techniques in the detection of patterns of communications. These techniques
may include, but are not limited to, pattern matching, dialog understanding, and

analysis of a broad set of communication energy. Pattern matching may involve
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matching a communication to a known social engineering attack. For example, when
social engineering attack defense process 10 is analyzing an audio communication, it
may match the voice on the audio with a voice known as a social engineering attacker.
Dialog understanding may involve analyzing the flow of the conversation (e.g.,
analyze the way in which social engineering attacker speaks by analyzing the words
or phrases that are used). For example, social engineering patterns may include
conversations intended to establish familiarity, create points of agreement, and to
relax the target and establish the specious identity of the caller or to elicit sympathy.
This may be followed by a call to action to compromise the target’s system, followed
by a fallback to other compromising attempts, and/or followed by attempts to repair
the rapport if needed. The conversation may be analyzed and intents (e.g., “trust me”,
“I am who you believe [ am”, “please give me access to this protected resource™) may
be extracted. The flow or sequence of the conversation may likewise be analyzed
(e.g., an attempt to establish rapport or identity followed by an attempt to vary a rule;
or a failed attempt to authenticate followed by an alternate attempt to authenticate,
then followed by an attempt to vary a rule; or an attempt to substantially change
multiple aspects of an account such as an email, a phone number, and a password).
Social engineering attack defense process 10 may utilize natural language processing
to extract intent from each phase of the conversation. Social engineering attack

defense process 10 may utilize the natural language process to determine the intent of

the attacker. An analysis of a broad set of communication energy may involve
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tracking the various aspects of the multiple communications, including but not limited
to source, timing, duration, size, and text of the conversation. Social engineering
attack defense process 10 may utilize machine learning algorithms to analyze these
aspects across all communication channels to determine if there is a match to known
multi-channel threat scenarios. Training of social engineering attack defense process
10 may be performed by utilizing a set of known communication data and a set of
known social engineering attack data.

[00190]  As discussed above, and referring also at least to the example
implementation of Fig. 23, social engineering attack defense process 10 may identify
600 a profile with a user for a plurality of communication channels and may
determine 610 a current score for two or more communication channels of the
plurality of communication channels. The current score may be based upon, at least
in part, a first current score for a first communication channel of the two or more
communication channels and a second current score for a second communication
channel of the two or more communication channels. A determination 620 of whether
the current score for the two or more communication channels is greater than a
threshold score for the profile may be made by social engineering attack defense
process 10. Identifying 630 potential social engineering activity may be based upon,
at least in part, a determination that the current score for the two or more
communication channels is greater than the threshold score for the profile. Based at

least in part upon the identification of potential social engineering activity, at least one
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of text, audio, and visual analysis may be performed 640 upon at least a portion of the
plurality of communication channels.

[00191] In some implementations, social engineering attack defense process 10
may monitor communication activity across multiple communication channels and
may assign a score to each communication based on the communication’s activity
record, and may determine if each score or sum of scores from multiple
communications exceed a threshold score. For example, during a typical day, user 46
may receive communications from VoIP phone calls, email messages, text messages,
and messages from social media websites. Social engineering attack defense process
10 may monitor these communications and may determine 610 a current score to each
communication based on the activity record for each communication. Social
engineering attack defense process 10 may add the current score from at least two of
these communications and may determine 620 if the current score is greater than the
threshold score for user 46. If the current score is greater than the threshold score,
social engineering attack defense process 10 may identify 630 that a potential social
engineering attack may exist and may perform 640 analysis on the communication
channels.

[00192] In some implementations, as shown in example Fig. 24, social
engineering attack defense process 10 may determine 620 a current score where at
least one of the first current score and the second current score may be a weighted

score 650. A weighted score may generally be described as a score that is enhanced
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due to one or more factors, such as frequency or duration of a communications. For
example, user 46 may have a threshold score that is based on receiving twenty VoIP
phone calls in a day. Social engineering attack defense process 10 may monitor ten
VoIP phone calls to user 46 in an hour. Social engineering attack defense process 10
may give a value to the frequency of VoIP phone calls, e.g., give a weighted score
based on the time between the VoIP phone calls. Thus, while a non-weighted score
for ten received VoIP phone calls may typically be less than the threshold score for
user 46, due to the score being weighted based on the frequency of the calls, social
engineering attack defense process 10 may determine that the threshold score of the
user may be exceeded e.g. threshold 1 = 10-20 calls per day; threshold 2 = 2-15
minutes per call; threshold 3 = 10-40 minutes between calls or 2-3 calls per hour. The
weighted score may contain a scalar component of each attribute, e.g. score =ax
(calls per day) + b x (call duration) + ¢ x (call spacing), where a, b, and ¢ are
adjustable weights for each component of the score.

[00193] In some implementations, as shown in example Fig. 25, social
engineering attack defense process 10 may identify 600 a profile where the profile
may include a respective historical score and the threshold score may be generated
based upon, at least in part, machine learning from the respective historical score 660.
A historical score may be based on a specific user’s historical activity, e.g., a user’s
regular communication activity level. An example of specific historical activity may

include user 46 receiving five VoIP phone calls and ten text messages each day. A
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generic threshold score may be based on a combination of the specific historical
activity with a particular job classification, e.g., a computer programmer typically
receives two VoIP phone calls and twenty text messages each day with each call
lasting 5-10 minutes. Thus, the threshold score may be generated based on a
combination of expected values for a specific user and expected values averaged
across members of the user’s particular job classification. Machine learning may
include a deep learning algorithm, e.g., Back Propagation (BP), which may generally
be described as a method of training artificial neural networks containing hidden
layers that may be used to consistently recognize patterns within the communication
channels.

[00194]  In some implementations, as shown in example Fig. 26, social
engineering attack defense process 10 may identify 600 a profile where the profile
may include a respective historical score and the threshold score may be updated
based upon, at least in part, one or more temporal factors 670. Temporal factors may
be those activities from the user’s activity record relating to time, e.g., the length of a
voice message, the length of a VoIP phone call, the time of day an email message was
received, etc. For example, user 46 may have a historical score based on historical
activity of user 46, e.g., user 46 typically receives five VoIP phone calls and ten text
messages each day. Social engineering attack defense process 10, when determining
the threshold score for user 46, may update 670 the threshold scored based on the time

of day and length of most recent VoIP phone calls for user 46.
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[00195] In some implementations, as shown in example Fig. 27, social
engineering attack defense process 10 may determine 620 a current score where at
least one of the first current score and the second current score may be a normalized
score 650. Anormalized score may generally be described as a score that includes
adjustments to values measured on different scales so as to have a common scale. For
example, social engineering attack defense process 10 may monitor multiple VoIP
phone calls and multiple text messages to user 46. Social engineering attack defense
process 10 may assign a first current score to the VoIP phone calls based on the
frequency and duration of the VoIP phone calls, and may assign a second current score
to the text messages based on the frequency and size of the text messages. For
example, a first current score for the VoIP phone calls for a particular user or group of
users may be based on a call duration between 5-10 minute calls to about 30 minute
calls, with expected frequencies around three per day and 12 per work-week. A
second score may be based on an example average size of text messages (e.g., on a
messaging service) of 80 characters and send these messages in clusters, with e.g.,
frequency of every 30 seconds for 20 minute session periods. A set of large text
messages in rapid succession or a single small text message from an usual source
would be a divergence from the expected values as expected in a rule. The
combination of unusual patterns of message sizes or frequencies plus unusual call
sizes or frequencies, when identified as related in some way (same source, same topic,

same time frame) could match a rule of suspicion. A rule of suspicion may be based
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on examples and may be based on measurements over time and new baseline sets. In
general, the rule of suspicion may vary per person, per company, per industry, per
category of user, etc. This may result in a difference scales between the duration of
the VoIP phone calls and the size of the text messages. When social engineering attack
defense process 10 determines 610 a current score for the VoIP phone calls and text
messages, the measured values of the duration of the VoIP phone calls and size of the
text messages may be adjusted by social engineering attack defense process 10 so that
these values are on a comparative scale.

[00196] In some implementations, as shown in example Fig. 28, social
engineering attack defense process 10 may determine 690 if there is a pattern between
at least a portion of the plurality of communication channels. A pattern may generally
be described as a repeating form of communication and may be explicit or
implicit. An explicit pattern may be readily detected within the communication. For
example, an email with a link followed by a request to open the email. In contrast, an
implicit pattern may not be readily detectable. An example of an implicit pattern may
be the combination of communications that are later deemed to be part of a related
attack. Implicit patterns may generally be discernable through finding connections
across a plurality of communication channels. For example, user 46 may receive on a
daily basis multiple VoIP phone calls, text messages and email messages. Social
engineering attack defense process 10 may monitor each of these communications and

may determine 610 a current score for these communications. Social engineering
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attack defense process 10 may also determine that user 46 receives VoIP phone calls,
text messages and email messages from the same source every third day at same time
each day. Social engineering attack defense process 10 may determine 690 these
communications could be a pattern leading to a potential social engineering attack.

[00197]  In some implementations, as shown in example Fig. 29, social
engineering attack defense process 10 may determine 690 if there is a pattern between
at least a portion of the plurality of communication channels and may use 695 this
pattern for future identification of social engineering activity.

[00198]  For example, as noted above, social engineering attack defense process
10 may determine 690 that a plurality of VoIP phone calls, text messages and email
messages to user 46 follows a pattern that may indicate the potential social
engineering attack. The information establishing this pattern may be stored on storage
device 16 for use 695 by social engineering attack defense process 10 in the

identification of future social engineering activity.

The Deprovisioning Process:

[00199] In some implementations, a user may utilize a third party network for
both work and personal purposes. Third party networks may include, but are not
limited to, social networks, social messaging system, and future social affinity group
communication mechanisms. The use of these types of communication channels may

expose business-critical information to social engineering attacks. This exposure may
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become critical when a person is no longer an employee of a company e.g., because
the organization may have limited ability to track former employee’s activity as well
as limited ability to control activity by former employee. For example, the former
employee may have left on bad terms or not all personnel may be aware that the
former employee has left and thus may communicate with the former employee with
the same level of security as when the employee was employed, and thus may provide
proprietary information inadvertently. Due to the inability to track and monitor the
communications on these types of communication channels, the risk of a social
engineering attack may be increased.

[00200]  In some implementations, social engineering attack defense process 10
may modify access to personal information within a company network or a third party
network based on a change in status of an employee. Social engineering attack
defense process 10 may modify the access directly, e.g., social engineering attack
defense process 10 performs the changes in the access capabilities, may provide a
prompt to a third party network in order for the third party network to effectuate the
changes in the access capabilities or may provide a prompt to a third party
communication audit company in order for that company to effectuate the changes in
the access capabilities. In some implementations, an interface, such as but not limited
to an application programming interface (API), may be created to assist with the
communication between social engineering attack defense process 10 and a third

party network.
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[00201]  In some implementations, the modification of access may include a
complete severing of access to all information or a partial restriction to the
information. For example, when a first user is no longer employed with a company,
his/her access to personal information of other company employees contained on a
third party social media network may be completely severed or may be modified to
allow only publicly available information to be accessed (e.g., social engineering
attack defense process 10 may modify the authorizations of the first user such that the
first user is removed from accessing non-public information on the third party social
media network). For example, company human resource (HR) systems may contact a
social network application and request that the first user no longer be listed as with
the company or may simply revoke a digital signature that indicated to the social
network application that the employee was verified as employed with the company. In
another example, the company HR system may activate “circles”, “groups”, or access
permission features within the social network and may disallow or limit access to a
company-specific group on the social network, using features such as group
membership administration on the social network.

[00202]  As discussed above, and referring also at least to the example
implementation of Fig. 30, social engineering attack defense process 10 may identify
700, by one or more computing devices, a first user in a network. Access to at least a

portion of a network is available to the first user based upon, at least in part, one or

more attributes of the first user. A determination 710 by social engineering attack
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defense process 10 may be made that a change in an attribute of the one or more
attributes of the first user has occurred. At least a portion of the access to at least a
portion of the network by the first user may be removed 720 by social engineering
attack defense process 10 based upon, at least in part, the determination of the change
in the attribute of the one or more attributes of the first user.

[00203]  In some implementations, the network may be an internal network
controlled by a company or an external third party network outside of a company, e.g.,
social media networks such but not limited to Linkedin and Facebook, and cloud
server sharing networks, such as but not limited to, Microsoft Sharepoint.

[00204]  In some implementations, an attribute may be a quality or
characteristic associated with a user. An attribute may be associated to user’s
employment. For example, but not limited to, the user’s employment status, e.g.
currently employed; the user’s position within the company, e.g., CEO, computer
programmer, receptionist; and the user’s access to business-critical information, e.g.,
financial information, personnel information. An attribute may also include, but not
be limited to, employment start date, employment end date, tenure, job titles and
positions, executive status, human resources data, membership in company
committees or groups, active directory data, filtered active directory data, lightweight
directory access protocol (LDAP) information, access permissions, single-sign on
credentials and access lists.

[00205]  In some implementations, social engineering attack defense process 10
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may identify 700 a first user in a network. The network can be any computer based
network, e.g., an enterprise network or a social media network, having the capability
of a plurality of users having access to a plurality of information. Access can be
obtained through established standard communication environments, such as, but
limited to, email, text messaging and social networks. For example, social
engineering attack defense process 10 may identify user 46 who has access to a
computer based social media network.

[00206]  In some implementations, social engineering attack defense process 10
may determine 710 that one or more attributes of the first user has changed. For
example, user’s 46 employment may be terminated. Social engineering attack defense
process 10 may determine by monitoring a social media network utilized by user 46
of a change of employment by user 46 (e.g., social engineering attack defense process
10 may determine change of employment when user 46 changes profile on social
media network from employment at company X to employment at company Y, or
when company X’s HR system revokes a certificate that indicates to the social media
network that user 46 is employed at company X).

[00207] In some implementations, social engineering attack defense process 10
may remove 720 at least a portion of the access to at least a portion of the network by
the first user, based upon, at least in part, the determination 710 of the change in the
attribute of the one or more attributes of the first user. The removal of access by social

engineering attack defense process 10 may be performed by social engineering attack
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defense process 10, by providing a prompt to a third party network in order for the
third party network to effectuate the removal, or by providing a prompt to a third
party communication audit company in order for that company to effectuate the
removal.

[00208]  For example, once social engineering attack defense process 10
determines that user’s 46 employment status has changed from currently employed to
former employee, social engineering attack defense process 10 may provide a prompt
to a third party network, e.g. Linkedin, notifying the third party network of the change
in user’s 46 change of employment status so that the third party network may remove
user’s 46 access on its network to some or all of the company’s contact information
for its current employees.

[00209]  In some implementations, a second user may have access to at least a
portion of a network based on one or more attributes of the first user. The second user
may be internal to the company where the first user is employed, e.g., a co-worker, or
external to the company, e.g., a personal friend not employed at the same company as
the first user. For example, in the case of an internal second user, the first user and
second user may be part of the same business group where the second user may have
access to business critical information created by the first user. Further, in the case of
an external second user, the second user may have access to the first user’s company
network due to the first user’s use of a company email address with an external social

media network (e.g., second user may have access to documents shared between first
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user and first user’s company network). This may occur simply because the second
user is connected to the first user and the first user has given the second user access to
shared information (e.g., business critical information shared with company network)
or because the information was shared in the process of co-participation in
conferences or standards groups or a client/provider relationship, where the
information might have been shared through a business file sharing service or cloud
storage service. In other examples, the second user may have access to the first user’s
company network where the second user was granted limited access to company
information for the purposes of discussing a business relationship or where the second
user’s “friends™ or “contacts” of the first user automatically inherit the ability to
receive information or blog posts or messages sent by first user as part of the features
of the social network. In another example, the second user may be able to view all the
contacts of first user (based on there being a second degree of separation between
second user and first user) and thus have detailed information about all company
employees known to first user (e.g., detailed information on third party network such
as LinkedIn™).

[00210]  In this implementation, as shown in example Fig. 37, access to at least
a portion of the network may be available to at least one of the first user and a second
user based upon, at least in part, one or more attributes of the first user. In this
implementation, social engineering attack defense process 10 may remove 795 at least

a portion of the access to the at least the portion of the network from at least one of
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the first user and the second user may be based upon, at least in part, determining the
change in the attribute of the one or more attributes of the first user. For example,
user 48 may be external to user’s 46 employment and both users 46 and 48 may be
part of the same social media network where user 48 has access to user’s 46 company
contact information. In an example, when social engineering attack defense process
10 determines 710 user 46 is no longer employed with the company, social
engineering attack defense process 10 may remove 795 some or all company contact
information from user’s 46 social media account 795, thus removing user’s 48 access
to this information.

[00211] In some implementations, as shown in example Fig. 36, a prompt may
be provided 780 to at least one of the first user and the second user to remove at least
the portion of the access to at least the portion of the network based upon, at least in
part, determining the change in the attribute of the one or more attributes of the first
user. In some implementations, the change in access may be optional for at least one
of the first and second user. For example, after social engineering attack defense
process 10 may determine 710 the status of user 46 has changed from employed to
not-employed, and social engineering attack defense process 10 may provide a prompt
780 to user 48 to select which of user’s 46 company contact information will be
removed from user’s 46 access.

[00212] In some implementations, as shown in example Fig. 31, the

determination 710 of a change in an attribute by social engineering attack defense
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process 10 may include receiving 730 a notification of the change. For example,
when social engineering attack defense process 10 removes 720 user’s 46 access to a
portion of an enterprise network due to a change in employment, social engineering
attack defense process 10 may notify 730 user 46 of this removal of access (e.g.,
notify by text, email, pop up window, social messaging, phone call, etc.).

[00213] In some implementations, as shown in example Fig. 32, attributes may
include 740 a status of the first user and a level of connection of the first user in the
network. The status may be the condition of the first user, e.g., employed, married,
unemployed, single. The level of connection may be the degree of connection
between the first user and other users within the network, e.g., a tiered structure where
a direct connection is a first degree connection, a once-removed connection is a
second degree connection, and a second-removed connection is a third degree
connection, etc. For example, social engineering attack defense process 10 may
determine 710 the status of user 46 has changed from employed to not-employed.
Social engineering attack defense process 10 may remove all company second and
third degree connections from a social media network utilized by user 46 based upon
this status change. In some implementations, the removal of the company
connections may be automatic upon the determination 710 of the status of user 46.
Further, in some implementations, notification of the removal of the connections may
be given to user 46 and/or the users associated with the removed connections (e.g., a

notification may be sent by text, email, pop up window, etc. to user 46 and/or the

112



users associated with the removed connections). For example, a user may be sent a
message that says “you are no longer a member of Company X employees’ Group.
You will no longer receive messages sent to this group, and you will only have limited
access to profile information for group members that are not your first degree
contacts”.

[00214]  In some implementations, as shown in example Fig. 33, the level of
connection of the first user to the second user in the network may be automatically
changed 750 based upon, at least in part, determining the change in the attribute of the
one or more attributes of the first user. For example, user 46 may be in a non-
managerial role within a company and due to this role, may only have direct access to
data files of other non-managerial employees. Further in the example, assume user 46
is then promoted into a managerial role within the company. Social engineering
attack defense process 10 may determine 710 a change in user’s 46 status and may
automatically change 750 user’s 46 level of connection with other managerial level
employees so that user 46 has access to managerial level data files (e.g., user’s 46
access to managerial level data files is automatically authorized when process 10
determines 710 that user’s 46 status changed to managerial level). In another
example, user 46 may start to work with a company. Social engineering attack
defense process 10 may determine 710 a change in user’s 46 status from “not
employed” to “employed” and may automatically change 750 user’s 46 level of

connection within a social media network so that user 46 would have access to
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profiles of additional employees of the company who utilize the social media network
(e.g., user’s 46 access to profiles of employees of the entire company or only
employees of a marketing department is automatically authorized when process 10
determines 710 that user 46 is employed within the marketing department of the
company). User’s 46 access to profiles of employees of the entire company or only
employees of the marketing department is automatically authorized when social
engineering attack defense process 10 determines 710 that user 46 is employed within
the marketing department of the company. In some implementations, social
engineering attack defense process 10 may automatically change 750 user’s 46 level
of connection through its own internal processes or by communicating the change in
attribute to the social media network whereby the social media network’s processes
may make the change in level of connection.

[00215] In some implementations, as shown in example Fig. 35, the level of
connection of the first user may include 770 a connection of a first profile for the first
user with at least one of a second profile of the second user and a group in the
network. In some implementations, the level of connection of a user may be based on
being part of the same group as a second user. For example, user 46 may be in a non-
managerial role within a product development group within a company. Due to this
role, alevel of connection for user 46 may include 770 a connection with user 48 who
may also be an employee within the same product development group within the

company (i.e., users within same group may include 770 authorized access to connect
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with one another e.g., the employees within same product development group may be
authorized to connect to each other). This access may be provided directly, by the
company maintaining a list of users in their lightweight directory access protocol
(LDAP) or active directory which includes their accounts on social media, and
automatically inviting users to connect to these accounts. In another example, this
access may be achieved using an application programing interface (API) provided by
a social network where affinity groups of users may be created and maintained, and
the company system automatically adds and removes users corresponding to these
affinity groups. Similarly, this access may be provided on a captive or business-
oriented social network that provides an intranet/internal social network that can
automatically add and remove people from groups or “circles™ or interest groups.
[00216]  In some implementations, as shown in example Fig. 34, the status of
the first user in the network may include 760 a current employer of the first user. In
some implementations, a change in status may occur based on the first user’s current
employer. For example, user 46 and user 48 may be associated through the same
social media network. Social engineering attack defense process 10 may determine
710 the status of user 46 has changed employers 760. Based on the change of
employers, social engineering attack defense process 10 may remove user’s 46 access
to a portion of user’s 46 social media information (e.g. user 46 is no longer authorized
under the social media settings to access social media information of user 46 such as

documents shared by user 46 or other contacts who are connected to or share their
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information with or are in the same groups as user 46).

[00217] In some implementations, social engineering attack defense process 10
may create an auditable policy, such as stored procedure or a declarative policy
system, regarding the modification of access to information (e.g., setup policy that
dictate authorized access by users to information within social media sites based on
users” employment status within company). This policy may be provided to third
party networks for installation therein. Because a social network or a third party
monitoring service is not under the control of the company, it cooperates with
company policy by receiving policy rules (in the form of procedures or declarations)
that it follows and applies in an agreed-upon way with the company. These rules may
be independently inspected (“audited™) so that in the case of dispute between any of
the parties (users, companies, social networks, third party service providers), there is
clear agreement as to when to implement information sharing and when to prohibit
sharing.

[00218] In some implementations, social engineering attack defense process 10
may provide a tool to third party networks to define a “verified” employee, e.g., the
employer signs digitally through a certificate process indicating the employee is
employed by the company. In the event a person attempts but fails to be verified,
access to the third party network may be prevented or limited.

[00219] In some implementations, social engineering attack defense process 10

may increase access based on a change in status. This may allow access to third party

116



network information to be automatic when there is a change in status. For example,
when a first user joins a company, social engineering attack defense process 10 may
automatically add a set of friends from the same company as inherited friends within
the third party network. For example, when first user joins a company, all employees
within the same company may be automatically added as connections to first user
within third party network. In another example, when first user joins an R&D
department of a company, all employees within the R&D department of same
company may be automatically added as connections to first user within third party
network. In some examples, this may be achieved through the “group” or “circle”
features of the social network, or through intranet/internal social network software or
cloud service. The social engineering attack defense process 10 may perform these
actions directly or by prompting the third party network to effectuate the change.

[00220] In some implementations, social engineering attack defense process 10
may provide access to a shared database, such as but not limited to, a distributed
ledger or blockchain, with third party networks. The shared database may hold
verified credentials and related data of employees. This may allow for the reduction
of the risk of tampering with the employee credential data while not being
continuously maintained.

The Enterprise Authorization for Social Partitions Process:

[00221]  In some implementations, as business, sales, and development

increasingly occur on an expanding set of communication channels, such as but not
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limited to voice, text, messaging, video, pictures, artificial reality, virtual reality, and
avatar-based channels, it may be beneficial to determine if a communication over a
third party network is business or personal in scope and then provide access
accordingly if it is a business-related communication. Thus, a company may seek
access to all the communication channels of its employees. For example, an
employee may utilize a social media network to communication with third parties.
These communications may involve both personal and business related topics. Later,
the employee may no longer be employed by the company but the company may like
to gain access to the former employee’s business related communications on the social
media network.

[00222] In some implementations, social engineering attack defense process 10
may provide one or more rules or procedures to a third party network, which may
allow social engineering attack defense process 10 to have selective access to business
related communications located on the third party network. These rules and
procedure may be pre-agreed upon between social engineering attack defense process
10 and the third party network. For example, as part of a condition for employment,
an employee may be required to agree that access to their communications within a
third party network is restricted from the company, but that if characteristics of the
communications match a predetermined rule, such as but not limited to, a
communication being between the employee and a second party and the

communication is related to company business, the company’s restriction to the access
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to the employee’s communications may be removed as related to those
communications.

[00223] In some implementations, social engineering attack defense process 10
may utilize, but not limited to, a pattern matching technique or a natural language
process to determine if a communication satisfies a predetermined rule or procedure.
The natural language process may perform a sentiment analysis, and may also utilize
computational linguistics to characterize a communication as personal or business
related. By utilizing a combination of regular expressions and/or machine-learning
classifiers, the natural language process within social engineering attack defense
process 10 may determine if a sentence, utterance, conversation or thread within a
communication is business related, personal, or both. For example, a formal sentence,
utterance, conversation or thread may be considered business communication. An
informal sentence, utterance, conversation or thread may be considered personal
communication. A sentence, utterance, conversation or thread having a mix of formal
and informal may be considered both personal and business communication. For
example, a user may say “Let’s go grab some beers and hammer out this contract —
say 9 pm at Sully’s? We need to get this deal closed in Q1 or I’'m in trouble with my
bonus. Is Susan still upset about last weekend?”

[00224]  In some implementations, social engineering attack defense process 10
may utilize communication rules that may be represented as regular expressions,

stored procedures, declarative grammars, or a combination of formal declarations
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along with software code, such as but not limited to, JavaScript, used to implement
the communication rule. Social engineering attack defense process 10 may
automatically update communication rules based on new information received,
derived, or generated by the application of another or the same communication rule.
For example, a pattern matching regular expression that looks for business-related
communication may look for the word “report”. A company may use an acronym to
discuss contracts, such as we need to get a “testing procedure specification report™ or
a “TPS report”. The learning aspects of the social engineering attack defense process
10 may determine over time (through feedback loops) that “testing procedure
specification” or “TPS” is a business term and subsequently label communications
that contain the acronym “TPS” or “testing procedure specification” as business
communication, whether the term “report™ is contained or not. The filter may add
“TPS” or “testing procedure specification” to the set of regular expressions used to
analyze communications.

[00225]  When creating and applying communication rules, social engineering
attack defense process 10 may utilize latent knowledge and hidden or
intermediate representations or layers representing rules such as, but not limited to, in
a deep or recurrent neural network or statistical machine learning system. With latent
knowledge, the term “TPS” may not show up in a conversation, but the words that
normally surround TPS report discussions (e.g., “cover sheet”, “submit™, “report”,

“memo”) may be used to infer that the subject of discussion is TPS reports. Similarly,
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hidden or intermediate representations in a neural network may have features such as
sequences of words, phrases, portions of words, or otherwise human-unintelligible
symbols that nonetheless result in detecting specific patterns in textual data or other
data. Machine learning and neural networks processes as appreciated by one of skill
in the art may be used for the above described applications such as utilizing latent
semantic information, hidden layers or intermediate representations as part of rules.
[00226]  In some implementations, social engineering attack defense process 10
may utilize business rules in, e.g., theayers analysis of communications, in the
determination of what action to take if a particular type of communication is
encountered, or in the construction of communication rules. A business rule may
generally be described as a rule that defines or constrains an aspect of business and is
intended to assert business structure or to control or influence the behavior of the
business. Examples of business rules may include account management rules (e.g.,
rules for when user accounts are created, deleted or modified), workflow rules (e.g.,
rules for when a particular part of a business process is complete), business rules for
other processes that are started or specific communications that are sent out, or
business rules relating to approvals that are sought, etc. Business rules may apply to
computing systems in an organization, and may be put in place to help the
organization achieve its goals. Social engineering attack defense process 10 may
utilize business rules in the construction and implementation of communication rules.

[00227]  As discussed above and referring also at least to the example
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implementation of Fig. 38, social engineering attack defense process 10 may identify
800 a characteristic of a communication of one or more communications on one or
more communication channels. Access to at least a portion of the communication
may be restricted by social engineering attack defense process 10. The characteristic
of the communication on the one or more communication channels may be compared
810 by social engineering attack defense process 10 with a predetermined
communication rule. A determination 820 may be made by social engineering attack
defense process 10 that the characteristic of the communication on the one or more
communication channels correlates to the predetermined communication rule. At
least a portion of the restriction to access at least the portion of the communication
may be removed 830 by social engineering attack defense process 10 based upon, at
least in part, the correlation to the predetermined communication rule.

[00228] In some implementations, a characteristic of a communication may be
a feature, something pertaining to, constituting or indicating a particular quality of
that communication. Examples may include, but are not limited to, the persons
involved with the communication, the subject matter of the communication, and the
time when the communications occurred. The evaluation of the communication may
include natural language processing via social engineering attack defense process 10.

[00229]  In some implementations, the identification of a characteristic of a
communication of one or more communications on one or more communication

channels may occur when access to at least a portion of the communication may be
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restricted. For example, social engineering attack defense process 10 may identify a
communication on a social media network having the characteristic that the
communication was between a former employee of the company and a third party
customer of the company (i.e., the characteristic of the communication may be
referred to as “ex-employee to related company™ type of communication or the
communication may be referred to as “ex-employee to company” type of
communication).

[00230]  In some implementations, a predetermined communication rule may be
made up of various communication criteria, e.g., the parties involved in the
communication, the subject matter of the communication, the time and/or date of the
communication characteristics, across multiple channels. For example, a
predetermined communication rule may include any communications between co-
workers regardless of time or date of the communication. It will be appreciated that
the predetermined communication rule may be made up of other communication
criteria such as source, origin, relationship to company, tenure, contractual status,
independent contractor status, legal status, disciplinary history of entity, security level
of party when employed, etc., without departing from the scope of the present
disclosure. As appreciated by one of skill in the art, the predetermined
communication rule may include other communication criteria.

[00231] In some implementations, social engineering attack defense process 10

may compare a characteristic of a communication with a predetermined
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communication rule. For example, user 46 may have a series of communications with
a third party over a network (e.g., a social media network) where those
communications have restricted access. Social engineering attack defense process 10
may identify 800 those communications as having the characteristic of being between
an employee and a third party (e.g., based on employer listed for the employee as
being different from employer listed for the third party and the third party being
known as a partner, a vendor or unknown). Social engineering attack defense process
10 may compare 810 this characteristic with a predetermined communication rule
involving communications and employees to determine 820 if there is a correlation
between the characteristic and predetermined communication rule. If there is such a
correlation, at least a portion of the restriction on the communication may be removed
830 allowing greater access to those communications. For example, an employee may
befriend a user on a social network. This befriended user is identified to be an
employee of a potential customer or current customer of the employee’s company.
The addition of this new communication link is deemed to be potentially professional
in nature based on a predetermined communication rule. The social network, which
may have sole direct control and access to these types of communications, may
activate this predetermined communication rule and determine that the two parties
(e.g., employee and befriended user) are likely to be participating in communication
that is able to be legitimately monitored by the social network on behalf of the

employee’s company or other companies.
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[00232] In some implementations, as shown in example Fig. 39, the
characteristic of the communication on the one or more communication channels may
include 840 a predetermined timespan when the communication occurs. For example,
a characteristic may include communications occurring during a specific timeframe,
such as, but not limited to, standard business hours, during a business conference, or a
specific time period prior to a resignation of an employee. In some implementations,
the predetermined timespan may be a default time span, or may be manually adjusted
by a user (e.g., via a user interface associated with social engineering attack defense
process 10).

[00233]  In some implementations, as shown in example Fig. 40, the
characteristic of the communication on the one or more communication channels may
include 850 a predetermined topic. For example, a characteristic may include a
specific topic, such as but limited to, company business-related subjects or personal-
related subjects. These types of characteristics may be identified through the use of a
natural language process or a keyword extraction process.

[00234]  In some implementations, to determine whether a characteristic may
include 850 a predetermined topic, social engineering attack defense process 10 may
utilize, e.g., a text mining procedure to extract keywords; a natural language process;
an advanced text analysis procedure using extracted keywords, a database of pre-
existing topics, and an in-depth natural language process.

[00235]  In some implementations, social engineering attack defense process 10
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may utilize an ontology in order to implement/represent rules that may have predicate

relationships (e.g., categories, attributes of the thing being categorized in the

ontology). For example, predicate relationships may include “is __ (e.g., “this
payload IS malware™), “has a ” (e.g., “this communication HAS AN IP
address™) , “has the property ” (e.g., “this attacker HAS THE PROPERTY of a

motivation to attack), etc. The “ontology” is a formal naming and definition of the
types, properties, and interrelationships of entities that exist in a given topic. Social
engineering attack defense process 10 may implement the communication rules by
using a combination of software code and a mapping of communications content to an
ontology of known facts. For example, an ontology for communications may have
knowledge that a call, an email, a fax, a “VM”™, a “ring”, and various nouns represent
a communication. An example of an ontology that may be used is “A Unified
Cybersecurity Ontology” (Zareen Syed, Ankur Padia, Tim Finin, Lisa Mathews and
Anupam Joshi, UCO: Unified Cybersecurity Ontology, AAAI Workshop on Artificial
Intelligence for Cyber Security, February 2016, the contents of which may be
incorporated by reference in its entirety. The social engineering attack defense process
10 may have a representation providing knowledge that “call” was a verb action taken
by a living entity to another entity, or that “call” could also represent a duration of
time in which a communication took place. Rules may be represented as ontological
relationships or declarations, or rules may be implemented as software logic that uses

ontology. For instance, software logic may represent a rule such as “any attempt to
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communicate outside of business hours is suspicious™ and the ontology may say that a
group such as {call, fax, voicemail, email, message, instant message, direct message,
ring, ping} are all “communications”, and thus a message (e.g., “ping me later
tonight™) may trigger the rule.

[00236]  The ontology within social engineering attack defense process 10 may
contain the information regarding multiple types of interactions that are usual for a
business environment, e.g., the discussion of a sale or contract terms, and multiple
types of interactions usual for non-business speech, e.g., discussion of sports teams or
social gatherings such as parties. The ontology may also have information regarding
objects and scenarios representing malicious or hostile exchanges such as social
engineering or information mining. For instance, user communications can be
decoded and mapped with respect to an ontology relating to sales. A communication
“we’re going to have to re-submit after we get the contract terms updated with the

new costs” can be understood as a contract negotiation communication, with the terms

<
>

“re-submit”, “terms” and “costs” not just identified but understood in the context of
the ontology. Similarly, a communication that the team “mounted a scoring drive to
open the fourth quarter but was forced to settle for a field goal” would be decoded
against an American Football ontology. The ontology may be pre-defined or the
ontology may be continuously, automatically generated through social engineering

attack defense process 10 by having new concepts, extracted from communications on

a continual basis, which are then manually or automatically determined to be valid
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and then entered into the ontology. Social engineering attack defense process 10 may
receive new ontological relationship information from a third party network.

[00237] In some implementations, social engineering attack defense process 10
may utilize declarative grammars to represent facts, use a combination of term co-
occurrence and statistical techniques, and/or use homonymic and synonymic analysis
in order to expand or delete the predicate relationship between social engineering
attack defense process 10 and third party networks (e.g., where third party networks
are used).

[00238]  In some implementations, as shown in example Fig. 41, the
identification the characteristic of the communication on the one or more
communication channels may include 860 one or more of voice analysis and text
analysis. Social engineering attack defense process 10 may utilize, e.g., a natural
language process which may include an automatic speech recognition process and a
text analysis process. For example, the identification of a characteristic may include,
but is not limited to, the utilization of an automatic speech recognition process and/or
a text analysis to the communication. Further, by way of example, a communication
can be subjected to a voice biometrics process to determine who is involved in the
communication.

[00239] In some implementations, as shown in example Fig. 42, the removal of
at least the portion of the restriction to access at least the portion of the

communication may include enabling 870 access to at least the portion of the
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communication by a third party. For example, a communication between user 46 and
a third party may be restricted to only those two individuals. Social engineering
attack defense process 10 may determine 820 that there is or may be a correlation
between a characteristic of that communication and a predetermined communication
rule. Upon determining this correlation, the restriction on the communication may be
removed 830 allowing greater access to the portions of the communication involving
user 46 and the third party. Similar to the social engineering attack defense process 10
identifying 800 those communications as having the characteristic of being between
an employee and a third party, the social engineering attack defense process 10 may
further provide the third party with access. For example, a user may discuss business
over a social network with another person identified as working at a parent
organization. Because the communication is likely to be business-related, the social
engineering attack defense process 10 has these communications compared to one or
more predetermined communication rules. Upon determining that the predetermined
communication rules correlate, but in order to maintain the confidentiality in the case
that they are not business communications, the communications are then revealed to
the third party. The third party’s entire role may be to adjudicate if the
communications should be provided to one or more parties. Thus, if for example, two
people are friends exchanging pictures of their vacations and no business
communication was occurring, the third party may determine that the communications

are not appropriate for monitoring or capturing by the companies. Combining the

129



restriction, the predetermined rules, along with the uninterested third party to arbitrate
which may increase a likelihood of voluntary participation in the monitoring by
employees and companies.

[00240]  In some implementations, as shown in example Fig. 43, the removal of
at least the portion of the restriction to access at least the portion of the
communication may include enabling 880 archiving of at least the portion of the
communication. There may be circumstances where a communication should be
archived for later retrieval. Social engineering attack defense process 10 may
determine 820 there is or may be a correlation between a characteristic that
communication and a predetermined communication rule. Upon determining this
correlation, restrictions preventing any archival of the communication may be
removed 830 allowing the communication to be archived.

[00241] In some implementations, as shown in example Fig. 44, the removal of
at least the portion of the restriction to access at least the portion of the
communication may include enabling 890 access to at least one of a second portion of
the communication and a second communication of the one or more communications.
There may be circumstances where access to a larger group of communications is
desired. Upon the determination of a correlation of characteristic of a communication
and predetermined rule, access restrictions on additional portions of the
communication along with additional communications may be removed.

[00242]  For example, user 46 and a third party may have had multiple
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communications, all of which may be restricted to only those two individuals. Social
engineering attack defense process 10 may determine 820 there is a correlation
between a characteristic of one of those communications and a predetermined
communication rule. Upon this correlation, the restriction on a subset or on all of
those communications may be removed 830. For example, the social engineering
attack defense process 10 may determine that communications that match rules or
keywords (e.g., a subset) are automatically archived for a company. In another
example the system may determine that all subsequent communications may be
archived (and presumed business related) unless a user takes explicit action to prevent
them or selectively deletes or blocks certain communications.

[00243]  The terminology used herein is for the purposes of describing
particular implementations only and is not intended to be limiting of the disclosure.
As used herein, the singular forms "a", "an" and "the" are intended to include the
plural forms as well, unless the context clearly indicates otherwise. As used herein,
the language “at least one of A, B, and C” (and the like) should be interpreted as
covering only A, only B, only C, or any combination of the three, unless the context
clearly indicates otherwise. It will be further understood that the terms "comprises"
and/or "comprising," when used in this specification, specify the presence of stated
features, integers, steps (not necessarily in a particular order), operations, elements,

and/or components, but do not preclude the presence or addition of one or more other

features, integers, steps (not necessarily in a particular order), operations, elements,

131



components, and/or groups thereof.

[00244]  The corresponding structures, materials, acts, and equivalents (e.g., of
all means or step plus function elements) that may be in the claims below are intended
to include any structure, material, or act for performing the function in combination
with other claimed elements as specifically claimed. The description of the present
disclosure has been presented for purposes of illustration and description, but is not
intended to be exhaustive or limited to the disclosure in the form disclosed. Many
modifications, variations, substitutions, and any combinations thereof will be apparent
to those of ordinary skill in the art without departing from the scope and spirit of the
disclosure. The implementation(s) were chosen and described in order to explain the
principles of the disclosure and the practical application, and to enable others of
ordinary skill in the art to understand the disclosure for various implementation(s)
with various modifications and/or any combinations of implementation(s) as are
suited to the particular use contemplated.

[00245]  Having thus described the disclosure of the present application in detail
and by reference to implementation(s) thereof, it will be apparent that modifications,
variations, and any combinations of implementation(s) (including any modifications,
variations, substitutions, and combinations thereof) are possible without departing

from the scope of the disclosure defined in the appended claims.
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Claims
1. A computer-implemented method for defense against social engineering attack
comprising:

identifying, by a computing device, potential social engineering activity
associated with one or more communications on afirst communication channel of a
plurality of communication channels, wherein the potential social engineering activity
is directed towards a user target on the first communication channel, wherein the user
target isafirst user, wherein the first communication channel includes afirst type of
communication;

requesting arestriction of at least partial accessto at |east a second
communication channel of the plurality of communication channels based upon, at
least in part, the identification of the potential social engineering activity associated
with the one or more communications on the first communication channel, wherein the
second communication channel includes a second type of communication, and
wherein both the first communication channel and the second communication channel
are different communication platforms;

restricting at least the partial access of the user target to at least the second type
of communication on the second communication channel of the plurality of
communication channels based upon, at least in part, requesting the restriction; and

performing an action based upon, at least in part, identifying the potential
socia engineering activity associated with the one or more communications on the
first communication channel, wherein performing the action includes implementing a
guarantine action, wherein implementing the quarantine action includes changing
permissions associated with one of afile and an application.

2. The computer-implemented method of claim 1 wherein identifying the potential social

engineering activity occursin rea-time.

3. The computer-implemented method of claim 1 further comprising performing a second

action based upon, at least in part, identifying the potential social engineering activity
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associated with the one or more communications on the first communication channel, wherein
performing the second action includes automatically connecting a second user to at least

partially participate in the one or more communications on the first communication channel.

4. The computer-implemented method of claim 1 further comprising performing a second
action based upon, at least in part, identifying the potential social engineering activity
associated with the one or more communications on the first communication channel, wherein
performing the second action includes providing one or more characteristics of the one or

more communications used to identify the potential social engineering activity.

5. The computer-implemented method of claim 1 further comprising performing a second
action based upon, at least in part, identifying the potential social engineering activity
associated with the one or more communications on the first communication channel, wherein
performing the second action includes providing aggregated information about at |east one

user participating with the one or more communications on the first communication channel.

6. The computer-implemented method of claim 1 further comprising performing a second
action based upon, at least in part, identifying the potential social engineering activity
associated with the one or more communications on the first communication channel, wherein
performing the second action includes verifying social engineering activity associated with

the potential social engineering activity.

7. The computer-implemented method of claim 1 wherein the different communication
platforms include one of a social messaging system, an instant messaging system, a voice

service, avoice chat application, an electronic mail application, and an SMS application.

8. A computer program product residing on a non-transitory computer readabl e storage
medium having a plurality of instructions stored thereon which, when executed across one or
More processors, causes at least a portion of the one or more processors to perform operations

comprising:
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identifying potential social engineering activity associated with one or more
communications on afirst communication channel of aplurality of communication
channels, wherein the potential social engineering activity is directed towards a user
target on the first communication channel, wherein the user target isafirst user,
wherein the first communication channel includes afirst type of communication;

requesting arestriction of at least partial accessto at |east a second
communication channel of the plurality of communication channels based upon, at
least in part, the identification of the potential social engineering activity associated
with the one or more communications on the first communication channel, wherein the
second communication channel includes a second type of communication, and
wherein both the first communication channel and the second communication channel
are different communication platforms,

restricting at least the partial access of the user target to at least the second type
of communication on the second communication channel of the plurality of
communication channels based upon, at least in part, requesting the restriction; and

performing an action based upon, at least in part, identifying the potential
socia engineering activity associated with the one or more communications on the
first communication channel, wherein performing the action includes implementing a
guarantine action, wherein implementing the quarantine action includes changing
permissions associated with one of afile and an application.

9. The computer program product of claim 8 further comprising performing a second action

based upon, at least in part, identifying the potential social engineering activity associated

with the one or more communications on the first communication channel, wherein

performing the second action includes automatically connecting a second user to at least

partialy participate in the one or more communications on the first communication channel.

10. The computer program product of claim 8 further comprising performing a second action

based upon, at least in part, identifying the potential social engineering activity associated

with the one or more communications on the first communication channel, wherein
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performing the action second includes providing one or more characteristics of the one or

more communications used to identify the potential social engineering activity.

11. The computer program product of claim 8 further comprising performing a second action
based upon, at least in part, identifying the potential social engineering activity associated
with the one or more communications on the first communication channel, wherein
performing the second action includes providing aggregated information about at |east one
user participating with the one or more communications on the first communication channel.

12. The computer program product of claim 8 further comprising performing a second action
based upon, at least in part, identifying the potential social engineering activity associated
with the one or more communications on the first communication channel, wherein
performing the second action includes verifying social engineering activity associated with

the potential social engineering activity.

13. The computer program product of claim 8 wherein the different communication platforms
include one of a social messaging system, an instant messaging system, avoice service, a

voice chat application, an electronic mail application, and an SM S application.

14. A computing system including one or more processors and one or more memories
configured to perform operations comprising:
identifying potential social engineering activity associated with one or more
communications on afirst communication channel of aplurality of communication
channels, wherein the potential social engineering activity is directed towards a user
target on the first communication channel, wherein the user target isafirst user,
wherein the first communication channel includes afirst type of communication;
requesting arestriction of at least partial accessto at |least a second
communication channel of the plurality of communication channels based upon, at
least in part, the identification of the potential social engineering activity associated

with the one or more communications on the first communication channel, wherein the
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second communication channel includes a second type of communication, and
wherein both the first communication channel and the second communication channel
are different communication platforms;

restricting at least the partial access of the user target to at least the second type
of communication on the second communication channel of the plurality of
communication channels based upon, at least in part, requesting the restriction; and

performing an action based upon, at least in part, identifying the potential
social engineering activity associated with the one or more communications on the
first communication channel, wherein performing the action includes implementing a
guarantine action, wherein implementing the quarantine action includes changing

permissions associated with one of afile and an application.

15. The computing system of claim 14 further comprising performing a second action based
upon, at least in part, identifying the potential social engineering activity associated with the
one or more communications on the first communication channel, wherein performing the

second action includes automatically connecting a second user to at least partially participate

in the one or more communications on the first communication channel.

16. The computing system of claim 14 further comprising performing a second action based
upon, a least in part, identifying the potential social engineering activity associated with the
one or more communications on the first communication channel, wherein performing the
second action includes providing one or more characteristics of the one or more

communications used to identify the potential social engineering activity.

17. The computing system of claim 14 further comprising performing a second action based
upon, at least in part, identifying the potential social engineering activity associated with the
one or more communications on the first communication channel, wherein performing the

second action includes providing aggregated information about at |east one user participating

with the one or more communications on the first communication channe!.
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18. The computing system of claim 14 further comprising performing a second action based
upon, at least in part, identifying the potential social engineering activity associated with the
one or more communications on the first communication channel, wherein performing the
second action includes verifying socia engineering activity associated with the potential

socia engineering activity.
19. The computing system of claim 14 wherein the different communication platforms
include one of a social messaging system, an instant messaging system, avoice service, a

voice chat application, an electronic mail application, and an SM S application.

20. The computing system of claim 14 further comprising a virtual agent for at least one of

monitoring and controlling the operations.
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