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PLD is that a copy can be readily taken and as a consequence
valuable and sensitive circuit information can be eésily and
illegally duplicated. It is extremely desirable, therefore,
to protect circuit information from being copied.

An aim of this invention is to overcome this disadvantage
by the provision of a data security arrangement for loading
configuration data which prevents illegal duplication of such
circuit information. '

According to the present .invention, there is provided a

data security arrangement for a semiconductor programmable

logic device comprising data coding means, first storage
means, and incorporated within the programmable logic device,
data decoding means together with associated second storage
means, wherein the data cbding means codes originating
operating data, and the first storage means stores the coded
originating operating data and wherein the data decoding means
decodes the coded originating operating data read from the
first storage means into the originating operating data form
prior to loading to the associatad second storage means.
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sequence by the application of a predetermined sequence start hadd
code constituted by a 31-bit "key value" to the preload input.

The application of the sequence start code to the maximal
length shift register in the data coding means may be input
from a keyboard or from a secure file, whereas the application
of the sequence start code to the maximal shift register in
the data decoding means is preferably input from a
non-volatile memory within the programmable logic device.

The data employed to enable the programmable logic device
to operate is preferably circuit configuration data and it is
arranged in the data coding means for the circuit
configuration data and the pseudo-random sequence to be input
to an EXCLUSIVE-OR logic function to provide an output of
coded circuit configuration data.

Preferably in the data decoding means the pseudo-random
sequence and the coded circuit configuration data are input to
an EXCLUSIVE-OR logic function to provide an output of decoded
circuit configuration data.

The first storage means may be constituted by a read only
memory, whereas the associated second storage means is
constituted by static random access memories.
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' apparatus comprising a programmable logic device as aforesaid

and encryptlng circuitry for providing encrypted c1rcu1t
configuration data, said encryptlng circuitry having a first
input for receiving a key value which is the same as said key
value for the programmable logic dev1ce, a second input for
rece1v1ng data representlng requlred circuit conflguratlon for
the programmable logic device, an output for outputtlng said
data in encrypted form, and a storage device for storing said
data is encrypted form, said storage device having output
circuitry for connection to said input circuit of said
programmable logic device. '

/ - The invention also provides a method of configuring a
programmable logic device which method comprises encrypting
configuration data by use of an encryption key value, storing
said configuration data in a_data_étpre after encryption,
inputting encrypted data from said data store to a
programmable logic device, deriving a decryption key value
from a non-volatile store in said programmab1e logic device,
said decryption key value being the same as said encryption
key value, decrypting said data by use of said decrypting key
value, storing said data after decryption in a volatile store
in said programmable logic device and configuring said
programmable logic device according to decrypted data in sa1d
volatile store.



said configuration data in a data store after encryption, inputting
encrypted data fromsaid data store to a programmable |ogic device,

deriving a decryption key value froma non-volatile store in said .
programuabl e | ogi c device, said decryption key val ue being the sane as sarﬂ
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according to dethepisveniion widdi desaiane Ireadtidy understod&nefrmethe on

|1 f |
\tlamxerrpl ar ﬁ%%ﬁ?%hydvﬁlg?ﬁ&ﬁ%ﬁ g%e@r{ rebg‘(?tu{iJ aq'lgnj unct | on W t‘g&'[%{ éHoula
acconpanyi @ Beadi #5. coRduackiony with, @@O@Hﬂwgsmn% circuit
di agram of the HRpaaFRWIHY! 1 12UEEIALER =S HIRCIC GRIHERAA Mdirdlie diagran

I nventi on. ferrln to the rogr gnmabl e | C deV|ce 1

repr esent ?h@‘gFoﬁﬁ"’Hg&% J%"ﬁ?yp“%% %Hq‘i%qﬁ?c fﬁiat a

| oaded to iﬁueﬁtfbna dat a codlng means is provided to code CIrCUIt
configuration | per

| oaded to the % eg%gﬁge Ig’h% %élg'?l és%o ?oﬁq‘%% (fec%]' dré‘gjhéé)el%l
provi ded |irstmmsenteder&hﬁhblw&’edle@imﬁeﬂcm-gum |ﬂ§¢iclakmte1 t he
PLD. Ref eréééﬂriﬁytgf data 4@ guga '%%a%e' B & Gald 'oo rﬂé afg form

of shift regls%%? 12 is provi enerates a maxi m eng
pseudo- r arRfeRY $UF°SFPF1FFg° ?ﬁ"é—ttﬁ%' tAon Sgtaer qrén%own as a
"maxi mal | epdginabihg bparatdihg data,nwhiiehpiesed pednldadd Qib téife ED A |
Length of LG DRl MO L3 ddeurainy At Ao dind’ ek’ A Prdvided
in the PLD to decode the coded circuit configuration data in
the PLD.

Referring to the data coding means in more detail, a
particular form of shift register 12 is provided which
generates a maximal length pseudo-random output string. This
type of shift register is known as a "maximal length shift
register”™ and in the present application the overall length of
the pseudo-random sequence is arranged to be equivalent to
2,147,483,647 bits (see CMOS COOK BOOK by Don Lancaster pages
318-323, published by Howard W Sams Corp 1980).

This is achieved by feeding back to a DATA input 13 of
the register, particular outputs 14 and 15 of the register in
a particular manner. In this instance both outputs 14, 15
which provide bits B28 and B3l are input to an EXCLUSIVE-OR
gate 16 and the output of this gate is input to the DATA input
13. Providing the register 12 is continuously driven by a
clock input signal 17, the generated pseudo-random sequence is
continuously repeated.

In the data coding means the register 12 is preloaded (in
parallel form) with a predetermined one of different "key
values”, each of 31 bits, typically input to a preload input
18 by way of a keyboard 19 or alternatively from a secure
file. The "key value" which may be termed a sequence start

et
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logic device 11. The circuit configuration data now stored in

the first storage medium 24 is coded and secure, and if copied
in this form would not yield any useful circuit information to

the data copier.

To make use of the circuit configuration data in the

programmable logic device 11 when it is read from the first
- storage medium 24, the data needs to be reproduced in its.
original form and this is achieved by data decoding means.

The data decoding means is required to regenerate the
same pseudo-random sequenée of bits as was employed in the
data coding means. Accbrdingly, the programmable logic device
11 incorporates a 31-bit maximal length shift register 25 of

-/ the same form as the register 12 employed in the data coding
means.

For decoding to be accurate and effective the shift
register 25 must commence its pseudo-random sequence at the
corresponding point at which the shift register 12 commenced
its sequence. Accordingly the identical predetermined 31-bit
"key-value" or sequence start code which was used to start
register 12 must be applied, in parallel form, to a preload
input 26 of the register 25 to force it to start its sequence
at the same point in the sequence as register 12, and thereby
genrate an identical paseudo-random sequence.
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EXCLUSI VE- Pﬁ?rgét Stg%a%d means 24 on line 35 forms a second input 36 to
the gate 34.

The EXCLUSIVE-OR function of the gate 34 upon its two
signal-inputs produces an output 37, in serial form, of the
originating operating data (the circuit configuration data).
This originating operating data is now available for use
within the programmable logic device PLD, for instance,
loading into associated second storage means in the form of
static random access memories SRAM 38.

The aforesaid coding and decoding is also known as
encrypting and decrypting.
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2. A data security arrangement as claimed in claim 1,
wherein the data coding means and the data decoding means each
include a pseudo-random sequence generator. '

3. A data security arrangement as claimed in claim 2,
wherein the pseudo-random sequence generator is constituted by
a 31-bit maximal length shift register which generates a
pseudo-random sequence equivalent to 2147483647 bits in
overall length.

e 4. A data security arrangement as claimed in claim 3,

wherein the maximal length shift reglster has a preload input
and a DATA input. '

5. A data security arrangement as claimed in claim 4,
wherein bit 28 and bit 31 outputs of the maximal length shift
register are input to an EXCLUSIVE-OR logic function whose
output is connected to the DATA input of the maximal length
shift register.
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as claimed in claim4, wherein bit 28 and bit 31 '

outputs of the haxi mal | ength shift regrsﬁer are input to an EXCLUSI VE- OR
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start code to the maximal shift register in the data decoding neans is

I nput froma non-volatile neppry within the progra I device. 9.
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input from a keyboard or from a secure file.

8. A data security arrangement as claimed in claim 6 or
claim 7, wherein the application of the sequence start code to
the maximal shift register in the data decoding means is input
from a non-volatile memory within the programmable logic
device.

9. A data security arrangement as claimed in any one claim
from claim 3 to claim 8, wherein the originating operating
data is circuit configuration data and wherein in the data
coding means the circuit configuration data and the
pseudo-random sequence are input to an EXCLUSIVE-OR logic
function which outputs coded circuit configuration data.

10. A data security arrangement as claimed in claim 9,
wherein the pseudo-random sequence and the coded circuit
configuration data are input to an EXCLUSIVE-OR logic function
in the data decoding means to provide an output of decoded
circuit configuration data.
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connected to said 1nput to decrypt said encrypted data, (4) a
‘non-volatile data storage device connected to said decrypting
circuitry and holding a key value for use in decrypting said
encrypted data, and (5) volatile storage circuitry connected
both to said decrypting circuitry for receiving decrypted data
from the decrypting circuitry and to said configurable
‘circuitry whereby the configurable circuitry is configured in

accordance with said encrypted data.-

14. Circuit configuration apparatus comprising a programmable
logic device as claimed in claim 13 and encrypting circuitry
for providing encrypted circuit configuration data, said

\/ encrypting circuitry having a first input for receiving a key
value which is the same as said key value for the programmable
logic device, a second input for receiving data representing
required circuit configuration for the programmable logic
device, an output for outputting said data in encrypted form,
and a storage device for storing said data is encrypted form,
said storage device having output circuitry for connection to
said input circuit of said programmable légic device.

15. A method of configuring a programmable logic device which
method comprises encrypting configuration data by use of an
encryption key value, storing said configuration data in a



required . circuit configuration for the programable |ogic device, an output
for outputting said-data in encrypted form and a storage device for

ﬂ"‘,ﬁ m,m s encrypted form said storage device having output >
Immyﬁt ion to said input circuit of said programmable | ogi &
deV| cef 15. M rmetnod of configuring a pragranmabl e | ogic device which

met hod conprises encrypting configuration data by use of an encryption key

val ue, storing said configuration data in a 10 data store after
encrypt i oflataskoreater ypneuyptians r dnpystdngaencrypted: datap fogmanmabl e

| ogi ¢ devigfiqg Qf‘dﬁé"é‘@ofed€6r¥%i¢8&r§ﬂﬁa5§é“§o§ier‘hév%@ vabiim faore in

sai d programrabl e, Ioaaé: devj ce, " said decry 8t|on val ué bei n%@e sane as
sai d encr¥f Xue"a%l\éﬁr §pemng BANY 9&?"&15? géerer inyma cryptl ng
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arr angenerdf ssial aecrypying Kegcvabud, hstermngvvsatidr da¢acaf&ero, and as

shown, 'néWJWW'nggiMTg'store in said programmable logic
device and configuring said programmable logic device
according to decrypted data in said volatile store.

16. A data security arrangement substantially as described
herein, with reference to, and as shown, in the accompanying ~
drawing.



