: DEFGHI e3e

i nvention
processi ng

zz{$6T s#28 February 2003 1 | NFORVATI ON PROCESSI NG DEVI CE AND
| NFORVATI ON PROCESSI NG METHOD 1. Field of the Invention

relates to an informati on processi ng device andzg%epﬁ98+
met hod, and to an information processing device and an

I on

i nformation processing method which can safely add and change managenent
information to manage a nenory contaided in an I1C ( Integrated G rcuit

card, fox exanple without withdrawing the I1C card. 2. Descripti og\mmm\“m@“\““\\““
Related Art For exanple, an IC card (smart card) which is expect

el ectroni C NDNPYRMATIGNPROCESSING! PEVYSEeaNpet c. has been *i66166*
The 1C card has a CPU for performng various processing and a

used in an
devel oped.
menory for

transm ssion/reception to/fromthe I1C card is perforned whllel
el ectrically connected to a predeterm ned reader/w

non-contact state by using electronagnetlc wave.
dat a transn135|on/recept|o-. i ‘

n/ recpti on tortrom the 1 C card i pertorned wii e | {AYIANR

NIGONCt St ate by USIﬂg

An IC card mhlch pggp)rns

el ectromagnetic wave is generally supplled Wi th necessary power through
el ect romagriet Fdelhdvef thealnwertidere the I1C card is used in the electronic
noney system the security systemor the |like, secrecy of data and

The present invention relates to an information
processing device and an information processing method, and to
an information processing device and an information processing
method which can safely add and change management information
to manage a memory contained in an IC (Integrated Circuit) card,
for example without withdrawing the IC card.

2. Description of the Related Art

For example, an IC card (smart card) which is expected
to be used in an electronic money system, a security system,
etc. has been developed. The IC card has a CPU for performing
various processing and a memory for storing data necessary for
the processing, and data transmission/reception to/from the IC
card is performed while it is electrically connected to a
predetermined reader/writer (R/W) or under a non-contact state
by using electromagnetic wave. An IC card which performs data
transmission/reception with R/W under non-contact state by
using electromagnetic wave is generally supplied with necessary
power through electromagnetic wave.

In a case where the IC card is used in the electronic money

system, the security system or the like, secrecy of data and



28 February 2003 2 security such as prevention of forgery, etc . are
inportant . In general, an access to an IC card is allowe a ke iven
fromthe manager (operator) of a system That is, restric%%W@Wﬁg&ed on
an access to an I1C card by a person having no key. Further, the security is
defined in 1SO (International organi za&i on For Standardization) 7816 which
defines the standardi zati on of contact“type IC cards, and according to it,
by locking DF ( Dedicated File ) corresponding to a director or folder, an
access to DF belonging to the layer of the DF or EF (Elementary File)
correspondigtgurdty suck dsSptesbitL6Ldf Forgenes @cc.| &x&€amdorehheh mave been
i ssued to users and thus distributed in the market are w thdrawn by
managers orgetRit@lls 8h ddiRedsCtoadlIC amed dssairake@bycarkby gaveAdr s kK of
new y adding each 1C card with a file in which data for supplying new

servi ces arghd@lathagierchoperagon) key aanassal.y That dalaraseessticn ganerally
carried out by themin facilities or the like for which the security is

hi ghl y manaiggmbsethan af,adcegiener ah, IQrcdsb bgr aoper£o1C Wa¥dngehidb Kep. a
primary issuing work as shown in Fig. 1 and issues |IC cards having no
function ( |C cardsther,whhehseaia tiyedd/ defiredpar aiSoonInaernmat itnal
performed) to a registered card issuing dealer who perforns a registered
card i ssui Mrgmvikatioa riyg sfbapdardizhtimi ngsteawhicperdedfrimest highe

regi stered card issuing work (secondary issuing work) so that a manager #1
who wi shes atandsgnddeatdoni et santagtgtype dCl Cards dandaacesedine tbGikar ds.
That 28 February 2003 3 is, the registered card issuing deal er keeps in
each | C carky doskdnggRF oled icatss Eégq)tgprtmmﬂé@srt#la @direcipt01f t he
manager #1), and wites a key necessary to access the storage area and
other inforiRkdein rR 2eeess tcRFdbelenging ke theilavareqfchhel DFs8hi Bl wor k
is carried out at a place for which the security is highly managed, such as
facilities JHaucdtady FidrAddCeEFESPIRUINMY kR @ Fils ish&estkiCER@r ei naft er

referred to as "proper and safe Iace"j?. Eurt er, iin Fig. 1, the registered

card issuing deal® 98A8 2he Ifnfager Wish aT’FBH%F‘é’hPFF“Faet%&‘?@rﬁe?% n. The

| C d i,ch h h o] dto th i St d d i i k

but Conthe Wi sk BiReRl dhEhe mofietrate MRl By maRatete F T
I i h # 1. T i . t he | d

ol oot Yon o s RBTRENIERE, Ynd Whot 81 N8 Saff heatifinl okl 68 o ket
d ib tj i G - th

the' managert e HaATAS i 1C KT - crrellSEndnd BelPROBheREy AGE | "

cards, the ﬂﬁg%g%ﬁi@gs %%%éﬁH%%a h§'a ké%%@%k%%y‘é!&fﬁ&’é%c&@@s' c

cards which een put on t mar Ket “as shown 1n reglr stered

card i ssui ngs QRAPR1PGELF FPed RRit! BYI G 86 £26 0 { Sfdl BY ¥REK %@ EBRL the
manager #2 can use the I1C cards. That is, the registered card issuing

deal er keemﬁzlﬁta{@g,@@&qut @sbaiyhey My¥nddeamanager #2 ( the area of the

manager #2) in each IC card and further wites in each |IC card a key which

i's necessary for fHa IRNager gélek@lAC&ASEssuer of IC cards performs a
primary issuing work as shown in Fig. 1 and issues IC cards
having no function (IC cards for which data read/write operation
cannot be performed) to a registered card issuing dealer who
performs a registered card issuing work. The registered card
issuing dealer performs the registered card issuing work

(secondary issuing work) so that a manager #1 who wishes to

issues services through the IC cards can use the IC cards. That



28 February 2003 4 the storage area, and other information. Thereafter, the
| C cards which have been subjected to the registered cardzé%ssi nglé(%%k are
put on the market again. For exanple, a key witten in an epe ough
the registered card issuing work is information which is inportant in
security of the IC card, and it is undesirable that such information is
distributed to places such as the market, etc. in which unjust actions such
as tapping, tanpering, etc, are carried out with high probability and for
whi ch the security managenent is not carried out (hereinafter referred to
as "inpropeis antheuregistpred asdnd iBsaiafodealéhckddpscdmdeaaherod ¢att awn
fromthe market and the registered card issuing work is carried out at safe
pl ace as desatidradeabuee. téd\doondiedglby, thhemdihgar dd Mthie heeai bhdtleawn every
time the registered card issuing work is wished to be carried out, and this
i s cunber sawmnadsiVifARY @Oid Tilh tleldVENTe YO efles sprrgseotadaessnthens tamsadeen

I npl emented in view of such a situation, and has an object to enable a key
necessary fawreagnéssher nfimedgenairegaghdGehed. Hefrer, titte pegistdwedaf el y
witten even at places which are not safe on security. In order to attain

t he above ctjmtissutnowdrkdstearmigsbowt at ahbage Eoenthichvigd secyritwere i s
provi ded an informati on processi ng device which is characterized by an

i nf or mat i onifphigddyi rgnaged csudit @sdifagilotieaiof the regiisteredagmrdievi ce
according to claim7, an information processing card according to claim 15,
an i nf or natisinodedsenPmthacdike d brapARafeer tafarredgteas: lRE¥9PE003 4a
23, and a nethod of storing data according to claim?29. According to an
aspect of t3d | FREStPEICe  herB T8kt %n 1 nf BRAREPSHSBRERESSRFY devi ce

which is characterized bly
issuing dealer and the manager #l1 are frequently the same

person.

The IC cards which have been subjected to the registered
card. issuing work are put on the market and distributed to users.
The IC cards are used to supply services by the manager #1. That
is, users can use the IC cards as electronic passes Oor purses.

When the IC cards which are put on the market as described
above are multifunctional IC cards and a manager #2 other than
the manager' #1 wishes to supply a service through the
multifunctional IC cards, the registered card issuing dealer
temporarily withdraws the IC cards which have been put on the
market as shown in Fig. 2. The registered card issuing dealer
performs the registered card issuing work so that the manager
#2 can use the IC cards. That is, the registered card issuing
dealer keeps a storage area to be used by the manager #2 (the
area of the manager #2) in each IC card and further writes in

each IC card a key which is necessary for the manager #2 to access



28 February 2003 5 conprising an encrypting nmeans for encrypting managenent
informati on containing a key necessary to access a stongg;e@F@%ogjata
storage neans in order to manage the storage area of the data storage
means. The encrypting neans encrypts the managenent information containing
the key necessary to access the stor agg area in order to manage the storage
area of the data storage neans. According to another aspect of the present
invention, there is provided an information processing nethod which is

characterized by conprising .an encrypting step_of encrypting. nanagenent
i nf or mat i Gﬁec%_ T38%i AC% Rgg Hé‘&%&éﬁ?&}rmgt%e@e&eé tGFaébeaVéac%‘fdesdat a
storage M&aRfcH ha¥ddBEehOs UBRAIE LR IR 6 Eﬁe?ﬁ&acaqfd fs*%%iﬂgt@&koézaege

nmeans. The managenent | nforration containfng the key necesSary to access
t he stor agaitaorahienmerriet agnimanage t he storage area of the data storage

means i s encrypted. Accordin 0 _a further,aspect of th resent jnvention,
there is providedf a’ﬁx?'ﬁﬁ’d?mgi %ﬁypr%ﬁﬁtﬁ nY? dg(}i kg v&‘ﬁrcdﬁ ﬁgod“ﬁ%g’r aht%eri zed
by conpri %@gs@réﬁcéﬁjﬂd‘_@sé‘i@ﬁ{% W &Fk 48Gadh P& a1\ WPh&ch T8NAYSHEMRINt in

i nformati on which contains a key necessary to access a storage area of data

storage negsyrity ofdbe k@ amdagmd heisnodggéradrleahstt sueh dafermaticage nmeans

. The decaqdip ans decodes t he encr ed _managenent .i nf qr.mation i ch
cont ai ns tlﬁed%ég}?bn%g sg%rlglleatc Saﬁ'&‘égsa%lﬁk‘es%ﬁr 52 g’&ga % lnzlr Y% anage
the storagrtdé®a sefch BE @ppAng! AaagferTRENStc, a28 &Elid@ryur2QAsh thipgcor di ng
to a still further aspect of the present jnvention, there is provided an

i nf or mat i ¥ opabdibidy; apdrkamadiigh the isscurbyamtanagmeny isonpt icirhigd

decodi ng_ ShaP RerJRRATLPG ERTIYR! B ABNAGEARD L QA BhESR. i eqntal ns a
key necessary 10 access a storage area of data storage neans' I n order to
manage t hells¢efage, aheal Gf cabhés datea veithdage nmdaom thbeensnkieypired ttenagenent
informati on which contains the key necessary, tp access the storage area in
order to HF&8AYETEAe Csatrgrdééuéﬁ%a“fﬂr he FRrRISd oPYhe2hedtie | Blafse otfed.

BRI EF DESGRISRTISA @bokHE DRAWNGS Fig. 1 is a diagram showing the

di stribution of conventional IC cards; Fig. 2 is a diagram show ng the

di stribution ofAcoavéinglyndhel I ccards; miisg. b wishdrdwackvdindimm ghow ng

t he construct,iton gf an, enbodi ment .of. a card ﬁgslt)em usi n(g an | C 3 dto

whi ch t he [SEARKERE Y] REEd dPRRME VaRHY il8 Y ITh e 1O40F LafTiy &Pdi"db‘f $howi ng
t he constrigcdu@bepiomd.eader/witer 1 of Fig. 3;

SUMMARY OF THE INVENTION

The present invention has been implemented in view of such
a situation, and has an object to enable a key necessary for access
to a storage area and other information to be safely written even
at places which are not safe on security.

In order to attain the above object, according to aspects of
the present invention, there is provided an information
processing device which is characterized by an information
processing device according to claim 1, a data storage device
according to claim 7, an information processing card according to

claim 15, an information processing method according to claim



Fig. 5is a block diagramshowi ng the construction of the 1C card 2 of Fig.
3; Fig. 6 is a diagramshowing a |ogical format of EEPRGM {h. 5;

Fig. 7 is a diagramshowing the directory structure of fgg%@brgdaﬁy 2003 7
EEPROM 66 of Fig. 5; Fig. 8 is a diagram showi ng a process of constructing
the |l ayer structure of Fig. 7; Fig. 9, s a flowhart show ng area form ng
processing; Fig. 10 is a flowchart shg'\ﬂi ng service formng processing; Fig.
11 is a diagram show ng key reception/delivery between nanagers; Fig. 12 is
a di agram_show i nformatjon necegsary when a nmanager A supplies services;
Fig. 13 i 3 %}fggr%tgﬁgﬁﬁﬁat%@gp Bteasragde {heIAeme29g

According to an aspect of the invention, there is provided

an information processing device which is characterized by



2 when the manager A supplies services; Fig. 14 is a diagram show ng a

certification nethod of the 1C card 2 by a service supply
Fig. 15 is a diagram showi ng the certification nmethod of

2HERE!

r at

Vi

Lbg’fg‘%suppl y

apparatus 111 by the IC card 2; Fig. 16 is a diagram showi ng information
necessary when a manager B2 supplies services; Fig. 17 is a diagram show ng
t he processing of the IC card 2 when tshe manager B2 supplies services; Fig.
18 is a diagram showi ng i nformati on necessary when a manager C supplies
services; Fig. 19 is a diagram showi ng the processing of the I1C card 2 when

t he managercofipsipphgeanseencygs;ing gnedfis | foa dirmpyptiagowmargdentemtnat i on
necessary when 28 February 2003 8

information containing a key necessary to access a storage area
of data storage means in order to manage the storage area of
the data storage means. The encrypting means encrypts the
management information containing the key necessary to access
the storage area in order to manage the storage area of the data
storage means.

According to another aspect of the present invention,
there is provided an information processing method which is
characterized by comprising an encrypting step of encrypting

management information containing a key necessary to access a

. storage area of data storage means in order to manage the storage

area of the data storage means. The management information
containing the key necessary to access the storage area in order
to manage the storage area of the data storage means is
encrypted.

According to a further aspect of the present invention,
there is provided an information processing device which is
characterized by comprising a decoding means for decoding
encrypted management information which contains a key necessary
to access a storage area of data storage means in order to manage
the storage area of the data storage means. The decoding means
decodes the encrypted management information which contains the
key necessary to access the storage area in order to manage the

storage area of the data storage means.



t he manager C supplies services; Fig. 21 is a diagram show ng the
processing of the I1C card 2 when the nanager C supplies s i.ces; FLg. 22
is a diagram showi ng a nethod of generating a first acceé@iégvuﬂﬁ3ohgsecond
access key used for nutual certification; Fig. 23 is a diagram show ng the
| ayer structure of EEPROM 66; Fig. 24 is a diagram show ng key
reception/delivery between nanagers; ﬁig. 25 is a diagram show ng conmon
use of services (data) between nanagers; Fig. 26 is a diagram show ng the

| ayer structure of EEPROM 66; Fig. 27 is a diagram show ng key

reception/ del i veraediiasern t@nagetsll FifgrtB8ri Sspedita® AMsdoplagehte
principle of the present invention; Fig. 29 iss a block di agram show ng the

const ruct i oinPéneioe/Tpdireené prfovd de@ohstigIfRImaRieni %Mé& iSphethé@ Which
the present invention is applied; Fig. 30 is a flowhart show ng the

regi stered QBi6hiigSdHid¥ghduRirGzeatlPooRPPDS indh erweing stidlof décbaingdi agram
showi ng the format of encrypted registered card issuing information; and
encrypted management information which contains a key necessary
to access a storage area of data storage means in order to manage
the storage area of the data storage means. The encrypted
management information which contains the key necessary to

access the storage area in order to manage the storage area of

the data storage means is decoded.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram showing the distribution of
conventional IC cards;

Fig. 2 is a diagram showing the distribution of
conventional IC cards;

Fig. 3 is a block diagram showing the construction of an
embodiment of a card systemusing an IC card to which the present
invention is applied;

Fig. 4 is a block diagram showing the construction of a
reader/writer 1 of Fig. 3;

Fig. 5 is a block diagram showing the construction of the
IC card 2 of Fig. 3;

Fig. 6 is a diagram showing a logical format of EEPROM
66 of Fig. 5;

Fig. 7 is a diagram showing the directory structure of



28 February 2003 9 Fig. 32 is a flowhart show ng decodi ng processi ng.

DETAI LED DESCRI PTI ON OF THE PREFERRED ENMBODI MENT Preferrgﬂ%ﬁqgg&&?ﬁags
according to the present invention will be described her e ]

reference to the acconpanyi ng drawi ngs. Before the description of the
enbodi nents, the feature of the present invention will be hereunder

descri bed by addi ng a correspondi ng enbodi nent ( however, an exanple ) into
par ent heses after each neans in order to cl arify the correspondi ng

rel ati onship between the respective neans of the present invention

descri bed iEEPRSeD@BE of €iginbfior Patent” and the foll ow ng enbodi ments.
That is, the information processing device of the first aspect of the
present inventi omigs @risi afdirayatamoshqwionea g edevo £ @ dnet ruetiagnting
processing to supply managenent information to a data storage device which
cont ai ns datayext gtageteaneff Bigst dyi ng data (for exanpl e, EEPROM 66 shown
in Fig. 5 or the like ) , managenent information storage neans for storing
managenment i nf or IFedigi.0f temM i lnwrhaxtk ehowineg syaray fioomdngepsoaess mgge ar ea
of data storage neans in order to nanage the storage area of the data
storage neans (f ddgexadpl eisEERRCEAGEcRAIWN showling. Beoviche Edkminand
managenent neans for nmanagi ng the data storage neans ( for exanple, a
sequencer rogesaing; Fig. Sor the like) , and it is provided with forming
means for formng the managenent information (for exanple, a processing
step S21 28 FeBigar 12008 a0ddprgxapr hPUinghbey necepgiopddetivery| i ke) |,
and encrypting neans for encrypting the managenent information (for

exanpl e, a BRI mMeRageEsiS23 of a program shown in Fig. 30 or the |ike)
The above information_processing device further includes operating nmeans
for operating a @H@cklgo’c%atélégﬁéﬂ SRS 1P RerakheR RanessEyr ¥WRePon i s
tanpered or_not (for exanple, a processing step S22 of the program shown in
Fig. 30 or 3 MAN39&H A séﬁg?g'lﬂ'ﬁé ﬁﬁﬁﬂlfﬁ?hg neans encrypts the check code as

wel | as the managenen i.nf ormat | on.s'lz)hei abpve irnf ar mJa_ti on 0 sigg devi ce
further includes “th%n %lfs?ﬁaaﬁggﬂ‘s Ry “tgrglﬁ_%ﬁ PECRGHPHE %ﬁé?;‘g‘f‘éﬁ _
e soi ch W e Perisdand BuBbPEABCR eSS 1130 O Pt he program
shown-in Fig. 30 E‘?Lrg ! Hﬁ !i.iskg)diagram showing a certification method of
the IC card 2 by a service supply apparatus 111;
Fig. 15 is a diagram showing the certification method of
the service supply apparatus 111 by the IC card 2;
Fig. 16 is a diagram showing information necessary when
a manager B2 supplies services;
Fig. 17 is a diagram showing the processing of the IC card
2 when the manager B2 supplies services;
Fig. 18 is a diagram showing information necessary when
a manager C supplies services;
Fig. 19 is a diagram showing the processing of the IC card

2 when the manager C supplies services;

Fig. 20 is a diagram showing information necessary when



the information processing device of the third aspect of the present
invention is an information processing device having data ﬂ._].orage gns for
storing data ( for exanple, EEPROM 66 shown in Fig . 5 or2§ RgoH W@r@ ,
managenent information storage neans for storing managenent information
containing a key necessary to access a storage area of data storage neans
in order to manage the storage area of8the data storage neans ( for

exanpl e, EEPROM 66 shown in Fig. 5 or the like) and nanagenent neans for
managi ng the data storage neans (for exanple, a sequencer 91 shown in Fig.
5 or the | the manager ¢ tsupplieteserydepsi;on nmeans for receiving the
encrypted nmanagenent information(for exanple; 28 February 2003 11 an
interface unit 6ligh@wnis a dHagran shovieg [tiheeprocesiod of theake caod

decodi ng the encrypted nmanagenent information(for exanple, a processing
step S32 oR whenothamatager it scppli®® pervimdsst orage control neans for
storing the managenent information into managenent information storage
means (for exanpFég. 2pkaciifigrgnsihgying ameihpdnf apnerwiving a fiirgt 9, a
processing step S14 of a programshown in Fig. 10 or the like). The

i nf or mat i oACEP8EeskfNg ﬂ@gi ce fafqat afceddes kBHecks®Ranked omUuEdki ng
whet her the managenent information is tanpered or not (for exanple, a
processi ngCerEHEE3aLEPNE he program shown in Fig. 32 or the like). It is
needl ess to say that the above descyiption. _does not nmean that the
respective meansFi8- %38 é‘ogﬁglfaﬁ‘bsh‘a thoithg tawsr stEpgture of fERAL
constructi of an enbodi nent of a non-contact card systemusing an IC card

to which the’present invention is applied (the system neans a | ogi cal
assenbly of plurgl deyices, and.it is t depepdent on whet her. t he
respective devi cgﬁgar ) FEatt LHRITHL gﬁ%”h‘gug?%g%?eﬁ‘é{‘?r}ﬁ%v&ﬂ cont act
card syste i RRW1, an ICcard 2 and a controller 3, and data
transm ssi ?ﬁ%relggrelp?llggﬁg?ggtarri ed out between the RRW and the IC card 2

e O SO0 A1) B S A 060% s P

transmts a predetéfmned co to t t he card 2
recei ves t%@t%wﬂgnggepgﬂormthe processi ng corresponding to the
e 2

command. T I'C car L: 28 February 2003 12 transmits the response data
correspondi ng topihe ¥ 96 eS8 AGraREHblrihg tReW dyer structure of EEPROM
66;

Fig. 27 is a diagram showing key reception/delivery
between managers;

Fig. 28 is a diagram showing the principle of the present
invention;

Fig. 29 is a block diagram showing the construction of
an embodiment of a registered card issuing system to which the
present invention is applied;

Fig. 30 is a flowchart showing the registered card issuing
information supply processing;

Fig. 31 is a diagram showing the format of encrypted

registered card issuing information; and



R'W1 is connected to the controller 3 through a predeterm ned interface
(which is conforned with the standard of RS-485A or the :éé;ﬁ%b antcﬁﬁhse
controller 3 supplies a predeternined control signal to ragy RW1
perforns predeterm ned processing. Fig. 4 shows the construction of RRW1
of Fig. 3. InI1C 21, DPU (Data Processing Unit) 31 for perform ng data
processi ng, SPU (Signal Processing Unit) 32 for processing data to be
transmtted to the IC card 2 and data received fromthe ,IC card 2, SCC
(Serial comrunication Controller) 33 which comruni cates with the controller
3, and a nenory dHig. 32 denpr EdowehartR@ogyimg decedingr phedessitand st oring
information required to process data and a RAM portion 42 for tenporarily
storing data during processing are connected to one another through a bus
Further, a flash menory 22 for storing predeterm ned data is al so connected
to the bus. DPUBIAGHERDESCRIE 3208 TidhnR RRED: BORIMENTRd to the IC
card 2, and receives from SPU 32 response data received fromthe |C card 2.
Af ter predet er mi Fa@igraedseihasimest scaceardinBrskherpresant Shventiwyi ng)
modul ation (coding to Manchester code) or the like) is carried out on the
command to Welk Pedesex kpd hegenndey sifhopebenenqe torhe aceamganyingpy 32
outputs it to a nmodulation circuit 23 and also it receives froma

denodul at i FHF¥¥AF+ BeferR thepsessrdrtionr ffsriha cembgdimantse cBhel 2 to
perform predeterm ned processing on the data, The nodul ation cirgcuit 23

perfornms ASKRIHNS QfudhenPreseryyiifyentden YeidPe hexaundsr dgferibsing a
det i ned f f I 13 . MHz liedf
beci 11 ot or eaaiiSd S rhesnond iRy Buiod fness (RPREYET o APLRIAREA € ABED ut put <
t he nmodul ation ve thus gener ateﬁ_ as_el ect.ronagneti c vvavci an
i

h
antenna 27 R TN TELaPE ST AP 8930 1Ph SRt 249 off ("E‘ltrl"&(élutg@]i% is
desi d . | i | t | th t he ASK
desT e S 410l A0 ML O )Gl oo LS MR oot
i f, i . . | f dat a.
e denonu BESRdt inGRaRbRbdSitRn 10 HHdheuf bilin B Wt ahd® 20

wave) receiygd fﬂmmgf:%b%?iﬁ@%sgl and outputs the data thus
. Fig.

dermodul ated to SPU 32 shows the construction of the IC card 2 of
Fig. 3. In the | @il 457, th€ iNEdra@@i¥aSpidce Aki9BeVE¥ &1 gRegtited
fromRFW1 through the antenna 53. A capacitor 5Z constitutes an LC circuit
t oget her - W 4dpddie citcpleNpresent alivdritich d@sShANeRlfSEnasidiP procesBefly
(oscillated) with el ectromagneti c wave having a predeterm ned frequency
(carrier fraepidey)for performing processing to supply management

o

information to a data storage device which contains data storage
means for storing data (for example, EEPROM 66 shown in Fig.
5 or the like), management information storage means for storing
management information containing a key necessary to access a
storage area of data storage means in order to manage the storage
area of the data storage means (for example, EEPROM 66 shown
in Fig. 5 or the like) and management means for managing the
data storage means (for example, a sequencer 91 shown in Fig.
5 or the 1like), and it is provided with forming means for forming

the management information (for example, a processing step S21



28 February 2003 14 In IC 51, an RF interface unit 61 detects and

denodul ates the nodul ati on wave ( ASK-nodul at ed wave) rece&gﬁd thror?gﬁg t he
antenna 53 by an ASK derpdul ator 81, and outputs the data%? REQUAR, | at ed
to a BPSK denodul ation circuit 62 and a PLL (Phase Locked Loop) unit 63. In
addition, it stabilizes the signal detected in an ASK denodul ator 81 by a
vol tage regul ator 82, and supplies it ;as a DC power to each circuit. The RF
interface unit 61 oscillates a signal having the sane frequency as the

cl ock frequency of the data in an oscillation circuit 83, and outputs the
signal to tdfeamuoanam sB3wn [im Fhe. RO omtbeflide Junhnd @ncryptingaweagis t he
antenna 53 serving as the power source of the ICcard 2 is varied in
connect - i orfod tenRt iggo it he dnanagsiEnt: hin REWR thodu| (foirorexampdi.t 868 from
the operation unit 64 in the ASK nodul ator 81 (for exanple, a prescribed
swit chi ng @noeessing abep §28dobrd pregram shewscindiidy 80 amtheakikeainl y when
the switching element is switched on, a predetermned load is connected to
t he antenna 53 i Ahgakayeinforpat iy Pracesping devise it hexcinciiashr ough
the antenna 53 is subjected to ASK nodul ation (when the data are

t ransni t t ePRIGHiNgemeang for opexdeingca Sherkocpde hyeheek whekbartthmt a) |
R'W1 sets the naxi mum anplituyde of the nodul ati on wave output therefromto
a fixed valTANASERENEH I LFMFtdCno A BNAATREr edy e ¥ ¢FP% IRFIM STodul at i on

on the basis of the varia eloadcq‘ the antenna 5 and

ti t h .
ranomi (o DEsFasahng:s sEBEa3 b Eh SLagaARANaSHE LhAggnell OF HileebHehn ough
th t 5 RIW1 (vari the t i nal | t f _th t 27 of
R 1) On L tBBSRCRR Y BEFRS ESHIRES Vo FAEHE GR4E ABR) BPah®, ¢ he
PLL unit 63 gener at%i .a_fcl ocl1<:.singnal which is in synchronismwth the data,
and out put I BTk & Sﬁ-&‘f" t8"the BPSK dermpdul ation circuit 62 and the

BPSK dul ati i i %!:q i .

dem)dm) a’tj o?t égna?ggé%ggeﬁgt&g%gg%gfﬁggggggfggm utc;%?fl%fr}:}glfléﬁ%’l%ef

d dul at ek s cad i k
Conal cuppiiariidslcn GERRHCEIRARIT G0 End AR OnRRAGRREEL
to the Operﬁifd?c%altfliotn €4 aVBgEa té’lﬁ)z%feadévﬂélai ﬁ@réﬁé}{nat B%e@g%nﬂﬁ'i@dj‘“ ation

circuit

transmission medium (for example, a processing step S24 of the
program shown -in Fig. 30 or the like).

The information processing device of the third aspect of
the present invention is an information processing device
having data storage means for storing data (for example, EEPROM
66 shown in Fig. 5 or the like), management information storage
means for storing management information containing a key
necessary to access a storage area of data storage means in order
to manage the storage area of the data storagemeans (for example,
EEPROM 66 shown in Fig. 5 or the like) and management means for
managing the data storage means (for example, a sequencer 91
shown in Fig. 5 or the like), and it includes reception means

for receiving the encrypted management information (for example,



62 are encrypted, the operation unit 64 decodes the data in an
encrypt/decode unit 92, and then processes the data in a sequencer_ 91

When the data are not encrypted, the data supplied from t#Fglwapny. 2003
denodul ation circuit 62 are directly supplied to the sequencer 91, not
passi ng through the encrypt/decode unit 92. The sequencer 91 is designed to
performthe processing corresponding ¢ data as a conmand to be supplied
thereto. That is, for exanple, the sequencer 91 perforns data witing and
readi ng operation into/from EEPROM 66 and ot her necessary operation
processi ng.anFimtémetfacd hritéduenoen 18T igpr § onrmshahikey gdecodihyaleans EEPROM
66 on the basis of certification and 28 February 2003 16 al so nanages
EEPROM 66. fampde¢adingpthaencrgpted managepenttindormaittiof4 foal exdmgtles a Reed
Sol onon code as a parity on the basis of the data stored i n EEPROM 66.
After the cppratésminmeteps ot arprograndshewmiingtliqr 82 s andgstiorades
sequences 91, it outputs the response data corresponding to the processing
(the data taprdgoilr meamist tfaf tetd¥ing )the napag@Biotoinfatmadrion rimtia 68.
The BPSK nodul ation circuit 68 subjects the data supplied fromthe

oper ati on urfinagemens BRI NATAONA tQrAgeIneaRrs { for exampldataapronss oyl at ed

to the ASK nodul ator 84 of the RF interface
step S4 of a program shown in Fig. 9, a processing step S14 of

a program shown in Fig. 10 or the like).

The information processing device further includes check
means for checking whether the management information is
tampered or not (for example, a processing step S33 of the
program shown in Fig. 32 or the like).

It is needless to say that the above description does not
mean that the respective means is limited to the foregoing ones.

Fig. 3 shows the construction of an embodiment of a
non-contact card system using an IC card to which the present
invention is applied (the system means a logical assembly of
plural devices, and it is not dependent on whether the
respective devices are located in the same housing or not).

The non-contact card system comprises R/W 1, an IC card
2 and a controller 3, and data transmission/reception is carried
out between the R/W1 and the IC card 2 under non-contact state
by using electromagnetic wave.

That is, R/W 1 transmits a predetermined command to the
IC card 2, and the IC card 2 receives the command to perform

the processing corresponding to the command. The IC card 2

Li



unit 61. ROM (Read Only Menory) 65 stores a programw th which the

sequences 91 perforns its processing, and other necessary, éi{gt a. ﬁ?
tenporarily stores data in the course of the processing o sRruary ces

91. EEPROM (El ectrically Erasable and Programmble ROM 66 is a
non-vol atile nmenory, and it continues to store data even when the IC card 2
finishes the communication with RFRW1i3nd power supply is stopped. Next,
the data transm ssion/reception processing between YW1 and the IC card 2
will be described. RRW. (Fig. 4) radiates predeterm ned el ectronagnetic
wave from tirenamitsnthe 7responderdatiaheokraadpshding ofo tihe proeesaing and
waits until the variation of the |oad state due to approach 28 February
2003 17 result to R/W 1.
R/W 1 is connected to the controller 3 through a
predetermined interface (which is conformed with the standard
of RS-485A or the like), and the controller 3 supplies a
predetermined control signal to R/W 1 so that R/W 1 performs
predetermined processing.
Fig. 4 shows the construction of R/W 1 of Fig. 3.
In IC 21, DPU (Data Processing Unit) 31 for performing
data processing, SPU (Signal Processing Unit) 32 for processing
data to be transmitted to the IC card 2 and data received from
the IC card 2, SCC (Serial communication Controller) 33 which
co@unicapes with the controller 3, and a memory unit 34
comprising a ROM portion 41 for beforehand storing information
required to process data and a RAM portion 42 for temporarily
storing data during processing are connected to one another
through a bus.
Further, a flash memory 22 for storing predetermined data
is also connected to the bus.
DPU 31 cutputs to SPU 32 a command to be transmitted to
the IC card 2, and receives from SPU 32 response data received
from the IC card 2.
After predetermined processing (for example, BPSK

(BiPhase Shift Keying) modulation (coding to Manchester code)

or the like) is carried out on the command to be transmitted



of the ICcard 2 is detected. RRW1 may perform processing (polling) in

whi ch the el ectromagneti c wave which is ASK nodul at ed on iég'g basi % 8% dat a
of a predeterm ned short pattern is radiated to call tot §Ru% 2895 unti |
a response is obtained fromthe IC card 2 within a fixed tinme. Wen the
approach of the ICcard 2 is detected,in RRW1, SPU 32 of RRW1 subjects
rectangul ar wave of a predeterm ned f}%quency ( for exanple, a frequency
which is twice as high as the clock frequency of the data) as carrier wave,
perfornms it to BPSK nodul ation on the basis of data to be transmtted to
the | C cartoZhe i€ caordrdndSRdr32eepbputmditt bopr aoesdiatigonoc ecwitedty ed by
the ICcard 2 ( wite-in data to be witten.into the ICcard 2, etc.), and
out put s t handnadsloalt vrcedves (BPsSka detafiulabhosicdasmitiZiuthgaespanee
(Manchester code) to the nodulation circuit 23. In the BPSK nodul ati on
processi ngdataetvansnitiiedhdonsthe i H ahnd th theperfomt ipredsttermdnpdase of

t he nodul ati on wave by using differential conversion, and in this case, the
BPSK nodul preeessinmaon dde @tdenodul ated to the original data even when it
is inverted. Therefore, it is unnecessary to consider the polarity of the
modul ati on wave The tiesiudafdenl airenlbpst perdermenAfReAnpbitudg ShidtBpPSK
modul ation_signal input, the nodulation circuit 23 subjects predeterm ned
carrier wabeYipgl heodslakiRmy ani 6ATALeR WANE FAVERIf fctRFedetemmingdm

anpl i tude 28 February 2003 18 ) )
frequency (for example, 13.56MHz) supplied from an oscillator

(0SC) 26 on the basis of data supplied from SPU 32, and outputs
the modulation wave thus generated as electromagnetic wave
through an antenna 27 to the IC card 2. At this time, the
modulation circuit 23 is designed so that the modulation factor
is set to be less than 1 and the ASK modulation is performed,
whereby the maximum amplitude of the modulation wave is
prevented from being reduced to zero even at low level of the
data.

The demodulation circuit 25 demodulates the modulation
wave (ASK-modulated wave) received through the antenna 27, and
outputs the data thus demodulated to SPU 32.

Fig. 5 shows the construction of the IC card 2 of Fig.

In the IC card 2, IC 51 receives the modulation wave
transmitted from R/W 1 through the antenna 53. A capacitor 52
constitutes an LC circuit together with the antenna 53, and it
is designed so as to be tuned (oscillated) with electromagnetic

wave having a predetermined frequency (carrier frequency).



of data signal/maxi mrum anplitude of carrier wave) which is less than 1 (
for exanple, . 0 .1 ) ( and transmts the nodul ation vvave%éé gﬂ tion
wave) thus generated through the antenna 27 to the |IC car R
transm ssion is carried out, the nodulation circuit 23 generates t he

nodul ati on wave, for exanple, at high Ievel of two levels (high I evel and

| ow | evel ) of digital signals. In theidCcard 2 (Fig. 5) , a part of

el ectromagneti ¢ wave radi ated fromthe antenna 27 of RRW1 is converted to
an electrical signal inan LC circuit conprising an antenna 53 and a

capaci tor 52, antn tIfe5k} é&dt RF daitesifgaglunidp bl datiastsnane demedydeape® to t he
RF |nterface 61 of I C 51. The ASK denmodul ator 81 of the RF interface 61
detects antBARIBPathpn wavef (AFRatRlavset ¥ave hFeced vaddihraudnthave and
supplies the signal thus generated to the voltage requlator 82. In

addi tion, PRtEDRPr:d¥sapmMSIHAREAPLARE B aRd o s thedatamthuehe data
si gnal , and out puts the data signal to the BPSK ,denodul ation circuit 62 and
the PLL unfemgdulaged o a BRSK dPéPFri'-ﬂ%ICJ\FG’I“t’-a"géz\%‘doP Flife (RhEERNa 53 is
as foll ows (1 +kXVs (1..).) However, VIocos ( wt
) repr esenpgcgﬁﬁrpﬁ?”\a‘&%’-t k63reprrre§é%ﬁ’t’§lf’ﬁe ﬁ’bd’iﬁ%‘ﬂ &G sdanals (t)
represents data 0 ut from SPU The value VLR of | ow | evel |n the

vol tage V1 SFFET'e n a&é\%g‘ﬁﬂ‘aﬁyl%% 8% B & VPLEasR rePtatRr RS

denodul at or - Vf Here, |n t he

ASK denpduP} oFuERfl?ﬁ ?‘Jép?"‘es"’erﬂ% pf"((%:l Fgggaé’oﬁlf?\&’a‘zﬁi ode (not shown)
gonstituting a rﬁﬁétﬂﬁ“ N ?fa%%' En{.?rﬂv\ﬁ%ﬂi&@éé .Ons ”Da?w}{‘en' §g. and it

is generally equa en rece|V|ng gna rectlfled

and snoot hg QE@ %etr@l% ?5 Suppﬁé" @:&85k8]fr5éngnégl to%geateega'éﬁ 0§82

stabilizes e sSi fes It as to respective CII‘CUItS as

well as {heapgsathon diidyfles, | dnd Butphds ens bigRal e, ERAUBA il of act or K

of the m)dulsatl on wave 1S ‘fess { han escril ove, the Vol tage
vari ation @ghe difference between the high |level and the Iow l evel ) after
the rectification is small . Accordingly, the DC power can be easily

generated in theryothager ie@eh-d#hee it lArechvhesad ixr PRAULREL QAL WaVe
havi ng the nodul ation factor k of 5% is received so that VIO is above 3

volts, theslewihgvals tild Gitrel Bouficer offh@heeqld idagat i2onsd svyged itno 2. 15
(=3 x ( 1-0. 05 ) - 0. 7 ) volts or nore, and the voltage regulator 82 can

supply a subhnecetibnyelithgelaas pumililed adofoughr allid .BHSK tiddulasian t he
anplitude 2 x k x VI 0 (Peak-to-Peak val ue) of the AC conponent (data
conponent ) cdfrculie¢ 68| fage tlie apeeatior ureidt 6#i tatthom ASK mgdalator B13 (=2 X
0.05 x 3 ) volts or nore, and the ASK denodul ator 81 can denodul ate the
data at a dJdbfietanpls, hipfessriibestswitching element is switched on/off
in connection with data and only when the switching element is
switched on, a predetermined load is connected to the antenna
53 in parallel), whereby the modulation wave received through
the antenna 53 is subjected to ASK modulation (when the data
are transmitted from the IC card 2 (the IC card 2 is made to
transmit data), R/W 1 sets the maximum amplitude of the
modulation wave output therefrom to a fixed value, and this

modulation wave is subjected to the ASK modulation on the basis

of the variation of the load of the antenna 53), and transmits



28 February 2003 20 As descri bed above, by using the ASK nodul ati on wave
havi ng a nodul ation factor k less than 1, a comrunication F_;vi ng azlglegw
error rate ( in a high S/Nratio state ) can be perfornmed; bryany

vol tage which is sufficient as power can be supplied to the I1C card 2. Wen
receiving the data signal ( BPSK denodul ation signal ) fromthe ASK

denodul ator 81, the BPSK denodul ationjgi rcuit 62 denodul ates the data
signal according to the clock signal supplied fromthe PLL unit 63 and
outputs the data thus denpdul ated to the operation unit 64. \Wen the data
suppl i ed fridif F‘HéuBF’Sl@Téi&WP&PFO‘F\“%‘T%FBrB‘leérféleeﬂBF?%@%éﬁ taR/dper ati on
unit 64 decodes the data in the encrypt/decode unit 92, and then supplies
the data (cori¥@tdest §hentesBitahcrlgs PHithecaatepradal LERAW g ¢ hi s
time period, that is, during the period fromthe tinme when the data are
transnitted to t Q8 the bapis L e daka suppldied £5rn hheriskdemedu At
received, RRW1 transm ts,datg havi n%ta val ui o% 1 .and_i s_qn_standpy.
Accor di ngl VBl duriigFidhi Untt n@3 ggBeretes, g slegkeisignatn@hdshyiif idh wave

wh [ | it ude, | tant. t t jng is finished, th
Sequencer GIRSIERREN WLBAHE GACAnaT BREREFR R EiPer Thanad barTo be
t itt W to.the BPSK | ati I it 68. The BPSK ,

rodul at i on TAT ORI PRCTIRTHE 4t AnRot PR RS RORIA A ROTT St ng ¢ o
Manchest er de) as in the case of SPU 28 February 2003 21 32 of RIWI,
and then outputs the nodul ated data to the ASK nodul ator 84 of the RF
interf it 6 h I t th th
ends of the ant eimshoEné STyl a8 ke Aok e SRIIRRNTE, frdTon |
. it 68 . it o] _ . ' lati
weve T ecel Ve Tl R R o e B R W

1 is constaffe ahthNaebbans rnaﬁﬁih%trey&dg)l Q@é@réirgé% Wel G & E'.igné‘f

descri bed above) 1s subjected to ASK nodul ation in accordance wih the data

to be transgiggisikd Of Mo Yrh8e prer M@l 9! hAge okl pRs WL M2 7tRhs T/ WL,
and then transmts the data thus nodulated to RR'W1. The nodul ation circuit

23 of R/'W ladmpdu1a4es Ecbethéaa?afraﬁi@m wiitlag@ having val ue of 1 (high

| evel ) at the reception tine of the data fromthe ICcard 2 . In the

denodul ati on ci r sieln €lve dhba sfdpl ilgdafiesm the BHIRdehbduldt taf difcu st

detected on the basis of mnute variation (for exanple, several tens mcro

vol t s) of t hé2 taeenenalyptéd agheobpehat bodt emiid 84 ddvaies she data in an

el ectromagnetically coupled to the antenna 53 of the IC card 2.
encrypt/decode unit 92, and then processes the data in a

sequencer 91. When the data are not encrypted, the data supplied
from the BPSK demodulation circuit 62 are directly supplied to
the sequencer 91, not passing through the encrypt/decode unit
92.

The sequencer 91 is designed to perform the processing
corresponding to data as a command to be supplied thereto. That
is, for example, the sequencer 91 performs data writing and
reading operation into/from EEPROM 66 and other necessary
operation processing. Further, the sequencer 91 performs an

access control to EEPROM 66 on the basis of certification and



Further, in the denodul ation circuit 25, the detected signal {ASK

nodul ation wave) is anplified and nodul ated by a high-gain lifier_ ( not
shown ) , and digital data thus obtained are output to SP@% _rugrp@%gg
denodul ates the data (BPSK nodul ation signal ) and outputs it to DPU 31

DPU 31 processes data from SPU 32 and judges on the basis of the processing
resul t 28 February 2003 22 whether tRe communication should be finished
or not. If it judges that the communi cation is carried out again, the
conmuni cation between W1 and the IC card 2 is carried out |ike the above
case. On tledsot manabgaeadEEPROMt66 udges that the communication is finished,
R'W1 finishes the conmunication processing with the I1C card 2. As

descri bed above, ARpaYity opesatos s the topera€icarunix by esliaulates ASK
nmodul ation in which the nodul ation factor k is less than 1, and the I1C card
2 recei ves & Reedadiclamprcardyg arie pavity coetbe hpsde oEshendahg gtondte dat a
and returns the data corresponding to the processing result to RRW1. Fig.
6 shows a |iggEERROMobfrat of EEPROM 66 of Fig. 5. EEPROM 66 is constructed
on a block basis, and in an enbodi nent of Fig. 6, one block is conposed of
16 bytes, for exd#srs. tYhe teReragien hundkbddi neerxferms- predeteyminesyi cal
address of the uppernmpst block is set to #0000h (h represents a hexadeci mal
nunber), arR¥FosEfEindognchhe RRAANGET le Al| OebRWEF itheasesnannsg dakmeri c
order. In Fig. 6, #0Q00h to #FFFFh are allocated as the | ogi cal addresses,
and t hus blEHEEsPPNEIBg6te threprareseipgthetdrta FrRebp teapsmitEeddiyt r uct ed

as so to be uysed as a. user bl océ fr system bl.ock. The bl ocks of EEPROM 66
are al | ocat®y o Re thecPPEKBRIAVLZLIIR HTHE #§ -nuneric order of the

| ogi cal add d.all d .the, bl ocks_ i he d i
G W R AL s PN MU S U
Fig. 6, th bl k i d I dth t o] k

9, el "B SRS MAESTERS SRR By BRbAmRLEEYS oo
o ok and, 5 SYRREAL A OB Un DR UL, AL Ut U BB

restricti oqb'jﬁ__ iermosed on the nunber of the user blocks and the number of
t he system bl'ocks ( however, in the enbodiment of Fig. 6, the total nunber

of the user Dbl ockgvapReddDOniyShERoR PeESicrdd Higishlah GPER AL €56) -
sequencer 91 performs its processing, and other necessary data.
RAM 67 temporarily stores data in the course of the processing
of the sequencer 91.

EEPROM'(Electrically Erasable and Programmable ROM) 66
is a non-volatile memory, and it continues to store data even
when the IC card 2 finishes the communication with R/W 1 and
power supply is stopped.

Next, the data transmission/reception processing between
R/W 1 and the IC card 2 will be described.

R/Wl1 (Fig. 4) radiates predetermined electromagnetic
wave from the antenna 27, monitors the load state of the antenna

27 andwaits until the variation of the load state due to approach



The system bl ocks are classified into five kinds of a manufacturing ID

(Identification) block, an issuance ID bl ock, a system def]pi,ng bl , an
area defining block and a service defining block. In the id%%ﬁ?ﬁ!@%}éf Fi g.

6, the block serving as the area defining block or service defining block
is shown as an areal/srrvice defining block. Qut of the system bl ocks, the
three kinds of blocks of the manufacturing ID bl ock, the issuance |ID bl ock
and the system defining bl ock have bedr¥ basically di sposed at the issuance
time of the I1C card 2, and they are di sposed at |ogical addresses #FFFFh,
#FFFEh andofFERBhICr eapdcli iel det@bbedys eR/Wel vinaye plexfformpuolceskingr e

di sposed in form ng order at |ogical addresses higher than the | ogical

addr ess #FEpGhlinhgj oimawhdhortheheelemtoronagoetng whvehwhi€hcasdASKis

di sposed in the manufacturing ID block. That is, for exanple, a unique
manuf act ur magulBted arahbédmais af dbdtcepf @ puadébernined sRerEgattarn 2003 24
code, etc. are disposed in the manufacturing I D block. Information on

i ssuance ofistrrdiateshtd callstqitdigobegaird 2 natit sunesponse beoditainedt is, in
the issuance ID block are disposed codes of an issuance date of the |IC card
2, an issud#em thgefCofarde? |\G-euky @ fixed timetshe system defining bl ock
are di sposed the nunber of system bl ocks or user blocks owned by EEPROM 66,
a system key andWhee th&apprrachy_f dhed¢ ¢ard Zeds\ireahadudn BEF dirfi cati on
is carried out _anong the IC card 2, RRW1 and the controller 3. The area
defi ni ng blsé’é’k3?s°$g%%d1 BpbJecsEatr PREaRIRL Y Hyeardaa(BF gt mimEdROM 66
to the manager, and infornmatiQn to panage the_ storage area all pcated to the
manager it Ieﬁu(anﬁi’c(£°’éreé‘a&}P§'ﬁUsédf¥?ﬂ"??fE’Yaf”@&cBe?'grﬁ"ﬁgj’eoﬁ‘ﬁctkl.ghl'ﬁét is, in

the area defini | ock are di sposed code range described Later,,.an enpty
Capaci 1y, - HhearcRreuincy par CBS AR, SFrCRRELeR AR BEFFRRT 15 ock ar o

0 5Bosed | BLORGRL! 0 TPARAE, IRERHAE GESGuHETH WUrhRifLeLids panact O
e O, AT TESPER 1, (4 SHIMBPECEnRie hifo b LREL:nd WS b F1O
executed by the IC card 2, write-in data to be written into the
IC card 2, etc.), and outputs the modulation wave (BPSK
modulation signal) thus generated (Manchester code) to the
modulation circuit 23.
In the BPSK modulation processing, the data can be
associated with the variation of the phase of the modulation
wave by using differential conversion, and in this case, the
BPSK modulation signal can be demodulated to the original data
even when it is inverted. Therefore, it is unnecessary to
consider the polarity of themodulation wave in the demodulation
operation.
On the basis of the BPSK modulation signal input, the

modulation circuit 23 subjects predetermined carrier wave to

the ASK modulation at a modulation factor (=maximum amplitude



The storage area of EEPROM 66 is designed in a |layered structure in which
the area defining area is |ayered, and the 28 February 2003 25 area
defining area is designed so as to be able to have an ar e28déepiusnng0®r ea
and a service defining area. The area defining area is allocated to the
manager. In the area defining area are di sposed a code range representing a
range of identification codes which arig usable as nanmes for identification
of the area defining area and the service defining area by the nmanager, an
enpty capacity representing the nunber of enpty bl ocks avail able, an area

key to genesmigtanianeeyhakerut eapliikadel o 8arhé £ Rrave )UpethH 9k 1ess
certification and the like. Here, the area defining area of 1 corresponds

to the areatdef in{dgr kxeaiplef, .10 depsrandedrihbhi €€ R hokQ1 5t fon Gradd) t he
enbodi mrent of Fig. 7, the area defining area allocated to the nmanager A

consti t ut es(As¥emuARBABDOH Wad¥9l thed dehbeabeda Hidtghit e Gatifnal ¢ v@nager s
Bl and B2 are formed with the defining area of the nanager A being set as a

parent | ayethe Har iched, 2the area defining area of the nmanager Cis forned
with the defining.area of the manager Hl being set as a parent |ayer. The
servi ce defi ni ngWaeaa nics tatdremdisedono iz sarmdied oyl ik fnedmideismnager,
and the capacity of a service area for storing data necessary to supply
servi ces, &igmuiitca3lgsndmtgenthamdal asdopsmemy fortexanple dasposgd i n t he
service defining area. Here, the service defining area of 1 corresponds to
t he servicéeayeli Mg obdkvels 1(dieicridwal wind kof etevele) taf Figital The
service area is _a storage areas for storing data 28 February 203 26
necessary t8-@dsl-y services, and it corresponds to the user block of Fig.
6. That is, the service area is constructed by user blocks above 0, and the
number of user bESckRe déngard & (K§gt o rsepartecfiradedtyotiagpesdd wave he

capacity of the service defining area for_ nanaging the service area.
radiated from the antenna 27 of R/W 1 1s converted to an

electrical signal in an LC circuit comprising an antenna 53 and
a capacitor 52, and the electrical signal (modulation wave) is
output to the RF interface 61 of IC 51. The ASK demodulator 81
of the RF interface 61 detects an envelope by rectifying and
smoothening the modulation wave and supplies the signal thus
generated to the voltage regulator 82. In addition, it
suppresses the DC component of the signal to extract the data
signal, and outputs the data signal to the BPSK demodulation
circuit 62 and the PLL unit 63.

At this time, the terminal voltage V, of the antenna 53
is as follows.

Vo = V(1 + k X Vs(t)) cos{(wt)
However, V,cos(wt) represents carrier wave, k represents the
modulation factor and Vs(t) represents data output from SPU 32.

The value V,;, of low level in the voltage V, after the



Further, in the area defining area and the service defining area are

di sposed identification codes for identifying these areas_._here, _the
identification codes to identify the area defining area AFeAEaA¥EPO3 ce
defining area are hereinafter referred to as an area code and a service
code. The service code is to identify the service defining area for
managi ng a service area, and thus it &8n be regarded as an identification
code (service area identification code) for identifying the service area
concerned. In the enbodinent of Fig. 7, the area defining area of the
upper most Fe§eificationdit dhea ésﬁh%eﬁ‘ﬁﬁ}ibéwm. 8boborna FoRAPEE -ar e def i ned
as a range of usable identification codes (code range j , and
0123456789abcdefViar® Yefl ribd & @t )areaVi€ey. Here, any identification code
may be used as the area code of the area defining area if it is an

i dentification CHESmilDhFReAFK denedubatrr 81/t he tepaesgatem Ng14RE8. | n
this enbodinent, the m.nimum val ue of the, code range of the area defining
area i s us8HCBsR RediPds ERRfe %‘?@’P\QO‘FOPSN‘E&H}%@)‘I g?th%Yh'FSéglfFGHétof t he
area defining area, whose, code range . is from000Qh to FFFFh, that ig, the
area defi nffif SPTELL LI HAR &8 ﬁmgﬂﬁhﬁ’éﬁ’éﬁeﬁnﬁ it d8t9¢Rerably EgAdary 2003
27 0000h. gbre t?e ar ea efining area whose area code is set to #xxxxh is
her ei naf t eF°dBBRRF bRy’ 2%t %ve area defini ng area #xxxxh. The | ayer of the

area defining arga #0000h_of the n L A LS. provided wi.th eryice
defining area in ?Eﬁcfﬁglﬁgﬁgﬁ%$§gﬁgﬁ58FF%§1§ FﬁQ: 93%%ﬁﬁ§?§#1: e code

range fromR08lnt g FEFER of iR, YRR 1L0gaR0 % W00 Al et od as

a service co e SEervice i ni'ng “ar ea e service defining

area of th@igﬁéif ! &Rﬁf&%’?ﬁ‘é‘&%& L3 B?rﬁ]@é’f el r@%ﬁ%{g%?@g @fré&‘f“tss%“’i ce

defining area #xXxXXX € capacity o e service ining area # 50sh is

set to 8, @@ﬁlta'%ult?}%éQ%e?.@\!i:‘iiaﬁ%xﬁ.rte&PQHQEHi%Cé@éje,b)ﬁ?Hééﬁzh@Mﬁa@io%is

usabl e. Further, e Service key of the service defining area #0008h is set

to 0101010184040 %0df tABGd AN ih ddife 85 2RsHalHa N s ABRAYU LRl t he

manager A is provided with an area defining area #0100h of the nmanager Bl

and an ar eghdevbItdge armﬁk@ﬁﬁgtﬁb therspege befbrern ehel Hidgryasel
Further, the layer of the area defining area #0000h is provided with other

area defi niang tArechow (efrell ) AFBET {he raodifhost idreiswmadn . eddratingy1genpt y
capacity) usable by the area defining area #0000h is set to 37 bl ocks, for
exanpl e. AshehbC qgaleerr @agebefedditl yargemnedeatedi iy tdreeoBdg8hreduldtmanager
Bl are allocated 0100h to O3FFh in the code range from 0000h to FFFFh of
the area d@éRi.ni ng area #0000h which is the parent |ayer of the area
defining area #0100h. Here, since the
Here, when the modulation wave having the modulation

factor k of 5% is received so that V,, is above 3 volts, the

low level voltage V,; after the rectification is equal to 2.15

(=3 x (1-0.05) - 0.7) volts or more, and the voltage regulator

82 can supply a sufficient voltage as power to each circuit.

In this case, the amplitude 2 x k x V,, (Peak-to-Peak value)

of the AC component (data component) of the voltage V, after

the rectification is equal to 0.3 (=2 x 0.05 x 3) volts or more,

and the ASK demodulator 81 can demodulate the data at a

sufficiently high S/N ratio.



28 February 2003 28 code range of the area defining area of the manager Bl
is from 0100h to O3FFh, 0100h which is the m ni mum val ue ﬁ% t he c%%% range
is set as the area code of the area defining area of the ﬁﬁ@y?w 03
Further, the enpty capacity and the area key of the area defining area
#0100h are set to 14 and aOaOa0a0a0a0aOa0O, respectively. The |layer of the
area defining area #0100h of the nmanaggr Hl is provided with the area
defining area #0300h of the manager C as a child | ayer thereof. As the code
range of the area defining area #0300h of the manager C are allocated 0300h

to O3FFh in the ggdgekansiBed’ m@ég%t@s RhOfadi Gndiimdin Ridv@ ar ea
#0100h which is the parent |ayer thereof . re, since the code range of

the area defdviimiPa dodalat ibAgae@ezdelebs ithan PMaQGiiiuni@a@3bhhawi3Ph which
is the mnimumof the code range is set as the area code of the area

defining argaocwf ether WIt20¢inG higd smtﬁatq@paeaw%m BegFek@rndd t he area
defining area #0300h are set to 0 and b HObMO, respectively. The

| ayer of thgdmescdedl tady wiriea #030NTEifidntcaBBpR@s canl Bepé%mm th a
service defining area for service supply by the manager C. 030 in the
code range g @aheD3IQkard Q3FFh of the area defining area #0300h is
allocated as a service code to the service defining area. The capacity of

t he service defi mheg recai vingthe latheigaanli (P SKodEmdRGT iioh sddredat ed,

that is, the service defining area #030Ch is set to 16, and thus the

servi ce ar efrawordier BSK etemodrA aftelrr 8y VIR BBSRAddyodislart ilwnocliscoit 162 can be
used. Further, the service key of the service defining area #030Ch is set
to 020202020¢00G esHaie ddta onigrelt yaadondiags dovi e azkeckasibgrall by t he
service defining area #030Ch is equal to 16, and the service defining area
#030Ch it ses¥ppisieasl ofieom| bk EELa Wditvi®e dedi puhpubs othe smtahathushe
nunber of bl ocks being used is equal to 17 (r16+1) because the service
defini ng ardemeshdaliedetiostthe gperatkprrumit fidocks usabl e by the area
defining area #0300h of a |layer tq which the service defining area #030Ch
bel ongs i s equal Wen ehe dptaunpldsedsErameheBRSK demedylar kef BEF 11 equal
to zero. Further, the area defining agrea #0300h_itself uses one bl ock as an

area defi ni ¥y ACRRCTIREES (iERGIJPETAT 1ORUNLY &4 Fecedrs HPEL3A R MR ar ea

#0300h, th nb f ks, bej i | tq.18 (=17+1 th

nunber of | el B3s 51 /i Ehen” sRpLier e coER (SomEBRL: 't he
nb f b | | t t [ ni . H#0100h I

runter of SLgeks AL LOLULTAN SEATO AR U GRELDD 7

ayer of 't ney g eg IS0 AL SARATH ol HEOE R ReH Sl BathaPees

defining area Serving a ayer ower ‘Tayer € area

def i ni ng arﬁa#&ﬂ%cﬁé%cﬁﬁ"ié 85684 30G¥E1 E;kl’etr:]s %set%ek&é §F%aﬂ§ﬁx&§&§!8nar ca

#0100h itse uses one ock as an area de ng bl oc e enpty capacity

of the areajglefddu bl KRFw'910P4n e & Wital Bav4ngSa deid Rid 12ha4eis
Accordingly, in the layer of the area defining afea #0100h, the nunber of
bl ocks bei ngn Us€8néiBy £UHakok@iddly, during this time, the IC card 2
receives the modulation wave whose maximum amplitude is
constant.
After the processing is finished, the sequencer 91
outputs the data on the processing result, etc. (data to be
transmitted to R/W 1) to the BPSK modulation circuit 68. The

BPSK modulation circuit 68 subjects the data to the BPSK

modulation (coding to Manchester code) as in the case of SPU



28 February 2003 30 (=18+1), and the nunber of usable blocks is equal to
14. Therefore, the nunber of blocks allocated fromthe areBaFgefi n'E area
#0000h serving as the parent |ayer thereof is equal to 32 ? t he
ot her hand, as the code range of the area defining area #1000h of the
manager B2 are allocated 1000h to | FFFh in the code range from 0000h to
FFFFh of the area defining area #000(h serving as the parent |ayer thereof

. Here, since the code range of the area defining area of the manager B2 is
from 1000h to | FFFh 1000h which is the m ni num val ue of the above code
range i s sek af R{@ &} eand otivewfoutiimtar ahedabialagedr &t 0ftd RhemagRgEr B2.
Further, the enpty capacity and area key of the area defining area #1000h
are set tombdudador(C8OcEr Cehie RIOciNterfarecuniel g1. The | ayer of the area
defining area #1000h of the manger B2 is provided with a service defining
area for the serTheaAsiumplkylatorh@éd vardgera Bdadloégimedired ke botie thange from
1000h to | FFFh of the area defining area #1000h is allocated as a service
code to theersler vifctheedntremup fdedn Fbeordpmoe twitdf dahe £eowitiee dFSKNI ng
area to which the service code 1022h is allocated, that is, the service
defi ni ng amegluda8i2h ¢srawit 68 by uanngthewitchingyielemantawbhetlriket,ed by
user bl ocks of 4 can be used. Further, the service key of the service

defi ni ng andersby2iie modydation0s0808686508d30de naRBuie bmpaiud®es 31

Here, the capacity of the service area nmanaged by the service defining area
#1022h is é‘d\.‘?alchgllﬁtlmd YWakee septpute Bedm nRAY 4r d& #o0B2Antt @&l ftheses one
bl ock as a service defining block, so that the nunber of bl ocks being used
is equal t r@"@“ﬂ-ﬁf}oﬁé@dﬂ%ﬁfcﬁa@f-%@éﬁ@@ Ht cere LasdererdbrAahayedr ea
#1022h. Further, .,the nunber_ of bl ocks usable by the area defining area
#1000h of a9 é&/‘?ﬂet’ﬁe%‘%ﬁ\sﬂ‘hé‘°§8%’%‘é“d§’f FﬁFﬁﬁdaP‘éa Witdp shepddbhd® i s

equal to 4 because the enpty ca t her eof equal to 43. Further t he
area defi niffy CEARENLEBEBHE rg)‘%gé‘lyf gEge BHad 88& age &MEa3RESRRR g bl ock.

d I he_ | h def 0 h nmb f
bl ocks. bel i BLE"T ch*ﬁmn 58 epthE 58 ey Rnlh s e sk 6 i ooks 1 5.
| to 43, t ot nH f_bl k | ] th f
area #1000h aioeéﬁ% '?°°e%§%l°§i4§}r SuPhca sl B hngeReaURRg B fho”
range of i gl Odet ala6ing20a e bk 02 ﬁﬁ%go%gwed@sc” 4gfd ni ng

area to be nanag e% is store n the area defining above,

such a | ayexfect%?t %‘Eﬁnéaéf%*ﬁ%vﬁbﬂﬂfﬁgﬁ’ltgz Iy §h by génp&?ﬁiaﬂ{% area of

a managemant rget 1s set as a yer and an area I ntng area for

managi ng t kg a8 98] ivhdgath B drbni i edSt Fo RheMC lcAYAr 2 G8Nadtestedd ned on
the basis of the code range. Next, a process of constructing the |ayer

structure siPWhe bakiig. of fAAnhbe %ﬁi&@idrﬁf‘ﬁﬂdlateﬂaﬂ@l@nééeérﬂ tepi ch the
area defining area #0000h of the uppernost |layer is allocated is a

micro volts) of the terminal voltage of the antenna 27 which

is electromagnetically coupled to the antenna 53 of the IC card

2.

Further, in the demodulation circuit 25, the detected

signal (ASK modulation wave) is amplified and modulated by a

high-gain amplifier (not shown), and digital data thus obtained

are output to SPU 32. SPU 32 demodulates the data (BPSK

modulation signal) and outputs it to DPU 31. DPU 31 processes

data from SPU 32 and judges on the basis of the processing result



28 February 2003 32 supplier of an IC card 2 will be described with
reference to Fig. 8. The manager A issues the IC card 2 ig ﬁccord wth
the user's request (1). Only the area defining area #000h%8 etP’H@W%E{Q r
structure of Fig. 7 is formed in the IC card 2. Wien the manager A starts
to supply a predeterm ned service by using the service area nmanaged by the
servi ce defining area #0008h, the mangger A registers into the registered
card issuing machine 101 informati on necessary to formthe service defining
area #0008h (2). Here, the registered card issuing nmachine 101 is

const r uct eqrhiee R\ hendom@ngeat ieh ! Shodleheewvneimidielt oF dodl. &fanrl e. The
regi stered card issuing nachine 101 nay be disposed in a railway station, a
retail storpdgesottigdt f 86kl idom@@initheienf tigr , cavieie® U8€r aghfffr tthean 1 C
card 2 into a registered card issuing nachine 101 (Wien the ICcard 2 is
set to be ajdn@edcheioanPubweah R/ 1haRAVWAeCIMiRiMES 1B éReriQPiciter ed
card issuing nmachine 101), the registered card issuing nmachine 101 carries
out the rediilectne sbove ia3d .NOnEhE otitet hiand, t £ ANBYTjudgasCona®theand
necessary data to the 1C card 2 on the basis of registered information to
formthe serommmideafivnndsateni#REDSIR/WHr dligtishiee @heveommer fddtoion t he
user is allowed to be supplied with the service of the manager A by using

t he servi ceprmcessimgagdétthbyheheC seand ¢k defi ni ng area #0008h. on the ot her
hand, when the nmanagers Bl, B2 want to be 28 February 2003 33 supplied
with the servicedgsdagcrieed @Qbeawred R/Wehdiragismiltendatkes &heoh€ reeatd wit h

t he manager A so that the nanager A registers into the registered card

i ssui ng nuchibye usdngi hherdsk impdulatdodain vhich the modudasideffagtay ar eas
#0100h and 1000h (3 ) , ( 4 ) . Wen a user inserts an ICcard 2 into the
regi st ered kdfdless khap dacAnfcth9 IC eardrkgiesedves the datastPrepmthi ne
101 perforns the registered card issuing work, that is, transmts a conmand
and necessdYt FREaPEECEREBING RSP iNgetBakhe data [fad, EgLyres dehe
information,to formthe area defining areas, #0100h_and #1200h, wher eby t he
managers BHd2 §2r€§l§98§31f‘ﬁet?e§{5%r*g'é°"tﬁsstlﬁ’é’ resgdtqte RAWihe range

defined in the area defiping area #0100h or .#1Q00h. I n is_case, the
registered card iFedui QSBBXge? f%?lcf‘"#e oPd EFPRAY ég ?% T4t manager A

Thereafter, menEtEg?{Oﬁa%%gelrs %%n %ﬁ%%e&%ﬁ“BpHoé‘k basis, and in an

embodiment of Fig. 6, one block is composed of 16 bytes, for
example.

Further, in the embodiment of Fig. 6, the logical address
of the uppehnost block is set to #0000h (h represents a
hexadecimal number), and other logical addresses are allocated
in ascending numeric order. In Fig. 6, #0000h to #FFFFh are
allocated as the logical addresses, and thus blocks of 65536
(=2'") are constructed.

The blocks are constructed as so to be used as a user block
or system block. The blocks of EEPROM 66 are allocated to the
user blocks in the ascending numeric order of the logical

addresses, and allocated to the system blocks in the descending



predeterm ned service by using the service area nmanaged by the service
defining area #1022h, the nmanager B2 registers into the r&g#s{g erec&tqﬁﬁrd
i ssuing machine 101 i nformati on necessary to formthe ser cedavi g area
#1022h (5) . Wien a user inserts an ICcard 2 into the registered card

i ssuing machine 101, the registered card issuing nmachine 101 transnmts a
command and necessary data to the IC &¥d 2 on the basis of the regi stered
information to formthe service defining area #1022h. Therefore, the user
can be supplied with the service of the manager B2 using the service area
managed by numerder order @df thedpaiced addrerses. PBatdis,uan\Fiz008, 3heurt her,
when the manager C wi shes to supply a service through IC card 2 under the
managenent Wwfen hdoakmare iRcreaped Moavayardty mikbshe sysembiloaks maehe
manager Bl so that the manager Bl registers into the registered card

i ssui ng mackareasst npvarddy i - Adeetime when theret ke ner empt¥fbInaky ar ea
#0300h ( 6 ) . Wen a user inserts an ICcard 2 into the registered card

i ssui ng macHiheuser, hlnck egndt el expleRshliosy nertiote bel fexmedits a
command and necessary data to the |1C card 2 on the basis of the registered
i nf or mat i oPIWHHENAlFhthg bauBdRrhiPREWERPRA MEOBFOhb LOPkS apy theesyRERer C

can use the resource of the ICcard 2 in the range defined in the area

defi ni ng artPoksdBmol Alxed s 2agsRe reRErichien dFcknroges PR ShenRuRRRY er for
Supply 2 priEhe RS RLCeRe A5 e AUMRBE (i tREATRLERT B HRAGEA SR t he
card | asu i FAGHETRPSIE o8 Al B ke FUnBeF ot ki de i S&ker | i ng
cra | sau B ectln myotop BuHERPAPOELRERAT ey 3258 85 MR8RIne 107 cranomits
a command and necﬁltses %Bﬁét@ﬂt %%%18{‘% hgrl Ccfa?srsdidtgife%.ikt@.% B3FLS B%%Eh ,hg)\f/\hae ‘ eby

regi stered i nfornati to fo e Seéervice I'ning area #

the user C%m&%@% ;fﬁ%!&én‘%fifti@gg?:o’ﬁ}’ibG.L%cfkr Oé%totgg&gﬁ%%gf Eg%b'ﬁi ng the

servi ce area nanage € service nl ng ar éa ruary 2003

35 1n the |£ SailackRifY SN NGk SRAll 816k ke 2BLLOLOE ar ea

are fornmed according to t command fromthe regi"stered card I ssul ng

nmachi ne 10lg&si fass bibeg . ahw\he difodifent QEMkg. B,06R8 Y1HEIOEeOLAY NG the
area defining area and the service form ng processing of formng the

servi ce defagitne area d&Limbdd WIoRKk by dderisnfdefitcainglbidsk iexsnpwa. The
area form ng processing and the service form ng processing will be

descri bed wag han efrsaearvieeidg¥iningndldék. First, the area form ng
processing will be described with reference to the flowhart of Fig. 9.
When the | C card Ghti ofi nher spdtemtinlddies r ¢éfpestbred kimmds i blogksackii ne
101, the registered card issuing nachine 101 transmts to the IC card 2 a
command i nstheimannfacbufingnIdnblock, tbeiissugngectd blbek eindathesystenrred to
as a define, area form ng command) , information necessary to formthe area
defini ng ar@efining bleckihawedorrn baajeably dhepased ajcdfhainguanca timepe
formed, the nunber of Dblocks allocated to the area defining area

(her ei naf t Pf ridi@riCegard ds andoekeY Groddsrofadbet ) legiradn addxgsre§, for
exanple. Wien receiving the area form ng command, the IC card 2 (sequences
91 ) recogn¥BBEEFR hetE r ARge #EFFPRe JCSREGLAVRLYy TNEa ATGHECEYARED, an
al l ocation bl ock, nunber, an area key, etc . which are transmtted together
with the arefiving nhleckfaade rlispesed jif ( FRIMBE PEdSr Bhe 199853¢0de of

the area defining area to be forned is r,eC(l)gni zed. That_is, in this case,
t he addresses higher than the logical "address #FFFCh.

Information on the manufacturing of the IC card 2 is
disposed in the manufacturing ID block. That is, for example,

a unique manufacturing ID, a manufacturing date, a manufacture



28 February 2003 36 m ni nrum val ue of the code range of the area defining
area to be forned is recogni zed as the area code thereof ther, in the
IC card 2, the area defining area having the code range cgﬁfgiﬁﬁﬁb2qqk code
range of the area defining area to be fornmed is recogni zed as an area
defining area of the parent |ayer of the area defining area to be forned.
In the ICcard 2, it is judged in ste®41 whether the area defining area to
be formed has been already fornmed in EEPROM 66. That is, in step S1L it is

j udged whether the area defining area having the sane ar ea code as the area

code of th%o%eae@eflafagdﬁg dP llhet Eﬁ%ﬂu?éét@ffﬂ% ormed. If it

is judged in step Si that t ar ea de Ining area to orrre ‘has been

al ready forned, grprcm ResREASESSE e Fof jign the
case where the a?ggoglgfg?lﬁl ng ar eg to be f g?‘mgch%?%re}ggsaﬁ@%d%/% or rred no

subsequent gye0§888hHge! fD WAJJKED THEE RECat®&id ﬂs%u%@@cfﬁsﬁid/c Qre
duplicatively formthe sane area defining area. is judged in step Sl

that the argapdeblnéduesbear 9s58ahoe WEees that xd%taraezan ahO{d®thndde
processing goes to step S2 to judge whether the code range of the area

defi ni ng argr@drookkether fedecard 2 hesttwinber of all ocated bl ocks ( capacity )
are proper or not. That is, it is judged in step S2 whether the code range

of the area definhnghérssten Befiningdbldeicaptadgsbddet the f@fBer VXJe
stored in the area defining area of the parent |ayer and the allocation

bl ock nunmbesysifent btoakeaoxlefsieri BoakeaownetB byehEPROM 680,03 systemheeyf or ned
is below the enpty capacity stored in the area defining area of the parent

| ayer. Wherand the Jikigedhernsydtam 2yt biatustedewhen enrtaradeceft i fibcat v
defining area to be forned and the allocation block nunber are not proper,
that is, wiencareieddeut aampafthehdCaceaddef iliwd andathe dentoohiek i s
contained in the code range stored in the area defining area of the parent

| ayer or the allocation block nunber of the area defining area to be forned
exceeds the enpty capacity stored in the area defining area of the parent

| ayer, the error Thecreasargining dlockdlpdormgddrepligcaning RetiteFrgqr ea
formng processing is finished. That is, in step S3, a nessage in which no
area def i nidPaar@&e@anCbeEFBRA S Gt e RDAGFE andy PréfaF'éitHé'fﬂ?ﬁ ng area
of the parent layer is transmtted to the registered card issui n% machi ne

101. Accor MAGF the FHIATRSE el LP et e ohRE BRRALGS HGPLd _
regi stered ol d L SSHERo IS h2e8%LE A A Mok O RY alda 't TS
defining block are disposed a code range described later, an
empty capacity, an area key, etc., for example.
In the.service defining block are disposed information
to manage a service area described later (the capacity of a
service area, a service key, etc.), etc.
Next, the storage area of EEPROM 66 is managed in the
sequencer 91 with being layered.
That is, Fig. 7 shows the directory structure of EEPROM
66.
The storage area of EEPROM 66 is designed in a layered

structure in which the area defining area is layered, and the

A



code range of the area defining area to be fornmed and the allocation bl ock
nunber are proper, that is, it is judged that the code r of t rea
defining area to be forned is contained in the code ranggﬂggﬁvgﬂyaﬁoghe
area defining area of the parent |layer and the allocation bl ock nunber of
the area defining area to be forned is below the enpty capacity stored in
the area defining area of the parent I29yer, the area defining area to be
formed is formed as a child |ayer of the area defining area 28 February
2003 38 of the parent layer in step S4. That is, in step S4, the | owernost

bl ock (the Sy HelliAtkgdagstdes IS dPBLOHY aBIdr €5 HavieNah gDt Y
bl ocks of EEPROM 66 (Fig. 6) is ensured as the area defining block

cor r espondider itrd i @raacandehi 8ePgide afefih iy heeged. Further, the code
range, the enpty capacity, the area key, etc. axe witten ( stored ) into

the area defini ng@hkogkeaHgeLininy Hred $4 alfedatdd Q:_%S'Ehbtxﬁ&inég?]@fﬂ tihe
regi stered card issuing nachine 101 are directly witten as the code range

and the ar eghk@realBeryaing dflaabpediinpcsdd hacdddGahgkr paptéeimeat i on

bl ock nunber transmtted fromthe registered card issuing machine i0Ol is

witten as § haneepdby Lapeciticatiion velee which aed yalsldblasafsameg forl' from
the allocation block nunber is witten because the area defining area thus
formed usesidm itfliecitiobhesfather arthe dpfdnengi agegoand it epeilShide
rewite the enpty capacity of the area defining area of the parent |ayer,
and t hen t hiefardad ardanyptbe esgiayen, s ahi enste daphlcdtyi sepresasteings5, t he
val ue obtai ned by subtracting the allocation bl ock nunber fromthe enpty
capacity ofthéaumbeax dEfemptyy bdocksobvahkalple can dngarkdys tpegeyexateten as
an enpty capacity of the area defining area of the parent |ayer. The area
defi ni ng aramace@ssokeyxdesotibed3obnr ofhidie ifavnserd forBeergRficatiomn in
Fig. 7 are forned by the above area form ng processing. That is, assum ng
that at theandshentike; fiens, the aeadedinipg Fxas 94r ) cpowesponds §qe
manager A who is also the issuer of the IC card 2 has all the resources of
the 1C car dtBe gx@a: definbng iliock Pl ds8esibpd it apaReEY W EBMe By the IC
card 2 is from 0000h to FFFFh or 65533 bl ocks, only the area, defining area
40000n of the upddt iR PIRRAINERERE Fi%ro CodEht afbeA| SoF HBHABOBERA { o

oY
FFFFh and t enpt apacity is equal to, 65532 exists_as area defining
ren at i e iaihah SRR Bnpget AcSong GOt ey bR B RERBRaF datE -5 hown | n
Fig. 6, EER 66 _has_bl ocks of 36. _Nh ver.. th sabl CJ i's
equal to 65 aﬁegcgénm%sageﬁn%gﬁziesmgrﬁ% B Btlh‘l‘érrllgt?%gﬁegffc%%%ues’{'y%fter

ook S TS SHRELIFRT 8 PYGRch W R USRIl Liguprce 10
Further, the area defining area of the manager C is formed with
the defining‘area of the manager Bl being set as a parent layer.
The service defining area is allocated to a service
supplied from the manager, and the capacity of a service area
for storing data necessary to supply services, a service key
to generate an access key, etc. are disposed in the service
defining area. Here, the service defining area of 1 corresponds
to the service defining block of 1 described with reference to
Fig. 6.

The service area is a storage areas for storing data



Further, the enpty capacity of the area defining area #0000h of the

uppernost |ayer is equal to 65532 bl ocks whose nunber is snmaller than the

usabl e capacity of 65533 bl ocks by one bl ock because the ar ega(#gg.iu?j_y%ogr ea
e he

#0000h itsel f uses one bl ock. Wien the nanager A shares the nanag
identification codes in the range from 0100h to O03FFh and 33 bl ocks in the

resources thereof, the area formng procassing is carried out to formthe
area defining area #0100h. That is, in this case, 0100h to 03FFh and 32

bl ocks are w hbtegs :tﬁ(;ode range and an enpty capacity respectively into
the area defining ar FHPRLlYTRerehpes, CARAGI Yol geshml l er than the
PWHUs Becabseusee 28

nunber of 33 bi@@k%isqﬁred from the manager A by one
February 2003 40 area déri i nGna¥ ets #@bROBeiri3eL 1 , es; one bl ock. Wen the
area defini ngls?éleglﬁgpcgo is formed, the enpty capaci tJSF GPhEREuated by
defining area #0000h of 117 “rn&ger the inumbegusedsh 23? BJOCKS shared to the
manager Bl. \Mﬁls‘é'i%i&r@n%ger A shares the manager é 7S geps t Hwhitrigon
codes of the range from T068n1% Aismrsedind é%ebbgﬁgéit%he area formng
processi ng iﬁe@dh&hgdag{ééﬁrform t he area defining ar LhHmwsertiae | s,
in this case, 1000h"to dirraging dﬁ(hlessarei@éig;_.gg as a code range and
nto the area defining area #1000h. The

an enpty capacity F@ﬁt%,‘;’ ’lé%t%’ﬁe Axeabate fim 14 mﬂ%}(sﬁ%agﬁd fromthe
0

enpty capacity is sm & Loy

manager A bydefimbi@gkeReGause the area defining area i B&EVicases

one bl ock. when the area %?ﬁ%%%ﬁﬁﬂm&ﬁmﬁﬁd@ oyig enpty_ capaci ty
fEd ®BY188ing ocks

of the area th¥seangag[ ¢a,£0Q90h, of the manager Ais re
shared fromthe manager Bng'%eenl FRE o tdemni ovdgs ﬁé%‘.@leﬁg}?g or #1000h is
formed as delgfiindad abeweanhiheppenager BL or B2 is allowe 8% t he

| ayer of the area defining area #HT S rdefioGaly amearggedgéi_gir{\aqftaejrea and

a servi ce déEfgrrgdareasasn aRleh hd AYE], aOfSei_gi?c above | ayer.
€ code. The Service code



For exanpl e, when the nmanager Bl shares the nmanager C the identification
codes of the range from 0300h to O3FFh and 18 bl ocks, the é@% fo%gg
processing is carried out to formthe area defining area Hary is,
in this case, 0300h to O3FFh 28 February 2003 41 and 17 bl ocks are
witten as a code range and an enpty capacity into the area defining area
#0300h. The enpty capacity is smallerythan the number of 18 bl ocks shared
fromthe manager Bl by one bl ock because the area defining area #0300h
itself uses one bl ock. When the area defining area #0300h is forned, the
enpty capad@ooyhof Héhe, aiten adehi defiin i arédlOhbsefartdic coaBagersdtl tios
reduced by the nunber of 18 bl ocks shared fromthe nanager C. That is, as
descri bed aixxwxh tise hmnatinafapacidescefibele agr ahedafrica REpfdndagh@eah is
equal to 32 bl ocks when the area defining area #0100h is forned. However,
as shown i rxlixgh?, 18 bl ocks are reduced fromthe enpty capacity and thus
the enpty capacity is equal to 14 blocks. ' Next, the service formng
processing w || fhedegun bfdklve aheaefediiaing dxed #60DDbwethaneé mamagey. 10.
Wien the IC card 2 is inserted into the registered card issuing machi ne
101, the rdyistmrotidesrditkausagviee diefdniog aremdnivisidiothaendn@geard 2 a
command instructing to forma service defining area (hereinafter referred
to as a se®vfeppiiessegviormaPOsh of themedsrange Sramo0Qel boARHFR servi ce
defining area, that is, a service code of the service defining area to be
formed, the@hthbares dpfbrikng AnegchdeOh dstaklagatad as geSenvhge smase
(hereinafter referred to as ,allocation bl ock nunber) and a service key,
etc. Wien thfe ther$e¥elee daiigingndked Hereeckho prtice defining ace
February 2003 42 2 (sequencer 91) recqQgnizes the service code of the
servi ce def@hithp HLYICE FOILoM¥EFxt A8 Hersinefber Hiersradheas thee
service key, etc . rther, in the ICcard 2 , the area defining area

havi ng t he %ﬁfd’é‘cteaﬁg iBéxHﬂa?ﬁFﬁg THE%ervi ce code of the service defining
o o2 10, 101 Mo SofSROHL 251,08 UL JHREATM L AL ook "o P
to 8, and thus the service area constructed by user blocks of
8 is usable. Further, the service key of the service defining
area #0008h is set to 0101010101010101.
The layer of the area defining area #0000h of the manager
A is provided with an area defining area #0100h of the manager
Bl and an area defining area #1000h of the manager B2 as child
layers. Further, the layer of the area defining area #0000h is
provided with other area defining areas (not shown), and thus
the number of blocks (empty capacity) usable by the area
defining area #0000h is set to 37 blocks, for example.
As the code range of the area defining area #0100h of the
manager Bl are allocated 0100h to 03FFh in the code range from
0000h to FFFFh of the area defining area #0000h which is the

parent layer of the area defining area #0100h. Here, since the



In the ICcard 2, it is judged in step S11 whether the service defining
area to be forned has been already forned in EEPROM 66. That_is, it is
judged in the step S11 whether a service defining area ha#PA§PIUReY 490
service code as the service defining area to be formed has been al ready
formed. When it is judged in the step 8’511 that the service defining area to
be formed has been already forned, th% service formng processing is
finished. That is, when the service defining area to be fornmed has been

al ready formed, the subsequent processing is not carried out because it is

not necessagydd TahdR! b€alle/a¥a- déLIMiarea®r @eVhsRagef Bl RY SRR
Further, if it is judged in step S11 that the service defining area to be

forned has gpjowes) o3eFARdo1dR WHRALSS BHeURESifEn StAReSEZ tRe ] diipe
whet her the service code of the service defining area to be formed and the

al | ocati on bhmRgk iRUBBErad thepPagel ycddeo€ PRORAeO0lefOhing Hidh b ¢hdt iS
judged in step S 12 whether the service code of the service defining area

to be fornegansge0Blai Nectlidy ! BReGadRy 8ap8c st Paad tie bRtaatdaodalidli ng

28 February 2003 43 area of the parent |ayer and the allocation bl ock
nunber of tareesetafitdndeiiraa i 100h hoehsed aoned drsd Reh0wohbgogoasao capacity
stored in the area defining area of the parent layer. If it is judged in
step S12 t haéspétismlyi.ce code of the service defining area to be forned
and the allocation block nunber are not proper, that is, if the service
code of the servilje dayeniafgthe eereaodefiningradenstridOhcofitthieneanagert he code
range stored in the area defining area of the parent |ayer or the

al | ocat i on Bl dekpremited withitdesarea defdsfingianpaat @30lvolfetfeomapagex ceeds
the enpty capacity stored in the area defining area of the parent |ayer,
the processfi§ ﬁégélﬂdagleé”pﬂ%qfo haitherandehearge of Yheozessdafinimg t hen
the area formng processing is finished. That is, in step 33 a nessage in
whi ch no sefe et tfFihiofgthpcBarageoiC maef aihegarad t 40 Qhayer 08FFRhin ar ea
defining area of the parent layer is transmitted to the registered card

i ssui ng nmachPReCARL FaRgeo £PRgP L00R (£q P3EFRA9E the axaa,/ def18dPEInRHRR ar ea

can be for he ot her hand, it _is judged in step S12 that the service
code of thgfgle?(\%é"é’l&?f 15ith¢ BRESEJLaye Bpgﬁﬁ°5nd‘°cr}?e 51RCR Ao PE ock

mb ' i fo.th ' de of th ' i ni
roa o bo POIE®S EEHSH AeFiPASeIE Shas EROMAPAIeE Rotarisarult PR ng ar ca
f th [ f.th [ fini
area o be [o i Aok fin oD ngn ity W R Chab ol M Bt hi ng

area of theypafenty layehye! BE PAOCHSH ML A% %g! 8rEL &P It Winager c.
The empty capacity and area key of the area defining area
#0300h are set to 0 and b0b0b0b0bObOb0b0, respectively.
The layer of the area defining area #0300h of the manager
C is provided with a service defining area for service supply
by the manager C. 030Ch in the code range from 0300h to 03FFh
of the area defining area #0300h is allocated as a service code
to the service defining area.
The capacity of the service defining area to which the
service code 030Ch is allocated, that is, the service defining

area #030Ch is set to 16, and thus the service area constructed



28 February 2003 44 which the service defining area to be fornmed is forned
in the layer of the area defining area of the parent Iayeﬁ;BF%ﬂg@% izao in
step S14, the | owernost block (an enpty bl ock having the Tar lyIog?cal
address) in the enpty bl ocks of EEPROM 66 (Fig. 6) is ensured as the
service defining block corresponding to the service defining area to be
formed. Further, the service code, tlw capacity, the service key, etc . are
witten into the service defining block. In this case, in step Sl14, the
service code and the service key transmtted fromthe registered card

i ssui ng maghj i t ' : u bt ai tractin
from tge aﬁr}logg %g%lgﬁg)g%%fr’]gﬁb%%n }t%;éa%tss%at't%—&c}&l?%m ﬁ:ﬁ% %gg?‘g?%%ef clégrd ?
i ssui hg maghjn y | Se W n . city ai ned by
subtractingﬁ¥%gegﬁigga?%%hﬁﬁﬁ%g%%%uﬁgz?égﬁuﬁ%gg &%i?%%ﬁﬁgéggﬁggaphé service

defining area toggﬁef OEﬁgd%ﬁaeéit‘iﬁ%?!t%kseLOié{a]EQre?‘tharFa(%;d%’ ibSA QGles whose

nunber correspon to t acity witten 1 n the service ng area

t hus forne%%vqc%eh@%&ﬁgnighﬁgi#%locﬁd%eégaﬂ%eq%i Ngn&r EL s A NS U ed

as user bl ocks constituti service ar managed by the service

defi ni ng arc%inﬁ'ﬂ%"?@é% ﬁbaoéﬂ‘itEEQfE%%%s”SnQQ‘i%]gk%sSE%‘ér_%%.ée dd¥ gl S15,

the enpty capacity of e area defining area of the parent |ayer 1Is

rewitten, R, N8oSehyt dhd AubBY &f WRTKsNBeifigfisdSN@deqihfted 37 in step
S15, the val ue obtained by subtracting the allocation block nunber fromthe

enpty capagispe+afy beeadseackteiddivigeanefifing haranesochayeists. ndy 28
February 2003 45 witten as the enpty capacity of the area defining area.

The servi canfitldrbfigbBé&Ias WEQRABNby AN Ateat’QeOThing ddear WeBOQRISE A B2, C
shown in Fig. 7 are forned by perform ng the above service formng

processi ng.lalfeat toé whivhethd Bervibeader iAify picack0 3dch belyhgedsyaquei ng t he
identification code of 0008h and the capacity of 9 blocks in the resources
t her eof , tHhH® zero bdotkriecangr dhes emptlyi caparityedherieotfoisoedquaheservi ce
defining area #0008h, and 8 blocks are witten as a capacity into the

servi ce defdardongFartheit008d. ares dediningohream300l dtkeliresemaaned as
user bl ocks, and set as a service area nmanaged by the area defining area
#0008h. Thdlegkaest gnwarea definingdkagks deccaatiinghy, akredr0daBariat snal | er
than the nunber of 9 blocks by one bl ock because the service defining area
#0008h usesthshargpodefingpenarfa £ 0AbethernuRheyr afdale®londring Ysthed, the

enpty capacjty of _the area defining area #0000h of the manager A is reduced

by ni ne bl ok &aALcHe dBe(Shhtkl ang the nambercRf gspbdenylesks i8c0tht As
descri bed above, the nmanager A,can,sqggbr services by using the service
area of ei dtft ﬁ%ks'rmﬁéﬁf'bftt he e SRS | Hieighurker #boRlocks
allocated from the area defining area #0100h serving as its
parent layer (upper layer) is equal to 18 (=18+0).
With respect to the layer of the area defining area #0100h,
18 blocks are used in the area defining area #0300h serving as
a child layer (lower layer) of the area defining area #0100h
as described above. Further, the area defining area #0100h
itself uses one block as an area defining block. The empty
capacity of the area defining area #0100h is equal to 14 as
described above. Accordingly, in the layer of the area defining

area #0100h, the number of blocks being used is equal to 19



When t he manager B2 supplies services by using the identification code of
1022h and a capacity of 5 blocks in the resources thereof, the service
form ng processing is carried out to formthe service(ﬂﬁ?&fﬂ@“§W890§1022h
and 4 bl ocks are 28 February 2003 46 witten as a capacity into the
service defining area #1022h. Further, four enpty bl ocks are ensured as
user blocks and it is set as a service area managed by the area defining
area #1022h. The capacity witten in $%e service defining area #1022h is
smal l er than the nunber of 5 bl ocks by one bl ock because the service
defini ng are; 22h 4 USR5 b e: SeLy] fiyni ng area
#1022h is #gﬁggéS't%gdéég%i capa@??§fo¥9§ﬁ%e¥?g§9%€f%%i%éhgfegg#%%OOh of

the minage@h@e&%r@?%fg@ﬂuﬁ%égglﬂ%s%&%éeﬁ £ 56n fﬁé\éirgﬁ cgeqifl.:n'l'[n%g 4ar €a

#1022h. That 1s, as cri ove, the enpty capacity Is equa 8

bl ocks at t t gacletianieng [ wever,
it is reducae abtagogﬁ%%ﬁglﬁgat hus ?auap t%éfl%r %ﬁ’%g%ts}fai:s fgﬁg%d?onla ig. 7.
As describq¢1@hqg§u the manager B2 is allowed to supply services by using
the service area of four bl ocks nmanaged by the service defining area

#1022h. Further, oph@fe haFBNAUES ab SRPRLURST SEJ b¥ethd¥rdai d¥k infidly _
exanpl e, the identification code of 030Ch and the capacity of 17 blocks in

the resour caseat heoeoh, of hglesamhgerfm i aR1BERESE NDHICh €8 {¥F®Fh QW toO
formthe service defining area #030Ch, and 16 bl ocks are witten as a

capaci ty i idhe chdeseamgeerfad i0000h aceRFFFA36Ethe Ritchhaeridtngrariaa bl ocks
are ensured as user blocks, and it is set as a service area nmanaged by the
area defi ni#ogodhese OB as tHepappatilayenrtiidredfi.Héle, 8enyée thedrfdeni ng
area #030Ch is smaller than the nunber of 17 bl ocks 28 February 2003 47
by one bl ocddanyecafisthd ageacdef ixeimphiraangf aheandt3fEhBRt e lfFoms0 dne

bl ock. When the service defining area #030Ch is formed, the enpty capacity
of the aredadfifiihnglafeh wBdiDhisofthehnimimagevallie off ddiecaldowy dollenl ocks
shared to the service defining area #030Ch. That is, as described above,
the enpty caras g sst erfudhet aray dgdsckRE the tareat datinbeg ariea af éhealefini ng
area #0300h is forned, however, it is reduced by 17 bl ocks and thus equal
to zero as RANAGEL B2Fig. 7. As described above, the nmanager Cis allowed to

supply services gy using the service area of 16 bl ocks managed by the
servi ce defi ni ngF¥réRexp3%bR. empty capacity and area key of the area

defining area #1000h are set to 43 and c0c0c0c0c0c0c0cO,
respectively.

The layer of the area defining area #1000h of the manger
B2 is provided with a service defining area for the service
supply of the manager B2. 1022h in the code range from 1000h
to 1FFFh of the area defining area #1000h is allocated as a
service code to the service defining area.

The capacity of the service defining area to which the
service code 1022h is allocated, that is, the service defining
area #1022h is set to 4, and thus a service area constructed
by user blocks of 4 can be used. Further, the service key of

the service defining area #1022h is set to 0303030303030303.



As descri bed above, EEPROM 66 i s managed on the basis of the area defining
area in which the code range and the enpty capacity are at the
resource nanagenent of the IC card 2 can be perforned. Tﬁgﬁ#§§@w§286§
capacity and identification codes which are usable in the [ayer of an area
defining area can be restricted. As a result, even when a manager shares a
part of resources allocated thereto (jnh this case, usable capacity and
identification codes) to another nané%%r so that the IC card 2 is commonly
usable, the identification code can be prevented from bei ng overl apped

bet ween dif f er enfgei@nagfes capdcithf JRRAREsGIcRe aRERVRBASSEd Y tisd NY
EEPROM 66 with exceeding a capacity which is.predeterm ned through a

contract orsdfidd kRfiniadg Eeb&URLY22003F 4¥ual the4l, Cafar€ne, séhpisd or age
area of EEPROM 66 has the |layer structure in which the area defining area

is layered qefgfise abed #iiokhraseadtusas bhe blockaas akewsy il aseihidg cation
(in this enbodinment, a key for an area defining area and a key for a

servi ce defbXodky aceahatethef unilssk of bIoaRksabeindAbaNdsaegaaYi €6 key
respectively ) are stored in the area defining area and the service

defi ni ng ar gt ¥lespechuseby, existicher et ths sexodtealefinink dreai go221m.
flexibility and safety to the IC card 2 can be perforned. That is, access
control whibdrtlemhi ghei muhbexiolfi bldgksandabdédby the dbea ldefdaritdg?area be

i npl emented by delivering information as shown in Fig. 11 between nanagers.
Speci fi cal | #10G0ie afamadaryek whi whiahsbthe ssamsices defdniaguereaf #10220C card
2 determnes a systemkey to be stored in the system defining bl ock of
EEPROM 66 (Fekpng isneawalateat kdeasgusehshgr emptiefdapanjtar shereodohs of
itself, and stores the systemkey in the systemdefining block while
storing theedtah tred3 #Foothern theeanee dafdmingnyren ¢ 020b0dIselifendest he
area key of the _area defining area #xxxxh is hereinafter referred to as
area key #H38&kLlock #haan arge dafidydd Rlefkr Acendiagdyst Eintihey 1aWesr t he
area key #0000h and generates an area internedi ate key KA. DES gData
Encrypti on %t dritfaddea ﬁEﬁEn&Fﬁsﬁr?iuéiQ@ﬁ@VpﬁBPn%ﬁ?b9¥gﬂﬁﬁh;ﬁﬁfso ethe 1ike
may be used 2543 SRGaiPtond (Y199 and thd Mnbar 88 udan T b10c ki  is |

equal to 43, so that the number of blocks allocated to the area
defining area #1000h is equal to 49 (=6+43).

Since the code range serving as the range of
identification codes which can be allocated to an area defining
area to be xilanaged is stored in the area defining area as
described above, such a layer structure as shown in Fig. 7 in
which an area defining area of a management target is set as
a child layer and an area defining area for managing the area
defining area is set as a parent layer can be defined on the
basis of the code range.

Next, a process of constructing the layer structure shown
in Fig. 7 on the assumption that the manager A to which the area

defining area #0000h of the uppermost layer is allocated is a



28 February 2003 49 manager Bl, the nmanager A gives the area internedi ate
key KA to the manager Bl. Further, the nanager A determ nes_the ar key
#0100h of the manager Bl and gives (distributes) it to tk@'ﬁ%ﬁ%@%&
together with the area code #0000h thereof. Accordingly, the manager Bl can
recogni ze the area internmedi ate key K' and the area key #0100h t her eof,
however it cannot recognize the systgm key and the area key #0000h of the
manager A which is a so-called parent. However, the area key #0100h of the
manager Bl is given to the manager Bl serving as a so-called child by the
manager A sfpplier aoft B pareitd 20011 v dderiBeadRiti riflereli8edtot e
parent recogni zes the area key #0100h of the manager Bl serving as the
child. Therageagkey #0100h given to the nmanager Bl by the manager A is
witten into the area defining area #0100h through the area form ng
processing (Fig.TEd mahaybe mrieaudeltiy 1¢ it 2404 QR oeliahbe wihogre Bl. The
manager Bl encrypts the area internedi ate key KA obtained fromthe manager
A serving asekhe peqesdt t(lgr.eohlgnthdeammasiderahinfeapseadonn #1008
obtained fromthe manager A to generate an area internedi ate key KBl. The
manager A ahgergsvescture arfediignt 6r dedifaired eim Kifhdé ad kardanager B2 when it
shares the resources thereof to the manager B2. Further, the nmanager A

det ermi nes t he aWleen kelye #1808genf At Béambhaadger sBpplgnd giredetiermtinedhe
manager H2 together with the area code #0000h t hereof. 28 February 2003
50 Accordi sgkyicehbynmsigar tBE cservistognree mamagedabyntbensdirstieekey KA
and the area key #1000h thereof, however, cannot recognize the system key
and the ar 6gfkBa§ng0@a®a of000%h nuthgermemagaw | Ag xagisfergarinto Hbeever,
since the area key #1000h of the manager B2 is given to the nanager B2
servi ng asTedastared dard HeswdhggeachinerMingnisrmpbipnrnenessayy kanager A
serving as the parent recognizes the area key #1000h of the manager B2
serving as IPHB Eh?l%ﬁrvl‘#'ee Safdlnddg #IGGOﬁOBPgEn(?b-the manager B2 by the

rahager Here, the registered card issuing machine 101 is
constructed by R/Wl and the controller 3 shown in Fig. 3, for
example. The registered card issuing machine 101 may be disposed
in a railway station, a retail store or other facilities.
Thereafter, when a user. inserts an IC card 2 into a
registered card issuing machine 101 (when the IC card 2 is set
to be allowed to communicate with R/W 1 contained in the
registered card issuing machine 101), the registered card
issuingmachine 101 carries out the registered card issuing work,
that is, transmits a command and necessary data to the IC card
2 on the basis of registered information to form the service
defining area #0008h. Through the above operation, the user is
allowed to be supplied with the service of the manager A by using
the service area managed by the service defining area #0008h.

on the other hand, when the managers Bl, B2 want to be



Ais witten into the area defining area #1000h thereof in the area formng

processing of the area defining area #1000h of the manag . Th nager
H2 encrypts the area internedi ate key KA obtained fromt%%ﬁ‘éﬂ%%&f

serving as the parent thereof on the basis of the area key #1000h obtai ned
fromthe manager A to generate an area internediate key KB2 On the ot her
hand, when the nanager Bl shares the %—fsources t hereof to the manager C,

t he manager Bl gives the area internmedi ate key Kel to the nmanager C .
Further, the manager Hl determ nes the area key #03001 of the manager C and

gives it tQuf RO tfre (ERAGL R UM L ADS cH LR § %%c%%@@ﬂe%%k‘éf and

0
i
the area code #000 t he manager A“serving as the parent. Accordingly,

the managers €on@abeCROM 24 d N8naEeR A RbeLAREi @& 1 6};‘%' rea key
#03000h thear egf, ﬁowever, canﬁo?a}secogni ze the ar g‘iaﬁ%ggg#%lo ltsg‘ér?he

manager Hl sgio/i e ré§iEebFedr ¥a2803s84iAg WAenRaLeNlo1 HOYRMGHatidhnce the

area key #0100h is givéen to the manager C Serving as the child by the

manager Bl f&iedddGy to form the area defining areas #0100h and #1000h (3),
(4). When a user inserts an IC card 2 into the registered card
issuing machine 101, the registered card issuing machine 101
performs the registered card issuing work, that is, transmits
a command and necessary data to the IC card 2 on the basis of
the registered information to form the area defining areas
#0100h and #1000h, whereby the managers Bl or B2 can use the
resource of the IC card 2 in the range defined in the area
defining area #0100h or #1000h. In this case, the registered
card issuing dealer for the managers Bl and B2 is the manager
A.

Thereafter, when the manager B2 starts to supply a
predetermined service by using the service area managed by the
service defining area #1022h, the manager B2 registers into the
registered card issuing machine 101 information necessary to
form the service defining area #1022h (5). When a user inserts
an IC card 2 into the registered card issuing machine 101, the
registered card issuing machine 101 transmits a command and
necessary data to the IC card 2 on the basis of the registered
information to form the service defining area #1022h. Therefore,
the user can be supplied with the service of the manager B2 using

the service area managed by the service defining area #1022h.



as the parent, the manager Bl serving as the parent recogni zes the area key
#0300h of the manager C serving as the child. The area ke¥ ﬁOSOOh en to
the manager C by the manager HlL is witten in the area def? PWUaQr #0300h
t hereof through the area form ng processing of the area defining area
#0300h of the manager C. The manager C encrypts the area internedi ate key
KB1 obtained fromthe manager Bl serving as the parent on the basis of the
area key #0300h obtai ned fromthe naﬁ%ber Bl to generate an area

i nternedi ate key Kc. Wen the manager A supplies its services by using the

ayer of the ar cBUHERTH e&%“' o570t . HasPeEle ki & FBEvide) "Te
Faoomn ( nENERYELE bRt TS hebE et IS ERE S 4! B ) S°

her ei naf t e eaggs%ﬂ?ﬁg 33gReIEEL R e AN 0l IR bBRL RaBLLDe 2 e

I nt er medi a genera e a service Iat e 000 and

regi Ster.s r%,&ﬁeeiglrj hE8 St‘ﬁ%p'ﬁérgé‘é%l%@ﬁ thtat qggwﬁ{;hwaanlh@e gica

|nterned|a e her he nager A registers € axes code #0000h

of the ar egnésmwsn% 08§ﬁ990m§ﬁ‘.“29£ a3ed dmxﬁ@rv Ig@aaggg@%ﬁgeg% of the

service defining area #0 n the layer o I ng area
#0000h i nt qhbR& 88EY 4R ert2Bal @B did/2 49@3 the registered card issuing

machine 101, the registered card issuing machine 101 transmits
a command and necessary data to the IC card 2 on the basis of
the registered information to form the area defining area #0300h,
whereby the manager C can use the resource of the IC card 2 in
the range defined in the area defining area #0300h. In this case,
the registered card issuing dealer for the manager C is the
manager Bl.

Thereafter, when the manager C starts to supply a
predetermined service by using the service area managed by the
service defining area #030Ch, the manager C registers into the
registered card issuing machine 101 information necessary to
form the service defining area #030Ch (7). When a user inserts
an IC card 2 into the registered card issuing machine 101, the
registered card issuing machine 101 transmits a command and
necessary data to the IC card 2 on the basis of the registered
information to form the service defining area #030Ch, whereby
the user can accept the supply of the service from the manager
C using the service area managed by the service defining area

#030Ch.



~2 supply machine 111. Here, the service supply machine 111 is constructed

by RRW1 and the controller 3 showmn in Fig. 3, for exanplg,.and d are
read/ witten fromin a predeterm ned area to supply a pré’(é&eg’wﬁ%gé&

service. In this case, when the ICcard 2 is inserted into the service
supply machine 111, the follow ng nutual certification is carried out

bet ween the service supply nmachine 1Xglgand the IC card 2. That is, the
service supply machine 111, as shown in Fig. |3, transmts the area code
#0000h and the service code #0008h registered to the ICcard 2. Inthe IC

card 2 (sequencer9ke reldr@hear 00 J00800N A e SRA I o£PYECH0008N

fromthe service supply machi ne 1 are recel card t he

system kGYdéEQEgegi 8 éaeafan@fM&faéumimgﬁ% (t%ieggo@n@nhs fESﬁldtﬁHt’ and

I !
al so the area #0000h 1s read out fromthe area defining area having the

area code #QQQQ’EeE@&%ia\fadiésftﬁfﬂgtblﬁ'é‘qﬁﬁ{é’iéfaétﬁ%l?ﬁv)f:i'ii%ﬁ@ﬁbﬁze%. he Eyﬁaher, the

system key i S encrypted on the ‘basis of the area key #0000 so that the

sane key a&os.-m@nerﬁeoéégﬁwdjfakeﬂmgr%é tica! 8e84ni g tdFes W EReSUPP! Y
machi ne 111 of Fig. 12 is generated. The same key as t%e area Internediate

key KA is %@&vaéeaséﬂnﬁs% PESRSSs iRy o f §irilihy Gdld #&rkeye aKkEntsgdrbar

certification. In the ICcard 2, the service key #0008h is read fromthe
servi ce defirdigwr RirgRd By ithe ddifudiRieti T8, godex4apAdh Trcarsedtormd8gFebruary

2003 53 processing and the service forming processing will be described
with reference to Figs. 9 and 10.

First, the area forming processing will be described with
reference to the flowchart of Fig. 9.

When the IC card 2 is inserted into the registered card
issuing machine 101, the registered card issuing machine 101
transmits to the IC card 2 a command instructing to form an area
defining area (hereinafter referred to as a define, area forming
command), information necessary to form the area defining area,
that is, the code range of the area defining area to be formed,
the number of blocks allocated to the area defining area
(hereinafter referred to as allocation block number) and an area
key, for example.

When receiving the area forming command, the IC card 2
(sequencer 91) recognizes the code range of the area defining
area to be formed, an allocation block number, an area key, etc.
which are transmitted together with the area forming command.

Further, in the IC card 2, the area code of the area defining

area to be formed is recognized. That is, in this case, the



fromthe service supply machine 111. The area internmedi ate key KA is
encrypted on the basis of the service key #0008h, so that éPe sane y as
the service internediate key K#ooo8h registered in the sefdERuayg)
machi ne 111 of Fig. 12 is generated. The same key as the service

i nternedi ate key K#ooo8h is set as a second access key Kac used for
certification. Accordingly, in this cgse, the area internedi ate key KA or
the service internedi ate key K#ooo8h ich serves as the first access key
Kbc or the second access key Kac is registered in the service supply
machi ne 111 . e I I r | at r i

i nt er medi agng.n egﬁKiiX)]b%%ﬁo%é%\% Iﬁghgsi)ﬁ%éf(ﬁr Eﬁﬁag%gsdigﬁﬁﬁ\é(#gt ﬁ% second
access keyKagni I ks (@ ' EC y &Rchine
191 cert 1 PEafabRef ohF Rcsthhel ¥ icher 8kt Godl EnsEbdt Chintife: THar 1
in the seryheersupRky FRCEHLEC ehl det indREOTYBHREF1do 13RI odee ditis
converted accorging to an é?gorlthn1é1. ghat ?S?E{Igfrandgﬁgku%ggggis

encrypted ChHaka®Xngthe Qééé%%ﬁzsféme%efa@epﬁﬁr@ Rfel RS BETRRAACCESS

key Kac, and the encryption resu i s decoded (for ‘exanple, DES-decoded) on

the basis gf FB8ofhiséd AL anSakey dd¥Gniheades Bk e’ pakbht i ayiichypt ed on
the basis of the Second access key Kac. The conversion result "of the random

number base@ieorrthedarsfing hardal i He' Foselited to the IC card 2. In the IC
card 2, the conversion result of the random 28 February 2003 54 nunber

based on the al gepitH¥MME{Frdm, tie isejudderl 8wt 41 Whethees bheda
according to the algorithm Dl. That is, the conversion result based on the

al gorithm Aefiinidgcaded ©n Bd&ohaskdshas héen sAceadyacoensd kiay BEproMand t he
decoding result is encrypted on the basis of the first access key Kbc.
Further, tle®.ethaypis . odnr seseptsl dtdis goeldjednwhéehdmthiesapéa tdeef isdimgnd key
Kaa . In the IC card 2, the conversion result based on the algorithmDl is
further comreat ddvangothengame aren aoger iashirthE2ardhatode off Hdhec amear si on
result based on the algorithmDl is encrypted on the basis of the first
access keydefdningdarka torbe feunsss hasy been niready yfemeedn the basis of
the second access key Kac, The encryption result based on the first access
key Kbc for the &&n¥eris aindass,lin pisedSbrihate thiegarea ndefiining @¢edded on
the basis of the encryption result based on the second access_key Kac of
the first &0k EoFmREc haghebgeR odild§aA¥s farned ekl pPEGa0EMENasi s of
the first access key Kbc and transmtted tqQ the service supply machine 111.
In the ser BXOSSSGEPPy iFahPnehad 1 Thate iSunv& LhEncrBE UVRE s‘%%e M %ne

al gorithm Jaoamthe ICcarqd 2 is co rted according.to _the gl gorithm D2.
o e b G, oL ke EREHOD, Rafre b, P LE AR £omBeRodE on t o
basi ft first key Kbg, t i,r St k i
onerypted SReeRatpnd ERdtedind B8 e ddBul M BRCrER o Gindiiteddiy. 1

based on the 534 o3¢ 1683y KEYrKPEnd Yanld G reAMWRESh PRy " RLL L Dased on

If it is judged in step S1 that the area defining area
to be formed has not yet been formed, the processing goes to
step S2 to judge whether the code range of the area defining
area to be formed and the number of allocated blocks (capacity)
are proper or not. That is, it is judged in step S2 whether the
code range of the area defining area to be formed is contained
in the code range stored in the area defining area of the parent

layer and the allocation block number of the area defining area



28 February 2003 55 the algorithmE2 is encrypted on the basis of the
encryption result of the first access key Kba based on tk&aﬁ cond§®8 ess
key Kac. The encryption result is decoded on the basis of ARy ccess
key Kbc. In the.service supply machine 111, the original random nunber and
t he conversion result based on the algorithm D2 are conpared with each
other to certificate the I1C card 2. ngt is, when the original nunber is
coincident with the conversion result “based on the algorithmD2, it is
recogni zed that the I1C card 2 is proper. On the other hand, if they are not
coi nci dent b the efrhedt Her beltiBe the Célﬁgky? dapdcA4y’ dedrad PR O | {FULPET
(for exanple, it is forged). If the I1C card 2 is recogni zed to be proper,

t he certifid@ﬁiﬂmhgﬂhr@beogetnbc?aﬁgﬁplyhyggjﬂ ne 111 is carried out in the
IC card 2 as shown in Fig. 15, for exanple, That is, inthe ICcard 2, the

random nunber is vgrmenat e6,jalgkd ha £66s @D RWERCELE Scdd tanyRJoaGHY ding to
the algorithmE2 and transmtted to the service supply machi'ne 111. In the

servi ce supptea detlining biba tbohe eoKRedadd €18s W1l oehtibR HIFMOMLDET
based on the algorithmE2 fromthe I1C card 2 is converted according to the

al gori t hm Dfre Rottgrepert,hehgonegndientiesode rarriopheherad goriniwg D2 i s
converted according to the algorithmElL and transmtted to the IC card 2.
In the | C careh 20 bhefamedkisi contxindd inatke cnid hange 28:dmdar waryhe2003 56
al gorithmEl fromthe service supply machine 111 is converted according to
t he al gori twredlefindnghered ofetbe aneasulayenchrt hke allgicadlionablork nunber
are conpared with each other to performthe certification for the service
suppl y nmachhweber of theyaries defhbnindhareaity hel fommabexoeede thesempinci dent
with the conversion result based on the algorithm D2, the service supply
machi ne 111c3Ragidabghrred b the areddefdningnarer oft hhe Hauent Layehey are
not coincident with each other, the service supply machine 111 is

recogni zed BRe SETAY PrATRFFNG 1§ cagkdnpl At ABF e8P and\ban idehargathe | C
card 2 and the service supply, machine 111 are recogni zed to be proper, an
access to ohPy™ifHe P§8F9F‘ng‘ga¥%£lﬁﬁﬁ9@@d That A8/ iR Fitep SR inPABSagRa

e S ha R TR s e Fores L Ta B LS
L P N QT MR I A L,
the area | negq:ﬁgcye%ti%tered card issuingmachine 101. Accordingly, inthis
case, no area defining area is formed (no registered card
issuing work is carried out).
on the other hand, if it is judged in step S2 that the
code range of the area defining area to be formed and the
allocation block number are proper, that is, it is judged that
the code range of the areadefining area to be formed is contained
in the code range stored in the area defining area of the parent
layer and the allocation block number of the area defining area
to be formed is below the empty capacity stored in the area

defining area of the parent layer, the area defining area to

be formed is formed as a child layer of the area defining area



key KA, the area code #0000h, the service key #0008h and the service code
#0008h can access the service area nmanaged by the service g rea
#0008h. However, the manager A knows neither the service R ; or t he
service key #030Ch, so that it cannot basically access the serV|ce area
managed by the service defining area #1022h or #030Ch. Next, when the
manager B2 supplies its services by using .3~1 28 February 2003 57 the
service area managed by the service déining area #1022h forned in the

| ayer of the area defining area #1000h thereof, it encrypts the service key
#1022h st opgdsf, fi Oeq@r ea #1022h on the basis of the area
|nterned|atg E as s mnq?hsgeg 8?6 to generate a service internmediate

key K1102Ih and’ &ﬁgeg] erliitst pog) Nehe'y fniaetaﬁf thﬂiefsqi.gi@t IB%{%‘M KB2

into the service supply nachi ne 117. e nanager regl 0 the

pper 1 ayeruLade ko TpEgdet oFoRREn, iR ey I8 WET MBH ChROeReras)

upper | ayer ove | ning area ereof, that

is, in thi h ea £00es # e e fi e 00h of
the rranage?Eﬁﬁgﬁd Gt%hg(Fgﬂga 6(ﬁ;)oddgs #%g%ié}{)f%}hteﬂ%r ggg PIE!I’EIIQ%EE%I‘ 2%182@00%

t her eof , aeerkaepsﬁameccpeﬁe P dBr HhindAred vo B E6Fh&d NFudtRar#1022h
formed in the |ayer of "the area defining area #1000h. In this case, when

the | C cargnd b&dbnﬁrﬁh?éﬁ thé Oehpey SEApPA iy URINGY aFeahikeg, 1éte.t Bee
following nutual certification is carried out between the service supply

machi ne 1ll¥ragdehh@ddzernr finfo theddrés de@inshgWodk) Féfe, 1A, stdipsagrvice
supply machine 111 transmts the regi stered area codes #0000h and #1000h,

and the serdtactcaien ML From the degisteded.cdrd tiseulifigardchihe 10&8quencer
91 ) , the area codes #0000h and # 1000h and the service code #1022h are
recei ved f age dheestlyiweitsigiplas thehcoe Idhgd antihehé Gresa ke¥,. The system
key stored in the systemdefining block (Fig. 6) is read out, and the area
key #0000hvalug®lRstimesklyy 20D8rasdt bng ¥ f10dhthesalbadation blook nmamberea
defining area having the area code #0000h or #1000h received fromthe
servi ce sufpppsmithedefnan . theregistered sprdehskeing maahdmentl@d éa t he
basis of the area key #0000h, so that the sane key as the area internediate
key KA is YEAsEERa® tieempiicanarisy -(The vabie phtained bitsubiapciings,
encrypted on _the basis_of the area key #1000h, so that the sanme key as the
area inter H‘eﬁi-“%‘flé:n@e?li’(BEaFe@i‘Qlé’rcé‘dni“i\b?%éss\%ifw*&%n SEFARFereRNAXEAL11 of
Fig. 16 |sd§enerat ed. The s key as the area internedi ate key KB2 is set
as a first é&@%ggkéﬁkb‘éh‘ﬂi‘ée@?‘# U5EE; PREaPLBRk-

Thereafter, the processing goes to step S5 to rewrite the
empty capacity of the area defining area of the parent layer,
and then the area forming processing is finished. That is, in
step S5, the value obtained by subtracting the allocation block
number from the empty capacity of the area defining area of the
parent layer is newly written as an empty capacity of the area
defining area of the parent layer.

The area defining areas #0100h, #1000h, #0300h of the
managers Bl, B2, C shown in Fig. 7 are formed by the above area
forming processing.

That is, assuming that at the issuance time of the IC card



In the 1C card 2, the service key #1022h is read out fromthe service
defining area having the service code #1,022h received f;ﬁ:%t he s%§£ce
supply machi ne 111. The sanme key as the area internediat ?me
encrypted on the basis of the service key #1022h, so that the sane key as
the service internediate key K#10022h registered in the service supply
machine 111 of Fig. 16 is generated. The sane key as the service

i nternedi ate key K#10022h is set as aggecond access key Rac used for
certification. Accordingly, in this case, the area internedi ate key K82 or

E Eg 2223&8%2@%%2““ R Fhor L <150 o8 39phdx OF ﬁie%%%‘é%@si‘aﬁ%y ne 111,

. . . SF TS .
"t ermedi afbtf Refobbiedietphd o HEER T S Dhel Beefli R G Riencona
access Key ol fhd $9SRTER! e 2 ESRTHRLL-A003 5%, Theoal, Gepkifl catior

is carried ou card and The service's 111 as

in the casg,a cf.4 W t i n a sult of
t he nut ual Sge(ré?lg??cg%lg%ﬁs,' v%ﬁ;lri g%ﬁ tﬁe |‘%é§é‘%§g2]“§'ﬁ§ gﬁééggﬁlfc‘éﬁguppl y
machi ne 11 i t.G, 4 c 0 h vi ce
Tren manaochBREmSEE AU eEoln h 2k REARE e kARGBOES T o0 BEVY (B fh
transmtte r t r N i inS ktted.hLn | C card
S Aacor o anfy Ee| SREF UAGR PR SRR O Krsdz RETL hEMahlaboR |

service ar aafmﬂﬁge@lréa/ dthaneeisuandef £ 8t fr@fe #0224 9. possi bl e. That
is, the manager B2 who knows the area internedi ate key Kez, the area codes

#0000h, #1000h, thecisay dnivdiment]0d8hshabent e BEY Vige ExopRoM?682RAscan
access the service area nanaged by the service defining area #1022h.
However, tbeosraagessB26 Knoweveei g usAB16 &apaed theys #9uaghd1es555930Ch,

and thus it cannot basically access the service areas managed by the

servi ce debllackg whbeenuhiidiShs amd 12e30Han 64536 bmiejudtharsendgeaifgsuppl i es
the services by using the service area nanaged by the service defining area
#030Ch f or tbd IQ clalrd 2 dezrausfe the mameH addhiringglhbdack3oh isbenace, it
encrypts the service key #030Ch stored in the service defining area #030Ch
on the basfB® blocheard ethe mystesdidefdniing Kok ehistn. in Fig. 18 to
generate a service internedi ate key K~oaoon~ and registers it together with
the area inter mefMEtkeRejthe Zyptah capagibpoef the area defining area

#0000h of the uppermost layer is equal to 65532 blocks whose
number is smaller than the usable capacity of 65533 blocks by
one block because the area defining area #0000h itself uses one
block.

When +the manager A shares the manager Bl the
identification codes in the range from 0100h to 03FFh and 33
blocks in the resources thereof, the area forming processing
is carried out to form the area defining area #0100h. That is,
in this case, 0100h to 03FFh and 32 blocks are written as a code
range and an empty capacity respectively into the area defining
area #0100h. The empty capacity is smaller than the number of

33 blocks shared from the manager A by one block because the



60 K~ into the service supply machine 111. The manager C al so registers
into the service supply machine 111 the area code of the zésgggefi i ng area
of an upper |ayer above the |ayer of the area defining ar oy er eof ,
that is, in this case, the area code #0000h of the area defining area
#0000h of the manager A, the area code 0100h of the area defining area
#0100h of the manager Bl, the area c #0300h of the area defining area
#0300h thereof and the service code #030Ch of the service defining area
#030Ch forned in the layer of the area defining area #0300h. In this case,
when the |G ear ge%ihin N$ELd efh 100 1kBR1FCRYLE CodiAPY ocTRChi ne 111, the

follow ng nmutual certification Is carried out between the service supply

machine 111 and ghen & ardaded Rind %’reﬁstéf@dﬁ‘ igh £Bicfled } Send RGpt§yi stered
area codes #0000h, #0100h and #0300h and the service code #030Ch afe

Lransmi {{edotAchiy oF O drla abPLAlley Lz Rakd0doh SCUUREhIer)a 1ol Ne area

codes #0000h, #0100h and #0300h and the service code #030Ch are received

fromthe seiiueBdSHpPhy PPsMkd&sHakred ko the hénggéd g1 . the system key
stored in the systeindefining block ( Fig. 6 ) iS read out, and also the

area key #0000h, wH8A00Bher #ARAGEr i Spr eshidl fuHEM trMhadfedd @ef | RHinRy area
havi ng the area code #0000h, #0100h or #0300h which is received fromthe

service sup@entdiicaeidalcoddl idefthel PangY SE1dM KW OhS tBNLFYPh &thdn g he
basis of the area key #0000h, so that the sane 28 February 2003 61 key as

t he area | Mleckedi the dtaa Korninggiocasedng The cartrdedeyutizot bermidme
internedi ate key KA is encrypted on the basis of the area key #0100h, so

t hat t he sareakéyfhmsindareadd G00her Disk dse deyhk8 tase,ge0t0latedl FFRle sane
key as the area internediate key KBl is encrypted on the basis of the area
key #0300h,arsb48 Hatodke asame idehenags tsheodeesarngd andeah enptikeyapgécitayi st er ed
. in the service supply machine 111 of Fig. 18 is generated. The sane key
as the areasaspestiwelnt dnkeytke presedefitningiaxea abbtdth kdEhek-empdat f or
certification. In the IC card 2, the service key #030Ch is read out from

t he servi ceCapaciityngsasvalbewithan kbeseppber ¢bd® bI9gkEs shared dtka™ om t he
service supply machine 111. The area internedi ate key K~ is encrypted on
the basis dhaRenageypdey Rap biyssichecanes &b¢ Fearergfingng H‘é'eéa’fﬁea/qg‘lﬂ/ as the
service internmedi ate key Kto,o~n registered in the service supply nachine
111 of. Fi g. tE&liTHEeSaRBeKRIOGK t he service internediate key K/ 030Ch is set

d Kk K, ~ d_for ifi Lon, [ , h
Above case, tho HPER TRFaERAIGAEdoRBY Ron# RARL el EPFERL Koy
K~o, which is.the_first K Kb d key, Ka~ i
Fogh otor ed TAPANSYSER,FAS h AL HENF ke #ORR°ER s BERERBE R At e key
K th ' Bt ' ' [ hg, first k K~
o e, 1o AN b 39TERRAKE Koty OG0 oY pinigel Bl ot acpese ke
certificatlon ISuhghl tRd 8tls bcgfégﬁ@lgl BeehG6266h 2279 00Bh 36T ¥bfedUPP! Y

machine 111 as in the case 0
as described above, the manager Bl or B2 is allowed to form in

the layer of the area defining area #0100h or #1000h an area
defining area and a service defining area as child layers of
the above layer.

For example, when the manager Bl shares the manager C the
identification codes of the range from 0300h to 03FFh and 18
blocks, the area forming processing is carried out to form the

area defining area #0300h. That is, in this case, 0300h to 03FFh



28 February 2003 62 14 and 15. As a result of the nutual certification, if
both the I1C card 2 and the service supply machi ne 111 ar agni as
bei ng proper, an access to only the service area nanaged%%0£¥“@”¥é§€§ce
defining area having the service code transmtted fromthe service supply
machine 111 is permtted in the 1C card 2. Accordingly, in the case of

Figs. 18 and 19, the access to only the service area nmanaged by the service

defining area #030Ch is possible. Th&l is , the manager C which knows the
area internedi ate key K~, the area codes #0000h, #0100h, #0300h, the

servi ce k%ﬁOﬁP{;&oeﬂg 4 w§§.§:¥jeﬁea§ggtg%%%%g%e% E }}Bsgégw' ce area

managed by the service defining area Fowever, e “manager knows

neither thanger (heCaked E2IBnH0RIEAC y0SBDK. ConkCLnfLD 2t ac Ryl bas cal Iy,
it cannot access the service aréa managed by the servite Ining area
#0008h or ghQZ2ER. +hin 4GRF HulBer28PVEs Hl‘lﬁ:l&gﬁgﬁgfﬁd;ﬂ(}%ﬁ&gﬁsﬁaﬂg%ferV' ce

area thereof even when it does not know the area ke e uppe ayer. As

described phoNg. 0@ JEIBERRUBENIRE AELURFARYnGCAYES G 0RR TREAgEd by a
service defining area for which the nanager does not the service key.

However, fQ@ee8xXan®lkBlodkhere is a case where the nmanager C wi shes to perform
not only services using the service area nmanaged by the service defining

area #030Ch thergén dnd azksOdSEINiHEares P340 isCk¥Red Arnare BRpeged 28
February 2003 63 by the service defining area #1022h of the manager B. In

this case, capaoitigrof @het ifeARAINInG 40eAGOADBh HE tIRY MafiSgér 1 WBNaged by
the service defining area #1022h, it is necessary fox the manager C to know
t he area i mednoedilsy aheeyuliBer dhd sabdacksdsisardf) Fabm #HOGHnageecservi ce
key #1022h and the service code #1022h as described with reference to Figs
16 and 1Thagcisydasigdgscribed abesessihe empypi vapdeitey ioff aheaarea from
t he manger B2. However, the service key #1022h known by the manager B2 is
not known Bg¢fénéngtareanhbQidr ideguality3adlokssphentheofreadefinaggr B2,
and thus it is unfavorable fromthe viewpoint of security that the service
key #1022haggpch0l @0y inviarmed.pbHowaven, B ciiopnt ha Ri@eaberl 8H21lpsksnf or ned
to the manager C.
are reduced from the empty capacity and thus the empty capacity
is equal to 14 blocks.
Next, the service forming processing will be described
with reference to the flowchart of Fig. 10.
When the IC card 2 is inserted into the registered card
issuing machine 101, the registered card issuing machine 101
transmits to the IC card 2 a command instructing to form a service
defining area (hereinafter referred to as a service forming
command), information necessary to form the service defining
area, that is, a service code of the service defining area to
be formed, the number of blocks allocated to the service
defining area (hereinafter referred to as allocation block

number) and a service key, etc.

When the service forming command is received, the IC card



In this case, even when the security problemis neglected, in order for the
manager C to access both the two service areas nmanaged by épe ser;#
defining area #030Ch or #1022h respectively, it is necessé yeP%HB"ﬁ§ out

t he processing shown in Fig. 17 in the ICcard 2 to generate the first
access key Kba and the second access key Kaa and perform nut ual
certification for an access to the sqfvice area nmanaged by the service
defining area #030Ch, and al so carry éht t he processing shown in Fig. 19 to
generate the first access key Kea and the second access key K,a and perform

mut ual cert'f'scea&' lg1&N s%\% I~ce aga\%g . 1 he
service def? nq ng d;?le%gfrgfégzﬁéﬁiﬁﬁgzr%él’n%ﬁ T).gr?%t gaﬁu?ua CS%JB%/JT(%;H on
for an accegssinfy 'égglfaui‘&y?éoﬂﬁu@%,t €ne af1dELE M Block ﬁéﬁﬁi?? g every
service area, It I's difficult to access the service area quickly. As a

resul t, wheged £ qey, S¥sd .erﬁu%gxﬁkg-i@ th® ﬁ@maiﬁdzt,%ﬁ&%r%é.aaég_ﬁm@_ of
| rvi ce

tickets in a station; it 1s difficult to access a predeterm ned se

area of theyl& GaRdng 8Rd Y8dd Safbel Sokk 4Rl thdltheNgeyial doaueby aort

period in which a co ter passes through a dgate provided at a ticket

barrier. Thessfie ddfimnePage¥esepé Mo ROGY recdyBRkzEq8SafOhn O4tda
services using the servicée area nmanaged by the service defining area #030Ch

thereof , budefi Sthé areaCes thd PIréie 199y 62 WetdefRiceab AN ihgeas&y Vi ce
defining area #1022h of the manager B2, in order to solve the security

probl em andcense!r el CKk access to the service area, information delivery
as shown in Fig. 20 is carried out between the managers C and B2 and

regi stered into tie ther YCceasdpd) yithdshijndgéd lin Tdtadp is1,1 whethenades C
encrypts the service key #030Ch stored in the service defining area #030Ch
on the basi senti¢éelefrindngnaeeast beefdmyed-hass beent dkxremiye formBdgin 18 to
generate the service internedi ate key K~o030~n Further, the manager G

del i ver s t hBERRON 66e ThatteispdiadtsejkdgedKindberstep Sht whathgera B2rvicencr ypt
it on the basis of the service key #1022h. The nanager C receives the
servi ce i ntéefining cakey kavibrgnthehsame i 8ervniesicegde i @ rheubervicehe
service internedi ate key K,0,0~,, on the basis of the service key #1022h,
t oget her wi defimingangada dde ferneghhas beenrapingady fogmeds Accordingly,
only the service internediate keys K~a, o0~,, and K~1022,,~ are delivered
bet ween t he manadBian &t dfdusyedip thedten SLhéhpkdhesersicqAet ining

Tanager B2 *HEh K DRGSR boprErRb NI Be P TR LG Y 48 RRORANEY onl y
secur 1y TRECHHFBULY 16 tiniateloliE do et br denvics et btnd rEge
to be formed has been already formed, the subsequent processing
is not carried out because it is not necessary to duplicatively
form the same service defining area.
Further, if it is judged in step S11 that the service
defining area to be formed has not been formed, the processing
goes to step S12 to judge whether the service code of the service
defining area to be formed and the allocation block number
(capacity) are proper or not. That is, it is judged in step S12
whether the service code of the service defining area to be

formed is contained in the code range stored in the area defining



K,lo,z,,, and the service code #1022h fromthe manager B2 registers into
the service supply nmachine 111 the area codes of the aregggg%k#kggo eas in
upper | ayers above the | ayer of the area defining area # eor, that
is, in this case, the area code #0000h of the area defining area #0000h of
t he manager A, the area code 0100h of the area defining area #0100h of the
manager Bl and the area code #0300h of; the area defining area #0300h of the
manager C. Further, the nanager C regi'sters into the service supply nachi ne
111 the are internmedi ate key Ka and the service code #030ch of the service
defining arga4/880Gt pareRE idydNanldHY a®iotlEick BAodR My 8f §Fhe70300N.
In this case, when the service supply machine 111 is inserted into the IC
card 2, t heséxaiildafvd_eaiﬁthaAr@&rd bbi fanet) ilsShERSY Ik @rbtPlypRiityhe
service supply machine 11 and the I1C card 2. That is, as shown in"Fig. 21,

the servicestsdrud MinMGR Beeildetiningidfed ©f hhiel Bacaht Paydie, regi stered
area codes #0000h, 28 February 2003 66 #0100h and #0300h and the service

codes #030Ch and F¥1022{s judddicihGueay 412 thseanenservide bodel H€ @eea codes
#0000h, #0100h and #0300h and the service codes #030Ch and #1022h are

recei ved frespvite sefindagsapehytobkdi fermddl .and thiee all Co6&f fb, bidtk Syst em
key stored in the systemdefining block (Fig. 6) is read out, and the area
key #0000h, nufibiOlr @ ho#GatPer sthi®ads putf fheoseibcatode dEftile sigraic@a havi ng
t he area code #0000h, #0100h or #0300h which is received fromthe service
suppl y devidefirling ameéat he banformeyd as ndie condéainetieimetheatodkeyange
registered in the service supply nmachine 111 of Fig. 20 is generated as in
t he case ofstixpd g thieec aggae definingtacearal tihe pareditalayéeyok-the set as
a first access key K,,~ used fox certification. In the IC card 2, the

servi ce keyalosgdian birglmumbercaf dhe seswichedsfining akdd ndear ea
having the service code #030Ch or #1022h respectively which is received
from the sefermad exsgedspbbaierpty) capFasty et dpnkhe areakdef iaing
encrypted on the basis of the_ service key #030¢h and as a result_the sane
kept as t herled Afc&henParfBli htvekethe PIOCRSEingcteesitt steRr 8hartot he
sane key as the servjce internediate key K o,0~n is emngg;ed on the basis

n
of the ser REERS BHY HTTOX, PHIRESEINT k3D thRR dBE | 3583 nfRFRRF ate key
K~laz, h, registered in the service,supply .machine 111 of Fig., 20 is

gener at ed. FHECSEHHR%E g%“’f‘l‘elléei'e&\;'la EP? %t’é‘r ﬁ'gﬂPa&% ak'@??@«‘f%ﬁhﬂhi‘éhset as

d K~ d f i fi i . 28 b 200 7
5200 RS 888 S Bh Bl SRR SR, oo
i nt di at J ~ i Lo, t i v h d
L o G P ads R ol 68 o i SouBECer il A Epaceon

area it o gl Al Gy KR Ulod IR SRION SR 101 CAERALBNAGKEY 1 P2Bacgll ch 1

the first access‘%(ey K~ or the Secon accessAk Kaa“Is generated in the IC
card 2. Thepduidid}ice ddfiidd @elaScanrl bk efotidq bet ween the 1C card 2 and

the service supply machine 1I1 as in the case of Figs . 14 and 15.
On the other hand, it is judged in step S12 that the service
code of the service defining area to be formed and the allocation
block number are proper, that is, if the service code of the
service defining area to be formed is contained in the code
stored in the area defining area of the parent layer and the
allocation block number of the service defining area to be

formed is below the empty capacity stored in the area defining

area of the parent layer, the processing goes to step S14 in



As a result of the nutual certification, if both the I1C card 2 and the
service supply machine 111 are judged to be proper, an ag to t he
service area managed by the service defining area haV|mgé¢?a¥E$V§@éycode
transmtted fromthe service supply machine 111 is permtted in the IC card
2. Accordingly, in the case of Figs. 20 and 21, the access to the service
area managed by the service defining 4tea #030Ch and the service area
managed by the service defining area #1022Ch is permtted. As described
above, by encrypting the system key on the basis of the tmo or nore area

degener at od fk%%ﬁ‘é%ééa#?ﬁ%é“%’%ﬁqw Be88 By R BoPhed e BRms i T and (e
second accep éxé&eyoﬁt%e %Q% Fgfm{“‘u aclgee%tég t%%t bgggggh %{(%t the access to

t he service €a nanage e ser |n|ng 28 February

Sg?fo?ﬁeéhﬁys52.“#31%%9?.1%2@%@‘%2&“ TReeLfipS iR ER Db 1
Cargetod, (Tarind (Gfe DG IbdR1, Mg %eégméfte G 4M0g SR
t her eby enswﬁmtd’se Crl 2 Isﬁcessangeré@eaéeah@ LY, dgeléﬁg% 5 ngf Fi gs.

14 and 15 e nut ual ication processing IS t he

two keys Ofcéfh?eéﬂdrﬁhx@%@%e‘%@hﬁl&e@éﬂrﬁfh S8eLPd

r,
however, it iIs possible to performthe nutual certhlcatlon proceSS|ng by

using only the SEEIEk A86@8S KRY Kafacity, WREhErvide LhLF, C@Se, dfethe 1C
card 2 the two or nore area keys or service keys are degenerat ed into one

second accegsitean Kakobihe n@rvitienget 116i iy blL6BkKeth @Rikh@addsiin #fep WO OF
nore area keys or service keys. Further, as shown in Fig. 22, it is

possi bl e t OSU6E tafe BBEVYEE icode 8adlthebbavned Key eRshyRiteed tehonf L16!t
access key K~ and the second access key Ka~, for exanple, on the basis of a

manuf act ur i nggidkrevedeard sésuithy machiaenbolfaaet di tegtlpWlietenanthés an

i nherent value to the IC card 2. Here, in Fig. 22, with respect to the
first accessakey odktainkd lgnenbppraching foam tieel adlbchyienihlectk ngmbéwe fir st
access key K, ~ and the manufacturing IDto EXOR Wth respect to the second
access key krapsmiteshdrept the egiedt epedDESCd yistsarhinigsmpehine ied. bW i h
respect to the second access key K,a, the encryption based on the DES
system may B@ wektttanad Hye eapsgitie Thervaluepbtaineddy spbtrastirgy 2003

69 first access key K ~ and the manufacturing |D as a key.
the allccation block number by 1 is written because the service

defining area to be formed uses one block.

In step S14, empty blocks whose number corresponds to the
capacity written in the service defining area thus formed are
selected in logical-address increasing order, and ensured as
user blocks constituting the service area managed by the service
defining area. Thereafter, the processing goes to step S15.

In step S15, the empty capacity of the area defining area
of the parent layer is rewritten, and the service forming
processing is finished. That is, in step S15, the value obtained
by subtracting the allocation block number from the empty

capacity of the area defining area of the parent layer is newly



As descri bed above, when the encryption result obtained by encrypting the
first access key Kba and the second access key Kaa is usgguég{ thﬁ gytual
certification, the security can be nore enhanced. In thi guary g

manuf acturing ID is needed in the service supply machine 111, and it may be
transmtted fromthe 1C card 2. Next, the storage area of EEPROM 66 has a

| ayered structure in which the area defining are is |layered, and each area
defining area and each service defini4f area are designed to store an area
key and a service key for certification. As a result, the follow ng access

control having flexibility can be perforned. That is,_when a nmanager serves
as a parenVrﬁgﬁﬁﬁe?saB%FW¥ s BPASLEY BQEEP%i%E?%nﬂﬁﬁﬁPHRF 8LBRr|1 d manager

to which a resource of the parent nanager, i.S .sha ec the child
manager makes anTlﬁ?ljst?ﬁ“?&‘g?%’é}”i%érﬁg?é*rﬂ()%ﬁénaég&ﬁhngﬁsgﬂptﬂftt fie child
manager from accessjng.the I.C card 2.b [tering t area_key, stored in the
ar eagdefi nf“ﬁBagFﬁﬁ.A'S%@Ci ?i%kﬁ"f'}/fmf Jrgg aﬁ'ﬁ?eé‘?/ﬁber#qgﬁep q_%g{‘?t ops the
service supglé of the mepager Cin Fig. 7, the manager Bl alters the area
key #0100h%8P8FelFH The %é%’%%’ueﬁglgﬁéa #0100h of the IC card 2 . In

hi , th iy dj is | . d
Further the ar eatlE dPradial s dyriiRek X =uBRT¥Es nlp A ioeiiEr pg1nd0",
Lhe Manage G pﬁéﬁ'ﬁrf{@ i AN bae Zf d:cf‘o%rh”%%i 9% a %c’itég §£e@61%%iémd' ate

ey KC before thée alteration cannot access thé Servicé defining area

#030Ch. Thq,MAA0eLs ML N HSrddiE R:"l‘xrgeQter%f}égfé?ﬁen%&gra%g_gxgo%hserVi ng

as the parént nanager of the nanader may alter stored

in the ar e%aé%&%ggggtaﬁgaf#ﬂpm t i Biekih g agrEs Seddbere anfr Wi ce

defining area # wever, 1n this case, the " manager B2 which is a

child of tlgoBREAGES whi€8BAUs 8T iltheiRes thels &FLidTBBRIRInH iR
service defining area #1022h of the manager B2. That is, when a manager

al ters the $a008hk e 6 0Eight enptiyPIRSSHDA Le led stgeaSEs aseYimadkef,i ni ng
areas managed by area defining areas in layers (child |ayer, grandchild

| ayer,, .. anddet &6 add &fvidn] apeAnantged by tiasasedideginny ke earirodsty. | n
Figs. 20 and 21, the nmanager C uses (the service area nanaged by) the
servi ce defrhei pgpactay#ip2ebenwfin tharareagdceBaet dning| yréo #doogmniager B2.
However, nore conplicated conmon use of the service defining area is
possi bl e bemadéernthagetise fromisomeft §pelocks key omenbjecknbecBpaxithecal |y,
for exanple, it is assuned that a | ayer structure shown in Fig. 23 is
const r uct e@¢erNiEEPREFLBENg Threa i £0008h Kisgs 28e hhoakea defini ng area #5000h
of a manager E and an area defining area #7000h of a manager G are forned
as child | ayers Bhenide ggevies defeningargatitiosy by farmedorhesmntive
manager A serving as _an issuer of the IC card 2. Further, service defining
ar eas #5008’ﬁ‘,P"=‘9-°;L’rgll¥8%’,—c b seaqaAGL 4850 R LG% HOQPRBOF (fhe manager A is

reduced by nine blocks which are shared to the service defining
area #0008h.

As described above, the manager A can supply services by
using the service area of eight blocks managed by the service
defining area #0008h.

When the manager B2 supplies services by using the
identification code of 1022h and a capacity of 5 blocks in the
resources thereof, the service forming processing is carried

out to form the service defining area #1022h, and 4 blocks are



28 February 2003 71 the | ayer of the area defining area #5000h of the
manager E, and an area defining area #6000h of a rranagery#%eli.sqforﬁgg
Further, service defining areas #6008h and #6048h are fo Rigidoatd ?ayer
of the area defining area #6000h of the nmanager F, and service defining
areas' #7008h and #70C8h are formed in the |layer of the area defining area
#7000h of the manager G In the above«genti oned | ayer structure, the
manager A encrypts the system key on the basis of the area key #0000h as
shown in (A) of Fig.24, and delivers the encryption result to the managers
E and G sepyi e ' Wr L £ f. Ei t he
manager E g%%?g%‘?:ag %nctgﬁébgg is of t eeé%rrggeg;@é %rfﬁegé?]%ﬁrllglbti on

resul t of %gggﬁxﬂ ef&ﬁg%e y! Bfoéﬁiasr@feﬁs%egr 8 & 1000 Lﬁaggihe

manager A, uses t cryption result as Irst ‘access key
Further, t I r i ‘%ﬁee%f g tion
resul t bfasleig sro%nﬁg sgggg@%eﬁ%%%%ﬁéiﬁgggga ve c)‘/%mf eaé%s]?%sg?ﬁggch of
the servi C%nEeaé?ﬁépﬁﬁmerln *EﬁQ%Br@ﬂée#éé%ﬁa%%@eﬁw?gbﬁi %b nal

encryption result as "a second access key K~z . wn in 24, the

manager F gmadyep! tifgh WH nuBeli 6815 306RAE B9YoKkEIbIddIe HrR@uYRB! £AA Tesul t
based on the area key #5000h) fromthe manager E, encrypts it on the basis

of the aregekeyc#688finimchredt $10Rehenes¥pti @fed &sid hiaska first access
key KPI. Further, the nmanager F encrypts the first access 28 February

2003 72 key KF1 héwtRewetticenidfigling HoeL£d1002h e fyrmaedeyhe/epod)
successively on the basis of each of the service keys #6008h and #6048h,

and del i veraphbetgnef Yhki ared dsiflining diea #a0aghro £ the Rasayer B2 is
successively on the basis of each of the service keys #5048h and #5088h.
Ther eaf t er retiheeddyafdsldckisssbaped tedthe slertieealafiyinigoaree #albe2ht om t he
manager E and delivers it to the nanager Gto encrypt it on the basis of

t he servi c@hhéyist/@88@esdhiberhnrbgye,Fthe empyy caplaqitih ishegeak byoptBon
result fromthe nmanager G and uses it as a second access key Kgz. As show
in (D) of kilgckeat the timeaghen Chemnegmpdefintneareqptli W9y s Formetl, t he
system key based on the area key #0000h from the nanager A on the basis of
the area k&pweyebohit dgdredeaed hy &nelqqlks ndr Ehys equalatei4sblaskess key
Kal . Further, the manager G encrypts the first-access key Kal (the
encrypti on2fe8BPYRpIR BN the are key #7000h) successively on the basis of
each of the service kg#sei #7008h and #70C8h, and. deli

he final
encryption resul #8138 dhedhaeyer the SROAGEE 52 Jt‘fnaiﬁrﬁ"s”ﬁésé% 5 n%tlﬁe
ervice key #6048h. Thereafter, the,nmanager el i o the er E the
oncrypt i onSFEYAPES JoY (P b 6 GFLELRE,ASRDAE BB aehe fanad s Bncr y p
t he encrypttigon re‘s,ijlt gy cessi veleya %’1059?1. basis of each of the service keys
#5088h and #50E8RY Re Jh'é’grégr B suppli'ed with the encryption result

1T L% TR PR 38 ol b RAORBASERS KRkERLe o} Rl C%E
for example, the identification code of 030Ch and the capacity
of 17 blocks in the resources thereof, the service forming
processing is carried out to form the service defining area
#030Ch, and 16 blocks are written as a capacity into the service
defining area #030Ch. Further, 16 empty blocks are ensured as
user blocks, and it is set as a service area managed by the area

defining area #030Ch. The capacity written in the service

defining area #030Ch is smaller than the number of 17 blocks



28 February 2003 73 by using the area key and the service key stored in
EEPROM 66 according to the sanme procedure as the case of i&g. 24 &ﬁ
generate the first access key and the second access key, ?@H?V 03 ¢ ormmon
use of the service defining area as shown in Fig. 25 can be nutually
perfornmed anong the managers E, F and G That is, the manager E can access
only the service defining areas #5008,,#5048h, #5088h and #50C8h t hereof .
The manager F can access not only the service defining areas #6008h and
#6048h thereof, but also the service defining areas #5048h and #5088h of

t he manager, E and.t.he,service defining.are 70C8h of .t ager The
mnager & o2t S IR Begafiger e Rk Hef (i) Hhes 453 0BRaH e 4rocen
t her eof , bU&%Q%SOhngiggﬂ}” ce defining areas #5088h and #50C8h of the

manager E an S erice defining area #6048h of the manager F. In the key

delvery 25 Snowuldh Eygogtts IR Ag i GRRRAPLE dbReh Gl | >

of a manager is Known ano manag

onl'y byt hee SarHEY S EhErened HhFiRally 408 IR oF S ilfShr S0ELCe

ranager o & ogiced BYCPTRIBEKE BdTeATo tHE SEINIOE At MR e 4SO Y 1
axe never kopup 4y, bBSBNAGRIS aBofBl he BibtD lapditdeseTddied eRoyp, when

some manager alters Its area key, It is inp o-acces t he

service defpbERs 3tChve TANRIALNYNE Al & UBing APELNF0306R i £bPRedaYeEr 1N
the | ayer 28 February 2003 74 of the area defining area, that 1s, when

the parent peRaeeF, alt AsSrblgcad & HoYp16bRs Ed €ndB B toABBeb agcess
the IC card 2. However, in accordance with a specific key nmanagenent

met hod, an gréessi®frggspecific child manager can be prohi bited.
Specifically, for exanple, it is assuned that a | ayer structure as shown in
Fig. 26 is constragtdssdribedPROM/E66. thatanageri 0 fE Gl IdwedaBoasepplief i ni ng
area #8000h of a manager H, an area defining area #9000h of a nmanager | and
an area def services dy #ACOGhtd sarvdhneagereal ofir k6 bdorkd msnaded thyl tger s of
the | ayer of the area defining area #0000h of the nanager A serving as the
i ssuer of thaervireadefihidgirardear #086Chi ce defining areas #8008h, #8104h and
#8105h are fornmed in the |layer of the area defining area #8000h of the
manager H. |n t hehsadescribedrakove,c EBPROMAS dhomnaged ap biie Biagis2gf t he
manager A encrypts the system key on the basis of the area key #0000h and
del i vers t hEheme¥sprdafiniag prepoin Hehifthddér sofearange and,ithg 8BPEYI | d

manager s t hereof .
capacity are stored, so that the resource management of the IC

card 2 can be performed. That is, the capacity and
identification codes which are usable in the layer of an area
defining area can be restricted. As a result, even when a manager
shares a part of resources allocated thereto (in this case,
usable capacity and identification codes) to another manager
so that the IC card 2 is commonly usable, the identification
code can be prevented from being overlapped between different
managers and the manager can be prevented from using EEPROM 66
with exceeding a capacity which is predetermined through a

contract or the like.



As shown in (C) of Fig.” 27, the manager | encrypts the encryption result of
the system key based on the area key #0000h from the nanager. A on the basis
of the area key #9000h, and use the encryption result as 48 FebianV2008ss key
KI1l. Further, the manager | delivers the first access key KIl (the
encryption result based on the area key #9000h) to the manager H to encrypt
it successively on the basis of each of the service keys #8008h and #8104h
as shown in (B) of Fig. 27. Then, the4ganager | uses 28 February 2003 75
the encryption result as a second access key KIZ as shown in (C) of Fig.

27. As shown in ¢D) | Qearilp t I o e_encr Lon
result of the syg"t;?etr:# e@ %gé‘édzbnaf%e@%?g ekéf/ggoc%%%‘r%%ﬁbgn? hmeasﬁhgger A on
t he basis qf 090 S rypt.i a first
access keyqﬁ, , L. Sgggté.ﬁ‘glfeé(lt e nalr}agtgéj aﬁ%eﬁ%gg?gﬂghye&% ggtig’zécj"leésqs% ey K ,1

(the encryRiddansesuld +Basetb . (e raneey keynd A0k OoL i ARIAGEN H 1O

encrypt the encryption result successrve asi's o t he

service keys #8898 heiih RIS Na ey %‘gnaﬁ LA dg%i%gg ﬁe%lﬁﬁ M?%)er X

uses the encryption result as a second access key as shown 1 n of

Fig. 27. |nedhbSsépdfoe deriienhGred dré r&PerSYs @Mk ia%eﬁ”ﬁé#’%itnﬁg ?g he

using the area key and the service key stored in EEPROM 66 acco

sane procedUserascé Reyoash it ibiedy)Hrd St8£88 Al thd ABeh idetlindngeneakey and
t he second access key, whereby the manager | can access the sefvice

defining argas #H0GHvaee EREQAANGT akbe HaBpectiveRNd ddecHBNadess Can
access the service defining areas #8008h and #8105h of the manager H The

manager H faomtrdlhehseh i hidhf imiflexdbed ittt sadedy t® theMOaraise the
data thereof between the managers | and J, and forns the service defining
area #8104 erart®E)plerdsrmedo-cal |l ed dunmy service defining area to contro
the access to the service defining area #8008h by each of the nanager | or
J. Accordingly, trhatsisyiaceeascasntmolagbdchbyid hdgheiwvifdexib2®ifelamdary 2003
76 defining areas #8104h and #8105H are not necessary, and the capacity

t her eof maysafetaquen the zB€ocard 2hicancdwe, inpkemsntgsl coywhdel tvexrimgnager H
alters the service key #8104h, the manager | in which the second access key
Kl Z i s gencfdficd@apiogspfgshawnsin \Fig- ddy bedween menpgetsr mt he
certification processing in the IC card 2 cannot access the service

defini ng area #8608RifiRallys, thal PanageRcRedliely akro swoxNeRe afefthfl ng area
#8008h by the nmanager i rohi bited. on the other hand, for exanple when

t he manager*3§%4% & stp;%_eiée‘?@ﬁ%ez €& eFB1B5A, 2 1Mt AT €9 PR SHRYSH t he
Second accen e e SIS e Bk B TS S8 ok SO 1o
SEIYheS e 18 SRR T pEBhY I REREET L LREBET S
system key in the system defining block while storing the area
key #0000h in the area defining area #0000h. Here, the area key
of the area defining area #xxxxh is hereinafter referred to as
area key #xxxxh.
Further, the manager A encrypts the system key with the
area key #0000h and generates an area intermediate key K,. DES
(Data Encryption Standard), FEAL (Fast Data Encipherment
Algorithm) or the like may be used as an encrypting method.

When the manager A shares the resources thereof to the



As descri bed above, a specific child manager can be prohibited from
accessing by using a dummy service defining area. Next, Wﬂf@ Lagh St er ed
card issuing machine 101 is disposed at a station, a retal %%@&gzggﬁother
non-safe places in the case where managenent information ( hereinafter
referred to as registered card issuing information) to nmanage user bl ocks
such as the code range, the allocatiofgblock nunber, the area key, the
service key, etc. which are needed for the manager to formthe area
defining area and the service defining area as described with reference to
Fig. 8is &x@wagb%r 84, | fhé Nanagdt meQivas RO 4 iRk gde CREF ®,SSUI NT
machi ne 101 and the registered card’issuing work is carried out,” the

probabi | i t ot BAE ManagERiB1 . PEFASthER, Ve mafabaP Rl HeteATRBS | ¥k Arehhe | i ke
is carried out is high, and thus it is unfavorable in security managenent.

Therefore, Kgy §Di60K ¥ thaSmeARYdY B Ihd gitls pdIPERORItad) ¢R Wb ldhef Orm an
area defining area and a service defining area (hereinafter referred to as

a regi St_er%n%gl’e@‘ BISULHELHER! with &M red Ebael #0066 @by | ssuing
information and transmts the encrypted registered card issuing information

to the registeregfceardih§gbyj NghanehinagetOB1l héongRedogh 286 M8 Grgaedi UM
121 such as a public line, Internet, ground wave, a satellite line, a CATV

(Cabl e Tel evitermepiiaeewRey Ky anhbethékeréo Keggi#9tlenht bRei &b Oy Mdvwerer Nt o t he
regi stered card issuing machine 101. In the registered card issuing nmachi ne
101, the enidr gphadtreepcdreiad ther dystenikay anfiothatamsa keyt #@080h tdfed t o
the ICcard 2, and in the IC card 2 the encrypted registered card issuing

i nf or mat i orthes mdaageedAtwhiah mst lae sareallied iparanptar awendrt heheeandace
defining area. Here, Fig. 28 shows a state where a storage area to supply
servi ces bykey #fhagerofiehenaraasy Bitisl gdvetcyr theowrndgrreBdrserving card 2
in which only a storage area to supply services by a manager #1 is
construct ed®s & §Pa§élgﬂ@r@hilﬂa h¥e gihet mpBageErAl seyaiingg agoERe i Baxent i ed

out). Next, Fig. 29 shows the construction of an enbodi nent of a registered
card i ssui mpdhEbee shiemanigee hgeRving 2o tHeRAYINE receIrbies &b JOTB 78

above registered_card issuing work. ) .
key #0100h of the manager Bl serving as the child.

The area key #0100h given to the manager Bl by the manager
A is written into the area defining area #0100h through the area
forming processing (Fig. 9) of the area defining area #0100h
of the manager Bl.

The ménager Bl encrypts the area intermediate key K,
obtained from the manager A serving as the parent thereof on
the basis of the area key #0100h obtained from the manager A
to generate an area intermediate key K.

The manager A also gives the area intermediate key K, to
the manager B2 when it shares the resources thereof to the
manager B2. Further, the manager A determines the area key
#1000h of the manager B2, and gives it to the manager B2 together

with the area code #0000h thereof.



A registered card issuing information supply apparatus 131 transmts

regi stered card issuing information (hereinafter referr rypted
regi stered card issuing information) through a transm szg'q:e%?lﬁégglzgén?lﬂ to
the registered card issuing nachine 101 by performng the registered card
issuing information supply processing described |later. The registered card
i ssuing machi ne 101 receives and registers the encrypted registered card
issuing information fromthe registered card issuing information supply
apparatus 131. Wien the IC card 2 is inserted into the registered card

i ssui ng machi nkcgotdingdyr edib emanager iBhufay megugmeizeltheamarda s t he
encrypted registered card issuing information to the IC card 2. The IC card
2 recei vintehmednatgpkey Kegnst thedareadkey skl 0Q0h ifhered £ ohdwesrext he

regi stered card issuing nmachine 101 and perforns the decodi ng processing
descri bedahaderrécogeioe e lid aysteny Regdandotlsé erresh kayd#0060hngf itHeor mat i on
to the original registered card issuing information. Thereafter, the IC
card 2 ppahaged AheepbONg &s cthé oparawt procwssery £ inde e WrseREEe
formng processing (Fig. 10) to formthe area defining area or the service
~ defi ni ngg 20 e6nh v e ARslaged BRhesdgbpsiectd adicsmahadesany ¢&SKing as
information. Next, the registered card issuing information supply

processi ﬂﬁecaaiw%%bﬁhématMe&em §EQR7§.ﬂgcaédthé5¢léﬂQnt N eHeRdryexippl y
apparatus 131 will "be described with 28 February 2003 79 referéence to the
fl owcharg é’érﬂ.ﬂg :f’é)-th@?arﬁﬁits na%ed ikhelhb@al REQT FROOOR SERMY

apparatus 131 i1s " supplied with a code range, an allocation block nunber and

an area keNa868pdgd Lari;9n a8 *heacHefigni ng area or a service code, an
al l ocation ab?ock nunber aﬁ]d a service key needed to forma service defining

area. | st ep Fdaldiekbot B E61EG 1A e 3 RinkBES IRy EnE fiigid on the

basis of these I nput I rmat 1 on. t Is he co range, t

al | ocati gy yhen Anqnhe. AESE- &£ L d0Yi00BE BheRr{AikHe ar ea

are input, these data are assocliated wth each other to formthe regi stered

qi . . . . ; | . q
the ser vibed ARl bRl s H o Phd B R Pl g e 1008 O T e’
dat a aremgﬁgg%aﬁgd with each other to formthe registered card issuing

i nf or mat1 on. e pfocessing goes to step S22 to operate an error correction
he operat on ToEUPEPFaeEoRe, SRR MRETREER] U e g i
" seui ng TrFAFiafERoh Bt WehRucE B Aty dD A G varndlf, GESTSH "1
oy of thie dPadingdt iy e ey OGP RRPLEG Bron T Heier I 70,

ggogeggi&? §ehiPhPg 8he8rbe PReLohERTa0A GG RASIS of the 28 February

Oon the other hand, when the manager Bl shares the
resources thereof to the manager C, the manager Bl gives the
area intermediate key K;, to the manager C. Further, the manager
Bl determines the area key #0300h of the manager C and gives
it to the manager C together with the area code #0100h thereof

"and the area code #0000h of the manager A serving as the parent.

Accordingly, the manager C can recognize the area

intermediate key K;, and the area key #03000h thereof, however,

cannot recognize the area key #0100h of the manager Bl serving



regi stered card issuing information, and it is set as encrypted regi stered
card issuing information. Thereafter, the processing goes to step S24 to
add an identification code (when the encrypted regi st erd8d-ahauartyi2@83ii ng
information is used to forman area defining. area, the identification code
is the area code of the area defining area concerned, and when it is used
to forma service defining area, the ftentification code is the service
code thereof ) as a header to the encrypted registered card issuing
information, and the identification code is transmtted through the
transm sgj o | 2 reqi d rd, L.SSui i
thor oat t 3¢ EBFTr G iRt SR B, R8sl R T SO eef et g
processipg. Accordingl for exampl en.the parent manager A forns the )
B ea der PiipBEGRESE RS darv Shat S EhE) RETA AL, 8 TindTer B donlil ypted
regi stered card issuing.information as shown in (A of Fig. 31 is
t r ansni t?%otctf? SAGSTE o &%’E‘@P@ﬁeEaﬁn{j eIy aisnFé?rBE’F%t InLEBHr at us
131. That,is, the area caode #01ogh of the area defining area #0100h is
di sposedtBe argaakey 393999 R&adhsr Mapa gt Oy SeEy ingyias: &hey chdd 4 ssui ng
information of (A) of Fig. 31. The area code #0100h is_not encrypted in the
| C card 2 becaFBe 3%¥eq keys#fA3P8h ebRpitA thRdPRRERE G Byckhe mMANAgaL t he
area code_ #0100h is recogni zed on the basis of the code range of the input
i nf or mat Bbni§ wWritdanednsthe careadefigsing greas ﬁ?%ﬁ?ho‘?ﬁ%‘i&‘fptg yEhssrghat us
131. This is because = 28 February 2003 81 according to this enbodi nent the
m ni num Yheuarea foemindcP¥o@gesbngtel theaxrd (dehinineanea §d3%h an area
code and thus the area code can be recogni zed on the basis of the code
range asoficthei panagesve. A code range from #0100h to #03FFh to be stored
in the area defining area #0100h, an allocation bl ock nunmber 33,
a0a0a0a0a0a0alOBile amanhgesr ¢h frGrypui9obhendreac hinteoweidiate keyc&ssi vel y
di sposed subsequently to the non-encrypted area code #0100h as a header.
These arebkainggtfxbnftheumanaged Bb seaivigigs hadolwe parent gn Bie b&sis on t he
basi s of 0123456789abcdef as the area key #0000h of the area defining area
#0000h sef viihw axeat key pd300h lobtarinedizamt tiee mamszger B2 fogendadateser vi ce
defining area #1022h thereof in Fig. 7, the encrypted registered card
i ssui ng amfareat inhermedhatve key(B). of Fig. 31 is transmitted fromthe
regi stered card issuing information supply apparatus 131. THat is, the
servi ce code #i@z2htbé mapagervAcsuppliesndtar ear¥ie2ah bys udiisygoddd as a
header at the head of the encrypted registered card issuing information of
(B) of Fervide aifen managed ey dhetd 620 hcesiemin ny ayehe#io 0 08h Hoxnedard 2
because it is used to recognize the parent |layer (the layer to which the
servi ce iefuhe dgyeteaf i agen défitning\darea ¢odod OhlGR_bebdd, bes Sthawad i n the
service defining area #1022h, an all ocation bl ock nunber 5,
0303030330803 031 25 tihe martdgdee)A #HiPRptasnclre Gwokic®deyarstoretB irebruary
2003 82

the service defining area #0008h (the service key stored in the

service defining area #xxxxh is ﬁereinafter referred to'as a
service key #xxxxh) on the basis of the area intermediate key
K, to generate a service intermediate key K,.,, and registers
it into a service supply machine 111 together with the area
intermediate key K,. Further, the manager A registers the area
code #0000h of the area defining area #0000h thereof and the
service code #0008h of the service defining area #0008h formed

in the layer of the area defining area #0000h into the service



successi vel y di sposed subsequently to the non-encrypted service code #1022h
as a header. These are encrypted (illustrated as bei ng shadowed in (B) of
Fig. 31) on the basis of cOcOcOcOcQcQcCcO as the area KR8FebngmpRO®F t he
area defining area #1000h serving as the parent |layer. Since the registered
card issuing information is encrypted on the basis of the area key of the
parent | ayer as described above, the gpntent of the registered card issuing
i nformati on cannot be known insofar as the area key thereof is known.
Accordi ngly, even when the encrypted registered card issuing information as

descri be Lspihangsaptted to a non-safe place, | eakage of the content
t her eof %%ﬁpgge%?geyﬁtéegrﬂ,&s aresult, it is possible to distribute the

encrypted regi e rod i i r i £ r i hd party
o rog ster (tAFEED P2 SebPTbL BubBLYRRL LR S0 (O MR Ao B ETY Y
to the | d 2, Lo thi t he | sfered cayd jssuing infor ion is
encrypt eg/ ‘gﬁ{t?uréd b%rg? sgéﬁt)tcﬁgf?ﬁ; e'g ‘f(ltga%fir?hfgl%h?j’e’ntfqrafé?a?“pghed t it is
basi cal | avorable that.the reggistered card issuing,irnformation supply

b oceosi HaHR T reRhiit ke FRRRLERE artdet SOtAR AE R TR SRPPHAL s,
when the regi stered,card i ssuying information supply processing is carried
out by aatﬂ??‘geﬁﬁm}?thEeﬁyéﬁekey of the parent layer used for the
encryption nmust be pade gubli I ogen to the third party, and this is

unf avor abl e i ntRekRift§2 ?he?’é?ér they £E ragsiedsd teds kg ithor mat i on
28 February 2003 83 supply processing is_favqQrably perfornmed under the
control PELYHES BHRRLY MaR  1hExiths Iﬁ@laeb’&ﬂﬁrib“’b‘ﬂ%&?éﬁtr’r&%ﬁ’i% out by
the IC card 2 will be described with reference_to the flowhart_ of Fig. 32.
Wien t hel®Ragpied quyibatarean the seXyirRySPRPOY nBaTBanesl 1} Afdhitheed from
the registered card issuing information supply apparatus 131 as descri bed
above, tHe ?@%¥HsZered card issuing machine 101 receives and registers the
encrypted registered card issuing information. Wien the IC card 2 is

i nserted, the PRatsierelheas@rvisd mjinmlchi machine t 1 hhsnfss shRwnedd ypt ed
registered card issuing information to the IC card 2. The IC card 2

recei vesFitiel 2nckypnssitegtbecpsgacaprdei 490008 madoitie: isex vilcemaosie

regi st ereﬁéjoq():gl;d igsjisui ng%qlmachigtgnefa %gl todregcgrrgn%ewt ge ggamdefi ning area as
t he par gregistered ¢ i ACngakded. din L€ec ihi(sgqesse o be .
formed on the basis of the encrypted registered card issuing information in -
step S3191)Yhdthe ardancodep#8890ht ard hen sexwd cer codevi €@08bdkram thee area
defining area or service defining area to be fornmed is recogni zed by
referri eeroictesuppiiyrmachine dhdr apeediecedveder ed card i ssuing
information. In step S31, the area defining area containing the area code
or service codinthive I€cognidzéd thet Rgstene keyngsoiredddmedhed siysdGeMEEPROM

66, and the area defining area is recognized as the parent |ayer. The
pr ocessidef ipibng thd.astke pF £82 € o iderzatboulte amd alsoethe az@arkdy #@00 02003 84

is read out from the area defining area having the area code
#0000h received from the service supply machine 111. Further,
the system key is encrypted on the basis of the area key #0000h,
so that the same key as the area intermediate key K, registered
in the service supply machine 111 of Fig. 12 is generated. The
same key as the area intermediate key K, is set as a first access
key (certification key) K, used for certification.

In the IC card 2, the service key #0008h is read from the

service defining area having the service code #0008h received



regi stered card issuing information on the basis of the area key stored in
the area defining area of the parent |ayer recognized in step S31, and then
the processing goes to step S33. In step S33, it is judgezB Bebruany 2088i s of
t he check code contained in the decoded registered card issuing information
whet her the registered card issuing informati on has been tanpered. If in
step S33 it is judged that the registered card issuing information has been
tanpered, the processing goes to steps$34 to transmt to the registered
card issuing nmachine 101 a nessage indicating that the registered card

i i i nf ' h b t o f . i f
i scar di ng T HEEGAE LB RIS Eaie Rdei P AFGF HAREoReBT AR e ke.
th b | eti th [ Lng. In.,thi .the d di
br ocesei ng MsLSSTGRRRERY 7 APERtE LR ERE S04 oAek o A 08he O iihe

i def i ni i t f d. On th th hand, if it, i.s judged i
step S33 tHAt® PR KGY Atde BRFUIFE AMRPIONa Rak P i TRALSIEES
t anper ed, Qﬂ?t ecodi n rocessing is finished. In this case,  the decoding

e ea VoS ERREIE e nd The g obe e aERresedr 0

rp(ragfglergg ;‘E{edkL %léig:g :@frgr. ti ﬁn@?ﬁ (ggc‘ggggoi nto EgPROVI 66 It t i65,
the area formng roces%isng (]'Elgg.nq%) o] ormeg torpée Ja’?ggtda(‘asf Frﬁéﬁé’na ea or

service def%ég#§§ %%sgﬁgggggg ?ﬁ%v%gft{fgégﬂgﬁﬁprocessing (Fig. 10) is

carried out anpertng of the registered card issuing

| nformation Ay Becbhihgdyouin RhisstAgel Nnd1eader iRtermedi iR idly K, 2003 -5

t
the encrypted registere Issuing information in place o check

code. That d:stheflsdRB&EN Sai &0 ¥ rY, G o d [ i i is used
to formthe ares sde’??'ni n%hgfggg,d%he ar ga 'c8&2‘5&6%?%@5&&5&%1%&%&

t hereof as sy kaﬂ,ﬁ-oﬁ%heﬁaecoﬁlqcbessa&aﬁxgqoﬂsslg?iéqzﬂe&ai PRident with

the m ni num val ue o e encrypted code range di spo: subsequent to the
area code. f&BOIdl BEpYLy i BB 1 NG rdIin thanPesd Nhtermehgat8ataspt ed
regi stered card issuing information can be checked by conparing the area
code di sposgdoat thdasdisaider intkbmédtate ke R, yal Uelfinghascene fiatge
di sposed subsequent to the area code. Further, if the encrypted registered
card i ssui mpcedsokegt KQnor thes edcondfarerdsh&eyeKyi Lo gafdrated ineahe as
shown in Fig. 31(B), the service code is disposed at the header, and the
servi ce codkC marde@.coi ncident with the encrypted service code di sposed
subsequently to the service code. Accordingly, the tanpering or
non-t anperi ng of Thifesenvigptsbplygachive Iddr gertsifiingtemfthend€ieardtan be
checked by conparing the service code disposed at the header with the
servi ce code @R fhwyad iayBdequéhr | §Oo¥ eXaeprker vi ce code. As described above,
in the registered card issuing information supply apparatus 131, the
regi stered card &l d§ i dfo 56 Vil§ e SUPPLY cB2EB1BBt Al b/ t HeTRREW pt ed
regi stered card issui ng i nforpati oa, .and, t he encre/f%teed regj stered card
i ssui ng i nfOFIRRY off | 9°RBERLRY | ANdhATI S APV R RIIHEING &P v#RN t he
registered card JGRVELY WA B, 1%he $ARRO2EINEL s encrypted (for
example, DES-encrypted) on the basis of the second access key
K..r and the encryption result is decoded (for example,
DES-decoded) on the basis of the first access key K,. The
decoding result is encrypted on the basis of the second access
key K,,. The conversion result of the random number based on
the algorithm El is transmitted to the IC card 2.

In the IC card 2, the conversion result of the random



28 February 2003 86 non-safe place to transmt through the transm ssion
medi um 121, an unfair practice such as tapping, tanpering or the |like can
be prevented. As a result, when a registered card issui ng28dicbruasy 260% i ed
out to start supply of a new service by using the ICcard 2, it is
unnecessary to wthdraw the 1C card 2, and thus the cost needed to the

wi t hdrawal can be reduced. Further, frggma position of a user of the IC
card 2, when the supply of a new service is started, the user may bring the
IC card 2 to a place at which the registered card issuing machine 101 is
set and per ISt d : ol My r i LIQHL I i rawn
the 1 C car dﬁg%(:t?‘%%y toﬁle%lfjge?f aﬂl tgéilﬂ%"rgg}ggté?%/mésupp cleggbgmﬂ?%‘%ﬂg new
service. - kg LRRvEPEEGOLRECUATHY! B! Yhe 1QMIRRRN D1 NV Ok | ScRPP! i ed
to a non-contact card systemin which the comrunication is perfornmed under

a_cont act | e88ngad fon HURNY babb dHf ERENELIGKAN ¥ TBYaBRARPLLSEhL O 2

card systemin which the communication is perfornmed under a contact state.

Further, thgagppldeahieOBetdndaciedd Rep' €SEMUNnd BHENEESONA 1y RREuhEMded to
the card system In this enbodinent, the certification is carried out by a

so-cal | ed seaEgyBL&@YorbhaleLPasiaWetethel Firdy feduy keyRd byyprrorcal | ed
open-public key system In this enbodi nent, when the sérvice defining area

of the | ayetheferdiyyfta@dndpésii 1d sad&cod&d daCEss 8ds ikher theHectm@eRsy 28
February 2003 87 key is generated by successively using the area keys of

the area dekjning areas on the bus fromthe |layer of the area defining area
to the uppernost | ayer, however, the generation nethod of the first access
key is not |imtelntthée hEC akawde hanties .cdnwddsdion aesaldi bgseéd bdhi she

enbodi ment, the second access key is generated by successively using the
servi ce keyslgbritbhmdek \disc£udtheni cgneerted acberdingsseccheHalgoeithmhe
generation nethod of the second access key is not limted to the above
manner. ThaE2i.sThaheid, rtde govverskey rgrhikthdasedond the adgordghmanl be
generated by successively using any twp or nore area keys or service keys .
Furt her, inisherceyikeil eantheckamisnoft kheubrstplagsiesankiey Ha. s pddethel ock is
stored in EEPROM 66 which is one nenory. However, the user block and the
syst em bl ocEike} Becesmrkry k. pify ancavpyedi prekbatbaibrafedhe fecand

enbodi ment, data are stored in EEPROM however, the data npy be stored in a
seni conduct 8FCREFUISY, Ke -nBRANCEYREIENFEI I PRrREIANENe RS tERPRERF | n

this enbodigent, the reqgistered card issui
Téy K,. for t?\% convers:cfon resui'{ ggsed on the algorithm D1 is

decaded on the basis of the encryption result based on the second
access key K,, of the first access key K,,. The decoding result
is encrypted on the basis of the first access key K,, and
transmitted to the service supply machine 111.

In the service supply machine 111, the conversion result
based on the algorithm E2 from the IC card 2 is converted
according to the algorithm D2. That is, the conversion result
based on the algorithm E2 is decoded on the basis of the first
access key K,,, and the first access key K,, is encrypted on the
basis of the second access key K,.. The decoding result based

on the first access key K,, for the conversion result based on



information is encrypted on the basis of the area key in the area defining
area of the parent layer in the registered card issuing information supply
processing. However, the key used for the encryption of tHerLsghgipgd card
issuing information is not limted to the area key of the parent "l ayer.
However, since it is necessary to decode the encrypted registered card

i ssuing information, the key used for the encryption of the 28 February
2003 88 registered card issuing inforRBtion nust be stored in the IC card
2. Accordingly, when the area key of the parent layer is used to encrypt

th i st d d.i I ng, i nf ' t k f th t

has boan aliEady JEFSFER 4 1 ETRETERP] o0 Cha Paitasok Wy SR Becotc (
t th i st d d i [ ' ti [ t ired to b

lortd i (RENE ok B8 TR AERIR Lot Dhe HARFOPY RRSphril eraes” -

Further, in this eppodinent, ithe storage atrea of., EEP 66 IS naged whil e
Tt desi i Koy RS PASEROLGH SR R RR4o 10D BPESBRELT AN ay
be appliedéio %tcase wher e %he storage area of EEPROM 66 is not managed in
the |ayer Strifct &€& FFY Turther, in this enbodinent, the encrypted

st q dq i . : . : 1t h .
medi um 121 to ¢ hdr hE ot By Be bk ANE AL St R I B T
the regl st GifiheiAbflal 13! LBAVIRENONG Ldhe BONEY Y hES% RGIRLCS, 15 Stered
card issuing infornmation nay be stored in a recording i'um (storage

di Cicdi . . : Lcal disc,
redi ) SUhialiaaddBUOR Gdrtloetier 38 FBODPHON €Rb  BEraon ARALGY, o1 so. @
the regist gfifh GHd dSRHIRG HbeRe 140E0liAci8ghe! Gith NeneNEs N Adon
regi stered card issuing Inf.ormation. According to the information

processi ng ©au16epakelhén ftihresalgépﬁq{m 8b,t fie iy eeeBhni M@ Hina@tREGd he
i nformati on processing nethod of the second aspect of the present

invention, camf2Fedpiaperi06s 32 s amal, inftheyeitemothééindiddtged to
manage a storage area of data storage neans and contains a key necessary to

access the with agehibethers EREryPloadd Acisrdéqatded tdse bedngenipdpdihe
managenent i nformation can be prevented fromleaking to a third party.
Accor di ng tgfdiheestanplieyatitodspeoegsd)j ng device of the third aspect of the
present invention and the information processing nethod of the fourth
aspect of the prdsenthe niéntdaad Zadsgearegugnidedst maei be whoper,s tsed to
manage a storage area of data storage neans, contains a key necessary to
access t he eaxfidfjicatrion afidlissenvigptsawply dachiee 11Actd cginrded coute
content of the managenment information can be prevented fromleaking to a
third partyin the IC card 2 as shown in Fig. 15, for example,
That is, in the IC card 2, the random number is generated,
and the random number is converted according to the algorithm
E2 and transmitted to the service supply machine 111.
In the service supply machine 111, the conversion result
of the random number based on the algorithm E2 from the IC card
2 is converted according to the algorithm D2. Further, the
conversion result based on the algorithm D2 is converted
according to the algorithm E1 and transmitted to the IC card
2 L]

In the IC card 2, the conversion result based on the



28 February 2003 JO CLAIMS 1. An information processing device for
perform ng processing of supplying managenent information to a data storage
devi ce conprising: data storage neans for storing data to&régithary 2003
predet erm ned service; managenent information storage neans for Storing
managenent information containing a key necessary to access a storage area
of said data storage neans; and nanagﬁgent means for managi ng the storage
area of said data storage nmeans on the basis of the nmanagenent information
characterized in that said storage area to be designated in a | ayer
structure, and conprises form ng neans fox _form ng the nmanagenment

i nf or mat i orRlAFidAay Bht fran dengervice suppadyi Rach e ddAade monvertedr mat i on
of a lower |ayer by using the key contained in the managenent jinformation
of an upperaqcé’gFélrJ:“92F°TF|€ei?ﬁ‘!ﬂrn‘d:th“bﬁlpr6’&%5‘%’?%@%@F§é°asr%ﬁ‘h]imdi n claim
1, further including transnission nmeans for transm{ting the encrypted
managenent $HF S5R@InGd HRNGQFH NAMBREJRE R RPRREST dhkh dcdh oldgrudt o sai d
data storage device., 3. The infaormation processing device as, clainmed in
claimi, ™ ke Rerlyehkaat 1ot SPRdihe ASFULER FURRI Nt BRARLRS dildrage area
identifyinﬁjcode whi.ch cgn be all qcated to said storage, area to be nanaged
and is usedd tHehan, tREiF DA LN, nupber s copReidantoHiph si ng
device as clained.n clai \ ereip the man nt.information further
Cont ai ne. arf ShRp ioh,Eer et breslidr thealge TR B WE bue metuden stbesy
February 2003.,91 5 he_informati an_pr.ocessin evice.as clained in claim
1, further et r-ﬁlé-{ob%rra'?cfocﬂ{‘%z@i&nggf%?l%gfg gﬁg néﬁ‘@cﬁl—'ﬁ%ﬁ at’})c{"check
whet her t he, e i,n i b re r iy said
encr ypt i ng HoSAeYREE not CEBLAGH, VAT ERth oRRE" MhelachRce MY,
infornatio . i nf j essifngs devi | Ay | laim 1,
wher ei n thg“ arr%nlé;gggﬁlein ?%Pg%%gﬁ:g%&fﬁ% hlgglrg%nt aﬁ‘]@?rrclf g#‘;r%?? %aﬁn oéa’nanage

sai d storagg,fE@d)0 be managed while said storage area is designed in a
| ayer structure.

When both of the IC card 2 and the service supply machine
111 are recognized to be proper, an access to only the service
area managed by the service defining area having the service
code transmitted from the service supply machine 111 is
permitted in the IC card 2. Accordingly, in the case described
with respect to Figs. 12 and 13, an access to only the service
area managed'by the service defining area #0008h is possible.

That is, the manager A who knows the area intermediate
key K,, the area code #0000h, the service key #0008h and the
service code #0008h can access the service area managed by the
service defining area #0008h. However, the manager A knows
neither the service key #1022h nor the service key #030Ch, so
that it cannot basically access the service area managed by the
service defining area #1022h or #030Ch.

Next, when the manager B2 supplies its services by using
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7. A data storage device conprising: data storage neans for storing data to
supply predeterm ned service; managenent information storage means for
storing nmanagenment information containing a key necessar )28 Febigag 2003
storage area of said data storage neans; and nanagenent neans for managi ng
the storage area of said data storage nmeans on the basis of the managenent
information, characterized in that seyd storage area to be managed is
designated in |ayer structure, and salid nmanagenent information is renewed
by receiving management infornation of a |ower layer encrypted by using the
key contained in the managenent information Qf an upper level fromthe

ext ernal . $heTRRryhee akes ﬁ‘@@aﬂéqll&é the sexvieg dafiningarea, \fdPazh the
access fromthe external is carried out through a predeterm ned

transni ssi SRTREH Hinthe leKer Qf Fh& BF'é@ed‘%ife\ﬂlébﬂ areg| 8} 0P ithexrafm 7,

further ingluding comruni cati on neans f&%‘)erfor m?{g conmmuni cati ogns with
n

external edti PLtEhdME rF%‘?ﬁ’t‘PerrdH%Yg 2hpstRredinifedbe S§rEiBRUary
2003 92 sai d storaene se fo nstruction fr msadexternal
cqui prent - de81n9RE A% 1APRPE Y §09 5R L o thira IBFSFRESIA Y n sl d
comruni cati_on _nean erf comrun at ons th s d e

equi pnent e 8S calﬁ tmoglﬁ(bniéc]q"rﬂ gEPeE% eal‘ sffv\gn?ﬁel I ]oaretfggeaew ce as

claimed in Ia|m7 vvher in th enen ornatlonls 10 d from an
external | ’?’r’ﬁeﬁq L FEgFBEE St g oBETREE g aas&lg?%meg SFEY e

¢ .
ctor age ar &¥ f’éen#ﬁ%veig%ﬁﬁﬁﬁggﬁﬁﬁélaﬁié‘{;a hder ?2?%%5%%%52' area

to be managed apfei s, nggeI&;gp@ﬁg%@mﬁ'ﬂ18&9&89&9%%% 3 efbadara

storage device as clai erei n the managenent 1 nformation

further CO’He%'lﬂingea%Pté{f C&P;\&%%éc’f ‘?Lfay%@' dnslar afe i‘éﬁé‘rt&f hg,dmajaged. 14.

The data storage vice as cl in‘claim?7, whereih the managenent

i nf or mat i oRyfedintiRgr apONLAIdVDH BherasE) thattolﬁanﬁﬂectﬁ% dasSkorage Alga to be
managed while maeking said storage area in a ayer structure. 15. An

i nformat i oRcRIeO§098hNEE CEtidl (AH deFli Alng 4 Pe UMY BE2BRel Rdnsdey ing dat a,
management i nformation stor age neans whi ch serves to manage a storage area

of said datamdstios ageaddest NUDICON LAY ea &&fiNARLatéd ¥ 1000REheTB0EI d
storage area, and managenent means for managi ng said data storage neans on
t he and the service code #1022h of the service defining area #1022h
formed in the layer of the area defining area #1000h.
In this case, when the IC card 2 is inserted into the
service supply machine 111, the following mutual certification
is carried out between the service supply machine 111 and the
IC card 2.
That is, as shown in Fig. 17, the service supply machine
111 transmits the registered area codes #0000h and #1000h, and
the service code #1022h to the IC card 2. In the IC card 2
(sequencer 91), the area codes #0000h and #1000h and the service
code #1022h are received from the service supply machine 111.

In the IC card 2, the system key stored in the system

defining block (Fig. 6) is read out, and the area key #0000h



28 February 2003 93 basis of the managenent information, characterized by
further conprising receiption neans for receiving the encrypted nmanagenent
information fromexternal data storage device, decodi ng rEFebridty 2d630di ng
the encrypted managenent information and storage control neans for
controlling said managenent infornmation storage neans so that the
managenent information is stored in said managenent infornmation storage
means, wherein said storage area to I8 managed is designated in a | ayer
structure and when the managenent information is encrypted by using the key
contai ned in the managenent information of an upper |ayer thereof, said
decodi ng neantleRendes redad ontr fpomdhemragendafiniigransa daviingt bze usi ng
the key contained in the managenent i nfornmation of an upper |ayer thereof
whi ch i s saoeadcode s @0 tareaydib®@0hi reoehvied ofran drhegeenwans. supplihe
information processing card as clainmed in claim15, wherein the nmanagenent
i nf or mat i omatbinderl lcoftather a theosygtemkey ideandrypteg endhenbashs can be
all ocated to said storage area to be managed and is used to identify said
storage ar 4. the. area ikehorkAd00dn moddhwdi ha gameiskey adsrethe nareai m 15,
wherei n the managenent information further contains an enpty capacity of
sai d stor addtareadiateckernkgdd geerptedinfbengamenkpyoadsthfagatead as
claimed in claim15, further jncluding operation neans for operating a
check code ipbeEnediatmdigiefat e Wé(@gﬁén?ni‘iﬁ%mtlﬁoﬂf Hele 3&&3 k8¥pered or
not, wherein said decodin% neans decodesG%he check code together with the
management ¥LAPBRne8? drhat the papp key 2FHdeeoared. Latrrnsd keBnKe:
processing card as ¢laingd in claim15, wherein th nagenent _informati on
further. coREArAeFRfoffat NenSeEY Him ABRLY, daghinggd L €3 Fddne! fatged
whi | e designin ai.d storage area ip a layer structure. 20. The information
or ocessi ng SERPAAEEd | TRGEAMEKE AenThS 2557 tREFTFRITIR A5 e PERL | on

f orr AN : t Ry C o her o 4
Tanagenent SReang ARHERoL L or A bt CRR T SARMEN 0 an' i nst 1 uct  on
fromsaid externg SuURNENg 2g.§l}e &Q@i&:@ﬁ?&}&%b%hp{s@%@'&Qc %%Bﬁl as

| C n neans per the

claimed in clai m?20, eéreln S omruni cat i or ns

conmuni cat ik Qs A Al gk Gl r &AL ) {%ﬂeaSQQ?E_@Q cBEeNF0g9R! act

state. 22. An information processing nethod for performning processing of

suppl yi ng FRaRageRRNEréM tHdBEGIck G dpHiaf AashPhadfl U vineCs 4REMEdSaBY dat a
storage neans for storing data to supply predeterm ned services; mnagenent

i nfor mat i ornet gragei NEfediditeSkeyi K P eAseYphbdi o AhEbhsDs GNtdleni Ng a
key necessary to access a storage area of sald data storage neans; and

managenent geg¥igel WeyToNR@IIlY, (66 thataghedlmedf képi dsdadhe Hervdge nmeans
on the basis of the managenent information, characterized by conprising: a
form ng st dmtekrmbdiatakdihg, panageietdredinruls senvieéadupply machine

111 of Fig. 16 is generated. The same key as the service

intermediate key K, i85 set as a second access key K,, used

for éertification.

Accordingly, in this case, the area intermediate key K,

or the service intermediate key K,,,,;,, which is the first access

key K,, or the second access key K,, is registered in the service

supply machine 111, and in the IC card 2 the area intermediate

key K;, or the service intermediate key K,,;;, which is the first

access key K,, or the second access key K,, is generated.



an encrypting step of encrypting the managenent information. 28 February
2003 95 23. The information processing nethod as clainmed in claim22,
further including a transm ssion step of transmtting the2&FRebryatyc®03
managenent information through a predeterm ned nediumto said data storage
device. 24. The information processing nethod as clainmed in claim 22,
wherei n the managenent information further contains a storage area
identifying code which can be allocath®d to said storage area to be nmanaged
and is used to identify said storage area. 25. The informati on processing

Cont i ne_an onpt yPROFRREY GFECI P Srigrds GRECUD G RAGIGED. L8 1me
operat s on nERRE Hrotsh i i14d 4CenBoBb IE dua e adt et Rel N e Ry emont
encrypts. {HESRRBLIR M Thd Shorpngl b R adurdit Maror vt on. 27, The
managenent i hf or i b PO-EnSF B he SPEFRE AR, RERE ot or age

area to be ganaged vk ¢ el oplog bty ShelRdt 319% 10 AdBHgL At {uCt Ur €.

28. The information processing ne alned’in clraim erei n when

L . . ! t
P or mat | onP ST Yids tsea e 1o PP P SR8 BPEL tnladddHREg O
encrypts theeﬁaﬂ@&%&&hing%gﬁhauﬁﬁg t%%o§e9@iéé‘tcgﬁgeéfé}{bn]ﬁftt%d|9¥@tﬁ layer

by using the key contained in the nmanagenent 1 nformation of an upper |ayer

thereof. 29¢né g@tidk %Fgugrthﬂ@é CSLIRT it 3fecklevicCeae@n®l i sing
data storage neans for storing data to supply a predeterm ned
Accordingly, in the case of Figs. 16 and 17, the access to only
the service area managed by the service defining area #1022h
is possible.

That is, the manager B2 who knows the area intermediate
key Kz, the area codes #0000h, #1000h, the service key #1022h
and the service code #1022h can access the service area managed
by the service defining area #1022h. However, the manager B2
knows neither the service key #0008h noxr #030Ch, and thus it
cannot basically access the service areas managed by the service
defining areas #0008h and #030Ch.

Next, when the manager C supplies the services by using
the service area managed by the service defining area #030Ch
formed in the layer of the area defining area #0300h thereof,
it encrypts the service key #030Ch stored in the service
defining area #030Ch on the basis of the area intermediate key

K. as shown in Fig. 18 to generate a service intermediate key

Kyjosocn: and registers it together with the area intermediate key



service, managenent information storage neans for storing nmanagenent
informati on containing a key necessary to access a storage area of said
data storage neans on the basis of the managenent informejg pébrudify@oesn said
storage area is designated in a |ayer structure and sai d managenent
information is renewed by receiving nmanagenent information of a | ower |ayer
encrypted by using the key contained in the managenent information of an
upper layer fromthe external. 30. The data storage nethod as clained in
claim 29, wherein the access fromthe external is carried out through a

det i ned .t 1 SSi .edi 31. The d t t hod | ai ned

Pn ol ai m 2de ABFPhERe; AGEUAPRGEBRH RGR IR Hokm O MARAIeS T §i RGO
i ti , Wi th I i t, .wh i i t

Fanages oniiFReens. SHEGEY ASPRLRe Hny Bhh g Lad, R SRR P B ot er nal

i t. 32. Th t t hod | ai i i,m 31, i id
cammon cai iSHE AEBRSSR HidR R ST SRR rERE anae £S5 RrTeo e " o

i t o t.act - t ) 28 Feb Yy 2003 33. Th
cauL PTEn Ak AR ATh oL KON oFhh s 2T ol R34 2008 .S The
| nf or Mat i on, | 5, SHRB! o ol SFAR LXLLHORLA LAY QLURL IO SF SRS MU RY cE- 34,

e data storage nethod as clained 1n clal , erel n the nmahagement

] o ey iy kel U 830830 P[4 PLE Ul ARS! ALY RS8R IBE S0 DO

all ocated to sard storage area to be mm I"'s used to |dent|‘§ sai d

storage arggnainr Hie dgha §£95aa@d@%mha%fckﬁgnsgeandgkfm&%réebgrei n

t he managenent T nformation turther contains an enpty capacity of sail

st orage ar ey HBAAHC thnBSehd e FAfce AR TR Uk agn & @b pikd N claim

29, wherein the nanagenent information further contains information to
nmanage sai diSfQTAEL aRe824 b PoOR FHIRACHN Wid 9 a4ey GRivHE: a2kl SEPIRR area in

a |l ayer structure.
area #0300h.

In this case, when the IC card 2 is inserted into the
service supply machine 111, the following mutual certification
is carried out between the service supply machine 111 and the
IC card 2.

That is, as shown in Fig. 19, the registered area codes
#0000h, #0100h and #0300h and the service code #030Ch are
transmitted to the IC card 2. In the IC card 2 (sequencer 91),
the area codes #0000h, #0100h and #0300h and the service code
#030Ch are received from the service supply machine 111.

In the IC card 2, the system key stored in the system
defining block (Fig. 6) is read out, and also the area key #0000h,
#0100h or #0300h is read out from the area defining area having
the area code #0000h, #0100h or #0300h which is received from

the service supply device 111. Further, the system key is

encrypted on the basis of the area key #0000h, so that the same
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key as the area intermediate key K. is set as a first access

key K,, used for certification.

In the IC card 2, the service key #030Ch is read out from
the service defining area having the service code #030Ch
received from the service supply machine 111. The area
intermediate key K. is encrypted on the basis of the service
key #030Ch, thereby generating the same key as the service
intermediate key K,q;,c, re€gistered in the service supply machine
111 of Fig. 18. The same key as the service intermediate key
Kyo30cn, 18 Set as a second access key K, used for certification.

Accordingly, in the above case, the area intermediate key
K. or the service intermediate key K;3,c, Which is the first access
key K,, or the second access key K,. is registered in the service
supply machine 111, and the area intermediate key K, or the
service intermediate key K,y Which is the first access key
K,, or the second access key K,., is generated in the IC card 2.

The mutual certification is carried out between the IC

card 2 and the service supply machine 111 as in the case of Figs.
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by the service defining area #1022h of the manager B.

In this case, in order for thé manager C to access the
service area managed by the service defining area #1022h, it
is necessary for the manager C to know the area intermediate
key K,,, the area codes #0000h, #1000h, the service key #1022h
and the service code #1022h as described with reference to Figs.
16 and 17. Accordingly, it is necessary to gain these
information from the manger B2.

However, the service key #1022h known by the manager B2
is not known by even the manager A serving as the parent of the
manager B2, and thus it is unfavorable from the viewpoint of
security that the service key #1022h which is allowed to be known
by only the manager B2 is informed to the manager C.

In this case, even when the security problem is neglected,
in order for the manager C to access both the two service areas
managed by the service defining area #030Ch or #1022h
respectively, it is necessary to carry out the processing shown
in Fig. 17 in the IC card 2 to generate the first access key
K., and the second access key K,, and performmutual certification
for an access to the service area managed by the service defining
area #030Ch, and also carry out the processing shown in Fig.
19 to generate the first access key K,, and the second access
key K,, and perform mutual certification for an access to the
service area managed by the service defining area #1022h.

Accordingly, when the mutual certification for an access
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to a service area is carried out every service area, it is
difficult to access the service area éuickly. As a result, when
the card systemof Fig. 3 is applied to the examination of tickets
in a station, it is difficult to access a predetermined service
area of the IC card 2 and write or read data during a relatively
short period in which a commuter passes through a gate provided
at a ticket barrier.

Therefore, in a case where the manager C supplies not only
services using the service area managed by the service defining
area #030Ch thereof, but also services using the service area
managed by the service defining area #1022h of the manager B2,
in order to solve the security problem and ensure a quick access
to the service area, information delivery as shown in Fig. 20
is carried out between the managers C and B2 and registered into
the service supply machine 111.

That is, the manager C encrypts the service key #030Ch
stored in the service defining area #030Ch on the basis of the
area intermediate key K, as in the case of Fig. 18 to generate
the service intermediate key K,y ucn- Further, the manager C
delivers the service intermediate key K,;;,n t0 the manager B2
to encrypt it on the basis of the service key #1022h. The manager
C receives the service intermediate key K, which is an
encryption result of the service intermediate key K, On the
basis of the service key #1022h, together with the service code

#1022h.
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where the service key #1022h which is known by only the manager
B2 is known by the manager C. That is, there is no problem in
security.

The manager C which receives the service intermediate key
Ky1022n @nd the service code #1022h from the manager B2 registers
into the service supply machine 111 the area codes of the area
defining areas in upper layers above the layer of the area
defining area #0300h thereof, that is, in this case, the area
code #0000h of the area defining area #0000h of the manager -A,
the area code 0100h of the area defining area #0100h of the
manager Bl and the area code #0300h of the area defining area
#0300h of the manager C. Further, the manager C registers into
the service supply machine 111 the are intermediate key K, and
the service code #030ch of the service defining area #030Ch
formed in the layer of the area defining area #0300h.

In this case, when the service supply machine 111 is
inserted into the IC card 2, the following mutual certification
is carried out between the service supply machine 111 and the
IC card 2.

That is, as shown in Fig. 21, the service supply machine

111 transmits to the IC card 2 the registered area codes #0000h,
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the IC card 2 (sequencer 91), the area codes #0000h, #0100h and

#0300h and the service codes #030Ch and #1022h are received from

the service supbly machine 111.

In the IC card 2, the system key stored in the system

defining block (Fig. 6) is read out, and the area key #0000h,

#0100h or #0300h is read out from the area defining area having

the area code #0000h, #0100h or #0300h which is received from

the service supply device 111, and the same key as the area

intermediate key K. registered in the service supply machine

111 of Fig. 20 is generated as in the case of Fig. 19. The same

key as the area intermediate key K, is set as a first access

key K,, used for certification.

In the IC card 2, the service key #030Ch or #1022h is read

out from the service defining area having the service code

#030Ch or #1022h respectively which is received from the service

supply machine 111. The area intermediate key K, in encrypted

on the basis of the service key #030ch and as a result the same

key as the service intermediate key K5, 18 generated. Further,

the same key as the service intermediate key K, ., 15 encrypted

on the basis of the service key #1022h, and the same key as the

service intermediate key K, 4, registered in the service supply

machine 111 of Fig. 20 is generated. The same key as the service

intermediate key K,y 1s set as a second access key K,, used

for certification.
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K. or the service intermediate key kuumv which is the first
access key K, or the second access key K,, is registered in the
service supply machine 111, and the area intermediate key K,
or the service intermediate key K,,;;.n Which is the first access
key K,, or the second access key K,, is generated in the IC card
2.

The mutual certification is carried out between the IC
card 2 and the service supply machine 111 as in the case of Figs.
14 and 15.

As a result of the mutual certification, if both the IC
card 2 and the service supply machine 111 are judged to be proper,
an access to only the service area managed by the service
defining area having the service code transmitted from the
service supply machine 111 is permitted in the IC card 2.
Accordingly, in the case of Figs. 20 and 21, the access to the
service area managed by the service defining area #030Ch and
the service area managed by the service defining area #1022Ch
is permitted.

As described above, by encrypting the system key on the
basis of the two or more area keys or service keys, the two or
more area keys or service keys are degenerated (composed) into
the two keys of the first access key K,,and the second access
key K,,, and the mutdal certification to permit the access to

the service area managed by the service defining area having
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the service code transmitted from the service supply machine
111 is performed by using the first access key K,, and the second
access key K,.. Therefore, even when the access to plural service
defining areas is targeted, the mutual certification can be
completed in a short time, thereby ensuring the quick access
to the service area.

In the case of Figs. 14 and 15, the mutual certification
processing is performed by using the two keys of the first access
key K,. and the second access key K,, however, it is possible
to perform the mutual certification processing by using only
the second access key K,,, for example. In this case, in the
IC card 2 the two or more area keys or service keys are
degenerated into one second access key K,, by encrypting the
system key on the basis of two or more area keys or service keys.

Further, as shown in Fig. 22, it is possible to use an
encryption result obtained by encrypting the first access key
K,. and the second access key K,., for example, on the basis of
amanufacturing ID which is stored in the manufacturing ID block
and is an inherent value to the IC card 2. Here, in Fig. 22,
with respect to the first access key K,., the encryption is
carried out by subjecting the first access key K, and the
manufacturing ID to EXOR. With respect to the second access key
K,,» the encryption based on DES system is performed. With
respect to the second access key K,,, the encryption based on

the DES system may be performed by using the EXOR result of the
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first access key K, and the manufacturing ID as a key.

As described above, when the eﬁcryption result obtained
by encrypting the first access key K,, and the second access
key K,, is used for the mutual certification, the security can
be more enhanced. In this case, the manufacturing ID is needed
in the service supply machine 111, and it may be transmitted
from the IC card 2.

Next, the storage area of EEPROM 66 has a layered
structure in which the area defining are is layered, and each
area defining area and each service defining area are designed
to store an area key and a service key for certification. As
a result, the following access control having flexibility can
be performed.

That is, when a manager serves as a parent manager and
wishes to stop a service supply by a child manager to which a
resource of the parent manager is shared because the child
manager makes an unjust service, the parent manager can prohibit
the child manager from accessing the IC card 2 by altering the
area key stored in the area defining area.

Specifically, for example when the manager Bl stops the
service supply of the manager C in Fig. 7, the manager Bl alters
the area key #0100h stored in the area defining area #0100h of
the IC card 2. In this case, the area intermediate key K,, formed
in the IC card 2, and further the area intermediate key K.are

also altered in Fig. 19, so that the manager C which knows only

10z
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the area intermediate key K, before the alteration cannot access
the service defining area #030Ch.

The manager A which is the parent manager of the manager
Bl serving as the parent manager of the manager C may alter the
area key #0000h stored in the area defining area #0000h to
prohibit the access to the service defining area #030Ch. However,
in this case, the manager B2 which is a child of the manager
A cannot access the service area managed by the service defining
area #1022h of the manager B2. That is, when a manager alters
the area key thereof, it is impossible to access service
defining areas managed by area defining areas in layers (child
layer, grandchild layer, ..) of the area defining area
corresponding to the area key.

In Figs. 20 and 21, the manager C uses (the service area
managed by) the service defining area #1022h of the manager B2
commonly to the manager B2. However, more complicated common
use of the service defining area is possible between managers
for some types of key management.

Specifically, for example, it is assumed that a layer
structure shown in Fig. 23 is constructed in EEPROM 66. That
is, in Fig. 23, an area defining area #5000h of a manager E and
an area defining area #7000h of a manager G are formed as child
layers of the layer of the area defining area #0000h of the

manager A serving as an issuer of the IC card 2. Further, service

defining areas #5008h, #5048h, #5088h and #50C8h are formed in
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10%Z&T()'!%%%z§£§éf of the area defining area #5000h of the manager E,
and an area defining area #6000h of a manager F is formed.

Further, service defining areas #6008h and #6048h are
formed in the layer of the area defining area #6000h of the
manager F, and service defining areas #7008h and #70C8h are
formed in the layer of the area defining area #7000h of the
manager G.

In the above-mentioned layer structure, the manager A
encrypts the system key on the basis of the area key #0000h as
shown in (A) of Fig.24, and delivers the encryption result to
the managers E and G serving as the child managers.

As shown in (B) of Fig. 24, the manager E encrypts, on
the basis of the area key #5000h, the encryption result of the
system key on the basis of the area key #0000h from the manager
A, and uses the encryption result as a first access key K.
Further, the manager E encrypts the first access key K;, (the
encryption result based on the area key #5000h) successively
on the basis of each of the service keys #5008h, #5048h, #5088h
and #50C8h, and uses the final encryption result as a second
access key K.

As shown in (C) Fig. 24, the manager F is supplied with
the first access key K; (the encryption result based on the
area key #5000h) from the manager E, encrypts it on the basis
of the area key #6000h, and sets the encryption result as a first

access key K;,. Further, the manager F encrypts the first access
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key K. (the encryption result based on the area key #6000h)
successively on the basis of each of the service keys #6008h
and #6048h, and delivers the encryption result to the manager
E to encrypt it successively on the basis of each of the service
keys #5048h and #5088h. Thereafter, the manager F is supplied
with the encryption result from the manager E and delivers it
to the manager G to encrypt it on the basis of the service key
#70C8h. The manager F is supplied with the encryption result
from the manager G, and uses it as a second access key K.
As show in (D) of Fig. 24, the manager G encrypts the
encryption result of the system key based on the area key #0000h
from the manager A on the basis of the area key #7000h, and uses
the encryption result as a first access key K;. Further, the
manager G encrypts the first:access key K; (the encryption
result based on the are key #7000h) successively on the basis
of each of the service keys #7008h and #70C8h, and delivers the
final encryption result to the manager F to encrypt it on the
basis of the service key #6048h. Thereafter, the manager G
delivers to the manager E the encryption result using the
service key #6048 by the manager F to encrypt the encryption
result successively on the basis of each of the service keys
#5088h and #50C8h. The manager G is supplied with the encryption
result from the manager E and uses it as a second access key

KGZ L

In this case, in the IC card 2, the system key is encrypted
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by using the area key and the service key stored in EEPROM 66
according to the same procedure as the case of Fig. 24 to generate
the first access key and the second access key, whereby the
common use of the service defining area as shown in Fig. 25 can
'be mutually performed among the managers E, F and G.

That is, the manager E can access only the service
defining areas #5008, #5048h, #5088h and #50C8h thereof. The
manager F can access not only the service defining areas #6008h
and #6048h thereof, but also the service defining areas #5048h
and #5088h of the manager E and the service defining area #70C8h
of the manager G. The manager G can access not only the service
defining areas #7008h and #70C8h thereof, but also the service
defining areas #5088h and #50C8h of the ma.nager E and the service
defining area #6048h of the manager F.

In the key delivery as shown in Fig. 24, there is no case
where the service key itself of a manager is known by another
manager. That is, the service keys #50008h, #5048h, #5088h and,
#50C8h of the manager E are never known not only by the parent
manager A, but also by themanagers F and G. Likewise, the service
keys #6008h and #6048h of the manager F are never known by the
managers E and G, and the service keys #7008h and #70C8h of the
manager G are never known by the managers E and F.

Further, as described above, when some manager alters its
area key, it is impossible to access to all the service defining

areas managed by the area defining area of the layer in the layer
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of the area defining area, that is, when the parent manager
alters the area key, the child managérs cannot access the IC
card 2. However, in accordance with a specific key management
method, an access of a specific child manager can be prohibited.

Specifically, for example, it is assumed that a layer
structure as shown in Fig. 26 is constructed in EEPROM 66. That
is, in Fig. 26, an area defining area #8000h of a manager H,
an area defining area #9000h of a manager I and an area defining
area #A000h of a manager J are formed as child layers of the
layer of the area defining area #0000h of the manager A serving
as the issuer of the IC card 2. Further, service defining areas
#8008h, #8104h and #8105h are formed in the layer of the area
defining area #adoon of the manager H.

In the above layer structure, as shown in (A) of Fig. 27,
the manager A encrypts the system key on the basis of the area
key #0000h and delivers the encryption result to the managers
I and J serving as child managers thereof.

As shown in (C) of Fig. 27, the manager I encrypts the
encryption result of the system key based on the area key #0000h
from the manager A on the basis of the area key #9000h, and use
the encryption result as a first access key K;,. Further, the
manager I delivers the first access key K, (the encryption
result based on the area key #9000h) to the manager H to encrypt
it successively on the basis of each of the service keys #8008h

and #8104h as shown in (B) of Fig. 27. Then, the manager I uses

I's
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the encryption result as a second access key K;, as shown in

(C) of Fig. 27.

As shown in (D) of Fig. 27, the manager J encrypts the
encryption result of the system key based on the area key #0000h
from the manager A on the basis of the area key #A000h, and uses
the encryption result as a first access key K,. Further, the
manager J delivers the first access key K, (the encryption
result based on the area key #A000h) to the manager H to encrypt
the encryption result successively on the basis of each of the
service keys #8008h and #8105h as shown in (B) of Fig. 27. The
manager J uses the encryption result as a second access key K,
as shown in (D) of Fig. 27.

In this case, in the IC card 2, ';:he system key is encrypted
by using the area key and the service key stored in EEPROM 66
according to the same procedure as the caseof Fig. 27 to generate
the first access key and the second access key, whereby the
manager I can access the service defining areas #8008h and
#8104h of the manager H and the manager J can access the service
defining areas #8008h and #8105h of the manager H.

The manager H forms the service defining area #8008h so
as to commonly use the data thereof between the managers I and
J, and forms the service defining area #8104h or #8105h as a
so~called dummy service defining area to control the access to

the service defining area #8008h by each of the manager I or

J. Accordingly, the service areas managed by the service
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defining areas #8104h and #8105H are not necessary, and the
capacity thereof may be equal to zero.

In this case, for example when the manager H alters the
service key #8104h, the manager I in which the second access
key K;; is generated by using the service key #8104h to perform
the certification processing in the IC card 2 cannot access the
service defining area #8008h. That is, only the access to the
service defining area #8008h by the manager I is prohibited.
Oon the other hand, for example when the manager H alters the
service key #8105h, the manager J in which the second access
key K,;, is generated by using the service key #8105h to perform
the certification processing in the IC card 2 cannot access the
service defining area #8008h. That is, only the access to the
service defining area #8008h by the manager J is prohibited.

As described above, a specific child manager can be
prohibited from accessing by using a dummy service defining
area.

Next, when the registered card issuing machine 101 is
disposed at a station, a retail store or other non-safe places
in the case where management information (hereinafter referred
to as registered card issuing information) to manage user blocks
such as the code range, the allocation block number, the area
key, the service key, etc. which are needed for the manager to
form the area defining area and the service defining area as

described with reference to Fig. 8 is registered in the
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registered card issuing machine 101 and the registered card
issuing work is carried out, the prbbability that an unfair
practice such as tapping, tampering or the like is carried out
is high, and thus it is unfavorable in security management.
Therefore, in this case, as shown in Fig. 28, a manager
which will form an area defining area and a service defining
area (hereinafter referred to as a registered card issuing
dealer) encrypts the registered card issuing information and
transmits the encrypted registered card issuing information to
the registered card issuing machine 101 through a transmission
medium 121 such as a public line, Internet, ground wave, a
satellite line, a CATV (Cable Television) network or the like
to register the information info the registered card issuing
machine 101. In the registered card is_suing machine 101, the
encrypted registered card issuing information is transmitted
to the IC card 2, and in the IC card 2 the encrypted registered
card issuing information is decoded to form the area defining
area and the service defining area.
Here, Fig. 28 shows a state where a storage area to supply
services by a manager #2 is constructed as described above on
an IC card 2 in which only a storage area to supply services
by a manager #1 is constructed (a state where the registered
card issuing work is carried out).

Next, Fig. 29 shows the construction of an embodiment of

a registered card issuing processing system for performing the
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above registered card issuing work.

A registered card issuing information supply apparatus
131 transmits registered card issuing information (hereinafter
referred to as encrypted registered card issuing information)
through a transmission medium 121 to the registered card issuing
machine 101 by performing the registered card issuing
information supply processing described later. The registered
card issuing machine 101 receives and registers the encrypted
registered card issuing information from the registered card
issuing information supply apparatus 131. When the IC card 2
is inserted into the registered card issuing machine 101, the
registered car issuing machine 101 transmits the encrypted
registeréd card issuing information to the IC card 2. The IC
card 2 receive_s the encrypted registered card issuing
information from the registered card issuing machine 101 and
performs the decoding processing described later to decode the
encrypted registered card issuing information to the original
registered card issuing information. Thereafter, the IC card
2 performs the above area forming processing (Fig. 9) or service
forming processing (Fig. 10) to form the area defining area or
the service defining area on the basis of the decoded registered
card issuing information.

Next, the registered card issuing information supply
processing carried out by the registered card issuing

information supply apparatus 131 will be described with
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reference to the flowchart of Fig. 30.

Theregisteredcardissuinginfbrmationsupplyapparatus
131 is supplied with a code range, an allocation block number
and an area key needed to form an area defining area or a service
code, an allocation block number and a service key needed to
form a service defining area. In step S21, the registered card
issuing information is formed on the basis of these input
information.

That is, when the code range, the allocation number and
the area key needed to form the area defining area are input,
these data are associated with each other to form the registered
card issuing information. When the service code, the allocation
number and the service key needed to form the service defining
area are input, these data are associated with each other to
form the registered card issuing information.

The processing goes to step S22 to operate an error
correction code for the registered card issuing information
formed in step 821, and the operation result is contained as
a check code for checking tampering in the registered card
issuing information.

Thereafter, the registered card issuing information is
encrypted in step S23. That is, in step S23, the registered card
issuing information is encrypted on the basis of the area key
of the area defining area of the parent layer of an area defining

area or service defining area to be formed on the basis of the
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registered card issuing information.

Thereafter, the processing goes to step S24 to add an
identification code (when the encrypted registered card issuing
information is used to form an area defining area, the
identification code is the area code of the area defining area
concerned, and when it is used to form a service defining area,
the identification code is the service code thereof) as a header
to the encrypted registered card issuing information, and the
identification code is transmitted through the transmission
medium 121 to the registered card issuing machine 101,
thereafter completing the registered card issuing information
supply processing.

Accc_:rdingly, for example when the parent manager A forms
the area defining area #0100h of the child manager Bl in Fig.
7, the encrypted registered card issuing information as shown
in (A) of Fig. 31 is transmitted from the registered card issuing
information supply apparatus 131, That is, the area code #0100h
of the area defining area #0100h is disposed as a header at the
head of the encrypted registered card issuing information of
(A) of Fig. 31. The area code #0100h is not encrypted in the
IC card 2 because it is used to recognize the parent layer.
Further, the area code #0100h is recognized on the basis of the

code range of the input information in the registered card

issuing information supply apparatus 131. This is because
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L1096 ( )éccording to this embodiment the minimum value of the code range
of the area defining area is set as én area code and thus the
area code can be recognized on the basis of the code range as
described above.

A code range from #0100h to #03FFh to be stored in the
area defining area #0100h, an allocation block number 33,
alal0al0alalal0a0a0 as the area key #0100h and a check code are
successively disposed subsequently to the non-encrypted area
code #0100h as a header. These are encrypted (illustrated as
being shadowed in Fig. 31(A)) on the basis of 0123456789abcdef
as the area key #0000h of the area defining area #0000h serving
as the parent layer.

When the manager B2 forms the service defining area #1022h
thereof in Fig. 7, the encrypted registered card issuing
information as shown in (B) of Fig. 31 is transmitted from the
registered card issuing information supply apparatus 131. That
is, the service code #1022h of the service defining area #1022h
is disposed as a header at the head of the encrypted registered
card issuing information of (B) of Fig. 31. The service code
#1022h is not encrypted in the IC card 2 because it is used to
recognize the parent layer (the layer to which the service
defining area belongs).

The service code #1022h to be stored in the service
defining area #1022h, an allocation block number 5,

0303030303030303 as the area key #1022h and a check code are
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successively disposed subsequently to the non-encrypted
service code #1022h as a header. These are encrypted
(illustrated as being shadowed in (B) of Fig. 31) on the basis
of c0c0c0c0c0c0c0cO as the area key #1000h of the area defining
alrea #1000h serving as the parent layer.

Since the registered card issuing information is

encrypted on the basis of the area key of the parent layer as
described above, the content of the registered card issuing
information cannot be known insofar as the area key thereof is
known. Accordingly, even when the encrypted registered card
issuing information as described above is transmitted to a
non-safe place, leakage of the content thereof can be prevented.
As a result, it is possible to distribute the encrypted
registered card issuing information and request the third party
to register it into the registered card issuing machine 101 or
transmit it to the IC card 2.

In this case, the registered card issuing information is
encrypted on the basis of the area key of the parent layer, and
thus it is basically favorable that the registered card issuing
information supply processing is performed under the control
of its parent manager. That is, when the registered card issuing
information supply processing is carried out by a third party,
the area key of the parent layer used for the encryption must

be made publicly open to the third party, and this is unfavorable

in security. Therefore, the registered card issuing information
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supply processing is favorably performed under the control of
the parent manager. .

Next, the decoding processing carried out by the IC card
2 will be described with reference to the flowchart of Fig. 32.

When the encrypted registered card issuing information
is transmitted from the registered card issuing information
supply apparatus 131 as described above, the registered card
issuing machine 101 receives and registers the encrypted
registered card issuing information. When the IC card 2 is
inserted, the registered card issuing machine 101 transmits the
encrypted registered card issuing information to the IC card
2. The IC card 2 receives the encrypted registered card issuing
information from the registered card issuing machine 101 to
recognize the area defining area as the parent layer of an area
defining area or service defining area to be formed on the basis
of the encrypted registered card issuing information in step
s31.

That is, in step S31, the area code or service code of
the area defining area or service defining area to be formed
is recognized by referring to the header of the encrypted
registered card issuing information. In step S31, the area
defining area containing the area code or service code thus
recognized in the code range is detected from EEPROM 66, and
the area defining area is recognized as the parent layer.

The processing goes to step S32 to decode the encrypted
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registered card issuing information on the basis of the area
key stored in the area defining area of the parent layer
recognized in step S31, and then the processing goes to step
S33. In step S33, it is judged on the basis of the check code
contained in the decoded registered card issuing information
whether the registered card issuing information has been
tampered. If in step S33 it is judged that the registered card
issuing information has been tampered, the processing goes to
step S34 to transmit to the registered card issuing machine 101
a message indicating that the registered card issuing
information has been tampered, and perform error processing of
discarding the decoded registered card issuing information or
the like, thereby completing the decoding processing. In this
case, the decoding processing is abnormally finished, and the
area defining area or the service defining area is not formed.
On the other hand, if it is judged in step S33 that the
registered card issuing information has not been tampered, the
decoding processing is finished. In this case, the decoding
processing is normally finished, and then the processing of
storing the registered card issuing information thus decoded
into EEPROM 66, that is, the area forming processing (Fig. 9)
of forming the area defining area or service defining area or
the service forming processing (Fig. 10) is carried out.
The chick as to the tampering of the registered card

issuing information may be carried out by using the header of
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the encrypted registered card issuing information in place of
the check code. That is, if the eﬁcrypted registered card
issuing information is used to form the area defining area, the
area code is disposed at the header thereof as shown in Fig.
31(A), and the area code may be coincident with the minimum value
of the encrypted code range disposed subsequent to the area code.
Accordingly, the tampering or non-tampering of the encrypted
registered card issuing information can be checked by comparing
the area code disposed at the header with the minimum value of
the code range disposed subsequent to the area code. Further,
if the encrypted registered card issuing information is used
to form the service defining area, as shown in Fig. 31(B), the
service code is disposed at the header, and the service code
may be coincident with the encrypted service code disposed
subsequently to the service code. Accordingly, the tampering
or non-tampering of the encrypted registered card issuing
information can be checked by comparing the service code
disposed at the header with the service code disposed
subsequently to the service code.

As described above, in the registered card issuing
information supply apparatus 131, the registered card issuing
information is encrypted to obtain the encrypted registered
card issuing information, and the encrypted registered card

issuing information is decoded in the IC card 2. Therefore, even

when the registered card issuing machine 101 is disposed at a
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non-safe place to transmit through the transmission medium 121,
an unfair practice such as tapping, i:ampering or the like can
be prevented.

As a result, when a registered card issuing work is
carried out to start supply of a new service by using the IC
card 2, it is unnecessary to withdraw the IC card 2, and thus
the cost needed to the withdrawal can be reduced. Further, from
a position of a user of the IC card 2, when the supply of a new
service is started, the user may bring the IC card 2 to a place
at which the registered card issuing machine 101 is set and
perform the registered card issuing work without being
withdrawn the IC card 2, whereby the user can be immediately
supplied with the new service.

In the foregoing description, the present invention is
applied to a non-contact card system in which the communication
is performed under a contactless state. However, the present
invention may be applied to a card system in which the
communication is performed under a contact state. Further, the
application range of the present invention is not limited to
the card system.

In this embodiment, the certification is carried out by
a so-called secrete key system, however, it may be performed
by a so-called open-public key system.

In this embodiment, when the service defining area of the

layer of an area defining area is accessed, the first access



10m0@ 10%& ()-!L- 10%&' ()-3- 10%r& ()-3!9 109 ()-,{/{}||h~~ ~?4= | 10Z@-
1097& ()-L!'H 109% ()- @ 109%%& ()- @ Cs109%& ()-s109%& () - F9109%Z& () -
10Z! Hs109& ()-f!4s109& ()-fs109& ()-f 109 ()-!910%& () - 28 Februamy 2P08SH= |
10Z 10 10 10/ 109 ()-'L'$ 109& ()-1 °$ 109& ()-1 !>109%& ()-m 109%&

#N?SH=

87

key is generated by successively using the area keys of the area
defining areas on the bus from the léyer of the area defining
area to the uppermost layer, however, the generation method of
the first access key is not limited to the above manner. Further,
according to this embodiment, the second access key is generated
by successively using the service keys of the service defining
area to be accessed. However, the generation method of the
second access key is not limited to the above manner. That is,
the first access key and the second access key can be generated
by successively using any two or more area keys oxr service keys.

Further, in this embodiment, each of the user block and
the system block is stored in EEPROM 66 which is one memory.
However, the user block and the system block may be stored in
physically different memories.

In this embodiment, data are stored in EEPROM, however,
the data may be stored in a semiconductor memory, a magnetic
disc or the like other than EEPROM.

In this embodiment, the registered card issuing
information is encrypted on the basis of the area key in the
area defining area of the parent layer in the registered card
issuing information supply processing. However, the key used
for the encryption of the registered card issuing information
is not limited to the area key of the parent layer. However,
since it is necessary to decode the encrypted registered card

issuing information, the key used for the encryption of the

Xj H= |
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registered card issuing information must be stored in the IC

card 2. Accordingly, when the area kéy of the parent layer is

used to encrypt the registered card issuing information, the

area key of the parent layer has been already stored in the IC

card 2, and thus a key used to decode (encrypt) the registered

card issuing information is not required to be stored in the

IC card 2 in addition to the key of the parent layer.

Further, in this embodiment, the storage area of EEPROM
66 is managed while it is designed in the layer structure.
However, the present invention may be applied to a case where
the storage area of EEPROM 66 is not managed in the layer
structure.

Still further, in this embodiment, the encrypted
registered card issuing information is transmitted through the
transmission medium 121 to the registered card issuing machine
101 to be registered into the registered card issuing machine
101. However, the encrypted registered card issuing information
may be stored in a recording medium (storage medium) such as
a magnetic disc, an magnet optical disc, an optical disc, a
memory card, a magnetic tape or the like, which will be directly
brought to the registered card issuing machine 101 to register
the encrypted registered card issuing information.

According to the information processing device of the

first aspect of the present invention and the information

processing method of the second aspect of the present invention,
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management information which is used to manage a storage area
of data storage means and contains & key necessary to access
the storage area is encrypted. Accordingly, the content of the
management information can be prevented from leaking to a third
party.

According to the information processing device of the
third aspect of the present invention and the information
processing method of the fourth aspect of the present invention,
management information which is used to manage a storage area
of data storage means, contains a key necessary to access the
storage area and is encrypted is decoded. Accordingly, the
content of the management information can be prevented from

leaking to a third party.
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CLAIMS

1. An information processing device for performing processing of
supplying management information to a data storage device
comprising: data storage means for storing data to supply
predetermined service; management information storage means
for storing management information containing a key necessary
to access a storage area of said data storage means; and
management means for managing the storage area of said data
storage means on the basis of the management information,
characterized in that said storage area to be designated in a layer
structure, and comprises forming means for forming the
management information and encrypting means for encrypting
the management information of a lower layer by using the key

contained in the management information of an upper layer.

2. The information processing device as claimed in claim 1, further
including transmission means for transmitting the encrypted
management information through a predetermined transmission

medium to said data storage device.

3. The information processing device as claimed in claim 1,
wherein the management information further contains a storage
area identifying code which can be allocated to said storage area

to be managed and is used to identify said storage area.

4. The information processing device as claimed in claim 1,
wherein the management information further contains an empty

capacity of said storage area to be managed.
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5. The information processing device as claimed in claim 1, further
including operation means for operating a check code to check
whether the management information has been tampered or not,
wherein said encrypting means encrypts the check code together

with the management information.

6. The information processing device as claimed in claim 1,
wherein the management information further contains
information to manage said storage area to be managed while

said storage area is designed in a layer structure.

7. A data storage device comprising: data storage means for storing
data to supply predetermined service; management information
storage means for storing management information containing a
key necessary to access a storage area of said data storage
means; and management means for managing the storage area of
said data storage means on the basis of the management
information, characterized in that said storage area to be
managed is designated in layer structure, and said management
information is renewed by receiving management information of
a lower layer encrypted by using the key contained in the

management information of an upper level from the external.

8. The data storage device as claimed in claim 7, wherein the
access from the external is carried out through a predetermined

transmission medium.

9. The data storage device as claimed in claim 7, further including
communication means for performing communications with

external equipment, wherein said management means manages
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said storage means in response to an instruction from said

external equipment.

10. The data storage device as claimed in claim 9, wherein said
communication means performs the communications with said

external equipment in a contact or non-contact state.

11. The data storage device as claimed in claim 7, wherein the
management information is supplied from an external

information processing device.

12. The data storage device as claimed in claim 7, wherein the
management information further contains a storage area
identifying code which can be allocated to said storage area to be

managed and is used to identify said storage area.

13. The data storage device as claimed in claim 7, wherein the
management information further contains an empty capacity of

said storage area to be managed.

14. The data storage device as claimed in claim 7, wherein the
management information further contains information to manage
said storage area to be managed while making said storage area

in a layer structure.

15. An information processing card comprising data storage means
for storing data, management information storage means which
serves to manage a storage area of said data storage means and
contains a key necessary to access said storage area, and

management means for managing said data storage means on the
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basis of the management information, characterized by further
comprising receiption means for receiving the encrypted
management information from external data storage device,
decoding means for decoding the encrypted management
information and storage control means for controlling said
management information storage means so that the management
information is stored in said management information storage
means, wherein said storage area to be managed is designated in
a layer structure and when the management information is
encrypted by wusing the key contained in the management
information of an upper layer thereof, said decoding means
decodes the encrypted management information by the using the
key contained in the management information of an upper layer
thereof which is stored in said management information storage

means.

16. The information processing card as claimed in claim 15, wherein
the management information further contains a storage area
identifying code which can be allocated to said storage area to be

managed and is used to identify said storage area.

17. The information processing card as claimed in claim 15, wherein
the management information further contains an empty capacity

of said storage area to be managed.

18. The information processing card as claimed in claim 15, further
including operation means for operating a check code to check
whether the management information has been tampered or not,
wherein said decoding means decodes the check code together

with the management information.
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19. The information processing card as claimed in claim 15, wherein
the management information further contains information to
manage said storage area to be managed while designing said

storage area in a layer structure.

20. The information processing card as claimed in claim 15, further
including communication means for performing communications
with external equipment, wherein said management means
manages said storage means in response to an instruction from

said external equipment.

21. The information processing card as claimed in claim 20, wherein
said communication means performs the communications with

said external equipment in a contact or non-contact state.

22.  An information processing method for performing processing of
supplying management information to a data storage device
comprising data storage means for storing data to supply
predetermined services; management information storage means
for storing management information containing a key necessary
to access a storage area of said data storage means; and
management means for managing the storage area of said data
storage means on the basis of the management information,
characterized by comprising:

a forming step of forming the management information;
and
an encrypting step of encrypting the management

information.
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23. The information processing method as claimed in claim 22,
further including a transmission step of transmitting the
encrypted management information through a predetermined

medium to said data storage device.

24, The information processing method as claimed in claim 22,
wherein the management information further contains a storage
area identifying code which can be allocated to said storage area

to be managed and is used to identify said storage area.

25. The information processing method as claimed in claim 22,
wherein the management information further contains an empty

capacity of said storage area to be managed.

26. The information processing method as claimed in claim 22,
further comprising operation means of operating a check code to
check whether the management information has been tampered or
not, wherein said encrypting means encrypts the check code as

well as the management information.

27. The information processing method as claimed in claim 22,
wherein the management information further contains
information to manage said storage area to be managed while

designing said storage area in a layer structure.

28. The information processing method as claimed in claim 22,
wherein when said storage area to be managed is managed on the
basis of the management information while designed in a layer

structure, said encrypting step encrypts the management
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data storage means for storing data to supply a predetermined
service, management information storage means for storing
management information containing a key necessary to access a
storage area of said data storage means on the basis of the
management information, wherein said storage area is designated
in a layer structure and said management information is renewed
by receiving management information of a lower layer encrypted

by using the key contained in the management information of an

upper layer from the external.

30. The data storage method as claimed in claim 29, wherein the
access from the external is carried out through a predetermined

transmission medium.

31. The data storage method as claimed in claim 29, further
including communication means for performing communications
with external equipment, wherein said management means
manages said storage means in response to an instruction from

said external equipment.

32. The data storage method as claimed in claim 31, wherein said
communication means performs the communications with said

external equipment in a contact or non-contact state.
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33. The data storage method as claimed in claim 29, wherein the

management information 1is supplied from an external

information processing device.

34, The data storage method as claimed in claim 29, wherein the
management information further contains a storage area
identifying code which can be allocated to said storage area to be

managed and is used to identify said storage area.

35. The data storage method as claimed in claim 29, wherein the
management information further contains an empty capacity of

said storage area to be managed.

36. The data storage method as claimed in claim 29, wherein the
management information further contains information to manage
said storage area to be managed while designing said storage

area in a layer structure.



