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A first proxy node receives a first request
message from a requesting node, the first
request message comprising therein the
identity identifier of the requesting node
and a data identifier to be accessed

The first proxy node determines a first
encrypted ciphertext in a block chain
network according to said data identifier,
and determines, according to the identity
identifier of the requesting node, whether
the requesting node has the rights to read
the first encrypted ciphertext

If so, initiate to at least one second proxy
node a rights verification request on the
requesting node, and according to the
feedback result of the at least one second
proxy node, determine the issuing of the
first encrypted ciphertext
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(57) Abstract: Disclosed are a data access rights control method and device. The method comprises: a first proxy node receiving a
first request message from a requesting node, the first request message comprising therein the identity identifier of the requesting node
and a data identifier to be accessed; determining a first encrypted ciphertext in a block chain network according to said data identifier,
and determining, according to the identity identifier of the requesting node, whether the requesting node has the rights to read the first
encrypted ciphertext; if so, initiating to at least one second proxy node a rights verification request on the requesting node, and according
to the feedback result of the at least one second proxy node, determining the issuing of the first encrypted ciphertext. By adding the
proxy nodes in the block chain network, the method realizes that a data source node can also freely grant or revoke the rights of the
requesting node without modifying the ciphertext, thereby ensuring information security in the network.
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