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[ 0001] The present invention relates to a state
wor@hionss14 hat may operate on partial or di sor dB€EUS2006/026755

information, inferring internedi ate states that have

yet to be formally traversed. BACKGROUND [ 0002] The

behavi or of many common itens and situations can be

nodel ed using a sinple but powerful tool called a

finite state machine (FSM. Exanples of functions that

have been efficiently translated into state nmachi nes

i ncl ude vector control for signal processing

al gorithnms, data encoding and decoding, encryption and

decryption, evenjy e machi ne
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control functions E |s usué? y represented in

the formof a directed graph that includes states
i nterconnected by transitions. Many conputer tools

FIEIEX IO THRINVRAIONIesi gners to "draw' a representation
of the system bei ng nodel ed by defining states of a

[000Ht at e THeghesest ianchtivanelart tgstattasschitathesmbPGRirite bn partial or
with directional |ines that represent state

disordgrad gifoinaien, Bfating imedediatsstgentdnaahive yehdelpefdasily piversed.
the system bei ng nodel ed and can be created before or
after the physical systemis devel oped. [0003] An FSM
IS, nerally, a digital (or sonetines nechanical)
BA(E%%R&%HYHat traverses through a sequence of states in

an or Ly fashion, with the transitign from one state
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inct functional blocks: a next
form of a directed graph that includes states interconnected by transitions. Many computer

tools exist that enable designers to "draw"” a representation of the system being modeled by
defining states of a state machine and connecting those states together with directional lines
that represent state transitions. Such a model is generally independent of the system being
modeled and can be created before or after the physical system is developed.

[0003] An FSM is, generally, a digital (or sometimes mechanical) device that
traverses through a sequence of states in an orderly fashion, with the transition from one
state to another representing the consumption of one or more inputs or occurrence of other
events. In some cases, state transitions are augmented with various activities. The FSM
may be embodied as a set of computer-readable instructions that a computer processor can
read and follow, and/or a collection of logic gates for implementing particular operations.
[0004] A state machine will typically include two distinct functional blocks: a next

state decoder and an output decoder. The next state decoder determines the next state of the



state decoder and an out put decoder. The next state
decoder determ nes the next state of thestate nmachi ne

W@ 2oog/opssiased on the current state and a set OPCT/DPUD&ED26755
whi |l e the out put decoder generates the actual outputs.
It is the next state decoder that is responsible for
ensuring that the state machi ne traverses an order of
States, as directed by the inputs; while the output
decoder provi des sequences of output signals based
upon the state transitions. At tines, these outputs
may be returned as inputs to the FSM e.g., via one or
nore feedback signals. [0005] The distinguishing
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provi ded by multiple systems in a distributed

[0005pr Chi Tiecdibtirguishibethian@tefeyc 6fa stufe\redcheth thawnit ifdarécesRy
be lost. In such situations conventional state

orientedhedineeThestbteenachirglthoves onakend froor st&e to sthi@f er put differently,
transitions; each outconme bei ng unaccept abl e.

from midestomgitn gn;estowh,a‘-p angitimmaiel goklios fimakstaic eStateahichines apeaypieally
of coping with situations in which input data nag

losslesgin fheér RyogesEiNg sEephésh Ei6y 6PnSHste their anput yi edetand without any
experiencing such errors. SUYWARY OF THE | NVENTI ON

losses{ 'bigyp B§sumpEop Fse@éffﬂna‘i’lﬁ%ﬁl@%ﬂmﬁ?@\% By ot gl Ip particular, when a

state RGP § RGLPOBY) L= s B dfatpya%tltﬁp 5t S dfifouted
d h

oot e G ey he WS P Lt STHERET PP amedar ¢ ne

convebi5) YaBIRhEIL 90 TS TS ] SO LUEHL LR Scome

rom observations of sucées

being ﬁ%@éﬁ&ﬁl@ N3 L8y, WhalR rn@ecf@dh? b s%Y@xﬁE&nﬁé‘Eaﬁgﬂl'e%g%mg with

he I'nference endine thus allows the state chi ne

sﬁuaﬁ@ﬁsolﬁeﬂﬂcl{ ot dits nﬁWahW&t ou$ badequbitedrmeVatsdlBd RBhout experiencing
associated with th

such errors.




conpl etion of the out-of-order event(s), even in the
absence of m ssed event inputs. Were those m ssed
WO panessad e | ater received, the inference engi PET/E30&E6755
configured to validate its 3nferences (i.e., its
conputed state transitions) in accordance therewth.
[ 0007] The state machi ne may include tinmeout neans
associated with one or nore of its states, which
ti meout neans can cause the state machine to
transition to designated states upon expiration of a
timeframe defining the tinmeout prior to receipt of a
speci fied event input. The state machine may al so be
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Is to occur). BRI EF DESCRI PTI ON OF

succestRg cPmPREBAs bMHRBrinddteiothek bl drd S@lsIthridt. Y‘ﬁé’m‘férence engine thus
exanple, and not limtation, in the figures of the

allowsihe eupanyihig: ©Oravésed SFronmitybiredht staf08 A nelsi Pate @ssbeiated with the
illustrates an exanple of a conventional finite state

completictho fibe oiB@AG e dvgut(s), 2vdnl ihuisd saties dfmniescdravbst infutd Where
state machine used to track and trace the activities
those mﬂssadJmublaee kigysgosivedsthe 0bkehte Figiue mag be confgurat ©svakidate
nmpl e of a mssed input fromone of the subsystens
its mf?félilcﬁg (irforitstcorBtes stafe trapsitions) &n sreerdanee therewdty at ed i n
[OOlégﬁFl gure 4 illustrates an exanple of a
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event input. The state machine may also be configured with at least one transition function
defined by one or more event conditions, rather than an explicit event occurrence. Such
event conditions may have prioritized transition functions and the state machine may be
configured to transition from a current state to one or more subsequent states according to

the transfer function having a highest priority (e.g., in cases where more than one event

conditions is true at a time when a state transition is to occur).



functions to accept conditions, rather than explicit
characters, as inputs that notivate a state change in
waecwanaance Wi th an enbodi nent of the present PCT/US2006/026755
invention; [0014] Figure 6 4llustrates an exanple of a
state machi ne having non-determnistic state
transition functions allowi ng for the use of
prioritized state transitions in accordance with an
enbodi nent of the present invention; and [0015] Figure
-7 illustrates and exanple of a software architecture
for a processing systemin which a state nmachine is
grounded in an inplenmentation of an inference engine

i ' iAent of the present
BRIFT%@%??%%%?A&EE@**W% [0016] Described herein
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execution. The Tesult IS a state machi ne that may
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Inferring internmedi ate states that have yet to be
[0010f or maFignrt 2 ahesare an kRarapldiof b @fite MAEHiAOhed36 6lclagnd trace the
state tineouts and transition priorities allow for
activifiesnefrmaltipkersobsysfentshe st at e machi ne' s executi on,
particularly in unexpected circunmstances. [0017]
[0011] t hoHigure Bellystretse an ekamplatoif @ misded linf fidirsonesefatle wiltslistems
_ reference to various exanples and enbodi ments thereof,
being mondteend witlbBrestatemperiagilugEstcd HeBiguedanpl es are not
nmeant _to limt the scope of the invention as defined
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as object-oriented environments such as the
[0014] Figure 6 illustrates an example of a state machine having non-deterministic

state transition functions allowing for the use of prioritized state transitions in accordance
with an embodiment of the present invention; and

[0015] Figure 7 illustrates and example of a software architecture for a processing
system in which a state machine is grounded in an implementation of an inference engine

in accordance with an embodiment of the present invention.



Conmon Obj ect Request Broker Architecture (CORBA),
Java(tm and the |ike hi general, however, all of the
wa@btarmossnt i oned terns as used herein are meant P€DUS2006/026755
enconpass any series of |logical steps perfornmed in a
sequence to acconplish a given purpose and, in the
case of a state machine, maintain state information
regardi ng a nodel ed system (e.g., through the
mai nt enance of state tables and the like). [0018] hi
vi ew of the above, it should be appreciated that sone
portions of the detailed description that follows are
presented in terns of algorithnms and synbolic

DET %ﬁﬁgm@ﬁf operations on data within a
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desired result. The steps are ose requiring physical

inforniEbinPltiférting Nfterdfediy ghteathaB ARl yet e foHRHRY Irifverdddongh
not necessarily, these quantities take the form of

additieh,eohtrole 8lictnds stagtigiebats ahd trahsitirapradittes aflowdbnfiner control of
stored, transferred, conbined, conpared and ot herw se
the stataniaplina’s esiecution, lpagicptanlyan uoerpeeteid eirttumstabdeses,
rincipally for reasons of commobn usage, to refer to
[0017] hes eAlhgwgl the aesstritinyentian wek be disewsed witheghetsabeto varions
characters, terms, nunbers or the like. It should be
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Fortraty SOHOL, FASCAL ) ﬁ§en@ﬂl? oA e Pl Ahg 8061 o Sumil ML,
mani pul ates and transtorns data répresented as
SGMBIYMIIG atoXMLE @hd e like, SHraell hd digect\wiriehted ehlionments such as the
Common Object Request Broker Architecture (CORBA), Java™ and the like. In general,
however, all of the aforementioned terms as used herein are meant to encompass any series
of logical steps performed in a sequence to accomplish a given purpose and, in the case of a
state machine, maintain state information regarding a modeled system (e.g., through the
maintenance of state tables and the like).
[0018] In view of the above, it should be appreciated that some portions of the
detailed description that follows are presented in terms of algorithms and symbolic
representations of operations on data within a computer memory. These algorithmic

descriptions and representations are the means used by those skilled in the computer

science arts to most effectively convey the substance of their work to- others skilled in the



conmputer systenis registers and nenories into other
data simlarly represented as physical quantities
wowdohionsstdhe conput er system nmenories or regi st BCBHUSL006/026755
ot her such information stor@ge, transm ssion or
di spl ay devices. [0019] The present invention can be
i npl emented with an apparatus to performthe
operations described herein. This apparatus nay be
specially constructed for the required purposes, or it
may conprise a general -purpose conputer, selectively
activated or reconfigured by a conputer program stored
in the conputer. Such a conputer program may be stored
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commtoaqusesd, td tederad dliese Sigahls as bitq welats, Rbymantsyeymbalsahyracters,
conventional comunication path, for exanple, an ftp,

termshiprpbays ohthe piger dcphesld bedormstiherind,i Howeaventish etl of dgseatd
_ _via one or nore networks or networks of networks
similgrdergns argto| bﬁceasocaﬁté@wmtbttmnpromaémplaﬁ@al aeanfitiekanskare merely
I nternet). 00201x The al gorithns and pr ocesses
conveﬁr@@é@hﬁlé apPlsddior %?ﬁéiu%tﬂeﬁ nHelkesnenegiiically satpdiashespipe, it will
arti ar. conput ot her aratu Var i ous
be aprgr@ﬂaﬁeéuh WBB&E"‘%@&%%“H?&? of ef’pgaﬁfnmvan% greofderms such as
accordance N eac,ha‘ s her ei it,.nma
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gener al - purpose processor or I on of
complMRF SY¥RIPs AFSters and memories into other data similarly represented as physical

quantities within the computer system memories or registers or other such information
storage, transmission or display devices.

[0019] The present invention can be implemented with an apparatus to perform the
operations described herein. This apparatus may be specially constructed for the required
purposes, or it may comprise a general-purpose computer, selectively activated or
reconfigured by a computer program stored in the computer. Such a computer program
fnay be stored in a computer readable storage medium, such as, but not limited to, any type
of disk including floppy disks, optical disks, CD-ROMs, and magnetic-optical disks, read-
only memories (ROMs), random access memories (RAMs), EPROMs, EEPROMs,
magnetic or optical cards, or any type of media suitable for storing electronic instructions,

and each coupled to a computer system bus. Moreover, the computer-readable instructions



software. One of ordinary skill in the art wll

i mredi ately appreciate that the invention can be
w@e@acossed w th conputer system configurati onsPOL/N82006/026755

than those descri bed bel ow,7 i ncl udi ng hand- hel d

devi ces, multiprocessor systens, m croprocessor-based

or programmabl e consuner el ectronics, DSP devices,

network PCs, m niconputers, nainfrane conputers, and

the like. The invention can also be practiced in

di stri buted conputing environnments where tasks are

perfornmed by renpte processing devices that are |inked

t hrough a communi cations network. The required
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Such nodel s are useful”’where, for exanple, one W shes
Interdef). det er mi ne potential outcomes in the physical system

for a given set of inputs. Wile it would be

[0020] npr aThé glabrithti3d@a hroeessR brd¥esed ARGHSIrEh6) inh&chBK Rlated to
such determni nations usingthe physical systemitself,

any patitear ¢cdngpuvérrdr witler appareinenVaiiowgentral-baiposy Sisems(thaebe used
. the state nmachine) can be used for such purposes.
with pxbgremn ait acgetdancowith thaddéingsheran,airet may hiave sonmegnidne to
used to track processing within the physical system
constrggmoretspeiaized @pparaie to perpiraniba reuited sneshasl. dFopeswimpleyany of
gtaef ul where the physical systemis wdely distributed
the mefhads agcordigdp Tt Presind yureatien sandyedmpliasniedinderd-paredgircuitry,
of transaction nonitoring are inpracti.cal or. difficul
by ProggRBIECHERETE BUEROSS RIRSATRES: Moy A et ilopal gaglyvare an
model s farn. tracking,states .of a.cgnputer.- ed, syste
softw - Fhe el uiog RN MR LD iBm OB B RTBE 5 HRefin can
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inclucﬂg haMa&efi devices, multiprocessor systems, microprocessor-based or
programmable consumer electronics, DSP devices, network PCs, minicomputers,
mainframe computers, and the like. The invention can also be practiced in distributed
computing environments where tasks are performed by remote processing devices that are
linked through a communications network. The required structure for a variety of these
systems will appear from the description below.
[0021] As indicated above, finite-state machines are often used as ways to model the
processing of data. That is, real-world (i.e., physical) systems (which are often complex
and can involve a number of subsystems) may be abstracted and represented in a virtual
sense by a state machine. Such models are useful where, for example, one wishes to

determine potential outcomes in the physical system for a given set of inputs. While it

would be impractical (ihdeed, sometimes impossible) to make such determinations using



Sis afinite set of states; is a finite input
al phabet; T is a transition function mapping
wat@vetsmiphabet pairs to sets of states: S x (P{EPY200€026755

2s , where 2s represents the power set of S; s is an

el ement of S, designated as the start state; and F is

a subset of S, designated as the final states. G ven

an input string X1 X2, X3, . . ., Xn, conprised of

el ements of U {e}, one says that a non-determnistic

finite state machi ne accepts the string if the state

machi ne can run through a series of states S, Sl1, S,
., Sn such that, SO = S; Sj+ 1 is a nmenber of T(Sj,

the phisiby ylfor icett ot the viralebresBRGT of RasiBi T e Sate
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or diffida)t to implement. State machines may also be used as models for tracking states of
a computer-based system, such as a complex software-driven system.
[0022] A more formal definition of a non-deterministic finite state machine may be
given by a 5-tuple (S, Y, T, s, F), where:

S is a finite set of states;

Y. 1s a finite input alphabet;

T is a transition function mapping state/alphabet pairs to sets of states:

Sx (LU {e}) to 25, where 2° represents the power set of S;

s is an element of S, designated as the start state; and

F is a subset of S, designated as the final states.
Given an input string x,, X2, X3, . . ., Xn, comprised of elements of }, U {€}, one says that a
non-deterministic finite state machine accepts the string if the state machine can run
through a series of states so, s, 82, - . ., Sy such that,

Sp =S;

Sl is a member of T(s;, x;), fori=0, 1, ..., n-1; and

Sp 18 an element of F.
Thus, the state machine is started in its start state, and a transition is made for each element
of the input string. The string is considered accepted if and only if the state machine is left

in a final state after all elements of the input string have been processed.

[0023] For example, consider the state machine 10 illustrated in Figure 1, where:



s = A and F = (E). As shown, this state machi ne 10
can be represented pictorially as a directed graph,
wowdo/oosses nodes of the graph representing the etT/o8z06/@26755
states (A, B, C D and E) ad the | abeled arcs of the
graph representing the transitions between those
states. In this case, the |abels on the arcs represent
t he al phabet el enments that are mapped in the
transitions. Thus, state "A" is the initial state,
state "E" is the final state, and the accepted i nput
strings are "010", "00", and "10". In addition to
maki ng transitions fromstate A to state E, which
tr pihﬁgoasDrﬁ resent consunption of inputs at the
I nternedi ate’st’ates, sone or all of the transitions
n3%=q? ggconpanied by activities that are executed.
Thtis the ’consunption of an input not only guides a
def grolRahinsof RAcepLapceyof the input, but may also
drive activities or outpufs as well. [0024]
Conventional statgamgachiipgs are limted in that they
are typically lossless in'their processing - that is,
conventi onal stat®Bpteh{@igs consune their input in
order and wi thout any | osses. Such a nodel is
reasonabl e i n maMyCdoai{B$, but not all. In
particular, when a state machine's input is a series
of data items prMPd@=WEmul tiple systems or sub
systens in a distributed architecture, ordering may be
ssbvAi eml, and data may be lost. In such conditions,
conventi onal state machines often stall or otherw se
?&ﬁ%iion.[OOZS] In contrast, the present invention
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rrup NS |1 nference nmechani sm al

arcs reprabéat RIS efl derk MM ML Se %%%H@ i@etAnglidMaThA) State “A” is
ere a traditional state machi ne woul d

the initial state, state “E” is the final state, and the accepted input strings are “0107, “00”,

and “10”. In addition to making transitions from state A to state E, which transitions
represent consumption of inputs at the intermediate states, some or all of the transitions
may be accompanied by activities that are executed. Thus the consumption of an input not
only guides a determination of acceptance of the input, but may also drive activities or
outputs as well.

[0024] Conventional state machines are limited in that they are typically lossless in
their processing - that is, conventional state machines consume their input in order and
without any losses. Such a model is reasonable in many domains, but not all. In particular,
when a state machine's input is a series of data items provided by multiple systems or sub-
systems in a distributed architecture, ordering may be subverted, and data may be lost. In

such conditions, conventional state machines often stall or otherwise malfunction.



either stall, or make incorrect transitions. [0026]
Al t hough the remai ning di scussion focuses on
wmeovsmdesses m ni stic state machines, it applies eUabi96/026755
to determnistic state machbnes. Deterministic state
machi nes (that is state machines that do not accept
the null input character, e, and for which the
transition function maps state/input pairs to a single
state rather than to a set of states) are a subset of
their non-determ nistic counterparts. Further, every
non-determ nistic state machi ne can be transforned
into a determnistic state machine. [0027] To better
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and trace the business system s overall progress. Each

state mAHinkit6 uahtirb ToRIPLEMD BV 8B s Rterd R kkBSitiURal lshe RMEKIAL would
busi ness system may generate one or nore outputs that

either Staly@ makrtiesoredt atsiia@sk conpl eti ons, and the
processi ng of these outputs by the state machine

[0026fal | owaltficghtthackiangng Hscypsiogriessendén ndredetermmnialstic state
system Figure 2 illustrates a basic exanple of this

machivesniteppliésrequally to detegrmanisiiomah imaehings. | Betgrministie gtafemachines
tracking and tracing two subsystens 30a and_30b.

(that i§ gateapaciings shaide nat agcept thenul} dprtcdaracter: & gnd fajwkeh thef
.the subsystens 30a or 30b has yet signaled the

transitBHHPEtGrgRARS St R AL RRITS Spsgdsate é?ﬁ%fs At 10 a3phofeipien) are a
3 havi ng ,sent. Event 1. State 26 represents .subs em

sibset 38 ST OP SRS BAH PR WS, BRSO RV g S
.sent Event 2. a [ ) represents

machi§ SR Bns st 25 ot sl wRUEREL T B 300

[0027{2V]

T LT L o s
implethEABSS nQRSicR 3385 ARHIPY Lis&M8Hhchito? b BuSinBRGOARSEs flow (e.g.,
insurance claim handling, mobile phone transaction request and satisfaction, centent
submission and publication, etc.) involving multiple, distributed systems and/or
subsystems. The job of the state machine is to track and trace the business system's overall
progress. Each individual system/subsystem that makes up the overall business system
may generate one or more outputs that signal intermediate task completions, and the
processing of these outputs by the state machine allows for tracking the progress of the
overall system. Figure 2 illustrates a basic example of this concept in which a state
machine 20 is utilized for tracking and tracing two subsystems 30a and 30b.

[0028] The start state, 22, represents that neither of the subsystems 30a or 30b has yet

signaled the completion of an event. State 24 represents subsystem 30a having sent Event

1. State 26 represents subsystem 30a having sent Event 1 and subsystem 30b having sent



20 may be augnented to perform acti ons upon any
particular transition. For exanple, the transition
wo mveossm bet ween states 24 and 26 nay, in addPCT/OR200€026755

mappi ng the state transitidh upon the occurrence of
Event 2, invoke an action (such as generating an
output). Actions mght include storing data in a

dat abase, signaling an event to another state machine,
and so on. [0030] So |long as state machi ne 20 consunes
its input in order, waiting at internedi ate states 24
and 26 until additional input elenments (Events 2 and 3
in this exanple) are avail able for processing, the

Event 0814058 (0 Alq1 366 bl Wbl SR IULRSIT: 207 R0 S Rbsystem

ns Su
i t ' t : ifie may be
200 et 954 2 08 LIRS OBt SRS T
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20 maP®R L S@Ented &F p@FAPAions bt Siytpapiduli tFaB6itiBR RS ekfinple, the
igure 3, where the | oss of the Event 2 output of

transitSabRYSi@IBedP e aste 924 uiid B6Imaly i 3&Hitibheo hRgpingfthadtate

I nput such as Event 2 may well cause a conventi onal
transitddnatpenibcbicnechee of Bvdnt 2 ninsdlatan 24on (tuabbhe géreratingen output).

forward and unable to successfully track any further
Actiogroightinglugf stoniegdiatat injaplatabases yignadmg dnfeventcte anothessiate

were due to a conmunication failure (e.g., a network
machiggtaggd &0 8R- ot her event), rather than a failure of the
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30b c%xlrkﬁ'oge%ﬁ.sﬁgw&%}\fﬁ ﬂfs'n?rﬂlg%d %’g%l}ngtsgg? %@nt'HE? wﬁtal%ltée %n?uts to a state

uatrons such as . . gur e_
machilﬁﬁ RAYDE gSHGHted PhEmTRAN b & Sutber §DRp&ald MbdyTRnTBREE the

possibility thar?;:rtn: rinputs to the state machine may be delayed or lost entirely. Consider,
for example, the situation reflected in Figure 3, where the loss of the Event 2 output of
subsystem 30b has occurred.

[0031] The loss of an input such as Event 2 may well cause a conventional state
machine to stall in state 24, unable to move forward and unable to successfully track any
further progress of the distributed system. If such a loss were due to a communication
failure (e.g., a network outage or other event), rather than a failure of the actual subsystem
being monitored, the operator of the system may end up spending needless sums on
investigating a fault that does not actually exist. Moreover, additional transactions that are

processed by the physical system might go unrecorded, resulting in lost revenue

opportunities or other business.



readabl e instructions (i.e., software) to operate in

the static manner of their formal definition hi
w@oeownesst4 state nmachi nes configured i n accor dBTESW06/626755

enbodi nents of the present 12nvention are inpl enented

within the context of an inference engine. An

i nference engine is a conputer-inplenented process

that can verify or generate an "inference step", i.e.

an expression of an inference fromone or nore

prem ses. By this we nean the kind of data typically

intended to express a logical inference fromone or

nore prem ses to a conclusion. By grounding a state

1003207 0 e Fehoh ForSRRATTEY Bl iy N ERSFrEiRg: Pyt
deplcgﬁtlw ong%l%%?usgsﬁa{ st%I RELAHROR (}g@g@gﬁ n?#gglglrﬂgcg% in computer

conve ate nmchi nes provi

readabmsmdcﬂgng (el H&%v%?ﬂ%' @S Rrdid AEALLSH AR R Pl did f"o%al

transitions. Each e defines an extension

definfti®h nﬁ' cofitradt &tABalcRass ¢didtgurldlif WecobdibBe dai e‘fxﬁ%d‘irﬁerﬁ@ Bfthe
with the sort of exceptional circunmstances presented

presehtintérsioniab ngderByrgtd Within B0 Scitedt RF eh iiffreht Aerfifid. OAS inference
The inplenmentation of a state nachine within an

engink i £c@ngecreingileareiedpiodes thal cappaifly wnigbyerhto anCiifereties step”,
maki ng state transitions in the presence of input

i.e., adiespueskion off anl infsenck firopaend auhene prénmfes: Brydbis veamedpethe kind of
made about possible or certain) future states w thout

data tiypigaltigintendpe tof &xpress Bt wmi dikfaxeace fremangeiop frpre Prsmises to a
exanpl e, consider again the state machine illustyrated

COHCIPﬁOFl%SUg@u@dmg # sigfremacingindhe eansext pl hstinterenisa cpgiaptthe
ar.e se enti al

presenwmnth PWE\%ﬁPPe?eﬂ sEngliet et en 6<'§1?Fétoe§%%9wrler

J 3. Ev
extenf o i BHERE e Arainiro gL BY 5 s B B
mach%g:' tir{lgo?ésﬂnné%%ﬁ’a&gé ﬁgﬁsﬁf’otn?t Lgac%‘f’ me &ﬁ?&ﬁ aht%k%ﬁgx% to formal

erences IOﬂS In

state %@%ﬁn%ﬁa@a@loqﬂs 30¢ l‘g@é"/‘?%s ®4 céﬂé%th the sPRbE b}@débﬁ{)nal tFeumstances

erence engi ne-
presented in distributed systems.

[0033] Inferred Transitions: The implementation of a state machine within an
inference engine provides an opportunity to continue making state transitions in the
presence of input disorder or loss. In particular, inferences can be made about possible (or
certain) future states without having to perform intermediate transitions. For example,
consider again the state machine illustrated in Figure 3. If one assumes that Event 2 and
Event 3 are sequential (that is, that Bvent 3 cannot occur until after Event 2 has occurred),
then one can infer from the presence of Event 3 that Event 2 was lost, and that the state
machine 20 could progress to State 28.

[0034] The present state machine does this by means for making inferences in
situations in which data may be disordered or lost. In particular, the inference engine-based

state machine is configured to keep track of a set of possible intermediate states that reflect



state machine is configured to keep track of a set of
possible internedi ate states that reflectinput that
woray7lesses ar ri ved out of order, or nmay have arpPCmes2006/026755
after other input was |ost.13The inference engine is
configured to iteratively produce a new set of
possible internedi ate states fromthe current set,
based on additional input. In other cases, the
i nferences may be arrived at according to user-defined
criteria that define one or nore paths. Mreover, in
sonme enbodi nents of the invention the occurrence of
future states may be inferred fromthe occurrence of
; t ates ce-ve 0035],In addition to
mput ﬁ]a? gdr%l ihﬁgé pr og?1 gggof?eﬁ&egi ifrurg?)?%% S a\ﬁi{/%wd %f?% 8 ét‘r&)&f?gfls lost.
The i j : ; ' | its ..
e e T PR P A Lo JRAEL g 30 ot P it Fbaneciac
states ROMTeurieht dehl Basdd ' . | i |
i nput that arri vesfﬂa?g1 d{a?m%pﬁg?{ c%%%ezkﬁsgﬁ’cfng{f%gﬁ&é}nay be
arriveidrat e¢dordigg tdeset-tefiedidriestia BatSleBing 08 of MoRDSRLMoréer, in
and then subsequently validating the transition from
some sinhbdinPhts af {RGinvpaivnahe bvdkreate dhnpe btatk nofydRrinfyed trom
2. [0036] State Tineouts: A second nmechani sm for
the ocewpényg ofiiprdsem statgstandrvade-omsadi t i ons such as di sordered
or lost input is a tinmeout nmechanism In this case the
[0035kt at elmaddifioneo fpfprringairogtess insivatians astiodisatiedd o tast mpyt, the
particul ar state such that a | ack of input wthin that
present stk mapRnGFan vadidate dts Anisrraeses sheuld datmarive ent-gleorder. Foo
n .error stat S%@.For e>éam%le, consi der the state
exampig,dfthestals maching dHustrated; i Frguge gyt theyearryes 3 dyd 23 pen be
30a and .30 re not sho in this illustratiop,
nandigffl Bming the ehsfgh of SR8 Biole e 4li e 3btcquently
t t 22 and, 2 24 apd .26 an
validaji Y34 B R 21 683058 oL e BB R

[0036]@s begn 'ﬁH&Gﬁt@.tgq’ewnht}n@cﬂgxgig%%ggoﬁﬁﬁg gxcf' g?ﬂ%rcgﬁditions

and transitions from states

such ds diERAdredISNBRABM: is & BHBEN hiRAnisAPH thieRSNAR REat {nac;hine may
executing this state machine, an input that stalls at

includs tidieduasideiateDiviRh b parBOulsea e dschiMhbi a BB S Lindut within that
transition to state 32 to occur. Likew se, an input
timefrhdnatwiltcahdes: specified transition (e.g., to an error state). For example, consider
the state machine 40 illustrated in Figure 4.
[0037] Subsystems 30a and 30b are not shown in this illustration, however, the state
transitions 1, 2 and 3 are illustrated between states 22 and 24, 24 and 26, and 26 and 26,
respectively, as before. State machine 40 has been augmented with additional states, 32
and 34, and transitions from states 22, 24, and 26 that are timeout dependent, rather than
input dependent. In executing this state machine, an input that stalls at state 22 for more
than 30 seconds will cause a transition to state 32 to occur. Likewise, an input that stalls at
state 24 for more than 20 seconds will cause a transition to state 32 to occur. Similarly, an

input that stalls in state 26 for more than 30 seconds will cause a transition to state 34 to

occur, and a subsequent input of “3,” would cause a transition to the final state, 28. Thus in



state 24 for nore than 20 seconds will cause a
transition to state 32 to occur. Simlarly, an input
WO b@v/osssad | s in state 26 for nore than 30 secoPdBUSB2006/026755
cause a transition to statg434 to occur, and a
subsequent input of "3," would cause a transition to
the final state, 28. Thus inthe latter case it is
shown that error transitions need not be final, but
may be used as an exception handling nmechani smfor
del ayed input. In general the present invention
contenpl ates and provides the use of state nachines
having many different tinmeout actions, including
QAP i I L ' sitions, to _an
the LACAHSE 18 ot Ao BRGHB A BB ol FRREHLBEToS Bsfdapm
1 \ r : e
e S R R Aty S

contebdpMitd A provides BRlusC oML rAbBined ﬁ’é\{i/hg% a2 Bi Ffof 8 il dout actions

characters, as the input that noti es a state
including higasitibmy wiRkanptadingGome] gisitidne t& bR b IBRGRHIE &1 f@r@nsitions to
a

2

shown in Figure 5. In this case, the condition o
“all skmsSed tenperature (i.e., T less than or equal to 32,
or T greater than 32) wll cause the state machi ne 50
[0038]0 nalPeicstizedyFeansitions: A frthethenbadimest ofshapresd? inventidthalows
appropriate followon state 54 or 56. [0039] As shown
a stat¢ faphiggs éragsitiph Anglesteraccsmt gemrditions, caherdhanexpliolt chaacters, as
nondeterm ni stic state machine for which a particular

the inppiRa; PBYALPS? HAIEICRAHES. BT P consifler 3¢ sipte merdinantd shown
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e su Situations, the present invention

[00393! | O‘A@x_stsﬂgwhriﬁﬁﬁ%utrb 8Nihk gfb%@ﬂt‘?ﬂv&ﬁof?%aﬁ Hisb BRIvidUBRRNt ed

With discrete prioritie such that any situation iIn

deterfHi &Y st nRChie 16 wIaeh hirPibSlaP i Sastidh ik LAIRAY BbY exlabdpfe, in
can be determnistically resolved. In the present

state @x4éelipE 60 bbihecohtdivad inaPBe fro@sinailRheo B . ThatG4, thetthekitish
given the higher priority, while .
condition from initial state 62 to state 64 (T greater than 100°) may be true at the same time
that the transition condition from initial state 62 to state 66 (humidity (H) greater than
85%) is also true. To handle such situations, the present invention allows the transition
function to be further augmented with discrete priorities, such that any situation in which
two or more conditions are simultaneously true can be deterministically resolved. In the
present example, the transition from state 62 to 64 could be given the higher priority, while
the transition from state 62 to state 66 could be given the lower priority. Should the state
machine 60 arrive at state 62 with both conditions true, it would transition to state 62 based
on the higher priority.
[0040] Thus the present invention provides a processing system that includes a state

machine, defined by a plurality of states and event-dependent transitions therebetween, and



the transition fromstate 62 to state 66 could be
given the |l ower priority. Should the state nachi ne 60
wa@eoowessat state 62 with both conditions true, PCT/USING/CR6755

transition to state 62 basdd on the higher priority.
[ 0040] Thus the present invention provides a
processi ng systemthat includes a state nmachi ne,
defined by a plurality of states and event-dependent
transitions therebetween, andan inference engine
configured to permt inference of the |ikely
conpletion of one or nore m ssed event inputs to the
state machi ne from observations of successful

an inferenqel egiren®nfigwedeo perntivinéerede & tiayigiedl  ctibletidn Of siRNor more
The inference engine thus allows the state machine to

missed eame agpufsrtorthé ststecnachewtirosit absertatioas nfmcsésafud completions of
associated with the conpl etion of the out-oforder

one orauenetotisyr evenie nui-of-order. abs erferenaf engirestbus ey the sttetreachine
Where those mssed inputs are |later received, the

to progqefl droam He camept statain trav Yelafapypgiatadl wish el dogediantod the out-of-
inferences, (i.e., its conputed state_transitions) in

order gyeal{phl §rereinthe pRsneqof misers iy emdnpyts Wherethopessed/inputs are

[ Il lLustrates .a pa
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yst em to $peci I ous s

proce%%@%%ﬁx?%nﬁéﬁ%@n ab Dt MO GRN M n@%sen‘? bfventBiE 1R iﬂféf'enhce
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cause the state nmachine to transition designated

graphishlaisesintp0Re Phpi paainito B spdterd dbdipBdd tapedf theivagoushetes,

timeout prior to receipt of a specified event input.
transitldreevehat mferands mkes,/2c.nye dhts mdehined2fmauimebhdeiittzost means

| east one transition function defined by one or nore
associeted ntithcaedirtmemof its afetesrwhibatimenutenpiiscan case the state machine

occurrence. Such event conditions may have prioritized
to transitipnsicsignated atates iuppr cxmmution ef 8 timedramgdsfinmerthg timgout prior to

.configured to transition fro[ln a _current state to on%l

receipg pf #gpesified event input. The state machine 72 may also be configured with at
least one transition function defined by one or more event conditions, rather than an
explicit event occurrence. Such event conditions may have prioritized transition functions
and the state machine may be configured to transition from a current state to one or more
subsequent states according to the transfer function having a highest priority (e.g., in cases
where more than one event conditions is true at a time when a state transition is to occur).
[0042] Thus, an extended state machine that makes use of an inference engine as the
infrastructure for adding inferential capabilities to the state machine's execution has been
described. Although discussed with reference to certain illustrated examples, however, the

scope of this invention should only be measured in terms of the following claims.



subsequent states according to the transfer function
havi ng a highest priority (e.g., in cases where nore
WO ba@n/oesse4 event conditions is true at a tine WETUS2006/026755
state transition is to occus). [0042] Thus, an
extended state machi ne that makes use of an inference
engine as the infrastructure for adding inferenti al
capabilities to the state machi ne's execution has been
descri bed. Al though di scussed with reference to
certain illustrated exanples, however, the scope of
this invention should only be neasured in terns of the
followi ng clainms. CLAIMS What is claimed is: 1. A
CLAPpVISCessi ng system conprising a state machi ne defi ned
by a plurality of states and event-dependent
transitions therebetween, and including an inference
What@§glajtesdcienf i gured to permit inference of likely
conpl etion of one or nore mssed event inputs to said
1. @toeeslaﬁ@mya%nﬂ‘ Emﬂgﬁga viatd ichie %@@%?falﬂlurahty of states and
onpl eti on"of an out order event, and to al ai d
eventgiea@r@enﬁﬁmwrtsdhwbﬁé‘é@@, fiedl @ch@wgcﬂmenﬁrfe@auedglg@ a@@‘sgured to
- [
permf AR G S o USERR Plre FTERA SRyt Staft e
machine ftdme obizsenioa affsumssfulmosgaé&hoa\oé lah ounpﬂmsler &eniThed to allow
: ocessi ng syst of claim.l ein the infer.ence
said TRRTRE  PERET o dim Glsmeai Sl astheiaied vEh Shiahenet
comle@x@ﬁ of ef8ioRt-oRbrdeh 6veRnBoRl a (RFA! HhSGREidRNABY inf thd Msence of
. The processing systemof claiml, wherein the state
Saldfﬂ*ﬁ@%%@“‘i BP@snfigured with at | east one tinmeout means
associated with at |east one of its states, said
2. THeRQLsiHE Shters 0P Elagy e\ghér&nQﬁé‘ﬁﬁerEﬁ& SlofHeSs ARARE B Rired
transition to another of its plurality of states upon
to valédaps itninfepnasfupanireaest oh s ceOr mosymisied evaRspUtseans
prior to receipt of a specified event input. 4. The
| 1, i .
3. "Iﬁlraeg)%?%éélﬁ é‘#\ ?%@fé?j?w\ﬁhﬁklétthwg{e%&hhﬁ% SbHdured with at
least one timeout means associated with at least one of its states, said timeout means

configured to cause the state machine to transition to another of its plurality of states upon
expiration of a timeframe defining the timeout means prior to receipt of a specified event

input.

4. The processing system of claim 1, wherein the state machine is configured with at
least one transition function defined by one or more event conditions, rather than an

explicit event occurrence.
5. The processing system of claim 4, wherein event conditions include event occurrences.

6. The processing system of claim 4, wherein one or more actions are associated with
prioritized transition functions and the state machine is configured to transition to a
subsequent state according to a transfer function having a highest priority in cases where
more than one of the one or more event conditions is true at a time when a state transition

is to occur.



| east one transition function defined by one or nore
event conditions, rather than an explicit event
weewanessnce. 5. The processing system of cl ai mPdT/US2006/026755

wherei n event conditions inZlude event occurrences. 6.
The processing systemof claim4, wherein one or nore
actions are associated with prioritized transition
functions and the state nachine is configured to
transition to a subsequent state according to a
transfer function having a highest priority in cases
where nore than one of the one or nore event
conditions is true at a tinme when a state transition
is to occur.7. A nethod, conprising inferring likely

7. 89ARh&S, i8Rpekin nﬁ‘feﬁ{ ‘Fy SnSEehPYES e driit ?mgs%d gvent inputs
state machi ne def’i ne y a pliura |ty of states

to a state ntachiop dafiest byt ¢ plusility ofigates mcb@@nmmnﬂcmmansmons

b f ul
e e S R R B
allowihg@ec#é dtatdln@chmea/\toqu@ce@ﬂ teahely dhabLsai@ stans iasdoeited with said

successf .conpl etion of said out-of-order event
SuCC?Sﬁ%lﬂP%melﬁv%ﬁ S%ﬁﬁ Quigt-rdprepvertifm ajcyrepiongf spidstags m the

abseR@i o sAlUSRBEE IRV eMinpipUL S. 8. The nethod of claim7,
wherein said state machi ne proceeds to a new one of

said states associated with an event condition having
8. Bhevmgthed of elabni7s Yhersh wrbwate meaching progesdaion: pray ors/effaid
stateggs@gél%tﬂgg Evét \%d'arﬁ }ggtt clgsﬁlgﬁil‘%ﬂfhg?m ggisléﬁueg ribHf e){: z!eé?if ed %hereto than
anotlmevazntcmﬁl@omn ssed event inputs. 10. The nethod of
claim?7, further conprising causing the state nmachi ne

gﬁ {neﬁl%ﬁ 'otf ﬁﬂn%o h%le slzo%gér?‘s%é)%%dgﬂ?é Lﬁ’er@hcg?rs "ﬁk)bxtl Yec?i]é)t of the

es upon expf
OHC&&@QBDh&Qﬁe&mﬁpmmnﬁled event input. 11 The net hod of
claim?7, further conprising causi ng the state machi ne

10. Ji"l?e 3 otf Palmt7 fiftther comprising causing the state machine to transition to a
selected one of its plurality of states upon expiration of a timeout period prior to receipt of

a specified event input.

11. The method of claim 7, further comprising causing the state machine to transition to a
selected one of its plurality of states according to a condition of an event, rather than an

event occurrence.

12. A computer-readable medium having embodied thereon computer-readable
instructions, which instructions, when executed by one or more processing elements
configured to read and execute said instructions, cause said processing elements to infer
likely completion of one or more missed event inputs to a state machine defined by a
plurality of states and event-dependent transitions therebetween from observation of
successfil completion of an out-of-order event, and allow said state machine to proceed to
a new one of said states associated with said successful completion of said out-of-order

event from a current one of said states in the absence of said missed event inputs.



selected one of its plurality of states according to a
condition of an event, rather than an event
weewanessnce. 12. A conput er-readabl e nmedi um harR€TgS2006/026755

enbodi ed t hereon conput er - ng@adabl e i nstructions, which
i nstructions, when executed by one or nore processing
el ements configured to read and execute said
i nstructions, cause said processing elenments to infer
i kely conpletion of one or nore mssed event inputs
to a state machine defined by a plurality of states
and event - dependent transitions therebetween from
observation of successful conpletion of an
out - of -order event, and allow said state machine to

13, e @%gqlté&ee?atﬁeftnem Qe &t 25 babEM 838 AELALRMS Hilbr cause
sal uccess etion of sa out-o er event

said ﬁrommgcctnmmm tocmecm sasémtrsttams su¢mthehmidiistemeashofe proceeds

vent
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assigGalihercs@ilan phowessichigoatigizant s t o execute said
i nstructions such that said st ate machi ne proceeds to

new one of tat S as ted wi. n eve
14, P - At S Slagy 0o et S8 et Rher cause
said ﬁrB@é%sﬁ@%‘lé?ﬁéntﬂb%%c&@EHﬂd Iﬂsﬂﬁ‘ctmllé so AB'® validate inferences upon
ut er - readabl e nedi um of claim 12, wherein said
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17. A server configured to provide downloadable computer-readable instructions to a
client in response to a request by said client, said instructions defining computer-executable
processes for inferring likely completion of one or more missed event inputs to a state
machine defined by a plurality of states and event-dependent transitions therebetween from
observation of successful completion of an out-of-order event, and allowing said state
machine to proceed to a new one of said states associated with said successful completion
of said out-of-order event from a current one of said states in the absence of said missed

gvent inputs.

18. The server of claim 17, wherein said instructions further define computer-executable
processes for said state machine to proceed to a new one of said states associated with an

event condition having a higher priority assigned thereto than another event condition.
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