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REAL-TIME SHARED DISK SYSTEM FOR COMPUTER CLUSTERS

- BACKGROUND Of THE INVENTION
S Field of the Inveﬁtion
The present invention relates generally to clustered computer systems, and more particularly
1o systems and methods for accessing shared disk data in a clustered computer environment.
2. Description of the Related Art
Clustered computing refers to the ability of many computer processors to work in consonance
with each other to undertake respective portions of large scale computing tasks, or to execute separate
. applications using a common data storage resource. The computers communicate with each other
and/or the data storage resource via a network to, e.g., distribute computational chores among the
computers, or to execute their respecti&e independent applications. Using many computers working
together to undertake large scale computations is often more cost-effective than providing a single
monolithic processor to execute suéh tasks.
In many clustered computing systems, each computer might be physically c;)nnected to one
or moré respective data storage devices, typically computer disks. Further, to ena!.a_ie more than a
single céfnputer to access data on a disk, the disk might be physically connectéd to a plurality of
computers. Such shared system disks are referred to as "physically shared" disks, because they are
physically connected to the computers of the system. It will readily be appreciated that such a
system, referred to as a shared storage system, not only distributes computations among the several

computers, but also distributes data across the several disks.
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While physically connecting a disk to several computers is an effective method for sharing
storage, it happens that the accompanying input/output (I/0) hardware can be relatively expensive.
Moreover, such a system is not readily scalable. More particular]y, connecting each one of a large
number of computers to each of a large number of disks is not only expensive, but requires excessive
and complicated cabling.

Accordingly, the present assignee has introduced a system referred to as "virtual shared disk",
or "VSD", in which each computer of a clustered computing system regards each one of many system
disks as being physically conpectéd all the system computers, despite the fact that each disk'iS'
physica.lly'connected only to one or a few computers. VSD achieves this essentially by providing,
for each computer, a software module representing a respective system disk, with the software

module appearing to the computef as a device driver for the respective disk. To' read or write to a
._ disk that is not physically connected to it, a c_:ompﬁter invokes the device driver of the "virtual" dlsk |
as it would a physically shared disk to request a tead or write operation, with the underlying VSD
software méduié then sending the request to the computer in the system that is actually physically
. connected to the disk.

Regardless of whether the shared system disks are virtual or physical, however, it will be
appreciated that two or more system computers might issue read or write requests to a single system
disk virtually simultaneously with each other. When this happens, a system disk addresses the
competing requests based on consid_erations that are internal to the disk, and not based on the order
in which the requests were received or indeed on any consideration external to the disk. For
example, a system disk might respond to competing requests based on the current position of the disk

head relative to the sectors of the disk on which the requested data is stored (or is to be stored), with
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the request that is "closest" to the head being addressed first. As used herein, such ordering is based
on "internal" constraints, i.e., constraints that depend on the state of the disk, and not on the priorities
of the requests.

Thus, as recognized by the present invention, the above-mentioned process for addressing
competing requests to a disk, whether virtually or physically, has the drawback of not considering-
the fact that one request might be more urgent than another. This is particularly unfortunate in
multimedia appiications, which typically read a large block of data bits that must be delivered in a
particular teniporal order. Accordingly, as recognized herein, read and write requests can define
response deadlines (i.e., temporally-based priorities) or other, non-temporally-based priorities, béyond
which the requests become stale, and saitisfying them late consequently makes no sense. As discussed

above, however, current shared storage systems do not respond to requests based on priorities defined

. by the requests, but rather based on internal disk considerations, much less do current shared storage

. systems consider whether a request should be terminated if it cannot be satisfied within the deadline

(or other priority).

Moreover, the present invention understands that one multimedia application might request
a first video frame bit that is to be played sooner than a second video frame bit that might be
requested by another application. In such a circumstance, it would be desirable for the shared storage
system to respond to the first request before the second request, regardless of whether ti;e first request
was received before the second request. Unfortunately, current shared .disk- systems do not
contemplate considering the relative priorities of competing requests in determining how to respond

to plural near-simultaneous requests to a single system disk.



Accordingly, the present invention recognizes that shared storage systems including VSD can
better supply data for multimedia streams for, e.g., video-on-demand, if the shared storage system

performance can be made to model real-time multimedia data streaming.

SUMMARY OF THE INVENTION

The invention is a general purpose computer programmed according to the inventive steps
herein to submig update ami terminate prioritized data access requests to a shared storage system in
a clustered computer system.- The invention can also be embodied as an article of manufacture - a
machine component - that is used by a digital processing apparatus and which tangibly embodies a
program of instructions that are ekecutable_ by the digital processing apparatus to ux;dertake the
present invention. This invention is realized in a critical machine component that causes a digital
processing apparatus.to perform the inventive method steps herein.

In accordancel with the presént invention, a computer system includes 'pIu_ral client nodes that
communic;ate data access requests to plural a&age nodes. The system further includes logic means
for associating one or more of the data access requésts with respective priorities, e.g., time-based
deadlines. Addiﬁ;nally, the system includes logic means for sending the data access requests and
. priorities to the storage nodes. Moreover, the system includes logic means for ordering the data
access requests at the storage nodes based on the respective priorities, such that tﬁe data access
requests are satisfied in consideration of their respective priorities.

Ina preferred embodiment, logic means are provided for changing the priorities of the data

access requests, prior to the requests being satisfied by a storage node, to render an updated priority.
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Logic means then reorder data access requests at the storage nodes, based on the updated priorities.
Furthermore, logic means can be provided for terminating one or more data access requests.

_Preferably, the computing and étorage nodes are loosely synchronized with each other. In an
exemplary embodiment, the system is a virtual shared disk (VSD) system, and each storage node
includes at least one storage computer and at least one data storage device. Unless the invention is
implemented on a system disk controller, each storage cdmputer includes logic means for sending
no more than one data access request at a time to the data storage device, such that the data storage
device cannot reorder the sequence of responding to data access requests based on considerations that.
" are internal to the data storage device. However, if implemented at a disk controller, the controller
could combine the external ordering of the present invention with its conventional request ordering
based on internal constraints, e.g., disk state.

In another aspect, in a computer system having plural computers communicating data access
requests to a shared storage system, a computer-implemented method is disclosed for satisfying at
least two contemporaneous data access requests toa single data storage device of the shared storage -
" system. The method includes responding to the requests in an order that is defined by one or more
considerations external to the data storage device. ~

In yet another aspect, a computer program device includes a computer program storage device
readable by a digital processing apparatus and a program means on the program storage device. The
progfafn means includes instructions that are executable by the digital prqcessing apparatus for
performing method steps for satisfying one or more data access requests. As disclosed in detail
below, the method steps embodied by the prégram means include associating at least some of the data

access requests with respective priorities, and then sending the priorities and the data access requests
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to a shared storage system. With this invention, the shared storage system can respond to the
requests using the priorities.

_In_another aspect, a computer program device includes a computer program storage device
readable by a digital processing apparatus and a program means on the program storage device. The
program means includes instructions that are executable by the digital processing apparatus for
performing method steps for satisfying one or more data access requests. As cﬁsclosed in detail
below, the method steps embodied by the program means-include-respondiﬁg, with a memory system,
to at least some of the data access requests in an order based on respective priorities, with the
priorities and the data access reﬁuests being sent to the ﬁiemofy syﬂeﬁ.

The details of the present invention, both as to its s&ucﬁne and operaﬁdn, can best be
~ understood in reference to the accompanying drawings, in which likg reference ﬁuxhgrals refer to like

parts, and in which:

BRIEF -DESCRIPTION OF THE DRAWINGS
Figure 1 is a schematic diagram showing the system of the present invention;

Figure 2 is a schematic representation of a program storage device; and

Figure 3 is a flow chart showing the logic of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
Referring initially to Figure 1, a system is shown, generally designated 10, which includes
plural client computers 12 (only client computers 1-4 shown for clarity of disclosure) that access, via

a network 14, preferably a high bandwidth network, a shared storage system which includes plural
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storage nodes 16 (only four storage nodes 16 shown for clarity of disclosure). By "shared storage"
is meant shared electronic data storage. As but one example of the possible functions of the client
computers 12, the client com—puter 12.numbered "1" in Figure 1 can be a video server, whereas the
client computer numbered "3" in Figure 1 can be a high speed World Wide Web server computer,
with both client computers 12 communicating simultaneously with respective clients via a wide area
network (WAN) 17, such as the Internet or other WAN.

Each storage node 16 includes at least one respective storage computer or storage control-ler
18 and at least one data storage device 20 that can be, e.g., a data storage disk which is physically
connected to its associated storage computer 18._ In'oth_er words, the present invention can be-
implemented on the element 18 regardless of whether it is a storage coﬁiputer (as referred to below)
or a storage coniroller. It is to Be understood that while the storage computers 18 are shown
separately from the client computers 12, if desired each client computer 12 can function ‘as a server
computer to the remaining client computers with respect to any data storage device that is physiéally
connected to the client computer. In any case, the computers of the present invention .can be desktop
computers such as personal computers or laptop computers made by International Business Machines
Corporation (IBM) of Armonk, N.Y. Alternatively, the computers of the present invention may be
any computer, including computers sold under trademarks such as AS400, with accompanying IBM -
Network Stations or, Unix computers, or OS/2 servers, or Windows NT servers, or IBM RS/6000
250 workstations, or other equivalent devices.

Iﬁ the preferred embodiment, the system 10 uses the virtual shared disk ("VSD") system

disclosed in U.S. Pat. No. 5,668,943, owned by the present assignee and incorporated herein by

reference.  Accordingly, as set forth in the above-referenced patent, each client computer 12



communicates with four virtual disks 22 as though the virtual disks 22 were physically connected to
the client computer 12. Actually, however, the client computers 12 need not be physically connected
to any_storage device, and the storaée computer numbered "1" in Figure 1 might be physically
connected only to the disk numbered "1*. Likewise, the storage computer numbered "2" might be
physically connected only to the disk numbered "2", and so on, with access between the client
computers, 12 and their virtual disks being undertaken in accordance with the above;feferenced patent.
It is to be understood, however, that the principles herein apply to shared storage systems in which
some or gll system disks are physically shared disks, that is, are physically connected to each client
computer in the system. |

In accordance with the present invention, each client computer 12 can .access. a deadline
module 24 (only one deadline module 24 shown in Figure 1 for clarity of disclosure). The deadline

"module 24 can be executed by the respective: client computer 12, or by a software-implemented
module such as a file system 26 (only one file system 26 shown in Figure. 1) that is associated with
the client computer 12, to undertake the inventive logic disclosed below in detail.

It is to be understood that the control components such as the deadline module 24 are
executed by logic éomponents such as are embodied in logic circuits or in software contained in an
appropriate electronic data storage, e.g., a hard disk drive and/or optical disk drive, thgt are
conver;tionally coupled to the respective client computer 12. Or, the control components can be
embodied in other logical components such as a computer diskette 28 shown in Figure 2. - The
diskette 28 shown. in Figure 2 has a computer usable medium 30 on which are stored computer

readable code means (i.e., program code elements) A-D. In any case, execution of the particular



logic components/computer software steps can be distributed among one or more of the computers

12, 18.

The flow charts herein illustrat;e the structure of the deadline module of the present invention
as embodied in computer program software. Those skilled in the art will appreciate that the flow
charts illustrate the structures of logic elements, such as computer program code elements or
electronic logic circuits, that function according to this invention. Manifestlf; the invention is
practiced in its essentiél embodiment by a machine component that renders the logic elements in a
form that instructs a digital processiné aﬁparatus (that is, a computer) to perform a sequence of
function steps corresponding to those shown. |

In other words, the deadline module 24 may be a computer program that is executed by a
processor within the associated client computer 12 (or file system 26) as a series of computer-
executable instructions. In addition to the drives mentioned above, these instrictions may reside, for
example, in RAM of the computer, or the instructions may be stored on a DASD array, magnéﬁc
tape, eclectronic read-only memory, or other appropriate data storage device. In an illustrative
embodiment of the invention, the computer-executable instructions may be lines of compiled C**
compatible code. | -

For reasons that will become clearer after the below discussion, each storage computer 18
includes a respective request éueue 32 in which data read and write requests are orderéd by priority.
Unless the storage node 18 is a system disk controller, only a single input/output (I/0) operation is
presentea to the associated disk 20 at a time. Also, a software- or hardware-implemented

conventional time synchronizer 34 preferably synchronizes the clocks of the computers 12, 18.
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By "priority" is meant, in general, a data access request constraint that constrains the system
10 to respond to requests using the respective priorities, but not necessarily to satisfy the requests in
absolute order of their priorities,.depe.nding on the state of the system 10. For example, although,
as disclosed below, data access requests are ordered by priority in the request queues of the disks,
a request of a lower priority, e.g., a noh—real time request, might be served before a request of a
later-arriving- but higher priority, e.g., a real-time request, if the particular low;r priority request
queue is sufficiently short such that the lower priority request, e.g., a non-real time request, can be
satisfied first, and the higher priority request, e.g., a real time request, then satisfied within its prioriiy .
constraint (for example, the deadline). Further, if implemented on a disk controller, the controller
could combine the external constraint (i.e.,._the request priority) with ordering based on the internal
state of the associated disk.

It is to be appreciated that the term "priority" as used herein can also be thought of as
meaning "class of service". A class of service priority scheme indicates that requests in different
classes of service are not necessarily served in a specific order, but rather according to the quality
of service specified for that class of service. ) . )

Now referrix-lg to Figure 3, the logic of the present invention can be discerned.” While Figure
3 illustrates the logic in a flow sequen;.'.e for ease of disclosure, it is to be understood that one or
more of the steps disclosed below, being event-driven, are undertaken asynchronousiy.

Commencing at block 36, the various nodes of the system 10 (i.e., the client computers 12
with virfﬁal disks, if any, and the storage nodes 16) are loosely synchronized by means of, e.g., the
time synchronizer 34, By "loosely" synchronized is meant that the clocks of the system nodes are

synchronized to have the same time reference within the granularity of individual data access requests
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(typically tens of milliseconds). As recognized by the present invention, such synchronization avoids
a storage node 16 favoring one or more client computers 12, éffectively ignoring requests from non- '
favored client computers 12. | —

Moving to block 38, the logic next correlates or otherwise associates request priorities with
some or all data access requests, e.g., read and write requests, from the client computers 12 to the
nodes 16 of the shared storage of the system 10. These priorities need not be timc;,;based, but in one
exemplary embodiment, the priorities are established by time-based deadlines. The deadline of a data
access request represents a latest desired time of response to the requést.

In some cases, the priority of a data access requést is appended to thé request itself. In other
circumstances, e.g., when the kernei data structure does not permit mgg'ing a request block with a
priority, thé priority is transmitted apart from the associated data access request and matched later 3
with the request, to be transmitted with the request to the appropriate storage node 16. - '

In the pref'erred embodiment, at block 38 real-time application programming interfaces (API)
are invoked to generate ai:propriate priorities based on, e.g.,- tﬁe count of real-time streams being
supported, and on the file rates and file formats being used If the request is a non-real tixﬁe requést,
i.e., a request that does not require fulfillment within any particular time period, such as a '1iequest
to access a text file, a NULL deadline is assumed, which is dealt with as more fully descriﬁed below.

As intended by the present invention, the API can be invoked by the end user/é,pplication of -
the requesting client computer 12, but more preferably are invoked by an intermediate subsystem,

such as the file system 26 shown in Figure 1, that is associated with the requesting end

user/application. In any case, the API of the present invention are implemented as input/output
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control (I0CTL) calls. An exemplary priority data structure (with comments) for the preferred VSD

embodiment is as follows:

typedef struct timestruct t DEADLINE;
struct vsd_deadline

{
char  *buf;
/* The user buffer for the data */
DEADLINE deadline;
. /* Deadline associated with the I/O */
int sector_offset;
/* Sector offset into storage device */
int Seclfor_count; '
/* Number of sectors to be read *
};

For read data access requests, the preferred API is

int ioctl(fd, GIODREAD, &dead);

wherein "fd" is the file descriptor that is passed from the requesting application/file system,
"GIODREAD" is a constant that identifies a global input/output request, and "&dead" identifies the
associated priority data structure. The above-disclosed read IOCTL reads data into a buffer pointed
to by a field in the.VSD_DEADLINE data structure set forth above. As mentioned previously, the
data structure also contains a priority such as a real-time deadline that is used as described below.

In .contrast, for write data access requests, the preferred API is

int ioctl(fd GIODWRITE, &dead); |

The above-discloséd write IOCTL writes data from a buffer pointed to by a field in the
VSD_DEADLINE data structure set forth above. As is the case for read requests, the data structure

also contains a priority for write requests.
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Moreover, the priority is associated with all subrequests (packets) that an individual data
access request might be split into. More specifically, 2 single data access request can be arranged
in multiple packets, based on a.messgge quantum size that is determined by the protocol of the
network 14, with all the packets being associated with the same priority. Accordingly, at block 40,
the packetized data access requests and associated priorities are transmitted via the network 14 to the
appropriate storage nodes 16 of the shared storage of the system 10.

-If desired, the subrequests to a particular disk 20 can be reassembled at the associated storage
computer 18, and then sent to the disk 20 as the complete request, to promote the efficiency with
which the disk 20 responds to the request. dr, the subreciuests can be ordere_d in the proper sequence
and then sent directly to the appropriate disk 20. |

From block 40, the logic proceeds to block 42, whefcin the data access requests with priorities
are received by the shared storage and wﬁerein each storage node 16 that receives data access
requests orders the requests by priority in tt_he associated request queue 32 (Figure 1). For a data
access request that is non-real time and that consequently has l;;en assigned a null priority in the
exe-mplary embodiment, the request nevertheless is assigned the priority (plus one) 6f the last real-
time access request in the queue 32 upon arrival of the non-real time reqhést at the quieue 32. This
ensures that .the non-real time request will not be continually surpassed by new requests with non-null
deadlines.

Other schemes can be used, however, to address non-real time requests while ensuring non-
starvation. For example, non-real time requests could be satisfied only if all the queued real-time
requests can be satisfied within théir respective priorities, or if a maximum latency guaranteed to

non-real time requests is met.



14

In brief cross-reference to Figures 1 and 3, unless a system disk controller is used, each
storage computer 18 permits only one request at a time from its queue 32 to be passed to the
associated storage device 20. In other words, at block 42 contemporaneous data access requests are
satisfied serially, using only a single input/output operation at a time with the storage device 20,
when no disk controller is used to control the satisfying of requests. This avoids the device 20
controller changing the ordering between requests based on criteria that are internal to the particular
device 20. Thus, the data access requests are responded to in an order that is defined by one or more
considerations that are external to the data storage devibe 20. In one embodiment, the queue 32 uses
only a sﬁgle buffer for device 20 access.

It is to be understood that when a single storage computer 18 controls more than one disk 20,
arequest to one disk 20 ca.n be made simultancously with a request to another disk 20 controlled by
the computer 18. In such a circumstance, the storage computer 18 will include a respective request

_queue for each disk 20 with which it is associated.

Moving to decision diamond -44, the logic asynchronously determines whether a priority of
a request should be updated, or whether the request should be terminated (“killed"). - As recognized
by the present invé'ntion, updating a request’s priority is useful when the requesting -application/file
system must dynamically shift priorities of a data stream on demand, or when a certain time threshold
has been reached, or to offset for additional real-time streams or rescheduling of stream invocation
(as when video cassette recorder functionality such as "stop", "resume", etc. are supported).
Moreover, terminating an outstanding request when, e.g., a storage device 20 stops responding to
requests, frees the requesting application to request replica data blocks on other devices 20 in the

shared storage of the system 10.
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If no request is to be updated or terminatéd, the process ends at state 46. Otherwise, the logic
moves to block 48 to update the priority of a request or to terminate a request as follows, for the
exemplary VSD embodiment. When.a VSD client computer 12 transmits a data access request to
the shared storage of the system 10, the client computer 12 maintains a copy of the outstanding
request in a local pending queue, with the copy being associated with a timer. To update the priority
of a request, or to terminate a request, the timer that is associated with the rééuest at the client
computer 12 is forced to zero at block 48, if the request has not yet been satisﬁed. -Then, at block
50 the request is retransmitted to the shared storage of the SYSiem 10 along with a new (updated)
priority or, in the case of termination, a termination request is transmitted.

In the preferred embodiment, the IOCTLs for respectively upd'ating a request pridrity and
te_rminating the request are as follows:

int ioctl(fd, GIODUPDT, &dead); _ _

int ioctl(fd GIODKILL, &dead), wherein.“GIODUPDT“ and "GIODKILL" are constants that
identify global input/output requests, and "&dead" identifies the associated priority data structures.

For the termination ("kill") operation, the IOCTL determines whether any pending requests
use the same buffer that is pointed to by a field in the above-disclosed VSD DEADLINE data
structure. If so, the process that made the request is freed and the request is removed at least from
the requesting client computer’s pending queue, using the shared memory semantics of the operating
system.

Similarly, for the updating operation, the IOCTL determines whether any pending requests

use the same buffer that is pointed to by a field in the above-disclosed VSD_DEADLINE data
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structure. If so, the above-described retransmission of the request, with new priority, is forced as
described above. |

_When the appropriate storage &evice 20 receive; the updated request (or termination request,
if sent) it determines, at decision diamond 52, whether the old request is still in the associated queue
32. 'fhat is, the appropriate storage device 20 determines whether the old request has already been
satisfied, and if so, the logic moves to block 54 to ignore the updated request or tt;rminaﬁon request.
Otherwise, the logic proceeds to block 56 to reorder- the requests in the épproptiate queue 32 in
accordance with the updated priority of the request (or in accordance with the termi:xation'and '
removal of the réquest from thel queue 32), and then the procéss ends at state 46. If desiz;ed, as
mentioned above for "kill" requests, it may be necessary to ternﬁﬂate the request only at the
requesting client computer 12 to free the requesting application/file syste;n. It might not be necessary -
to actually transmit the termination request to the remote storage device 20. !

While the particular REAL-TIME SHARED DISK SYSTEM FOR COMPUTER CLUSTERS

as herein shown and described in detail is fully capable of attaining the above-described objects of
the invention, it is to- be understood that it is the presently preferred embodiment of the present
invention and is thus representative.of the subject matter which is broadly contemplated by the
present invention, that the scope of the present invention fully encompasses other embodiments which
may become obvious to those skilled in the art, and that the scope of the present invention is

accordingly to be limited by nothing other than the appended claims, in which reference to an

element in the singular means "at least one" unless otherwise recited.
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CLAIMS

1. A computer system inciuding plural client nodes communicating data access requests
to one or more storage nodes, comprising:
logic means for associating one or more of the data access requests with respective
priorities;
logic means for sending the data access requests and priorities to the storage nodes;
and
logic means for ordering the data access requests at the storage nodes based on the
respective priorities, such that the data access requests are satisfied in consideration of thieir

respective priorities.

2. The system of Claim 1, further comprising:
logic means for changing a priority of at least one data access request, prior to the
request being satisfied by a storage node, to render an updated priority; and

logic means for reordering data access requests at the storage nodes; based on the

updated priority.

3. The system of Claim 1, further comprising:

logic means for terminating- at least one data access request.

T
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4, The system of Claim 1, further comprising means for loosely synchronizing the
computing and storage nodes with each other.
5. The systexﬁ of Claim 1, wherein each storage node includes at least one storage
computer and at least one data storage device,. and the storage computer includes logic means for
sending no more than one data access request at a time to ihe data storage device,..such that the data
storage device cannot reorder the sequence of _responding to data access requests based on

considerations internal to the data storage device.
6.  The system of Claim 1, wherein the system is a virtual shared disk system.
7. The system of Claim 1, wherein the priorities include time-based ‘deadlines.

8. In a computer system having plurai processoré communicating data access requests to

a shared storage system, a computer-implemented method for satisfying at least two contemporaneous

data access rcquesté to- a single data storage. device of the shared storage system, compfising the steps
of: |

responding to the requests in an order defined at least in part by' one or more

considerations external to the data storage device.

9. The method of Claim 8, wherein the one or more considerations external to the data

storage device include a data request priority.

o i
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10.  The method of Claim 9, wherein the priority includes a time-based deadline.

11.  The method of Claim 10, further comprising:
associating one or more of the data access requests with respective priorities;
.sending the data- access requests and priorities to storage nodes in fﬁe shared storage
system, each storage node including: at least one data storage device; and
ori:lering the data access requests at the storage nodes based on the respective priorities,

such that the data access requests are satisfied in accordance with their respective priorities.

12.  The method of Claim 11, further comprising:
changing a priority of at least one data access request, prior to the request being
satisfied by a étorage node, to render an updated priority; and

reordering data access requests at the storage nodes, based on the updated priority.

13.  The method of Claim 10, further comprising: - -

terminating at least one data access request, prior to the request being satisfied by a

storage node.

14.  The method of Claim 10, further comprising loosely synchronizing the computing and

storage nodes with each other.
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15. The method of Claim 10, wherein each storage node includes at least one storage
computer and at least one data storage device, and the storage computer sends no more than one data
access request at a time to the data stérage device, such that the data storage device cannot reorder
the sequence of responding to data access requests based on considerations internal to the data storage

device.

16. - The method of Claim 8, wherein the system is a virtual shared disk system.

17. A computer program device <_:omprising:'
a computer program storage device readable by a digital processing apparatus; and
a program means on the program storage device and including instructions executable by the

digital processing apparatus for performing method steps for satisfying one or more data access

requests, the method steps comprising:

associating at least some of the data access requests with respectivé priorities; and
sending the priorities and the data access requests to a shared storage system, such that

the shared storage system can respond to the requests in consideration of thepriorities.

18.  The computer program device of Claim 17, wherein the shared storage system is-a

virtual shared disk system and at least some of the priorities are time-based deadlines.

19.  The computer program device of Claim 17, wherein the method steps further include:

[ L B —
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changing a priority of at least one data access request, prior to the request being
satisfied by the shared storage system, to render an updated priority, such that data access

._requests can be reordered in the shared storage system, based on the updated priority.

20.  The computer program device of Claim 19, wherein the method steps further comprise:
. terminating at least one data access request, prior to the request being satisfied by the

shared storage system.

21.  The computer program device of Claim 17, wherein the method steps further compﬁse

loosely synchronizing the data access requests with each other.

22. A computer program device comprising:
a computer program storage deyice readable by a digital processing apparatus; and
~ a program meaz;s on the program storage device and including instructions executable by the
digital processing apparatus for performing -method steps for satisfying one or more data access
requiests, the method steps comprising: —
responding, with a memory system, to at least some of the data access requests based
on respective priorities, the priorities and the data access requests being sent to the memory

system.

23.  The computer program device of Claim 22, wherein the memory system is a shared

storage system and the priorities are time-based deadlines, the shared storage system including plural
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storage nodes, each including at least one storage computer and at least one data storage device, the
method steps including sending no more than one data access request at a time to the data storage
device, such that the data storage device cannot reorder the sequence of responding to data access

requests based on considerations internal to the data storage device.

24. . The computer program device of Claim 23, wherein the method steps comprise

reordering data access requests at a storage computer in response to a changed priority message, prior

i

to the request being satisfied by the shared storage system.
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