PROFI LE SCANNER CLAIM OF PRIORITY "UNDER 35 U.S. C. 119 [0001] The present
Application for Patent clains priority to Provisional Application No.

61/ 164,276 entitled "El ectronic Discovery Systeni filed March 27, 2009, and
assigned to the assignee hereof and hereby expressly incorporated by
reference herein. FIELD [0002] In general, enbodinents of the invention
relate to net hods, systens and conputer program products for identifying
users of personal conputers within a network. BACKGROUND

PROFILE SCANNER

CLAIM OF PRIORITY UNDER 35 U.S.C. §119
[0001] The present Application for Patent claims priority to Provisional Application No.
61/164,276 entitled “Electronic Discovery System™ filed March 27, 2009, and assigned to the

assignee hereof and hereby expressly incorporated by reference herein.

FIELD
[0002] In general, embodiments of the invention relate to methods, systems and

computer program products for identifying users of personal computers within a network.

BACKGROUND
[0003] Electronic discovery, commonly referred to as c-discovery, refers to any process
in which electronic data is sought, located, secured and searched with the intent of using it as
evidence in a legal proceeding, an audit, a securities investigation , a forensics investigation or
the like. E-discovery can be carried out offline on a particular computer or it can be
accomplished in a network environment. -
[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, whereas paper documents must
be scrutinized manually. Furthermore, digital data is difficult or impossible to completely
destroy, particularly if the data is stored in a network environment. This is because the data
appears on multiple hard drives, and because digital files, even if deleted, generally can be
undeleted. In fact, the only reliable means of destroying digital data is to physically destroy any

and all hard drives where it is stored.



[ 0003] El ectroni c di scovery, commonly referred to as e-discovery, refers to
any process in which electronic data is sought, |ocated, secured and
searched with the intent of using it as evidence in a | egal proceeding, an
audit, a securities investigation, a forensics investigation or the like.
E-di scovery can be carried out offline on a particular conputer or it can
be acconplished in a network environnment. [0004] The nature of digital data
makes it extremely well-suited for investigation. In particular, digital
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as Wi t[oee])TeNDS MAisRRSEAS ah B¥IGHS field that goes far beyond mere technology. It gives
rise to multiple issues, many of which have yet to be resolved. For example, identifying data
required to satisfy a given discovery request, locating the appropriate set of data that has been
identified, and retrieving the data once it has been identified and located all pose problems in and

-of themselves. This is especially evident if the data that is being identified, located and retrieved

comes from an evolving or disparate enterprise, such as a corporation that has experienced
mergers, acquisitions, downsizing and the like. Mergers and acquisitions mean that the
technology infrastructure across the enterprise may vary, at least in the interim. However, e-
discovery must be able locate and retrieve data from these disparate technology infrastructure in
a timely fashion, sometimes within days of when the merger/acquisition occurs.
[0007] In addition to identifying, locating and retrieving digital data, the most critical
part of any electronic discovery is the preservation of data, which involves maintaining an
original source copy and storing it for preservation purposes or furthering processing. This too
becomes a daunting task for the enterprise system that encompasses a myriad of different
technology infrastructures and the like. Therefore, a need exists to improve the identification,
location, retrieval and preservation processes, especially in instances in which the enterprise

system includes disparate technology infrastructures and the like.



[ 0006] E-di scovery is an evolving field that goes far beyond nere
technology. It gives rise to nultiple issues, many of which have yet to be
resol ved. For exanple, identifying data required to satisfy a given

di scovery request, locating the appropriate set of data that has been
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drives the cost of the review process. Therefore, improvements in the manner in which data is
presented for review are also desirable as a means of increasing efficiency and reducing costs.
[0010] Lastly, once the digital data has been reviewed, data identified as relevant may
need to be produced in a tangible format for further analysis or legal evidentiary purposes. The
produced documents must be properly identified and include necessary redactions and
confidentiality markings.
{0011] Up until now, e-discovery management has been conducted on a case-by-case
basis, meaning all tasking and workflow related to the e-discovery is based at the case level.
Such management does not allow for finer granularity in the management of a case or for links to
exist between different cases for the purpose of leveraging the e-discovery related to one case to
another new or pre-existing case. Therefore, a need exists to improve the manner in which cases

are managed and, in particular, how tasking and workflow are managed depending on case

requirements and the like.



[ 0009] Once data has been retrieved, preserved and, in sonme instances,
searched the electronic data may be reviewed by the requesting entity,
such as a law firm securities comm ssion or the Iike. Wile |large requests
are generally suited for online review, the manner in which the data is
presented for review adds efficiency to the review process and ultimtely
drives the cost of the review process. Therefore, inprovenents in the
manner in which data is presented for review are al so desirable as a neans
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discovery, wherein the method comprises: (1) accessing the personal computers via the network,
(2) querying the profile list on each personal computer, (3) transmitting for each personal
computer computer-identifying data associated with the personal computer and user-identifying
data associated with a user of the personal computer, and (4) storing the computer-identifying
data in a database.

(0013] In some embodiments, storing the computer-identifying data in a database
comprises adding the computer-identifying data to an existing entry in a custodian directory
associated with the user. According to some embodiments, the method also includes using the
user-identifying information to store the computer-identifying data in the database. According to
some embodiments, the method also includes using the user-identifying information to link the
computer-identifying data stored in the database to an existing entry in a custodian directory
associated with the user. In some embodiments, querying the profile list comprises reading the
registry key list. In some embodiments, the computer-identifying data comprises a computer
name. In some embodiments, the computer-identifying data comprises an IP address. According
to some embodiments, querying the profile list comprises reading a registry key list on the

personal computer comprising at least one registry key.



[ 0012] Enbodi nents of the invention relate to systens, methods, and conputer
program products for identifying users of personal conputers within a
network, and in particular, for generating a |list of personal conputers
associated wth custodians for the purposes of conducting el ectronic

di scovery. Sone enbodi ments of the present invention provide a nethod for
identifying users of personal conputers within a network for the purposes
of electronic discovery, wherein the nmethod conprises: (1) accessing the
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conputer during a predeterm ned period of tine.
directory comprising data relating to the users, (3) locating in the directory an entry that
comprises data matching the user-identifying data, and (4) linking the computer-identifying data
to the entry. In some embodiments, the tool is configured to transmit the computer identifying
data and the user-identifying data every time a user logs on to a personal computer. In some
embodiments, the user-identifying data comprises a network user identification. In some
embodiments, the computer-identifying data comprises a computer name. In some
embodiments, the computer-identifying data comprises an IP address. According to some

embodiments, linking the computer-identifying data to the entry comprises recording the

computer-identifying data in the entry. According to some embodiments, the method also



[ 0015] Sonme enbodi ments of the present invention provide a nethod for
identifying users of personal conputers within a network for the purposes
of electronic discovery, wherein the nmethod conprises: (1) installing on

t he personal conputers a tool configured to transmt conputer-identifying
data and user-identifying to a database server, (2) accessing a preexisting
directory conprising data relating to the users, (3) locating in the
directory an entry that conprises data matching the user-identifying data,
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[00?7] Some embodiments of the present invention provide a computer program product
for maintaining a custodian management system in for the purposes of performing electronic
discovery in an enterprise environment, the computer program product comprising a computer

readable medium having computer readable program instructions stored therein, wherein the

computer readable program instructions comprise: first instructions configured for accessing the



personal conputers via the network, second instructions configured for
querying the profile Iist on each personal conputer, third instructions
configured for transmtting for each personal conputer conputer-identifying
data associated with the personal conputer and user-identifying data
associated wth a user of the personal conputer, and fourth instructions
configured for storing the conputer-identifying data in a database. BRI EF
DESCRI PTI ON OF THE DRAW NGS [ 0018] Havi ng t hus descri bed enbodi nents of the
invention in general terms, reference may now be nade to the acconpanying
dr awi nﬁ?SOP@G%@PPﬁeWﬁ%thE NPTl spennd dnsirugdenis RIS fop aneingithe maflshist he
processes described herein are inplenmented, according to one embodi ment of
t he i nwareshopersquabao)mmiggthisd Mnstraetians cendigiraigiontrarsinitting &reeth parsanabi scovery
managenent server, in

computer computer-identifying data associated with the personal computer and user-identifying

data associated with a user of the personal computer, and fourth instructions configured for

storing the computer-identifying data in a database.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] Having thus described embodiments of the invention in general terms, reference

may now be made to the accompanying drawings:

[0019] Figure 1 illustrates a network environment in which the processes described

herein are implemented, according to one embodiment of the invention;

-~ [0020] Figure 2 is a block diagram of an electronic discovery management server, in

accordance with embodiment of the present invention;

[0021] Figure 3 is a block diagram of a database server, in accordance with an

embodiment of the present invention;

[0022] Figure 4 is a block diagram of a collection server, in accordance with an

embodiment of the present invention;

[0023] Figure 5 is a flow diagram of a method for identifying users of personal

computers within a network, according to one embodiment of the invention;

[0024) Figure 6 is block diagram illustrating electronic discovery management structure,

in accordance with an embodiment of the invention;

[0025] Figure 7 is a flow diagram of a method for initiating a case or matter including

creating search terms, creating and sending preservation notices, sending reminder notices and



accordance with enbodi ment of the present invention; [0021]Figure 3 is a
bl ock di agram of a database sewer, in accordance with an embodi ment of the
present invention; [0022] Figure 4 is a block diagramof a collection
server, in accordance with an enbodi nent of the present invention;

[0023] Figure 5 is a flow diagramof a method for identifying users of
personal conputers within a network, according to one enbodi ment of the

i nvention; [0024]Figure 6 is block diagramillustrating el ectronic

' ry nenagenent structure, . . . .
di's Covec1¥atmg and sending surveys to custodians, in accordance with embodiments of the present

invention;

[0026] Figure 8 is a flow diagram of a method for custodian management in an electronic
discovery system, in accordance with an embodiment of the present invention; and

[0027] Figures 9 and 10 are flow diagrams of methods for harvesting different data types

in an electronic discovery system; in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0028] Embodiments of the present invention now may be described more fully
hereinatter with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal
requirements. Like numbers refer to like elements throughout.
[0029] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the foregoing.
Accordingly, the present invention may take the form of an entirely software embodiment
(including firmware, resident software, micro-code, efc.) or an embodiment combining software
and hardware aspects that may generally be referred to herein as a “system.” Furthermore,
embodiments of the present invention may take the form of a computer program product on a
computer-readable medium having computer-usable program code embodied in the medium.
[0030] Any suitable computer-readable medium may be utilized. The computer-
readable medium may be, for example but not limited to, an electronic, magnetic, optical,

electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation medium.



in accordance with an embodi ment of the invention; [0025]Figure 7 is a flow
di agram of a method for initiating a case or matter including creating
search terns, creating and sending preservation notices, sending rem nder
notices and creating and sendi ng surveys to custodi ans, in accordance with
enbodi ments of the present invention; [0026]Figure 8 is a flow diagramof a
nmet hod for custodi an nanagenent in an el ectronic discovery system in
accordance with an enbodi nent of the present invention; and [0027] Figures 9

' amg of methods for harvesting different data types
and 10 ﬁ(r)r% s{)flzc(l) c gxla%l Ees of the computer readable medium includcg but are not limited to, theyp

following: an electrical connection having one or more wires; a tangible storage medium such as
a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory (EPROM or Flash memory), a compact
disc read-only memory (CD-ROM), or other optical or magnetic storage device; or transmission
media such as those supporting the Internet or an intranet. Note that the computer-readable
medium could even be paper or another suitable medium upon which the program is printed, as
the program can be electronically captured, via, for instance, optical scanning of the paper or
other medium, then compiled, interpreted, or otherwise processed in a suitable manner, if
necessary, and then stored in a computer memory.

~10031] Computer program code for carrying out operations of éembodiments of the
present invention may be written in an object oriented, scripted or unscripted programming
language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program code
for carrying out operations of embodiments of the present invention may also be written in
conventional procedural programming languages, such as the “C” programming language or
similar programming languages.
[0032] Embodiments of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It may be understood that cach block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose

computer, or other programmable data processing apparatus to produce a machine, such that the



in an el ectronic discovery system in accordance with an enbodi nent of the
present invention. DETAI LED DESCRI PTI ON OF EMBODI MENTS OF THE
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havi ng‘gger‘flele P ST O‘Wh?‘%g?&/ plflgﬁ{ﬁh%r@m?? e medi um such as a portable
conput?(ﬁgk:kett% a hard di sk, a random access nenory (RAM, a read-only
nenory (i . an B Sy nsogsan Ansistionseaylsarhe osdehonty 3 wrmaiar oF otiEnsh
menory), a conpact disc read-only nenory (CD-ROM, or other optical or
magnet PEOZEyRae difa prasessingapprraivs it eaison serisd phopagivnalssitps dabe parfymmed i ng t he
Internet or an intranet. Note that the conputer-readabl e nediumcould even
be papen thercomputener otber pragrammublii apparaiuie to ploiede # dompoteddinplemicatep prated, as
the program can be electronically captured, via, for instance, optical
scanni sghdhattieingrapeaonsowhioh Bescutsgi thevorhaer o2 OtHel pRgrammitds fypatas or

ot herw se processed in a suitable manner, if necessary, and then stored in
a CconppicRide RO fof-implementing the functions/acts specified in the flowchart and/or block

diagram block(s). Alternatively, computer program implemented steps or acts may be combined
with operator or human implemented steps or acts in order to carry out an embodiment of the
invention.

[0035] Embodiments of the present invention provide a profile scanning tool configured
to scan each of the personal computers residing on a communication network and identifying
which network users have used cach personal computer. In a business environment, it is often
the case that employees may log on to and use personal computers within the network that are
not assigned to them. Thus, custodians within the business who may be the subject of an
electronic discovery effort may have stored data on personal computers that would not ordinarily

be targeted during the electronic discovery process. Indeed, in such instances, unless the
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[ 0031] Comput er program code for carrying out operations of enbodi nents of
the present invention may be witten in an object oriented, scripted or
unscri pted programm ng | anguage such as Java, Perl, Smalltalk, C++, or the
| i ke. However, the conputer program code for carrying out operations of
enbodi nents of the present invention may al so be witten in conventi onal
procedural programm ng | anguages, such as the "C' programm ng | anguage or
simlar progranm ng | anguages. [0032] Enbodi nents of the present invention

are desghihgdnal | [ e _to flowchart il|ustrations and/or bl ock
di agrams of net Eéﬁéﬁlé’@g%@gél&{ lﬁgﬁ?ﬁ%ﬁheef?ﬁl)e,ve%'r‘famﬁ’ﬂﬁfﬁb%@“B‘&lé’gh%rﬁsﬁﬁ tooteres. It
may be e 1 ach bl ack of the flowchart illustrations and/ or

bl ock dildag %’%?QSHJ&FEWWHM&W@ ‘EF?O%F%Réhq GistoREn epé seredron the

illustrati onsecgﬁld/ or blo di agranms, can be i nBI enent ed by conputer program
i nst r uctTHHE™ 3%“‘:56}’%{4 @P“g?‘ﬂ’@%% sorpptietelyt Theprofie/schening wol dixtlet 0 a
processor of a general purpose conputer, special purpose conputer, or other

pr ogr anREBPR RyERUeHiobcs S5 Pgbleppbir gangsting a pistodipemsonal ampites;, thahate hdeat t he
i nstructions, which execute via the processor of the conmputer or other

pr ogr anifdiby cgel eusindisnsind stoging fislistforstutues afdrencerRialag bistBoriOlisédvBheNgE Nt | Ng

the functions/acts specified in the flowhart and/or bl ock di agram bl ock or

bl ocks. ofde0R3KPlaistbe syshmustanel ppocogHea 0T 1hd Phdséts ihveRSor e @gaﬁ DCirSiRGfg I n 2
conput er -readabl e menory that can direct a conputer or other progranmabl e

dat a prwh'ehshcigsyaﬁmamdp@cé@esf@;mbb@&eisﬂo@dB@Srt],g&H@ﬁe&j‘anner, such that the
instructions stored in the conputer readable nenory produce an article of

el PR e TraSI st pan A AR ARl o hRES B
with an embodiment of the invention. In some embodiments, the environment of the electronic
discovery system 100 is the information technology platform of an enterprise, for example a
national or multi-national corporation, and includes a multitude of servers, machines, and
network storage devices in communication with one another over a communication network. In
particular, an electronic discovery management server 110, at least one database server 120, a
collections server 130, enterprise personal computers 140, enterprise file servers 150, including
at least one personal network storage area and at least one shared network storage area,
enterprise email servers 160, a conversion services server 170, a short-term staging drive 180,
and a long-term network storage network 190 are all in communication over a communication
network 102. The communication network 102 may be a wide area network, including the
Internet, a local area network or intranet, a wireless network, or the like.

[0037] As shown in the block diagram of Figure 2, the electronic discovery management
server 110 provides user interface management for via user interface 118. In some
embodiments, the electronic discovery management server 110 is a web server that can be

accessed via a web browser. In one particular embodiment, the electronic discovery
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[ 0034] The conputer programinstructions may al so be | oaded onto a conputer
or ot her programmabl e data processing apparatus to cause a series of
operational steps to be performed on the conputer or other programrabl e
apparatus to produce a conputer-inplenmented process such that the

i nstructions which execute on the conputer or other progranmabl e apparatus
provide steps for inplenenting the functions/acts specified in the

fl omchart and/ or bl ock diagram bl ock(s). Alternatively, conputer program

i mpl emented steps or_acts may be conbined with operator or human

i npl emdPANEgerae servey, 1184t & infrangt sspsiteservgr that may bapccesspdutiliaing 2 webt he

i nvention. [0035] Enbodi ments of the present invention provide a profile
scanni WEOWEH PN @ Fchiga melin the seiamprise chhrofigh the elsereindiscaverpmamegsmemsi di ng on
a communi cati on network and identifying which network users have used each
per sonatrveohifl theruser inteefadeuldi8 mesysbegmesented te a user ifér thepubdsen of menapagethé hat
enpl oyees may |l og on to and use personal conputers within the network that
ar e notelerssnigdisdovedy prloedss addals processésadtsaiied Wetehi that e inbbehn@ssStoMI@r My be
the subject of an electronic discovery effort may have stored data on

per sonalluseaaiihiepsses, ithapSudstunQf héifl R el prinkRy hatk ARG iUk G LBE

el ectronic di scovery process. |Indeed, in such instances, unless the

cust odi@BgadeNG BBEANVER 18 bR b ' !

cust odi an atl1as used et@%pgfégre Jg{ég@??wfﬁ"?‘?&?‘ﬂ?ﬁ%ﬁ%fém@%@%&?kg&&e dat a
bel ongi J re n.t he unassi gned, nachi nes woul d
avoi d g&(ﬁﬂ F%eg?%lgﬁd%%ﬁn%ﬁ%{tee 35@%&%}%}%% tl?‘g é’glﬁﬁ%‘fe% er'ofr]%[(ﬂ%c“ﬁsfﬁgé%nt

i nvention. sqglyv this problemb ener atin, | i st. of personal conputers
that hEv8paBAT Beioy: By Culienveudanaes mamilde B ey interiala | Biio pispage fagoe
reference during electroni¢ discovery. |In order to explain the systens and
pr oc es Sedogpns; sileptionseand collecter dagm | 1t shpuld beanpasciater; Aewevashatiany whi ch such
systens and processes shall operate should first be explained. [0036]Figure
11 11 uédivided carld asetirp nggr jntetfacetld 8 o perfirmdbe maguad Yigct amsli@lein attdlodal ance

wi th an enbodi nent of the invention. In sone enbodinents, the environnment
“of t hethsleedisqoyniyonatiagerosmel; yndssd; theatnd 6@omatet] peodessf couhigicrform tlesh Aalkcoons

pl atformof an enterprise, for exanple a national or nulti-nationa
corporatwelh, and includes a multitude of servers, machines, and network
storage devices in conmmunication with one another over a comunication

net wor koo3B par t Refritl, agdin 16 FRGEY DRIhEIMFRRVEbvERIAFRPEMN SET4a 01 at
| east one dat abase server 120, a collections servéer 130, enterprise

per sonadm QRS wit-hS daBBE sBLLS 0 dn ShS@NEIchs Aaler 13Gk4LNY at | east one

i % erdf
personal network storage area and at [east one shared network storage area,

ent er pfi i Sy 1 conver si services,server,. 170 .

Short - FaiBufifidn RELKRND2 1R aRuRSONHE 190 3o o Slof S s hatiae 100
are all .in i cation er a co ni cation.network 102. The

commm!”’cla o elé'itq%wl‘%diz"?%ﬂ%? e ypidbe SeepinTasery mFNAEEAFH gervRe
Intern?{ .a ugcaﬁ area network or intranet, a wreless network, or the

li ke. 0, including housing the Unified Directory/custodian database 122, which includes data

relating to individual custodians, the case database 124, which includes data relating to particular
cases, and ongoing collections database 126, which includes data relating to collections being
undertaken by the collections server 130. Each of the foregoing databases within the database
server 120 is discussed in detail below. It should be understood that multiple database servers
could be employed instead of a single database server, and reference to a single database server

is for illustrative and convenience purposes only. For example, the Unified Directory 122 could
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[ 0037] As shown in the block diagramof Figure 2, the electronic discovery
managenent server 110 provides user interface managenent for via user
interface 118. I n sone enbodi nents, the electronic discovery managenent
server 110 is a web server that can be accessed via a web browser. In one
particul ar enbodi nent, the electronic discovery nanagenent sewer 110 is an
intranet website server that may be accessed utilizing a web browser on a
machine within the enterprise. Through the el ectronic di scovery nmanagenent
sewer 1 e_user .i.nterface 8 may. be presentfed to a user for the
pur pose éQ of }egérrll R g R A 5’9‘%&1?? iof:‘g%‘flg 8@&@?‘9‘1 Késcoglddegiaredingnethee s
descri bgéjt herein tgllgt are inherent thereto. For illustrative purposes, it
my be SSEYENTHYr eieferrngto Figured) thegolleciinap serverdBQds sondigwiet o opezataser
interface 118 is_an enpl oyee or contractor of the conmpany who serves an
el ect r ofiRbYof faglse P’;ﬁlwﬂ}ﬁ%@lﬁéﬁ&wﬂmt@p tenld 3Raghe fifetserver solleefi@r ekl 3Mpams t he
"e-discovery nmanager." As discussed in greater detail below, the
e- di scothergiiveavarilsollnetiondos!| 136 én order tosseHedt diftsrdrm oyped 3BddtDaridbed SubaRes .
cust odi ans, collections, and collected data. It should be appreciated,
howev er such fifat therdata mali bd dasdged apdrdfreis @adebe user interface 118 to perform
the manual functions herein attributed to the e-di scovery manager, and,
i ndeed, [00 an aRégarmdsedf PEAGRSS rp‘%ﬁﬂ%,% : t s well.
[ 0038] R[ef E?I:i ng again to Figure 1,&?%%1925{%3(%{@{)Sni i g’cly\%g%flb'%gﬁ%fgerrent
server &dkbdiment i Y IRV 120 and t he

Hof@ et %ﬂeﬁﬁbﬁ"ﬂhﬁﬁha&gﬁlaﬁﬁ%%ﬁa&?%?ﬁg %%Et':aselsﬂ)ee s F‘;B’&E%

coll ections sewer 130 via the communicatli o

server g2« <] . diagr.am Figure .3, is configured to
provi de dat a%%?%pgﬁe@ﬂdg%e?n&(%& Sﬁ%‘ leéu%%; ' rﬁ%%' 8 F%&WQP@DNE?{B’Q’%@P“ §&Fver
110, i i ! Unifi.ed Directory/ custodian database 122, which
i ncl uden‘galt"’glgttgeg?agg é? ?%33@ ﬁ%‘F TRY *’%’lg‘% or celglg ébﬂglm fgﬁ databasg sepieral?fstor 124,

whi ch includes,data relating .to particular cases, and ongoing collections
dat abasZUTHE, WhHH PHftadius aigessignad-o partigplenepses, cesivdiansmmayrhe thanaged under t aken
by the collectijons server 130. Each of the foregoing databases within the
dat abasepaElydrom sepes. sThirefores when f pasg s initlalipest 2 a dustodianid asigacdwdis st ood
that nultipl e database servers coul d be enployed instead of a single

dat abag@ses gfompation et thasfcastediew (siich as dritngbmgel Ricativs €oraRat\¢asiodian)i9 hecessed
illustrative and conveni ence purposes only. For exanple, the Unified

Di r ect dyyhd dectomid discoberyshamagenind sene 0ataBRISIERT BRECctHHyA 20 *i‘l?tff%’?ﬁféib%g
coll ections data 126 could be stored in another databasé server. Referring

to Fi guemedt]20tdnd lmRbd Rahé PRECEATNSS, rABD thah RARELITH a number
of tools, including the I%ggl col | eéti on t ool 13%, ptgﬂbe)tﬁelggﬁggglr[v r

col | ectipAsdr@@th tHexdse.@and the active emmil collection tool 136 in order to
col | ect di%ferent types of data and store such data such that the data may

be managR@) apar t gl HMLGAS BSiddition to separating (but allowing linkage of) custodian
management and case management processes, and as discussed further below, data management
processes relating to the collection of data from custodian storage locations during electronic
discovery are also separated from case management and custodian management processes. In
this regard, the data collected from a particular custodian is stored separately from both the
custodian information and any relevant case information (as discussed below, it is stored in long-
term network storage network 190), but is linked to a custodian, which is in turn linked to one or

more cascs. This is advantageous because in the event a particular custodian is assigned to

13



[ 0039] Regardl ess of the nunber of database servers enployed, it is an

obj ect of enbodi nents of the present invention that data relating to
cust odi ans and cases be stored in the database server 120 independently.
Wil e custodian data in the Unified Directory 122 and case data in the case
dat abase 124 may be linked or correlated within the database server 120,
for exanple, when custodians are assigned to particul ar cases, custodi ans
may be managed separately from cases. Therefore, when a case is initialized
and a cuatodian [ as?i%ned to the case, information for that custodian
(such d& HB‘F&a%EFd%%fg‘é’ leciechirpmifhc sustodiamnapay-hesshaved avith the othererse(efohyhitthe

el ectroni c di scovery managenent server 110 in the Unified Directory 122 in
t he dattbpastodiaaiyassignod Birtetprentheyarious trecosses an¢ obraponeats of theaderpnit han
manual | y input by the e-discovery manager into the case. [0040] Furthernore,
in addicgscovﬁrlf eystam abGimianbe ¢degorimbd vwthmgpnk iofi kasg enanhgensing tcastbdian Nanagenment

and case managenent processes, and as di scussed further bel ow, data

manage menbgEnot,es e ni@badndg Aad tha tholdheatdsomistilialatad tomdauntadian
storage locations during electronic discovery are al so separated from case

manage [k bk nindgddishatic B 1P 136 BIRMariB 1848 D8®en tHe vullbss d88&5 to fag&wdat a
collected froma particular custodian is stored separately {rom oth the

cust odipgiabdifRk BBE 8Pcrd dledhié & \(@ﬁx information (as discussed
bel ow, itaés stored i?’l Ior?gt erlm %lgot rlgsget%%rage network 190), but is linked

to a cg%dggﬂi an, &@S%ﬂ@gi n turn linked to one or nore cases. This is

advant s bec e event a particular custodian is assigned to
mul ti pl(ﬁyﬁ?ses, %a collected.fromthe rgustoﬁi an may be shared with the
asé

ot her s) t o A TERATY [ iRdian dpatigesTaent. ACPOFAg to $97RT embedimentp of tgr i ous
processes and coqﬁonggggkgf_the el ectronic discovery system 100 may be
cat egoPISY MYepHeth sldnifed Dirsdonisrsigding detabasgd R dpusss ndprapgion relatingrto dat a
managenment . And even though cases, custodians, and collected data may all
be nanaleeteniis) spsedipns witlie the catesprive @nd twrlpdajions where Hwsewesstodidne stoas datals
datastores to allow nmanagenent of the overall electronic discovery process.
[ 0041] Cusipdipmasion stored in the Unified Directory 122 may include for a particular custodian, for
example, the custodian’s name, position, human resources identifier (a unique number for each
employee of the enterprise), employment location, domain, email addresses, network user
identification, personal computer(s) name, paths of network storage devices used by the
custodian, including Shared Drives and HomeSpaces, work history, related persons (such as
managers, team members or subordinates), and any other information that may be relevant to the
discovery process. Since the human resources identifier is always unique for each custodian, in
some embodiments, the Unified Directory 122 may be organized around the human resources
identifier. All of the information relating to how the Unified Directory 122 is generated is a
multi-step process that utilizes multiple tools and methods of identifying relevant information.
{0043] For example, the electronic discovery management server 110 or the database

server 120 may interface with the computer databases of the human resources computer systems

of the enterprise to copy the information from the human resources databases into the Unified
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[0042] Wth regard to custodi an nanagenent, according to sone enbodi nents of
the present invention, the Unified D rectory/custodi an database 122 houses
information relating to all potential custodians within the enterprise and
the | ocations where those custodians store data. The information stored in
the Unified Directory 122 may include for a particul ar custodi an, for
exanpl e, the custodian's nane, position, human resources identifier (a

uni que nunber for each enpl oyee of the enterprise), enploynent |ocation,
dormai n, . .enai | esses, network user identification, personal conputer(s)
nane, p'%ff%gor%fliﬂe g © beﬁlggeé’md%\?ie&e‘égowg Siscoxery managgmeaigierisr 1 1 imay aisog
Shared Drives and HonmeSpaces, work history, related persons (such as
manage r&2choghio ashpak Slirgeton, Bushdis Yeindeys Agling RingctayHerdantifionateoikon t hat nmay
be relevant to the discovery process. Since the human resources identifier
i s al wagsouees tplated torpadisslar cestadiatisang integrato thes enfilrachtion it thetchstodian Enteigs
Directory 122 may be organi zed around the human resources identifier. Al
of t he inalidingrtcicopied btratn regourcestinforhitnUnifoiagidd foett Un¥fichABirdforganer at ed
is amulti-step process that utilizes multiple tools and net hods of

i dent i fayayngsorte obvainiid fhod HelfRdnagéts of HE4TbIRiRXAMRbBey hit§ofd 861 B C
di scovery nmanagenent server 110 or the database server 120 may Interface

Wi th t hediGiaamsEespordMARA R Llp SBa1 BB o b difr a%ﬁ%&&&@ﬁg g%%ﬁaﬁgﬁss of the
enterprise to copy the information fromthe human resources®dat abases into
the Unigid & erOhif1BE ; ' S...Lhe- el ectroni c_di scovery
managerrlent Server %@%%rﬁ%% leaulrgsh gn?%g’gﬁ%g%ﬁ g]ltl {éelg{nr%{n&ﬁ&ﬁnaﬁ}oé‘d? NANNESh as

W ndo 4 LI to identify net) I rces related to

part 1 ¢ ararved SR SRk Kbt ab e PARSVHER i 211t EeRsstieti an
entries ingluding.the, copie u resources information. Information for
the Un P‘éﬂ’gl 15 Faﬂ‘t‘?}%‘d Ofncg?y Oé(?:@gYB@ eg%framﬁé&wfwemwa@@res 1. Tnhe

i nf or mat i,ori technol ogy network, i.e., those individuals responsible for

set t i n§FHpM&H frorfs?cf‘e’%mﬁitlgerﬁ%uas ehpswogiFigmse arriprafileagimming toel My arss fil e
servers of the enterprise. Furthernore, in addition to retrieving

i nf or mExapping feel  earewrovdded. descri bed above, in sonme enbodi nents,
information in the Unified Directory 122 is generated through tools

ini tialQ04¢d and/ Bie prefleayahidpytodle 2dk eiiizea bl Cherkl CEOURINscHRIR GRABIImBEVET
110. In particular, in some enbodi ments, as shown in Figure 2, a profile
scanni sgvdrdod irldrder @ndendifyWhRh 00 tHeQalerdrké paisend? tonbsied 140 ARAAL TR Of i | €
scanning tool 112 is utilized by the electronic discovery managenent server
110 | Nwithdrtioflat S8RIdidn WhIERaR ol BRIENNAHE iPGABERHIneGRTRBIGLS of 40 are

associated with a particul ar custodi an. e many cus rans=w

ent er pg, i j | [ onal . co t er.s. d t hat
R R e O e S B A B S P
was recgj E hunan .resources or i nformation technol ogy records and
di rect g% Béagﬁg'ls% STasd ?gcaerl‘n‘rsedrﬁ)§n ﬁ%{%n FFEECHELE H’EWU?P(S‘?CMBQX cofids gt sonal

corrputdelrstthat \#ar.e not Essia?ned o them In sonme instances, however, there
may be“FEPERSUFHIFARTRBURE H5erseheid $ored ¥R en peispna computedithal Wera tn t he

Unified Directory 122. In such instances, the profile scanning tool 112 may
be t he?ssignsA Bk elngomeinganess. howerssohercwpatbe nogersonalcompetsr inferstioni an i s
using to store data. The profile scanning tool 112 provides a conplete |ist
of corftereéfar agyeigdipy withen the $inifitidddiscctony 18Ry Inswpip istaaeds, tie prafildesanpias sonal
conputer information received from

tool 112 may be the only source of information about what local machines a custodian is using to

store data. The profile scanning tool 112 provides a complete list of computers used by the

custodians and may supplement any other personal computer information received from
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alternative sources. This advantageously allows the e-discovery manager to
be in a position to collect all of the relevant data fromthe custodian.

[ 0045]Wth reference now to Figure 5, an exenplary nethod of identifying

t he custodi an users of the personal computers 140 within the conmunication
network 102 utilizing one enbodinent of the profile scanning tool 112 of
the present invention is provided. According to sone enbodi nents, the
profile scanning tool 112 is initialized by the electronic discovery
managenent sewer 110 and scans the_enterprise personal conputers 140

resi di AeBAEreuEs LM yantageoydy alews thoz-diseeepymipge t@ ba g prgitiondp 112
may be scheduled to automatically run on a periodic basis, such as once a
day or celiestalhofiibe keleviant datgyfrimo thngrstidiap. run at any tine by the e-di scovery
manager through the user interface 118. According to different enbodi nments,
t he pr @45 scanWithgefemnbe AdR toBigutess, an axemiplifyenaheidiiidatifyids theovery
managenent sewer 110, the collection server 130, or another sewer in the

comuniceaddi@nuseatotdiidpcidial obmpattano witlBh aekcobfidunidakien REbif F2s@ARRIgNg t ool
112 will access each of the personal computers 140 that neet certain

criteripge &rﬁ@édhﬁ&ﬂ@fﬁ;e%&ﬁle%@dﬁﬁﬁ?%& 119 oPthe3rRAGHvenEbh & ROAIIRCAUBREAT €

those of the enterprise personal conputers 140 that are on the donain, are

Shab! b sRebodioRirh R el rotte SRl A" b i B 000y HOBRLSSEY BselPX! - &S

shown 1 n pro sCanni ng qgueries € profile |ist

on each _of the eligi ersonal .conputers | ocat ed i ng.the scan. In sone
enboa e B ErPhRARE b TR b el TGS M A5t 0 g the
profile list, conprise in e reqgistr ey ljst ip.the Documents and
Dert i ngRnHRTEEIverhd 0y b Probl schmeg fop L Cmpbe et Gnersealies 1 or
each different network user identification that has been used to log on to
t he coRPRNErPerigdichapis, sych aspncy aday oneRse wesk, gfmayRamamgliy pnfasenetiwl user
identification. [0046] As shown in Block 603, the profile scanning tool 112
t hen t baterrdiscoverymimnage dhrabels e sseninterfac0l 18h dceeidmgdo difftaera embodimenisd fr om
about each conputer, such as conmputer name and | P address, as well as a

|'i st ofheqpirdfilpsahining ool il h2 hnagliba gurdenhg ckeptrdms disodverymbnagometitaerveel WOHe user
identification) associated with each conputer. In sonme enbodi nents, the
prof i | eplkeadden@r 1 8®lor ddathdrsefver inikE capmiihigatictthetwbrk domt Ak ¥hawdintBleasm t to
t he dat abase server 120 the nost recent date and tinme at which a particul ar

profi | goMvas: froQIeQ6hnAthettSo1t1Ne WIRGRISE RN If He pehindl LBRBhteRf 14biRR hebh1at a
particular profile was | ogged on to the nachine. As shown in Block 604, al

£ th ) . : ‘ . nth
O SRR ERN G sk AL SRRk n A b O 1 (e
scanning tool 112 wil|

e oted in table in t at abas eryer 122
¢ i roRre e eaal tampaldfe P e O Bl B psrefied AbERRGTedRe B 11 oo
Directory 122, i.e. the data comng fro t her . sources, such as, human
r esour‘é@é‘sﬁgf’%ﬁ@%’éﬁhmhmq%aﬂﬂteﬁ pyyn1 %&Cpfﬂ?’ﬁ%ﬁ“\?‘ﬁfﬁ seauBREstogl B2 ows t he
profile data to be updated rather than repeatedly copied each tine the
pr of i | @esieatsiprfile 8| onpach pithe ghgiblepgesonal gemputess lgcatedslugiag tsessan.vint hi n t he
Unified Directory 122 that houses all of the data transmtted by the
pr of i | swmecawhmdingents éor examplghinghMigosppid¥insdwd gnvirgueat iquenyogitheprefkerist
[0047] I n sonme enbodi nents, in accordance with Bl ock 506, the database
ser ver cah@ftises readihg thel registryokdydistlirsthe Decymems agebetigssirevtery. HR profitk Sistt he
profile scanning data to the related custodian entries in the Unified

Di r ect for theldhphier 6aHtaihi Agridsfor BRh Wtk ertSRIwIrR Q8 iddnGALARNIHABREFh Rged N t he
profile scanning data to the uni que human resources identifiers that are

associ @lgdonto e SatabutstS &Y well&tht ihe@hdOfBes JHREcHPlogldn! 6r SEANMKNY tool 112
transmts for each personal conputer, the profile list that was | ocated
thereqalmpggﬁ&Lincludes user identifications. Therefore, as transmtted by
t he pro?l e scanning tool 112, the personal conputer identifying

i nformation, such as conputer nanme and | P address, for each conputer is
related to one or nore
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network user identifications. In turn, each human resources identifier is
related to one or nore network user identifications, and this data is
al ready stored in the Unified Directory 122. Thus, the database sewer 120
or the electronic discovery managenent server 110 conpares the user
identifications appearing in the sub-database in relation to the conputer
identifying information to the user identifications already stored in the
Unified Directory 122 in relation to the uni que human resources
identifi . When ,a tch is |ocated, link is made between the conputer
i dent i f J.g(%%] i nf or #ﬁtsg%?‘??‘ Of‘ﬁg Ehmoﬁlééwwsw?ldé%ﬁhm teapsmiisiodhat ed wit h
the mat chj user jdentificatjon. The |link essentially adds the conputer
i denti f ;C?‘F‘ﬁggsf PSP et %fe}%’a@rﬁiaﬁsreW@ fremgbouteaetheompiter] igh ensompmtter. ) t o
the profile/entry in the Unified Directory of the custodian having that
huran r 8886RRLE’ addesie.ias well as Fiist qfrabinrofdles, ouplwting denevgrahicarinferitibnb@r | i nked
into the custodian profiles with the conputer identifying information or in
t he sanﬁdW@ﬁﬁ@%JK&W@ﬁmﬁmwewﬂMMHdwmheahmbmgukﬁqhsb&@eﬁﬁbhﬂﬁh&[mc%aﬁﬁgates a
| i st of personal computers used by each custodian in the custodian's
prof i | es¢anningeéodlnil? isefdrtbdrcocgursd tbzaentﬂgﬁﬁﬂw@élﬁﬁxitrtg kiR RbadeQBrRP 120 the
information. This list may be presented to the e-discovery nmanager when a
col | ect st refentdat Shidekaal Whit® & PhrtBENhRE(Sad 15 éﬁ%h&@hk%ﬁ&hp%%ﬁ%? ussed

e I'rs n

in detail below, and the e-discovery nanager may revi ew t t he

_ di 500V _ re hse
ol Lot an o oones 18 SR Ao 8 LIRS TR et T s FRLVAR ARRr P4 ool
112 it j term . h i i dentifi t
i ch R e gar oA B8 ol R BT R ad? i R et pesvarigd. -

rel ate, t mt the computer identifyjng information and rel ated data
to be dnidd e|e§}ﬁ’s?’?’6‘?eé183’ ﬁ‘ﬁ d?ﬁ?%ﬁ’?d’ﬁ?ﬁﬁ?@“&%&%iléﬁ vl e ptoged in g tabiesintthe £ i ed
Directory.122, wi ut the need for the database server 120 or electronic
di scove‘ﬁ%ﬂbﬁﬁ%%?@?ﬁéﬂfw%@ﬂéﬁe Yniied Dirsstorys oy digtinsts o the tsefitbs Unifiedi nki ng. 1 n
still %éher enbodi nents, the data is transmtted by the profile scanning
t ool 113UeeryHé2det tsdlgia comingfrom pther apuicasheich as hivaseres@irueidathBeqr

el ectronic di scovery nmanagenent server perforns the user identification

mat chi MCiprddessiordeic Thealvaegeullylatioes teqrofily diteo bOMRIAtahaeRid f Yi ng
information and related data directly into the appropriate custodi an

pr of i | espeatediyheplddi chtletimBilteqrdHle Yeahdhg thél 19N, HRLYMISE 84.000.dfiBle
according to the present invention, there are nmultiple ways to populate the

cust odiveithipeiefitifed Ditedths 100itfd 6udok LB 6 @ | | phQLaLl on
retrieved by the pr offlg@scanni ng tool llg}ﬁa%éléﬂ%'k}g?hgrﬂw&%{@gtscagfm’lghe

presenttoglr]\lgm}ﬁémsuﬁ&%@%g@%@&gﬂ&gﬁgrdi ng to sone enbodinents, is to
a

record in the database sewe any changes to profile data and/or

conput iglenti fyi occur s, bet ) .. Referring again to

Fi gur eT%(?Mis shommn&?%éj%g%gilﬁ%%,m %Cé:gﬁdafl?wmﬁﬁﬁg"%%@gi tpﬁgité%ﬁﬁﬁwfﬁéﬁlor 112 is
run, tla%&éc 0in{cedisscc‘z;nni ng data,is uqqgﬁlﬁg in the database sewer 120 and any
changes 1 -t he proPy e napasmmaysaedi ! 18iligksthe protile sqaneing dataito hea¢lateie
profile %c(ﬁnni ng tool 112 is recorded. This creates a historical record of
when ¢ e CUARIRLIGIP dhe dnifigd Pireetory) 22byaatahing thewietwirk usdrddendifivations 102. For
example, if in a first scan a particular profile was found by the profile
scanni ABPEREDBS Mmtho profilescartingilata tratbh iunigue bumaniresourgesddémifiers thgtars t he
profile scanning tool 112 does not |ocate that profile again, the renoval
of t hagsspeiateil Mathfsudnusehlentifidatings. THe prbélesesaimgadoli 12 thARshistPdican entry in
the Unified Directory 122 for the custodi an matching the network user

i dent i persatal commaapthept@tle Vibttthat twia lodafedithdrBon, Whi SR BRI S A dnR e

dat abase server 120 rrgitnt ains a historic recémucglgﬁgh pr%?%?%%thotél? have

Therefore, as transmitted by the profile scanning tool 112, the personal computer identifying

information, such as computer name and IP address, for each computer is related to one or more
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appeared on a particul ar conputer. [0050]Li kewise, with regard to the
actual conputers rather than the profiles, in sone enbodinents, the profile
scanning tool 112 or the electronic discovery managenent server 110 is
configured to review Active Directory (or an anal ogous directory if in a
non- Wndows environnment) to determine if a personal conputer has been
renoved fromthe system Computers will often not appear to the profile
scanning tool 112 because they are sinply not online and capabl e of

communi cating via the network 102. However, in sone instances, conputers

wi || baetwerk pseg identifiggbiens. lndumesarh fuaian rgsoiures iderdifieeisrrilated te bt orameronput er
has been renoved fromthe systemfor retirement or w ping, the database
ser ver n¢i@@rkier identifieatians, eadthis data &lalreafy stdred jurthé Unifed Disowirat 2] Thitd) t hat
conputer. In the event the conputer reappears on Active Directory and

dur i ngtlee datdbase seo@n 1200er the elbtthenisdisduveOnimgtmeR cOga KOS ohipares deniskcal
conputer nane but mssing profile information, the database server 120 w ||

r ecor dideRfificdtiofs SEpERSHER tNESibWaRBascAA delaidt © thd @bl id @fiffifinftaRtlod he

conputer prior to'its renoval. Thus, in the event ‘the profile scanning tool

114 i dghnk Lk SdhtiBEN AL LEQR 'st&&mﬁee@m%%a ?ﬁlie@troﬁgltigi 'hrﬁelgti&)%.ttﬂegligﬁ@mand one

of the personal conputers associated wth the ¢ lan previo I's no

| onger ] ified,: at se r ks, confiqured tp store in the
ni 11 e JET e gG e RS Eh Hord b ol i EOMAHHF Seny e Sy

i ndi catjopns.as. to when t ew conput er. first identified and when the
old co H{}@Fn torw\é\g?rbwgﬁe F‘ﬁ%ﬂ‘[ Iie%?‘g‘éﬁs “ﬂet\?i‘%%i:ﬁ @S%é%}?dd‘tvﬁé the JRALURGHSDr of i | e
within the_Unifi g E@Eabase 122 may include a history of the persona
conput gtl%%ﬂé‘anbﬁ ¢ ik essertigHy adisdheicompuergdentifgng (ndeymatien (weh padateach
conputer of when it was imaged and who has | ogged on to it and when. Such
i nf or mHEEoMIMREy oblograns.esfahto the profite/enitryen gfe Iihnge@ Dirgetoiyorf tloy custoidiasct i on of
the custodian. [0051]1t should be understood that there nmay be alternative
met hodbavifg hpenmmdnrgsauives pleofifitre The profile ipgt@nhfdrmaterceould be dinkéd into the
enbodi nents of the present invention. |Indeed, the profile scanning tool 112
may becustddial profiles witheliedoasputdr identifileingiaripn bisia thesaanahnne Miiiseths 140

t hensel ves or within the domain controller to push the profile information

out t Opfofig: daimB@ER] SEY WmatkRPodnefatedtaQlsf8perddnhN@nigitckd @dda By kgt ory 122. In
such instances, as soon as a custodian logs on to a machine, and the

n t U ntoan e
machi ng;ef RRANE thoMlstolin dsnﬁoﬂg R tﬁﬁﬁ‘%& Irb&&r 192,V1ﬁ£1h&1}a§gé1§%a§9gjﬁledﬁpa”i cul ar

i nformation, data regardi'ng the user entification us

machi n ' udi . d conmput er _nane uld b ent .to the
ni 11 oo b By M R3S AR 1 Gesrclithy SfedPBiofehe domai n
controller,, to be stored in connectipn with the man resour.ces identifier
C o i TRiAg 0B rASBIRES) fsauR BT i kst TnfdSBATY i e ARr e | ve
approach that would not require running the profile scanning tool 112 on a
per i odien3ggELay Y?H%R}%Fheéﬁbﬁl%a’b?ﬁ‘wa@ﬁ?nmﬁd%@ sy doteameney whigl maghupes thdareet
available to the Unified Directory in real-tinme. The foregoing are only
sever afuringyibe exfllectigrl RIAesssi ng t he systens and nethods of the present
invention and one skilled in the art will recognize that there are other
ways t@048]i | i ze Inlnthepembodimenisatha brigilt sahniof tdohé 1 bitedfansy bewoafigined to n or der
to neet the intended objectives.

determine the human resources identifier to which the network user identifications appearing in

the profile list relate, and transmit the computer identifying information and related data to be
directly stored in the appropriate custodian profiles in the Unified Directory 122, without the
need for the database server 120 or electronic discovery management server 110 to perform

matching processes or linking. In still other embodiments, the data is transmitted by the profile
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[0052] I n accordance wth sone enbodi nents of the invention, the mapping
tool 114 is configured to crawl the conmunication network 102 and exam ne
the enterprise file servers 150 residing on the conmunication network 102
to locate and identify the path of any personal network storage area on
each server. As used herein, a personal network storage area is a network
storage area associated with a single user who reads data fromor wites
data to it. Personal network storage areas may be in the form of network
storage_devi ces faolders or other resqurces within a network storage

devi co SRIMHE(OhE!% 8 Gatbare perter L5 ubf tesalabpsssprigr bt rslasonis discovery
"HomeSpaces." According to different enbodi nents, the mapping tool 114 may
be run 'BAEHECNE SEYER RRfoENY the ds¢adentibiapiingeneiphing progess descpibed Hmve befoect i on
server 130, or another server in the comunication network 102. In sone
enbodi riéding the epmpriespileniifyiog infarmmtiog and wlatetbdwa diegcilly dreo theadppioprisehedul ed t o
execute through use of Wndows Schedul ed Task. As the mapping tool 114
craw s uifedien pritiésdatliediinified Minebtody0L22. ilt shioslddenkhitigsoed tag acocadihp e @ach file
. server and transmt to the database server 120 the path of any network

st or ageresestanvintibi,hérb arephultipleiviays &f pGRINEIhS cldddikhbfilds P@sithliNg] Y
identifies as a HoneSpace. In sone enbodi nents, the nmapping tool 114 is

conf i gUriRtdrp 1EXRHRHE: hfemeMrEERIch &by iHeSrotRE ¥Ehtin obt ai ni ng and
reviewing the directories on each séive?mand eva %§$¥E§lthe pat hs of each

net wor kg rage ap [ [ | fol der ot her.. st.or age devi ces
and relsf o(ﬁirgg’es. [ %8%%1]6{;/\1 %& r0 gtghg dé\s'fl3 fgq#‘gﬂglﬁ??fa&? r‘i‘g'“’gp%%ﬁ %clcgrﬁi B rk

storag ccordin 0 _sqme _enbodi ts, the mapping
tool 1 F)g&cegl%f géﬁ?‘%ﬁ%ﬁﬁ% (llalta?)f%e o 2%@ e[0T L P H’{‘j’ﬁ?‘g‘%ﬁw%é’s for paths
in the conqynkga%'onéﬁ twork 102 to identié t hose paths of network storage
areas WAL (e S g’rt Y HCPyrp Betwepn, haas. 18 eferrngragin &e Higaresh 25 phovadnor |
based g@ he conventional nam ng techni ques, that the particular storage
ar eas %%ﬁaét eagh imerthe profile ssanming topkl 1208 aus die nipfile seradingydatris ypdated inser |
and are therefore HoneSpaces. In accordance with sonme enbodi nents of the

i nvent thsiflatabaserseryee | 2Qandrany chenaesiin thapicdile svetning ool §ificd the bsséxgoaibntad at

| east one user identification and those user identifications are the

i ndi cathsrsofilsacanning todlpiR igretarded. 1THs edettesphistorioall rocad of whéddutodaiks when

i dentifying HomeSpaces. In such enbodinents, it is the convention that the
pat hs ekreHpimgGmetivedar emuchines whRAURG Gdivbi&n one Fopslombi? if inGliHdecihe user's
user identification. On the other hand, paths of Shared network storage

ar eas g@tibdlir proBlcURR FHERIby tﬁsgﬁdﬁflé SahkifP ol T@gﬁé tBin &Pﬁ?ﬁp@y&g@ gol 114

may explore the directories of each server wthin the p servers,

eval uajsgrgamh | , ' Lon.as, to whet her or not
the parferrany dRFrol Bl o137 Mo IR TRt R D8R hat t he
path i I t.ed i ndi cat.or I _ex le, a. 1

i dent i P@?ﬁ%ﬁ%ﬁ%@ﬁgﬁ% rF%’Sﬁge"%Tih"i dé”@ﬁ’rﬂlie ﬁ?ﬁhﬁf Haﬂbﬁf‘gisfﬁr%qw RH&nstify
the papticylar ne rk. storage area jdentified by that path as a HonmeSpace
and t rglﬁgﬁﬁt{?‘%%m?ﬁﬁgﬁgli‘%’%%g’%&é’éﬁﬂg?m %tl?’h%gs?féﬁ‘tf:‘%/ﬁ’ﬂhﬁ?at pepdile. j lgspmef i cat i on
and the gg@% oftﬁhglkbneSpace. Whaen that information is received by the

dat aba¥® 5 thogatahagesevar 48 swiniainy @ histopig reppedot Alkprofles thatleavei i cat i on
to link the particular HomeSpace to the custodian in the Unified Directory
122 as¥wemsd edapptisulaheampEer i dentification. In some enbodi ments, the

mapping tool 114 is also configured to recognize and
[0050] Likewise, with regard to the actual computers rather than the profiles, in some

embodiments, the profile scanning tool 112 or the electronic discovery management server 110 is
configured to review Active Directory (or an analogous directory if in a2 non-Windows

environment) to determine if a personal computer has been removed from the system.
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transmt, and the database server 120 is configured to house, an indication
of the last tine the HoneSpace was accessed by the particular user, for
exanple, the last time any data was read fromand/or witten to the
HonmeSpace. Additionally, in sone enbodi nents, the mapping tool 114 is
configured to recognize when nmultiple paths map to the sane network storage
area. The collection server 130 conpares paths for the sanme user to
determne if duplicative entries exist. This advantageously enabl es

avoi dance of nultiple collections of the sane data. Thus, the mapping tool
114 ul QOH@P@F%/"V&@%MPE@P&W tp dhe pplilisremingiesl Lgdgcange tey aresimplydiohn, and
this list may be presented to the e-discovery manager when a coll ection of
a cust ediizarnd crpabbSxonwnunicaling viaghé metetprkald2 dHewess.dd some Ustaacds, bel ow.
[0055]In addition to storing a |ist of personal conmputers and HoneSpaces
used byomputpamill bakairecosvipdd and reivtiged. Ifiisissletsrnimed taes admphtéyhat Beenpr of i | e
scanning tool 112 and the mapping tool 114 respectively, in accordance with

sone e faslictEdhethe bystdhe fRresemtnti g vepihs Glic dithiase 3dr-alase wiB ERY a 28kdio? al so
configured to store a list of any shared network storage areas used by the

cust odhRef thepréAehshRARL Wit NSt Ve "evéﬁt@lﬁ@&ﬁndﬂe? @eép?eaﬁ‘s &?k\é‘f}’&é<
I dat a d

storage area associated with nulti'ple users who rea romand/or wite

L ikt AP AR TR B LB

€r
st orage devi‘ces or rs or reso S net wor age

devi ce v .be referred to her ter for arj t rpgses as, "Shared

o 1 ves o RS L FIcp Rty URL B sotPE AP B el R B2ty V4 S e
Drive inpuyt t he e-di scover nager. and store the path in the Unified

Di rect mﬁ}ﬁf@g Yiope ‘ﬁapﬁ%ﬁﬁﬁtw@gg EYTRYFEPTATEQ Bereaoyal. Hibmedn fhesyamtdbe
identifier(s). Mre particularly, in sone enbodi nents, once a particul ar
user oProﬁFF‘escé’B}%WPl:gH igentilies woEwr perengl sompplsbasspaipted with asustedion and gneocess,
t he e-di scovery manager may undertake to identify the particul ar shared

net wor & the pereenab sompriers agsaciated avith the eustadianygevigyslniscodomget idehtifjed, thee pat hs
associated wth those shared network resources. This may be acconplished

t hr ougéatatese sareat! R0 isconfigired bestprarin theWmfied Diteatorgual theiyifatinatiozfongactiat a
returned fromthe local collection tool 132 executed on collection sewer

130 ( skmmputérnas wiell & iddikatibind 8¢ RIWIR (hié W CorfiputetoPrsaneddémiticd andahbd Gl ar
user's machine (as discussed in detail below), and/or by utilizing a file

br owsi g chRphted ¥bs lema%@re@en%e&l REth{sQRyC tdica6toyish prmﬁﬁ 1EWRHed 10 (as

shown in Figure 2). [0056] According to sone enbodi ments of the present

I nvent hompask 18 Makr ?ncjﬂ{&%vgsﬂjﬁgryto?%e personal computers used by the custodian and a record

is also created for each computer of when it was imaged and who has logged on to it and when.
Such information may be relevant at the time of investigation or collection of the custodian.
[0051] It should be understood that there may be alternative methods of operating the
profile scanning tool in accordance with embodiments of the present invention. Indeed, the
profile scanning tool 112 may be a tool that operates within the enterprise personal computers
140 themselves or within the domain controller to push the profile information out to the
database server 120 for storage in the Unified Directory 122. In such instances, as soon as a
custodian logs on to a machine, and the machine reaches out to the domain controller to verify

the log-in information, data regarding the user identification used and the particular machine,
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116 is configured to be utilized by the e-discovery manager through the
user interface 118. The file browsing tool 116 gives the e-discovery
manager el evated authority within the conmmunication network 102 to access,
inalimted manner, the enterprise file sewers 150 within the

conmmuni cation network 102. Wile the file browsing tool 116 may not all ow
access to the actual files stored on certain file sewers, it allows the
e-di scovery nmanager to browse through the directories of the file sewers
150, Io§gf§.fi%e$ thatdhave been accessed by the custodi an, and determ ne
the si Z8“BAMEHE ArPReend CRMEWECARM SQulg berseuidndicdmsbed Pirietery WRecitienfiomover y
manager . nma Lﬁjtialﬁy E?ve a general idea of a particular file server

wi t hi n PRdashing Apedtlyor fomethe dempaincontsgller Ha be sloeeddn sowtiction Witk thedwihann t he
past. For exaq&%g the custodi an may communicate to the e-di scovery nmanager
a part i EsauEsesagsngBier taavhichihelnesr identilieatioamelaion Tikis soulideshalthmatiat or ed
files. Additionally, in sone enbodi nents, the e-discovery nmanager may have
al r eadyapprageh thak enuld nebreglireoinhiag thaprofileacaminganolt He dausicaidilia basis. BaMrNe,
wherein the |local collection tool 132 returned a list of the network

r esour csash tyadachiibe pasfile dta tvoald bragdieneaildt WSRIUNiR] DiREWAYVRHEal-taile
e-di scovery manager nmay be aware of the particular drive réeferenced by the

user. TH® BredbBeawainty SRR ay D mpRARnBAPIR Yy 4SS fid rﬁetp&#‘é}ﬁ*ﬁ{wg&ééﬁi 116 to
browse out to the particular drive nentioned,”scan the tolders for any
fol der jRakiBg afd Milfeﬁ§§ﬂﬁlahﬁ)lgr 1384t eﬁeszﬂf: ﬁ%ﬁext ng(sf’tggléi%izé gﬁ]téolf{l% eany

particular files created by a ccesse e us er si ze
f I ' h, of 1ol .or. Sh d Dri
nct udrng R E i BB Byl Ty B Q@ Hern@nd o€he patns of ¢ he

Shar ed 5@ es may then be added, eifther rranyt%llé%/ or. automatically, to the
Uni fied ectorgnicfﬁrqaﬂcet b FRRedungrts pt the gnventions themgpping tppleld 4 is

Di rector{xll 122 na(%@‘sdtégre in connection with one custodian (and in particular
in rel &PRgRred o & tguRcalion eRYeTk d 82 and eemingsiie entemripe fld sestersolf50t he
personal conputers, HonmeSpaces, and Shared Drives associated with that

cust odiresidiEy e thercopmumication agtivorks1 0240 dogatetaad tideatifisba path ob invipdrsomat or ed by

t he custodi an, and once an investigation or collection of a custodian is

i ni ti amedvork klerage ewh oo wadhseorenais aseddteesinc persohllmetWork sehgDiafeadt ory 122 may
be accessed to determ ne the particular storage | ocations that need to be

addr es sevorlkistorage tfee assoviart ivgaid 916 Qtdr 8dloiredtis dAfaiffon Sr wAMRRLAGERUS as it
allows a conpletely automated investigation/collection process, rather than

rel yi n@eendl hetver ist&{égt\! Brcls MBPBORT tht ForfBSTURIW ok isfaﬁg? dté:ﬁ@est(gffgﬁé& (3{ g@% | nes

and file servers at e time of collection. [0058 oul e no t hat

e b S Gt SR At SRS Y Bl RS o

information i s gathere erein.

ti Ll [ . t 10 b
Cont | gif ai el BRI RV Bt PR A B Fohe AR ki 14 e BF b
dat abages aﬁd Aﬁltl ve Di rector% and gng q?t h‘gf rel evant sources, such as
i nf or nht SR IPRE TSP VY CAN&ELIest feger &0, the eallection sgever 13Q ogapnthsy server ivr of i | e

the communication network 102. In some embodiments, the mapping tool 114 is 2 Windows
service that is scheduled to execute through use of Windows Scheduled Task. As the mapping
tool 114 crawls the communication network 102, it is configured to examine each file server and
transmit to the database server 120 the path of any network storage area within the plurality of
servers 134 that it positively identifies as a HomeSpace. In some embodiments, the mapping

tool 114 is configured to explore the enterprise file servers 150 by obtaining and reviewing the
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scanning tool 112 and the mapping tool 114, at regularly schedul ed
intervals. Alternatively, rather than periodically retrieving data fromthe
vari ous data sources such as the human resources dat abases, the system 100
may be configured such that the database server 120 is continuously
interfacing wwth the data sources such that the Unified Directory 122 is
updated in real-tinme as the data within the data sources change. In either
i nstance, each of the feeds of information into the Unified Directory 122
i's regu.arl}[i u%gatﬁd to ensure that the data in the Unified Directory 122

i s cur refFONERIL LR fore g ARd Exaluaingd e Raths Heaghnematkesterags apa thewin, s
configyred, such that_all historical data relating to a custodian is stored
in rel dB§lBding fldanendeibersinrage devieemand resosimes.ces i dentifier in the Unified
Directory 122. Thus, when the feeds of information into the Unified

Di r ect 69653122 ar &Vitlpregarddo identifyfrey conestitulatalebwarke ktatdgngrenas h dnSphicegi an has
changed, the database server 120 is configured to store in the Unified

Di r ect @rgordif td srencneubodirhents tick mappingeosl Bltis o@ifRdaidac uiiigd dbai-éagiondior
exanple, the tinme and date of the change, as well as maintain a record of

the ol casiigetestMidueg foriphthi $n Gt cblum@nRatdn mw&&qogw@ic@%@%&e@m& bfe in the
Unified Directory 122. For exanple, in the event the profile scanning tool

114 i deBfwdrk SSrade BRWS ﬂﬁﬁﬁQﬁ@ént&BM@&fr?ﬁgﬁb BB thelak By ﬁld%é?@trﬂggs nd one

of the personal "conmputers assocl at ed e custodian previousSl'y 1s no

| onger 4 LEded, ver,: Is.confiqured to.store ip the

Uni fi eéﬁ %&?g%:r{t%)rﬁé f%%%%e | %ﬁhn’ga[?}? eol% r?%lf%aqeslé(% eca(r)%gfsé"?{ategéw I&btﬁ?sea@ §

. indicatja t he new conpute s first identified and when the
ol d cotarr%u g?sgé&%sn%ﬁlo (fg@lo‘ﬁ%n ¥ PRt nﬁ@’ﬁtf‘?r%%f%fig CeY g AEEEBEE Hihpr of i | e

Wi thin_the Ug(lacLl ed Dgghgbase_lzz r]%i% include a history of the personal

conput 78° FRRY RGN AEhE iuegen, §achqiserof the enmarmsionaiptviek 1 62 é\assigneditot he

time of jinvestigatjon or collection of the custodian. [0060] One feed of

i nf or nAtFEHh ORGP 1dsBtifigarien awl thpseaiseridontifationsiashithie éndieatars thal thelnyappizigev ant

to electronic discovery is enploynent status. According to sone

enbodi Hshi & atigmis toHecatewithio paths ibenratentfyify BomtSyacdsu in sudhenthodvests, it

dat abases to the Unified Directory 122 includes a change as to enpl oynent

st at usisdhe conyemtidnabatahe patisst afdHammsSphdes ot ltlecdonahinticdlios GeMEIY | (RRGESBAL
server 110 is configured to recogni ze the change and possi bly perform

par ti cuders ubdttiddntiGoMionn OreBO 6MELhani¥DpRhsSITRRAEH Gatvok stbigd ReafiAlly 1t 1S
recorded in the Unified Directory 122
include user identifications. Therefore, the mapping tool 114 may explore the directories of each
server within the plurality of servers, evaluate each path in turn, and make a determination as to
whether or not the path includes a user identification.
[0054] Ifit is determined that the path includes the designated indicator, for example, a
user identification, the mapping tool 114 is configured to positively identify the particular
network storage area identified by that path as a HomeSpace and transmit to the database server
120 the particular user identification and the path of the HomeSpace. When that information is
received by the database server 120, the database server 120 uses the user identification to link

the particular HomeSpace to the custodian in the Unified Directory 122 associated with that user

identification. In some embodiments, the mapping tool 114 is also configured to recognize and
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that the enpl oynent status of a particul ar custodi an changes fromactive to
termnated, the el ectronic discovery managenent server 110 is configured to
determ ne whether the custodian is assigned to any case or matter, and, if
so, to transmt to the designated nanager or contact for the case or matter
an el ectroni c conmuni cation notifying the manager of the term nated status
and inquiring as to whether the manager would |li ke the term nated
custodian's data collected. In the event the nanager responds in the
affirmative, the.electronic discovery nagenment server 110 is configured
to aut o%ﬂ‘tsfnétaf“? the H?T?‘it’aé? éerf"l‘feu@ésr ?%‘@gmg’glt‘? QUSE-Gi ipdigativaod thedest time the esent
inventign. Therefore, the custodian's data nay be advantageously col |l ected
prior tBOBASPAIEEEF areCTssh by theunarticalar nesry for xante, thedast dintreany alatehsbyad he
termnation. Alternatively, in other enbodinents, the electronic discovery
managenien A aeyritantothy HaoeSpasamidditiatalynint somterenbodinames, thentapping tool
automatically initiate collection upon recognizing a change in enpl oynent

st at us. 11400 6dif@a8H to F@0GHAF&Whin melyiptahatic ma6ie tRPRBELIFBRIrk BIoRER 28RS The
according to sonme enbodi nents, a case nay be initialized by the e-discovery

nmanagercolibitionzengr 13tecongRresipathe férabesahledser 10 deliBint $ORIpHcatvR@ngicdbsicover y
manager may enter into the user interface 118 certain infornation about a

par ti cultas ad@hfaéously RS av%i&éﬁc@(?fl Iﬁ’ulﬁ?lé%oﬂ&lﬁﬁ?%ﬂflgéaﬁ%%geae " OOT

description of the matter/case, a legal identifier, t particul ar

For ¢ harappiie Bol | MIRARAGECh Ghich it Sl onts BRENG ey ERRERSH Sl L & °

for the matter (1.e., s 1nvolve ter

rat her Ll ke the e-di,scove manager), ..cyst.odi ans, etc.
The o D ArllenRRE B3 % itchl G hnger URE A STHIPHPE L QAP IFE ORGSR i s

i nfor rrat.iti%%?idn t(ﬁe case gat.f.ggse 124 in the database server 120. The case
dat abas¥ | & %?Hfsleéﬁﬂ At &' Muse this information such that all

i nfor {’éﬁgi relating.to a particular matter or case is related within the
case d se 12 1oq1 togtoging @dist efuersopal comwhtersandHaneSpades usal by #w a
profile of the matter or case including all the information. [0063] Once the
mat t er PATGPIGF custeskian, sdbichdists were génsratecsll the peofile stiasmioy eoy 1 ihaaiée niapping add
custodians to the matter or case. In sonme enbodi ments, the electronic

di scovéeo} livhreagestivelly, mecwedant tvithsome rfribgdineatsto tiRdstedtuimiioncist odi ans to
a single matter or case at one tinme. In this regard, the e-discovery

managedaiebyse vaeer 129 ivisles confpRrddas stolelBlidtdf 8 MarddhehwlR biokagk Bekak Dirgyat i on
about the custodians. The identifying information for each custodi an“does

not havig dustoBRin O stb&! IRREE, 4 AR nERYorE §1%F9§E Qreads & owoﬁgen%?z% gsrsg%qatf r_one

custodi an, an emai| address for another net wor k user 1 rcation for

S T I A S T D

118 is configured to receive yi'ng i hfor
ar eas [ f identifyi i nformati on being received.
The el e%? %%ﬁib(@: %ﬁ%ﬁ%?@neﬁi’éﬁ%&%ﬁ%ﬂﬁ‘%&&%éf%%fff qr Othep FSPYGFEwtR nEdverk he
input information to search the Unified Directory 122 in the database
ser ver SWHE° H%Vlﬂeégtaé‘b iR em‘fgﬁﬁ‘;]@m%@% Al puReses ax Shargd Diivend Thout
information. In the case of a human resources identifier being entered,
only oR¥r HiEfa58il 4% 1S sonfigeediin rreive Tpathof o Shared Privajnputbuthemtdiscov@y t he
other hand, in the case of a nane being entered, nultiple custodians may be
a mat chanager and store the path in the Unified Directory 122 in relation to one or more custodians’
human resources identifier(s). More particularly, in some embodiments, once a particular user of
the communication network 102 is chosen for the collection process, the e-discovery manager

may undertake to identify the particular shared network resources that that individual is using,

and eventually, the paths associated with those shared network resources. This may be
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[ 0064] The el ectroni c di scovery managenent server 110, after searching the
Unified Directory 122 with the input identifying information, is
configured to present through the user interface 118 a list of al
custodi ans matching the input identifying information. In the event only
one match was returned for a particular set of input identifying
information, the electronic discovery managenent server 110 is configured
to automatically select the custodian to be added to the case or natter. On
the other hand, in the event nore than one match was |ocated for a
part i capepmplishedghronglpeenveratinnsiwithige partiowlaningdividuat, he ptitizieg daik ritphned mat ches
may be presented together to the e-discovery manager through the user
i nt er f dive the Hcahabllnetidogdolsld2 tehedutadha cellditoosweey 1 Ye(slagear inthsbloclediagramt he
mul tiple custodian profiles associated with the matches to determ ne the
cor r ecof Bigateot)idaploydibto thdysatich hasatitascHie @hdisansal iadetabeliw), dnd/odbiyng so,
the e-di scovery manager may consider the other information in the profiles,
such astiEAhPe Fild Wowkihh Bol W6 &xdc@edbh SRctr@tfis st VeRImatizE oA $10 Bk GhowttICh
information can informthe e-di scovery nmanager as to whether the |ocated
cust odipfelg Hhe one intended. The e-discovery manager may then select the
correct custodian for addition to the case or matter and confirmthat al
cust odi sel ec d . . er ding .tq sone
Q8L €. AR RY PN RS OB WIBLAS! mAGEBLAIIR 40 ©

enbodi "ad cus caseé or er’involves

correlatjing the custodian profile.in the Unified Director 22 e case
or " e 1 14 Bah PR R 8 W PaPhCie b Syory Samabe SRR E o et 38 Th o
upon addi ng custodi ans. to a nmatter, the electroni¢c di scovery managenent
server %%‘1‘607‘@11& 5}?? i 8%31@85 the erdigcpyery aanpger @k&ﬁgﬁﬁgﬁ?w wathihthgser vat i on
notices and surveys to the custodians. In this regard, preservation notices
and suf¥epgnicaiangvorkd 0 freagsesst inalimitedomamep theyenterprisedile sgvers 480 withir
linked to the case profile in the case database 124. Transm ssion of the
pr eser thetcoomunataiioesctenck K2 Welnide the fidelwbwding heol 4 86l ety not 4llvev aaes tothg  be
automated, for exanple, there may be preset instructions wthin the case
profi| ecthdldilesctrsdon betadl Rletsediscit dilGeote exdisteinay emanter sebroase thichghhe
transmt a particular preservation notice and survey at a particular date

or ti NBir@ioritR@NthR MAEdrisi §0, 16datcafIes thRChaY BBn acteiGll B\Bthe chdisdiffan bei ng
added to the case, or the e-discovery manager may manual |y cause the

pr eser atinfhe MRlkiL 68 1R MHesS Yh Yedbeddnle Rih sbARSbbdifRts] [pe S AR TP ARLARPL S,

the el ectronic discovery managenent server 110 I1s contfigured to transmt
t he pr : i ' . I | i nction..The
sur vey BB B Wb AR B0 S Bl W1 R WA e BIEA GBS0
transnj,tfed t ust odi aps . oge r, and one suryey may be tied to nore than
one. pr b6 st e bR asELh dip gt af s faie e rRLploR foautiede Befe sur vy
responag is received by the el ectronic discovery nmanagenent server. 110 and
st or edUISFPVER] HERAGHF & Rprtigidanfaldsy name anddar glgive pamp on waich dsshy hasystered filgst he
case database 124. Furthernore, the el ectronic discovery managenment server
110 nepdgisopdlys ingiemeembedinants thel a-disgovarypasnagernas havaelrepsyaindettsdewad i n t he
survey response in the Unified Directory 122 in the custodian's profile.
local collection process on the custodian’s machine, wherein the local collection tool 132

returned a list of the network resources that the user of that machine has used. In that event, the
e-discovery manager may be aware of the particular drive referenced by the user. The e-
discovery manager may then employ the file browsing tool 116 to browse out to the particular
drive mentioned, scan the folders for any folder having a name resembling that name given by

the user, identify any particular files created by and/or accessed by the user, determine the size of
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[ 0066] According to sonme enbodi ments, each transm ssion of a preservation
notice and survey to a custodian, and each correspondi ng response, is
tracked in the relevant case profile in the case database 124. The

el ectroni ¢ di scovery nmanagenent server 110 nmay al so be configured to
transmt rem nder notices if responses to the surveys are not received
within a predefined period of tinme. The el ectronic di scovery managenent
server 110 may al so be configured to schedul e rem nder notices to be sent

t o cust Qg -1.04i cal [ ef h t cystodj ans' nenory of their duty
to pr esggé\:}gﬂ |Slta£elc515J %%%:‘%qrrjé%?%tﬁ ég?r{yaf;) hipr EEMF@%} ingluding datadiglongims deltheent s,
once a ersgrservati on notice has been sent to a custodian, the electronic

di scovery hmnagenent server 110 may undertake to prevent any reinmagi ng or
refreshi&% f the ﬁustodian's personal conputer(s) by transmtting an alert
of the drvat i GA° HBTGVES PatBs efac Shared Privesmey thef be midddoeitheemimelliggy
managenent group. |In addition, the survey responses received from

cust odi &H@H@E?E\}@: fodh¢ HnidiesDitestory 12 2intthodatgmecessr 1F0r TRsaMRIUMifQNe survey
may inquire as to what network storage devices the custodi an uses when

st or i ngDigetary 2engngoverin tdﬂmbctidmavidusﬁd)ﬂis'@ﬂiaﬁi(afﬁﬁn?ﬁrﬁbﬂﬁr RUEMBYn RN | NfOrm
the addition of Shared Drives to the custodian profile in the Unified

Dat abas eust®{art §ilaimanergsdueces sdeitifier) @Nisi of thOhdr@ihl Qapuk Jnfé%@ ing to some
enbodi nents of the present invention, the e-di scovpélrégggnag F%eg’a@guti lize

the useBhired Bril@@sotided iRt AlslRERITALR of HOLITeaibAPHS ﬁgﬁeglgglfsggrﬁg pelerme

to a case or matter. In sone enbodi nents, the con

may al sgata&ie t i i .case dat abase 124 usjng .a web
b oumer ang ey AR, BAt & I GRS ciiodies indmete

stored N . ~-di;scovery_manager _nmay not be the only entity
Wi th ac%ggicg{tlgh lt"g‘;y%%%‘%&grﬁ ‘%Q&?“r‘rﬁ?@ﬁ%ﬁ%‘f?’%&&@ bsraceaseeddp deteraing the

di scovery.. t server 110. The subject matter of the attachnents,
not es aé}aéu{@%%%?ﬁ%ﬂ?%ﬁ%s tgﬁt)}leﬁﬁ? be addesssad durige thednvestigation/colletion. This isome

enbodi ts, the tasks are tasks that particular custodians nust conplete
and t he"¥PUASPBRRL el e campletgly aytomatnd inesstigativn@ollection pricgssr ther thatir ans i t
a notice to the custodians that that the task needs to be conpl eted,

per hapselydig Ry e gisaperemanager tormoeiwatly inpi the tareetad thatlinés dnd GBI s art he

e-di scovery manager, or the contact/manager of the case, may upl oad

r el evaribe filne @§callscien. at t ached to the case profile. [0068]Wth regard to the
search terns, the e-discovery manager or the case contacts or managers nay

add cer[0@68) t er nHt slwuldie RAGELRIAE UnSiddDiRRIPRYI £y ¥b rghing the
collected data to | ocate data responsive or O?gl evan¥ tgé%%lﬁg t??\derl yi ng

i ssues continudesle ap@atedlsAeW B dRSHRER h A enspse.profile is
ooy g S 1 SISEE LB W R LD PR,

advant ageous as It creates a record &°

ggdgir ts%ﬁisaglgﬂy,[}?f ﬁ%@?ﬁ%ﬁ (tg\%:otvgﬁr rﬂﬁ{agelﬁ% Al ds Iionmz%/r acQ)in EEuje To a?ljtoélzr:tﬁ:alclj? ta,
retrieve data from the human resources databases and Active Directory and any other relevant
sources, such as information technology directories or lists, as well as deploy the profile
scanning tool 112 and the mapping tool 114, at regularly scheduled intervals. Alternatively,
rather than periodically reirieving data from the various data sources such as the human
resources databases, the system 100 may be configured such that the database server 120 is

continuously interfacing with the data sources such that the Unified Directory 122 is updated in

real-time as the data within the data sources change. In either instance, each of the feeds of
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[ 0069] According to sone enbodi nents of the present invention, when a
decision is nade that it is rinme to collect fromcertain custodians in a
matter, the e-discovery nanager may use the user interface 118 to rel ease
the custodians fromthe matter to the underlying case. This rel ease
triggers the conmmencenent of collection of the custodians' data. In sone
enbodi nents, the electronic discovery managenent sewer 110 is configured to
allow all custodians assigned to the matter to be rel eased to the case at
the same tinme. In addition, in instances where the e-di scovery nmanager has
pr evi otdpynation ante theddmlipsDutctenysli2d ds regulady vpdated thengue that thadatglimtiter oni ¢

di scovery nmanagenent server 110 is configured to allow a group of

cust odUarfsdtdirdceory é22msaderftr om a matter to a case at the sane tine.

[ 0070] DATA [ 0071] Once a custodi an has been identified for collection,

whet hefoosapual | ynbymichghbedimeiitss the\datayasernaager 200k chnfigaeddgci élaedbed from a
matter to a case, the electronic discovery system 100 is configured to

aut onahistdchidaboklafifs tof sl Q8létafd $n AditRdn s iHABCRRIdnACRInk A TedonfQE Mat i on
stored in the Unified Directory 122. Therefore, the el ectronic discovery

ST M DSR2 e BRI el Wi i L0
o R B2 o b5k PBeSh LT EAPBRRATRL, BRRRBRE CLL
Lhe svskem D, Can,aGess. i helioepbetsonal Cormbler oy SRl sceounts,
a custodi an profLIeigigémﬁkgﬁiﬁggian rel eased for collection) includes at
| east Bwkadata, including, ple, e and date of the change, as well as maintain a record of

the old data so that it is still a part of the custodian’s profile in the Unified Directory 122. For

example, in the event the profile scanning tool 114 identifies a new personal computer associated

- with a custodian and one of the personal computers associated with the custodian previously is

no longer identified, the database server 120 is configured to store in the Unified Directory 122

the information for each computer, as well as indications as to when the new computer was first

identified and when the old computer was no longer identified. In this way, the custodian profile

within the Unified Database 122 may include a history of the personal computers used by the

custodian. Such information may be relevant at the time of investigation or collection of the

custodian.

(0060] One feed of information into the Unified Directory 122 which is particularly

relevant to electronic discovery is employment status. According to some embodiments, when

the feed of information from the human resources databases to the Unified Directory 122

includes a change as to employment status of a particular custodian, the electronic discovery

management server 110 is configured to recognize the change and possibly perform particular

functions in response. More specifically, in the event it is recorded in the Unified Directory 122
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personal conputer(s) associated with the custodian, then the electronic

di scovery nmanagenent server 110 may undertake to collect the files on these
machi nes. Therefore, the el ectronic discovery nmanagenent server 110 may
retrieve the relevant nmachine identifying information, such as domain,

nane, | P address, etc., and may initialize deploynent of a | ocal collection
tool 132 running on collections server 130 (as shown in Figure 4).

[ 0073] The | ocal collection tool 132 is configured to be deployed fromthe
collecaho server 130 or. anot her seryer within the network 102 to any of
the ent ?tgﬁ? YBPIRUREY Tfus o Apattichlar qustpdian fhangcs fiom acgive ip tsaminpied) the
custodi an, the |ocal collection tool 132 is configured to utilize the

machi nESYRRICIHFOYRY Meneacment rves d hpisiconligyred tpedatirmisterwiritier dieswistodiay is
managenment server 110 to be deployed to the identified custodian conputer.
Accor digggned toaay easb otimaien and, Heol todmhsmit 6t the designatddandnag@ricsntacttds @ar ed
to be automatically installed on the target custodi an's personal conputer.
The | ocate @rohdttec t elrcttamid cohBRunication mbliBingcthe friagaee of the tgRnetal et maapshot
of the data residing on the |ocal storage of the personal conputer 140, for

exanpl énquiting s 10 GvhRtheOREBIRE S WouRVatd (B tSmRRM cBM6MaRs dhaRolYQkdimM, Shadow
Copy Service, store the snapshot in a storage area on the personal

t ! i jol el i th
corpul senBinkigBe ool i atimldl. i b AELAS B pleaRloh g 11
dat : k t t the | | ..

o SR8, A by RSB SRR S REh S e

col l ection tool vant ageously a
h ' i sub ti interf f t he | I | I ecti t
132 and Rertihe SRl i b bealeRlee S B Bt b rel T ot outidionie.

snapshot of, f. ta g being transmitted to the col|ections server 130.

[ 0074] PR2Y b‘a‘?‘i}ﬁ’otﬂg*t%‘d@ GP‘&SﬁaPV&?f‘ste’a’é@éfﬂ‘?%eﬁt%\Y@ly’ wypthar spdpdigsnisedei on

t ool 13? may gl so be configured to transmt to the database server 120 a
cat al 0§ e&@@ﬁ&%?“@é‘“ﬁ’#ﬂﬁ?@é@ﬁ“ﬁr | Hemay, apisharnunicasavish e enhnageriahé nemgoi ng
col l ections database. This catal og may be referenced by the collections
ser ver autgmatigpllyriigiptetcolleptipe uppmescogniting r coaigk écémplnymentstingsl et e and to
resune interrupted collections at the point of interruption. Additionally,
in accfidhce wi CASEone enbodi ments, the local collection tool 132 is
configured to conpile and transmt to the electronic discovery managenent

server [(060] a | i SWitfregeet wotake frﬁﬁ?éﬁféﬁﬁprb&@séé?&fcofdﬁlg‘@is&ﬁe emB6diHthA%, foOr
exanpl e, network applications and file servers that the user has used or

accessege MR bR ihitiglized by : i g S rver 120
B bl ROSUAERR R e BRI Ll Mo R0 B Ve, |

in the custodian's profi e

renenssoohctl i g OEIREl Sho SR et 0 PR RRIRAR R uly A

i nvent i OCa n too 2 1s conti gure

and uphafcth Rarldr P fack Wb B8 edsD nblE aS OGP RHer Lo e SRpliST L RO SCTVer
matter/case, a legal identifier, the particular requester (i.e., who asked for the case to be opened),
managers or contacts for the matter (i.e., individuals involved in the substance of the matter
rather than the process, like the e-discovery manager), custodians, efc. The electronic discovery
management server 110 is configured to store this information in the case database 124 in the

database server 120. The case database 124 is configured to house this information such that all

information relating to a particular matter or case is related within the case database 124 and a
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[ 0075] I n sone enbodi nents, the el ectronic discovery managenent sewer 110
may utilize a conputer watching tool 117 to determ ne when to attenpt a
collection froma custodi an's machi ne. The conputer watching tool 117 is
configured to nmonitor the network 102 and determ ne which of the enterprise
personal conputers 140 are online. Therefore, in the event there is a

cust odi an whose | ocal nmachi ne needs to be collected, the conputer watching
tool 117 is configured to determ ne when that machine joins the network 102
(i.e. rs,t t tooI 117) and informthe

el ectr o}r%%%c lsssg glgégl%ser Wﬁ%&%ﬂ@n@ v Pr"f ?)Offtﬂ Ft?f g 5a5 cliding plifieze t he

| ocal col.l ecFl on tooI 132 imedi ately. [0076]1f a custodian profile (for a
custodl'a?qu:“él "®%sed for collection) includes any paths for HomeSpaces or
Shared Drives, then the el ectronic discovery nanagenment server 110 may
under t alf863lo col | @age thgymatqriand/or ¢a§ﬁh@9ri@§911ﬂt1¢1€eé,ehwedscdw;cry mitidgat inay ng t he
file server collection tool 134 running on collection sewer 130 (as shown
in Fi guidd caytodmmetofth¢ wakéeee cascolln smhd enbddiaéntd, 34e électoanfdigevad to access
the file server located at the given path, whether the file server is a

Home Sp amenagement Shaee ! 00 corefj guesiay alldgurdedoas R8dHnE S @ﬂn%l@ aktk? & &S per, and
conpress, hash, and transmt the copied data to the colTections sewer 130.

The fi l@mesiie dh tiiotdgaht itefe- dlél@lver?(%nﬁgéf n% BE AR RETRE ML 1 AbRRES ; in,

instructions that allowit to only copy fi'les neeting certain cri

exanpl adedtiflias it ti veI
pr ogr am"r%é fjlﬂn%': rfﬁl?hngﬁ\sﬁonlg?{ %@gt@g%%lé SEI?Q‘:P@:P %ﬁ)éjlatt% g(grt @ SBOéiltanl34 from

copyin | il si_ans or r| but es. . Either of
t he fo?igg%#ﬁgla%%a \g/bg?l a%gfgg‘s’g fF% { E%angﬂ%‘il 31@81%?@’ %4 oF engestqdipnedmest ed
in copy files or source.code, xanple In sone

enbodi nmen s%]t%gsu%o? Q? gh%fe%? etk Lfsglb‘fiprg}fccﬁg?ﬂ fOISHOtI? ; adchvamaRieRUrGEd t o
generatgwﬁ f?g ﬂt.1 ng.ile of .th |Ies residi ng on the targeted file sewer.
hi one G thdhe pyeg g H 13 wafipwid forsreivgihe ideptifinombarination y
begi n thg, %ol I ectl on process (cop ing and transmtting data) if the size
est i matRdifferant wpytarey dependingsy siertie ohidentifying infbrmawditeingrecdiveds ate
enbodi nents, the file server coI | ection tool 134 is configured to determ ne
whet he releatr@aia tiseqHeay mandgdment sonter 1 10 is sonfiduredtol g theriowit infbinhBiof €5 Y@fch

i ncludes nore than a token anount of nearline files, and, in the event that
the f okltdnifiedBirectotyulde is terianbasd soner 1 20 BetERRRSMiPcRRdigghlect such
files so as to avoid overloading the server. Therefore, according to

di f f er essbcierbadihnBoinput Rembiide IﬁQﬁé/&%rse 6P h@hkd IQQoutr&Q ellﬁﬁelﬁ%é%‘h&é& or a

portion of the files residing on a | e server ocate at t gr’ven in

the re b%lggﬁg cGisdiftinaRe Enitq ?&e@toﬁrf‘ g%zt #ﬂﬂ? ?% }rﬁltcthh od P%‘lhﬁ?aé‘ﬁ 3@%&%@%?

server [0077]1f a custodian pr

col I echi 9RImd Héiﬁéjgﬁérea,r}nﬁﬂﬁfe custodians may be a match.

or

[0064] The electronic discovery management server 110, after searching the Unified
Directory 122 with the input identifying information, is configured to present through the user
interface 118 a list of all custodians matching the input identifying information. In the event
only one match was returned for a particular set of input identifying information, the electronic
discovery management server 110 is configured to automatically select the custodian to be added
to the case or matter. On the other hand, in the event more than one match was located for a

particular set of input identifying informatio_n, then the multiple matches may be presented
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address for an email account on the enterprise email server 160, then the
el ectroni c di scovery managenent server 110 nmay undertake to collect the
files fromthe enterprise email server 160 by initializing the active email
collection tool 136 running on collections server 130 (as shown in Figure
4). In some enbodi ments, the active enmail collection tool 136 is configured
to access the particular Mcrosoft Exchange server within the enterprise
emai | server 160 on which the custodian's account resides (which is known
based on the information included in the Unified Directory 122), copy al
ommi | REset® tihedscovers manasthesmighits et atsticny1d wnd maubeds hal thpot 0 a
predeterm ned period of tinme prior to the collection, (for exanple, seven
days pdisorverompirzecnbitectiew the ranltiptercastodiat ptdidescopicetkedomh the natchehto

col l ections server 130. [0078] Regardl ess of the storage resource |ocation

f r om wWdetehmidlathe cogehieungdiamitaeshoald beaiddédd thacdst otinatter! Yip&oing s¢l alice-bei ng
collected, the collections server 130 is configured to store the data first
(whi | e disbevetPimh@pEl @By ténsidet the o8R0 diftShation in e phdiEd sicBrcsipadid¥idri ve 180
until the particular collection is conplete, attach a barcode to the set of
dat a rgspl fob4tbn! £RMiLtBERMdidrs Ul s lil}_%:%ﬁ%tgﬂl?r caf fol 812 e(—:(ﬂ%v&g‘?nzgﬂéé} set

to the long-term storage area networ per manent storag

Furt hep (rehemd eG4 k&iﬁég%t%@%?seﬁggfem %@%d%&%ﬁé‘é@%&{%@ %@a@?ﬂﬁ%%&r mation

to the " electronic dﬁs nma mment Server I'n the

dat abas rver 120, for _exgnple, In the custodian' ofile in.the Unified
Dt abaSed T Somat By R 5t g URRE 1 et o AR Ot Bt o4 Fhsk s ool ar
col l ection, whether it s a local collegtion, an active epmail|l collection,
a fi| esdestsrdpay i added fothe caseor mpfeh ehsPeling ReomscEdadineats, ddinged f or
reference at a later date to determine the origin of the data. After the
dat a heustaskario @spsecs npaster wolvembnking earsaldimgdee austodianaroltle ko the @nifisde

col l ections server 130 conpares the hashing of the data in permanent

st or agPiredtotyhi22de thyi casd ordwater imthe Kasesdaagiasgl i ve 180 and, if the hashing
is identical, purges the data fromthe staging drive 180. [0079] Ohce the
dat a hp6snt er edAtdoedihg tgsoler diftidinags upsrealdirgf sustoldiahOd, a mhttdrsthaot
necessarily ready for review Indeed, it is |likely that the data may need

to be pearRss@EkRefyIhsabimérd s&Qar ClabLebdsyidiakt ticfiRhshRMbLEVE DY _
i nvestigators and attorneys. For exanple, the files may be encrypted in the

form i grolN ffdntid6YesAhE sGLya6 R\ RS Nin thd réé(}?d,' %&Vﬁﬁx@cﬁi‘g% 4igc area

network 190. Therefore, according to some enbodi nents, ta may be
ed . . . . ¢ Ci
and ot S als GRS bR RS AL Eon Sl KR b AU nke B LRE Ry SRR E O

decrypt ed d s rdized, if.is returned. to t%ﬁ | ong-t erm,stor ar ea
ot vor 1S4 485050 1 ey TBHERROR AP PSR MR P el B R PEEE o
[0080]Wth reference now to Figure 6, a block diagramis_provided that
i 11 ust thgcase maybe automated, for example, there may be preset instractions within the case profile
that cause the electronic discovery management server 110 to transmit a particular preservation
notice and survey at a particular date or time or upon a particular triggering event, such as a
custodian being added to the case, or the e-discovery manager may manually cause the
preservation notices and surveys to be transmitted. In some embodiments, the electronic
discovery management server 110 is configured to transmit the preservation notices and surveys

via a standard email function. The surveys may be tied to the preservation notices such that they

are transmitted to custodians together, and one survey may be tied to more than one preservation
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el ectroni c di scovery managenent structure of the present invention,
according to sone enbodi nents. As illustrated in Figure 6, certain
processes described herein nmay be categorized within one of case
managenent, as represented by Bl ock 200, custodi an managenent, as
represented by Bl ock 220, or data managenent, as represented by Bl ock 240.
As descri bed above, the electronic discovery system 100 is arranged such

t hat cases, custodi ans and data nay be nanaged i ndependent of one anot her.
However, there is sti]l an element of the categorization of processes

wi t hi n DoHes- cWheydpystadianyssponds ©GHUBY UAE SURAYITSROnse isUEerivsd byibreleetoni t hat
certain processes may be correctly assigned to nore than one category.
Ther ef slissoveyiinapagemenbgerter tl £¢ angd siorsd int teéotioy $o GrdloGmatusbwianss plar aise
managenment of custodi ans, cases, and data, certain processes of the present
i nvent ipoofileenythatdsectabmed 24 h Bmrtlemeor thektecfronie datongry mp@ikdthweret i Bi
process that falls within the case managenent category is creation of a
mat t er nty easafigseditol stagalor & pbidion bf theGiata redeivd i HetsuB@l irdspbhse$n thas Shown
in Bl ock 202. As descri bed above, the e-discovery manager may enter into

t he usemifigh BiéA6§ 131 & Bethaddlal 9hRHM@L | on about a particular matter or
case, such as a case nane and/or nunber, a short description of the

mat t er g@m . a | agalraiy @&%Anﬁé ShbodifEntPhid ﬁﬂsﬁﬁssfo?l%‘f%?;h&@wgﬂi Eroticihgy asked
t or e nat?er fl e.,

for the case to be opefied), nmanagers dr contacts

I ndi vi ' ' : f th h h .
or aces SO I RIUES Ao R e JHRRORAET b s BBNT i b PTGl et

' ' ' ' eparately fromthe case
custod Itl?encalsenéa%brra?é 12 112 eféctorgn%g dlsscgvery mana/gement server lf@ may also be configured

to transmit reminder notices if responses to the surveys are not received within a predefined
period of time. The electronic discovery management server 110 may also be configured to
schedule reminder notices to be sent to custodians to periodically refresh the custodians’ memory
of their duty to preserve files/documents pertaining to the matter. In some embodiments, once a
preservation notice has been sent to a custodian, the electronic discovery management server 110
may undertake to prevent any reimaging or refreshing of the custodian’s personal computer(s) by
transmitting an alert of the preservation notice to the enterprise’s information technology
management group. In addition, the survey responses received from custodians serve to inform
the collection process. For example, one survey may inquire as to what network storage devices
the custodian uses when storing data. The answer that the custodian gives to the survey may
inform the addition of Shared Drives to the custodian profile in the Unified Database 122 that
may be used later in collection.

[0067] According to some embodiments of the present invention, the e-discovery
manager may utilize the user interface 118 to add attachments, notes, tasks, and search terms to a

case or matter. In some embodiments, the contacts/managers for a case may also access the case
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information allow ng for the same custodian in nultiple cases. This
provides for the electronic discovery systemof the present invention to
have scal ability, whereby evidence associated with one custodi an may be
used in nmultiple cases. [0083] The el ectronic discovery nmanagenent server
110 stores this information in the case database 124 in the database sewer
120. The case database 124 houses this information such that al
information relating to a particular natter or case is related within the
case database 124 and a user, such as a nmanager or contact, can use the
user i pradde mche gapg databasp ¥ usinl evich bepwreond rayodddidachreents notes, taskis eind
[ 0084] The next process within case managenent is the creation of
pr eser var¢hoarmmoibibe sredathekemu (Mbay,shs pdstdvecy mandghemaphotdre, thaenly kot with Bl ock
204. In this regard, the e-discovery manager may, through the user
i nt er f agessltdbBhe @i hRT cagemangement toslwophehkiraiit di3chly Bi@fagement server

110. The subject matter of the attachments, notes and tasks could be anything relevant to the

case or matter. In some embodiments, the tasks are tasks that particular custodians must

complete and the electronic discovery management server 110 is configured to transmit a notice

to the custodians that that the task needs to be completed, perhaps using standard email

functions. With regard to attachments, the e-discovery manager, or the contact/manager of the

case, may upload relevant files to be attached to the case profile.

[0068] With regard to the search terms, the e-discovery manager or the case contacts or

managers may add certain terms to the case profile to be applied when searching the collected

data to locate data responsive or relevant to the underlying issues in the case. Storing the search

terms within the case profile is advantageous as it creates a record of the searching that is to be

undertaken with respect to the data and aids in organization of the data, as discussed further

below.

[0069] According to some embodiments of the present invention, when a decision is

made that it is time to collect from certain custodians in a matter, the e-discovery manager may

use the user interface 118 to release the custodians from the matter to the underlying case. This

release triggers the commencement of collection of the custodians’ data. In some embodiments,

the electronic discovery management server 110 is configured to allow all custodians assigned to

the matter to be released to the case at the same time. In addition, in instances where the e-

discovery manager has previously created groups of custodians within the case, the electronic
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surveys relevant to the particular case or matter to be stored in the case
profile in the case database 124 or, alternatively, link a preservation
notice or survey already stored in the database server 120 to the case
profile of the specific case or matter at issue Also within case managenent
is the creation of search terns pertinent to the case, as represented by

Bl ock 206. As descri bed above, the e-di scovery nmanager or a contact or
manager for the case may use the user interface 118 to input individual

sear ch earch ter ts to be applied to the data harvested in the
case. I%\iﬁé%%n?p éﬁ%a(%gﬁnﬁ%ﬁfg"fﬂ elsg%réf? edtt&aﬁ%wﬁ'&}o%’eoﬂc?ﬁf’@lé’éﬁ todeneleassdd wit h
particubar qgaﬁo?ians and/or wi.th particul ar harvested data types. The
search tEPETHIG IO HESE 3,0 S9He ME case database 124 so that they may be
readily gﬁlied to harvested data and used in connection with storing the
resultiﬁ@ :bspon ata. [0085] The processes of entering rel evant
attachnments, notes and updates to a particular case or matter also falls
within 9%lkase neresgervstotian deelpsnydentificd fomoolidetian, achether Bla@eME BROBe and 210.
The e-di scovery manager or a case contact or nanager nmay use the user

i nt er f adiecore® managpl wag bdnguelesnts fonch ARG o ALRSha BRcRHelistRlBVE8kndat a,
i ncl udi ng updates and rem nders, to be stored in the case profil’e’of the

case i nlaChie comfiparaliab abRaRtidadl.cofRst thd d18®iaf sl RAGNIER! R 1&%&%&%&%&5@9 at es

are added, they may be referenced whenever a user Views the case profile

thr oughutireg eI Ay 138, TihEroROB: SR bIBULLAMD AL A0l LIS, BIFsent

i nvention are al so processes that are categorize ase
Pr 0CesSRSess@&Sths BN d bhr R G d | S_regald tgp. l.ectroni %giscovery
managenent server 1%51%1& |1]Igi zte%]céStg‘l(j)ls H;%ff ‘forlrggtfe‘gw &) Imtfeéﬁg'é‘?cmﬁ Mo cost
of hary ' ﬁ%ﬂ Vi 2w dat a base3m$ nunber of factors including,
for ex adr%a e, rsfﬁfp e?l%ol?%gﬂé}’?j&aﬁ%‘gﬁ%fhe% (ﬂﬁ?re 'glP%’é’P%Bf% gforage fos they pes,
etc. Finall cas nagenent al so includes a nunber of tasking and
wor Kf | d?ﬁz%b"#’}b/ﬂé 8%%%‘@3%%& ‘%‘éﬁ‘nge P@E?Cﬁée et a5 mapeikiernglocatime g6l Mswystemnow t o
custodizﬁ managenment, certain processes falling within the category of
cust odi 4 cAuAlesteRtiuding petenah compEPGcEnADEcoMAS; laad hétwopr deregsasas, nvol Vi ng
generation of the Unified Directory 122 certainly could be categorized as
cust odiléfudips HgmeSpaces aivSharasldddesss shown in Figure 6 include those
processes invol vi ng managenent of custodi ans

[0072] If a custodian profile (for a custodian released for collection) includes at least one

personal computer(s) associated with the custodian, then the electronic discovery management

server 110 may undertake to collect the files on these machines. Therefore, the electronic

discovery management server 110 may retrieve the relevant machine identifying information,

such as domain, name, IP address, etc., and may initialize deployment of a local collection tool

132 running on collections server 130 (as shown in Figure 4).

[0073] The local collection tool 132 is configured to be deployed from the collections

server 130 or another server within the network 102 to any of the enterprise personal computers

140. Therefore, for a particular custodian, the local collection tool 132 is configured to utilize

the machine identifying information supplied by the electronic discovery management server 110

to be deployed to the identified custodian computer. According to one embodiment, the local
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Wi thin the scope of a case or matter. In that regard, the first process of
cust odi an nmanagenent included in Figure 6 is the addition of custodians to
a case or matter, as shown in Block 222. As descri bed above, the

e-di scovery nmanager may use the user interface 118 to link a custodian's
profile fromthe Unified Directory 122 to the particular case profile in

t he case database 124. Thus, the custodian profile and case profile are
correl ated. The next processes w thin custodi an managenent is the

transm ssj on of preservation notices and surveys to custodi ans, as shown in
Bl ock 2% Fc%f’r‘?&o?lﬁé B cudgped 1o be Bompically i B thedangelcugtadian spershoaln i n
Bl ock 226. The_el ectroni c_ di scovery managenent server 110 uses the contact

i nf or meROPHWISTH Thlocah potlertiontoad 132 i furthercanfigwed kel generdtedi snapshor of the@atd o
transmt the preservation notice(s) and survey(s) stored in the case

prof i | getigingiea thaigea diosage of thegorendroogiutve 4G forexsmpleday tsig@idmieRallyon i s
used, so that the only information needed fromthe Unified Directory 122 is
t he cusaveiibdmtos! ewhint thedtneas ShadbenCegyeSeuiss, etbirthe GREBKS il 8 stoRiFBiatea ohne
survey will appear as a nessage therein, and when she opens that nessage,

the surtiepervorlal cdmgpupreaRintt@mit Qopies of the €ilcs hchRded Mthc REa SRRt ﬁ‘%rc%ﬁecﬁféﬁp t hat
when she fills it out, the survey is automatically transmtted back to the

dal abaSenepLYe I dhsling IRIAAA LA i \GafBRAOlD Goll Sn iy RE SHAC AR

s
profile. [0087]Also falling wthin custiodian managenent is roceds of

| . : ho in Bl.ock 228. The
S it ool mofHbRpLENThe HOMCANIRbh ol 192 AEiaGenS DoRATe TreBh s S o

profil he cust.odi an is. now acti.vated for col]ection of data. This
. o0 el lachiff y UG QAP E cl et RURS s deolfcstomareid S oot e o

| i nked .t hereta. ce the custodian is rel eased/ marked, the electronic

di scov &R @%ﬂ'&ﬂs&&? o} the drfgveééé@ssgaﬂi*h@t of ik drn s peing angrhitied tmd
initialjze collection based on the various data storage |ocations

i dent i fR@lesiongEcryeo30l e. Therefore, as represented by Bl ock 230, the

el ectroni c di scovery managenent server 110 may automatically determ ne the
dat a t y¥¥¢]l and | Bradditinmgo die funetivns dedosbitbabors ttlxdiobyl caltasiss it 18N fay
custodian's profile in the Unified Directory 122. Alternatively, the

e- di scelseby comipugelto fmysmin trukk dytabask servbrel 29argataltet @ik filks ikMhdBY irGs essi ng
and view ng the custodian's profile. Finally, as with case nmanagenent,

. ooeeneimombeme ilode e puTuRgs o SRR B

dat a MBHIRGESRYervel R BRI d?&{mﬁhé’%etﬁéi%ollwﬁmq@jxﬂﬁplgtg fand to resume
interrupted collections at the point of interruption. Additionally, in accordance with some
embodiments, the local collection tool 132 is configured to compile and transmit to the electronic
discovery management server 110 a list of network resources the user is using, including, for
example, network applications and file servers that the user has used or accessed. This list of
resources may be stored in the database server 120 in the custodian’s profile in the Unified
Directory 122. With regard to transmission of the files themselves, according to one

embodiment of the invention, the local collection tool 132 is configured to compress, hash, and

upload the files included in the snapshot to the collections server 130.
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of processes wthin data nanagenent are the processes relating to the
harvesting of data, as shown in Block 242. These processes include the
collection of data fromall the different storage areas of a particular
custodi an, including the custodian's | ocal storage on her personal
conputer(s), the custodian's network storage areas, the custodian's enail,
and any other areas, as are described herein. Al of the data in the
various storage areas is copied and transnitted to the collections server
130, as @ﬁ cribed in deltesi% foretgach particul ar collection tool or process.
Upon red@hthg t heEPF SupPdimsnish¢ electionic digeqvaryaanagemert servemd 19 mair t i cul ar
collection is tenporarily stored in the short-termstaging drive 180 until
the col Ve RSATPYCE Washiag &ool 417 (ordeserminsi whenitp ajtempitaoieetion frdweal ong-t er m
storage area network 190 in association with a specific identifying

bar codecustpianisgpasgisicn g hp compater waichiog oo & Ht BdonfjzuBtdoln@ir tiEmetvetak 2028y
require decryption or standardi zation functions to be applied to it in
order famd determimelyéhicheafitihaidérprigmnstt@halatohiwrs Bi0usabhlthe. IDefchfe N8 Process
that falls within data managenent is the copying of the data to the

conver sivefit th&e ¥ Lastodiihefosd Iall ichaRH¥E 16 bBROIIGRAY BELAPuRSWARKAS R Y, as
shown in Block 246. Once the data is converted, it is returned to the

| ong- t erMistSHTRERIAE BdemBhdRh¥: th¥0mbhi ol @L ﬂ&w&&\ibsrl; edg@geﬁgie ﬁgg%s E‘ﬁl ling

Wi thin data managenent is the associ atl particula

partic HREA f . i rofile of the case
dat aba;ﬂ(;-fél‘l_’SLOZHZ’il’I.i\tt ‘I%r}’p{t%i ST gglalr@%m%lélr% rgﬂ{tﬁgseggtf%‘ﬁgg%‘?&r{grﬁ Bt spiver ts e
profil I I, j t he iptentio . bei plied to certain types of
dat a aﬁla“%treSh?Fell(rat@ﬂﬁﬂgt}Q %’aﬁﬁa?ﬂﬁ%&&gtt%oﬁlgéfrﬁlf‘lﬁ@%ﬁesgl y, certain search terns
may be Q@%ﬁ]ied to.all data collected for a specific case. In either

i nst and® /Y he el LA TS FrSEGHer g gerrisatedder ¢allection) ingludss swspathre case
profile, determ nes the search terns to be applied, and associates the
sear ch ¢ Wﬁeénas?? qrivdarsd Lriyge thyn the eleeippniodissayer Matagementserver 116mgayt er m
storage. Thus, the search terms will be applied to that data and the

r esul t gngdgriake feclispidhafitsd frgndthpeede streets by intalizingsths fifeoervanedliesticn tobi nal |y,
as with the other managenent categories, data managenent al so includes a
nunber 134 niragig ancodlactionseitt 130 (as dosssiaFighat). aThe iRkBeRsLESIRG (0B Bak 250.
[0090]Wth reference to Figure 7, an exenplary process for nmanagi ng a case

i's prov cediguied togeaisdintie sedvblooied RO givaepith Ohhdili® Ry RS 8y ifyent i on.  As
represented by Block 302, a case or matter is created by the e-di scovery

iy . € i : se . d
manage HoatSpade@r @ Shid iDie ﬁa%g ﬁ@%@pﬁéfa@g&l thﬁlgi%t %P}h&%ﬁﬁ%ﬁ?p&h? to

t he case, as shown in Bloc nking t custddian profries’or the

Uni fi e A hhe. t, t b | ock
306, ¢ parEiiE ed deta \Pat IMERAR R LT TR sein PRIy 3P Rededcar cn

terns a i .dat a..haryest.ed.for the case, including instructions
as to g%ﬁf)%?lﬁr'ég)&#kgg%etg%rl% TUPUpTREnY 8‘%‘31‘?5"@3&&1"%2&3 RSPHRE CHACIEEHR iR s .

Bl ock 310 rl?eTg.r es 3’?‘ the determ nation that nust be made as to whet her
there FRAPledilysdfatiiave grttamylile gxtensipys. (Aigraativelynthe prosrapmed iniucsions may
preservation notices are not required, for exanple, for an audit, then the
pr oc esBreypitthe i server oollgetionstaolt1d fiom eqnyineAiles kayingf certain file extensions or

other attributes. Either of the foregoing is advantageous if the e-discovery manager is not
interested in copying executable files or source code, for example. In some embodiments, the
file server collection tool 134 is also configured to generate a size estimate of the files residing
on the targeted file server. In one embodiment, the file server collection tool 134 may

automatically begin the collection process {(copying and transmitting data) if the size estimate
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data collection. On the other hand, if there is matter, rather than just a
case, then the creation of preservation notices is required, as shown in

Bl ock 312. [0091] The preservation notice, as shown in Block 314 is
transmtted to the custodians added to the matter, perhaps using email. As
shown in Block 316, a rem nder notice nodule may be enployed. As shown in
Bl ock 318, the rem nder notice nodule transmts periodic rem nder notices
to custodians. The notices may be sent over emmil and nmay rem nd custodi ans
about the pr eservation notice and/or rem nd custodians to fill out surveys.
W th régiyRelawagradgisyined fireshelde agddision.in veye pobedigentssic e swosi r ed,
according to Block 320, a survey is created. The survey may be saved in the
case p rcog'?qtlen itep! L B iscan Buted tohdetemirRAvhetisr 8 IpantivulanfoBlep that 832collettings

possi ble to enable the survey to be attached to and transmtted with the

pr eser \fam o flavstier aeludEOMBR] thiekd tokas ambawnf héurBloftlks, 384, in thaventdhgeqver y
manager may rel ease custodians fromthe matter to the case, which

i ni ti alfoldeddoedidcR@t s@h ebrlinb EilaUsHREH RMHos colRECsuch $iles RO Watd dvofd &&ho&%% the
e-di scovery manager or the el ectronic discovery managenment server

access @ dchkr.CoRd Rt AcFdthd ﬂoQilfo%ﬁteernmo'agﬁTrlté§1 &Aﬁk Qe&é/rpc%ﬁe&{&ﬂ tJEoCi%k on to

be collected, and initializes the applic ection t 0 col |l ect
the daig, @F&W%ﬂh@ 1) it e harcod n
assi gne 1te 0 each dat aset geg 5e)%‘r)(ﬂnngc ? ééﬁ%asr% eg{ﬁq%tf d gt&é %h%vegﬁ%lﬁlftr%?aa?ﬁ‘z
| ocat i mwhi-eh it ori as %{own in ck 328, the search terns
previ og{s? &L&f ngl § anndtt'f?éls@g% SFl?eI @l Vnﬁéergggl aned to the dataset based
on the r instyucti ardl ng the search terns. These search terns
may be [(3%8 ied t at‘?‘t‘éto ie Hge ?‘P?B’dﬂ%ﬁieﬂ%edgme?t@nbéwb#dé%@h‘t% to
revi ewer s f or anal y5| S. &0093] Wth reference to Figure 8, an exenplary
pr oces 84485 feipansginatlpcsount ep s C@Fﬁfpl’s‘seﬂ‘@ﬂl sgiever 160n thes o degtosiodiscovape
enbodi ment of the present invention. First, as represented by Bl ock 402, a
cust odMmaRagesentisteeer 60 maprandertake to ailset the files fiiom the gatexgpris¢ breait sesterdiban’ s
profile in the
by initializing the active email collection tool 136 running on collections server 130 (as shown in
Figure 4). In some embodiments, the active email collection tool 136 is configured to access the
particular Microsoft Exchange server within the enterprise email server 160 on which the
custodian’s account resides (which is known based on the information included in the Unified
Directory 122), copy all email located there, including emails deleted by the custodian up to a
predetermined petiod of time prior to the collection, (for example, seven days prior to the
collection) and transmit the copied emails to the collections server 130,
[0078] Regardless of the storage resource location from which data is being collected, or
the particular type of data being collected, the collections server 130 is configured to store the
data first (while the collection is still ongoing) in the short-term staging drive 180 until the
particular collection is complete, attach a barcode to the set of data resulting from the particular

collection, and then copy the data set to the long-term storage area network 190 for permanent

storage. Furthermore, the collections server 130 transmits the barcode information to the

35



Unified Directory 122 is linked to the relevant case or matter profile. In
order to locate the custodian's profile, a custodian search nodul e nay be
enpl oyed, as shown in Block 404. Therefore, the e-discovery manager nay
enter any identifying information about the custodian, whether it is the
custodi an's name, network user identification, email address, etc. The

custodi an search nodule will take the input information and search the
Unified Directory 122 for a match. If nore than one match is obtained, the
user |n erface 118 will present all matches_and all ow the e-discovery

manager® OB SicevVER gla%g:‘,’B"{?P"as(eé‘éPr pEO1 heesdorpdyinfhe database sarver 126+ fonewsanple,
custodiian. In this fy the correct custodian is identified and the profile
of t hatin gecusiarian sipsofile iiiba UngiedRatahase 6% imrelation sethe stonet infarmafi@0Mehis
represented by Block 406, the el ectronic discovery nanagenent server 110
may dettks Pﬁrh@ﬂmﬂﬁémni w@eﬂmntt wastd lacal coBectidi,aan satideehdibediectionb e filederiche
enterprise "do-not-call list.” In this regard, there nay be an indication

i n the colietionj @n' Ehepefofe, the barvotidheanBei dsed for BbfeRaEMt ¥ |deddddidetdnfineakd i cul ar
custodi an should not be contacted regarding collections, and an alternative

cont aclorighasfithe dita, USRES the daRh@asbean casled f 1 [oakitMen mgé&e@ﬁer%rkt 19, the
custodian. Alternatively, there may be a separate do-not-call Tist stored

in the GRdABRASRIRE Y@ EortRed hahad tof%c ﬁﬂmeﬁfstaﬁgc{ ﬁﬁﬁé’o@wﬂ%ﬁr m ne

whet her or not the custodi an appears on [T st e ange N
det er i SR r. 0 us an .shou e directly
cont ag}tll{eg&s{é%é{gl n tggo gl?/détl@héflqéesh@ 5 og?ﬂ;cr?i erogL?ng &(Sfdllﬁ 888 B nt act ed,
t he copgact information for the custodian's assistant (or other stand-in)
shoul d %e obt ai ned This information will be used |ater for traﬂsrr:ttlkng08
reser n noti ces and surve [ Q095] Next, in accordance with Bl ock 408,
g det er(?fﬁr?gtl on c‘h@ﬂ atﬁ;‘a? ‘T’ﬂ%gré‘li %IP%!GWGF%%WeWEQQMhES nebrver 110
as to whet her t he custodi an has been added to a matter or a case. If it is
a casenceerfly readyios reydvanindeedy i i fiebythabthe datevmayi nsediodespracsseddefipe ment al

data may
Is searchable and suitable for review by investigators and attorneys. For example, the files may

be encrypted in the form in which they are collected and sent to the long-term storage area
network 190. Therefore, according to some embodiments, the data may be copied to the
conversion services server 170 where a series of decryption and standardization functions may
be applied to it. After the data is decrypted and standardized, it is returned to the long-term
storage area network 190 and may remain there to be accessed for review purposes.

[0080] With reference now to Figure 6, a block diagram is provided that illustrates the
electronic discovery management structure of the present invention, according to some
embodiments. As illustrated in Figure 6, certain processes described herein may be categorized
within one of case management, as represented by Block 200, custodian management, as
represented by Block 220, or data management, as represented by Block 240. As described
above, the electronic discovery system 100 is arranged such that cases, custodians and data may

be managed independent of one another. However, there is still an element of the categorization
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be added to the custodian profile in the Unified Directory 122 as required,
as shown in Block 426, and then the various collection tools are
initialized by the electronic discovery nanagenent server 110 for
collection of the custodian's data, as shown in Block 428. On the other
hand, if it is a matter, then preservation notices are required. Therefore,
as shown in Block 410, a preservation notice is sent via enmail to the
custodi an or custodian stand-in. As shown in Block 412, the custodi an may

t hen be 4 j @‘;ﬁﬁf omthe case because, for sone reason, data does not
need tooggﬂ%%gls‘yect ed ﬂger%}rﬁgf) HE 1881t sucapiulnanditshoyld heandopstond ithat eestaiss t i me

to coll E% %@gmtge cust.odi an, the custodian will be reactivated, as shown
in Bl ock 457 6085 FRITEY 2ssighed dompre thahongategary Theesfare, whiltsther i nation i s
made by tgﬁ | ect.ronic discovery managenent server 110 as to whether a
survey s %%‘EFP the systes 190 allows Bparete management of custallidns, casgseahd dwed, | n

al ternate enbodi nents the decision on whether to send a survey nmay be nade
prior tETEEMBOREFSeSRL the prssentimyirdionmurtyi affect horeshemionelol @erfatego@pbodi nent s, i f
“the survey is required, it nmay become a conponent of the preservation
notice HMHIIthus, Tea@mspockssimatifatiantthimsthy iy midgzenist OdédRy isldeafios YEYEY 1
required, it is transmtted in conjunction with a preservation notice, and

t he ansmetts acasees alfenicadlbor lifigatRineabsR M Givilics CRY tyServer 110
and stored in the database sewer 120,5%5 shgmn'? in g%%wg%s%%snder

not i cesddsoibddibors, @ead-¥idddvery MstlabE&RaPiflerS | e Lransmtted to
t he custodi an, as shown in Ioc<g4202.1 Neitf‘l‘r"\éﬁ%‘zsemﬁr@“%?}@“ Yol I ect

data, t#@erEUssPMHRAP: batl8 tter to the case, as shown in

Bl ock 418, and the ?/gri ouﬁ%@?@%%@g’qﬂ&%% scangaTﬁﬁcp%ﬂl}ufgﬁﬂwi%e

el ect r oqu.G 4 r enent, .sewer 110 for collection of the custodian's
data, as S%\?Aﬁ%?ﬁ%é?{%cg %gBaTTEF?ﬁl Iﬁﬁﬁ\(\@%ﬁﬁd@g&lﬂ?f Redvesiet (bei who asksdderthe in

t he Unif] irectory 122 is accessed in order to determ ne the various

| ocat i o({lagee{\;\)hﬂegroggrt‘eﬁlg ‘ﬁﬂ?ﬁ?}& ChRFPYALS f;ﬂ%lg“é HSF > dndividugts imaplved irstde shown i n

Bl ock 4%$t the custodian's data is collected. [0097] Referring to Figures 9
and 10,% %%‘We&fgﬁr"é&ﬁ@r Hther thaadbepreeessflikg thee-Hiscovs00mamper)kay vest data from
various data sources, in accordance with enbodi nents of the present

i nvent il8PF2] At Evédinig naigg that pustastian isfirinetiorois sthaddsepmauBstr@nthe @b Event 504,
the type of data is identified. Data Bl ock 506 signifies active email that

i s col liferasfidnraiowing fex thhange cayatianmanultipie chick € ThiblprdF¥@8 ortR8elbABomic
automated active email collection tool is inplenented to collect email from
i dent i fdisedvezyraystenadfithe preserAsnvenBt RURLVY sORIbAy, ANed IR U

present enbodi nents of the invention, if a cujs,’t od&ﬁﬁ%ﬁ%%&ﬁ%‘?&’%ﬁﬂ

cust odicaacuseddiasagy bonised ™ I@f{plddked NCl udes an emai|l address for an email

account on the enterprise enail server (160), then the electronic discovery

nmanage erver . riake col |l e the files fraoamthe
S ot Th@%ﬂeg%ﬁggg'j&% n .%egﬁgf’tzsleﬁv r? L%Stg@ﬁ flii%l aflon @ thect i on

enterprise email server
t ool i ; | |l ections,.seryer (130). In sone enbodi nents, the
act i Vg%{ﬁ%&@gﬁ @Sﬁgtta{é%sfs Sfri'%sﬁ)'r s'ﬁf‘&?ﬂﬁ(ﬁl ‘%Efa?é"iﬁ’ 124 hguses s infermation i cul ar

M cros ange server wthin the enterprise email server 160 on which
t he cug{%‘é%%ﬁéﬂg%%ﬁ’ %F“é’%g Qe % aleT i fgamisselsted withint the casefdatabasei on
i ncl Udfﬂ in the Unified Directory 122), copy all email |ocated there,

i ncl ud ‘bal’«ré]’r?a‘fsr?% SYeh asadpanggen a5 cantaeissagrise 8t yser iterfper 1 18dp view araaig e,
seven days prior to the collection, and transmt the copied emails to the
col | ecPiHkotdhs Maiterors@e. The enmil collection tool is also capable of

i npl enenti ng bul k requests and for collecting email on a schedul ed basi s,

such al9084i I'y. THe rertprocass iithint dassmbomicsit id 8 dréBBR b YresPRhSoALesDEl NO
i npl enenting enterprise wide and requires no server identifiers or the |like

t o col dndotirvehespecificvte tenBitler, ak Bhdvii & Bleses s, thing ?e%%} | iggtion tool
(136) serves to reduce security risk. [0098] At E\S/e JS%%%&%% odi ng t ool

i s i mhamgatagy, dirodg!sthe 4k Gntb@st 19 it sl 8L staging drive
(180) to attach a gga}?code to the set lél?ygén}%%%e?gﬁjb{eﬁ?{ﬁﬁfc’%’r‘ﬁﬁ%ﬁ?@ particul ar
coll ection. The barcoded data is then copied and communicated to the

| ong-term storage area

(4%
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network (190) for permanent storage. Furthernore, the collections server
(130) transmts the barcode information to the el ectronic discovery
managenent sewer (110) to be stored in the database server (120), for
exanple, in the custodian's profile in the Unified Database (122), in
relation to the stored information about the particular collection.
Therefore, the barcode can be used for reference at a later date to
determne the origin of the data. After the data has been copied to the

| ong-te rea network (190 the coll ections server (130) conpares
the has ﬁﬁqp@sﬁ{:@?ﬁ‘éﬁ’da{: Ba‘%ﬁ‘%?%éﬂ%lﬁ%ﬁ% tt%g%ﬁeref‘éﬂ thscagsmreilgdn thegase i n t he

st agi ng ,drjve é 80%1 and, Lﬁ(fs .the hashing is identical, purges the data from
the st aStAESart4E plicspativelns ink g presgygtiondiotiee orssupey fbearycstoned indie datitmsaeed
to execute the barcoding tool on an exchange server and, as such no human
inter veﬁ"trY?frlzgéo %@éﬁﬁé’d’fﬁ’iﬂe phihespeciitiesp poweltes at issueacdsy dithineasd t h

enbodi ments of the present invention, one barcode may be assigned per

cust odi Banagsaentgathg creppien afistapsbrteresgrattingt (o the @as @s rdpedstittd b Bfock 206099] At
Event 512, the collected enmail data may be associated with a specific

sear ch fedeacgbed abovs eliesc-bervetshasgar & doafadBorahad@Ihi G ca® thdyslsh ag of the
files and docunents including those terns (the "search termhit’ list") are

pr esent e Interfsbe | Exviiae ndtvidua baRolpieAn sk soitch M abBS Sl (P (120) . The
reviewer nmay provide an indication of this to the electroric discovery
manage nemvestd iy 8k caskd n Wth€ BnBBYmeRE the Bk R LRI NALLESN Hhat “@lgr
docunents within the search termmhﬁg’r}rll st g?[ee&r?}solﬁépq’? E%F?fﬂf’(t)beb'éecf‘g onsi ve.

i stodidns . | &6 od ded [ il d [ i ed
Lo ot oesens oestthdhs ol b g REL Ry S AR GRS DS 36tk Benoile: wvad | h

to a processing drive SUBEEGUEht AR

nat ur e 0t enml bvi at t he need.to rf orm conversi on and/ or
decryptlﬁg%eédggé(?%%%dﬁg%% Xd a}ﬁ%{y Wemreﬂéfa&ﬁ@l todervpeted datpiandinted ivet i s
| oaded ciC’nto .z he.tﬁn%\{#si S to]ﬁl_ and, at Event 518, the data set is exported
to the PEATHEE SFY SOURE s reslingrespapstve data; 00101] Dat a Bl ock 520 signifi es
ot her T&&gﬁXCha”%ﬁ server based emmil, such as enai

¢ processes of entering relevant attachments, notes and updates to a particular

case or matter also fails within the case management category, as demonstrated by Blocks 208
and 210. The e-discovery manager or a case contact or manager may use the user interface 118
to upload documents and enter notes and other relevant data, including updates and reminders, to
be stored in the case profile of the case in the case database 124. Once these attachments, notes
and updates are added, they may be referenced whenever a user views the case profile through
the user interface 118. The cost estimation modules of the present invention are also processes
that are categorized as case management processes, as shown in Block 212. In this regard, the
electronic discovery management server 110 utilizes a cost estimation tool to determine the cost
of harvesting and reviewing data, based on a number of factors including, for example, number
of custodians, amount of harvested data, data types, etc. Finally, case management also includes

a number of tasking and workflow processes that are represented by block 214.
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accessed through a client-server, collaborative application, such as Lotus
Notes(r) or the like. At Event 522, NSF files or any other file types
associ ated with non-exchange server based enmail is manually harvested from
an enterprise-grade email sewer having collaborative capabilities, such as
a Lotus Dom no server or the like. [00102] At Event 522, a barcoding tool is
i npl enmented at a staging | ocation, such as short- termstaging drive (180)
to attach a barcode to the set of non-exchange server email resulting from
t he pari@&%ar co 0(%cnti on.. Th§ %ar coded data is then copied and

comuni cated to the I engter e Gphganagemsnt, senan Rropasses)lakise witimthnent

st or age. tFurthFrrrg)rde, the collections server é130) transmts the barcode

i nf or mafFEFPTY 8" FHEEAN RGBT dieskewa iy Blagk 23@ mbhile g regestes 1D)oling be
stored in the database server (120), for exanple, in the custodian's

profi | eBFIF4eB O%Hlefqréﬁe@{r%@? d 2¢ sopainlyicouiddlesticgoried as estalior @shagement,

i nformati on about the particular collection. Therefore, the barcode can be
used f ofherpEgcersenehwwarinFiguae €inclisdedhdse paeesesinnelvidgananap@hent of cdshaiiHat a.
After the data has been copied to the |l ong-term storage area network (190),

the col wébmitbmscopeofmcas¢ d3@pttaro MphaLegikdethd EishipR@eiorthodat ﬁaﬁd&eﬁ%ﬁtﬂa” ent
storage to the original data in the staging drive (180) and, 1t the hashing

i s i deninclndbd inRigges i the addition bf AAJIRSs & 2B ShitdtCas i A, Event
526, the coll ected non-exchange serverserrail dfalta rr’a?/s%g&)ég}s%gl?%?g% ‘\I/\\fth a

speci f i deser@RdGBodL tHY é&&co@éryﬁ%ﬁgzr\@ff%stﬁ Eifenl.gs%?ih?elf'faEf | @toqﬁﬁgc%&ééigg” a

listing of the files and doCunen ose terns ¢h term

hit i sty i [ d al t dint dat ab
cerver (R o R oy 180 M B eH B e RS vl i
whi ch may then make a

el ect r opl ' agenent server 11

det er mpgﬂé{é i %!ﬁ éﬁ%ﬁ&%qrﬁgg agg EBTTERLIS S i etcﬁ’i”ﬁpaﬁ‘?e 1bg aetprocesses witthin qustodiane nor e
likely to be é"@?‘g‘?i’l ve.. #0%104] At Event 528, the NSF files or any other
file typeesgREnd ansRRisSiOHPreseriatiny Botices vd suseays ¢ eustadians tratshovary inbe
encrypt ed if decc[%pt ed using a decryption tool, in accordance with

enbodi MEREE24H 2R Be prasesion of Shauresiys toTeustodiros,as shawn of BINSE2 36, e occurs at
the user level and, therefore only the user has the password necessary for

decr y ptelesHoniTdiscenary penigsmeniowntvenil | @ wss tlercodizet ivfirinafiordin thdeushiShnfd | e- t ype
data without the know edge of the user/encrypter. The decryption tool finds

I D fi| esofiltirt theXingficdabiyeotrey 622 t tii@methepiosdrsRion SHENR) 4al SAlENsPdlal gPase
of the IDfiles, associates the database with the user/encrypter and
subs equiesdasy praéite ty plicscustdgiadl 2 ldsome embodiments, a standard email function is used, so
that the only information needed from the Unified Directory 122 is the custodian’s email
address. When the custodian checks her email, the survey will appear as a message therein, and
when she opens that message, the survey will be presented to her. The survey may be configured
such that when she fills it out, the survey is automatically transmitted back to the database server
120 for storage in the case profile and the custodian’s profile.
[0087] Also falling within custodian management is the process of releasing custodians
from a matter to a case, as shown in Block 228. The e-discovery manager uses the user interface

118 to mark the custodian’s profile so that the custodian is now activated for collection of data.

This may occur within the case database 124 since the custodian’s profile is linked thereto. Once
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[00105] At Event 530, the non-exchange server enail data set is |oaded into
the analysis tool and, at Event 532, the data set is exported to the
requestor/reviewer for analysis. [00106] Data Bl ock 534 signifies journaled
data, such as electronic comerce data stored on a repository for the
purpose of regul ation, conpliance to regulating bodies, such as the
Securities and Exchange Commission (SEC) or the like. At Event 536,
criteria is extracted frominput system and nanral{zoiggf;deln ? 538 the
desi gnaged thi.rd. part tem for data retrieval. ven

bar cgdi f&?& C‘(‘%‘tﬁmﬂ ’§e‘?‘ﬁﬁ%@%@iﬂéd&aﬁk&“@’éaaﬁswenb@mqgém?n@mr bY) mimoaceesser m
staging drive (180) to attach a barcode to the set of journaled data

resul t i Hg Crstedian sefofls anddnifializecollpaionibased onribe yariovs detd states lotioien copi ed
and conmuni cated to the |long-term storage area network (190) for pernmanent
st or ageldemifiegye e psafle. Theselood, hespoderiatibpBlock A28 (th eevtroaicdisdaéry may be
associated with a specific search termset or sets. [00108] At Event 542
sour ce-maragemessivagl idsmaynpitenaivh Byl détomiing the@atahtes ARy 18058 of 1hte %o B¢ ©
properly formatted in a standardized format. In this regard, according to

one enfiesieseibyatcesdifg thovanbdians pldddsm the UsSied THreBlodM N dAlftéi‘ﬁatfv%43/a }ﬁ@ RCY
and, if relevant, stored in a proper data format, such as a PST fl'e or the
like. Tdigot@yashdhfer A8SRARLSImIkL theshBe H&Qﬁﬁﬁﬁ{?ﬁ{%ﬂcg&gné bh$ Vielhg the

custodian’s profile. Finally, as with case management, custodian management also includes a

number of tasking and workflow processes that are represented by Block 232,

[0088] The last category is data management, represented by Block 240. One major set

of processes within data management are the processes relating to the harvesting of data, as

shown in Block 242. These processes include the collection of data from all the different storage

arcas of a particular custodian, including the custodian’s local storage on her personal

computer(s), the custodian’s network storage areas, the custodian’s email, and any other areas, as

are described herein. All of the data in the various storage areas is copied and transmitied to the

collections server 130, as described in detail for each particular collection tool or process. Upon

reaching the collections server 130, data resulting from a particular collection is temporarily

stored in the short-term staging drive 180 until the collection is complete, at which point it is

stored in the long-term storage area network 190 in association with a specific identifying

barcode. The foregoing process is represented by Block 244. The data may require decryption

or standardization functions to be applied to it in order for it to be searchable and/or otherwise

usable, so the next process that falls within data management is the copying of the data to the

conversion services server 170 for analysis and conversion as necessary, as shown in Block 246.
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retained and remains with the reformatted data files. Source to processing
file conversions nay be required on EM. formatted files, MSG formatted
files and the like. [00109] At Event 544, the journaled data set is | oaded
into the analysis tool and, at Event 546, the journaled data set is
exported to the requestor/reviewer for analysis. [00110] Referring to Figure
10, data block 548 signifies data froma | ocal Personal Conmputer (PC), such
as enterprise PC (140). At Event 550, the local collection tool (132) is

i npl emented tqQ collect data fron1desiqnated PCs by taking a "snapshot" of
the devPeeete E%&F v eried, hassaneddo thy lopgstemistnargeaea netwerkd 90 t/bdwsedin  t he
| ocal col]ection tool may be autodepl oyed thus, obviating the need for any
manual ®€¥¥®y by the e-di scovery manager or the like. In other enbodi nents
of the invention, the local collection tool (132) may be enployed to

col | ect[088%]a fr omine faldrgwvishio datgenanhodebl JsAhe EsexittidniT patticelabadts el Wwitht ool
Is inplenmented at a staging |location, such as short-termstaging drive

(180) tmartitularchis af bardaeeststoredia thetasobrdfe of thPCasddh@base 04t Im@isiregRat he
particular collection. The barcoded data is then copied and conmuni cated to

e | it e g s L 80101 BTSN3 AP £ o

speci f i enaRaysdd of @i a8 @br Qita®&uStodian’s data. Alternatively, certain search terms may be
applied to all data collected for a specific case. In either instance, the electronic discovery
management server 110 accesses the case profile, determines the search terms to be applied, and
associates the search terms with the barcode of the appropriate data sets in long-term storage.
Thus, the search terms will be applied to that data and the results will be generated and presented
to reviewers for analysis. Finally, as with the other management categories, data management
also includes a number of tasking and workflow processes that are represented by Block 250.
[0090] With reference to Figure 7, an exemplary process for managing a case is
provided, in accordance with one embodiment of the present invention. As represented by Block
302, a case or matter is created by the e-discovery manager and stored in the case database 124.
Next, custodians are added to the case, as shown in Block 304, by linking the custodian profiles
of the Unified Directory 122 to the case profile. Next, as represented by Block 306, the e-
discovery manager and/or the case contact or manager adds search terms to b.e applied to data
harvested for the case, including instructions as to applying the search terms to particular data
types or custodians. Block 310 represents the determination that must be made as to whether
there is a matter or just a case. If there is no matter because preservation notices are not

required, for example, for an audit, then the process will move straight to the initialization of
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[00112] At Event 556 source-to-processing is inplenented to insure that any
| oose files are properly formatted in a standardi zed format. In this
regard, according to one enbodi nent of the invention, |oose files are
exam ned for relevancy and, if relevant, stored in a proper data format,
such as a PST file or the like. The netadata associated wth the
non-standardi zed files is retained and remains with the reformatted data
files. Source to processing file conversions nmay be required on EM.
formatted files, MG formatted files, |IPD formatted files and the |ike.

[ 00113]data cpllegtions O the ¢tber haod, if therefis matien, rather thap jbe asazy then gk aeatiodefr ypt ed
using a decryption tool, in accordance wth enbodi nents of the present

i nvent ipogservathen mhgices/ip réquired,as lshawn mBlo¢lod1Xecr ypti on of the PC files data
wi t hout the know edge of the user/encrypter. The decryption tool finds ID
files fomx]exi st Thapwhevaionmotibe aeshoampniBlecksyigtiefansafigal 9 $hecdpdrbase of
the ID files, associates the database with the user/encrypter and

subsequeddd ty titasyeR feriaps uslag 8mail ORY dtHvAY inB16¢K 31869 rentifger B mbiuidat a set

is loaded into the analysis tool and, at Event 562, the |ocal PC data set

i i 3 i | k 564
i's expafdad chipidyRe hSIHGHE ArBILEYS BVl réﬁ,qndggedaaeg R Iglg%qga%xlglgié%rﬁ)df& oc

signifiesS data from network storagé, suc

reminder notices to custodians. The notices may be sent over email and may remind custodians
about the preservation notice and/or remind custodians to fill out surveys. With regard to
surveys, in the event a survey is required or desired, according to Block 320, a survey is created.
The survey may be saved in the case profile in the case database 124, As shown in Block 322, it
is possible to enable the survey to be attached to and transmitted with the preservation notices.
[0092] Next, as shown in Block 324, the e-discovery manager may release custodians
from the matter to the case, which initialized collection of the custodian’s data. As shown in
Block 326, the e-discovery manager or the electronic discovery management server 122 accesses
the custodian profile, determines the data types and location to be collected, and initializes the
applicable collection tools to go collect the data. Once the data has been collected and a unique
barcode has been assigned to each dataset based on the particular custodian and storage location
from which it originated, as shown in Block 328, the search terms previously stored in the case
profile may be assigned to the dataset based on the input instructions regarding the search terms.
These search terms may be applied to the dataset and the results saved to be presented to
reviewers for analysis.

[0093] With reference to Figure 8, an exemplary process for managing a custodian is
provided, in accordance with one embodiment of the present invention. First, as represented by

Block 402, a custodian is added to a matter or case. In this regard, the custodian’s profile in the
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HonmeSpace. At Event 566, the file server collection tool (134) is

i npl emented to automatically collect data from shared drives and/ or
HoneSpace. According to one enbodi nent of the invention, the file server
collection tool (134) may be aut odepl oyed thus, obviating the need for any
manual entry by the e-discovery manager or the like. [00116] At Event 568,
the barcoding tool is inplenmented at a staging | ocation, such as
short-termstaging drive (180) to attach a barcode to the set of network
storage data resulting fromthe particular collection. The barcoded data is
t hen cdpibied Rrectoyidd i inked ¢ the relpeant ensgoemaitentselilge Inorder tndeoatsrtke ( 190) f or
per manent storage. At Event 570, the coll ected and barcoded network storage
dat a neystbdian’s prdila astedinh seardpeedile mag beemployed, ms sietwioin Bledks404] 00117] At
Event 572 source-to-processing is inplenmented to insure that any | oose
files dhereforeopbe tylistovenpivhedyer mag estepntadditifeidg iforiition kBout eScusgrRnd,
according to one enbodi nent of the invention, |oose files are exam ned for

rel evardhetlnilis the ciistdbEMBNHhame hefurfk ufer ARt fRIon dthAl dRF IR etc, SHERuASAEn PST
file or the like. The netadata associated with the non-standardi zed fil es

i's ret akpRarmamde WeIMBKA thethpd? ik BEndtRh AhARL:GO M Wt ddl ﬁi?&tor??gi fo? atn?atcl}vs
b e I

processing file conversions nay be required on EM. format es, G

f t i I ' t Jike, 01181 At t.574,
the et iels Effone skt QOB Wi i Blte 118 vy Biesere g AR R R o2
The. dosrametaR a3 FhEE PRy BFP B Broatdm e i Ree Stagianad
ith .th wl ed f..the. / t The d /ption tool finds ID
11 s THEP R Eror e PR alie A P ble.y i oGt Sk Bdbabase. of
the ID files, associates the database wth the user/encrypter and

subseq@RRTPPRAYEE PhIattéthe data. [00119] At Event 576, the network storage

data set is |oaded into the anal ysis tool and, at
[0094] As represented by Block 406, the electronic discovery management server 110

may determine whether the particular custodian added is a member of the enterprise “do-not-call
list.” In this regard, there may be an indication in the custodian’s profile in the Unified Directory
122 that the particular custodian should not be contacted regarding collections, and an alternative
contact should be used, such as an administrative assistant of the custodian. Alternatively, there
may be a separate do-not-call list stored in the database server 120 that must be accessed and
searched to determine whether or not the custodian appears on that list. In either instance, a
determination is made as to whether or not the custodian should be directly contacted, and in the
event the custodian should not be directly contacted, the contact information for the custodian’s
assistant (or other stand-in} should be obtained. This information will be used later for
transmitting preservation notices and surveys.

[0095] Next, in accordance with Block 408, a determination is made by the electronic
discovery management server 110 as té whether the custodian has been added to a matter or a

case. Ifit is a case, then the custodian is verified, as shown in Block 424, supplemental data may
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Event 578, the network storage data set is exported to the
requestor/reviewer for analysis. [00120] Data bl ock 580 signifies electronic
data for forensics. At Event 582, a forensic collector tool, such as
EnCasee may be executed on the devices of interest to collect data.
According to one enbodi rent of the invention, the forensic collector tool
may be automatically depl oyed on the device of interest wthout the

know edge of the device user. In accordance with anot her enbodi nent of the
i nvention, a copputer watcher tool may be inplenented (not shown in Figure
10) thdt e RS SsodBERRR in e disi D Recternd 2Adtcarisn. 67 showmdn Badkon of
conputers to the network based on ID s/|P addresses returned fromthe

net wor K#26] gulthen the virjay colighon taels e indiddizadby teleldctronimdiseoneny exinagemant
staging |l ocation, such as short-termstaging drive (180) to attach a

bar codeerver 1 Hifos eallegfiorf efitbngistoditar edat® ss bidwiginfBlock 428 (uatht bttt ind, if it

coll ection. The barcoded data is then copied and communi cated to the

| ong- t ds anmttar tge prsaaativel MOcks drd Qhiréd)r TIRESHRNS Yhoth f BURK 440, F£vent 586,
the coll ected and barcoded forensic data nay be associated with a specific

sear ch pr&efat® ndtice icht vib B3R 2 HE cEGNAn BBl SBnd P PAOSRSRI i %16&

i npl emented to insure that any loose files are properly formatted in a
st andarndb 286 cAdId B mayl fMed b ﬁlaétﬁ«_gl?erdg’rofrﬁﬁfé%ra a0, BP& II?J%%Q&)&I”EEH& d Oefs b€
i nvention, |oose filés are exam ne or relevancy andf I T relevant, stored

in a praper b@%tofl‘ected from the custodian. In the future, when it comes time to collect from the
custodian, the custodian will be reactivated, as shown in Block 422.
[0096] After a preservation notice is sent, a determination is made by the electronic
discovery management server 110 as to whether a survey is required, as shown in Block 414. It
should be noted that in altethate embodiments the decision on whether to send a survey may be
made prior to sending the preservation notice. In such alternate embodiments, if the survey is
required, it may become a comporent of the preservation notice and, thus, accessed
simultaneously by the custodian. If a survey is required, it is transmitted in conjunction with a
preservation notice, and the answers are collected by the electronic discovery management server
110 and stored in the database server 120, as shown in Block 416. Reminder notices for the
preservation notices and surveys may also be transmitted to the custodian, as shown in Block
420. Next, once it is time to collect data, the custodian is released from the matter to the case, as
shown in Block 418, and the various collection tools are initialized by the electronic discovery
management server 110 for collection of the custodian’s data, as shown in Block 428. In this
process, the custodian’s profile in the Unified Directory 122 is accessed in order to determine the
various locations where the custodian may have stored data. Finally, as shown in Block 430, the

custodian’s data is collected.
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format, such as a PST file or the Iike. The netadata associated with the
non-standardi zed files is retained and remains with the reformatted data
files. Source to processing nay be required on EML fornmatted files, MG
formatted files, IPD formatted files and the like. [00123] At Event 590, the
forensic files that may be encrypted are decrypted using a decryption tool,
i n accordance with enbodi nents of the present invention. The decryption
tool allows for decryption of the network storage data without the

know edge of the user/encrypter. The decryption tool finds ID files that
exi st aMfher e i Retomanglofaguses Sandslfs flow, dizgrams ars presentecdipbasmethpd PR forD
files, associates the database with the user/encrypter and subsequently
decr yptervesialatierem vidos 2ajApuEes it acsoRiandetwitlf oneodimentsiaf the pesserits | oaded
into the analysis tool and, at Event 594 the network storage data set is
expor t eaventon. hat FentiB82, dre/collvitenef ditakenarshiyds aSEvdn0 804 Hlddgpaotdaack 596
signifies collaborative data, such as data residing at discovery sites, for
exanpl edentified.i Dita Bdscki 306 slgnifies Abtivewitil thA8s colledied GoMEAY exehirie il 6F OF

tool, such as a LivelLinke collector tool nay be executed on the devices of

i nt er ege like. ¢RIBveLt 5083k RautHeR0d Sithe ehidil @BBecBIBR asbi E@Hiplé?ﬁen%éggo g&Y&Péﬂlﬁp’ the

di scovery site collector preserves at |east a portion of I scovery site

dat aba%ﬂ' @gﬁthﬁd%’rﬁ%?l%ﬁ@x‘é@i yég @%ﬁgﬁgﬁﬂnoite@%ﬂ&jihﬁgco%%ﬁc% ité)(i:tﬁ g all revisions

of the f In this regar IF'scovéry site C r tool queries
agai ns Se def.k.n t fi need to be.retriev .t hen copi es
t hose %#chin%g{ssg’zﬁlg ﬁn{lﬁ%gg&’ég%ﬁs\f\%ﬁa%q{gh%@of ;?.C“m&&‘aé%‘?s #‘)lr S‘i"a[ﬂqcﬂﬁn to the
files Ls,retained,in, the case managenent, system t abl.es. | ccordance with
anot he?ncé”r‘f%%‘? e, a‘&mslsﬁ%r @W@ﬁ? cent oy the ?&Rﬂﬁér"’i}lagis?‘éf%@ﬁ&eg’teﬁm ool
collects the docunents and the rel ated netadata and uses the netadata to

aut o FiceEpg diseysppmanagementserver 0 Qpmpnpndeyiake togotect thedfilpafremdhng t ool i s

i mpl emrented at a stagi n69 | ocati on, such as
enterprise email server (160) by initializing the active email collection tool (136) running on

~collections server (130). In some embodiments, the active email collection tool (136) is
configured to access the particular Microsoft Exchange server within the enterprise email server
160 on which the custodian’s account resides (which is known based on the information included
in the Unifted Directory 122), copy all email located there, including emails deleted up to a
designated prior period, for example, seven days prior to the collection, and transmit the copied
emails to the collections server (130). The email collection tool is also capable of implementing
bulk requests and for collecting email on a scheduled basis, such as daily. The email collection
tool is additionaily capable of being implementing enterprise wide and requires no server
identifiers or the like to collect the active email. In this regard, the email collection tool (136)
serves to reduce security risk,
{0098] At Event 510, a barcoding tool is implemented at a staging location, such as short-
term staging drive (180) to attach a barcode to the set of email resulting from the particular

collection. The barcoded data is then copied and communicated to the long-term storage area
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short-termstaging drive (180) to attach a barcode to the set of discovery
site data resulting from the particular collection. The barcoded data is

t hen copied and communicated to the | ong-term storage area network (190)
for permanent storage. At Event 602, the collected and barcodecl discovery
site data may be associated with a speC|f|c search termset or sets.
[00127] At Event 604 source-to- processing is inplemented to insure that any
| oose files are properly formatted in a standardized format. In this
regard, accordln to one enbodi nent of the invention, |oose files are

exani n@@twask (198) oy prmyanseiciorage. rRarthomere, the enlleetiang servem(@p@rtrassmits ther mat |
such as a PST file or the like. The netadata associated with the

non- st sagedelinfarthafipn taghe slectningd diswbvanydnanagemers sevver(110)eo besoraddhtled dat a
files. Source to processing nmay be required on EML fornmatted files, MG

f or mat detdbdse keser (1RD, foo eramnpledn thd @stodiad’ stpnefilk ke Und@iABdtdbasEyeny, i06, t he
di scovery site data set is |loaded into the analysis tool and, at Event 608,

the di saauaty tisd siéred BifémsEbn bSou ¥RGIatRM 14 oo EOMSSHRY Me%\éic%&@EaJ He
anal ysis. [00129] Thus, present enbodi ments herein di scl 6sed provide for

i mpr ovagea%ﬁrefe}e&b%a [ idGtedh AGBMERY the SRR BN ta. Rggﬂstﬁ? dis gss%%g provide

for an enterprlse wi de e-discovery systemthat provi ata to be

i denti E?@Qd to tﬁgﬁatnggerrﬂ & Ja%?% ??t@éﬁ?rgbwgﬂ‘!e c%ﬁ&rtl%g‘f %erv er ¥3($ gglgﬁ%gfp Ir gguced

in an efficient a CcOoS I acr oss

chse/ it ‘% 8 st e RS PBaTE G S THee e B LYdan 1 e sane.
retrie ﬁ%fgh%i Gl IOERFS gL B S SRR e P oh e th RASTEDS Wt
curre n{)er;oerrclllég %wthout the need to execute the barcoding tool on an exchange server and, as such no

human intervention is needed in the barcode process. In accordance with embodiments of the
present invention, one barcode may be assigned per custodian, per data type and per event (i.e.,
case, matter, efc.)

[0099] At Event 512, the collected email data may be associated with a specific search
term set or sets. When the search terms are applied, a listing of the files and documents
including those terms (the “search term hit list”) are presented to the reviewer and also stored in
the database server (120). The reviewer may provide an indication of this to the electronic
discovery management server 110, which may then make a determination that other documents
within the search term hit list are more likely to be responsive.

[00100] At Event 514, the collected and barcoded active email data is copied to a
processing drive for subsequent analysis. It should be noted that the nature of emai! data obviates
the need to perform conversion and/or decryption on the data set. At Event 516, the active email
data set is loaded into the analysis tool and, at Event 518, the data set is exported to the

requestor/reviewer for analysis.
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[00130] Wii I e certain exenplary enmbodi nents have been described and shown in
t he acconpanying drawings, it is to be understood that such enbodi nents are
merely illustrative of and not restrictive on the broad invention, and that
this invention not be limted to the specific constructions and
arrangenments shown and descri bed, since various other changes,

conbi nati ons, om ssions, nodifications and substitutions, in addition to
those set forth in the above paragraphs, are possible. [00131] Those skilled
in the art nay appreciate that various adaptations and nodifications of the

just dd€&lilhed e I8ehp 20 dgnfiprotheronguekancorer e besedamail sush as eoailt he

scope and spirit of the invention. Therefore, it is to be understood that,
wi t hi n acerssasidbisnglbt cient-serpere pelbdorting applicative, suvhas Lot Nutes®ber the kot | Ated
ot her than as specifically described herein
Event 522, NSF files or any other file types associated with non-exchange server based email is
manually harvested from an enterprisc-grade email server having collaborative capabilities, such
as a Lotus Domino server or the like,
[00102] At Event 522, a barcoding tool is implemented at a staging location, such as short-
term staging drive (180) to attach a barcode to the set of non-exchange server email resulting
from the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. Furthermore, the collections server
(130} transmits the barcode information to the electronic discovery management server (110) to
~ be stored in the database server (120), for example, in the custodian’s profile in the Unified
Database (122), in relation to the stored information about the particular collection. Therefore,
the barcode can be used for reference at a later date to determine the origin of the data. After the
data has been copied to the long-term storage area network (190), the collections server (130)
compares the hashing of the data in permanent storage to the original data in the staging drive
(180) and, if the hashing is identical, purges the data from the staging drive (180).
100103] At Event 526, the collected non-exchange server email data may be associated
with a specific search term set or sets. When the search terms are applied, a listing of the files
and documents including those terms (the “search term hit list”) are presented to the reviewer
and also stored in the database server (120). The reviewer may provide an indication of this to

the electronic discovery management server 110, which may then make a determination that

other documents within the search term hit list are more likely to be responsive.
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CLAI M5 1. Anethod for identifying users of personal conputers within
a network for the purposes of associating the personal conputers with
custodians in an electronic discovery system conprising: accessing the
personal conputers via the network; i dentifying one or nore users of
t he personal conputer by reading a registry key list, including at |east
one registry key stored on each personal conputer, wherein at |east a
portion of each registry key includes a network user identification, each
network user identification associated with a user of the personal conputer
; [0010Ahns m At Ement 528 rtheNEH fidesr@ anpbtheofeuymes assptipted ovifhutomrexichbege i f yi ng
data associated with the personal conputer, (2) the portions of each

regi st ryrvieyastd@haitiihaigmishiee detypisdds deypibdlatihg i deajptionlodsiacaci@iade Wi t h one
or nore users of the personal conputer and (3) | og-on data associated with

each ofwithhentsodaandits SMhEp SR fverdtidnD eTm%n%an ePNBH ifds;occurs at thel @@ dvieni ng
one or nore matches between the network uséer identifications and custodi an

entri e%n&,qhéeﬁ%r@gh%s&iﬁa@mﬁgfayw% hbRsahpfot Hanisidl %@ﬁs&ygt%%&m and

in response to determning t one or nor€ matches, Iinking

Cer.i Nt I : :
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comput &re IDd ﬂgg,la]; OICirfll es ({i]'?ettgitébgsé Whl%'.l H%tu%fr:]r e%cr%r%?etr gr(ljcll ?url])sgqr&texgt y cllerclzrygp?sethg Hgtg.Odl an

di rect :
[00105] At Event 530, the non-exchange server email data set is loaded into the analysis
tool and, at Event 532, the data set is exported to the requestor/reviewer for analysis.

[00106] Data Block 534 signifies journaled data, such as electronic commerce data stored
on a repository for the purpose of regulation, compliance to regulating bodies, such as the
Securities and Exchange Commission (SEC) or the like. At Event 536, criteria is extracted from
input system and manually entered in a designated third party system for data retrieval.

[00107] At Event 538, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of journaled data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 540, the collected and barcoded
journaled data may be associated with a specific search term set or sets.

[00108] At Event 542 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data

format, such as a PST file or the like. The metadata associated with the non-standardized files is
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3. The method of claiml, wherein the conputer-identifying data conprises a
conput er nane. 4. The nmethod of claim1l, wherein the
conputer-identifying data conprises an | P address. 5. The met hod of
claim1, further conprising: presenting the conmputer-identifying data
to an el ectronic discovery manager upon an identification of at |east one
of the one or nore users as a subject for electronic discovery. 6.
The nethod of claiml, wherein the log-on data is transmitted in
conjunction wth the transm ssion of the conputer-identifying data.
7. Thers@nethandgpmaing with the sgfpsmaited datelilesg-Senrcd 42 proeesaipe ifideepnyersipss mdat e and
time that each of the one or nore users | ogged on to the personal conputer.
8. Thebesxhuel af Ebiaformditedibes; MSG fdmattabfilonandkthalikonpri ses a nunber of
times that each of the one of nore users |ogged on to the personal conputer
duri ng[G@1p9ledet erAn Exeslt il thedowrhaltd t#ta set is loaded into the analysis tool and, at Event

546, the journaled data set is exported to the requestor/reviewer for analysis.

[00110] Referring to Figure 10, data block 548 signifies data from a local Personal

Computer (PC), such as enterprise PC (140). At Event 550, the local collection tool (132) is

implemented to collect data from designated PCs by taking a “snapshot” of the device’s hard

drive. According to one embodiment of the invention, the local collection tool may be

autodeployed thus, obviating the need for any manual entry by the e-discovery manager or the

like. In other embodiments of the invention, the local collection tool (132) may be employed to

collect data from network storage.

[00111] At Event 552, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180) to attach a barcode to the set of local PC data resulting from the

particular collection. The barcoded data is then copied and communicated to the long-term

storage area network (190) for permanent storage. At Event 554, the collected and barcoded

local PC data may be associated with a specific search term set or sets.

[00112]} At Event 556 source-to-processing is implemented to insure that any loose files

are properly formatted in a standardized format. In this regard, according to one embodiment of

the invention, loose files are examined for relevancy and, if relevant, stored in a proper data

format, such as a PST file or the like. The metadata associated with the non-standardized files is

retained and remains with the reformatted data files. Source to processing file conversions may

be required on EML formatted files, MSG formatted files, IPD formatted files and the like.
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[ I fyi | conputers within a network
9. A nethod for identifying users of persona \ : _
for the purposes of associating the personal conputers wth custodians in

oni ¢ di scovery system conprising: _ installing, on the
ggrggﬁgfrconputers a ¥00Y configured to identify and transn1t3ftpna dat
dat abase server, (1) conputer-identifying data, (2) user-ldentl_yltge
associated with one or nore users of a personal conputer, \/\ﬂerem t
user-identifying data is at | east a portions of a registry key a

ifi i ted with one or nore users of
lnclud680@1ﬂﬁt“0r@uﬂ§%h kibdaf it ?%%Q%Emgpg@ e decomid wingtene one
t he personal conput er dﬁ&ﬁb % ?%ﬁaﬁ accessing a preexisting

cust odi &%@ﬁjr (enﬁooﬁ IR a<Pcor rafqgﬁa‘%’éh np‘g;\‘{‘&’réﬁ“ﬁf’fﬂ’ﬁ Presentfiaventien. o dihadecripticniteol

cust odi an mheol
er e locating in the directory a custo

glnte ::;r ? RI dl o5 e\é’é@é‘”ﬂé‘ftg gﬁt@?ﬁ@?&wﬁ@% %mpafénge bihngsataharypler.ohig: of t he

users ed on locating the custodian entry, automatically

i nki nga({éﬁ%’pewﬁf fgtﬂdﬂ TBHes thyti axést eratveheamiol thhrentérpgsensystdg erebtes b Bfass bpdi an

entry. 10. The nmethod of claim9, wherein the tool is configured to

tr ansni tthe M) filssrasenceatesithiedrtibips with tatedadryiphe kb Qs gURRlY doerifls flglidiaCVery

time a user logs on to a personal conputer.

9, wher é?¢ldhe conpuEemt 56&nkd oyal PT didd @t GATRIH$ES 1R analysis tool and, at Event
562, the local PC data set is exported to the requestor/reviewer for analysis.
[00115] Data block 564 signifies data from network storage, such as a shared drive or
HomeSpace. At Event 566, the file server collection tool (134) is implemented to automatically
collect data from shared drives and/or HomeSpace. According to one embodiment of the
invention, the file server collection tool (134) may be autodeployed thus, obviating the need for
any manual entry by the e-discovery manager or the like.
[00116] At Event 568, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of network storage data resulting
from the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. At Event 570, the collected and
barcoded network storage data may be associated with a specific search term set or sets.
[00117] At Event 572 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is

retained and remains with the reformatted data files. Source to processing file conversions may

be required on EML formatted files, MSG formatted files, IPD formatted files and the like.
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conput er nane. address. 13. The method of claim9, wherein |inking
the conputer-identifying data to the entry further conprises recording the

conputer-identifying data in the custodian entry. 14. The met hod of
claim9, further conprising: storing the conmputer-identifying data in
a dat abase configured to be in comunication with the directory. 15.
The nmethod of claim9, further conprising: presenting the

conputer-identifying data to an el ectronic di scovery manager upon an

identification of the user as a subject for electronic discovery.
[00118] At Event 574, the network storage files that may be encrypted are decrypted using

a decryption tool, in accordance with embodiments of the present invention. The decryption
tool allows for decryption of the network storage data without the knowledge of the
user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise system,
creates a database of the ID files, associates the database with the user/encrypter and
subsequently decrypts the data.

[00119] At Event 576, the network storage data set is loaded into the analysis tool and, at
Event 578, the network storage data set is exported to the requestor/reviewer for analysis.
[00120] Data block 580 signifies electronic data for forensics. At Event 582, a forensic
collector tool, such as EnCase® may be executed on the devices of interest to collect data.
According to one embodiment of the invention, the forensic collector tool may be automatically
deployed on the device of interest without the knowledge of the device user. In accordance with
another embodiment of the invention, a computer watcher tool may be implemented (not shown
in Figure 10) that watches the network to determine the addition or subtraction of computers to
the network based on ID’s/IP addresses returned from the network.

[00121] At Event 584, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of forensic data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 586, the collected and barcoded
forensic data may be associated with a specific search term set or sets,

[00122] At Event 588 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of

the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
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16. A systemfor identifying users of personal conputers within a network
for the purposes of associating the personal conputers with custodians in
an electronic discovery system conprising: a plurality of personal

conput ers; an el ectronic discovery managenent server including a
menory and a processor in conmunication with the nenory; a profile
scanning tool stored in the nenory, executable by the processor and
configured to scan the personal conputers, identifying one or nore users of

t he per onal u r adlng stry key list, including at |east
one redPetd f“ﬁ@%P %%gi ggé/ ‘Hﬁ @ﬁ% gﬂfiatééﬁﬁﬁlﬁéfi vithythe pgnestandardized fdesis a
portion of each registry key |ncludes a network user identification, each
net wor Kegied andyesmains; vt the refarmatier detadilesi t $ouacais grocefsingreayles squiadd on
conmputer, and initiate transm ssion of (1) conputer-identifying data
associ diMb foumated files pdBSdfpmhatted ijest BAD) fop@pitechitlepand thelike.of each registry
key including the network user identification associated with one or nore

users df0128¢ per golabntconntie remicileShhat may blerdteyedas aedrastedudhd i each of
the one or nore users of the personal conputer; and a dat abase server

i N net WeekypL@nioul) irt&kb@andd with dsodihettabf thy ﬁbfsexﬂ%%ﬁm{ FREBLY tﬁn?t%}ﬁ'
configured to receive the conputer-i dentlfyl ng data, the portions of each

regi st Mok8¥or ld@?‘r%rﬁﬁihﬂﬁ’ tﬁél?etv@@ﬁk%rﬁgpé{ﬁ%[ witgcﬁ.@ lef lén%@tlé 0oPfd uEs{E PN data

fromthe plural of personal uters store e co &t i fying
data i Fpaq r tr0|c d| cov

managenent s ve?s%lrﬁqt 1D filesd %seglsge vereg:mtﬂP fhrggses f’hlf“g‘fﬁ:% ‘gat%i@f%rm ne
on or en e net.wor k user |den cations, and custodi an
entri ersg? fhﬁ Iﬁ%@%ﬁ%ﬁ%\,ﬁe d@%‘?’%ﬁﬁw 1§h\l\@e “F‘?’i *REYBGH S[u Seﬂ@?‘ﬁ@rﬁeﬁﬁyﬁﬁ; thhe one or
nmore mgtches, |inking the conputer-identifying data of the personal

conput f83ssoci ated with the matched network user identification and the

| og-on _data to the matched custodi an entrY in the custodian directory.
[00124] At Event 592, the forensic data set is loaded into the analysis too] and, at Event

594, the network storage data set is exported to the requestor/reviewer for analysis.

[00125] Data block 596 signifies collaborative data, such as data residing at discovery
sites, for example LiveLink® or the like. At Event 598, a discovery site collector tool, such as a
LiveLink® collector tool may be executed on the devices of interest to collect data. According to
one embodiment of the invention, the discovery site collector preserves at least a portion of the
discovery site database in the e-discovery database, including all files and all revisions of the
files. In this regard, the discovery site collector tool queries against the database to define what
files need to be retrieved, then copies those files based on the result of the query. Metadata
pertaining to the files is retained in the case management system tables. In accordance with
another embodiment of the invention, the discovery site collector tool collects the documents and
the related metadata and uses the metadata to automatically rename the files.

[00126] At Event 600, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180) to attach a barcode to the set of discovery site data resulting from
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the particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 602, the collected and barcoded
discovery site data may be associated with a specific search term set or sets.

[00127] At Event 604 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the mvention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing may be required on
EML formatted files, MSG formatted files, IPD formatted files and the like.

[00128] At Event 606, the discovery site data set is loaded into the analysis tool and, at
Event 608, the discovery site data set is exported to the requestor/reviewer for analysis.

[00129] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise wide e-discovery
system that provides for data to be identified, located, retrieved, preserved, scarched, reviewed
and produced in an efficient and cost-effective manner across the entire enterprise system. In
addition, by structuring management of e-discovery based on case/matter, custodian and data and
providing for linkage between the same, further efficiencies are realized in terms of identifying,
locating and retrieving data and leveraging results of previous e-discoveries with current
requests.

[00130] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative of
and not restrictive on the broad invention, and that this invention not be limited to the specific

constructions and arrangements shown and described, since various other changes, combinations,
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omissions, modifications and substitutions, in addition to those set forth in the above paragraphs,
are possible.

[00131] Those skilled in the art may appreciate that various adaptations and modifications
of the just described embodiments can be configured without departing from the scope and spirit
of the invention. Therefore, it is tb be understood that, within the scope of the appended claims,

the invention may be practiced other than as specifically described herein.
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CLAIMS

1. A method for identifying users of personal computers within a network for the
purposes of associating the personal computers with custodians in an electronic discovery
system, comprising:

accessing the personal computers via the network;

identifying one or more users of the personal computer by reading a registry key list,
including at least one registry key stored on each personal computer, wherein at least a
portion of each registry key includes a network user identification, each network user
identification associated with a user of the personal computer ;

transmitting, for each personal computer, (1) computer-identifying data associated
with the personal computer, (2) the portions of cach registry key including the network user
identifications associated with one or more users of the personal computer and (3) log-on data
assoclated with each of the one or more users of the personal computer;

determining one or more matches between the network user identifications and
custodian entries in a custodian directory of the electronic discovery system; and

in response to determining the one or more matches, linking the computer-identifying
data of the personal computer associated with the matched network user identification and the

log-on data to the matched custodian entry in the custodian directory.

2, The method of claim 1, wherein linking the computer-identifying data further
comprises adding the computer-identifying data to the matched custodian entry in the

custodian directory.

3. The method of claim 1, wherein the computer-identifying data comprises a

computer name.

4. The method of claim I, wherein the computer-identifying data comprises an IP

address.
5. The method of claim 1, further comprising;

presenting the computer-identifying data to an electronic discovery manager upon an

identification of at least one of the one or more users as a subject for electronic discovery.
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6. The methed of claim 1, wherein the log-on data is transmitted in conjunction

with the transmission of the computer-identifying data.

7. The method of claim I, wherein the log-on data comprises a last date and time

that each of the one or more users logged on to the personal computer.

8. The method of claim 1, wherein the log-on data comprises a number of times
that each of the one of more users logged on to the personal computer during a predetermined

period of time.

9. A method for identifying users of personal computers within a network for the
purposes of associating the personal computers with custodians in an electronic discovery
system, comprising;

installing, on the personal computers, a tool configured to identify and transmit, to a
database server, (1) computer-identifying data, (2) user-identifying data associated with one
or more users of a personal computer, wherein the user-identifying data is at least a portions
of a registry key that includes a network user identification associated with one or more users
of the personal computer and (3) log-on data associated with each of the one or more users of
the personal computer;

accessing a preexisting custodian directory comprising data relating to the custodians
in the electronic discovery system;

locating in the directory a custodian entry that comprises data matching the user-
identifying data of one of the users; and

based on locating the custodian entry, automatically linking the computer-identifying

data and the log-on data to the custodian entry.
10. The method of claim 9, wherein the tool is configured to transmit the
computer-identifying data and the user-identifying data every time a user logs on to a

personal computer.

11. The method of claim 9, wherein the computer-identifying data comprises a

computer name.
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12, The method of claim 9, wherein the computer-identifying data comprises an IP

address.

13. The method of claim 9, wherein linking the computer-identifying data to the

entry further comprises recording the computer-identifying data in the custodian entry.

14. The method of claim 9, further comprising:
storing the computer-identifying data in a database configured to be in

communication with the directory.

15, The method of claim 9, further comprising:
presenting the computer-identifying data to an electronic discovery manager upon an

identification of the user as a subject for electronic discovery.

16. A system for identifying users of personal computers within a network for the
purposes of associating the personal computers with custodians in an electronic discovery
system, comprising:

a plurality of personal computers;

an electronic discovery management server including a memory and a processor in
commumcation with the memory;

a profile scanning tool stored in the memory, executable by the processor and
configured to scan the personal computers, identifying one or more users of the personal
computer by reading a registry key list, including at least one registry key stored on the
personal computer for, wherein at least a portion of each registry key includes a network user
identification, each network user identification associated with a user of the personal
computer, and initiate transmission of (1) computer-identifying data associated with the
personal computer, (2) the portions of each registry key including the network user
identification associated with one or more users of the personal computer and (3) log-on data
associated with each of the one or more users of the personal computer; and

a database server in network communication with the plurality of personal computers
and configured to receive the computer-identifying data, the portions of each registry key
including the network user identification and the log-on data from the plurality of personal

computers and store the computer-identifying data in a database,
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wherein one of the electronic discovery management server or the database server is
further configured to determine on or more matches between the network user identifications
and custodian entries in a custodian directory and, in response to determining the one or more
matches, linking the computer-identifying data of the personal computer associated with the
matched network user identification and the log-on data to the matched custodian entry in the

custodian directory.
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