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The. present invention rél gt es generally to network {(;Eii rection, and, ol 4PR 2004
particularly, to systens and nethods for redirecting users fromone
requested network destination to one or nore different network
destinati ons. BACKGROUND OF THE | NVENTI ON Thr ough gat eway devices or
routers, Internet Service Provider E B ﬁ@f\li se network (such as
a LANs) providers can permt a w access to their
networks and to ot her TROpresnt ifveMtiditelatckGeharatly a6lnénionlg eedirectieg land aoaress t o
t heir conputer networks and online services enterprise petworks or 1| SPs
shoul d be abl e tpariedininde syssemsandmetbedsok redirgeingRserHEOMONEHeHES Kdh pages
or custom zed portal, page t.hat . | : service
provi ders w sh t%eéwoﬂ(s‘getsg?%io éggg%agﬁogﬁn%%r%%?&}vﬁggér%r(t:lg{lﬁ%ére a user is
| ocated at an airport, the service provider at the airport may w sh to
direct the user to a portal page airport informatiqQn 19 flight arrival
and departure information), tobB4 RQUND OF THE INVENTH yser's itinerary

th , t b S g AN .
ai ?Lg?? i grl 08 a? e\c/i\et O’P%I%@gfﬁ géet@}t"'ﬁ)gd%\ﬁcés%? ritEROfnterfEt Sedide PROVIMErE (SPEN R

Ser an I ncentive to access the network,
even though t hecrii&?ﬁse’ pawel GuanatdicANspgeyvidetsaian genmit hovide paygely @f usdrs

enterprise. |SPs, or exanple, may w sh users to acgess t | SP' s.web page
for up to the da@@cﬁéﬁéhelwﬁﬂwﬂé%taﬂé@, Oti‘ﬁ‘TQii\?ﬁﬁ?‘?ﬁ?e?'egar‘%ﬁ?gﬁﬁﬁt@gﬁggweg

| nt ernet service . r L. WER-RAGR ehffhriRGletWorkh as Idmen
previ ously accon%?clgﬁggﬁélg%or&gﬁgnp@w%&ﬁiﬁlca (QJnI I ne (AOL) users, upon
accessi ng the | nipuldbe alle & iires tsas tooneworkGlestinmions pugh 28 Wehpagesci t he

users can select a variet f AOL_ services,.and i C i.ncl ude rd i sing
from various conﬁ&?ﬁ@@?‘?w@éﬁsﬁh &F&B‘t"me f Ir\gg@?gswcgﬁﬁ VIE%Q g%sglethé
benefits the | SP heqanseARVENT P&TifistRRE, WRERY dser fshecaddratenddirpbitithea user
accesses the Internet, as subscribers are a captive audience to

advertising. Adseevice parvidepatthe eirpert otay adstetor ditschtheser 9 Bortad PaRREMRIF t he
captive audience, but . becauge advertisers Jailor ad | Ravigs ed
upon the typi cal nioRFaioR ega?&%‘?ﬂéﬁ ?rhcgéﬁpnfﬁef P:r#é{%n!n Eﬁ?@héﬁg ?‘E%E%{ ?n.ay
market its servi gRsski ARy fHereoh 0o Ragd, paad delited td dremippageor ity yevhich
attractive to potential subscribers. Directing users to a articH(I ar web

page or portal ptgeimpay isloceted impravidethowssr ag iseRt oo aceess the network, even
though the user requests another page, such as a home page at his enterprise. ISPs,

for example, may wish users to access the ISP’s web page for up to the date news
and weather, information regarding the user’s Internet service, and paid
advertisements.

Web page redirection has been previously accomplished. For example,
America Online (AOL) users, upon accessing the Internet, are directed to an AOL
home page from which the users can select a variety of AOL services, and which
includes advertising from various companies. Typically, direction of users to such
a page benefits the ISP because advertisers pay money to the ISP each time a user
accesses the Internet, as subscribers are a captive audience to advertising.
Advertisers pay for such advertising not only because of the captive audience, but
because advertisers can tailor advertisements based upon the typical audience
accessing the Internet. Furthermore, AOL may market 1ts services through 1ts
home page, and its home page may be attractive to potential subscribers. Directing

users to a particular web page or portal page may serve an additional function.
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2 1 APR 2004 Users may lg;}di rected to a portal page,(i-'f%uch as a |l ogi nzda@r’é{ 2004
so that the user may enter login information to be authenticated and

aut hori zed access on the network. Furthernore, users may wi sh to establish
their own speci Alsemauaypbedirectulta agwrial pagegsuchras hlegin page vo that ghe usekmay a

page linking the user .to the .user.s business, or .page. inc i

other items rel §9§§ﬁf°gf‘bf'}f?@‘aﬁ‘§8$9 b‘f—B%E% ?%E&Bﬁ aP%‘SPE%g?ClcSﬁ; A&%ﬁgg@? l¥'t 0
web pages has begRnbmffk liseRahdywishas edabliR thapbkiapeidlized phigdudinasa User’ s
conput er and/or configurations of user conputers in comrunication with a

pri ][nary ngt}/\orkpaﬁ@iﬂcbbdéﬂa)ﬂaé?ritﬁﬂi@k% apage bnkigg thewsst tasthejuserapbisisss. & @l y
configured for access to a primar e er's conputer can be
configured to ac?@%%’é‘cgldb'% yc%ﬁ%ﬂ%\wgﬁél\ég%ngt?%gqﬁ?ﬁe page) on that network.
This can be the caseHdwsvessatlediredtidnWfukere s a8b phgdsthas bedrstraditammllyer s

are configured to access an intranet hone page or an_|nternet page_specific
to that conpanpaspddpopsaftearegnstalips any wsens COMpHEF é‘l“@a’%‘,’omg af]as%r
systens woul d be desjrabl e that  enabl. p cce )
comput er ' net wor ROERBITY g Gip A it P B AR, Fob BharBffetBRck B Bers
?r ovi de agcess teOmipaRs $ a'plpeb;ﬁ'ﬁeﬂly) esifigubel fos accesd to ayrimmyknetwarkt theatserdns
e.g., web pages or portal pages) established by the user, networ

aglm ni st ratgr OICORIRY é?m%W&%WWPPP@IS%P@PCB%EWCP@%‘?é’éthB}‘F Pé‘ﬁé\ﬂ‘b‘hﬁte
able to redire r Lol :&’Xﬂrﬁi‘e' LN&snddat t he
user does not gltteﬁgc?r\% g‘éﬁsﬁ%@geg%c%‘ssg’qtgge on |lﬁgﬁgﬂ%€img§teﬁﬁpsmrks% SO
that the user maye asiffatddth acass asmtmheftifomet gt loe am bitemekpag8ptiRY taOBatl HE

| NVENTI ON The present %’Q/entign i.ncl udes a nethod and system for
redirecting usercempany aed Insried qudhe Iglemeins  such as web pages, where users

have transparent accCefg iifrefmefHOAPMEEysRAIWREA bB dEQME a8 Wefsh such
network destinations via a gateway or simlar hardware device. The nethod

and syst em advarttaagsuoeriagcesp by acasputer retwonkremeploying agpteveaytdevisetwhere e

since the user need not reconfigure their,conmputer .and.no I t]
sof tware need bé°3@&55_“€8”?ﬁ83%8%ﬁ[e§?°‘?56}° ?Sgso%%ir v %cg ithé;’nuS%%&P 6‘8@2@#
According to ongiBRdnBL., Kb bilRs Bf P&t ipapdty esthblihed bl éliccuses, idtwakosed a

administrator or another entity. Furthermore, such redirection should be able to

redirect users to a login page when the system determines that the user does not
otherwise have access to online services or networks, so that the user may establish

access rights to the network.

SUMMARY OF THE INVENTION

The present invention includes a method and system for redirecting users to

network destinations, such as web pages, where users have transparent access to a
computer network in communication with such network destinations via a gateway
or similar hardware device. The method and system advantageously operates in a
manner transparent to the user since the user need not reconfigure their computer
and no additional software need be added to the computer for reconfiguration
purposes.

According to one embodiment of the present invention, there is disclosed a
method for redirecting a user’s request for access to a destination address, via a

computer in communication with a network. The method includes receiving at a
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met.hod for redirecting a aser' S request for access to}a destination 21 APR 2004
address, via a conputer in comrunication with a network. The nethod
i ncludes receiving at a -3 21 APR 2004 gateway device r_e(i.uest from tﬂl;le
user for access gatewdyaleyissta raauasbiyormdhe bses for agogssdo tigation adffest via the
determning if the.,user is ' &1 AWk khe Athoric@hd ect i ng
any additi onal Il%?&f ﬂc?rﬂf"&)t?ﬁg?tlteghlnﬁrg%%ﬁfeleﬁéﬁfssgrnh{iﬁ%t I'S req?u regrt’o access

the network. Thecomeédiptanyuiddfihal ibginidfsmatieh fremtthe gsdrilmtusrequsedtiomsotser to
‘a portal page at an address different than the destinati qn addre

dress
fol l owi ng col | ecthe setwask. Thymsthedtraheringledps seqircHpELis WhT £ FORPYREY ser and
oot mat ON il phdiy 48 BharelSaifBldnl 1l dRAREARISA ddifess RARNARE VolRRAYE! K-
t According to one AR %0 he present 1 nvention, redirecting the user's
conputer to a pasftaply agaigienalriogivdeformeatbo feahithguseh endig detegmipatiputhat the aiser
user- custom zed page. According to another aspect of the present
i nvention, rediris@niitheg aceess to thersecondIMHRAWPT™ o a portal page i ncl udes
redirecting the user'g.compiter.d Q. ac Fusd ReicaethvRRlidR rediRgtnpaRadepon t he
| ocation of the user''s conptter. Rd itionally, redirecting the user's
conputer to a posdngfutgrage poral pagelindedes reditectng thegiseiecamputestogoifi§it er to a

portal page after a perjod of ti has | apsed or on the oc r .
some ot her condi gqsmlmcaéwg%@@g&g{ "l’sé’ﬁ%tt(’fttgcpgrgﬁeé’st énvémﬁ%]éirrﬁﬂgeupgé
destination. Redi gcdH Jiniddeer4s 8 pofial R Mchidek Sediredhd e WRagScaaputal Ba
I nclude redirecting the user's conputer to a portal page created by an

admi ni strator aaswmiatdpbral phge rsedupansthe facgtion af e UEEMYCABPHEOt her

enbodi nent of th resent invention, there i i Jagl for
redirecting a us‘gfj&é‘o?”g&ué@fm%?g%g&% s ?ogiﬂél%%etg?i%%g?f%%e aggr ess, via a
conput er in CoMpdRirédingQhe Wiekd cBmpaicws X porldl papeiafrearch periokuddine hasdagised og at
a gateway device a request fromthe user for access to the destination

address via the wmarthe oeeumsneeef some athericandigionssuch as thegiser § aBGMRLP agFet R ess
to the network, apd,redirectin ; an
S B S s

address differen® I"owi n erm nation
that the user i singhidé rédiebctifgtRasert Ocdnsuterdd aqroktal page created by an admimstrator

associated with the portal page.

According to another embodiment of the present invention, there is
disclosed a method for redirecting a user’s request for access to a destination
address, via a computer in communication with a network. The method includes
receiving at a gateway device a request from the user for access to the destination
address via the user’s computer, determining if the user is entitled access to the
network, and redirecting the user’s computer to a web page at an address different
than the destination address following a determination that the user is entitled
access to the network..

According to one aspect of the invention, redirecting the user to a web page
includes redirecting the user to a portal page created by an administrator associated
with the portal page. According to another aspect of the present invention,
redirecting the user’s computer to a web page comprises redirecting the user’s
computer to a portal page customized by the user. Redirecting the user’s computer

to a web page can further include redirecting the user’s computer to a portal page

after a period of time has lapsed.
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According to one aspect (o' the invention, redirecti @the user to a weld 1 APR 2004

page includes redirecting the user to a portal page created by an
adm ni strator associated wth the portal page. According to another aspect
of the present i nventAcoordingtdiyetarating entbedinser of thequpsettinverdion, tete isage

conprises redirectjng, the user's,. c uter,to a rtal e ,.custom zed by
the user. Redir&tf oﬁﬁd?%t%gqr'rgd‘%ﬁﬂngﬁé‘?“ §7§9% aﬁ‘é‘ﬁg?‘g%ﬂe WP& ro

i nclude redirectjingsd D MSBiputerGR EbMhRNichRoR wiBal RitwBRJ T healbtem iacln@ésiod of
time has lapsed. -4 2 1 APR 2004 According to yet another enbodi ment of the

present inventi gaewahdedce for reieddhps ectuastdyan 8 fsor for agéase ta thagegingden ' s
request for acce to.a, desti,natio addr es Vi a_a,. Coppu .1 N
communi cat i on mﬁa‘%ﬁ%ﬁ YiethedFer's §emPY P%‘ﬂfl ipﬂ'i?itﬁ?égr dlre&@?%ﬁmllglglmdevi ce for

receiving a reqygginini@fbh RethURCEatt Ry a&s8Sfr tlifebingddetuserad éomputaddaess
via the user's conputer, and a portal page redirection unit in

conmuni cat i on wipbtialtfrage gbaresddyesd differentithan the destinetipmgddrass folewing collaginer
to a portal page at,an address different than t ' ' addr ess

fol  owi ng col | e®f PORIOg Waﬁg'i’ﬁ%uﬁ%%ﬁﬁ%SHs?éggF%ggh#ﬂp%H’ e user to
access the network. pﬁ.,@ggfugg@g),kqslgg@eoﬁ@@@egseﬁfin{;momﬂqa@oﬁajipmgention, t he
portal page redirection unit is located within _the gateway device.

According to anaeditaction paitis logited withinithe gatpway devies. pdeqoafing A anqthdiasRect i on
unit redirects t user'.s C r : : ) d The
portal page redic’Egl'b‘n'tl g?\m%% @%ﬁ%& a@%”ﬁ“é‘&?ﬁ‘%@t“ﬁf Eﬁ@%%g%%@i%ﬁdpm er ?3 a
portal page aft qisertcup®iigsll poirtal pape. e posipbgage o¢dirsotion iuhie caglse radémctahof
anot her condition or act by the user, such as the.re %Jsﬁst f a I;l)ﬁ.lrticul ar
destination sit aISEATRBRRHIPIGO @Oyt Pags 3ltak? P tirge Nasapssids Uppn the

nvention, the RALAncRRPEdElidoREHbRB: ALY thélisek A 86 thelrBguedpels S
porta by an

conputer to a page create admnistrator associated with the
portal page. Acqartituteg destinaébon sitot Aesording tulyetenothef asphet qfitksspigsent nvent i on,
there is disclagsed a s%stem for r@di rectin

a destination dBYEE0Y, thgpartal nag r@?“‘?’h“‘ﬁ%fﬁ%ﬁ%‘%g%f ! Lﬁ%ufeﬁé%l{’@é{:@ﬁaggfi He
network. The Sy?&m AR rARRSy PartRinfiNAIa e YisobialediwitietRiportalpager equest from
t he user for access Ii->o the déstination address via the user' s conputer,
and a portal page redisasedingtp yatanother embodiment of the present invention, there 1s
disclosed a system for redirecting a user’s request for access to a destination
address, via a computer in communication with a secondary network. The system
includes a gateway device for receiving a request from the user for access to the
destination address via the user’s computer, and  a portal page redirection unit
in communication with the gateway device for redirecting the user’s computer to a
portal page that presents information tailored to the user, said redirecting
comprising redirecting the user's computer to the portal page at an address different
than the destination address following a determination that the user is entitled
access to the network.
According to one aspect of the invention, the portal page redirection unit 1s
located within the gateway device. According to another aspect of the invention,

the portal page redirection unit redirects the user's computer to a user customized

portal page. Furthermore, according to yet another aspect of the present invention,

the portal page redirection unit redirects the user’s computer to a portal page after a




in communi cation with the/gateway device for redi regt’l ng the user's 21 APR 2004
conmputer to a portal page that presents information tailored to the user,

said redirecting conprising redirecting the users conputer to the,po taI

page at an addr epemﬂc pémdeoﬁtlmc haslapsed, atapon it deshmargral spothsr

determ nation that t tl.ed a cess to the network. Accord| ng

to one aspect ofm"‘lyht?é“?‘?fulf@‘ﬁh g‘f"?f agpynista ?)age redirection unit is

| ocated within the gateway devi ce. Accor di ng to anot her aspect of t he

i nvention, the portal page redi rectlon unlt red| rects t he user's conputer
to a user custom zed portaIB DEB 10132 b yet anot her

aspect of the present ent the rtal

redirects the user’ F(,Ig%lﬁ %}D%f%d?gbaé? Bg? cw&@%ﬂﬁg&?ﬂhﬁ?@ﬁuﬁ&%%ﬁtkgaﬁ 2004
speci fic period detncE If&eadﬂaﬁath@ng%hueeﬁnglmat&aarawws ﬁeﬁcaaraqixesmbndtwnrk
condition that nay be defined a network adm ni strator. 'E‘g

DESCRI PTI ON OF Hesiprantnediffarent nstwcykéemneekn FCERfAing t rng ef cgt ofthet em
that includes a _gat eway device for automatically redirecting conputer
browsers from a FFEqlEst g&mﬁ'etv\ork destination to a different network
destination, accordi MG, ¢ i9abloeRdRGr iusahtingihe teps taiken bpadnowsem and| G 2
Is a bl ock d| agramillustrating the steps taken by a browser and server in
a conventi onal Uepageweqae@rtal web pagerepuesk bl ock di agramillustrating the
redirection functi on n bfike Mdiesd
according to one aspectb ggg?g@%?g%@ﬁ%&%%%@%ﬁfé%&%%%&lﬁg@}?& OF THE
PREFERRED EMBODIdE Ny stem Idfah¢ppressnn invientiam) acanding e ond dspbe of gwcinverdtdnnor e
fully hereinafter wwth reference to the acconpanyi ng drawi ngs, in which
preferred enbodi nents of the invention are shown. This invention may,
however, be enbodi eghifaffaRy pHddEPEION GIOTIE PREFERRBDEMBOBRMENTS! r ued
as linmted to the e i HWTWWW|NEMS
are provi ded so that Tiu preskinstrivestiorenaw will bed@ﬂtmbel@ﬁreaﬁﬂﬂy Ghﬂﬂf&@“ and
will fully conv t he sc eof the.in entlont h | art.

Li ke nunbers ref
invention are shown. Thls invention may, however, be embodied in many different

forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure will be thorough and
complete, and will fully convey the scope of the invention to those skilled in the
art. Like numbers refer to like elements throughout.

Referring now to FIG. 1, a computer system 10 for implementing a
redirection method according to one embodiment of the invention is illustrated in
block diagram form. The computer system 10 includes a plurality of computers 14
that can communicate with one or more online services 22 or networks via a
gateway device 12 providing the interface between the computers 14 and the
various networks 20 or online services 22. One embodiment of such a gateway
device has been described in U.S. Patent Application No. 08/816,174 and U.S.
Provisional Application No. 60/111,497 (collectivety referred to herein as the
Gateway Device Applications), the contents of which are incorporated herein by
reference. Briefly, the gateway device 12 facilitates transparent computer access to
the online services 22 or networks 22, such that the computers 14 can access any

networks via the device 12 regardless of their network configurations.

-6-




()

Referring nowto FIG 1,--d conputer system 10 for i rgpi}errenti ng a 21 APR 2004
redi rection nethod according to one enbodi nent of the invention is

illustrated in block di aghr am form The conputer system 10 incl udes a
plurality of conpddigpsallysthetgatewaysdevise ddimitedes dhephilitydn secognizs cempHicihe

services 22 or networks via a gate Vi 2 I di i nt.er,

bet ween the conpifteSRLINg o gﬁzgss{%éem\é\g%(g&e lﬁg%t;lo r%&%ﬁ%?@%%e&?pﬁg{é;gﬁ \%‘%%gg
22. One enbodi Mefdwefk, BieGherditg 8 @aYattedfiling €0 BaiA neeeuTk desess,idnd ddditiobhlS.
Patent Application No. 08/816,174 and U.S. Provisional Application No.

60/ 111, 497 (col | stritiutes) g is disenssediin the Kiareayay [eyvieendpplisatieiiay Devi ce
Applications), the coptents of.wh el r-el rence.
Briefly, the gateway é@@ﬂgg"ﬁfﬁ lﬁ‘l\gfc(f'lqi’ ?%tcggd}%%?%Eg%%%gﬁta}i%éﬁ%@?g%ma%%%s to

the online servighgedrater 16 IS btdicers iRltohipaters IMeandiip gatwaydevicad2
access any networks via the device 12 regardless of their network .

confi gurations. fopnultiplaripe fecuegnalidiesqivaskirom the PJ@”;‘&X @R&V"Eﬂ%%’isé’@toﬁ!mk to

i ncludes the ability tqo recogniz ' t wor k
20, the I ocat| orSEA U AFAPE L, Pefe foh GORERIR bPAIch dF CompuR it Tty
of users attenptiB@ohfectdito teicessskonanasmr, tanaccaskdidnicentedtor kit ¢anitisut es, as
I s discussed in the Gateway Device Appljcations.. As iIIustrat'EﬁLd inFlIG 1,

the conputer syse@wgueddpdferentmangssyfope e, the AN FREETTAY SBS8eA oned
between the cOMPibRASwubhribeihild ceQumifleda e A fdraigiilltdndingiddiga ! he
plurall ut er

signal s received fromthe ty of conp s onto a link to the gateway
devi ce 12. Depengkigolyr tahephohilinespalcable hsadwindh Oable Modgyu Termination ghelf

connected to the ac s. cancentrataqr,,the access, concentrator 16.
conf i gured 1 di (QUTSHTor Sl Laspdled i srtsl SRS A Vaee TR i AR,
be a digital 5uﬁ)?%iégh@ﬁ%ahhﬂﬁte@%@ir@l&éﬁd@%@?ﬁ?énE@&Mv&rﬁtﬁh, ditnEkS

transmtted via regular telephone lines, a cable head end (a Cabl e Modem
Termination Shelf ( CUESympwer sysignal Gfurthaninsiudesenaqranersaqutars 18andiy o

Wi rel ess access point f kgpal s . transmn | ' .
network, an Et heg‘?% rsgéﬁ\{t\gﬁ‘i)’]“m H‘rOIEItCﬁé?FOl ‘f(oélyouﬁre&fr:gg%g lgrbg?gtﬁkgir# %hﬁl?%lrt{ oLy
i ncl udes one or gBhPutkPREIRbKs 28 orBthePbnlirkakdts 220 Whilhthercomputer Gystdm 100
control or direct traffic to and froma plurality of conpyter ncletv\f)rk% 20
or other online tsedepictaktodnve ypingle rower damsnmptersysiemdign have a plurahity o

routers, switches, bridges, or the like that are arranged in some hierarchical fashion

in order to appropriately route traffic to and from the various networks 20 or online
services 22. In this regard, the gateway device 12 typically establishes a link with
one or more routers. The routers, in turn, establish links with the servers of the
networks 20 or online services 22, based upon the user’s selection. It will be
appreciated by one of ordinary skill in the art that one or more devices illustrated in
FIG. 1 may be combinable. For example, although not shown, the router 18 may
be located entirely within the gateway device 12. Furthermore, additional elements
may be included in the computer system 10, such as elements disclosed in the
Gateway Device Applications, or network elements known to those of ordinary
skill in the art.

As described in the Gateway Device Applications, the gateway device 12 is
specifically designed to adapt to the configuration of each of the computers 14 that
log onto the computer system 10 in a manner that is transparent to the user and the

computer networks 20 or online services 22. In the embodiment shown in FIG. 1, . '

-
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I's depicted to have a single router, the conmputer system 10 can have
plurality of routers, switches, bridges, or the like that are arranged in

sonme hierarchical fashion in order, to_appropriate route traffd and
from the vari oushheampitrisysgmpld @nplpﬁ%dy@gpgﬁe%@lzégmﬁﬁoq WOLOQLQ%&&?& he
at eway device Vel l. ' L] ] ; @il er s.
9 y . ]sgﬂ}l;én/e? bzglgclth al)éﬁl%g(h&lt):!l @q&o@m th Mo sWiok Bil1GR eheQdrt AR dureAlly

The routers, in Wwth the servers of the networks 20
or online servi Gepledentdifineshnypomputee nosverks IndDHCPinetworks andl addsess is

appreci ated by one of ordinar kill in the art.th one . or ne_devi ce
PP ety ated Tn meEredommngu sahorni ol kot o ek AT SHER SR Shown,
e oo o omelfer QYRS Ubhlel ploR hrbih GRIAUTNataIbIER 1R

Furthernore, additi |'ement's e included in the conputer s¥stem
10, such as el enmpvaydesided2e Thi DHER sergiecambe Povided bxmsl exeernaldMECY or

network el enents known to those of. qrdi nar i I n . scri bed
in the Gateway Béweég“ﬁlbﬁlcﬁ’ég? PE?rYéd,egtWé‘ndﬁ%EWZ@_L@\)/f%‘é r;lgca?é& Wé‘ﬁ%‘c‘ﬂ ically
designed to ada%tévpapl&gi&pnfiguration of each of the conputers 14 that

ute

|l og onto the co system 10 in a manner that is transparent to_the user
and the conputer netinarées t@allow aontn ofshseompuierstozomnpnieaie rapspagnily Mith

shown in FIG 1, -7 1 21 AP 04 the conputer.,syst . I C
host confi gur at | GFRHSIEEHRT %Emnl“?ﬁmq%éfﬁvﬂ?éﬁte%%&ﬁlr oE (y%?e %{]ﬁ;ﬂknom
to those of skildopifudiBite ith tBOGses BofhBiNet, Yis Welllak @ieviirioals onlimeseyvices3Rudrer
networks. In DHCP networks an | P address is assigned to an i‘Fdi_vi ual

conput er of the mEteorkisi20y Imérdentopuppers thisicommanicaion, thegaewaY 9L Int o t he
conput er network thraugh comuni I.on, \wi SR ' he LE&
DHCP servi ce cangeﬁlgmﬁp)l?g\?ffﬁgﬁs %Bacgg%%%ggﬁﬁgw@ﬂ%gir verp52{2}ﬂot?'&biotih’Z ©an be

provi ded by an igidansabtwoHCPnaRis\tegard, fonbtomid thiffic floen 3aompripr Weamatwork| n
order to allow a user of the conputer to cq ni cate trans&%i nt |

C i th
conput er net wor ke aeling seories, e gaiewavcdayiced 2 f‘@a"&‘@kﬁ&?saﬂ crﬁ%lfe\{mbe abl e
L0, COm C2CE Bl Bkt AR e s Rl cs b dauRab MBI
gat eway devi ce Ilgphecific parameters, to meet the criteria of the network to which the user has
accessed. In addition, the outgoing packet includes an attribute that will direct all
incoming packets from the accessed network to be routed through the gateway
device. In contrast, the inbound traffic from the computer network or other online
service that is routed through the gateway device undergoes a translation function
at the gateway device so that the packets are propeily formatted for the user's host
computer. In this manner, the packet translation process that takes place at the
gateway device 12 is transparent to the host, which appears to send and receive
data directly from the accessed computer .network. It will be appreciated that the
ability to intercept data, and the ability to interface with user computers and
networks, is essential to the redirection method of the present invention as
described in detail below.
In conventional network access systems, a user typically communicates
with a network through the use of a browser, which the user also utilizes to request
a particular network destination. For example, when accessing the Internet through

an ISP, a user can input a specific URL or web address into the browser, which

then accesses a particular web page for the user. This is accomplished in four

-8
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generally perforns a packet translation function thCit:') I s transparent 23 APR 2004
both the user and the network. In this regard, for outbound traffic froma

conputer to a network or on-line service, the gateway device 12 changes
attributes wit hiteps; Hinstrated it FIG @riFigt Rfgrihe neeruequestsa panticuar web Rager ce

dd , check licati i fi
riterta of el aR BaniPe e TS R b Geot (FCTEaptatle e
out goi ng packet the RelpitiREverNwiath [s thel iR atidtpbf the Webape edquadted (d.mgomi ng

packets fromthe accessed network to be routed through the, gateway clc)ievi ce-
In contrast, thewwnpheagompalfPdequestharhweld Sapwn & thess ﬂﬁﬁlﬂﬂl&%th&@ﬁe‘i‘“ nline

service that is ro%gﬁgﬁggqueiﬁmr%?w/%%g%é{éﬁs& ‘{@8&[&9%?0\9%% [BRkakd ON

function at th@aﬁ y device so s are properly formatted
for the user's hasbwledgieht eEponkdfrbinithe oFpinaervet that theokelt pageaepieathiaon

process that takes place at the ateway deyice 12 is transpare to .the
host, which appbesngegeiveddhlockAd)- rﬂ't"é‘ er %ﬁ%&"ﬁw BEEIvgs %‘é@%‘&%’gsed

computer net wor Eﬁﬁsﬁt{s&%é {)rloﬁfégxf'@gﬁ ?&d@%ﬁg{f’ﬁﬁfegﬁ&? to fBkivk tite Wb paleeT Cept

data, and the a ace wth user conputers and networks, is
essential to thPinaligliupes réceipt oEthediiI TR rdglest theeweln pagerwithtend theaweb pizgecr i bed

in detail below |In conventional network .access syste a e pically
conmuni cates  wigkrigl %PWSF%@B{?SR%H@H éecﬁ’fveﬁﬁ'(‘}_r‘% : F(bj\]%f;%th”ww user
al so utilizes to Iequesins Andifebitdiihe PREURANEIASH iGifithistarvaxamll o
when accessing the Internet through an ISP, a user can input a specific

URL or web addr prmessnb eediteet usesws adestisiation othehthan slat ceanested by ahe wsen| Bhisweb

page for the user. This is, accomplished in four -8 2 1 ARPR. S,
illustrated in ﬁW?Pllqu‘i?Y?gég&@V %nge,@gggsgg)%gg%e,gr g’gfl%?géﬁdg‘{aﬁeov\eb page
(bl ock 30), theBEQVR&Ids BERHEEN the UsaN$ O MptaNaridaidtwerk desthnivak farpeRhittenuest

to the origin server, which is the |ocation of the web page reguested
(e.g., wwv. yahootwookeceBCH hedyrdveare mastinghide ope 8NROFOPIORESESFpd 8RMarK j 1y
the art, and nmay he referred to _h | Xt
the browser rec é’%"%‘g%“éﬁ"‘c‘ésc‘t?d%%"vf%a‘g‘%{}%isge*g%%@gm‘f‘%o t g%ﬁ#g@m}éﬁer
that the web paggodeginash ate lBgadntd, dowiavé the(dakoldesiRéd nefworldlocatianerandhe
browser receives the acknow edgnment respocqlse, thleb brogvier.t en stert]dti an
HTTP request t o vigeersae Thase amwggaa&qteway evice will be used herein to 1llustrate the

redirection capability of systems and methods of the present invention, it will be
appreciated that any hardware performing an intermediate role between computers
and networks can implement the present invention.

The redirection of users may be accomplished by the entity maintaining
such hardware, such as an ISP, or an entity maintaining a local network. For
instance, according to one aspect of the invention, the redirection method of the
present invention may first direct a user to a login page and require that a user
enter a login name and password so that the ISP or other entity maintaining the
gateway device 12 can identify the user. This may occur where the gateway device
or a similar authentication device, such as a AAA server described in the Gateway
Device Applications, is unable to identify and/or determine access rights of the
source requesting access. Altemnatively, the user may be redirected to a particular
network destination (e.g., an Internet web page), or to a portal page established by

the entity redirecting the user.
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Finally, upon receipt oTI --Phe HTTP request the web p{agé will send the?wekppr 2004
page material to the browser (block 32), which receives the web page
(bl ock 38). Systens and nethods of the present inventign interrupt this
conventional  processdcordingitorangtemhbodiment of thedavantinn: fediedinBAEET fHn t hat

requested by the user,, . This .is complis ' ASw
descri bed above,ac‘iﬂxn%‘}sh#h?aﬁ@”&?\gﬁggrﬁ%ﬁ{?@ﬁﬁggﬁ%’s&g&eﬁ vveengtg‘r? qﬁes%r s
conmput er and netyoick 19esttyAledREE uhR28RE Effnbdubitgtiomeithand intemab®.orThe

har dwar e nust include one or nore processors and network _interface devices

to intercept dataternatsthetgrteavaydstice dipdlbpagh berediresbugio?§ @ay bsused s and

mani pul ate the dat forward the dat ' i d
vi ce versa. Thuér,npgﬂeﬁ‘g He%regfﬁfnémﬁa}e”vqlhgga\l?m&%dd%gé%@ggbig?g?rﬁeﬁtaged&p
illustrate the peRGh FRGunRReSaMRBVily. LA r@firesyai Amstiamaccoating thsorsfaspént of

present invention, it will be appreciated that any hardware perform ng an
i nt er medi at e r oltke inwventgais dbspatedis FlGrY net wor ks can i npl egent the present

invention. The redirectiaon of : b aby thdeatenhy ddvice

mai ntai ni ng such ha%&%%g?géﬁ%ﬁggédlﬁx?lgg%%Qgégnt i SJ;Er?ai nt ai ni%g_a

| ocal network. MQrinterddpisaieripindcadimpeequestaas byshevsersfbroweeritathernrigvh, t he

redi rection nethod of the present inpventiqn first diyect.,a us 0 a

| ogi n page and rsewsr (userrequesied desHnatiany B}lo |4§S|X%?s ﬁ%‘fﬁeecaﬁla%bea‘é‘s%“?g&s‘,‘% t hat

the ISP or other ent| | 4, el PGk LQWRY o HOVAE Eevide TRROUIRBYS y t he
i S R e

user. This may occur ere evice of a simlar authentication
devi ce, such as raqusdi(biek2) sol et thielregheistis s¢16 tGareliceptiomessvere WhishIis 8at i ons,

is unable to identify and/ or determ ne access, ri.gh u
requesting accedempoapLierygrilogaigd i "'ﬁéﬁﬁég’fte% Ob@e %%8%%%@%@86 ?%‘ éﬁ@r
particul ar net \q@féfviﬂg%é eairt Q8 (Eb Page Bfudsnitsdkef2) Wb rqtigedion survéraends a

portal page establisheéd by the entity redirecting the user. -9 2 1 APR
2004 According trespomse @idakat4yethrough thératewayedrvis{Plock d6)-de thehyer s Bragvses
acconpl i shed by Hone Page.Redi.rect R R¥e agedReVay
device 12, or by % FEIY PTG m%??%hﬁ%#ﬁﬁénﬁggﬁgﬁﬁ&}?ﬁ%ﬁrg ‘nternal to
or external to dohfrdAd BAMIEIANS feepohnde shatihiegespohse widtippeatasthdughdBismay be

used to inplenment the redirection funct i‘fgn’ll t 51% %EN% evf?:g\ﬁ(ﬁ?a Wrﬁkéifjpe
sol el y referred ¢aning from the origin server. Specifically, the g y y

the IP header in the response to indicate that the gateway device 12 is the web page
requested by the user (block 46). The response from the redirection server
indicates that the redirection server is the requested web page. The response
additionally includes instructions redirecting the browser to the portal page, and an
autorefresh message. After the user’s browser receives the redirect message (block
48), the browser will trigger a get request for the portal page (block 48), which is
received by the portal page (block 52). The portal page then sends (block 52) the
portal page to the user’s browser (block 54).

As a result of this stack address translation and redirection, which can be
implemented entirely within the gateway device, when the browser receives a
response to the browser’s web page request, the browser does not appreciate that
the requested web page was never retrieved. Therefore, the role of the gateway
device is transparent to the browser.

According to one aspect of the invention, the redirection server’s protocol

stack pretends to be the usér-entered destination long enough to complete a
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herein for purposes of gr'-gvi ty. Aredirection function accor di ng to one
aspect of the invention is illustrated in FIG 3. To acconplish the
redirection of a user to a portal page, the gateway device 12 intercepts a
ori gi nal web pagenneetiorest ‘handshalwy, dftee whidirthe phitoost stack dirediethsnisgi to theer ver

user-requested destinatiaon bl ocks 40, 42), and records.the.i.dentity of
'E he ori gi n ser pefal Sﬂ!f"tcérwhli);h éﬁ""c@éf"i’%é" ﬂﬁegaf‘é”(ﬂglési"cf’ ﬁ%%agit‘@ l}?é\%cc?gylz
modi fies the r S&Hﬁﬁl\%\l}%@gh&?ﬁi‘é@di&&w@thé B&:4186488 tan e £@Bfplished by

redirection server, is a tenporary Server |ocated internal or
external to therghteetiaywelepages ofily, ratlier ¢han alkteaffivi ingluding EcdtitseETRS aR@BY page

request (block 42), t redi rection server, sends re I ,

t hrough the gat 8&7&9“&&%& eraiPrscRCE AJ Oflffdf’ a‘_ﬂf&?"%s IBO?E\%%& t()_bafgéezsgai‘{l%my
device 12 int erps@&i&gﬁ thE§RPE3ReRRbb AL B! Jafiwdy diVideltan fear@iel On
server and nodities t response so that the response wi |l appear as. though

it is comng fecommuneation rmspeentleto thepeer’ s iequdsted destiratiparafont FRAMHE 12

may nodify the |IP header in the response to indicate that the gateway
device 12 is théh"\/@ﬁri?aadjée“%w%&by the user (block 46). The response

fromthe redirection S@6M8fg toldne ia§FReSt thd ivehtién, WPOh efRiihQA reqievied i s the
request ed web page. The response additionally includes instructio

n
redirecting the nbvensk destingtioma ugssmay| begadieectestia apartigilar ol Bags l??é%‘g%ﬂge.

After the user'sg browser recelv e [-edi t : Oﬁﬁ-ibf'e% t he
browser will tri rﬁ“{f@'ﬁ‘ yr’8%1[8@%{3}’?%:ra{lglgé{%‘ger?rar;ﬁ&%gdggu%gkloc 41118)?35\/\hi.ch i s
recei ved by the geqiibel inadasil {the Gatewd)y. DeMie: ppplicatiopadiortehempleeifdaccoisling k
52) the portal page to the user's browser (block 54)., As.a result of this
stack address tm&wgﬂﬁpmﬁdwﬁréapﬁﬁéwwedm%ﬁ@ﬁﬂda brredi tﬁ‘iwn@*sa{m
entirely within the. ' e gﬁ\(\@ EetRisNEBtodvalilRAS PeWS €
to the browser'’ é‘te&%b%gg’g“\g?‘%ae‘g%&f‘?’%%’ %ﬁ%\?\gg?é do géenot aSpregi atle t hat

t he request ed wakersagellvwmssaeuepurciese netweds aciess: SFterlegintpage eodtdesgiew BRers
gateway device is trans WS

The. i mvent | on. - (nSSEaPS B EPmRGPVER S IrT AR oy SuRSab BB BeRss 1l o
user-entered desphBRdiRdord Rilifle 8101 pa@ Y Hréugh th @alivapidevie®OPhus, new
connection or "handshake', after which Phe _protacol stack dir ecc} ?. t he user
to the users can gain access to networks or online services without being predefined in
any type of user database, such as a RADIUS database.
Thereafter, the redirect unit 28 can forward the user to the user’s requested
destination, or can direct them to a different page, depending upon the design of
the system. This redirection can be permanent, such that the user is directedto a
specific destination and may not access other destinations, or may be temporary,
such that a user is forced to a specific destination after which the user can access
any destination. Furthermore, after being redirected to a portal page, a user may be
required to take some type of action before being routed to their desired
destination, such as providing information in response to a request to do so.
By re-directing the user to the portal page via the redirect unit the gateway
administrator or network operator is provided the opportunity to present the user
with updated information pertaining to the network or the user’s location. This is
particularly useful where the redirection 1s implemented through a network device

on a local network, such as a corporate, hotel or airport network. By way of

example, the portal page may provide for links to the corporate home page, a travel

-11-




portal server, which can b“e | ocal to the gateway devi ge to facilitate 74 APR 2004
hi gher speed comrunication. This redirection to the portal server can be
acconplished by redirecting web pages only, rather than all traffic,

i ncl udi ng E- nui | site drrths Interneay Intetriee searchadnigine. andlagretivorkeyrovidesherng praci zed,

I f a user does not attenpt to access a b age.through the user'

| nt er net browser?‘dfl“’@nﬁlggé%‘fptﬂ’%%%“yc%{ﬁ&%?l&/&?@"{ . pogﬁlrﬁﬁfﬁi’%%ﬁns de
transparently to &Qﬁgﬂ#é@{ﬁﬁfdﬁ%&%ﬁﬂ)rﬁﬁﬁch Aahdwiidhg NEME of aserispdific lihlke
user to access tﬂe portal page. According to one aspect of the iInvention,

upon entering a oefgidsbadd upet waa fouwnddn ithreausetnprafileserr inpejeddey thedserect ed to
a particular portal page.hased on, the user's identity. . eh.:.Location
or one or nore additi gg’éllu &aPPTeB{?fe@st?at ep%@@?ﬁ%’é&#ﬁ”ﬂ%@ g? F'BI?I%YIP ke

Gat eway Device Appbintiioh@8sted t9het%ariBiRingiand s&@iRrplang It ishdsoAphsipleasess a
user is not recognized, the user may be redirected via the above described

met hod to a por t ednfigarethe partal prge to insbidn infageation thal is sheamized e thedierPmew

users or allow ugers t.0 r ¢hase, .networ ' new
users to subscr éo‘faglopﬁge %8%“?185Elhce‘f%ﬁfsﬁg@gé%fag'?‘%eﬁ’gghﬁgy s% btseau&ent y
obtain access tRagtft whilikstodHeRiTy kikh infritiaties Foraaxanple lid yset hrag g hodated

gat eway device. Thus, new wusers can gain access to ne,t\/vorks%fgé‘3 onl j ne.

services wi t hout aizehaigl for Bigarrnmsel of attending a speeifisrcopeantiogar spRleEence 6T iy o
RADI US dat abase. ;T f 4 h ' < KO n rgg@cr;,g, 1426icHi8m
the user's requeg’teglg&cqgégﬁl}lna Fgrﬁl{n%gira&gg%mg?roggt%q}oﬁée}m’@g a di 1yfer]ent paalgg,
dependi ng upon t hevedeingsl" dhis itfoenaticatabout thiauser tlediiglean instialdaginipeofile
permanent, such that the user is directed to,a specific destinatign and
may' not access o%}w&é§lﬁ%W%@W“#ﬁ?“ﬁ@_h?ﬁ?ﬁgﬁ‘?‘{ih‘s ‘é‘g‘ltﬁ"apﬂﬁlmq%auser
Is forced to a s bJsh.Cn‘ElE,Sgaleg%{ek\a delike tar'bd Ednflolifed 48 9EcdzlkeARE BRE andNY
destination. Furthernore, after belng redirected to a portal page, a user
may be requir edcestomize®r solve theypetabpagraccadinglt. dn thewitel geenmmoethepgrtehei r

desired destination, suc S viding iL.nformation in re

request to do soPaWn?%lrﬁ?”rdg@tlﬁ'ﬁfg"{ ?fﬁ‘%gté?'“ P EOPREE S Fa"|‘°c§§’§%§°sdu a?ptth Egmel'
redirect unit thepggheway deRddtdl stéleab@te proMeinfrinatidnaritiinra user-speoificded
the opportunity to present the user w th updated informtion pertaining to

the network or t databasersushiape RATIMIS duishase,oor itrapstare pagd reriesdad ffer e t he
redirection is i tlelenrgﬁg%'g?asgprough a network device on a |ocal network,
such as a corporﬁ €, hotel or airport network. By way of

According to one aspect of the present invention, the redirection function of

the system and method of the present invention can be utilized to redirect the user
10 a destination any time the user enters a destination request. Therefore, the
present invention is not limited to redirecting the user to a particular destination or
! portal page upon the user’s initial attempt to access the secondary network or
destinations via the secondary network. Therefore, where a user accesses the
Internet through the gateway device the present invention can monitor each packet
transmitted from the user’s computer and perform a redirection function when
desired. For example, a user may surf the Internet without limitation until the user
attempts to access a particular auto manufacturer’s website. Thereafter, the system
and method of the present invention could automatically direct the user to another
manufacturer’s website using the redirection capability of the present invention.
The user may be presented with an advertisement from a particular manufacturer

before being forwarded to the requested destination. According to yet another
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exanpl e, the portal pagé Jay provide for links to tgé)corporate honme ﬁ%&@fRsz
a travel -11 2 1 APR 2004 site on the Internet, an Internet search engi ne

and a network provider hone page. Additionally, the buttons or any other
field within thespestofihepengstiomythe wser's drowsst peeompyesmay be redivestedtdn

options, such as advertising.fields or userzspechfi.c |ink ' based
upon data found TFHFYHREPUSER Q%vcmsgmepgorﬁaw%%%ﬁqge elg?/wfaﬁ mg g gﬁ{c "H: FJ&QF? be

appr eci at ed t hatregit6teB QedtatatiBRGRribEicADY, of hfitrtiBeluicp has ppeadytgen grinedmat i on
related to the user's billing and service plans. It is also possible to

configure the pacesss tphgeequssteddpsi@etiomf or mation that is custonized to the

user or the location/,site,fr ' ey I re
t he gateway device l{gém?tﬁér %ﬁﬁ%§ﬂf) %ﬁﬁ’aé*ﬁ‘?‘{‘?éyﬁ%%@[?&?ﬁb %trah%'(té ?%%qn?%@e
exanpl e, the useemiRly fARedsiphedatetvhy deviod ®hilé lucateddn pupaifieaivporateraindl.ng a

specific convention or conference either in the_ hote] or within the

i medi at e vi ci nithe gstewayalenise avill byganfaguredien gl iseapable o proyidipg read¥ar ned”
this informatio . denit | ' aquiry or
the gat ewny. adm 5SS SR TSR elbigd R Hecietbiphls (k) P Bntorfabdle

dat abase. Thus, geheingigstewhey/cudent Aiphtasthdulabiofdegant add toivedbatgeinzieal; the user
and custom ze or tailor the portal pa accor di nglc% n the

C . t el
scenario, the pdeeiiservisgsetipeed in et spesihe temmals gic- 18 (R1s mange ﬂ]% l??(’itﬁ]‘ B&nce
services of fer e%%vinuaﬁc Q%R for tfgxgﬁag@tc&ﬁ@mglﬁmﬁnm Do eiMnaCpearef i | e

I nformation withrm a user-speci t abase; such as a RADI US dat abase, or
it can store andetadtseivioes avklablefto ¢ims usext er nal dat abases. According to one

aspect of the present_inyention, the redirection functi of, t stem
and' nethod of the pr é&&ﬁﬁ?ﬁb&ﬁm%ﬂaﬁﬁ%&@#ﬁi : _%mg%afefiesgttﬂ?trﬁyuser
to a destinati on,qaaypldeBditdifion Bt 28 Mddebtsa @%laﬁ%rta@ﬁagﬁﬁpdﬁsdpcciﬁberﬂore,
the present inventionis not limted to redlrectln? the user to a

o

particul ar dest i defauliorecomencgasuell apuiime gpber a¢rerding Brepefitimpe Forexamples t o
sceess e seconieby ISP B o ISALASH s b, AEEBROALY ol

Therefore, where erhet through the gatewa Vi ce

the present invepigkafiecagive®piricdrofeniiviac Thise funaivgsinidydst: dstablishdddytber ' s
conputer and performa redirection function when desired. For exanple, a
user may surf tHSPaseateRuise RRPTRsk AdMIMSa%a% on unti| the user

Customization of the information comprising the portal page is not limited
to the gateway administrator or the network operator. The user may also be able to
customize the information that is provided in the portal page. The user
customization may be accomplished either directly by the user configuring the
portal page manually or indirectly from the gateway device configuring the portal
page in response to data found in the user-specific profile. In the manual
embodiment the user may be asked to choose which information or type of
information they would like supplied in the portal page for that specific network
session. For instance, the user may require an alarm clock counter to insure an
appointment is met or the user may require periodic updates of a specific stock
quote. The information that a user customizes for the portal page may be network
session specific, may be associated with the duration of a gateway subscription or
may be stored in a source profile for an indefinite period of time. The gateway
device's ability to communicate with numerous user databases provides the basis

for storing user specific profiles for extended periods of time.
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& .
attenpts to access a pa{{-iscul ar auto manufacturer’ s*-vw%zbsi te. Ther eafZérA,PR 2004
the system and nethod of the present invention could automatically direct

the user to another nmanufacturer's website using the redirection
capability of the prddemt modifativnrand other endedineens efthp inveptierWilhfame n

adverti sement from arti.cul ar, manuyfacturer . bef.ore ' . ¢ te the
request ed dest i H'é‘t"fjgﬂl.gn t‘,lgﬁf"%ﬂnntae P%L{?/g' 'CMFH%YE’“-‘TE pﬁ%ﬁ hg%é%ﬁﬁgggg&&of
the invention, thetddsiBhgSplREROaah tRE for Bt @dschiftiorRend &l dse6difed tawingcei ve
a pop-up advertisenent or frame during the forwarding of the user to the
request ed dest i ridterefnre, pas todeti waletsjoodghatahe mventinn ig 6t torkeshimrtediode peen
granted access to.l.he requeste esti.nat XA i

| ocati on speci fisge%tl?fagﬁboglé'beg‘sag{fc ?Sebﬁgghﬂsaggmﬁg@cagg% %}g’n%tﬁel Y ac’?gg;énstls %IS t he
gat eway devi ce Vhich@ed @aRtiBEluidl Rithipakd $dope af the@pperidedrlaimb.. Althbeghgat eway
device will be configured so that it is capable of providi ng ready. access
to information rsepeifieterms arnemplopedtharein, dicy prsrysed & wpRric anddesqripbiye mat i on
pertaining to t u i . depart and arrive that
termnal, the Eg %(f'ﬁigéﬁl&ctefg%%é%ggﬁwﬁﬂtgﬁg? specific termnal, etc. In
this manner, the portal page may include a link for termnal specific
flight information and/or termnal specific retail services available to
the user. It will also be appreciated that the HPR may be configured so
that the portal page redirection unit 28 redirects a user to a portal page
upon specific default occurrences, such as a tinme out, or according to
preset tinme. For exanple, the portal page nmay act as a screen-saver, where
the user is redirected to a portal page after a given period of
inactivity. These functions may be established by the |SP or enterprise
network adm ni strator. Custom zation of the information conprising the
portal page is not limted to the gateway adm nistrator or the network
operator. The user may also be able to custonmize the information that is
provided in the portal page. The user custom zation rmay be acconplished
either directly by the user configuring the portal page manually or
indirectly fromthe gateway device configuring the portal page in response
to data found in the user-specific profile. In the manual
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enbodi nent the user may be asked to choose which information or type gf1 APR 2004
information they would |ike supplied in the portal page for that specific
network session. For instance, the user may require an alarm cl ock counter
to insure an appointnent is met or the user nmay require periodi c updates

of a speci e information that a user custom zes for the
port al pag’thméﬁe[g\t@i@ﬁg@ssi on specific, nmay be associated with the
duration of a gateway subscription or my be stored in a source profile
for an indefinite period of tine. The gateway device's ability to

Goer speci 1 ¢ prof | I Beyiiod & e M ARE 5 AR doA R, SockPleadhFy Nony
nodi fi cat i toragredinettal destingivoadidrees tise methbéh eomprang t}m'rstapislolf cone to mnd to

one skilled in the art .to which this jnvent glr(isal ns. hav ng the benefit
of  the teachings priESdHigda:  SeREey druse 1L OReBE JoRlingins ik st

associ at eerQﬁ&ygd}%atmyfﬁ;neg%ﬁputb; is to be understood that the invention
is not to be iimted to the specific enbodi ments disclosed and t hat

nmodi fi cati ons and ot ¢etermamibgdatnthatgateavay deviseewdisl efothberigmal Wdstthation hi n t he
scope of th end ough specific terns are enpl oyed herein,

th
they are c%eﬁéﬁeéPlrET%ﬂ%ﬁA%%CH ptive sense only and not for purposes
of limtation. 21 ARforilthe DHAhalisEihhtlon dddAdsdHiPedidection ireh@iged; Or

redirecting an original destination address access request to a redirected
destination addr ess mpgiEyiRSt hbéhf‘cﬁﬁiﬁwx|%lcﬁh@f’sﬁ)@ﬁ@abfdesﬁ@&l@llvfldﬁ‘gess at a

gat eway de Qg/ccg re st %H%[o%urggéﬁl' nﬁ%'rﬂ&hﬁg(? ?ﬂﬁesta?oc?isl%dlr%ﬁﬁﬂe?e}éer if

originatin rom'a mnin teway device, which of
the origi I’l&ﬂlrdﬂﬁ)hlmﬁiquméﬂ address requests requi re redl rection; storing the

original destination address if redirection is re nodi fyi.ng, at the
gateway device, the wERQRdme ahidhg redifesting Weé%th g&’?drr@ﬂﬂféétx" 'g’nﬁl

communi cat l%lﬂgrsérhﬁ:d@&' ik &dad Bt GelsstoRs And Sl BT tQANeRSOVET alihiniéfdL ection

is require
specified, redirected destination address;

intercepting, at the gateway device, the browser redirect message and
modifying it with the stored original destination address; and
sending the modified browser redirect message to the computer, which

automatically redirects the computer to the redirected destination address.

2. The method of Claim 1, further comprising the step of directing the
computer to the stored original destination address after the computer has been

automatically redirected to the redirected destination address.

3. The method of Claim 2, wherein the step of directing the computer to

the stored original destination address occurs after a predetermined length of time.
4. The method of Claim 2, wherein the step of directing the computer to

the stored original destination address occurs afler a predetermined computer input

event has occurred.
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responding, at the redirection server, to the nodified request with a 21 APR 200
browser redirect nessage that reassigns the nodified request to an

adm ni strator- specified, redirected destination address; intercepting, at

t he gateway device, the browser redirect nessage and nodifying it with the
stored original destination address; and sending the nodified browser

redi rect nessage to the conputer, which autonmatically redirects the

conputer to the redirected destination address. 2. The method of Caiml,
further conprising the step of directing the conputer to the stored

ori gi nal desti nati onThaldnethed afft Elaimhb, whersin dhe step béemspoadingnet i thal | y

redirected to the redirected destipation address. 3. The t hod of aim 2,
Wher ei n ¢ ST feRia B8R g AL SR P o Fivests ke aprgraa e

desti nati oRaslEE @BE riEdifED r@{:ﬂaﬁr todarP b@sati @fatdrnpdcifieddicdiredted ideBinatiord he

met hod of Claim2, wherein the step of directing the conputer to the

stored ori#idss fyEBeT RemMPOsESatEPEslngG cat uihs gireqtion parekfette rthe needifisdmput er
? Ut | _ . im 1,
whor ei nerﬁ‘le&"é gg”‘gfgt%@g’gﬁd{eﬁé?“a&%ﬁég B%%?f?éé‘%{‘us gﬁeese“%‘r%f‘fé%j "?‘{%‘eighel dodi fi ed

request W iellirectdt destirationedidreas hssosiard gdth Mlakin pagassi gns the nodi fi ed
request to an admnistrator-specified, redirected destination address
further conprises responding, at the redirection server, to the nodified

request with a browsgrg Ledi e rrggﬁ.?gp ekl deSasriodtRNdfie 1Rl fo gLk  equest
to a redirected destisﬁ/atgﬁon aéhres 2590 ?%t 6w toﬁ a foglan page'g. é A
syst em f ortoragedireetdd degtigationradgiens thawgstemampoisirgddr ess access request to a
redirected destination ad regs,. the syste cgr@ri sid gqs a comnput er that
i tiates original CECTRe Br inbdies sbEpalistplion padtkss ayettyi ce in
comuni cation W th tg.eREpPUefte it RBMMATALYE With M Pmitdtathatl esdeiveat i on
address requests fromthe conputer, determnes if redirection of any of
t he ori gi np cdgiel destinafioraaitiiress sequegls dnms thescomuigrr defermeiney dgedirastion | gi nal
destinati of addr{a?hse rggluelst sitifn tr.edi I %Esi on i G b e uj F%ﬁi Q:”F'e rrtgdi(;‘i es t he
ori gi nal eSPi Rat ol (‘}arg%s ?é%f‘ugg P FFEGT Y ST s Pe&w F &GS at%d
destination address request if redirection is required and modifies the original
destination address request if redirection is required, and

a redirection server in communication with the gateway device that
receives the modified request from the gateway device and responds with a browser
redirect message that reassigns the request to an administrator-specified, redirect
destination address,

wherein the gateway device intercepts the browser redirect message
and modifies the response with the stored original destination address before
forwarding the browser redirect message to the computer and wherein the computer
receives the modified browser redirect message and the computer is automatically

redirected to the redirect destination address.

7. The system of Claim 6, further comprising a user profile database in

communication with the gateway device that includes stored user-access information.
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21 2004
a redirection server in comunication wth the gateway device that APR
receives the nodified request fromthe gateway device and responds with a
browser redirect nessage that reassigns the request to an
adm ni strator-specified, redirect destination address, wherein the gateway
device intercepts the browser redirect nessage and nodifies the response
with the stored original destination address before forwarding the browser
redirect nmessag® toThéiesye@puserClang vhefugher tdampeieiputal AdiRéickesh, t he
nodi fied browser redirect nessage and the conputer is automatically
redi r ect edAuoriEdionedd Ascoudiwgi (e Abseryerd e semmmunicpien Syih ¢hg gptewpni m 6,
further comptl.si f d b i j I i e
gat cvay denyrise g H3fle Bi@are, MERAR B00r dernfiti L S8 bERe kRS,
system of i€lentitied to favedshedie origipnl destigation Addresnteoats based vpohhae ivgat i on and
Accounting (AAA)_seryver in cqonmunication with the gateway device and user
profile da%%ﬁ%é@@“?ﬂé”%ﬂﬂegéﬁv@%ﬂﬁé%@ﬂﬁ?@@éhﬁ*wﬁ-user of the conputer is
entitled to access the original destination address requests based upon the
user- access information stored within the user profile database. 9. The
system of Cl ai .6, Vheswtam dh€laimds, vaoréin theedirectianssear as Betatet twiihin  t he
gateway deyice. 10. The systemof Claim7, wherein the user-profile
dat abase i 9¢BHERPRHEVIES -t hin the gateway device. 11. The system of C aim 8,
wherein the AAA server is |located within the gateway device.

10. The system of Claim 7, wherein the user-profile database is located

within the gateway device.

11. The system of Claim 8, wherein the AAA server is located within the

gateway device.
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