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METHOD AND SYSTEM FOR CONTROLLI NG ACCESS TO PRESENCE

| NFORMATI ON ON A PEER- TO- PEER BASI S TECHNI CAL FI ELD

[ 0001] The described technol ogy relates generally to
controlling access to presence information.

BACKGROUND [ 0002] Real -tinme conversati ons between
conversation participants via their conputer systens

are becom ng increasingly cormon. A real-tine
conversation requires that the participants be
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conversation relies on the participants becoming aware of, reviewing, and
responding to received messages very quickly. This quick response is in contrast
to conventional electronic mail systems in which the recipients of electronic mail
messages respond to messages at their convenience.

When an initiating participant wants to start a real-time conversation, that
participant needs to know whether the intended participants are available to
respond in real time to a message. If not, then communications via conventional
electronic mail, voice mail, or some other mechanism may be more appropriate.
For example, if the computers of the intended participants are currently powered
off, then a real-time conversation would not be possible. Moreover, if their

computers are currently powered on, but the intended participants are away from
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initiating participant would like to know the
availability of the intended participants so that an
appropriate decision on the form of conmunication can
be made. [00041 The availability status of an entity
such as a conputer systemor a user associated with
t hat conputer systemis referred to as "presence
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access control rights to their presence information. For example, a user may
provide the presence server with a list of those other users who are authorized to
access the presence information of that user. When a user who is not on the list
requests to subscribe to the presence information of that user, the presence
server denies the request.

A difficulty with the enforcement of access control rights to presence
information via a presence server is that the storage and computation
requirements of the server become a bottleneck. The bottleneck results from the
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requi renents of the server becone a bottl eneck. The

bottl eneck results fromthe 2 need of the server to
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A presence information system allows access to presence information of a
publishing entity to be controlled by the publishing entity and enforced by a
computer system of that publishing entity on a peer-to-peer basis, rather than by a
presence server. A subscribing entity can send to the publishing entity on a peer-
to-peer basis a request to subscribe to the presence information of the publishing
entity. When the publishing entity receives the request to subscribe to its
presence information, the presence information system of the publishing computer
system can allow or deny the request based on access rights ass?ciated with the
subscribing entity. If the request is allowed, then the publishing entity notifies the
subscribing entity of its current presence state and new presence states. The



system can allow or deny the request based on access

rights associated with the subscribing entity. If the
request is allowed, then the publishing entity

notifies the subscribing entity of its current

presence state and new presence states. The 3 presence
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DETAILED DESCRIPTION
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[0018] A method and system for controlling access to presence information on a
peer-to-peer basis is provided. In one embodiment, the presence information
system allows access to presence information of a publishing entity to be
controlled by the publishing entity and enforced by the computer system of that
publishing entity on a peer-to-peer basis, rather than by a presence server. Once
a subscribing entity locates the address of the computer system of a publishing
entity, for example, using a presence server, the subscribing entity can send to the
publishing entity on a peer-to-peer basis, using the located address, a request to
subscribe to the presence information of the publishing entity. When the
publishing entity receives the request to subscribe to its presence information, the
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entity, for exanple, using a presence server, the
subscribing entity can send to the publishing entity
on a peer-to-peer basis, using the |ocated address, a
request to subscribe to the presence information of
the publishing entity. When the publishing entity
recei ves the request to subscribe to its presence
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the "online" state, whereas another publishing entity may specify the presence
states of "on the East Coast" or "on the West Coast" within the "online" state. The
presence information system allows a publishing entity to define access rights of a
subscribing entity based on its own presence model. The presence information
system may also allow a publishing entity to define multiple presence models and
to expose different presence models to the different subscribing entities. For
example, a publishing entity may provide a presence model to their spouse that is
different from that provided to a coworker. In this way, the presence information



states of "on the East Coast"” or "on the West Coast”
within the "online" state. The presence information
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al so allow a publishing entity to define nultiple
presence nodels and to expose different presence

ms9§tleﬁn hnvaQ sblisRingéntiy S elefilé AdpreBbhdd Afodel®at is customized
publ i shi ngh entity may provide a presence

bR e PpnteRbatdng IPUBISHING e Aedialpons iwishing enty to
pr,ﬁ) G@Qﬂei’erﬁ é’é’é?fc'é%? &84 Eif@r%&uﬁg%lﬁigﬁﬁt

ormati on systema ows a pu

[0020] def i ne Figupe els snaediagea illustrating ac pssence emlodéjaﬂ emheo embodiment.

[0021]

ouBe, @Apare: fack) 7o tagps i Befphi L ressce cieles of a publishing
ma,-ﬁqiys T edirkf- mn/@nbrés@héérst&bammﬂbré "&Minel 00A0]"online" 112, and
gure 1 is a diagramillustrati ngha presence nodel in

@nwe@eﬁéﬁﬁ ingyrindisatas heddhe blisking redity is not currently
h'a%?élbr?%%ﬁ'oﬁ ind iRdfcats tﬁﬁﬁfr%a?@z;lnsﬁn{)g“%rﬁg? o ei\nﬁlg.t.lbgqeld on to the

The vel presence
" prédemet ddrier, ambl "Unanailabledbindicatek3thdtOhd | presénce information is

indicates that th ubl i shi ntity is not c en I et
QPR cavddble] nory RAeDAUIVel e SRR RlglesciThgol the “oniine
eptegey\ceSstsw aNtdtyhdrReuedi omttm&hqzzpbﬁae%%rsqmef ‘At home"
and "unavail abl e" indicates that no presence

i iidigaias that the publishiag Enjityaisanliasiat. home “abwenl- indicates that the
f
PEBRRy 8 RiqiFR. Alwkaie AP o B RAIng bbfanigo enty i

hontirie at sane @th&r I0¢&Hlont Hiehepthibt+evel pgemnbetsyates 180laf tkee "at work"
i ndi_cat,e

S RIAEEs stk 2 efitl Sal "BhrbEphoRer daBnahtiat lunch® 133,

t highulakd Shifpsenidtiviey iThe wilrihaevalt pﬁe@eﬁc@tdwt@s 140 of the "in a
Iocat| on. The third- Ievel presence states 130 of the

meﬁmgkprew@%éﬁ%s age tnethﬁerf'GQ nld aRefowqf the pffieaji42, which
n i
ﬁ}‘ : es%erlfl ﬁ&'@%hﬁ oHl)Jr t ﬁﬁf evemarﬂgge é&éﬁg% allgyp user to

oﬂetlm@the merarchyeet pregengs statase asprasenca modiehandto define multiple
out of the office" 142, which are
Fygéos%gg?}nc;d[ﬁé;c” ptive. The presence informtion
syst emnane enbedinferitsedct presdfdd statd inea Picdeats Mobdef may have an
resence states of sence nodel and to define

rrﬁP?(?cg!ﬁ gd aﬁp%%%q;@'grqhygg at defines the access rights of subscribing entities
to presence information associated with that state. When a publishing entity

changes to a new presence state, the presence information system notifies the
subscribing entities that have the appropriate access right of the new presence
state. In general, a subscribing entity is notified of the nearest ancestor presence
state of the new presence state (including the new presence state itself) to which
the subscribing entity has access rights. For example, an employee may give
their supervisor access rights to the "at work” and "in a meeting" presence states
but not give access rights to their "on the phone" and "at lunch" presence state.
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[0021] In one enbodi nent, each presence state in a
presence nodel nmay have an associ ated access contro
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entities to presence information associated with that
state. Wien a publishing entity changes to a new
presence state, the presence information system
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publlsher/state table contains an entry for each publishing entity to which the user
subscribes. For example, the first entry indicates that the user is subscribed to the
presence information of "user5" and that "user5" is currently "online/at work."
Whenever the computer system receives a notification of a change in the
presence state of "user5," the presence information system updates that entry of
the publisher/state table. An instant messaging system or some other system can
access the publisher/state table to identify the current presence state of a
publishing entity to which the user is subscribed. The subscriber/access rights
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enbodi nent. The data structures include a

publisher/state table 201, a subscriber/access rights

tabl e 202, and a presence nodel 203. The presence

nodel represents the hierarchy of presence states,
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enmbodi ment, the acCess rights are speci
vézatemswemput%owswn andl u@erf@ml@laahpnmcmoms phasers, and so on.

p h

2o THAE inavd " IFEENEAD: Ve WRacdiceAnffiiion system on their
rcgﬂmpatetrosﬁstmnpr@hermressnw inforindtioat syswlm incd28] components for
Fi 8ure 3 | a bl ogk diagramthat illustrates data

bRecibing T, GrARRigs? s tthe apH RUDHERIND HTEFERAS formation on a
Sbééﬁf@-p@@%é&s ety PEBkntd nﬂBﬁn@dﬁ?‘ngé’fEﬁt 300 Thdiftes data stores

foll owi ng, the presence information systemis
d89#1304eand 300rand epmeRnents 3a5- 3.®Bt Hhe prasepee fagnalinn system

%Hﬁdo%@' é‘guBﬂ{Hetn‘sf%% 359&&?({?; Bgrl/ééc%gs r@g@ﬁaﬁé %02, and a

appr FUnCl P Ond

ppresedee modepmseasedesmhbedaabm tw‘ithcoefatéme to Figure 2. The
st ens er Sy st e ser conbi pati ons,, groups

oPreseBes ISGRRALER syt e URey/EceRsS: Fiahs able 304 that

Of:oﬁtbfhslﬂﬁrﬁéﬁﬁﬁ forl éHch!ﬂ@i' 'f@rnwﬁhéﬁtaéﬁé% righg Have%éﬂ?%@ﬂned by the

system The presence information sgstem i ncl udes

c Bublishing userorWhen a user subscribes to the presence information of the user,
the presence information system copies the subscribing user's access rights to an
entry in the subscriber/access rights table for use when enforcing access rights.
The set user access rights component 305 allows a publishing user to set the
access rights of subscribing users to their presence information. The receive
subscription request component 306 receives a subscription request for presence
information and either allows or denies the subscription based on the access
rights of the requesting user. The notify subscribers component 307 notifies

subscribing users of changes in the presence state of the publishing user. The



[0024]

[0025]

[0026]

subscribing to, controlling access to, and publishing
presence informati on on a peer-to-peer basis. The
presence i nformation system 300 includes data stores
301-304 and 309 and conponents 305-308. The presence
informati on system includes a publisher/state table
301, a subscriber/access rights table 302, and a
presence nodel 303 as descri bed above with reference

Qré@e%éestgte d %@%&%ﬁe‘s?@@ﬁ?bﬁg f‘ié’cﬁtb?”?hcont nputer system

i ncl udes a user access right
anndnwnqates;rth@azrasarm@r statg ofitthe huset de saccordgrce wahdhe presence

M 5 A e S B o e st

t bé the ecomputer rsfysremtorogeﬁefatmaﬂy‘s B)h the uee | The Jpresence
r's access rights to an _entry in

o TQwTatrsyaterh 692% figh inchiiaoh Brasenon statasiata lore,309 hat contains

aﬂf@é&rédt%f‘é%nce@&e?ﬂ eXHhrelER&S Mokt S conmponent
allows a publishing user to set the access rights

of sub?s’hel b@m.umr@\m toeiwhighy dbenpresenterinfarimation system is

TRV o B SR R 8 ot cvics (.

| Réylsommdl i a)md qmlnmg ievicek), ovstpar dieiyess (4.5€ dlsplay devices), and
subscription based on the access ri ghts of th

r 11R4] | 9RYIGFSe fC-OFheiskodlii¥ep)-s ud&er MRIARTYc éﬁﬁoﬁf@fﬁgescﬂﬁwces are
ngdm Ebfé‘-‘r re &' H@gﬁg r¥H§l‘5‘ ayfc Fh?é\ﬁgﬁ%trhetlér{ée tﬁ%te FhBfetment the

state of t pub g user. presence st
engeaeeceoefqrmonewsmmm 4n casiditiont dtie bgatahstructiurest and message

t
KB RERDRE BR800, A b oghy, sucn as
garmgmalam autmnmtmxcatubns hiale e W apious exonenuitatidie lisksthfy be used,
of the ¢ ut er s ner ted manual |y by the
3ush 251188 (Fledatc & 1054 125p AERURI s g VB AFa9 NNk, 3 point-to-point
| Ah- Hﬂ%oﬁn@étﬁﬁﬁa%llifh%hﬁ n@ﬂh&kséﬁ’d 8o #R9 that contains

the current presence state for each presence nodel.
[ 0024] Emb@dm‘piatqf e msem@eonfwmau@n shstepr msyraeimplemented in

ORI 59043 oL SRR AETEY BBy, somer

kemtnpateds mqamldtdr ltaptd}evievleeé.,, mompmmbsgkﬂvsyemé emigroprocessor-
y devi ces and  storage devices é sk
dbg%g)systf,%s NaT( Wrgﬁlalesg rqelectrni sdrglgltal cameras, network

fﬁg@ulhﬂngllcgﬁrr@gtﬁé?b egﬁﬁ'ﬂfa@né RanpiRetsC aRirued B8HPUShG MRironments
that include any of the above systems or devices, and so on. The computer
systems may be cell phones, personal digital assistants, smart phones, personal
computers, programmable consumer electronics, digital cameras, and so on.

The presence information system may be described in the general context
of computer-executable instructions, such as program modules, executed by one
or more computers or other devices. Generally, program modules include
routines, programs, objects, components, data structures, and so on that perform

particular tasks or implement particular abstract data types. Typically, the



[0027]

[0028]

[0029]

presence information system In addition, the data
structures and nessage structures may be stored or
transmtted via a data transm ssion nmedium such as a
signal on a comunications |ink. Various conmmunication
i nks may be used, such as the Internet, a |ocal area
network, a wi de area network, a point-to-point

di al -up connection, a cell phone network, and so on.

[ @&?&ﬂon&!’f?‘b‘ﬂﬂ@?ﬁo@r% rh&&uI8s Wcérﬁﬁﬂbﬂ@r g tristEd %@desured in
may be i npl enen

vari ous “operating environnment
tN&f'W%@“‘l@Q@'"ﬁ@ﬂ%onal conputers, server conputers,

2132?02? o(g’éé)?o !S?Qtffb‘av g%ﬁ/&@sthawgrgggi % n@%bﬁ@cg%ﬂﬁﬁ’the set user

elaecésonights, comgohent imaoBeasmbodimemtk TREscomponent is passed an

C UGG o o uSBRrERRS Ackats IRhts.de. sy PUPIRRO disaycare to be

Sbéhﬁ@ﬂieoorTW@&blﬁEénetﬂr&oﬁaeé’ﬁ usE?ﬁwtéﬁﬁ%’ﬂw%u rﬁ%ﬁfcﬁ”{ﬁe e publishing
may be cell phones, personal glta assi st ants

phléﬂé§an Foestnahe aceessurights, pr blpckmadbitee cﬂ@nmnmnt retrieves the

L L S

genmpahenbdﬂsalays lrmbrmmmtmahe emewmbfaenﬁémm I ﬂfhé,component

o Gt AEPRY A BeROH e sa Siashases FlayS Bpriolon i Heerclp indlate
i Wh'eﬂﬂé? toraﬂéW'tﬁ@%as@éd’Géé\‘@oce@@k@ﬂfa‘i ré‘éé'ﬁ%@'%?dibs’ln @ﬂicﬁ 403, the

structures, and so on that erform partlcu ar task
ocompenenkeracefygstaceasarightsstor dbe passed useriom the publlshlng user.

Typi | t

PP 0,0 B Y RO, ot o
enbworess sghis@I2g passpd eset. Thexohiponedt thgnasonletes.
ot 0 P B, A g v et
D@ﬁﬁ@cﬁlpﬁﬁn rbqGe st aontibright # Bﬁérer%&ﬁﬁeﬁﬁcﬁé ddn%‘&n%ntt% passed

t he publishing user are to be controlled
c@ﬁﬁﬁﬁ'@ﬁ’t‘orb pbei ayesting usen anc detarminas wbgﬂnenm @fownher deny the

lLe§h' deﬁ&ﬁﬁ bR P tf\ié &Qﬁa@&%ﬁﬁ'?@h‘ié félﬂﬁesdoégln%t gontain an

e conponent re resence
t Batryl for alhpr cquueatieg fuser} liverpdhe ecbmpmentl derhbec’dhe46éQuest and

oPoueRIER BRE 1T RBrBERghN aRnmUes”ht Block 32 "Th BB5k s02, the

component retrieves the entry from the user/access rights table for the requesting

user. In block 503, the component stores the entry in the subscriber/access rights
table. In block 504, the component notifies the requesting user that the
subscription has been allowed. The component then completes.

Figure 6 is a flow diagram that illustrates the processing of the notify
subscribers component in one embodiment. The component is invoked when the
presence state of the publishing user changes. The component is passed the
new presence state and notifies the subscribing users as appropriate. In block
601, the component selects the next subscribing user as indicated by the
subscriber/access rights table. In decision block 602, if all the subscribing users

10



[0030]

may di splay an indication of each presence state and
allow the user to indicate whether to allow the
passed user access to that presence state. In block
403, the conponent receives access rights for the
passed user fromthe publishing user. |In block 404,

t he conponent updates the user/access rights table to
reflect the new access rights of the passed user. The

Cﬂﬁ‘?@@@ad&%ﬁ@%b@d%hei@ﬁ@%n{: dNehE rét}g.thshaeléé W6 component

diagramthat illustratés t Eroc ssm ‘the receive
s GBRIHUGS atdnockeBib sin WosiHodRit eucnrrmeeatnmm\neerthe atess rights of

SPSREHed, AuBEY B0, G 0. Ar U s o o o
r piprEsente nitetel sovespunaig folthe ridw plresense Gfa&@cﬁﬁblocks 605-607,
s not contain an entry for the

hts tabl
r ' 83?1!)2’365% @Ppst?r?&ﬁcmﬂ% f%%&%ﬁemesampe%wf REesangaesiate of the
aﬂ@w ﬁl@@@ﬁ@é §%te ?d %ﬁﬁhﬁew&?@hbgﬁlﬂ egces t}ﬂée QJ:(%%E rights. In

. I'n bl ock conmponent retri
f d@ﬁlsmdolg@eﬁwadtté@s?eﬂeogm podalis thefroot ndde, rtimxuﬂ;@tsubgcnbmg user

h
380 L0 3 0t SRTRENSThe 1 il 81 L o
c torplok B0 Intotsdiea shé hextr ﬁibik@ﬁbm?gls% edlsd s cdfBonent continues at
Sgﬁnﬁﬁgp@sl Oreas b Egh%'@'eg‘#'etge geh%@%oggp%ﬁghg:% is authorized to
. hbé@stsrmbes%uéasd w&%@é's@&eofhmewmwen& ¢BRA &block 608,

conponent i n one enbodi nent . mponent 1S I NVO
waise thﬁ@ommhcwmsatﬂombum blobk 6@7uthercomponent selects

0 B TR RE 788 B BERSTES 1o ot

amheﬂwrltlaé eelebmﬁubﬁsrlblﬁghset Iwamnonznwm actRlse ehé stleted parent

t di db
< fder B aigakeadid 4hS CombeneRbpends fn J@vastmrpfahwewe state of
| theasdlediba rﬁiéié%ﬁh@'s@%ct&%@os%ﬁb#ﬁ Vd%e?'a RPR to block 601 to
e R

sel ected, then the conponent retu
céﬁlp@hféﬁtnexwuhsqmbm ugerbl ock 603. In bI ock 603, the

Cuboor e, ? & BT el oY doiasetibd i E51ete access

t bentral distotomipbaent insems errrbmkhhenbr lmﬂﬂ@m‘mhi@l%@nt hRe presence
| GEER, rth MainteRs ReACesS Gel et e sarETesence state.
SiWieh He PhesentBVstRicCsRIgRsS 1Rd ﬁ)réébriﬁ‘é' fforkdd®ion &yRre dnay visit
subscri bi ng user has access ri ght I'n
each ancestor node of the new presence state and notify subscribing users as
indicated. The presence information system may store at each node an indication
of each subscribing user that has access to the presence information of that state.
In such a case, a subscribing user would be identified at each node from the root
node to the node of the most detailed presence state to which it has access. In
an alternate embodiment, the presence information system may indicate the
subscribing users only at the node of the most detailed presence state to which it
has access on each path to a leaf node. Although this embodiment would avoid

the storing of redundant information at ancestor nodes (since a subscribing user

1



[0031]

deci sion block 605, if the selected node is the root
node, then the subscribing user does not have access
rights to the new presence state and the conponent
| oops to block 601 to select the next subscribing
user, else the conmponent continues at block 606. In
deci sion bl ock 606, if the selected subscribing user
is authorized to access the selected presence state,
t Inedy ‘b@eawqathéi/énhbééé%sn i btb°§l'|‘ ﬁ%@ﬁt%gﬁ{é&i&estates), the
conponent conti nues at bl ock ocC , the
c PreRemeat intosmaton system mtédmeadde \oslt ehech swidecoredhe path of the

”%Qaegggcr{é“%vd g?&%n%ﬁ? QL;%ler %39&@&\%9&@‘3 \A@%atég@éde The

the's ed ‘subscri brng User
t Iaerrmhent gehgratesndn aoce:hs cdnltrobhstab HE08ssdcisted mmogwht presence

ag i ndi cation 8f g glr esence state of th
F Bt danBFﬁe‘;ef‘Bet’HQ glel Bt BIgC uf¥e s ﬁ@maeeentaﬁalects the next
t@@ﬁs&rﬂﬂf&%& &'tﬁé‘éu@@énﬂe‘?/acé@fl er‘ig#ht& tt‘@ol e)Fﬁ ecision block 702, if all

subscrlblng user. Figure 7 I agram
t e suhsesbingt él§et31ehépteocai@§|dvlgb@fenase|e@mch Hvaresthe component

OB, 853, SRTRERRRhT RGOS BBOL 740, (B 700, o

acompoasst mréved thei aatce‘s@rngm@ lispociatedcwitls ttAé elec® Bubscribing

& Seln T Bpcks B For e evananont ks 8ddingdha@pectsd subscribing
ph§§|e!?90tﬁe~°dc@é§s Eovetrd1 fbtsTof e%léﬁ#atée*?ﬂca%té{é%ét e selected subscriber

i ndi cated. The presence I nfor I on system may st
acapAagees»ddn ahi0¢ma06,atheonombonefddelmlbstbemaxhg»rempe state. In

f
i ISETE, 8,05 Tty s e
i dgmpopemg Iaupse?):ig)lcmdeN rtomsélbet tttw?weg(nwbsmbm Guser else the
t he mpst det aj resence state iC
Rgg'%gg%@s cop ab'%&ﬁ - enfBoHeEien, b{qqg B@%sgng\? selected
i @ﬁ@édm‘dgﬁﬂséb’ %t Slﬂ‘ﬂwﬁﬁi’ed Reliaeaéss EH‘@seI%H@%beek&'eHSe ‘é‘f@fésthen the

only at the node of the nost detaliled presence sta
t 60mﬁpﬁﬁm‘| Pontlﬁ'&@sa%tc@lé?gk o97e&lge ﬁm ﬁomoaen'ehxopaot@eblock 704 to

AL %l'%@f‘% hBktSoreahiped BB oRR ‘M’%‘lo‘ég( gg td?)fnsp% %H ggdé’ the selected

undant T nf'ornation ances

ssblssnrlbmgwlgseme thelAccesg doatrablist aesbdiatedanith mcrm of the selected
t he resence

ht s to nces st at
Ak Stele epd R om0 RioEh 784 10 B6fet thecnn piRsaee state.
t he parforethd h:ﬁ'egéiﬁéelt il b8 %pﬁ%l&é&&ﬁé‘l‘?ﬁ)e%ﬁfﬁ:t émbb&Ments of the
the root node to | eaf nod
presence mformatlon system have been descrlbed herein for purposes of
illustration, but that various modifications may be made without deviating from the
spirit and scope of the invention. One skilled in the art will appreciate that the
users associated with an enterprise (e.g., a corporation) may have their presence
models stored on and/or enforced by a server of the enterprise. Thus, such a
server would act as a proxy for the computer system of the users. Accordingly,

the invention is not limited except as by the appended claims.
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[c1]

[c2]

[c3]

[c4]

[c5]

conmponent generates an access control |list to be
associ ated with each presence state of a presence

nodel . In block 701, the conponent sel ects the next
subscri bi ng user of the subscriber/access rights
table. In decision block 702, if all the subscribing

users have al ready been sel ected, then the conponent

conpl etes, el se the conmponent continues at bl ock 703.

I'n block 703, the conponentg[AjMEgeves the access

rights associated with the selected subscribing wuser.

I n blocks 704-707, the conponent |oops addi ng the

ss&gcted subscribing wuser to the access control lists

of W& ERIMr esence state that the sel ected subscri ber

can access. In block 704, the conponent selects the

next presence state. In decision block 705, if al

t he présencA metiodsinha igstatareputer bestamsel adirsidentithdar controlling

o B BAES S os AR aliSh AL HTinR AE sithod 8maishg:
bl ock pRAvidimg dewiestin droskter @stehi dcBBs$elghes @ entities to the

subscri bing user is authorized fo access the sel ected

presence st Riegened iformation i fisshentlynt i nues at bl ock
707, g | 7 .
et&%ﬁ@&m%@aﬁd &ﬁ@%@%@%ﬁf&)ftﬁeé@% 8EUGH request to

t he next ence state. |
adds t he se$uliscgbe taptesencdinfgrmation afdhe fiest 2atigs and

trol L. lated with th d th | ect ed
or esentendifd BT 15 Ao hppier Fshbn he.stnnd caduruter system
the next prpereesnce mfeitatiohnQI3A4 fifst eftifyne af:@én%ﬁﬁbé‘tgvri]tgithe access

will be appreciated that specific enbodi ments of

presence i niAHESf thersespadantiave been descri bed herein

for purposes of illustration, but that various

nodi fi cati ons may be nade wi thout deviating fromthe
spirit2and Hoempeethod tdieclaimv @nvherein Beefiskicblmpaiternsyistem and the

ar%3 ‘?V’M’.kﬁ}rl agqreci :i\te that the wusers associated with an
eREEY|S FURPYIET BYSIe ABREEMt i on) may have their
presence nodels stored on and/or enforced by a server

of the enterprise. Thus, such a server would act as a
proxy $or tHee swatped &f olgigx &nwhkereinhiheytiist somputer system and the

PSSR Sbbtar WS EM SR PP B B! oftfos wher o
computer system provides access rights of entities to the presence information of
its entity.

4, The method of claim 1 including providing at the first computer
system a presence model specifying presence states of the first entity.

5. The method of claim 4 wherein multiple presence models are

provided for the first entity and wherein the access rights of entities further identify
a presence model.

13



[c8]

[c7]

[c8]

[c9]

[c10]

[e11]

[c12]

1C11 1. A nethod in a first conputer systemof a first
entity for controlling access to presence information
of the first entity, the nethod conprising: providing
at the first conputer system access rights of entities
to the presence information of the first entity;
receiving froma second conputer system of a second
entity a request to subscribe to presence information

of thegfirsthgninetnbd HPciaRR ol NGhéreRM rhidGplk! Pnﬁésence models are
conputer systemto the second conputer syste

pPERdgR® fonlbe Hfitst entityf andewherein different presemceonuwmietse apply to

Wi fights of the second entity. [c2] 2.
Tﬁggﬁémﬁggﬁgﬁegi m 1 wherein the first conputer

system and the second conputer system are peers. [c3]
3. The_nethgd of claim 1l wherein the first conputer

systemand The MQIBEHd Of oRiAIMerd syoeEain athe | pregence states are

neferaickicaily GRIEMG Systems of entities where a
comput er syst'em provi des access rights of entities to

the presence information of its entity. [c4] 4. The

nmet hod,of claim1,.includi.ng provjdin t the first .
conput 8r s?@? er!p]egm%f é’i _eﬂ@@" n%d‘@"e@ﬁgéﬁ? yAGHeSpr Bgldcapecify the
sPae_ts@ﬁc@fstdtbg_td whih tR8%btdnd b6t} has atbesgret hod of

claim4 wherein nultiple presence nodels are provided

for the first entity and wherein the access rights of

o TheDmet node BB b A SRS EnlP B pedin.

nodel s are provided for the first entity and wherein

di fferent presence els apply to different other

entiti i@ [Jé'ﬁ mﬁfh%fj%madeewau PRUY {FR ARYiRet he

presence states are hierarchically organized. [c8] 8.

The nmethod of claim4 wherein the access rights

speci f §1t heTlpe avethod &ft alagp 1 ovhérerh aftee reeziding feorni the second

hggm%ﬁfe‘?sgystem of the second entity a request to subscribe to presence
information of the first entity, determining whether the second entity is allowed to
subscribe to the presence information of the first entity. '

12. A computer-readable medium containing instructions for controlling a
computer system of a user to provide peer-to-peer access to presence information
of the user, by a method comprising:

providing at the computer system a presence model specifying a hierarchy

of presence states of the user;

receiving at the computer system access rights of entities to the presence

information of the user, the access rights for an entity indicating the
presence states of the user to which the entity has access such that
when the entity has access to a presence state of the user, the entity
also has access to all ancestor presence states;

14



[c13]

[c14]

[e15]

[c9] 9. The nmethod of claim 1l wherein an entity is a

person. [cl 0] 10. The nethod of claim 1 wherein an

entity is a device. [cll]11. The nethod of claim1

wherein after receiving fromthe second conputer

system of the second entity a request to subscribe to
presence information of the first entity, determning

whet her the second entity is allowed to subscribe to

the pr essnggyg ifiohe cOMputt sYstdnie of e bnfiflls feyuebeltd] subscribe the
12. A conputer-readabl e medi um contai ning I nstructions

for contr ol Epiitipsdo presaneedpfospatiempbtheauseser to

providg I grel r

o "t he B2 Feedifing o tnd EERP MG bRIET HEEbH B dpAba an entiy to
conput er sytl'teepmaemn'eemmrmtlun@éthesmgfyl ng a

hi er ar chy f resence of the, us recei vin

at the corrpa?t? ‘%E §EerF@Ws'sofa '@W?F'tf%saqcﬁgs presence
t he presence In'hmrﬁﬁtnbﬁ@que G- Hsgr, the access

rights for an entity indicating the presence states

of the userWhenhiscietermained thatthraentiy iscabowarttp apeass presence
when the entity t f.ot

dser, theont ity TATEEERTE UL SERSAREHE GuE) 1o IR presence
pr esence st at es; inﬂo¢mae'omof/thugu§erpamd:on'puter systerrs of

the ent Eﬁ |:F%leest S@;‘ ﬁ bscrii b the entities

pr esend ep S PHRENER Skixe P Bg?ls W&E?Wlﬂﬁ@se&'tce state,

t he conput efor eities that 8@“3&6sdi19e&%51%' preséhce iHtbimiation of the
to the presence information of the user, determning

whet her the enti#Seris all owed to access presence

i nformation of t; : T 4han lhhnd n

that the entity NEg, 8" fettaEl shbessdr ERERL"Ge 1o the new
i nformation of the ugwesermebstate o mghidth¢heeehtityyhd® atbess rights;
presence information of the user; and when the

presence state of t héSser changes to a new presence

state, for entitdRliid'®f th@r&)rﬁp@céﬁ y4t8fh &fOthehéhtity an indication of

presence information of the
the identified presence state as the new presence state

of the user.
138. The computer-readable medium of claim 12 wherein muitiple
presence models are provided for the user and wherein the access rights of an

entity specify a presence model.

14. The computer-readable medium of claim 13 wherein a current
presence state is maintained for each presence model.

15. The computer-readable medium of claim 12 wherein an entity is a
person.

15



[c16]

[e17]

[c18]

[c19]

[c20]

[c21]

[c22]

user, identifying the nearest ancestor presence state
to the new presence state to which the entity has
access rights; and sending to the conputer system of
the entity an indication of the identified presence
state as the new presence state of the user. [cl13]
13. The conputer-readabl e medi um of claim 12 wherein
mul tiple presence nodels are provided for the user

and whagei NTheoagsiRssreadableSmatiuh of VMHim! Y2 SiRGeihYarf entity is a
presence nodel. [cl4] 14. The conputer-readabl e nmedi um

ofde¥ic&i m 13 wherein a current presence state is

mai nt ai ned for each presence nodel. [cl1l5] 15. The

conmput er -readabl e nedi um of claim 12 wherein an entity

is a p&r somhe tonjmitéireaGabléhmedianpot elaim aadabluding modifying the
medi um of clagim 12 wherein an entity is a device. [cl
7Pre_LsRnc?H'%o mput er - r eadabl e nmedi um of claim 12

including nodifying the presence nodel. [018] 18. The

conmput er -readabl e nedi um of claim 17 wherein the user

modi fi 8. t héher ezppdiereatidble [rnedumL Df Tlém 17 wherein the user

C WA j,um of claim 12 wherein the user
s%%@eﬁﬁg@ggéﬂg%llghts of the entities. [c20] 20.

A nethod in a conputer systemfor controlling access
to presence_ information of a first entity, the nethod

conpr i $Png: The oBPHigTFeadabl enpdivaemiccliaigens wheraimethe user
o SRPEE e Jooeps Rl iy SR, L e model havi ng a
current presence state;
20. A method in a computer system for controlling access to presence
information of a first entity, the method comprising:
providing multiple presence models for the first entity, a presence model
specifying presence states of the first entity, a presence model
having a current presence state;
providing an association of a presence model to an entity; and
when a presence state of a presence model changes, notifying computer
systems of the associated entities of the new presence state for the

presence model.

21.  The method of claim 20 wherein the access rights of an entity are
specified based on the associated presence model.

22. The method of claim 21 wherein the notifying is in accordance with

the access rights of the entity to presence information of the associated presence
model.
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[c23]

[c24]

[c25]

[c26]

[c27]

[c28]

provi ding an associ ation of a presence nodel to an

entity; and when a presence state of a presence nodel

changes, notifying conputer systens of the associated

entities of the new presence state for the presence

nodel . [021] 21. The nmethod of claim 20 wherein the

access rights of an entity are specified based on the

associ ated presence nodel. [c22] 22. The method of

cl ai m 23, whepgimethbg o @ldimy20"@hefeih B HESEREARBRelstd hierarchy of

the access rights of the entity to presence

i PreFangeistaieds the associ ated presence nodel. 16

[c23] 23. The nethod of claim 20 wherein a presence

nodel is a hierarchy of presence states. [c24] 24.

The mehod The chethod 2B oMiry 23 wrsreitirdr biitity Ss motifiéd of the nearest
near est ancestor presence state to the new

f th
o PECERICEPEsaRee SEIGER e o REPaNce Hate tacwhish the PRty hias access

[ ¢ighls. 25. A conputer-readabl e medi um cont ai ni ng
inStructions for controlling a first conputer system
of a first entity to provide access to presence

ent i

compr | 8Png: ARPIR G berBeH L e USRS ragien or controling a
afip? TBNMPLBdY systSm af SFONGhtRPtd piovide addd8s 6 PP&IEFRe information of

information of the first entity; and when presence

i tirshentdy, e metBodicesprisig ty changes, sending from

the fi i : C S :

of -t ne PG A e s R o S s MRS B Sk R entiy to
presence i ntherprasénge ioformiation iof the finst entity; and

accorda ' t he, access rj.ohts, of.the second .. .
ooty ARBE pbbddhd I oRRERR of ISt Gitny BfarieioRpnding from the firs
cl ai m 25 whesrapitet Bgstbi ®ta sé@tﬁmb@hgﬁtéi*sggfeﬁﬂéf fhieesecond entity
second conputer system are peers. [c27] 27. The

conput er - r eBRdBliGAtRBAT e shapgaimpresensrindoimation ofithe irst entity
conput er Sy@tﬂb%cbﬁﬁthﬁﬁ‘é%ﬂe&%@% o thY e flity. "
a network of conputer
26. The computer-readable medium of claim 25 wherein the first
computer system and the second computer system are peers.

27. The computer-readable medium of claim 25 wherein the first
computer system and the second computer system are in a network of computer
systems of entities and a computer system provides access rights of entities to the
presence information of its entity.

28. The computer-readable medium of claim 25 including providing at

the first computer system a presence model specifying presence states of the first
entity.
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[c29]

[c30]

systens of entities and a conputer system provides

access rights of entities to the presence information

of its entity. [c28] 28. The conputer-readabl e nedi um

of claim25 including providing at the first conputer
system a presence nodel specifying presence states of

the first entity. 17 [c29] 29. The conputer-readabl e

medi um of claim 28 wherein nultiple presence nodels

are pr@gi dedhéocompetdrireadialsiat Mediwnd ohhelaieh N28Nwherein  multiple

entity is associated wth_one of the presence nodels. o
[ Dseenss. BT difp ubioVIdeBalRln e st BTy a6 awhptEn an entiy is
WagE6¢iatelAtP6 RS 8NHR préséi@Smaagishi erar chical Iy
organi zed. 18
30. The computer-readable medium of claim 28 wherein the presence
states are hierarchically organized.
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