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20 (FDMA), and AM modulation schemes such as amplitude companded single
sideband (ACSSB), the spread spectrum modulation techniques of CDMA have
significant advantages over these other modulation techniques for multiple
access communications systems. The use of CDMA techniques in a multiple
access communications system is disclosed in U.S. Pat. No. 4,901,307, entitled

25 "SPREAD SPECTRUM MULTIPLE ACCESS COMMUNICATION SYSTEM
USING SATELLITE OR TERRESTRIAL REPEATERS," issued Feb. 13, 1990, and
U.S. Pat. No. 5,103,459, entitled "SYSTEM AND METHOD FOR GENERATING
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30 incorporated herein by reference.

CDMA systems are typically designed to conform to one or more
particular CDMA standards. Examples of such CDMA standards include the
“TIA/EIA/IS-95-A Mobile Station-Base Station Compatibility Standard for
Dual-Mode Wideband Spread Spectrum Cellular System,” the “TIA/EIA/IS-

35 95-B Mobile Station-Base Station Compatibility Standard for Dual-Mode
Wideband Spread Spectrum Cellular System,” the TIA/EIA /IS98-A, -B, and -C
standards entitled “Recommended Minimum Performance Standard for Dual-
Mode Spread Spectrum Cellular and PCS Mobile Stations,” and “The cdma2000



Each CDVA standard defines an air interface protocol used by that standard
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revision. The communicating devices are typically designed to support one or
more revisions (e.g., a range of revisions). Communication between the access

25 terminal and radio network is then achieved using any one of the commonly
supported air interface protocol revisions.

The desire for increased wireless functionality and capacity has resulted
in ever more complex air interface protocols. In particular, the air interface
protocols have evolved to perform numerous complex functions, including

30 voice communication, data transmission, and so on.

The conventional method of defining a new revision for each new air
interface protocol was adequate for more “simple” protocols in the original
CDMA system design. As the number of functions and their complexity
increase, the conventional method is cumbersome and inadequate. The

35 conventional method also does not easily support the implementation of
additional functions in an existing air interface protocol or implementation of a
subset of the functions in the air interface protocol.

Thus, an air interface protocol structure that efficiently supports
implementation of a variety of functions is highly desirable.
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received. Each list of processed attribute values includes one or more attribute

25 values considered acceptable to the second entity. The layers and protocols in

the first entity are then configured in accordance with the received list of

processed attributes and their associated processed attribute values. In an

embodiment, each processed attribute is associated with one processed

attribute value. In an embodiment, the layers and protocols in the first entity

30 are configured with their default values if corresponding processed attribute
values are not received at the first entity

The first or second entity, or both, can implement a state machine having

a number of states including: (1) an inactive state indicative of inactivity prior

to a session negotiation, (2) an initiated state indicative of the session

35 negotiation over the list of selected attributes, and (3) an open state indicative

of active communication between the first and second entities. The initiated

state can be implemented to include (1) an access terminal initiated state

indicative of the session negotiation over attributes selected by the access
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25 configurable layers or protocols, or both, in a communications system. In
accordance with the method, a set of default layers and protocols is maintained
for communication between a first entity and a second entity. Similarly, a set of
zero or more configurable layers and one or more configurable protocols, or a
combination thereof, is maintained for communication, with each configurable

30 layer and protocol corresponding to an attribute that can be negotiated
between the first and second entities. A set of configuration messages is
provided that can be used for sending and receiving configuration information
related to each configurable attribute. A state machine is provided to track the
operating state of the first entity. The state machine can include the phases and

35 sub-phases described above.

The set of default layers and protocols typically includes a configuration
protocol used for sending and receiving messages that support negotiation and
configuration of the set of configurable attributes. The configuration messages
can be implemented at a session layer of the communications system. Each
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architecture suppor e I'nvention;
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respective |G 5 dhows a di agram of a specific enbodi ment of the | ayers
and their dSF Ycols for the layering archltecture shown in FIG 3; WO

01/58108® PCT/ USQheO@f&htion further provides method and apparatus suitable for
implementing configurable layers and protocols at the radio network.

BRIEF DESCRIPTION OF THE DRAWINGS

25 The features, nature, and advantages of the present invention will
become more apparent from the detailed description set forth below when
taken in conjunction with the drawings in which like reference characters
identify correspondingly throughout and wherein:

FIG. 1 shows a diagram of a spread spectrum communications system

30 that supports a number of users;

FIG. 2 shows a block diagram of an embodiment of a radio network and
an access terminal;

FIG. 3 shows a diagram of an embodiment of an air interface layering
architecture supported by the invention;

35 FIGS. 4A through 4C are diagrams of a specific embodiment of a high
data rate (HDR) channel structure, a forward channel structure, and a reverse
channel structure, respectively;

FIG. 5 shows a diagram of a specific embodiment of the layers and their
protocols for the layering architecture shown in FIG. 3;



6 FIGS. 6A and 6B show state diagrans of an enbodi nent of a session boot
protocol for the access term nal and radi o network, respectively; FIGS. 6C
and 6D sivovwssade di agranms of an enbodi nent of a sessi on PCDUS61I39% ot ocol
for the access termnal and radi o network, respectively; 5 FIG 7A shows a
fl ow di agram of a specific inplenentati gn of a session open phase; FIGS.
7B and 7C show fl ow di agrans of a specific inplenentation of a session
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PCT/ US01/ 039848 nats 110a through 110c communicates with a radio network through a set
of base station transceivers (BST) 112a through 112e via over-the-air links. Each
base station transceiver 112 couples to a base station controller (BSC) 114 and a

visitor location register (VLR) 116. Base station controllers 114 (and base
25 station transceivers 112) may also couple directly to each other, as shown by the
dashed line in FIG. 1.

As used herein, an access terminal is a device that provides data and/or
voice connectivity to a user. The access terminal may be a stand-alone, self-
contained data device such as a cellular telephone, a personal digital assistant

30 (PDA), or other types of stand-alone data devices. The access terminal may
also be a unit or module configurable to couple to a computing device such as a
desktop or laptop personal computer. As used herein, a radio network is the
network equipment (e.g., base station transceiver 112, base station controller
114, and visitor location register 116 in FIG. 1) that provides data and/or voice

35 connectivity between a data network (e.g., a packet switched data network such
as the Internet) and the access terminals. Connectivity is typically provided at
a link layer, as described below.

FIG. 2 shows a block diagram of an embodiment of a radio network 210
and an access terminal 250. At radio network 210, traffic data from a buffer 212



7 and control data froma control system 214 is provided to an encoder 216
that encodes the data with a particular encoding format. The encodi ng
format mawo oi/seabside, for exanple, cyclic redundancy checkpPCTRS)1/Bp810di nNg,
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network 21Q.+.Hg @gcoded data is then provided to a controller 262.

Traffic and control data transm ssion from access_ term nal. 250 to radio
network 210 occd¥cgess tgr | %oRe Hreabrgnsngiegd sigaahis rﬁ‘i@vtefid?}f 12 29ETH 1 om a
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the capabi Liti65 910 bP&iurs via a complementary signal path. The traffic data from a
buffer (not shown in FIG. 2) and the control data from controller 262 is encoded
25 by an encoder 264, modulated by a modulator 266, conditioned by a transmitter
268, routed through duplexer 254, and transmitted via antenna 252. At radio
network 210, the transmitted signal is received by antenna 224, routed through
duplexer 222, conditioned by an RF receiver 226, demodulated by a
demodulator 228, decoded by a decoder 230, and provided to control system
30 214.

As used herein, a forward transmission refers to a transmission from
radio network 210 to access terminal 250, and a reverse transmission refers to a
transmission from access terminal 250 to radio terminal 210. The demodulation
and decoding formats on the reverse path can be, and is typically, different

35 from those of the forward path.

As with many communications systems, the communication between the
access terminal and radio network is achieved via a set of “layers” that define
the modes of operation, the supported features, and the capabilities of the
communications system. Each layer consists of one or more layer protocols (or
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can be modified or updated without the need to modify the remaining layers

’\

(or protocols). This can be achieved, in part, by defining and maintaining the
25 interfaces between the layers such that new functions can be easily supported.
The modular design also allows for isolated modification of a layer and its
protocol(s).
Each layer includes one or more protocols that perform that layer’s
functionality. In accordance with another aspect of the invention, the
30 protocol(s) of a particular layer can be individually negotiated between the
access terminal and radio network (e.g., at the start of a communications
session). The access terminal and radio network can each be designed to
support a different set of protocols, but they can still communicate with each
other via the protocols that are common to both. The negotiated layers and
35 protocols feature allows for flexibility in the design and use of different
versions of an air interface protocol, without the need to explicitly define and
maintain each modification as a new air interface protocol, as is conventionally
done.
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Stream layer 322 provides multiplexing of various application streams.

In a specific embodiment, the communications system supports four
application streams labeled as streams 0 through 3. In an embodiment, stream

25 01is used for signaling between the access terminal and radio network, stream 1
is used for packet data transmission, and streams 2 and 3 are used for other
applications. As shown in FIG. 3, the signaling stream (e.g., stream 0) is
supported by a Signaling Link Protocol (SLP) 330 and a High Data Rate
Messaging Protocol (HMP) 332, and the packet data stream (e.g., stream 1) is

30 supported by a Radio Link Protocol (RLP) 340 and a Point to Point Protocol
(PPP) 342. In an embodiment, a default signaling stream (i.e., a default
HMP/SLP) is used as the default for stream 0 and a default packet service (i.e.,
a default PPP/RLP) is used as the default for stream 1, if these streams have not
been negotiated between the access terminal and radio network.

35 SLP 330 provides reliable and “best-effort” delivery mechanisms for
signaling messages, and HMP 332 provides message transmission services for
signaling messages. RLP 340 provides retransmission and duplicate data
detection for a particular defined data stream and one implementation is
further described in IS-707. A different implementation of RLP 340 than that
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within the_.scope o e, present invention. The pi , , and contro
channel s af@ OHEYHEF: anch SARICHARR r SEUEYTS it pajgreg based dirs heopRATHAIAT i n
c 3 mgu ni ZQan icharastdristich eif ﬂ&iﬂ&laﬁ@trmgiksioﬁ Imﬁ the ﬁera@inia@n@dslé $ihkar e
"dedi cated"” 30 an s) assigned to e acgess term upo.
establ shient of 1 oo tgys” 3 dhigind b A8, BEREERmRE OO Rort BN chanpel,
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structure I affl
R e
or more control channels 428. MAC channel 424 further includes a forward
25 activity channel 432, a reverse activity channel 434, and a reverse power control
channel 436. These channels can be designed in various manners, and this is
within the scope of the present invention. The pilot, MAC, and control
channels are “common” channels shared by a number of access terminals in
communication with the radio network. The traffic channel(s) are “dedicated”
30 channel(s) assigned to the access terminal upon establishment of a session.
FIG. 4C shows a diagram of an embodiment of reverse channel structure
440. In this embodiment, reverse channel structure 440 includes one or more
traffic channels 442 and an access channel 444. Traffic channel(s) 442 further
include a pilot channel 452, a MAC channel 454, and one or more data channels
35 456. MAC channel 454 can further includes a reverse rate indicator channel 462
and a data rate control channel 464. Access channel 444 further includes a pilot
channel 472, a MAC channel 474, and one or more data channels 476. MAC
channel 474 can further include a reverse rate indicator channel 478. Again,
these channels can be designed in various manners, and this is within the scope
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25 parti cuPgst plication. A streamcan be defined to carry signaling
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The access
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of the layers an ayerlng a cture
whi ch are @@gl,%ﬂm@ ggmmbodlment other than to set up a session, a connection

does not exist without a session.
A stream is a transmission channel used to send information for a

25 particular application. A stream can be defined to carry signaling information,
traffic data, other types of data, or a combination thereof. The access terminal
and radio network can be, and is typically, designed to support concurrent
transmissions of multiple streams. Streams can be used to carry data with
different quality of service (QoS) requirements, or other applications.

30 FIG. 5 shows a diagram of a specific embodiment of the layers and their
protocols for layering architecture 300 in FIG. 3, which are designed to support
HDR channel structure 410 in FIGS. 4A through 4C. As shown in FIG. 5, each
layer includes zero or more protocols that perform the layer’s functionality.
The protocols use signaling messages and/or headers to convey information to

35 the other entity at the other side of the air link. FIG. 5 shows some of the
protocols included in the layers of layering architecture 300.

In the embodiment shown in FIG. 5, MAC layer 314 includes a control
channel MAC protocol 514a, a forward traffic channel MAC protocol 514b, an
access channel MAC protocol 514c, and a reverse traffic channel MAC protocol
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terminal and radlo network follow durlng a connection. Initialization state

25 protocol 518b provides the procedures that the access terminal follows to
acquire a radio network and the procedures that the radio network follows to
support network acquisition. Idle state protocol 518c provides the procedures
that the access terminal and radio network follow when a connection is not
open. Connected state protocol 518d provides the procedures that the access

30 terminal and radio network follow when a connection is open. Idle state
supervision protocol 518e provides the supervision procedures that the access
terminal follows when a connection is not open. Connected state supervision
protocol 518f provides the supervision procedures the access terminal and
radio network follow when a connection is open. Packet consolidation protocol

35 b518g provides transmit prioritizing and packet encapsulation for connection
layer 318. Route update protocol 518h provides the means to maintain a route
between the access terminal and radio network. And overhead messages
protocol 518i provides broadcast messages containing information used by the
protocols in connection layer 318.
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then one entity sends a keep alive message to which the other entity responds.
25 Session boot protocol 520a and session control protocol 520b are
described in further detail below.

Stream layer 322 includes a stream protocol 522a. In the transmit
direction, stream protocol 522a adds a stream header to data packets and
ensures that the packets are octet aligned. In the receive direction, stream

30 protocol 522a removes the stream header and forwards the packets to the
proper application.

In an embodiment, the protocols are defined by their interfaces and
protocol states. In a specific embodiment, four types of interfaces are defined
and include: (1) headers and messages, (2) commands, (3) indications, and (4)

35 public data. For the following discussion, the term “entity” is used to denote
either the access terminal or the radio network.

Headers and messages are used for communication between a protocol
executing in one entity and the same protocol in the other entity.
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opened or not, if a session is opened or not, and so on), and other factors.
25 Transitions between protocol states are triggered by the occurrence of
particular events, which are also captured by the operating states. Examples of
events that can lead to a state transition include the receipt of a message, a
command from a higher layer protocol, an indication from a lower layer
protocol, and the expiration of a timer.
30 The radio network is capable of communicating with a number of access
terminals concurrently. The radio network instantiates a signaling protocol for
each access terminal with which it communicates and thereafter maintains a
protocol state machine for the access terminal. The radio network is capable of
maintaining multiple independent instantiations of the signaling protocol, each
35 with its own independent state machine.
In an embodiment, an inactive state, an open state, and a close state are
provided for each of a number of protocols. The inactive state is entered when
the protocol is not functional at a particular time. For example, the access
channel MAC protocol at the access terminal enters the inactive state when it
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In an embodiment, a stream, layer or protocol may further be associated
25 with a Subtype that identifies a specific instance of the layer or protocol (e.g.,
the default access channel MAC protocol and perhaps one day, the extended
and bloated access channel MAC protocol, or others).
The layering architecture shown in FIG. 3 supports a variety of
applications. In accordance with an aspect of the invention, for minimum
30 compatibility, a set of default applications are defined which is supported by all
access terminals and radio networks. In an embodiment, the default
applications include a default signaling application and a default packet
application. The default signaling application provides the means to send
messages between a protocol in one entity and the same protocol in the other
35 entity. The default packet application provides a PPP octet stream between the
entities.
In an embodiment, the default signaling protocol includes (1) a
messaging protocol (e.g., the HDR messaging protocol) and (2) a link layer
protocol that provides message fragmentation, retransmission, and duplicate
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configurations for used in subsequent communication.
FIG. 6A shows a state diagram of an embodiment of a session boot
25 protocol (e.g., session boot protocol 520a in FIG. 5) for the access terminal,
which includes an inactive state 610, an initialization state 612, and a session
state 614. As shown in FIG. 6A, the session boot protocol for the access
terminal transitions from an initial state to inactive state 610 to open a session.
In inactive state 610, there are no communications between the access terminal
30 and radio network. Upon transmission or receipt of an activate message, the
protocol transitions to initialization state 612 in which the access terminal and
radio network exchange the open-request and open-response messages. The
protocol transitions back to inactive state 610 if the received open-response
message indicates that the request is rejected and transitions to session state 614
35 if the request is accepted. Via the exchange of open-request and open-response
messages, the access terminal is assigned a UATI (i.e., a terminal identifier) and
a session control protocol is selected for use in the session negotiation. In
session state 614, a session is either open or in the process of being negotiated
by the session control protocol selected in initialization state 612. The protocol



configurations for used in subsequent communication. FIG 6A shows a state
di agram of an enbodi nent of a session boot 25 protocol (e.g., session boot
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terminal and upon its completion (e.g., as designated by the transmission of a
25 configuration-complete message), the protocol transitions to RN initiated state
634. In RN initiated state 634, negotiation is performed at the initiative of the
radio network and upon its completion (e.g., as designated by receipt of a
configuration-complete message), the protocol transitions to open state 636. In
open state 636, the session is open and can be used to exchange application
30 traffic (e.g., over streams 0 through 3) between the access terminal and radio
network. The protocol transitions from open state 636 back to inactive state 630
upon closing of the session (e.g., upon transmission of a close message).
FIG. 6D shows a state diagram of an embodiment of a session control
protocol for the radio network, which includes an inactive state 640, an AT
35 initiated state 642, a RN initiated state 644, an open state 646, and a close state
648. The session control protocol for the radio network transitions to inactive
state 640 for a session negotiation. In inactive state 640, the protocol waits for
an activate command and, upon its receipt or transmission, transitions to AT
initiated state 642. In AT initiated state 642, the access terminal initiated



negotiation. In inactive state 630, the protocol waits for an activate
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25 an access terminal identifier to the access terminal and generates an open-
response message that includes the assigned identifier, at block 716. The access
terminal identifier is to be used by the access terminal for the duration of the
session. Otherwise, if the session request is rejected, the radio network
generates an open-response message that includes a reason for the rejection, at

30 Dblock 718. The open-response message further includes the random access
terminal identifier extracted from the open-request message received from the
access terminal. The open-response message is then sent to the access terminal
on the forward common channel (e.g., control channel 428), at block 720. In an
embodiment, the messages in session open phase 610 are carried out by the

35 (default) session protocol.

As shown in FIG. 6, session configuration phase 620 includes a session
layer/protocol negotiation sub-phase 622, a session layer/protocol
configuration sub-phase 624, and a session layer /protocol activation sub-phase
626. These sub-phases are described in further detail below.
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738. For each recognized Type in the configuration-request message, the radio

network selects an acceptable Subtype from the associated list of Subtypes

25 previously identified by the access terminal to be acceptable, at block 740. If the

radio network does not recognize the Type or does not find an acceptable

Subtype in the associated list, that Type is skipped. The radio network then

generates and sends a configuration-response message that includes the

Type(s) processed by the radio network and the Subtype selected for each

30 Type, at block 742. Any Type skipped by the radio network is omitted from the

configuration-response message. In an embodiment, to simplify processing by

the access terminal, the Type(s) in the configuration-response message are

arranged in the same order found in the configuration-request message.

The access terminal receives the configuration-response message, at

35 block 746, and compares the Type(s) in the configuration-response message

with the Type(s) in the configuration-request message, at block 748. For each

Type in the configuration-request message that is not found in the

configuration-response message, the access terminal set the Subtype for the

Type to the default value, at block 750. For each Type in the configuration-



nmessage processing, each configuration-request nessage includes one or nore
conplete and ordered Subtype lists (i.e., a Subtype list is not split
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network based on some other conditions.
If a configuration failure is declared, the party declaring the failure
25 closes the session. The close-Type and close-Subtype are set to the Type and
Subtype, respectively, of the link layer protocols. In an embodiment, if the
access terminal and radio network are not able to agree on the configuration for
one or more session layers/protocols, the session is closed.

Once session layer/protocol negotiation sub-phase 622 for a particular

30 layer/protocol is completed, the access terminal and radio network enter
session layer/protocol configuration sub-phase 624 for that layer/protocol. In
sub-phase 624, the access terminal and radio network determine the
configuration of the layers and protocols negotiated during session
layer/protocol negotiation sub-phase 622. The messages for sub-phase 624 are

35 carried by their respective layer/protocol Types.

The session layer/protocol configuration sub-phases for the one or more
selected layers/protocols can be performed serially, or in parallel to speed up
the configuration process. For improved compatibility, the radio network can
be designed to support both serial and parallel configuration, and the access



4) the configuration-response nessage includes an attribute val ue not found
i n the configuration-request nessage, 5) the configuration-response nessage
i ncl udes ve@ 054108 bute in an order that is different fronPCh&Sarwcess i n the
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requlrement in the session-activate-response message.
At block 786, a determination is made whether the access terminal or
radio network requires the release of the connection in order to activate the
25 negotiated layers and protocols. If a connection release is required, the access
terminal releases the connection, at block 788. Upon release of the connection,
the access terminal and radio network activate and use the negotiated layers
and protocols, at block 790. Alternatively, a determination can be made
whether the session-activate-response message is received by the access
30 terminal, at block 792. If the session-activate-response message is received, the
access terminal and radio network activate and use the negotiated layers and
protocols. The access terminal send an confirmation message back to the radio
network upon receiving the session-activate-response message.
During the session, if it is determined that different layers, protocols,
35 and/or configurations are required, at block 796, the current session is
terminated and a new session is established, at block 798.
In an embodiment, session layer/protocol negotiation sub-phase 622 can
be performed for all selected layers and protocols and, thereafter, session
layer /protocol configuration sub-phase 624 is performed for each selected layer



15 by sending a session-activate-request nessage on the reverse dedi cated
channel, at block 780. If the access termnal requires the rel ease of the
connecti omobnsgingler to activate the negotiated | ayers andrQrosacshs:, it
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channel 44
reverse traffic channel 442 1n FIG 4). Multiple messages can be sent by the

25 access terminal and radio network. The message(s) sent by the access terminal
are symbolically represented as message 820 in FIG. 8 and the message(s) sent
by the radio network are symbolically represented as message 822.

In an embodiment, the open-request and open-response messages are

sent via the common channels (e.g., the access channel and the control), which
30 are shared with other access terminals, but the negotiation and configuration

messages are sent via the dedicated channels assigned by the radio network.

The open-request and open-response messages are designed to be short. The

negotiation and configuration messages are typically more extensive, and are

sent via the assigned dedicated channels for improved performance (i.e.,
35 shorter response time).

Once the layers and protocols are selected, negotiation is thereafter
performed for each selected layer and protocol. In an embodiment, the layers
and protocols selected by one entity (e.g., the access terminal) are negotiated
first and the layers and protocols selected by the other entity (e.g., the radio



channel in an |1S-95 conpliant system. The open-request nessage includes a
nmessage identifier and a transaction identifier that identify the nessage
and 15 t ve@euasg1d®N, respectively, to the radi o network. TheTUsdiB9sIet wor k
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25 In accordance with an aspect of the invention, the access terminal and
radio network are designed to support a basic set of messages. In an
embodiment, the access terminal and radio network support the messages
listed in Table 1, which are further described below.



continues until both entities accept the negotiated attributes. A
confirmati on nessage 834 (or 844) is then sent by the entity that

i nitiatesvoeygstidati on to confirm acceptance of the negotPar/@do3vs4 but e.
Addi ti onal selected attributes, if any, are then negotiated in the simlar
manner. 15 In FIG 8, negotiation nmessagges 830 and 832 and confirmation
nmessage 834 represent the nessages for one set of attributes (i.e., one

| ayer, one protocol, and so on). Another set of nessages is sent for each
set of attributes selected for negottabieon. I n the enbodi nent shown in
FIG 8, negotiation nessages 840 and 42 and confirmation nessage 844 for

the set of atftributes Mb@gatggd for 20 nepddrtatiéon by t@jﬁmlo net jork are
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network suppg¢rt the nessages listed in Table 1, which are further
descri bed bellow_ WD) 01/58108 PCT/1US01/Q03984 24 Tabhle dedjca ge ldgntifier
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message i ncl ydespansaessage- identifier [field 910|and a
transaction-identitier field 912. In an enbodi nent, nessage-identifier
field 910 is an 8-bit field having a value of 0x00 that identifies the
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10 nessage s
1dent1f1er field 910 and a transaction-identifier field 912. In an embodiment,

message-identifier field 910 is an 8-bit field having a value of 0x00 that
identifies the open-request message, and transaction-identifier field 912 is also

an 8-bit field having a value that is incremented with each new open-request
10 message sent.

FIG. 9B is a diagram of an embodiment of a format for the open-response
message. In this embodiment, the open-response message includes a message-
identifier field 920, a transaction-identifier field 922, a result-code field 924, an
access-terminal-identifier field 926, and a session-inactivity-timer field 928. In

15 an embodiment, message-identifier field 920 is an 8-bit field having a value of
0x01 that identifies the open-response message, and transaction-identifier field
922 is also an 8-bit field containing the value from transaction-identifier field
912 in the corresponding received open-request message being processed. In
an embodiment, result-code field 924 is an 8-bit field having a value of 0x00 if
20 the open request is accepted, a value of 0x01 if the open request is rejected for
an unspecified reason, and a value of 0x02 if the open request is rejected
because of lack of resources. Additional or different values for result-code field

924 can also be generated.
In an embodiment, access-terminal-identifier field 926 is a 4-octet field
25 having a value assigned as the access terminal identifier to be used by the
access terminal for the duration of the session. If the value in result-code field
924 is 0x00, then access-terminal-identifier field 926 is set to 0x00000000 and the



FIG 9B is a diagramof an enbodi nent of a format for the open-response
nmessage. In this enbodi nent, the open-response nessage includes a nessage-
i dentifiavobi/sdio8 920, a transaction-identifier field 922, parmseuispsicode
field 924, an access-termnal-identifier field 926, and a
session-inactivity-timer field 928. In 35 an enbodi ment, nessage-identifier
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new cl ose rrfssaege sent. In an enbodi nent, close reason field 934 is a

1-octet fi &%G"Having a val ue t hat i dentifies the reason for the cl ose,
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938 i s gependentIQNoR s BRIGrhfHb N embodiment of a format for the configuration-

request message. In this embodiment, the configuration-request message
includes a type field 950, a message-identifier field 952, a transaction-identifier
field 954, and an attribute-list field 956. In an embodiment, type field 950 is an
8-bit field having a value that identifies the type of the protocol being

30 configured, message-identifier field 952 is an 8-bit field having a value of 0x04
that identifies the configuration-request message, and transaction-identifier
field 954 is also an 8-bit field having a value that is incremented with each new
configuration-request message sent. In an embodiment, attribute-list field 956
is a variable length field that includes a list of acceptable Subtypes for each

35 Type to be negotiated, with each list element including one or more (Type,
Subtype) pairs. In an embodiment, if a list includes more than one element,
then the elements are arranged in descending order of preference. The
receiving entity can determine the length of the configuration-request message
by using the length of the message.



closure. FIG 9D is a diagramof an enbodinment of a format for the hello
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sessi on- 8-bit field having a value that is incremented with each new session-activate-
25 request message sent. In an embodiment, connection-release-indication field
974 is a 1-octet field having a value of 0x01 if the access terminal requires the
connection to be released in order to transition to the session layer/protocol
negotiation or configuration sub-phase, and a value of 0x00 otherwise.
FIG. 9H is a diagram of an embodiment of a format for the session-
30 activate-response message. In this embodiment, the session-activate-response
message includes a message-identifier field 980, a transaction-identifier field
982, and a connection-release-indication field 984. In an embodiment, message-
identifier field 980 is an 8-bit field having a value of 0x07 that identifies the
session-activate-response message, and transaction-identifier field 982 is also an
35 8-bit field containing the value from transaction-identifier field 972 in the
received session-activate-request message being processed. In an embodiment,
connection-release-indication field 984 is a 1-octet field having a value of 0x01 if

either the access terminal or radio network requires the connection to be



activate-request nessage. In this enbodi ment, the session-activate-request
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protocol s $uppoirardignpyllows for easy implementation of future configurations even if

25 no current configuration is needed.

The invention can be implemented in various manners, and can be
implemented in software, hardware, or a combination thereof. For example,
referring back to FIG. 2, the invention can be implemented by a combination of
software and/or hardware within control system 214 and controller 262, or

30 other units coupled to control system 214 and controller 262. The hardware can
be implemented in one or more integrated circuits, an application specific
integrated circuit (ASIC), a digital signal processor (DSP), a controller, a
microprocessor, or other circuits designed to perform the functions described
herein.

35 The invention described herein can be applied to many spread spectrum
communications systems. The invention is applicable to spread spectrum
systems that currently exist and new systems that are continually being
considered. A specific CDMA system is described in the aforementioned U.S.
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to FIG 2, chiiSel aﬁi/}ﬁ&%k% GRiNlclCin R QPERS Gally R ﬁmen bt Ghves@bi war e

and/ or har re wthin control system 214 and control 262 or 30 ot her
units cgupl @gloys reeritficationy & &hnss embpdinaaste Mol g 15 aiarkn tdiesecan

be i npl emﬁklﬁdduﬂ m@%r@ranmﬂ@ éﬁeew 1ﬁ@i sr@éﬂﬁe&i héﬂaua@m Bétalp@ﬂhe&p@m fic
|ntegrated CULb(% 5&% taI oce a controller,

L e opr Sl Exodimen ot i fre SLEThel G TRRls! PRk R iR ns
descri bed uh&mmGMJs&Btﬁhendaﬁ@mbeéﬂnmeiurﬂhﬁdnbedananﬁamoba1h@ph1bdtbo many
spread spectr a e .0 I a to

Spr ead spe%% e RURH M IR0T SobptFonoistif VS e Prb SRl ap RO Gel,

conti nud) | feabetesglisdosest pgeipd. A speci f| c CDVA systemis described in the
aforenmentioned U S. WO 01/58108 PCT/US01/ 03984 28 Patent Application

Seri al ther CDMA systemis disclosed in the
aforenentlgﬁéégﬁﬁ%% ﬁﬁyﬂbs. 4,901, 307 and 5, 103, 459. The foregoi ng
description of the preferred enbodinents is provided to enable any person
skilled in the art to make or use the present invention. 5 Various

nodi fications to these enbodinents will be readily apparent to those
skilled in the art, and the generic principles defined herein may be
applied to other enbodi nents without the use of the inventive faculty.
Thus, the present invention is not intended to be limted to the

enbodi nents shown herein but is to be accorded the w dest scope consi stent
with the principles and novel 10 features disclosed herein. WHAT IS
CLAIMED | S: WD 01/58108 PCT/ US01/ 03984 29 CLAIMS 1. A nethod for

configuring a | ayer or protocol prior to comencenent 2 of data
communi cation between a first entity and a second entity, the nethod



conprising: 4 selecting at the first entity a set of zero or nore | ayers
and zero or nore protocols to be negotiated, wherein each selected | ayer
and prot aeob1/58080orresponds to an attribute to be negoti apedub@osesn t he
first and second entities; 8 for each selected attribute, determning a
list of selected attribute values that29ncludes one or nore attribute

val ues consi dered acceptable to the first 10 entity; sending fromthe
first entity a list of selected attrChABMSNnd their 12 associated lists
of selected attribute values; receiving at the first entity a list of
processed attributes and their 14 assqciated lists of processed attribute
val ues, wher ei nledtmgthed fof conligwingd layer on piptecel Arigsto) goanmenceraat or
nore at ty i ldaty abiesusieRshsl Beededr § FREABMEHT Shd Absebbfd TRGER thethbthvd and
configuri n% the. sel ected set of zero or noré |layers and zero or nore 18
protocol s “RU¥NERErst entity in accordance with the received list of

pr Ioc essed aL tr isblkit’@liijg aF chelt figdtrendisyp acsieabéde]{d st ;oet 1pyrars andedrator ][mbualt e .
val ues. 2. t hod,of clai.m 1 erein elements. in € | st el ecte
2 attribut é;(\)/écggs r18r é) ear%%%?ﬁ%‘%’n%“%r“de 4G assé?df)eﬁ{] pllagglte]r%%@epg?tof%ﬂle

first erfticgrresgondthéo regt adiaibofte dbabenregotibtade batweerh the ditst sed a¢domidbut e
IS associ ateﬁﬁtie% Wi th one processed attribute value. 4. The nethod of claim
1, wherein the Tayers and protocols in the first 2 entity are configured

with thd r def adipt each selected abtpibpés sietermiging adis @éaeleaﬂed?/atﬁihtéewﬂws are

not recei veRhtainchiitRes! b or afbid Hitributel RA1UERE AadiDired | AlcBpthblevhetied Hirkthe
sendi ng, .and ri%%el ving are 2 achieved via dedi cated conmuni cations

channels &"%he method of claim 1, wherein the first or second entity, or
both, 2 inpl emsanding $iomh ethenéistnentigviandisa gil seladted yaitfibateat asd i ihefmudi ng

an i nact4 ve_st at.e ;h.ndi |V I: tiMj.Ly prior to a session negotiation,
WO 01/ %Ogs%t&ﬁ.%@%kc?%ét@gﬁ%\%]a:i Ié%/.t ed state indicative of the
sessi on negot i atreéeivingent tthe fiisstergfty 8eligic pépraresseduaidgbutesdasd aebpen

state iqndi i f1: i i i i : d
entiti elsr%t. %@éd_lg age%%s?;%gk?ogi al m@gﬁ%&t‘é%%lﬁ%%’)ﬁ@ﬂ%«?ﬁi%gg?t at 1rciﬁzﬁc udes 2

an access PHrbUSaNVaiuesingdas enaos mens atkibyie wlueheo gricraRfapleatd on
over attgi l@h@@@:oﬁak@ﬁit?gbrby the access ternmnal, and 4 a radi o network
i

initiated state ingi cative of .the. session negotiation over
configtiring the selected 'set of zero of more layers and zero or more

18 protocols in the first entity in accordance with the received list of processed
attributes and their associated lists of processed attribute values.

2. The method of claim 1, wherein elements in each list of selected
2 attribute values are arranged in an order based on preference of the first entity.

3. The method of claim 1, wherein each processed attribute is associated
2 with one processed attribute value.

4. The method of claim 1, wherein the layers and protocols in the first
2 entity are configured with their default values if corresponding processed
attribute values are not received at the first entity.

5. The method of claim 1, wherein the sending and receiving are
2 achieved via dedicated communications channels.

6. The method of claim 1, wherein the first or second entity, or both,
2 implements a state machine having a plurality of states including
an inactive state indicative of inactivity prior to a session negotiation,



attributes selected by the radio network. 8. The nethod of claim1, wherein
the list of selected attributes and their 2 associated lists of selected
attri but evoal/sees are sent fromthe first entity via one PCT/HS0IE3984
configuration-request nessages. 9. The nethod of claim1l, wherein the set
of processed attributes and 2 their as8@ciated |lists of processed
attribute values are received at the first entity via one or nore

confi gurdat i on- r a8piyidatedesategiglicative phahesesrson aregetiatinn 10verndedist ehe
processed abtlebichHias@es drfeeir 2 associated lists of processed attribute
val ues e received in order . corresponding to an order of the selected
attribut®s and t¥ePPeRskde indicatiye Sf acdye cg ‘F@Gi“‘é%lngﬁ‘f‘?’?%f}@ gﬁﬁt&‘é@. 11.
The net hod sedore] entitics, wher ei n conmuni cati on between the first 2 and
second entities occur via default |ayers and protocols prior to conpletion
of configuration of the selected set of zero or nore |ayers and zero or
nmore 4 prot ocol7s Tihe mhthdd ofstlaiomn b wherei@ thdhetiatedrsdatedhclodas m 1, furt her
conpr i sifng: 2 1 eRel el @Rl idi¥ialdtOd lfiliclive B " ShssBRLALdtAY
wher ei n subsequent nessages_sent fromthe first entity are ideftitied by 4
the entity oveenttribiitas selegtedrpp thstgsses ierminali and, wherein the first and

second entities zeaglb ndneeleRligaddsRiteqhdabtivt REtRS sé@i&?n@%&iﬁfﬂﬁ{ t@%r tanfl
e IS entity

wher ei n negotjation. of e set of attributes selected by t

is conpl et ggrﬁ?ﬂt%srsetl?ft‘?égﬁttﬁ%ﬁ‘gﬁwpﬁé set 4 of attributes selected by
the second entity. WO 01/58108 PCT/US01/03984 31 14. The method of claim
1, wherein the st entity 4 n.aceess termnal . 5 h th of claim
1, wherein the 'e(;%r?cfn Sﬁ}qd&f Cfﬁssu%él’r g@?gﬂﬂéﬁg\@ﬂ(&l Seie&%e%ﬁgggggégsant%g Tnal in

a spread spewidatad distmofsatetedatiribyde walue arenétguordhediishphidtyevia artee
met hod of ¢l.alfeloonti urgﬁ&-?@‘ciﬁ&gn@ss%sg! m 1, further conprising: 2 sending

fromthe first entity an open-request ssage indicative of a request to
open a comuni cations session; and 4 receiving at the first entity an

open-r teSItoonse mgfs ﬁﬂg@ maﬁb_aadfit REACL WheraﬁpmtB svm% ﬂoc{aﬁjegcdtfh?&lxt@_ﬁ atn?s
reques 0.open the communicati ons session. . e ne claim 17,
wher o1 n % hatOR BatiR Lot RigE G A P HALTES aFt fed RLEHDE PECRUH ' and
recei ved vivéa oneopmareroufigaedticonsespohanneksagesd. A met hod for providing
configurable |layers -or protocols, or both, in 2 a communications system

t he met hod conpri si ng:
10. The method of claim 1, wherein the processed attributes and their

2 associated lists of processed attribute values are received in an order
corresponding to an order of the selected attributes and their associated lists of
4 selected attribute values.

11. The method of claim 1, wherein communication between the first
2 and second entities occur via default layers and protocols prior to completion
of configuration of the selected set of zero or more layers and zero or more

4 protocols in the first entity.

12. The method of claim 1, further comprising:
2 receiving an entity identifier at the first entity, and

wherein subsequent messages sent from the first entity are identified by
4  the entity identifier.

13. The method of claim 1, wherein the first and second entities each
2 selects a set of attributes to be negotiated, and wherein negotiation of the set of
attributes selected by the first entity is completed prior to negotiation of the set

4  of attributes selected by the second entity.



mai ntai ning a set of default |layers and protocols for use at a first entity
4 to communi cate with a second entity; maintaining a set of zero or nore
confi gur abder/ssaayers and one or nore 6 configurabl e prot oROTASO1H039%4

conbi nati on thereof, wherein each configurable |ayer and protocol
corresponds to an attribute that can bespegoti ated between 8 the first and
second entities; providing a set of configuration nessages used for sending
and 10 recei vi A4. dbefimehodtdfainiim? orhateirothe fdsherttit is amsachessdafminalabl e
attribute; and providing a state nachine indicative of a conmunications
state of the 12 first entity. 20. The nethod of claim 19, wherein the
confi guration nd8sdfesnethed af daipl brichensih e spcend shiify isayrmdiohettierk.
comuni cations system 21. The method of claim 19, wherein the set of

default layers and 2 protocols includes an overhead protaocol for sending
and recei vi ng ne8safBsACCEFRterBURpoM 2ndEetY SPPERUBHECEBHINGRHCRS SYSIER t he

set of conibafigaRideroahipleRiehethe mébthodlbeclarhhod of claim 19, wherein the
state machine ncludes 2 an inactive state indicative of inactivity prior

to a session negotiation, WO 01/58108 PCT/US01/03984 32 an initiated state
i ndi cative of thQg Fhssnethodedaldiat 1,dnribeecomipeisingst of 4 sel ected

attri butes, and ope i nd] i act i ! en
the 1118 and EoRABBoR M ALGa 4F SlofRbs: BRI SRHLENSBEEC0.
conf i gur at FeqHest s apen azonnnum@oaﬁswtqmynddenti fier that identifies the
first engity. 24ece]'xhﬁ§”§ct Hedial efﬁ'ti@j/ erWPé‘s&n%h@e 2R SO M AR b0 AN

nmessage -2 includes tr,ansog%}tli on identifier that identifies a particular

i nst ance ofCEaRANGERHTLEIRGHAR FrERiggblo aen e comINERIGREORS §81SISTh a spread
spectrum communi cati-ons system 2 configured to inplenment the method of

claim19. 26. Ag,acgcess termnal.in spread _spectrum co ni cations ,system

> comprising: a Bont noreloloaf el BFLdn; b SR hriiat dcrves ahy

encoder 2cowvpkrdesporishemessageochiecserdnahd antdiged eda t@nemoodeopnogesaazhs dat a

fromthe cgﬂgﬁ%léer; 6 a nodul ator coupled to the encoder and configured to
enc

nodul at e oded data fromthe encoder; 8 a transmitter coupled to the
nodul at or and configured to convert nodulated data fromthe nodul ator into

an anal og si gnahgsW hlph&d & providing configurable layers or protocols, or both, in
2 acommunications system, the method comprising:
maintaining a set of default layers and protocols for use at a first entity
4 to communicate with a second entity;
maintaining a set of zero or more configurable layers and one or more
6 configurable protocols, or a combination thereof, wherein each configurable
layer and protocol corresponds to an attribute that can be negotiated between
8 the first and second entities;
providing a set of configuration messages used for sending and
10 receiving configuration information related to each configurable attribute; and
providing a state machine indicative of a communications state of the
12 first entity.

20. The method of claim 19, wherein the configuration messages are
2 implemented at a session layer of the communications system.

21. The method of claim 19, wherein the set of default layers and
2 protocols includes an overhead protocol for sending and receiving messages
that support negotiation and configuration of the set of configurable attributes.

22. The method of claim 19, wherein the state machine includes
2 an inactive state indicative of inactivity prior to a session negotiation,



10 transm ssion over a transm ssion nmedium and wherein the controller
further configured to inplenent a set of layers 12 and protocols used to
support o®dal/sg1ehsn ssi on, and wherein zero or nore | ayePET/aRa/Bosd or

protocol s,
prior to the data transm ssionp 27. The access term nal

t er m nal

or a conbination thereof, are configurable by 14 the access
of claim

S

nore

26, further conprising: 2 a receiver configured to receive a forward |ink
si gnal ; a denodehainitiated ugshiediridicdthe oftled vessi@ndhegotibtignracrt thedéstooful at e
the 4 rélecgéléﬁt dfa?{r tgsr, @{( signal; and a decoder coupled to the

denodul at or 0 decode the 6 denpdul ated signal fromthe

denodul ator to g?éh@p@m étﬂit@mg@@veiaf actiehdompnatieation betwestt e fiest andr t her
coupl es ¢t ogthpdsaagar and is operative to 8 configure one or nore of the
conflgurabl e layers and protocols based at least in part on the decoded

data fromthe decoder.

10

12

14

23. The method of claim 19, wherein each configuration message
includes an entity identifier that identifies the first entity.

24. The method of claim 19, wherein each configuration message
includes a transaction identifier that identifies a particular instance of the
configuration message.

25. An access terminal in a spread spectrum communications system
configured to implement the method of claim 19.

26. An access terminal in a spread spectrum communications system
comprising;:

a controller configured to receive and process data;

an encoder coupled to the controller and configured to encode processed
data from the controller;

a modulator coupled to the encoder and configured to modulate
encoded data from the encoder;

a transmitter coupled to the modulator and configured to convert
modulated data from the modulator into an analog signal suitable for
transmission over a transmission medium, and

wherein the controller is further configured to implement a set of layers
and protocols used to support data transmission, and wherein zero or more
layers and one or more protocols, or a combination thereof, are configurable by
the access terminal prior to the data transmission.

27. The access terminal of claim 26, further comprising:

a receiver configured to receive a forward link signal;

a demodulator coupled to the receiver and configured to demodulate the
received forward link signal; and

a decoder coupled to the demodulator and configured to decode the
demodulated signal from the demodulator to generated decoded data, and

wherein the controller further couples to the decoder and is operative to
configure one or more of the configurable layers and protocols based at least in
part on the decoded data from the decoder.



