OPTI CAL MEDI A W TH CONTRCL DATA | N WOBBLE [ 0001]
BACKGROUND [ 0002] Technical Field: The invention
woebmtossi4general |y to optical nedia used for PCT/US2005/041741
i nformati on storage, and drives for reading optica
medi a used for information storage. [0003] Digita
optical nedia are used for a variety of purposes and a
variety of information, forlexanple, entertainnent
data, such as audio and video, and conputer data, such
as text files and nunerical data files. In general, a
drive or a host system may request specific data from
t he physical nedium and there is a need for contro
of access to sone specific data, and a need to contro
the actions of the drive. For entertainment data in
particular, there is a general need for copy
protection, copy control, security of decryption keys,
and restriction of access to data that is not
encrypted. For exanple, in an integrated entertai nnment
system [ i t the
data | nBEAMEAA BITATOMPRER, DA T dpBL
integrated display. If the drive is peripheral to a
di splay, the drive may be required to send encrypted
Woﬂﬂﬂgﬁ@%- pl ay, where the data is then decrypted
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THE DRAW NGS [ 6005] Figure A illustrates an exanple
dats secheantext filks ol numeerical/data files. Iresenprel, pidpive oB athegt system may
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illustrated in figure IA_ w th exanp|es )
data in particular, there is a general need for copy protection, copy control, security of

decryption keys, and restriction of access to data that is not encrypted. For example, in an
integrated entertainment system, a drive reading encrypted data may decrypt the data
internally and send the resulting data to an integrated display. If the drive is peripheral to
a display, the drive may be required to send encrypted data to the display, where the data
is then decrypted inside the display. As an additional example, some video disks are
intended for use only in specific geographic regions, and only trusted drives should be
permitted to read the restricted video data. There is an ongoing need for control of access

to information stored on optical media.



of regions of control information and regions of

auxiliary information. [0008] Figure 2 is a flow chart
wohownsexManpl e enbodi nent of a nmethod for usi ngCT@ISRIV6/041741

data encoded in wobble. [0009] Figure 3 is a flow

chart of a second exanpl e enbodi nent of a nethod for

using control data encoded in wobble. [0010] Figure 4

is a flowchart of a third-.exanple enbodi nent of a

nmet hod for using control data encoded in wobble.

0011] DESCRI PTI ON [0012] For _sone digital optica
[0004d BRIEF HPES GRETIARN O THBHPRSAWING? exanpl e sone
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, eac ata sur as a groo
impRirfeneddur e, Wi th the | ands and/ or grooves havi ng a

sinusoi dal.. radi al di spl ceme (called bbl Use
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th LER ) may be recorded in the grooves, on the
e%&fgg&;&‘ : b Addi tional systeminformation (for
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con@&fd&@@&lcbﬂed\ﬁlb\%lﬂ)l@n an optical nmedium specifies drive
action. Depending on the control data, a drive is

(0018} Bliguse tasla flownaheriel adhird exgpenlprmbedimest efmethed for using

red requested to take [0014] specified
Con{ﬁ(glt%réahe%(’?%dgluv% b|1ary i nformati on encoded i n wobbl e.

In a first exanple,control data, encoded in wobbl e,
speci fies whether a drive is pernmitted to send
[0 BEIGRIPTIGNG, al so encoded in wobbl e, outside the

[001] 'POE sorh® dfiS PGRR] ¥ ETR EinfdiAR6PLoR8E or example some
Compact Disks (CD’s) and Digital Versatile Disks (DVD’s), each data surface has a land
and groove structure, with the lands and/or grooves having a sinusoidal radial
displacement (called wobble). User information (for example, audio data, video data, or
computer data) may be recorded in the grooves, on the lands, or both. Additional system
information (for example format information, control information, and auxiliary
information) may be encoded in the wobble. For example, in CD’s, groove wobble is
frequency modulated to encode time information. In more recent DVD’s, wobble may be
frequency or phase modulated to encode address information and additional auxiliary
information, for example, decryption keys.

[0013] In example embodiments of the invention, control data encoded in wobble on an
optical medium specifies drive action. Depending on the control data, a drive is
prohibited from taking, or permitted to take, or required to take, or requested to take

[0014]specified action with auxiliary information encoded in wobble. In a first example,



encoded in wobbl e, specifies whether a drive is
permtted (or required) to copy auxiliary data (or a
wonrersgssmm of the auxiliary data), encoded in wrobiSe05/041741
to a witeable area on the medium In a third exanple
enbodi nent, control data, encoded in wobble, specifies
whether a drive is requested to conpare auxiliary
data, encoded in wobble, to3zdata witten in a
witeable area of the nedium [0016] Figure I A
illustrates an exanpl e enbodi nent of a drive_ 100
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t UL
catey 58 BTSNy S BN R HE TH RSO BBl forkle e,
encdded Mak®bbleOéPetitfies thbtheﬁh dread p]:ﬁﬂltﬂedt(ﬁr w@igirédto copy auxiliary

information. The digital f t | ud
datada atrmﬁompmwm%%eq%a%ﬁw BRI A& G e gp the

medéﬁ'ﬁ gd %QQH%IE 'eﬁﬁ%ﬂ&[ﬂ?{ﬁ cfgl)Htr cﬂl@ac‘ tendSeiGE whbBle, sB%@ﬁies

part 110, or optionally
whetl’ﬁse aaﬂlﬂwes lraaqyesmel ta cpmlpamwxﬂiar}ddata,mcmtﬂdna otablile; to datewritten

t yacg&é illustrated, or optionally the
1nadW1 ag I% ¥Bher al devi ce and communi cate with

00761 Fi ARS L AMITGH & Riiivk!
v g S0 b

disk( ¥)2adgepticalchead 04 Views tarlamd ad)grodve shvetuex emrfieadig 102 through

a lelilso%'u{e%bk%l 1& coggc{ifleéiﬂg Tgps B‘F?i:fgsggbdag %r Si ongﬁﬁ Phe% 104 into

digifil RELMNARAS T8 thlf%ﬂl AForndtdniiffl @dedRbErQtatd ﬁndelﬁﬁﬁtﬂle'don encoded
ase i nversions of wobb

t he pat terns of
in wabblsr iihe PWOMGI %&o’@llé CW@@W‘N‘EEG@r@é&ﬁsh#d’éﬂealtlgdﬂt’%dm’e 100

PGt LTSI S cRR0 A BBl DAL RS e conme
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physi cal tracking, or formatting purposes, and for
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area on the
(exdg(geﬁltcﬁ:ﬂfoﬁ ﬂldshalcdi)th the exximﬂl&ﬁf ﬂglrdenthehﬁlasﬁ @fethe pobble is
wobbl e. le in fi | lustrated

invegtedisd ﬂq@tlg@ i%ﬁaﬁﬁrgp of phase iverstons dehne jbmary ones and zetos, and

information is encoded in the patterns of phase inversions of wobble. Alternatively,
wobble may be frequency modulated to encode information. There are other ways in
which information can be encoded into wobble or other physical structures on the disk
used for addressing, physical tracking, or formatting purposes, and for purposes of the
present invention, the particular encoding method is not important. In figure 1B, user
data, and/or the writeable area on the disk, is located on the data track 112 between the
areas of wobble. Note that wobble in figure 1B is illustrated as being symmetrical on
each side of the data track 112. Symmetrical wobble is most common, but in general,

wobble may be asymmetrical, or on only one side of the data track.



each side of the data track 112. Symmetrical wobble is
nost common, but in general, wobble nmay be
wasywrmssnical , or on only one side of the dataPCT/US2005/041741
track.[0018] The disk 102 may have, for exanple, a
single spiral track, or may have, for exanpl e,
mul tiple concentric tracks. For purposes of the
present invention, the nunber of tracks is not
i mportant. Figure 1C iIIustrates a region 116 (or
ortion, or segnent, or [0019]block) that is part QE a
[00}§] dhe divk tqézén@phav(@afor@?@nplwzsmglé@Plé?»l tgegs, %mYalilarYg’ or
exafi, bliate LOUBOTBR. TOF BBtk BrURARSfony [REntion, e mumber of
traclkgsl rﬁ)t hhpmehﬁ aFggdrealC ﬂhmtnitesommgicuulr (oo podionpdresegmantp br
I sk. However, the {10 S t%l ed to ..
[00}1%131?05) thatis gert of 2 4rapk gp G&Ptl?%lé‘gﬁl‘s ZT:'%*QEIOPé £hytains auxiliary
mfd ﬂ&ﬁ"@ﬁdoﬁ ﬁ%&gﬂ&? Po? c¥RRRleRcd O fiSrdtRal @R ré%@n I $6 h figure
set of e total ‘i nformation encoded In bl e for
1C mnllesttatemastabauﬂ(or(erﬁ)utth ef erdtagion Qi‘thg dl@ksﬁiowa\rer,tthaw;d gegion”
set aof tracks here are co c l ar .
is intendeddy meap & gu s okt il AT ) Bfigfed
wobiid h%e Qéglorppfé isoalrhub&rt of A &AL mfcﬁfnaﬁbﬁ’ ‘éﬁaodéd-?n ®bbide for an
track he optical disk 102, containing control
entirefrackn@f there ieabegegiihtrackhen st offnacksdiftthese are concentric

01rciupf1'r 35;1%1 lgﬁo ﬁZLgstriaféfi ? al agg) 1]; %%F?ognulasrggf%@(&l o(?or%f%ré or segment, or
bloélg Nt RQf aitfabiebABd 1cﬂﬁdris1<t 102, bitbigiats dontrohmf@tnetibh ampedded in

i nformati on. !OO An exanple of auxiliary
WObhie ofhesontzpl ia Hen mey\hs E@Haéat? & OHé@\e)?ﬁﬁh@W information, as

111u§\% 3%4 m 151.%% }]Ct I tﬂg &6 tﬁ‘}r%“#g“ﬁ%{gg‘ dH@;’ fnCiHclh?l?d;ﬂmﬁ ?ﬁuh

inféHda¥ienl S permtted to send that part of the
i nformati on encaded .i n wobbl e ext er nal bﬁo the drive.

[002b Aw gxarpple of pyrxifipry dpeEmptonAgodes MpbIoN GEFBRSRt i on
mﬁ%xﬂlaﬁgg ﬁe&%[?ﬂdﬂaﬁﬁ fibih ¥ AOGIRGh wAbBIE, HienitRe lﬁgdhmntﬁn%dneed

send aux orrratl on In region 116 outsid
to sﬁ)bﬁﬂdwhmher q d&@@eﬁ]s pEmmttad syzend fliat pant afifileanfoometiqyy wg@@blln

ecifies lia
WO‘_eblP ¢ GRITb e FEtie Bt RUBG B 1 S °8H9fafelﬁé°6ﬁ’&8°n n
regloh lvi%kﬂ?étfspeg & tyhefhet B8rive is permitted to send auxiliary information in
region 116 outside the drive.

[0022] For a specific example, one proposed format specifies auxiliary information in a
data structure called Extended Format Information, encoded in wobble. Part of the
Extended Format Information is a region called a Disk Key Block. The Disk Key Block
includes decryption information. In accordance with a specific example of the first
embodiment of the invention, a single bit in a control byte specifies whether a drive is
permitted to send the decryption information in the Disk Key Block outside the drive. In
the specific example, the control byte is encoded at a separate location from the Disk Key

Block.



Ext ended Format Information is a region called a D sk
Key Bl ock. The Di sk Key Bl ock includes decryption
woOonbwrosstsi on. IJm accordance with a specific exaaplus2mb/041741

the first enbodi ment of the invention, a single bit in

a control byte specifies whether a drive is permtted

to send the decryption information in the D sk Key

Bl ock outside the drive. Insthe specific exanple, the
control byte is encoded at a separate | ocation from

he D|sk Key Bl ock.[0023] Figure 2 illustrates
00@&&1@@ tes aptexamgls %bodg AtgHepA00; & deite Teat frol data that
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export the auxiliary data. [0024] "Sonme drives may not
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dnv%ﬁ? C % @arfs%m?o dﬁsﬂlﬂﬁorg%ﬂbcl\éﬁe e ?o %fvﬁ%fléjﬁr% ?f the
or e apl e

I on enco In WO 0O a wl area o

mediti®. Aedhditranfsle oftamsfamet énfofmitica) seatareehcodédinnmdbbdeimay be
the data encoded i n wobbl e rraybe encr ypt

wh
enciypfadhenywritfeietoihe Walgble e ot thedataig g@ AY fpBbpRerypted
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anot exa dat a "‘ericode
mayby ervedehioadd ferent ﬁamhlaf f/kerewtittéo Hhetrevah e’rmmy b¢ tlesmable to

However, it nma e desirable t t
Droyad SHT I BTRAbP b [OE R Ib RSER AT T “Rehvied Sy hlg: from being

copmqgh%mt&{b%@s o gle%&illﬁg e e@aﬂx@et ﬁfiﬁbﬁe acea ﬁ@sft vme of
medi um For exarrple in gure first val ue of

controhinfasiation o negtonold 8|mayrseg¢1ﬁsnthm_t8wmgslp@@ lsfgﬁnmktmd tg copy
e Er A i FBFT L b e P Do B cmg
secll valkiest théchitrod fodnation in region 118 may specify that the drive must not
copy the auxiliary information in region 116 to the user data area on the disk.
Alternatively or additionally, the control data may specify that a writing drive must copy
the auxiliary data, or a transform of the auxiliary data, to the user data area, or may
specify that copying the auxiliary data, or a transform of the auxiliary data, to the user
area is optional.

[0025] Figure 3 illustrates an example method. At step 300, a drive reads control data that
is encoded in wobble. At step 302, the drive determines whether the value of the control
data prohibits copying of auxiliary data. If copying is prohibited, then at step 304 the
drive does not copy the auxiliary data. If copying is not prohibited, then at step 306 the

drive may copy the auxiliary data (or a transform of the auxiliary data) to a writeable area



second val ue of the control information in region 118
may specify that the drive nust not copy the auxiliary
wonbwrosst4kon in region 116 to the user data arearms2tolhe41741

di sk. Alternatively or additionally, the control data

may specify that a witing drive nust copy the

auxiliary data, or a transformof the auxiliary data,

to the user data area, or mmy specify that copying the
auxiliary data, or a transformof the auxiliary data,

to the user area is optional. [00251 Figure 3 .
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refusing to read part of the disk.
[0029] Figure 4 illustrates an example method. At step 400, a drive reads control data in
wobble. If verification is requested (step 402), then at step 404 a region of the auxiliary
data in wobble (or a transform of the data) is compared to a region of data in the
writeable area that is supposed to contain a copy of the auxiliary date. If the version in the
written area is corrupted (step 406), then at step 408 the drive controller takes appropriate
action. Step 402 is described as “requesting” because not all drives can read information

encoded in wobble. The action specified by the control data may require verification if

the drive can read information encoded in wobble.



auxiliary data. A second value of the contro
information in region 118 may specify what the drive
wousde/oder4ief the data in the witeable area i s PCT/US2005/041741
corrupted. Optionally, if the verifying drive is a
witable drive, the paraneter may specify that the
verifying drive nust re-copy the auxiliary data, or a
transformof the auxiliary-data, to the witeable area
of the disk if the data in the witeable area is
corrupted. Alternatively, for exanple, if the data in
the witeable area is co , the drive may be
required to take some other action, such as refusing
to read part of the disk. [0029] Figure 4 illustrates
1. Aanptss mddumpidmsising step 400, a drive reads control
data in wobble. If verificgation. s requested (step
403yt apd sgeond lgﬁog}aatmen&°5%{ﬁ'dw®?e;t he auxiliary data
i N DR @e gﬂ?g iRfolh AN, 9 RiRfind WEctAG AdriveSesAAP Mt medium
a region o ata 1n the witeable area that is
s upppsadtt¢dtocorguthe sscoshpfomatioe auxiliary date. |f
the version in the witten area is corrupted (step
406), then at step 408 the drive controller takes
2. TRPBHRR hRHRIA6F 18 1 YRR the dedond dEdLRdtdAEoARINS decryption data.
"requesting" because not all drives can read
i nformati on encoded i n wobble. The action specified by
3 t@{ﬁ G ntrtocl dat.a ma rsenuire verification if the drive
- AdiiveA8LPHGR) BieHie: Y8RP i ded i n wobbl e. CLAIMG 1. An
optal doRtroT8Y iy BonGONEY trfisR@ring, | ek fdmallfdo Siecdrivk, information encoded
i nformati on encoded in wobble; data, in the first )
i nfinrwehktloren epepticsl mediviat Aly whey corireledaln Ryicpdrd in wobble
optica ' £S: I d to output the second
i nfsggcrlrﬁ?%% ty@.sﬁ"hsg&gﬁqt%dgl medi um of claim 1l where
the second information contains decryption data. 3. A
drive for optical nedia, conprising: a controller, the
4. Acpthpd qoBIPTISIEAST erring, externally to the drive,
i nf [ 0 [ tical nmedium
oni PR I D [l Dot R HNRTIEE
refusing, by the drive, to output information in a predetermined region of auxiliary

information encoded in wobble, when the control data have a value that specifies

that the predetermined region of auxiliary information must not be output.

5. An optical medium, comprising:

a writeable area;
auxiliary information encoded in wobble;
control data encoded in wobble; the control data specifying whether a writing drive
is permitted to copy the auxiliary information or a transform of the auxiliary

information to the writeable area.



specifies that transfer is permtted. 4. A nethod,
conprising: reading, by a drive, control data encoded
wonoowsii4e; refusing, by the drive, to output PCT/US2005/041741

information in a predeterm ned region of auxiliary
i nformati on encoded i n wobble, when the control data
have a val ue that specifies that the predeterm ned
region of auxiliary informagion nust not be output. 5.
An optical nmedium conprising: a witeable area,;
auxiliary information encoded in wobble; control data
encoded i n wobble; the control data specifying whether

6. Aérl?wifQHOrP@lC@lrfmﬂéa ,iCOMPEEWEt t ed to copy the auxiliary
i nfar n.Qr u :
i P e sofb T RBER Brrbidfol Hglil Yo wpbble o an optica
Ophieﬁiidm e divaiteabdérprea Sinrtlye opticabmediotd, enly when control data encoded
control ler co y|n i nformati on, encoded in mp
anitbyebllg spseiiss thd ﬂ%coaﬂx%ﬁ@‘ﬂéasllf@“ oy ﬂtl‘h’él Q{Bﬁﬁe&
medi um only when control data encoded in wobbl e
specifies that the controller is permtted to copy the

7. Ah ppticaietedom, cémpsisingpt i cal rredi um conpri si ng:
auxi | L}g(r}y nformatl o nco in wobbl e; control data
en8BHEHYIIROHS ‘BtEﬂneenCS ’int% ee area, the witeable

ar g@mt@waﬁgén@o&aqg%to%m ned region; the control data

specifying that a conpafible drive nmust conpare the
auxmmaa’b}e anad, ahwmrt@bleem@uwng mpmdbtbn@mﬁ@ et in the

det erm.n re he wr e

oG RTTOLd P S bk s O iy Bpadf e guctiary
t hﬁ{foﬂfﬁkﬁfbntéﬂ@odbﬂhﬁ Weébbld'® data in the predetermined region of the Wnteable

arca.

8. The medium of claim 7, the control data further specifying that when the data in the
predetermined region of the writeable area is corrupted, then the drive is requested to copy

the auxiliary data to the predetermined region of the writable area.

9. The medium of claim 7, the control data further specifying that when the data in the
predetermined region of the writeable area is corrupted, then the drive is requested to copy

a transformed version of the auxiliary data to the predetermined region of the writable area.

10. A drive for optical media, comprising:
a controller, the controller comparing information, encoded in a region of wobble on
an optical medium, to data in writeable area on the optical medium, when control

data encoded in wobble specifies that the controller is requested to compare the

information.



predeterm ned region of the witeable area is
corrupted, then the drive is requested to copy the
wauaniclossmy data to the predeterm ned regi on of PCNAIS2005/041741

witable area. 9. The nediumof claim?7, the contro

data further specifying that when the data in the

predeterm ned region of the witeable area is

corrupted, then the drive i%-requested to copy a

transfornmed version of the auxiliary data to the

predeterm ned region of the witable area. 10. A drive

for optical nedia, conprising: a controller, the

controller conparing information, encoded in a region

ap. optical nedium to data in witeable

11“§%g%a%?k§ﬂgﬁ%pgical medi um when control data encoded

i nrewty, by 8 deivefdoasrot et encodedionwotdile en an gpticadmedivey

to coppar he,infarmation..11. A neth co iLsipg: .
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an AARtHfER atidh ke dis kdbBieda, thd¥ptidae niddiuveare cbadistent, when

information in a witeable area of the optical nedium

angoinpfiionmas speeifeaddoudbe comrohd®®l e on the optica

medi um are consi stent, when conparison is specified by

the control data. 12. The nethod of claim 11, further

12. TROREILSH BPclaBRPY ] MgtheldorigRingf | ve, the information
encoded i n wobble on the optical nediumto

] ; the :
wr icopYing bartbedge.itheindermatian engoded i WA o He optical medium to
i nfor ' ' .t : i :
SRR NE HELASRAL N8R L e e vl s
i N ofvetddpeicaimmédiemdp hoicansisent with the information encoded in wobble on

the optical medium.



