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A transaction initiation party determines information needing to

be hidden in transaction data

Take the transaction data as an input of a predetermined one-way
function, acquire a transaction root output by the

predetermined one-way function, and construct, according

to the transaction root, legal authentication data of the
information needing to be hidden

Initiate a transaction request for writing the authentication data and the
transaction root with a signature of the transaction initiation

party into the block chain, so that a node in the block chain
carries out consensus verification on the transaction root

and the authentication data, and respond/refuse to respond to

the transaction request according to a verification result

(57) Abstract: Provided are a data processing method and apparatus. The
method comprises: a transaction initiation node in a block chain firstly deter-
mining transaction data of a transaction and information needing to be hidden
therein (22); then, taking the transaction data as an input of a predetermined
one-way function, acquiring a transaction root of the transaction, and construct-
ing, based on the transaction root, authentication data corresponding to the in-
formation needing to be hidden(24); and finally, after the transaction root is
signed, initiating a transaction request for writing the transaction root and the
authentication data into the block chain, carrying out consensus verification on
the transaction root and the authentication data by means of a node in the block
chain, and responding/refusing to respond to the transaction request based on
a verification result (26).

GNHE: —MEELHE TENEE., TEAE XS
MG REBTSEEWMEL SN S, UELPHFEE
RO EE (22) 5 SRJE, K25 B 1 b TR 2 5 i o B
WA, RETHHUZGR, HETXGBMETERBMN
FEES NI WEE Qb BF, ENTSRITES
Ja, RE¥KAZZWAGEEHEES AR BRENR S ER, H
X Bl b 59 3 5 X AT B AR AIE B 30 9E HEAT LRI E, I E
FIAIE &5 R AR A R AT B iE R (260 .



WO 2019/100864 A1 {[1IAID 0010000 IO A 0

KEFRAT:
— BIEEERRRE GAE2150)) .



