1/8

NSSF AUSF [ NI3- UDM
N2 NI2 N§  NIO
| AMF N11| SMF %N% PCF }»NS | AF
, [N14J ANIS
NI N2 N4
UE - (R)AN'~ N3~ UPF — N6 — DN |
[N9]
FIG. 1
NSSF NRF UDM AF
Nnssf Nnef Npcf Nudm | Naf
Nausfl Namf Nsmf
AUSF
é\ N2 N4
UE (R)AN N3 UPF N6 DN

FIG. 2



Terminal
device

2/8

Access and mobility
management function
entity

S301: The access and mobility
management function entity determines
that a selected EPS NAS security
algorithm has not been successfully
provided to the terminal device

S302: The selected EPS NAS
security algorithm
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AMF network

UE element

S401: A first registration request message
carries a value of an ngKSI that is 7

S402: Identity request message

S403: Identity response message

S404: Authentication request message

S405: Authentication response message

S406: A first SMC message carries a
valid value of the ngKSI

S407: First SMC completion message

S408: A second SMC message carries an
information element of a selected EPS
NAS security algorithm

S409: Mark the selected EPS NAS
security algorithm as invalid if an
AMF network element has not
received an SMC completion
message sent by the UE in response
to the second SMC message

S410: A second registration request message
carries the valid value of the ngKSI

S411: The AMF network element
checks the second registration
request message

S412: A third SMC message carries the valid
value of the ngKSI and the information element
of the selected EPS NAS security algorithm

-

S413: Third SMC completion message

S414: Registration success message
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AMF network
element

S501: First service request message or
first registration request message

S502: A first SMC message carries an
information element of an updated
selected EPS NAS security algorithm

S503: Mark a failure in configuration of
the updated selected EPS NAS security
algorithm if the AMF network element
has not received an SMC completion
message sent by the UE, and release a
link

S504: Second service request message or
second registration request message

»

S505: The AMF network element
determines that identification information
indicating that the configuration of the
updated selected EPS NAS security
algorithm fails exists

S506: A second SMC message carries the
information element of the updated
selected EPS NAS security algorithm

S507: Second SMC completion message

>
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Terminal
device

S601: Determine that a selected
EPS NAS security algorithm
corresponding to a 5G NAS

security context does not exist

S602: Delete the SG NAS
security context

S603: Second message

Access and mobility
management function
entity

S604: Information element of the selected

EPS NAS security algorithm
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AMEF network

UE element

S701: A first registration request message carries a
value of an ngKSI that is 7

S702: Identity request message

S703: Identity response message

S704: Authentication request message

S705: Authentication response message

S706: A first SMC message carries a valid value of
the ngKSI

S707: First SMC completion message

>

S708: A second SMC message carries an
information element of a selected EPS NAS security
algorithm

S709: Delete a 5G NAS security context if the
UE has not received the second SMC message
sent by the AMF network element

S710: A second registration request message carries
the value of the ngKSI that is 7

S711: Identity request message

S712: Identity response message

S713: Authentication request message

S714: Authentication response message

=

S715: A third SMC message carries the valid value
of the ngKSI

S716: Third SMC completion message

S717: A fourth SMC message carries the
information element of the selected EPS NAS
security algorithm

S718: Fourth SMC completion message

S719: Registration success message
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UE AMF network

element
|

S801: The UE determines that no
EPS NAS security algorithm exists
in a current security context, and
deletes the current security context

S802: A registration request message carries
a value of an ngKSI that is 7

S803: Identity request message

S804: Identity response message

S805: Authentication request message

<

S806: Authentication response message

S807: A first SMC message carries a valid
value of the ngKSI

S808: First SMC completion message

L

S809: A second SMC message carries an
information element of a selected EPS NAS
security algorithm

S810: Second SMC completion message

»

S811: Registration success message
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Processing module 901

Sending module 902
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Apparatus 1000

Processing module 1001

Sending module 1002

Receiving module 1003

FIG. 10

Apparatus 1100

Memory

1101

Processor
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Communication
interface 1103

Bus
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