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[0004] Many software tools have been suggested to protect the integrity and confidentiality
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adding digital signatures to the documents.
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to designate Iike elenents, and in which: [00014]

Figure 1 is an illustration of the use of an optical
walewsdessit o decode a printed encoded i nage; [ ORPOWB$2005/013069
Figure 2 is an illustration of an exenplary rasterized

encoded image fornmed fromprimary and secondary i nages
using a raster shifting nethod; [00016] Figure 3 is an
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[00020] Figure 7 is a flowchart of a method of decoding a digital image according to an

embodiment of the invention;

[00021]  Figure 8 is a flowchart of a method of decoding a digital image according to an

embodiment of the invention;

[00022]  Figure 9 is a flowchart of a method of decoding a digital image according to an

embodiment of the invention;
[00023]  Figure 10 is a schematic representation of the sampling of an encoded image;

[00024]  Figure 11 is a schematic representation of a composite image formed from samples of

the encoded image of Figure 10;

[00025]  Figure 12 is a flowchart of a method of protecting and authenticating a digital

document according to an embodiment of the invention;



docunent according to an enbodi nent of the invention.
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[00031] Encoded images of particular significance to the present invention are those that are

configured to be optically decoded using a lenticular lens. Such images take advantage of thé

ability of the lenticular lens to screen image content based on the lenticule frequency of the lens. ‘

These images are typically encoded by one of several methods that involve establishing a
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reference in their entirety. [00032] Digitally encoded
i mges can be enbedded into a background or into other
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: (VAN I Sr. N6 d_as ki.ls enbedded. .As shqwn,
mage 49 SRRSO, LS ERTARS R o o ST B S DR e
40 can oplyasd vigwederittl@cietodige denec40 60a piéasteinfiBe®ReQddy.i TRYBrimary

) 10 at the correct orientation. In the example o '
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: ich the secondary i e i s enbedded . .
embeddf Sy PR b ) R e ah e ands B degs e
embeddddwA géhoeindh Fagupe 0ahb e&onddty ii@gd ma§ be #RWAAH hladng the decoding

. regularized periodic behavior Is inposed on'the
device 48 pyerdh§ ei“i?é@‘g iagenl® ah they oarer eprigniationt e ghecareyplerfi Bgire 1, the
. PRI RS - | s rizi he. pri )
oo BV b4 RESITBL D0 AL £ BT 101
horizontalraxipe2d andtdreenticahprie d4t The becopdinydmyigs MM gaesealddaherd e

. requl arized behavi or, of the primary inmagecan be
roizons o B SR 2 S I BT, LIBIECE DS et o
the horizdBGPREADY of RYGcddRBEMAAC] ¢ dﬁ]&% ﬁ%tgﬁitngodﬂkferg is E?ﬁcodhln% parameter

_ alterations are snall ‘enoug ey are diffrcu

that is esfablishedeprion imencedimgtand dinbedding thdmeevrelary inege. a
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image cagﬁﬁh\gde into two general approaches. In the first approach, a regularized periodic
behavior is imposed on the primary image using a predetermined frequency. This is primarily
accomplished by rasterizing the primary image at the predetermined frequency. The secondary

image is then mapped to the primary image so that the regularized behavior of the primary image



way that the alterations are brought out to formthe
| atent secondary i nage. [00034] In the second
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particulaz astiebly frbguesicy erd reettr agle shdi sequnBanylimag8wawkmbedded into the

. Lenti,cul ar .decodi ng | ens .120 Vi n l i ne frequenc )
primary SERRU S BRRANETE BTk GlRulR el el SEGEHE Seibcations
corresponbi g@d GRARR tenfBOBe %é&n@&rytiﬂﬁ§& OTHe&RE khidts Ic81 b8 kla88 small enough

e., the raster angle a), the secondary inage (the

. (i.e. . the .
that it is|dgffigelf & nosjmpossiile foe thei nakedieyd 00BBEIeThemps @ sehesevedfnage

s ST TR Y O L R LR

transitiofi @@oasuIGhifd T8RS odfiord HRth i@ 1y a SHEFER. poltibiBa@adide and
accon,g}!gi shed bit nmodi fyi ng_ the i ndividual pixels in the
smooth axfioptiblg- i1hEgesuloas v nin Eigve? g ensadedriaragetly Odn whigkiihe

oy Y i " N Al f
e O PSS NG B By LR ORINTR QAR Lo
in Figur¢ Bozleenaf lentidilavaleyodikg leins i1 20 hindng e tint fietjudrey cabrest®nding to the

nmet hod. e used with any f of dot, synbol or
sorcen iFyedeY IR A G cHe A AORGo) 10 R FOFect PHPEapRc. the raste
angle 0)0thB §8coli®4r) ddasdBiYe RRMSSH) hithyf gyl tiple secondary

I mages having different encodi ng paraneters as

[00036] %gﬁ félgt?éliilgér:] §§ {.hlg%nfb%d@e%qgﬂaﬁg rrlla%r%% e cﬁsz,lg%ised by compensating for

changes in the tone density of small regions or windows of the primary image. This can be

accomplished by modifying the individual pixels in the shifted image so that the average tone

density of each window remains the same as the corresponding window of the unshifted image.



[ 00038] A sonmewhat simlar nethod to that descri bed
above is disclosed in the '717 Patent. In that nethod,
wo b@saesondary i mage i s encoded first using theCT/US2005/013069
scranbl i ng nmet hodol ogy described in t-he-'717 Patent
and the raster lines of the primary inmage are then
reformed to follow the pattern of the encoded
[00037]5 etonidbbeuidenged bhhoseaF whdihay skilb@dBeskt tHRAR H8% RBthod may
i,ewed usin | enti cul ar decodi ng devi ce having the
be used %th@nf/ r @ﬁ&éﬁé‘gﬁ SHMRGH PE Hng Wéteﬂmtmrryethﬂ@@gm/a&urther this and other

T T T S T T —

as describet ¢ thery-end@@dnchind ViBgeplicdtibng). pri mary i mage nay
be used if it is desired for the output inmage to be a
[00038]CORt domewifat bigliRr hi¥ROE t6 At Gwﬁﬁ&ﬂaﬁcﬁleﬁ?@lsél@%ﬁﬁ 'tHee@J'n Patent.
i mage produced by the first approach
In that r%@ﬂw: dhrawegndapnizeage ds envodettifitst hsing tta setangbiing m@mctodrbgy

s R YRR TR0 8 BB B B o ot

the pattese 6DIhd @nyodedBgeondarytiiage NERPRAultAg thBeMddTBiaYe taPEEViewed usmg
u&g0040 Wth reference to Figures 4-6, a sinple

a lenticular dleppding fleviph kaving the sarg fEqyrRIaY Bewhich dhspramaryRmgee was

rasterize34MSith Phf kL QOLIA bhm@g@%%%g ddighi ch the tonal

ues plxe ange as a periodic

fu S q sine wave, trian .
1000391, 2 H68 L@na JHEENy Aet °@§‘a§°f8fnb“ﬁ¥1§gﬁﬁﬁ%%daw Fnet g agrgnary image
may be dise@ @flie icdesidéd £07ehd @mputGiabsd todRCOEHnEgudb®NShe | e@ﬁ@éﬂp’éﬁed to the

orientation of the periodic variation establishes
rasterizeg e DIOBHORC b SERh ATPISAQIC Sath TAAgE. o FEonroyamAge 1o

(13 n
embeddé?olgwr %I Blani® c%ﬁgglgﬂ’ ¢ hh"ffﬁg fio %g{?ﬁ%htsotﬁ%glggno e%ﬂ%ar %)SI'IO(P Ctonal
vanatloqse fThe «tDntrdilumage wnthalhe anbedded a¢dondargdink @S RanEH Mgpied ta the
ontent |ocation jn the secondary image. In this way,
p”n““yPH%gHeV|at|ons in the regul arized tone variations in

the nodified control inmage 210 correspond to the
[00040] ¢ o WfitteTessnce pe Frawees fdGrasimptega E]S nibodryill hove e
0 X
discusse F%%?éf :sﬁrr@'é’gsga 1%1%81( &(%itxtolﬁ Q)elg vﬁ'lrllé(lﬁglF Qgrlazﬁ’ L4 ﬁe&é‘%)uéel% of the
image changhasempdmhc flacken edcH a3 amjuah: wm pagé mwa, tﬁiﬁng]@ Wabe etc. The
varlatlon§ of the orres ond nﬁe& xels in the control
10 (:Pf t %@

frequenay §f s Sanstiog-matqhes, the frsq upwardrspiing dens Jiie angular
orientatiéh offth8 pBGbAA Ivaﬁé’fRiﬂ%taBﬁsHeb gt ﬁ%‘?eﬂ@se@ o H@Jo‘ﬁ@ M hcBied Hfge. As

pri rrar% i mge pi xel snay be m ned usl
shown irp Flan@f rarmmndnryf innage 22, emlmdelbd intol gfei qmettohmdge @k@py shifting

ne differ dependin
the phasi AEE Berie Rt ER S 4 oei sl PRe e B ASPBRAREFBIPD in the
secondarfyUh@gé. OmSthi¥BYayh thedR %1868 inSRE & gfuleﬁ'ﬁEJi Yonfeq/ranb!ﬁ&s% tfe Bodified
Specific printing process (e.g. ink jet

control igiags 2 Hheqrespondiodhe eantent of secondary image.

[00041] The modified control image 210 is then mapped pixel by pixel to a primary image
230. Pixels of the primary image 230 are lightened or darkened to match the pattern of tonal ‘
variations of the corresponding pixels in the control image 210. The final encoded image is

shown in Figure 6. The actual amount of lightening or darkening of the primary image pixels



[00042] It wll be understood by those of ordinary
skill in the art that the above nethod may be used to
weptwsdogsul ti pl e secondary i mages havi ng di f f er BE/US2005/013069
encodi ng paraneters as described in co-pending '962
Application and '943 Application. [00043] The out put
of any of the above nethods nay be a printed encoded
may be derageingd nging trandominitioe dutions igudhdddfiate a$ 10oREPRURKY These
{lnted on a docunent Qor other ite or may be a
functlor&.r’@& F%ﬁ?ﬂﬁa@ag CH&RfeIMagg RPRkSALBR. FPLEample, dif Wrrisformation

functiondrRdySsk ddfgnk o)

uncion Bk s, L ARE AU IRLRARL e g ki ave

sublimatibedksr ptintingd)i s nmet hod, a Iatent image is created by
changing the direction of raster elenents in the

[00042]Vi i Wwilkbd WRasocdbyassd df@ft&m@lgf skeBRaneli hxfﬂ ¢hat el dMBve method may
ontent in_ the hidden |ma% or exanple, vertical
9V1

be used igpbrd Fliple SeqoRdeey | pRagea NgVipadifterenipnprdiethpatgoetersos described
in Co-pepg{ng ?@j %’hﬁ 1éa H‘{i §4|3 ﬁ%énons corresponding to the

nage can typically be seen

T : S't@%ﬁgr%e‘/yc%a HFUE e s e o

combinéSpritearging @ité&%bcdﬂl@ﬁ@dﬁfage Phh&dion akReamSR dritndr ‘"i‘t%fn? br may be a
lines of the primary image wll run along the |en

digital eggoded dmpgsthatiapn pe frppsaniged pheogddoleter gse.t he positi ons
where there is no hidden content, but will have only a
[00044]cr dgwihse orcihnd odentbhddipg sit tinagrsis whmnmnﬂmsed in barknbied ded checks.

tn his oG gD ] A T OREE O SRy PR AL B Rdhe
visible ifRgEIR rposileﬁm&ﬁﬂesﬂ_dlﬁhrﬁgotmm@c&ﬂérﬁ@ﬂt}@fhl&ﬂén 1ﬁfatgé hPo@é%ﬁiﬁ%le

met hods and the resulting encoded images is that they
vertical agigg flipes @éw altlmewgrrfalge mayegibangedde iherzenttldingy righe locations

correspérﬁlr% to élz ! a | i §9;fﬁéﬁe ?T%e et n%ralga?aglﬁsrb%céﬂ%ﬁgaetes[?g%ﬂg %JP banknote

slightly.aHbenatércthe alevidgomsdinige prémsryhiaaps garbalbs Bedesodyd usmg an optical
%r esEondl n% to that of the regul ar behavi or.
decodery [ j8 Resrusst e Fastes gy Plothe RRgnage razggayilign @H@gn@ﬂ@ngth of the

lenticuldr16'6€ ﬁﬁyde%deﬁ‘%t/ th@?oﬁﬂoﬁé’ ®hertihdrd R R }gﬁdédq@onlte%@ S’out will have only

frequency. The I cular Tens acts as a cont
a Cross Sctncmeat thehpasitems MErQ@sretlhe hitllen @bntents T}m;)dnffekm]ce makes the hidden

gu b mbl es, th th
moge g AbRE HEECRS rR0aTRE RRGRC el BuhEoahe usec
o001 e St S BB baoE oSG moges s

that theﬁfﬁb@l@g Q8vibHdR AR td ﬁﬁ{ i)eh&ﬁg %eﬁ’d\*?&c(ﬁ %r,aégg&jaé #J%ﬁ&‘?, t8idensity,

however, nany circ nces where
raster angteys il bede deviagons dramntiie rpparceaidegh il isepf addrticalar decoding lens

ossi bl e. The.pre t .i.nventio here rovid .
naving o (RSP TR I e B TR By A e beavir
may be &di@1 t6%8e Rhs ?reﬁ’lh%%y ©fha lBE'aﬁ %lvergﬁl%ﬁgdlé‘ ef gx@‘lérﬁqreqhgncy The

particul ar, present invention provides net
lentxculqr&pms agt§3s g@ontn@tmcmn dhas @mphasizes the deviations from the regularized

behavior and assembles them into the secondary image.

[00046] A lenticular lens can be used to decode both visible encoded images whose content

has been systematically scrambled and encoded images embedded into a primary image or



sof t war e- based decoder that can be used to decode
digital encoded i mages. Decoder enbodi nents of the
W0 pwsno3on nay be adapted to decode any di gi t aPCEOSII®013069

i mage including digital encoded i mages that have never

been printed and printed encoded i mages that have been

scanned or transfornmed by other neans into digital
backgrohod.nThéh ered hgive v, ianodetdinisemgeswhay treuse df a@ihym@(ﬁ?é

nged ed i.nto background_or primary inmages or be

hardwarg) deqgder is irRplestiqah gf Iopaseiblse egy@spewaw o] tpergtor%mvms

method@for'ﬁ@éﬁ Eﬁéﬁﬂed [e&%ggg m%ts ﬁlﬁut‘)&le decqdi %apéﬁ{%t c{i.gﬁiecodmg
encode es accor e |nvent|o
device. degamcbkad theumem 1rB}Eﬂﬂ1@IdpmNhies wieg@ds thae cansomeoporagtato a

decod involve a primary. image wth a secondary
software-Faged CEERHTRbE A PetEn Caderage tigked qruco%n@@em Brader

emboduﬁlgl@& %ﬁ ﬁl@)m\%?ﬂtlﬂﬁ Im% |b%réﬁh1t9tedi & dég‘éﬁ‘é any'd@ tﬁre'n%e)ﬁ 1{&1@9 fheluding

’scerni Bl & Conte
digital e@eo@d lmaggsrtlaayc hlame( me\mr bnmyprﬁr&echmch;mnlal enamﬂgcblmmgeh that have been

R - ST T T
latent mﬁa@%E efnBEHdel Sntb BHAFHGIHAR p‘i’ﬁ‘natrf' ﬁn&%@ 513 Hiay% VidiBle F?fr%g&rt}{at have

I mge, the secondary inmage or” both the primry an
been SY%@@’@FY@HWCI‘@H@@S’T naampt(l'czcyd met hods that do not require
f oreknow edge regarding i mage content. Both nethod
[00047]t yp&hwcbqlﬁ ideedimpdie Bidtge endoded emeses aciandinp as grEhesmsion will now

d d dth d ' . '
ST T e R
image vﬁ&%‘se&&)(ﬁf‘}ﬁﬁﬁ’a%eteﬁﬁ)eﬁdﬁﬁﬁ sﬁé@ﬁ WJQN? {6 @Man bEARAAR (dgécgi‘éﬁfusmg a

7 shows the steps in a nethod QO according to
lenticulasdeysd i Tive primgky trhageimasehe 4 blank fraegecwith be dl.ssemul@cmwde; g.a

e e AR N
S| d d f the . ded

100048101 15 oo e r<PRBY o egRUeY i B b el et

require ﬁforhﬁﬁoﬂ? B Ge@nicAREEhE Bﬁhlakysnﬁ , B s8&dn M iBthke Bf b&H the
aut omat ed encodi ng process. a digitiZed encode

primary |aﬁﬁg%c0ﬁéafy maagasorns2) srecthags éhat detnpt e by fordewodédey regarding

image B GRTTRA p8ho TRl frhBISGM R o b Taght By R o encode
and embefl tlwsébtblﬁfayy Bikdge| Specitibalyatte llﬂéﬂqueﬁﬂyginﬁl tB€HneReAE 8skd to
i mage of this type may never have been printed on a

en“Xk”H6éﬂﬁ§HPm“BP§HWUF | abel or other authenticable item
Because the encoded inage is provided in its original,

[000491i Higurer e @h@@rth@ Sf@h%meq megodMil Q@eﬂccwy@ toiajni eln}bodfment of the
rroduced o t he

mventlog tl’?‘att 851{ i%altlse % g{lch%g iage ‘éﬂ’?{’g SPBE]@SE‘n e%l prlmary image is

known thawﬁm‘b&r THehﬁethjdl aattaau 00 fAttI1e0eNgigHREd | bﬁ@@f thé encoded image
preci sel y known 00050] In an alternative to

is Obtamééo%e digitized P@‘queé é‘éa&@n@é}ﬂ belaiveisipe ofdle ercodpd Hnmdhaiys the

direct output of an automated encodmg process. Such a digitized encoded image may be stored
for later retrieval by a decoding processor or may be transmitted from the originator to a
decoding processor. It will be understood by those of ordinary skill in the art that a digitized
encoded image of this type may never have been printed on a document, prodﬁct, label or other

authenticable item. Because the encoded image is provided in its original, digitized form, there

10



scanni ng or otherw se reproduci ng an encoded i mage
that has been printed on a docunent, product, |abel or
wordsnosut henticable item If the digitized eneorEs2005/013069

image is obtained in this manner, steps.nust be taken
to assure that the relative orientation of the encoded
i mge is carefully controlled (such as by controlling

is a minfih&l pskienitabf gistoiontha¥BGWERR IntFRALAd ME the eﬁaﬁeé %ﬁé’é@:‘ tH& would

device) or can be ascertained (such as by including

affect thgdegpding peasessn dvleieavarnthe prigetation pithe aeeded imagege ptesistly known.
wi Il allow a decoding process to assure proper

[00050]0 r |I@ an alteontiof tottheatioveghe figitiztd @ndmdw)lmagéﬁh@ﬁ bt oBfained by

a di ed cop the ori primary i nage
scanning BE (e Haineb PR G GHEGISE TR EEC RS Lt B ed b oRmgat,
product] 18541 ¥R ©&fer ahthEntttablelited At Rle! dBiYed &%Qﬁemagg?s %ﬁé@ fifthis

fromthe encodi ng processor o retrireved
manner.giaps 18Ysh ba%em&seuneﬁhm elagive drlantandmaoﬁ therenddded image is
Al ternati primary

M N PR —

device) bhéani BEgeertAnddNCudNE OFiifdudh S eAsHAion MdichLibr nteQ[ethe encoded
d|g|t|zed primary image is rasterized to produce a

image thap Wil gllow edgeodimhprocesg$e asshseaproper drisntation wpttiesmage for decoding).
: usi ng the encodi ng paraneters that were used to
[00051] pr éd $d 80t hdigitized dey ofrthfgmglhai fyamndry cmbge ysetl In@pmﬂumaﬂh}t encoded

e is rasterlzed sanme raster angle an
image iy (fed Sl BRbGRE Rer B il priey bRt mg bepUeBes fom the
encoding PraeeQdy 6£mb} By eREORAGdrIBER stdrieSORGe it\P1sAN5Rd at ime the
copy of the primary imge received fromthe encodi ng
encodedjpgge 8@p prasiucedetAltespativels 8m piimarysmegayey ﬂnay)bmhnedafdyn the

e R AR S OSSP ST S Py e

is rasterlesd Hb;brodﬁmda aﬁlubhﬁnagen Thid| radtemgion [[ORREADlibRedWsldg tR€encoding
rstood that if the primary image is nothing nore

‘Pafamet?fﬁ g‘h“ by uiek 19 a&%‘ﬁ?f‘o‘ihlﬁ &H‘Fqsiﬁa émageh dIRiqubr, themgenany image is
rasterlzeﬁQﬁﬁlﬁJ%@ sdoiieraS@PL eggs er#]dtm%lef[r&fue@,yg IS We ré s #B? q\'%ﬁengddmg processor

control 1 nmage 1I's I on
to produgg gxetemz@tedenmgdehh Sommgestamcbh,cthct cagyeofaRe prigharyimayageeived from
i n ‘[g bAt S140, a pi xel - by- pi xel
the encogl&ﬁﬁ’é?‘%e%% oF §et¥+%c? P8 SEseacBRY ?15“&&8 hamb%qaéasteﬂzed using
these pafhinkdrs.ZBOsueh @Qgﬁdtﬂe'ﬁi&ﬁoﬁs@y FARALE Brifh gf ‘ﬁ%&@ 95€es'ta{ﬂﬁ ed as the
The difference i mage nay a conposi tone va ues
control igggeb| i shed for each plxel based on mhether there is a
di fference between the control imge and the encoded
[00052] i nligrell bernti¢ratoogithet if. thé-primenyeimzige is @othingehore thantd Slank
the content of theenc ded [ IS dlfferent fromthe
baCkgTO'@gl IF’élgB’otﬁﬁ FORYrobige Wl %{erqﬂntrp Fhyige 4. Otherwise,
. the controbEhApReleRemBlyQ \Qﬁ'mtl&{ b’ﬁhe ﬁ[%itlié@leenGQdeQ%%Q HifiGuPhd %condary
in the difference image is se (cor espong
image emeddpd inelf. A pixel in which the content of the encoded
image is the same as the correspondi ng
[00053] At S140, a pixel-by-pixel comparison is made of the control image and the digitized

encoded image to create a difference image. The difference image may be a composite of tone
values established for each pixel based on whether there is a difference between the control

image and the encoded image for that pixel. For example, a pixel in which the content of the

11



pi xel of the control inmage may be assigned a val ue of
"fal se" and the corresponding pixel in the difference
WO pwgao93sl set to "0" (corresponding to bl ack) . P¢DOSH43/013069
The resulting difference inmage is a reconstruction of
the secondary inmage used with the prinmary inmage to
produce the encoded i mage. The quality of the
encodectlinﬁzfgensmfﬁrdﬂffﬁ@ﬁl B Yol peidiap ?ﬁ@l aft th@%@xgrdl ?ﬂnﬂ& 1599%‘ ass1gned a
ge enhancenent nethods including but not ITmted
value ofy ﬁ’fﬂel @8 thsreogrspaading i in Gedifferende image s, sea@dﬁf’l(mespondmg
cal ceSS|n and custom
o whitc) Tt h G TR e @ BREE i o PR eSesponding
pixel ofdhd éetehxrademagebomyighed divsipk ay efdls@’ﬂ ad thechBPonding pixel in the
screen, stored or printed. It will be understood by
dlfferen?‘ﬁ%@“’d? SG QI Katcgrrespopding o blagkdart t hat the difference

be displayed before, after or during, any

(000541 iR ceswiting diffesace Mg it o eadomof 54 1gon0a90BBke used it
. . I he d ded [ i ng the

the primflF b Bt g EndiBl iR ol RS RGOl aie Riaemay be

enhancediag 51 50 8dneRESHE Bnd geRGBaricEmeRt ﬁétﬁ@&is indRBin i ﬁ@tt lmuted to
fidelity is obtained when the encoded inmage is

applicatiopfim tlowfpasniikiers.ceapie ioneo ﬁultn@ mpcnhek&nah drdchsslng, and

: | use n the encodi

custom SASHELLEG ALK (S50 B4R A5 RERANE oo

on a terramabsimcbnl, sagd dr priatedaiinei &yurdﬁemdddzby'tﬁow of Vrdi@AMI kA in the art
égfturln a dlgétal version of a printed encoded i mage

that the gidjerges hrgragay Be isplayed Rriowediier dring ang epeangement steps. The

Inmhodggknngmﬁoprlntlng and image acquisition (e.g.,
scanni ng) processes introduce size distortions and

00051 9155880 4E G 03RO g e

by the meﬂmgld)yr\e]lnah thealigizédencbd@bignage Giotthinb@NTRENIghEst EBlity is obtained
hen ths ﬁﬁihe di. |t|zed encoded i nmage to be out of

when the Scorled HFagRiif e ect QUM Bf o1 HHGBalerl encedies PoRparnd ghe rasterized

pnmary '1r§a Q€hat ﬁ%ﬂh%ﬁé"ﬁl%@?l ?B?(yc%ss tffkﬁ'ﬁ%vlﬁ] flcﬁ%r%ld%ﬁﬂl 2%btained when
uced through care contr

the encoé@ql;]um@em glptamp@ be égltaznnig or othglrwwﬁ:ctapdlrrmg 28d1ggﬂ%rﬁioxk@t%$pnnted
or around the it i.s printed

encoded BB pBhERT (utad SHETERRS dpvigS s Cni et badhedriog and image

acqulsmdﬂ‘(é £ e5calBRARP prabdksEheMir6@ucelsi R YR 6MoHS 881 foﬂe QAP Furl Variations

produce a digitized image froma printed i mage or
that can éﬁ?(‘é ¢he decadige resalfuirdsa imosrodentaidersof the Iemzteied inage elatiot to the

image a%ﬁt‘o%chetv %‘ég@%{%% Zf}]e cg % (? g}ggﬁ%@ffﬁ%ﬁgp € gﬂﬁ éﬁ*&nmt with the

control 1giagcbb/hén theh@nipaEg iaaghd. SA§ HRBusdEY hssve MY scREAL AR Be reduced
turln i.mages using light in the visible or
through %ﬁfug? igage AQUisHiPY pCass ppd/enky bicluding alignment keys in or

mpundﬂ%ﬂﬁﬁ%ﬁﬁpﬁmégggézhjﬁgnﬂg ed above, nethod M OO requires

primry i e avail able. For

[00056]  As used herein, the term “image acquisition device” means any device or system used

to capture or produce a digitized image from a printed image or object. Image acquisition
devices include but are not limited to scanners, digital cameras, and systems having a

combination of an analog camera and a frame grabber. The image acquisition device may be

12



many applications, this is not practical. Accordingly,
some nethods of the invention do not have this
wo e@aitosnent . Figure 8 shows the steps in a neptiDUSNEDOI3069

of decoding an encoded inmage that is simlar to the

above except that the control inmage is always a

rasterized blank inmage (e.g., a rasterized gray box).
adapted fhecaptirngdmages wréngligh? @ theAisilg2 dOpomviditié (d.g et VeamayIRY bortions
ofﬂmsthf encoded image is obtained. As in the previous
FethBy, this may be an original, unnodified digitized

encoded ] e or_may be a captured i mage obtained from
(0005715 dscolestAboxs. Btiad M LB e GenRia: fomunan épageibs Medeble. For
MehRY 5 b S ifgfi0 | S inventi
e RIS i acital. ‘g‘ug%édlg‘g@r %‘ﬁﬁ%’ﬁ%‘%@g SIS inyepgion do not have
this requisseat. Biggiee8 sirvs the siapsinya methoé MA00If dgedding A encoded image that

O R RO T T i
rasterizéll grh@bSOC The TRABo I BLiREa: 089Sk 461 ®d di'%igggin&gﬁe&?g%e%ngaded image

) _pi xel - by-pi xel differencing net hod "us
is obtaingfl. Pisgatle previbnhaethodethis macbnamortsnataynthedifipd digitkcd@ncoded

ima t he %iffeanc ina% at .S240 gnd the i e, may be .
ge of P&y Ps g AP eeinige Ohiied T a decteetl o bAGite 99 Righ fhe encoded
image hadBeddrfrifedy ANSEND, He6)trd] gmBEOR %Qﬁblﬁéﬁ@? 89 ng%?zg?g?rg%ﬁ% gmage

) a bl ank inmage, the decoded Image resulting
using thgpaster apgle apé fisgeracl gorpwposding tathewnedding parapieteosiuded GDencode

| QAT . h ver., the pri nar V., ual |y
e encR FRAUL %, At IRUF Bl A5 A GBI KT Hha 0N e oy
be constnesed dsinppthe same phichbg phROOifRdrcindIpaBSd Séedh thERABIbY of Figure

different froma decoded i mage produced usi ng met hod
7. Enhagpespent {ghuigpes Hay haapplicd tohathtienegmagsat §240rend the image may

or] b&n T f e encoded i mge. |In nethod
be dlspl%}’éég%?SQﬁ). Tﬂéﬁéﬁgg‘ég&%@szﬁl& 9

however, t ifference image will include

el f S Ly i .and.th .. mar
000551, BE0b iy B 1SR4 TRBE A BB SR
decodedsemgacauling fRgeniRaaVIs00 ®ilbbe Siipay tHERasRhs OV thk Mthod M100
. [ X i mage. Depending on the content of the two
of Flgur_? ﬁagé BOVRYE: §RTFIKSPASe RS el iy Fpytpia visuplgnEnrmetem the decoded
image résﬂltti%g ol et d R saaal %p?g??%gfigﬁl?@%ﬁfe Rflﬁmggat %%ggedol]}nage

decoding digitized enc ges accordi ng
produce{l nsieg tiethrodidi €0.dEkis liopedusesn anatlzyd Mifl 00he pritmgeinyage is filtered

enul ati.ng the actjo a lenticul, | ens decoder. A
out of 1 B PP pEe dnaneibpORiz00. Grisier et Bleenis Russe whnpriade
element96f it IHFRBEIdANEIMARE ahD IR PRy HBEES %Qﬁ@re‘gﬂltfhg% coded image,
frequency of the lenticular lens. The |lens mag |F|es
the decogerbsasordany ireagecappedrs mbe sipsiiowosadt aep tlegirasary magd. MDepending

' ' . _\Wen.ori .ed h
o o BB USSR OB Bt e

secondagfiafaget eri stics having the sane frequency to be
sanpl ed and nmagnified, thus standing out fromthe

[000597 P 56 neliBRE f dddbRlicdiRiePindoBEd Ir8es h&ofERE ™ 1RlikVention were
developed as a way of more closely emulating the actions of a lenticular lens decoder. A
lenticular lens allows a viewer to see linear samples of an image taken at intervals determined by
the frequency of the lenticular lens. The lens magnifies these samples and human vision

interpolates them into a continuous picture. When oriented at the proper angle, this causes
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assenbl e periodic sanples of the encoded inmage into a
reconstruction of the secondary inmage. [00060] Figure
w@®2008/1893f1 ow chart of a nethod MB0O0 of decodi NBCHUS2005/013069
digitized encoded i mage usi ng a sanpl.i.ng approach that
is simlar to the action of a lenticular lens. The
method starts at S300. At S310, a digitized copy of
dev1at1oh§1ﬁo i Ehak st RRSn
DRy IR ot 1 RiE) Rikhg 112 sl DRBYAICE Pt Fampled and

magmﬁ@h é@@é@ﬁﬂdmt fronmithy phignagy teqgeuTbd actiegel tthbﬂals msedssémmﬂy to
e g AT g H L o OB Ty g,

tan Iar i mage cgﬁtent san&%es are taken fromthe

100060] 5 Figi 346 SR8 aaer phageibor st sbisspeine artisitiardencaodimage
using a §a‘h§ﬁﬁ‘1§%?ﬁro%@ﬁ fh%ﬁ% Hﬁiﬂzﬁ% bR %’ﬂSn bf Q?enftlE Eﬂg.ythé;%gth%8 starts at
encode nd €

e encod e I mage and are orlen
S300. Pélﬁﬁd i ndigdizgd eopys@dh¢ enadeditragelie obnamade AsiinEgeprevious methods,

ures .l and .l ustrate how the i mage content
this mays% Gigingly %’éﬁed HehalncetrdipRe Ohmay BF asepned igtge pbtained

from a ddc@th&tidr 6&&& ﬁ@ﬁ%&%lkﬂ%‘%ﬁé&d@ﬂﬁ &had ﬂegzlni) ﬁﬁéﬁ" At % a series

The sanpl e 322 has a | ongitudi nal aXIS 32
of elongagieire¢iarghlaitimppecaitent damgleaalgl tekeaviirorh theedipitized Emcddhda image.

hese AT 988l ) Beflobl BaBRoRRE rb LR n R ot e
encoded&ﬁﬁgabndialfe logighie aid fRrdnesang dh%@ ubedl tb Qﬁcédqué‘ 8&5&‘1&' ffshe.
to encode the encoded i mage 31 The sanple w d can

Figures @ agrb} ] Hgtrate bayithpimags caz@teamam\wparﬁ takenf Figure 10 shows a

reprser 6 B ASFARE: 996 ahd (S FBIESEL R 30TR 920 s

longitudgmirptie 824 et sarenrddt the deosdh@ angepasit &sﬁ@ﬂﬁi e hBB&htal axis
in %{n ch thg % Ia{?% are each maintained in the same

of the encggl €38 IeaS@m@éeSt%ZtarfetaIs%WO%%hﬁ peigre encoded image

310 ata Eﬂe@b’én%y %%nbiﬂoHéﬁlg% ﬁ& Qﬁﬂgﬂﬁb& fo ?Y;ﬁgﬁ 'e'ﬁ@&?e gﬁlcoi\ge 310. The

fornmed from'the 22 t aken € enco
sample widtiyeandkolefinsd ts‘.amatbh tlsaemuml Rartipléng of aﬂsnmcaﬂanlensedeaﬁqlﬂr,eor it can

ure onp05|te sanpl e i nage has gaps
be presegéts\%’% allilngl’geg At S340, each image sanple is
I I I
000611 ¢ BE 55 efic i%%ﬁt%pf‘é Rl DA e HriBPBs, comosite sample image
in whlchecﬁé' Ea’%ﬁﬁ@s SR Y GaiRG] 1 e %{e md 13ive Eélﬁ% Miad RS the other

decoder. The expansion nay acconp usi ng
samples Frgyee Fedluziraigs abgopositesmkplpvimage 320éoraed frofin Ehe samples 322 taken

resu .ng ¢ lete co 03|t rovi des .

rom i S5 0 SR 81 S0 BRRE b e S BE HIRE o 1, e
ie @ Bndpk hh8LaRHefiRé h

oo SR Bt S0 T A5 S kbl

expandeg peippAlisulpbioritsdsngitidenalexin suiclestibe gap S3Gts|igdRting bdeples.

This em{ilep AR lF e Atdh S SucBRb RRS oot B BRG pKbE
accompliskédaxin dVBOOim e rEAn HBROriND Hasess irothd R0 AR rédwiety doidlete

composite image provides a reconstruction of the secondary image along with elements of the

primary image. This image may be enhanced and/or displayed at S350 and S360 as in the
previous methods. The method ends at S$370.
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i ncl udes sone of the elenents of the primary inmage.
The decoding results of nethod M300 are generally
whedosao9sthan t hose of met hod M200, however, bePELIE82005/013069
this method tends to suppress the prinmary inmage
el enents to a higher degree. [00063] The result of
this nmethod can be i nproved further by constructing )
[00062] ONEjkemétRéEMR00 b Fignsd 8, amatipabM360 idoesgres réquannthat the source image

be knowaia adyanent ASOike MO IRGhMEDRFN B 1 fiodel T tha

- ori gi A\ h | | JTRgBod M300 are
mc}udests%’gtoﬁgll%e %%g@%gﬁfpth?gﬁpiﬁ ﬁl‘ciehlgE s Sggrd gss tgigglgfsenent s of
generall¥ beudthabhyse dfagehal 200, omexes bedanee thiy meihod tepfls tchguppress the
) secondary image in the perceived decoded i mage. This
primary pﬁ@&?&@i@@éﬂté%a}é‘éh@&%ﬁebed as creating several |ayers
of sanpl es and conbi ni ng them using different
[00063] t eTherasukof knomathpd camee wpRroyest furthgk PeeAnSHUGHRSIqRE 08 more

.. layers (e,dg. applying.di '
i bSPTIR gpEaRcocy
orientatioR S sl Gitlyoshifddusn e @igingsuapiesn€pmbisngithesxampyiosito fmages
t he val ue of an additi onal confp site i nage, ié( can be h
togethergnashhelp i furthecwippreshths glamengs olfhe BH’&‘BE}’elé‘%ﬁgﬁﬁﬁ or ?Iﬁ]ém"e e
[ Elecbh e irige ' ' ifRYe. DEhis QrdcBiGk chiBE
s b s LR 848 B Dot chtsk
describelira@rdakiag seeon taeys ifvagples lapdreombinimkemgsimgsbidenat tsghniques

known in gyt T EEBER G HaRy Sy Bh BHan o T bRy e, overlay

differentd, %&@igFiBﬂ ot BBt WnHENBp& &t & Berce DB bperhiibrsiIPAS WL example of
overal [ "perception of the secondary inege. In another

the valuexdaphéditianad cagpesite dmbgey detanrhgriper thet incaFpnPags pEaygRpoded

. filtering themwth | ow pass fil i

image, i ST PRL P GRPOPCHE P 5 Tk Tl bylfer thg rscr

deviatioh%rfgmahhg Fropd! R s @SRdRyiREY eleRgR. flakingtasecarcwtetisamples at a
image. It will be understood that there is no limt to

small distagcofieanehis ppsigemplazsevsat the o] sERPGAY {RAESGIHPEN, THE RO ter-
th e i | e CBoRY:

Avefag%ﬁﬂeetwsagﬂé%%%?ﬂ%m% 2@%@3 ége‘éﬁﬁeinbggg%‘dh@?g%%g%@fof@ wil be >

image. I EEIBéaRempRatveriging abipgeangubsif samplorsos esd fittaring them with
i ntroduce size and tone vgri ations .t hat thaghaffeecﬁseﬁ?gfurther

low-pasg WisEMY Yicdkd thetrecasirertioned (ERPEY ImRes o eht 4 To1ed

on

ﬂl‘iié}g . de€dRlIiMB L 0Tt bR beFREEsREH tHas tHer®R no limit to
SuPpresgdg&m%@prra g%a ?]ghley variable. The results of any of

the nunitiee ofamypdesmetshind Sompasitsesainpls iovagds Byt maE bepetdat i ng
certain features into the inmage at the tine of i
[000641e noaeihbg MO0 is ofparticuled wdiee imaickedisg agptpred ¢acasiediimeges. It will be
ocations that alJlow for the | degt i fi.cati

n_and. ..
understpes thabthe dmags aciisHiongrecess 6 BHE %‘iessﬁfr%dgﬂr}e Yﬁrlaﬁg{}s that can
affect t@éo(‘;l;er%gj(i:i? lLude VRE Zrng&@ﬁiﬂ{y)’th[%t(ﬁ‘foégﬁ&i@ﬁ of HRtendbde@Winfagé relative to the -

on of "ton ensi ty. [ 00065] Performance of the
image Atguisiion ddecediaydperigiipdsriads Bhetssuits ofrapy of & abeve mgthods can be
t he

improved by incorporating certain features into the image at the time of encoding. This may
include markers at predetermined locations that allow for the identification and correction of
misorientation and distortion. It may also include image density standards that allow for

correction of tone density.
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sel ection of the formand content of the secondary
i mges. This may involve the use of, for exanple,
whb@skosnd white squares, bar codes and ot her BETS1008§13069

instead of plain text or inmagebased indicia. [00066]

It wll be understood that the decodi ng nethods

descri bed above and digital inmge decoders constructed
[00065]t 0 Pesfpineaes of theasion®ddiodisg Gaethdds nadadicEist nffrowtsiehiolgh the

decodi ng any encoded i nmage that may be decoded using a
selection ghthp éefaAnd eonsend oF tig SpCONBHBIRES. Thﬁ%ﬂlﬁﬁtlfﬁ@di@ thagse of, for

n [ o 1 R0
oxamp SRRSO S Sl By o image
based indi&id.odi ¢ variations in a standal one encoded i mage
' (e.g., a visible "scranbled" image) or in a primry

[00066]i MROSiLIHe WREKEAURE th@dé@ﬁa ? n@eth@is%Ecrib@&ggoxl'esand digital image
enbedded. I n sone enbodi nen he i nvention, the

decoder% eqnsirpeted toingflemend thise outitlagls wan h@ eldﬂp@giyfﬁ use igxiceetisg any

encoec e e B 9852l 890l R 0¥ L D BER s and
decodery 8f thatventiod hay bansapPbidabdedasedesdedange hat hibedRbicoded
to djscern, [00067] As discussed in the '962 and ' 942

based onysgpiag BENQSHS Varialions i %éstélé@m&pyodeﬁa@ége (eedy. uisible Greeranbled”

image) r% 9 encogk%eﬁds}ﬁ)% ng’?helﬁ?g %ﬁﬁ ?@Q%eﬁi(rs: %gfbg&&% In some
embodlrpa‘rtamétﬁle fisventibig twamnemdﬂy of itkeldcalting dicttgdokigh (ﬁﬁiﬁ‘exﬂ@ads that of an

. e us t o _decode any nunber of_ secondary imges
optical iRl HORA A BHAONHED B0 U5e Bl oGS HORIER §n very small

perlodlcsv'aﬂ'ﬁdld/nsrtﬁ:ﬁ%ﬁto%gc:ﬁ%ccﬁﬁ? Qoﬁﬁﬁﬁﬁ‘@@%ﬂle'tgﬁ%@eﬁis' ng its
associ at ed encodi ng paraneters 00068] As al so

[00067] glr%g glzsgﬁgell th {hla e96%§1?d ‘@QQ ?ﬂ%t@? ! rhl%},gigl szgcc‘*ondgﬂ{ mages may be

I mage na ener
encodeddhigi a4 suhglel emmﬂedil ima@ lzg:hssemdexynimagabbmg eﬂéo@ﬁﬁﬂﬁigmghfferent set

raneters t i nc user -su I|ed araneters,
of enCOCﬁ%P%I@@P ety .a@aV% s?saﬁ%%fgi?@éwgamt quew @aﬁaﬁ?ﬂ.tg decodg any
number Bl Ry SHARE 8B RRIANREA! & ercBaQ iS4 g@b QfiL Pﬁ%mod it 8nply
encoded I mage is based in part on i nf or mat

mpﬂﬂﬁb&rc%bﬁeumHNWHHmEeudogUHeﬂDcaﬁdfmayhbgpeabedmﬁd back
into the digital docunent. At any tinme thereafter,
[00068] s oA whp @icossed guthed 96 Damhiodg Applicatives odn dniceded image may be

ovedescri hed di.gital decodi ng nethods.can b used to
generated 0t SRSSGUIEIRE 4 HElE g HEaN, IS O ORGP oF FHFAOEE
paramet&‘s ek ﬁiay%’&h@@eﬁh‘ér—s&ﬂﬁi@ﬁ BBt Rerd, hoh! nﬁexdtﬁxﬁ)gﬁi AFRBRSs or both

i rages) may then be conpared with n ormati on
user—SUplphed irel whingisenbuppbicd perametays. shreonefemhmdlrdmmhe ﬁDCdlﬂaé image is

s e OB B A RSB 0 B

digital db&fhent.eAgan uy e dherodfay] softwhfeconnicaftado cARPBS GHR o the above-
nonitor and visually conparing information from

described digital decoding methods can be used to extract/decode the encoded image (or images)

from the digital document. Informatlon in the decoded images (or images) may then be

compared with the information in the digital document to see if the document has been tampered

with since it was protected. This comparison may be done either manually by the document user

(e.g., by displaying the encoded images on a monitor and visually comparing information from

the displayed images with the data in the digital document) or automatically (e.g., by extracting
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the displayed inmages with the data in the digital
docunent) or automatically (e.g., by extractingtext
wo e@si1093e1 decoded i mages through Optical Char ae€EUS2005/013069
Recogni tion software and matching thi-s--- text with
appropriate parts of the digital docunent). [00069] A
met hod MA0OO of protecting and authenticating digital
text frorfl ol ideentied infage$ iBouphrdystical ShahavIRéddgritidulsBftdare ahld@natching this .
.method begins a S400 and at S410 information is
text witly 2pRTEREAE DRt HPH the diggpk dacumssdnent that is to be
protected. This information may include graphi cal
[00069]i ndgmsthord 4000t pyoteeting andi avttenticatingrdigitey dooiwhendeinahis manner is
.inter talion.or, ,sunmar f so artion.of. the
shown in SEHPAZ Fhe B LRRERE Stigtand A RdntonRavey satacted froma
digital dol@fitith£ds RE @ulerRa! This Rk
& . $420 an encodi nIﬁ par amet e?ﬁggtﬁétikdsﬁ Igg}ﬁgité? uct e%}?ﬁé%}einag%g’ fextor
other indigiecaiiog nparinshedesn néarpietajioher summmat)i efsoimsrpontion of the content of

' - | nd_nan-.yser.- suppl i ed raneters and na

e oo THORI SRR ORI AR b TGS OBy,

S420 anextodisg parafepisétiecslisguéiad. TReeHBRAing pAtan®4eet thay be a
secondary image to be encoded is established. This

combinadiop o #ssTsUp PRl nsepspplied papmeigrosnd may include parameters

. - i ' ed.on .
deiva S0 BB AR L MR S RSB 00080 e
to be enfadedig éntatdishid. dlhidocondny imdge BBe agwd-sGHRd dren-user-supplied.

secondary i i s. encoded and enbedded i.nto the
The secqjjdgry Dpigh SRal ek hased o g ipelude sopagier &l gbie diHermeigResrgpeigd from

the digiQUdNRANCRKNG HRISSY e Sbondhd %@%@is%é&eﬁ%d Rfbedded into the
nb oper some :

_ _carried out as a single conbine atron. In
digital deenrhends It willebeamcletsexddithat geperslingen e eatatingndtimtaset] S440 and
Qr.transmtted to.a user for later incorparation into..
450 m{ e ARl 8 B sUblo e gherat B T EPE PGt s A encodSa image
may be EFehtbd ph@st6RAVD GANYMIRBELS usi Yotee HeafRFatRMAn @R dad
into the digital docunent, each such i'mage being

documertn dowdbbg tensl thatsmpliiplesselianyimageamay de eseeded ihé embedded
. ' ' each fromany -
o e NBEAUE RRRE L5 LIPOE T AR RE 01 B A pramecr

set. The vapigesermmdedinads ngyraciabefoemsd flo80i0donBigatiinfeséfipplied
i gital . docunment y then be transmtted, stored,

di d
and nonﬁllsgrr—]stugghgfmgﬁgﬁ% YORNG PARERSIETS-At any time subsequent
-~ - to-the—incor poration of -the encoded image-tnto the
[00070] 4j dhe awot@mfﬁ@ml,doméeramayethm b¢ trgnsptittedestatedipriated or otherwise

s TR PR L5 S Lo RSN 594 B i

document(rhg @uihsnigoityr efahedigitalatoctinentiagibe aleritied usiBp thetdithentication
be decoded usi ng

) (gg ode%. The encoded i mage na any
portion |tg? pathode @66"14ﬁé APeehdY HerIcoBrdignass dsextrstseifrose ghe digital
docummﬁiﬁ?ﬁ ggcdd@dp TRE eAdRed ﬁﬂ?%%qhgorfﬂé ecoliBf uggg bﬁgéiggglc&gb&gg method

I'S I ncorporate nto software
including thoserd¢sctihed gboort laptefargdantodéneads,ihe digttaldsdoling @&shod is
[ docunent. I articu enbodi nent,

) froma dj |ta}.l a | ar )
incorporpiehinyp s Hare 15t 1e AR OBRUGHIN S ORCLR fbitSOREg encoded images from

a digital document. In a particular embodiment, OCR or other optical recognition software may
be used to interpret the content of and/or extract information from the decoded image(s). At

5480, information from the decoded image is compared to information extracted from the digital
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be used to interpret the content of and/or extract
information fromthe decoded i nage(s). At $480,

wOo pdosnosti on fromthe decoded i nage is conpar eBCT/0S2005/013069
i nformati on extracted fromthe digital docunent being
authenticated. If the information in the digital
docunent being assessed does not match the information

documestl R aipeshHn@ioatd eIf BNCiAER thati bR éfthe (dNGtall 8§6FuniBRY béifg assessed does
alerted that there has been an unauthorized change to

not matchrbe gifgfinpation giranesefipmdhe enceded Haagei tietuaer maxberalaried that there
s AL Sl RS S0 R SRS b o

authentiCEThothebA@nadM J295separated from t he encoded i mage
generation portion and that the authentication action
[00071] TRY: Wil HeAinkbRfbod What B aﬁﬂyen@ibgidn oriE SR of W40 th
to be authentic and unaltered. The various encodin
separateé ﬁ@ndék;@dcrr@d aopgogrneratipn pertimranddhbiat dhe awlsentioationmetion may be

aut o ed. and nonaut nctions. Lt will also
carried i of AP Bl o b RORRRS TG B2 sbtPERE S nalsbretl ting JeiSus
encodin®@@iid d&¥ddie 0BERRAHaMDChrtiEd H@las cBFbInabibe df hoMmBRd and non-
original digital docunent; if the docunent was

automategt funeidens. fli Witbalsobe endeestopdstbat the frphib pfithd authentiegtio gortion of

method IQ/M@btlé E&%&Hct?& R tﬂg ot m';dp(%ﬁgﬁlg:in tcgllrlegto %{Hgﬁé%}lﬂl np Ha'p printed,
acqui si en under e

filmed oa Uthbﬁﬁutsd: traisfenmedoit tadbe digitiret he ttphdide tﬂeQﬁQi?aZ]doEirﬁ&ift%smg an

. epicts a system 400 for authenticating di
image a%%ﬁ%lqeﬁnme@wn@ﬁ@%h% gtihenjicatien Rorien af ﬁ@ﬂwd M400.
nctions are carried out by an encoder portion 410
[00072] anﬁlglurﬁel Tideraets agyaera 480 foremthcaticating digited dpemsenas i which the
t tor. p
encodm% dg?ec%%ﬁ éﬁ}{ct?ozligﬂz &?xnéd &ﬁ bgean aegl (Be(#]eg ggertf:ng 4&3)5 c?%fi the ciefodmg

and authamtﬁbaang éureeidas arg camidd Ioat lélylén awthé¢mizatod hoRidh30f Thb Ieﬁdﬁbder
conmuni cation with an encodi ng i nformati

portion %ﬁé@éﬂl@a 61 RN Redy IR 4 L rard pr embedding @&é%éd‘lo«?lther or both

of whlc}pﬁlgﬂ b &AL RIAAE) AeMAdRRAR Eﬁaﬁ&?@ﬁaﬁ@é 280. a@he encoding
encodi ng paraneter set and an-authentication

module 4 Fais adepted ocprogenmuedder geaduviad ah reomdcd nmegt usng maenoedmg

fro di gi.t al. docunent one.or all of thi
perametsifsBlid 4% S i 8 1FaEE MAbeY it praf st Fapuopigspextracted
from a dPRAVEGuARAt. aSEHRE 6Fall 6F BRIAMIFHRaBEn Ay BE e AN 8RN efoder
user or document processing nodule and the encoder
interfacepppdule ASQ adaptertie peonddriamiptaringa between amayr @*td@r:ememttmetressmg
module :Ql{dt tﬁg Ellé]CO%f Mo}ﬁlml? ?ng(g g’![‘ﬂeqer{)cﬁcrhangﬁﬁc gd&ng 2 % ﬁlfag Isrr%? ?18}?1‘ or both of the

encodinglpdramane set4Qd terauki@naeationamage aiihb %ﬁ&d)diﬁ’é inf@niafién database 440
digital docunent. The encodln%?nodule 412 may al so
for later upineaufhiatiening deudistellocment elheangering modylectig)/reay also store the

encoded rlrlglg%{ feﬁ thg g@%ﬁg gﬁ@l ah Rrdf tltlé']&lcgﬂ&f) Jgﬁg§ {hglreglg&?er interface

e encodi ng processor 4
module 4i00Viteentbding prooedadr 4@@ey tlsotpheviésrthecdeodedrindgd ® #d dmbedding
ch,is ada for enbeddin he encoded i mage into
module m% Wép'lc@l 1§ 3fla ;g@crgﬁgwpe 1n%the en%oéed image ?nto the dlgl%al document or a
portion of the digital document. The digital document with the embedded image can then be

returned to the encoder interface module 450.
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portion of the digital docunment. The digital docunent

with the enbedded i mage can then be returned to the
werewsdes3ii nt erf ace nodul e 450. [ 00073] The decoBET/US2005/013069

portion 430 may include a decodi ng nodul e 432 and an

aut henti cation nodul e 434, either or both of which may

be in communication with the encoding information

[00073]d atThb aiseodb# Portibh @30 eegdhdlgd®aedodink3Rodie 28R Esh ff¥fientication
retrieving the encodi ng paraneters and/or the

module 43¢.1fathey QRotlval Whigh aayrisnin cpanamicstipn yithrtheernedingrinformation

e i - he digital decodin
databas ERYE BRTIENR ok oo L R0l P sl b e ERG P Bfbemeters
and/or tesahkeichticgienags g theenesding inigmition @etabise-and¥6r carrying out the
ecodi ng _nodul e 432 may al so be adapted for receiving

L. d . . A .

digital degRdipg getherolagy ahibstin Yeatipa taydeasdmihectigical eangled image using the

encoanf FE AR 0OT O BaCRIRIRa 0 O AL beiyap g e

documenublreraniheaticated aidextractinghhie ehdvaled imagedfaprialt digitalidocument. The
. ... interface between an aut henticati.on requestor and the

digital CQEHTREROMYHIPCPYTE Fom 28 88thepfi¢aisr iniediaes ) thateis ademierbes an

s B80en 4y B980 08 TBNs Bl 8. AKEALE By 498 AP e

the encadpé iagso the dlecodige moduleHid 2 anrtyhentrn deetdeoodednichake tatdé authenticator

. .~ The,,aut henti.cation nodul 34 i.s adapt ed tract
interfacd ity & oY skl Bt o e futienliRayrostuie S ey 1 o
authentidAtionahodad 4DMisQHANEd toPex@act @nERRH8hl the Wbésel %ﬁa%e that may be

directly fromthe digital docunent. The authentTcation
comparqegggphonzgafionyittsia erda geridntaxtiaeted diveslysiien tak gigital document.

t e, adapted for..extracting it -
e aofSUIER GRS P08 LR bEs AIRRLSE AL BLR BERD e o may
be adaptédformeyraétitigtinfromixe arpiat @stubrent. dEfieeduMhdnkiagicimodule 434 may
aut hentication result and returning that result to the

further bg AdAAd fretsrminingat aRbentirAGOLIFsHEAR] anisg thesdesudt tade

iBRYr el i L EHRREL A -
s, R RO 088 D95 G Sy DA OBRSL A or b coe
interpretatiomsdftverrelevitde dan ragped smebitoact tnfiernditioh thadm decizoeddd. image and/or
th d'fgqu7éﬁﬂyt wi |l be understood that the encodi ng nodul e
e digitghGoCultle di ng nodul e 414, decoding nodul e 432,

aut henti cat.i on dul e 434, encodi ng information
[00074) G lr3Bid ey Sioph A dre 4rivpdine ARtuifrbia: embsbhag module 414,

decodin@HiohﬁﬁtétbQ?&u@l‘ien&i@ﬁt%&ﬁﬂ@&ﬂgggﬁle‘ﬁc&ﬁgg gﬁ%fmpa?iogid%{a LOUARA encoder
) anmong one or nore data processors. 0 hese
interfaceemedwn 180 aed/atthentiex@npitefive modmd 48dman ba dstritglel ammeig one or
dat a processor... Alternatively, the various_conponents
more dagebrogegoory CRILof Histe HECBS YT PEARIA DS BTG o AP BER Byer data
rocessd2f ARG iR BRSERI0%s EHmPERREL bR SRIBIVADE Alal B8 dyd
P . nhetwork 420. [ 0007s5] Flﬁgur e 14 %g% cts an xerrp%ugl?lsed among a
pluralitygf de@praggesorom glechencommuiicgtiati viataletwakd@Bnt s i n
whi ch the various systemfunctions are carried out on
[00075] a Pigurealdi depiatd ampexeugiayrsgstemt @OFonnakiidatig digital documents in’

which the various system functions are carried out on a plurality of processors interconnected by

anetwork. In this system, the encoding functions are carried out on an encoding processor 512
that is part of an encoding server 510 and the decoding functions are carried out by a decoding

processor 532 that is part of an authentication server 530. The encoding processor 512 may be in
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a network. In this system the encoding functions are
carried out on an encodi ng processor 512 that is part
w@btooanosncodi ng server 510 and t he decodi ng f uPCT/USI85/013069

are carried out by a decoding processor 532 that is

part of an authentication server 530. The encodi ng

processor 512 may be insel ective comunication with a
selectivé cominuniario HAheTHOr usebProtdesr FHONSEVR hktwal 520 Mehe decoding

decodi ng. processor 532 may be in selective
process@iopdAAMAY: B¢ NotelagiivhcmuprisHipn g ikh 2 5ecne S8 PToGESB\AEP oxer a

seonon A o TOREOSPALOR RS SGRTOR ARG, 5 o

communichtiorowithaykaveakRctive/fcess ¢6 8 Hatabase 540! ahasRcl&Aay By a the same
access ngy be via the sane network 520 or a different

networkn 240 e5radiFrep} BEtYABYE Pera emﬂ%ﬁpmqnw@om hek. Jtowillibe ungesstood
that in cgpt J:?Ig etﬂﬁg%rﬁéaﬁ Bfe Ie:igr‘?é/'d ?{r%}%qg@ﬂ%@% ! dﬁ’r%@a‘%ﬁl&%@ naay be
used, thuheﬂssm&iatmg tietriend)td sheremhmel phmmas & thbdaabgsersa0r Tewil dlsd be

e dat abase 5 It will also be understood that in

undefst%@r%ﬁ 1A CETHB &Fﬁ@ﬁ%@nt% He coReBE REPCRISEE eb&#id e degneding processor

' 532 may BE€10cdRA ML @Exlgl?:r sBffep. Sﬁr\mﬁ orﬁ@ﬁng o%ﬁ‘i‘ﬂzﬁ QIahQusaasﬁédeiethe
server. It w al so un erstoo hat vari ous

encodingspé dt:csodofg pmeed@msom}n@; ﬁlﬁﬁeldﬁsiubu’teg aprong exidtipls pneogsdoes,

. .furth i stributed.ampng frultiple pro SOr s,
including i GefingHoR of hayRatPEc crdihmeroBree g astprRgessors 550, S60.
The usePpRZESERITS0HED, Lheb S s9GSISUng d@&th%?nQSces-EBFS%@aﬁ also be
processors 550, 560, encodi ng processor
modulegielcbtinglg PHIcSEses bier s3I 2r inshividna pressssopsicinnsctod by adocay hesa
rocessor or server or individual processors connected -
a |l ocal area network. [00076] In a typi ca
p in scen rio, a.user sirin Q0 protect a )
roo07615P 34 A RhRRbE Sopfiv & S ERctnedd rrcte e G aBgument submits
an encodldll @M@B rddiRstithfolkh HRSIrsIRE AP thQhd &R:oﬁﬁfg%@fv%gSIO The
server 51 The re uest may include sone or al :
request By aRflids somearall@f eamowag Persletrte arthmay) uxmélmda azmwtlmtlcatlon

e reque
image td B@%Og‘gd Pﬁc ﬂ%%qgog)%rh%}tss gﬁregﬁys?%l '}%I Sg?l IPCIPH QI Ok of the
digital ciotslﬁélft itsdlfie Tae eodiding RoQseRSAL poddicey Qdékﬁc@&ecﬁﬁn@'éﬁi@ﬂfgdm
mage usi n% an_encodj ng paraneter. set based at | east

encodlng lﬁ’a{?gfeferéﬁ Febatreast BrPastpinfamaggn serpligd by theyugepsn the request.
The encf)&ﬂg ?ﬁﬁame@?@u%‘%@ ggcflﬁc@ ﬁ{egﬁﬁé 4S5 Etha %ls%rlﬁﬁ?gcgnéd]ﬁser supplied

enc I mage nmay-al so In non=use
informatiofi.oFhatricoding Phhecessor 6d2 npystare eslswror bath crfalye sicoding parameters

e B e e S b e

documehtS eTHeendddiRe PidceRbi S B¢ alb Yidk@ihe RRESHR N nagd Hlethe database 540
encodi ng processor 512 nay al so store the e%co ded

and/or tiapgigis therenchéediaagb hsek ©40e ased porcessonhSirar anbiserwseo gedessor) for

B DB B et e A e
encodedAhta@€ 0 theadiyital @BEQHENGr RHOAREST rth@éiéltﬁl&fbcﬁﬁ@ﬁﬁaﬂdhﬁen transmit

the digital document to the user processor 550.

network:

[00077] The digital document may then be printed, stored or transmitted to other processors

including the second user processor 560. The authenticity of the document, whether in digital or
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encoded image into the digital docunent or a portion

of the digital docunent and then transmt the digital
waelowaessti t o t he user processor 550. [00077] TPET/US2005/013069

di gi tal docunent may then be printed, stored or

transmtted to other processors including the second

user processor 560. The authenticity of the docunent,

printed fddel bl bd Verifiegiat aly @her ifMbhedodu@idht isGA Glé?ﬁl M, ft'cﬁﬁ‘ b@Eransmltted

any tinme. If the docunment is in digital " form it ca
by the upgr WP%%Wé‘at}EWthﬁéHWén S@W@It%@sf@r awbenticatiomeThe decodmg
pocess AL A GT YRS RGu I REPL L A Ropaf B8 encocin

parametaustfhan thecdidbase $90d mﬁwec@aﬁg pid&@ss@§§3323ﬂh@ﬁ asksQRCatLBBg
paraneters fromthe database 540. The decodi ng

Parametﬁfiscﬁeéééfofﬂlglsézﬂeﬁmg pedodeleay ehthednyrytipn tadesiode theatigital encoded

image. SE%% hQﬂt cﬁ 1 dﬂjfecffeq 5§9n dah C&B!:l%@él af %%éeré{fgﬁéﬁgﬁtobgsgpro#4 adapted

for procsgsmgemd%ﬁlpﬂﬁyg e SO tpun of thé@e%dlﬂglpﬂbeéﬁsbﬁt@tdr@éha for authentication.
cessor 534 adapted for processing and conparing the

In genergl fig Authamtipafion e g CoRsYueied 69 thap magqriabpliegations or unauthorized

s LEAAEN s RSl oS BT BAUAG Rl o g o

elementgppf :uplammyumage dreggoated.t Tknmaluhdsntheumrdmtd:s@blﬁm ay inkhide OCR or

b qvar iations due to 0SS | %n‘ﬁ %/or due to the

ar-codg Pl BUOR O b 8 50 Be precn trrehiferasion epip ssiecoded

encoded ilRg@&UTReMthGichih ;ﬁbé&%%sﬁ?)ﬁ rﬁ%ﬁalg@bfe A(fh‘f)kéddtg eSrit %C{ormatmn or
bar-code interpretati on software, which can be us

indicia fegpp ihecdigital ideewrent dor donpariseretededioiied oe inforteationraxgected from the

decoded ggmﬂﬁgﬁsgélcatlon processor 534 may al so be adapted
xtract i nformation or indi C|a fromthe di gital

t for ari son .t or .information
[00078) ex&%ge?%cdlqeﬁlbﬁr?str%gn BEB@GE‘S‘E an ’a‘é“dtyl Bredoquasatypmy pe verified
using antdpBicAAbERA hallas cRegAeNich E&TespbR@na W '%b&dlﬁ% AhmbAR used to
docunent may be verified using an optical deco %
produce ngdmaa@t Altewpiively.dbe pesiedddeurgertandyHe e@pooet wing a

scanner %Ia(%tﬁ é a@?sﬂil nede%ﬁegi@g the ﬁg%t‘égﬁwdﬁ&@ pPe% dfhe captured

digital 1msgertgmahe31dﬁtmsmﬁted0iyhﬁé utTRESCetol 566 td the RuBeNii&®ior 8&ver 530
produce a captured digital inage. The captured

for authedﬁtlg?tf% Theegrtuecsligitad impge ¢angdhembe @léherwateﬁ elsmlgélne decodmg
89‘2 P
poces 538 S50 G SURIBAUIPIN SPbLoS Rt 23R L
documerdut hent i cated using the decodi ng processor 532 and the
aut henti cati on processor 534 in the sane manner as the
[00079] unfrwilbe dndérglob@ thadl @cdm@mt pro&®idR Wrobgh el en@fﬁtlon of an encoded
under st ood_ t hat . docunent protection throu
image cagddieriormsl githeahy Bectogamentageorc b bwmsest @rmldmsth@ fequment
0 t user. in t
managexgoc S nr?. %Qggbté%%’érﬂ]ft Jb%ﬁn}egf&%a%es?%?% ?e% ﬁgtabzg% ctllletg}y sent to
other usenethsoughddternet ar hataaktaeeother narwetk)alekoms embodithents of the

invention, software adapted for performing the digital decoding of encoded images may reside
on any user processor. This software will only be usable to decode encoded images if the
encoding parameters are available to that user. If a digital document recipient has the decoding

software and access to the encoding parameters, that recipient can use the decoding software to
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ot her users through Internet or Intranet (or other
network). In sone enbodi nents of the invention,
wa@ odosmeasel adapt ed for performng the digital deCDUB2095/013069
of encoded i nmages nmay reside on any user processor.
This software will only be usable to decode encoded
images if the encoding paraneters are available to
see if thehlatumentthas béenatanipeyied atithchmeriewts proticride if thascipibgt prints the
ecodi n ftvvare and access to the_encoding
digital Cg)ﬁP%*ﬁ’é% locpmgnt 15 profesiedty the gnepded ﬂrﬁégeo@vé@ﬁ Wijh the document.
ftware tosee i f the docunent has been tanpered with

[00080]su nid Yse ofya digifplodesedaesdi-c.| anyt foem of digiiabedata pracesser adwpted for
decodmg'(ﬂ%ga"fllan&%&lf L es a%&?dlv\g %ﬁ H&eﬂ'xtoda §£ﬁ}ﬁ§1§1\{ee% 1?%)68%@1:1&%@6 need to

print a dmemeﬁt ia oﬁilleg itd aénfgiet@ @deenfidit (f&;r 't0 &Bﬁlfyf tBAtT Hz{s bt Bedrdampered with.
at a pr ocessor adapted for decodi n(l; di gital encoded
Further,. b?é@‘é“@ thecdsimenymeY berietfékingts digital ferahthespynay be no need for an
r der t
opicl SIS USSR QBB R HRBFMS PGk et

in the ddmmment aApgstenh usirgh cdﬁhhltuhmh of heligiug Gectd’der @hltlaﬂ”@ﬂicﬂ@éoder
format, there na

rified. ts digital
enables RChegticalipnche S heshent O SEiLAoe S IAdiTesm, thus crossing

thedlglggpg@péﬁggbg,j}ﬁia{%ncodl ng paraneters of the encoded
mage('s) i n thHe document. A system using a conbination

[00081]Of A@d%t e&ne?%)%egﬁ? n afn?/rﬁ%ta o?e%gd g%hﬁlg%?ﬂg’ﬁf%fg? ?{g}glgmentmg one or

more ofdhe‘gdrgﬂhl c&nﬁldlpg netieds bﬁl‘muntdmﬂSn C Aodigital@letdtRr may also be or include
decoder

digit aper boundar 00081] A digital
a hardw gnw@e Jatlparef ops sﬁ@gﬁem%g@et n%ap hyrgpvare may include, for
ampld, ﬁnﬁﬁdleo&gg% g &r Gthet d
cRAmP @méh dsgof lfot he | Fﬁ?@m. ?Jnr edé}gigxt%f cg%g(?egh%{yselnes of
hardwarg glegrentsvslapigd for dxacutivgrtbe serqulememft@braunnmdesonbedﬂbowar e
decodi ng net hods. Such hardware may include, for
[00082]ex Aysplispsstid gbowd, ashgmaﬂeqmdacmw b¢ 8sedDoRsrad an®Hb&Yde digital

bl e .de or a series of hardware el enents
encoded gt O DBl Gl R HeCwB R H’&Iéﬂléde/B%‘Fféti dggaments. In some
embodnﬂ@ﬁ@ rth@@i%ltﬁl%\égder[ &QQ@S%] beARedl 'toc‘g)l‘{ da(ga‘%&e erﬂ:og%:cgirﬁéaées
decoder may be used to extract an e diglt
embeddehindrdetramn ged difframionrgpatingsed el ect r oni ¢ docunents or
printed/ captured docunents. In sone enbodi nents, the

[00083]di @icbfaidi@dap adethecaped|os theiaversd providsst 4 @Qﬁn@l’lﬂodi&ﬁﬁd@makes a
d coded. i rp(%gé et%l‘Pedded n hol ograns and diffraction
°°“me@tr Siinsgion B3P RRABPIHORGI HOre apdi e Fhig DRRAVEL BRY DR éeferred to
as an enk

v Py
parametereistinged fiindesumentiprotectiary o éherftf wherethetdocaaetris prinededhe

cha

d . .
encoded FARE EERETIA in BB H A hi cirme Bpd ol Fcenaibe ghe encoding

parametét9 GEdtERtanRnBdRAtnAFe. OR rhdtBod MSOW@&rHi‘ﬁ% td Gﬁ@%ﬂédlhﬁm is shown
printed. The encoded i mage exchange nodul e I s adapte

in Figure §5.c ke pethod bagine ehdW0omdes SAAMgI fmgt erisedeshicuge mgrecewed This

image was encoded using a first encoding parameter set. The first encoded image may be a

newly produced encoded image received directly from an encoding processor, a previously

produced encoded image retrieved from storage, or an extracted image taken from a digital
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paraneters used in an encoded i mage. A nethod MO0
according to one enbodinent is shown in Figure 15. The
woreaokaa3begi ns at S500 and at S510, a first enrCEs2005/013069

i mage i s received. This imge was encoded using a
first encodi ng paraneter set. The first encoded inmage
may be a newy produced encoded i nage received

documenti e sy irfstamoesa thedfivsdhicodeddmage /9 havebgehevitedddd/into a digital

roduced encoded i mage retrieved from storage, or an

P .
documengtp pERiecd dhg dReyBepbRdR UnpERicd s@fcy Pridheiessvasiies to phasggthe

Is 2 irst encoded i mage may have been
enCOdedé@%%%glgﬁﬁio Ir%ﬁgg'di gital docunent to protect the

do | eits unprinted state, but the us | shes ...
000841 {OREEEs! o s SnitBuia Hhtn R0 Bopchh bR RFSS A BubBagienal

decoder.Regéicalhengicd of 4 PorSiOh OEBie ifnBge iy Hen®8eREESed FBAEHE Secoded
decoded at S520 using_a digital decoder. Particul ar

image atj S980¢ iSenigror @llmﬁ,ﬂ@q dnsodad imege phiadermeign exiserteskirom the decoded
. . . i 5 L.
g 5 RSHEIAL ATH eSOy LRG0 T Bl e

produced et dielsdcond endodlirghranaerceCods theatbe SofHRd i G digital document at

second, encodi ng. paraneter set, The _encoded i mage
8550. Ifdhearigda! sucpred iHerss ds fyirasirdoiarig el degpen e fiegpnd encoded

image mta? B0 e egItRMEE gltb bhePaflle UidiRl dSAIR N o %la%@%gnt ol fﬂerb?iginal
ori ginal encoded I nage was extracted froma digita
encoded dmegrreHhie, digha doeumant ie stordeddionmpgeteday S HE0. eWhen dedligital

back .into t.he sape_ digital docu t as a replagenent
documest gy PEHES B vl RARICIHE Sth RS O THe gt Ao d Brgthod ends at
g595. IS stored and/or printed at S560. Wen the digital

docunent is printed it will include the second version

[00085] ?LIntssg)%le eﬁtg,acﬁére-ﬁg%di&{g%@@& §§%Sotj}mt§é9%;5eél&9g%%?elm

me enbodi nents, t re-encodi ng action
method MI560 ettyitercastdiant eneediately proa tvpaatingthelibgicd docwedermus a result,
. di at el rior to printing the digital. dogunment. As
unauthorZERGEfinE ot Bir i SalfisPlHR apPiopria e eI e Securone
documerit BB PEGIRHCEE cBpy BPIME ABELALR thal BIBI R 1R firlshéncBHELAARI fot the
docurrent wi I | produce a copy of the docunent that

second. SHeseguey apthenti¢ation of Hecdeudthprizagecoppiotillthies reeenbits counterfeit

T e, A R T

stages ofS@@BmeMagensrativh ph@ rapplibket inanbe afed b Aerkehinenbe pdint M8vhich the
. met hod Mb0Q at variQus stages of docunent generation
digital degyanenf WAS FILSPHRTIARY- be used to determine the point at
whi ch the digital docunent was m sappropriated.
[00086] [ oBrgElo csedin@maramesatisely vped iarthe methodtM S0 mdy ba made mutually

. ho 0 be .made nutwual |y exclusjve, For
exclustvE kT atblen At PEPR B e B HE G Bllcab oy
configuréditoacodsathe deadenceetimgiy @fet Bie dotRlBodutens BEPBYEN printed)

encoded image (after the digital docunent has been
would ngshe gbledp decode the image encoded using the first parameter set if that image were
printed and the digital decoder (operating with the first encoding parameter set) would not be
able to decode the second encoded image encoded using the second parameter set. Alternatively,
a user of the digital decoder may be given access to both first and second encoding parameter
sets. In this case the digital decoder could be used to decode both the first and second encoded

images, while the optical decoder is limited to decoding only the second encoded image.
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woul d not be able to decode the i mage encoded using
the first paraneter set if that inmge were printed and
wo b@sdogit al decoder (operating with the firstPenusmiosgl3069
paraneter set) would not be able to decode the second
encoded i mage encoded using the second paraneter set.
Al'ternatively, a user of the digital decoder nay be
[00087]9 %ea patieals etbodimieht ¢fiths protavtos enlmmderenuonhth@l M500, the first
paraneter sets. In this c se the. d gﬁtal decoder coul d

encodedbelagg R B TBRBE ORI YHInT PULitK FENACEUBHY TAEUR fich o 2
l8aL.h hidnh @ hdhle a bar-cod

oGP 0 L B SO gt o

waterm4R) Which litaglf emjmzdddtmdﬁd wing Hrae—cpd@mewauermarbmtmg@émmpd/or

translatigh epONESS P08 s W nSBRUBEAT S AFl ch B oo gg Ot i be
encodeo'faasse%oﬁd ﬂhﬁgm Wah LLIBAKeRbARB or sEOAs @X¥adbode. This

st encoded”i nage may i nc ude a bar-code or
embodimahtanmpbkextededieven Bether if dre fiwst ehsodetbignagsiintprivad g a dpaticularly

decodabg%HnV\Q/agtegfg rk —rcgﬁ% gg}lv%tlﬁg n aqa%tteefrlrs é‘i‘é{%%h% n?agezlg%;ﬁgat{e%oded using
a first ef)d@ﬁ‘ﬂ% Libeqt Reot ma Ateshraoa e 6pwatetham®, which@ah fien be decoded

seco encodlngﬁparaneter set as described above. This
- using barrivdd reropnitivapndfer exnsiativagobvare mdrarssednd opdias paragieter set. The

oded | mage, s, for t t
decodeqe glp lnﬁag/etg e re n%g(}e%\‘j‘\ulafhgro% dr%%r ﬁh%}tl??@%ﬁé{%}dgggd% ameter
sets. |nage may be decoded using a first encodlng par anet er

set ‘to obtain the bar-code or watermark, which can

[00088]t h%ce@e@%%e RAcHAnEOErehRE 2 GOMEItY B EENkithePoianel digital-to-paper
ransl ati on software and a second encodi ng par anet er

documemeconvﬁseoru Quig achseitiayingthe ewmwmﬁ%l%@eﬁéGWB gefgware can

e SRR 05 BT A LRl SHEOS DpoRER T i s oy

that a hB&ef bRakSintd @&atﬁ@isél bf aifgitall cgjctlmlenﬁspdcp)aﬁeatdsdb@u aedh prmts them.
conver si on. |y a user having the g % er eBcodeg 1
Since thermgberei@ehawg@vg grenapeedcaep FEdRee & B’Y;Fﬁ’tt BHERGCE eSS Wi

not be % hat d;?e%rbefcﬁ? }f)ﬁfl{nfl%/ eﬁ#gythte%c Edt€ §£’f9ﬁgb@ SutBBiticaRlY with the

s sa er breaks into a
correspdﬂdlﬁg) apticab fleatidgi. t Fiie hotermeayt 1sg setl ovwwbdaidghe pidi diregtion as well: If
rints. them i nce the hacker e t ha th
someo et PaG Semcmeah - S FH L B RLasRRlE Phgug commrter

docum&#t bikin ng Qe R iR %Bfi@gl%danﬁ%ééﬁ§ aféﬁptﬁﬁddl’tﬁlcoa_é?ﬂuﬁiagé hﬂo it, the digital
nts cann t be authenticated with the
decodecwonidspoheliblg togedodathedapaed encoied 2agei er may be set
to work in the other direction as well: If soneone o
[00089}5 cans ehduele inagetkchargemeeotule cancadst/ley wseid for morerpemplex authorization
gital format, or creates a counterf |t do

schemag g1 iher BRI BGOSR LR U SRR A digh decoder
modul &%Q@ﬁgy ﬂh@‘a Burh&t%n itk dlgﬁtQPfo%gbﬁtQJnl}d%Qdﬁforfﬂ@ﬂhfﬁ:rmith an

ecode t he captured encoded inmage. [00089]
encodeAmmegﬂ:mhahgenag@l@mng@ertb@ ptieted gapathebdesedesswith therproper
optical decoder, tl%Js revea?‘ hl?art thzeactert%m copy of the document has been printed with
proper authorization. This level of control may be particularly important if a digital documer'llt
must be approved by several users before publishing it, or if the document is a unique one and

only one copy must be published, or if every paper copy of the document has a monetary value.
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schenmes within the docunent managenent system For
exanple, all users with a digital decoder nodul e can

wao eoosflyesthe docunent in its digital form but Pel/yS1008013069
aut hori zed-users w th-an encoded i mage.exchange nodul e
can produce the printed copy that decodes with the
proper optical decoder, thus revealing that the

[00090T €rThai VAriaQ8Y othe Erﬁﬁge‘j@c‘%Hﬂ%@tmé?ﬁ&i Gﬁ@end%ﬁéa‘ g e%@%e made

proper authorization. This |evel contro
readablp iy pﬁxdlantalyﬂemﬂ@o pnchant opticabdegpdgrt whﬂdmswmad enmdsd nbege is

L M R g S TN TN S

docume@! lat BhREbcte@rasiafcofivirfYit B? BRferGRPHighAl deBSdcs OF HITRIPkiclaR coder.
a nonetary val ue.[00090] " In a varlatlon of the I'mage

00091F* AN ANYBe [E
: fead abl e by eEég??]d %lggiitf&g?&gi% (gegr%g% %Igiydﬁ:‘gg%ét}?%g?mbmauon of an
image adpiuodgdeviahatda digﬂelodmddamm;d@sedraﬁfthns&:ae@ amlagxtalsdeﬁgder used

t he encoded i mage, exch e nmodul e, This may enab
for authepticafion 69 e aB kAP diglivesd prsiad dosHmepLma be efeé%r tggse the
second 8ndold drBdtbr Y, veli &hﬁﬁt E&ethg 'oﬂé bl HaEO8&IHae

optlcalﬁgecoder ) CI be undersfbd%nh%%eanmge
modulej nst ead of using an optlcal decoder a conbi nati on of

an i mage capturing device and a digital decoder may be
[00092]us dd soinn appilcstloms e ;trh\eonﬁlgﬂé@hbeh‘sermd)elfngUﬁﬁﬁodehay be used to

aut ticat of. the captuyed and re- d|g|t|ze
Pfoducep*?l}lﬂwgedl tik ﬁerwdwgy This B tecpppligied eensadignan already-
encode@ﬂﬂék@'ansgc&ﬂrtﬁﬁ@ URsr e%@fnplev‘@ﬁ gﬁd f% th @fb@m@& %npé( first

t he "encoded i mage exchange no
secondagp ph@g%ﬁnﬂ@rfsf st primeanyn ruemgfo u"§lhqt evexsied itbegk mamxc dﬁ:nl’vg used as a second

sceonsfE A RY BE US040, RESTcE, T (Lovel s 0 oo imge

The secahd é‘rﬂiﬂ)ﬁ&ﬂﬁﬁ’&(k%dndywﬁoau&ﬁ(%ﬁl aldiffBrenf@ico@%@Pat8neté@ et or even a
ded i mage may be fornmed froma first secondary
dlffereni ﬁ%@é%ﬁaetaoqlqlﬁa@t Thei nraesss cambrerepTHied amsnawalest of titgs, thus
creating BNIHROBvdIEOH RIS, @ second secondary |mage that can
n

secgnd prlrrary imge to forma second

en The seco [ e e
LR e A S ok p—
image wme;e révediclifogrustig tRO@QddBgh AtEh ARG thE Yast IRBIPLPEEESs. CRikkn
repeated any nunber of tinmes, thus creating

. another ﬁlamebméy |bew0§d eYerdh B fegieved dog ondaryiseagedrom the previous
bvdangeggﬁers are used for decodi ng hidden information, the
evel secondary i mge W II be reveal ed by using

oo, L b S0 T FSBER o e

present In&¢gt@dn m&yé‘béﬂﬁ’!dﬁﬂ dedbde rﬂiﬂﬁplﬁeﬂ@f@l Eheded @théé%y' seMBly HPHing and
so on. [00094] As an alternative to the use of

reapplyingthe §acediap sicpapsias Bed@proprinicecngpding anragwtasieThe digitaldecoders
of the invention are especially appropriate for this use because of their sensitivity, flexibility and

i

ease of use. For example, in software-based decoders, the encoding parameters used can be
adjusted easily and can be readily controlled so that unauthorized decoding of a particular

encoded image level can be prevented.
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present invention may be used to decode nultiple-Ievel
encoded i mages by sinply applying and reapplying the
waele@sdossgl st eps using the appropriate encodi ngPCT/US2005/013069
paraneters. The digital decoders of the invention are
especially appropriate for this use because of their
sensitivity, flexibility and ease of use. For exanple,

[00095'] n 5105 ‘fﬁgﬁp@gjﬁﬁgttog’g\ﬁﬁgﬁrl?‘g/el %ﬂ dﬂ%:ﬂ%i JH]C%S]?’I}%%EEECO%IHg processes -

descnbed) aboval heylbs cothbiatd withwtties imagthidieg @d divguRfnganethods. For example,

articul r en I mage | evel can be
a d1g1t£ PRSI @085‘} Wﬁtec{ﬁ@flﬁ%rrbag Bpcomay be ysed as a secondary image that
then ERedde@Sins OX
is then ChadeR o g!g 8 e§ E{ ?%%ggv&%i}léﬁ%gl;Q@é b gr%lﬁl%ddgg%rean%pﬁQ gr{eﬂg)d for
producingegeniagel dempdable dbing lallmtmglarrmnbp dslterbaivedy aﬂ'@h&)dea image may be

i ncl udj.n gltal wat er mark or ba
used ity R bt o A e e Bt acgin, i ligial decoders
of the ﬁé&ﬁﬁ%@eﬂ%ﬁinﬂﬁa}oﬁ%vﬁta alg 1ﬂ&9¥§dﬁmaég & g %9(51&151 of  individual levels '
met hods (or anot her net for producing an
of the eleedin@biegarchsi.ng a | enticul ar | ens). Alternat | veI y, an
encoded i mage may be used in a digital watermark or
[00096]3nbled»dlé be realdy anbattoodde thasagesofdkalleddaitie art @t the present
rs of the present invention may. provide

g ital @godg
invenidp §sifhepfiEla o Dixdd aHb HGRRD bebione S SRS IR oncdapations of
he pred ﬁvrﬂnlvé,n ®In &
e el B e RO M ERLEN Sl vl Brpincans
and equiyaent @hvenganesses twill rbvepparcm frean eumaamablyl B gg@td@ﬂgalﬂe present

util and I i cat nts
imventidf i totoaite GRBmER shetBr Wty SIPRORE dicH fo Hrionas 5 &cope of the
inventi®¥er ei n descri bed, as mell as many vari ations,

nodi fi cati ons and equi val ent arrangenents, vvi Il be
[00097PPRAE@BES for 9%t9(ft1n"g%§191ﬁéxptls ch%!t’(ﬂgg% &d nl?yenhpﬁ slpd'u?(ﬁ ﬁ@ttbe confused

I nvention and forégoi ng descri pt
with SY&IEIP)& farithgedaryptrionid esals tilaxhdlglt@lrd@unpetsoﬂinti}@tlon renders an entire

R MO O

present $)&h&Om involve elCoBAE APh AR i81HBEd GaPtdvilie3bl @hnper proofing of
docunents. Encryption renders an entire docunent

the docyment Db Bofigrolyp dwgwgmgzhmdwmt @pontmtenécémtak dncutnent

protec SIRLARL mellR WPUATHR A0 H1 o ERERRN TG IN Dol Dt
embeddod dmmnpmay alshde dﬁ@typlﬁﬂ tand décryllﬁte@ Qlithi HoveFfecomli th%gamﬁérqgotecuon

docunent's content. A digital docunent protected
afforded, By H§ IE V@Rt RBEPTeNdesAn Addiemel Jéﬁel(quéote%\thmdb@wélﬁws users to

create cBAYIRInAN-161G 9?&9t:tioﬂ‘§g§jeﬁgj?ﬁp§h%ﬂ H‘ e[ﬁ):r Xn %oﬁgde?rotect

encrypted and decrypt no e
against ppaytlesized mlea\ﬁﬁg) odmttrd:nptlbhl duhmg/dattlr@ﬁc trIimrmsﬁbm\Ahd @Se 8fMan

4 ddltlonil rotectlo at allows users to
encodeynast & ¢ ot ﬁ%ﬁl?sit aF%RF"é‘I“g ¥ ‘&{CP At SR 3Rd agginsiych
counterfe#fifge s, encryption woul d protect

[00098] While the foregoing illustrates and describes exemplary embodiments of this
invention, it is to be understood that the invention is not limited to the construction disclosed.

herein. The invention can be embodied in other specific forms without departing from its spirit |

or essential attributes.
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agai nst unaut hori zed view ng or interception during
el ectronic transm ssion, and use of an encoded i nmage
wowusdogpipt ect agai nst tanpering w th docunent PCDOEEN$/013069
and agai nst counterfeiting. [00098] Wile the
foregoing illustrates and descri bes exenpl ary
enbodi nents of this invention, it is to be understood
CLA hat the invention is not limted to the construction
i scl osed herein. The invention can be enbodied in
ot her specific forns without departing fromits spirit
What iseilai@sdéntial attributes. CLAIMS What is clainmed is: 1.
A nethod for decoding an encoded inmage produced froma
ge and at | east one secondary i mage usin
1A m‘% @% ensaredyiopee redused fromen erm@adealagwa@cbat east one
f
S e o i e
when the |eecmied\z\magtoismriatedomblse(ainddtqanﬂgﬁg e diseernitdy ioWviewer without an

) har.acteri stics corre ondi n to _he at Ieast one
optical GHABUAE dEviEe PAVIBs ChATG RIS oL ISR gt [ea%ioar Anenging

parametgf %etlﬁgthggggm H319 t he encoded i mge; determ ning the
| east one nco i ng paraneter; and constructing a
Qlé’oomgdi dlgﬁ@e'efsmmfttheemhoged mhagericoded i mage using the
(geie eaist toen god n ﬂg}ar ametei 2.. A nethod for
EBHTRE e AL RS L FECRYHE PAREST 4 to claim 1 wherein
ctdﬁetmmgorﬁe@a‘)deaqmigé Behd the dasidPERIBEH iiBBsindGhy! Qteléast one
rasterizing a control image to produce a rasterized
cont r%lco‘ihﬁﬁ@éfaﬁmrng a rasterization frequency and
orientation derived fromthe at |east one encoding
C e
2. & m@RSERE HEOMALAG FAGP Rk Ehe 8 bl 1 SORSES fhd HRER of

construdtimggeletoddddenpe fneludease encoded i mge pi xel s whose
content is different fromthe content of t he

fédF‘i‘@E%a AR a8t KrRrodireAdatipdted Gonbel yhags having a rasterization
constrdifbhdyPar HehfRb8 AEQvdIRIR tlﬁ’esétqgas'i Bfe @rﬁ%ﬁﬂlgq)arameter,

i mage pi xel’s whose content is different fromt
aeonasing cath pike of the espdatdinage tas t:@mtspeddmg rptxed) in thepayeerized
pi xel

nma
G 1 6eRRBERE G M RS R bl oa cemseida diferent
I mag @ CRY Einthit bPthelcBirBRpdniiie r@tdtid R o @Hl ihRke bR E
i's
constructlng a difference image using the encoded image pixels whose content is
different from the content of the corresponding rasterized control image pixel; and

forming the decoded image from the difference image.

3. A method for decoding an encoded image according to claim 2 wherein the control image is a

blank image.

4. A method for decoding an encoded image according to claim 2 wherein the control image is a

digital version of the primary image.
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bl ank i mage. 4. A nethod for decodi ng an encoded i nmage
according to claim2 wherein the control inmage is a
wale@stiedsiver si on of the primary inage.5. A et OTUSING/013069
decodi ng an encoded i mage according to claim1l wherein
the action of constructing a decoded i mage i ncl udes:
obtaining a first set of regular periodic sanples of
5. A méth&l fon dectdithg apgeodddiemageaédogdingto claim drilendiatheoartianof
frequen of these sanples being derived fromthe at
COH“““F@@@ﬁhéﬂ%ﬁéﬁﬁéﬁﬂﬁ WdgSir amet er; constructing a first
it egul : :
&bgémog Cfﬁgtzs%pp% r%gﬁlquﬁ'le({?ﬁcg Iﬂqngs (%f'ﬁfééé%c%ﬁ%d fha (ée, ?1;1& é:@ﬁflguratlon,
f ir Stoﬁeeltatmh ané frieb@ancp ef theskt sangpepbesg ﬂtmxfedlfforh the at least one
spaces betmeen the sanples and forma first decoded
i mageencading PARIRE: f or decodl ng an encoded i mage

REGME &t oPRIduPH pEriodi 1
Q5514103 A% GBI M PRSP O A o el o smpe
| ongi 4nddi nal centerline axis and mhereln t he frequency

GRpanOing TErBBRIEs PR gHR Db 1-ARGE PR HETEIF QI Saces between

or i en&l@fsalﬁglegan& f¥8m! Ogi &éé@!ié’lﬁﬂmz@‘g%nt erline axis
corresponds to an encodi ng angl e used to encode the

: encoded image. 7. A nethod for decodi n% an encoded o
6. A m¢th@@@r deewsting argencodes iapage Boumdingito clai Savharein eg¢h regular periodic

ruc ecod F .
sample Jg&n aeﬁcmgﬁ, § I g(%ré%lg ar segin ?nt hggglgg lﬁﬁéﬂlglrér%all g d\lt%'r%glg axis and Jiherein the
frequen&}hﬁf 106 e aHplds toRgpondshe as endddingy Réquency adeldeo Eﬁddd@ mh@asmkoded

freq uenc:ﬁ/ of these san&nes bei ng the same as for_ the
ar

image apgl ghetangp @flerpt@tgcm ofrth g@gﬁlgalé;gﬁﬁr me agwesgq{glts tQ %encodmg
angle u ﬁ‘f@?ﬁcoﬁ@tth ncg&&%ﬁgf periodic sanples is offset from

st set o periodi c sanples by a
pr edet er mi ned fractlon of the period between sanpl es;
7. A mﬁhods foruﬂeccbdigg | mdwcdiwpomrdmgm alaire S wisggeinfthoationef

Jodi and expandi ng the sanpl es of
ConStm"Et %88&9&{ g‘frﬁiﬂn&ﬂ?‘éqﬁ ‘periodic sanples to fill in
ShameE PREVRER IR zERFPLESIi@fEnled & the SAcsded ifleg) drd
I mge.” 8. A nethod for decoding an encoded i mage

accor eimfiguragion] @rmwanomeé &iequeney of ghase parpples being the same as for
const {hlélch 54 gf reg p%%odﬁas%%pﬁe% S;Q&{t tljleﬂ ‘Ellleus%ggnd set of regular

periodic samples is offset from the first set of regular periodic samples by a

bmg

predetermined fraction of the period between samples;
constructing a second composite sample image from the regular periodic samples; and
expanding the samples of the second set of regular periodic samples to fill in spaces

between the samples and form a second decoded image.

8. A method for decoding an encdded image according to claim 7 wherein the action of
constructing a decoded image further includes:
forming the decoded image by applying a layer flattening operation to the first and

second decoded images. -
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form ng the decoded i mage by applying a | ayer
flattening operation to the first and second decoded
wo pgas3®t A net hod for decodi ng an encoded i NMBQEUS2005/013069
according to claim8 wherein the layer-flattening
operation includes conducting at | east one of the
actions consisting of dissolving, nultiplying,
9. A mEN&T R ABEdifVAY dndydditimagt ht @ GRg kdlelaimin g vwaxedin ﬂieQBy&fﬂattenmg
the first and second decoded i mages. 10. A nethod fo
0perat10@e@@@|dqsgoa¢m@ng @ﬁléastuona@étm@@bmﬁ msxﬁt@lgwfadwﬁqvmg;rmtri@plylng,
averagml% ! ag ggdlfﬁeggn?zgnm N3 gﬁlglg)?l%él éhésl llcugsE aﬁ({] seec n 8%%%&'1 HHagg%s
fllterlng, | ow pass f||ter|ng, adaptlve |nage
10. A nidthddefor decoding dnmpnpbddddgiagabedoidiag ssdlnigh 1 hirthef complisidg:
for decodi ng an encoded | mage according to claim1
wharcips therpakiyaf g rcodes @agenging oae gr mare Qldhe sefopsisting of

o PAESEEA A i ARG Ay b g

met hoglotedsingecodi ng an encoded i mage according to
claim1l wherein the action of obtaining a digital

er n.,of the enco d na ' cI des e t he
11. A it B oGoplinian Br e Gero i itydam bireie s ot
obtmnln%raQﬁgl%ﬁ Q/Ersmk?bf the SRbAGH % 19&&'&@' ng an encoded inage

according to claim1 wherein the action of obtaining a
ngirigiving the diggtebrergipn phthegneattd dmngafiem dagd sidiage. usin g
i mage ach|S|t|on device to capture the dlgltal
S{on e f [ r
12. A G BRa8oal i AERAE o IR AE SR FRAEY WALEY p deBbR b

obtainm(gdil digital &Brsuﬁﬂ‘dfﬁhiﬁéhcoﬂ&gﬁn@@d@lddd%g
.claimJ-3.wherein-the i nage acquisition_ device is
ﬁ@vwg theydi gl tversnmspisthe gacaged HRASSTPTB AN CBeQlimpPprocgssor.

digital canera, and a system i ncludi ng an anal og

13. A n%RNE fRr 80%ddth rgﬁafn%'ﬁ%oc%d@%%é acc%?dmét&@ﬁltﬁ?@ whefeifl %é%h@ﬂ of
an encoded | e according to claim1 wherein t

obtamlngcat digital oersihet ca‘ thd ericeded teagatindladest o n e e n codin g
retrlev

BRRDR P 87ved oonl P8 iy Sonf B ho e e rom

decodpBgioadly ?ﬂﬁ@d%rsﬁd@ﬁ&h@é@ﬂ% fiflage0 claim1 wherein
the action of determning the at |east one encoding

par anet er includes: receiving the at | east one
14. A n@ﬁ%@dﬁ%@ﬁf@émﬁ@t8@90(11qddmaﬁﬁa@q%@ag%dm&%@mwe image
h
acqu1s1t{5?1tcﬁ9g:eg§f J%ﬁrfgﬁfgge{% éb ﬁ%f %B%Béé% sga%ﬁglnglﬁﬁ %eaéﬁﬁérﬁ and a
system inaliding alnemalog(cambralmﬁewfrme gglbherpl urality of encoding
par anet ers

15. A method for decoding an encoded image according to claim 1 wherein the action of
determining the at least one encoding parameter includes:

retrieving the at least one encoding parameter from data storage.

16. A method for decoding an encoded image according to claim 1 wherein the action of
determining the at least one encoding parameter includes:

receiving the at least one encoding parameter from an encoding processor.
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and authentication content extracted fromthe digital

docunent, the nethod conprising: extracting the
werwsded1i mage fromthe digital docunent; digiPel/U§2005/013069

decodi ng the encoded image to produce a decoded i nage

usi ng the encodi ng paraneters; extracting decoded

i mge content fromthe decoded i mage; and conpari ng

17. A thiBoAIECRARD LAMRRS: diphATIBBIhEN it Yhidh@ndhbsRaltiBfge has been
aut%entlcatlon content. 18. A nethod according to

embeddedl gheredcoded enaderhaving heem benstriretad eing e phiralify of gReNdiRgRArameters

an_aut hentication, i 1 A net ho ccor.di ng
and sucGPuFH oty B ieera dn e AP RL ot BRI ReRisne:
éjﬂfa‘éﬂﬁﬂhesdﬁ@@déd'1ﬁ1a§@fr@mttl’i@ﬂ1gﬁﬁled<ﬁuﬁﬁh§nt ially uni que
to the digital docunent. 20. A nethod according t

digitility decodingrthe encored eagedmpsHueoiencipd imass lwertgda@ gicoding
i mage _content to the extracted authentication content
i ncl uB¥8M°§L¥ er mi ni ng whet her the extracted decoded

LARQans asdorBd imBdecdoatent fiemabd haentedahigepambnt ent . 21.
A method according to claim17 wherein the

compring the desded smasrinforaationeribe ey Fasid; rthentieatiop soutent.
: and the action of conpari t he decoded i nage content
18. A mcthbdh ecooxding ot @einalif Wlameirdgc pethemiipation corieni|coa@sises an
el.fiBvinglhe ~ - 22. A nmethod according to claim 17
“ amhen%ﬁté?ré}nﬁagtehe action of conpari ng t he decoded i mage

N
specifid ‘?a fa Féfe b HARMTF hiqué thé dpifal &sBubht.aut henti cati ng

gi tal docunments” conprising:” an encodi ng nodul e

20. A m%g&‘i ggco];cﬂﬁ%? PAZh W%%lﬂ‘ﬂt& aRsRfsto Frgﬁﬂﬁ% #R decoded image content

adagit docunent , oded i mage
toﬂmeh@mn@imnmsnmmmnsﬁmumtnghmbsIeast one encod|ng ‘

ey et e CERBEAGTAEE HIMT gppes the dulienicaion

conmupjcati on with the encodi ng nDduIe, the enbeddi ng
nodul e bel ng adapted for enbeddi ng the encoded i nage

21. A Ilngtthgd ta&%r(ﬂhg kd @binf PF WEBRA the authentication content has been stored in a
database and the action of comparing the decoded image content to the extracted authentication

content includes:

T retrieving the authéentication contént from the database. -
22. A method according to claim 17 wherein the action of comparing the decoded image content

to the extracted authentication content includes:

extracting the authentication content from the digital document.

23. A system for authenticating digital documents comprising:
an encoding module adapted for constructing an encoded image for embedding into a
digital document, the encoded image being constructed using at least one
| encoding parameter and authentication content extracted from the digital

document;
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W

24. A e ECarinia s agrn
compri%g enBadabngcrfage RoahRGh k&lBcthl cBmhniiidation SAHUME BAcddig module

an encodi ng i nformati on database in selective
comrmuni cation with the encodi ng nodul e, the database

bedsgomsdapt ed for storage of the at | east onePenUANFIYI3069

paraneter; a decoding nodule in selective

communi cation with the encodi ng i nformati on dat abase,

t he decodi ng nodul e bei ng adapted for receiving the

g gnbeddingpoodwain corempnigstiongwith thegncoding modnle, thecothedding
paranet er, from the database,. extracting the.encoded.

P mgenPRYnERE rged B aneaneR e Sebittmpe BT fga
the epsQ@ed:i mage to produce a decoded inmage using the

at | east one encoding paraneter, and extracting .
aecoddigiinfagpationdasshass inowelective eurmdridatiorgih tagencoding module,

aut hept i i on modul e, i,n_conmuni [ W th the,. .
decodligmset b5 abisti dmenDrea st O fBatione shifijps parameter
adaqaath hedule anRedcting cbmudRansiewith Megehcoihgifftmaibr database,
the extracted authentication content. 24. A system

accor therlgceding medple bingtidpptied fathe syst em conpri ses a

user data Pe%&%ﬁ%%ﬂédf@o%&dcﬁmta” encoder interface
ecti ve ?

nodul e in Se nmuni catrron with the encodi ng

modul e andreatiapiethefapleasieneeatddigy paramerofle thadgrabises
enbedding into the digital docunment. 25. A system

accor di ng £Hracting thepacogrdrigage grm e dppiabdeument gr oup
consi sting ) i ' Eﬁdﬂié :
and encodi ﬁ%ﬁtﬁﬁfg?&n)gtﬁ%g}ﬁ@%éétggg(glsrga%egggwbg? dt e E?g?ge Heing
dat a processor. th2at lAstsysteanodicg pardmagrtandcl ai m 23

wherein the systemc i ses an authenpti,cat,i on server

in selecti Q’étr%gﬁﬁg]ﬁ‘foggg FIB?SWOPF?_HE\ rofnetggfieciﬂﬁlé t88%% dat a

i QGBSRRALSY Blodfle I8 L¥RMinicHhs] Rith @ cH@m dhatild Bl dudhentication
and the authentication nodule are part of the

aut hemodglstticing aslepigd for compaving thei decodrd imagh enfoimaaiiongn the
server ti S, %daaﬂ_}eeg afu%r Croe{:ee{vi ng a docunent

aut he REFESE B al}eélt P¥0 the at | east one user data
rocessor.and tor yeturni gg? an _aut hentication result

SYSIFPDEUBRIGIES 3 FSeTAlafR PTG Esor

ich a first encoded i mage has been enbedded, the

and adapteddor wquestiag an vacnsled appgrifop emhedbng inte Breatigita idagiraent.

set of authentication content and a first encodi ng

25. A gysteanetedingeb cldime24nehdreid apompmicsé ofthe grgiptinkigting of the encoding

moduleg%glggddﬂrgg %g&gf | trengg nqg g‘l orlmnal%l % data Q& its ?JaGrt foi“ {hsétuser data

Processor.

26. A system according to claim 23 wherein the system comprises an authentication server in
selective communication with at least one user data processor over a network, wherein the
decoding module and the authentication module are part of the authentication server, and
wherein the authentication server is adapted for receiving a document authentication request
from the at least one user data processor and for returning an authentication result to the at least

one user data processor.
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produce a decoded i mage; extracting the set of

aut henti cation content fromthe decoded i mage; and
w@eoustioaset i ng a second encoded i mage usi ng t hePGBRUSTNG/013069

aut henti cation content and a second encodi ng par aneter

set. 28. A nethod according to claim27 wherein the

aut henti cation content conprises data that are .

27, A AR A Eb oL BT SRR oo e

has beerfethbeiidbd, e fift€ eddodsd iredpeddeihgibdeg orfstrocied hisingiaget @fl
docunent. 30. A nethod according to claim27 further
authentieasigprcoBicAAndeiisHeNcAGing Marasuetes 8t Eiscpetoad FomBEsingt o
. | . J |
R Rrefhe BRFERRte naft, IELERE BEFRL0ARE phinti g o
wi t h grbéucseckbededrimaged | mage enbedded therein. 32. A
nmet hod according to claim3 1 further conprising:

axaeling the selrvt auiRrinalien BPrCRidEm iR depred image; an
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aut hesmtodiag pagntetee setut hent i cabl e docunment by
attenpting to decode the authenticabl e encoded i mage

28. A méfidithcthaineas @itmeTcatrélg thitcdalegitiestidaiontent comprises data that are .

substantially unique to the digital document.

29. A method according to claim 27 further comprising:

extracting the first encoded image from the digital document.

30. A method according to claim 27 further comprising:

embedding the second encoded image into the digital document.

31. A method according to claim 28 further comprising:

printing the digital document with the second encoded image embedded therein.

32. A method according to claim 31 further comprising:
receiving an authenticable document for authentication, the authenticable document
having an authenticable encoded image embedded therein; and
authenticating the authenticable document by attempting to decode the authenticable

encoded image using the second encoding parameter set.
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