1 W RELESS COVMMUNI CATI ON DEVI CE W TH DURESS PASSWORD PROTECTI ON AND
RELATED METHOD BACKGROUND OF THE INVENTION 5 1. Field of the Invention
This invention generally relates to nobile w rel ess conmunication devices
having password protection for access to stored data and/or nornmal device
operation. 2. Related Art 10 Password protection for access to stored data
and/ or nornmal device operation is well known for wireless comunication
devices (e.g., cell phones, nobile enail devices, etc.) and other

el ectronic devices or systens (e.g., cgnputers, conputer systens, conputer

service accounts, computer progranms, etc). Hone alarmsystens are typically
the 15 alarmis often "arned" and

al so password protected. For exanpl e,
" di sar mod”  HIRELESS GRMMENICAIOQY DI T DIRRESS BASSARBN y to the
house Om“erPﬁﬂﬁﬂgﬁfpﬁﬁiﬁﬁﬁhﬂﬁgﬁ§ﬁED%@E&Hﬁﬂﬁe al arms al so now i nclude a

r eat ure. e

duress passwo uress password is distinguishable in sone
manner froma normal password (e.g., 20 possibly one character is changed

such that i dis 12 3 45 the duress password m ght be
1- 2-3-4-4).éﬁ%%5mﬁiﬁﬁéi@%¥5@“i n duress (e.g., by a burglar
breaking into the hone and threatening bodily harm while demandi ng that
the al arm system be di sarmed or turned off), the owner can enter the duress

passwofd i nst eadiigifl of e Inwentiin password. Wien the al arm system recogni zes
25 entry oft.he duress passwo it tomatically sends an .emergency cal
fo the 3 arf SePfigEe BRaBGRR: wimPieolBIGR Gomimibanas SPueSdRes 1o
needed at tgagdw@argrbeblid for access to stored data and/or normal device operation.

2. Related Art
10 Password protection for access to stored data and/or normal device operation is
well known for wireless communication devices (e.g., cell phones, mobile email
devices, etc.) and other electronic devices or systems (e.g., computers, computer
systems, computer service accounts, computer programs, etc).
Home alarm systems are typically also password protected. For example, the
15 alarm is often “armed” and “disarmed” only with use of a secret password

supposedly known only to the house owner and authorized guests.

Most home alarms also now include a duress password feature. The duress
password is distinguishable in some manger from a normal password (e.g.,

20 possibly ane character is changed such that if a normal password is 1 2 3 4 5, the
duress password might be [-2-3-4-4). If the homeowner is placed in duress (e.g.,
by a burglar breaking into the home and threatening bodily harm while demanding
that the alarm system be disarmed or turned off), the owner can enter the duress
password instead of the normal password. When the alarm system racognizes

25 entry of the duress password, it automatically sends an emergency call to the alarm

service {or “911") signaling that immediate assistance is needed at that particular



2 residence. O course, such duress signaling occurs silently so that the
possi bly present and observant attacker should not know that it has
happened. In effect, - this gives the homeowner a silent way to call for
hel p. 5 Mobile wrel ess conuni cati on devices (e.g., cell phones, portable
conputers wth wireless interfaces, wireless email transceivers and the
like) are also sonetinmes password protected. That is, access to data
stored in the nobile wreless communication device and/ or nornal operation
of the device is blocked wunless the legitimte user's secret password is
entered (assum ng that the password 10 protection feature has been invoked
by the user). However, such password- protected w rel ess comruni cation
devi ces havEskisnce ri@hsauiss sudhabiress gignaling ogsasssiondly sedrtthe poBidlFF SUMVARY

OF THE | NVI r I Z at, a.dures a rd feature
coul d be o%g%gn Cl}gbéaé%%g%ﬁzi‘cggyvéhf) gf‘lg‘g’g k@%&%ﬂi“c@fihgweﬁgéi @jeésée\l‘,—\%r exanpl e,
the | egiti nalisgiusethe bbmeownatd diRnivEtess! oo R¥PNI cation device with

password protection m ght also be placed under duress and effectively
forced to enter a password providing an 20 unaut hori zed person with access

to stored dpfoRii@RGless @&mlnicgﬁgx{ %Ji@é}(eﬁé;tc%:@ hﬁonggsﬁjgﬁgfe’ coﬁga%'&? s _password

feature for such nobile wreless comuni € 1S now provided by
t hi s i nvent wish wishtss yntbifadehevingess cofaibtrahiscdsas pasgiedike) assaldod still unl ock
so that the attacker is

the nobile w r%.l ess co ni cat i(gnﬁdevi ce - e.(gql.t, ‘
not aware tH&"EQG @F%%%%QE%‘%? ha3§ hEIFS e It EBUOCAOREFSFOPUES whenever a
duress passwReldsd on@AtaEabn dheeTBRId oMb Ppea8of N M CRL 10N deM! ce
unless the legitimate user’s secret password is entered (assuming that the password
10 protection feature has been invoked by the user). However, such password-
protected wireless communication devices have not previously had a duress

password feature,

BRIEF SUMMARY OF THE INVENTION

15
We have now recognized that a duress password feature could be of value in a
mobile wireless communication device. For example, the legitimate user of a
mobile wireless communication device with password protection might also be
placed under duress and effectively forced to enter a password providing an

20 unauthorized person with access to stored data and/or normal operation. If this
happens, a duress password feature for such mobile wireless communication
device is now provided by this invention. Entry by the user of a duress password
would still unlock the mobile wireless communication device — e.g., so that the
attacker is not aware that a duress password has been entered. However,

25 whenever a duress password is entered, the mobile wireless communication device
would recognize it as such and silently send out a “help” message to an

appropriate person or institution.



woul d recognize it as such and silently send out a "hel p" nessage to an
appropriate person or institution. 3 An exenplary wreless conmunication
device (and its related nmethod of operation) includes, if invoked, password
protected access to data stored therewithin and further includes password
checking logic which, if invoked, prevents user access to certain device
data and which includes duress password checking |logic that automatically
causes a duress nessage to be sent if a 5 duress password has been entered
prior to permtting access to certain device data and/or operations. In
the exenplary wireless communi cati on devi ce duress password checking | ogic
causes the duress nessage to be sent w thout maintaining any user
accessi bl e indication of such sending. 1Q It is also preferred that the
password checking |ogic automatically causes an end-of -duress nessage to
be sent if a normal password is entered after a duress password has been
entered. The exenplary w reless conmuni cati ons device/ method may further

i ncl ude duress password entry |logic which permts user entry of at |east
one duress password into a duress 15 password portion of data nmenory in the
devi ce. The duress password entry logic may also permt wuser entry of a
plurality of A éfeerdaty dmessopasswaridsdéwito(aad duressd passwor dpgatdriion of
data ne i ce. The exenp Iar dur ess ﬁassmord checﬁlng | ogi c

may oy Lin i Er R R REeB0Y AR Yoo Bricd o et AsERor ds

to det ergmdveri Eh@ﬂ%(ﬂﬂgc&fha@ﬂmn%l&éﬂaﬁﬂe{f%t@é"s%r Reen BRLbe4ifAeviFOlatn @%@Wﬂlcﬁ
it may determne if an entered gassmnrd constitutes a pre-determ ned

al t er ed AP EHTSE PaFsWABE tharkipassioihdr agomaicetircases 4 d@zcmme‘gs“qdasb@mmtdt has
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include a pernutation o SSWor d.
operations.

In the exemplary wireless communication device duress password checking logic causes
the duress message to be sent without maintaining any user accessible indication of such sending.
10 Itis also preferred that the password checking logic automatically causes an end-of-duress

message to be sent if a normal password is entered after a duress password has been entered.

‘The exemplary wireless communications device/method may further inctude duress
password entry logic which permits user entry of at least one duress password into a duress
1> password portion of data memory in the device. The duress password entry logic may also permit
user entry of a plurality of different duress passwords into a duress password portion of data

memory in the device,

The exemplary duress password checking logic may compare an entered password to a
20 plurality of pre-stored passwords o determine if any one of such plurality has been entered. For
example, it may determine if an entered password constitutes a pre-determined altered version of a
normal password to determine if a duress password has been entered. Such pre-determined aitered

version of a normal password may include a permutation of digits in the normal password. Or,



alternatively, the pre-determned altered version of the normal password
may sinply he the normal password with at | east one extra digit pre-pended
and/ or appended thereto. Such extra digit(s) may be of pre-determ ned

val ue(s). The pre-determ ned value(s) nmay have been pre-stored by a user
in said duress 5 password portion of data menory in the device. The

exenpl ary duress password checking logic may also determne if an entered
password constitutes a pre-determ ned altered version of a duress password
pre- entered by a user into the duressgpassword portion of data nenory - as
opposed to 10 performng only an automatic al gorithm c operation based on

t he normal password and/or other prior user or factory inputs. Once again,
the predet etlifrpastyely thersgrdetpanyicd ﬁﬁ@ﬁsd gepsroadikeramat prsewergAsE wor d may

simply be t : S i | . g ra digit
pr e- pended gﬁlg o?e glgtﬁgﬁg%ﬁ %"g@ét‘%m?\%&{%ﬁﬂé&%ﬁ%&%&?ﬁfiﬁq%@(}g may be of
pre- d;at er 31 ag:@dndml thees). . Suthexpra digligt)enay lﬁwmfd p]:5-.d\2ﬁhﬂﬁlé;c g)v?m&).h’ﬁme b_eent )
fevi ce. | n DEEE IR B0 RO S HELEY ABed BERBMTEhe Uoer 15
gi ven gn opfggjsgﬂoﬁq,m@@ﬁopdadﬁ@ﬁ{orpﬁﬁhgggﬁ§é password. An option is also
provided to delete all duress 20 passwords previously stored so as to

permt the user to start over again if some of the duress passwords have

been forgotten,. | mbodi nent.s, the st f th d
passvor d 1 s A A Bt BuPH tiukne el e e ot &% Pu8%ior s o

user m ght ﬂaesxa&ldﬁtohﬂim@5aipﬂeﬁet&ﬁmh@rﬂﬂ'ter%%rﬁ!é?%§§ dRRSSPRLHofd 81 even a

know edgeabl e attacker who m ght ask not just for the normal password but

al so a dur SIETHABYE qeyser. into i dpiesy passweidanrtéaiyeiadstamamonck s opiaghd tguess
that ghere LouheiRediPLe abdfRs0 M oH itk Bperation based on the normal password

and/or other prior user or factory inputs. Once again, the predetermined altered
version of a pre-entered duress password may simply be the pre-entered duress
password with at least one extra digit pre-pended and/or appended thereto. The
entered extra digit(s) may be of pre-determined value(s). The pre-determined

15 value(s) may have been pre-stored by a user in a duress password portion of data

memory in the device.

In the exemplary embodiment to be described below, the user is given an option to
set at least one duress password. An option is also provided to delete ail duress
20 passwords previously stored so as to permit the user to start over again if some of

the duress passwords have been forgotten,

In some embodiments, the storage of more than one duress password is
advantageously permitted. With multiple duress passwords a user might be able to

25 keep at least one duress password from even a knowledgeable attacker who might
ask not just for the normal password but also a duress password. Bven if the

knowledgeable attacker might guess that there could be more than one user’s



5 password, he would be unlikely to know how many duress passwords m ght
exist. Accordingly, even when the user is under duress by an attacker, the
attacker mght be pacified by providing only two or nore duress passwords
whi ch can be freely 'given to the attacker w thout exposing the normal
password. Accordingly, no 5 matter which of the passwords is used by the
attacker, either would be a duress password that woul d cause a silent

"hel p" message to be transmitted if used. Although there are possible
advantages to storing plural duress pagswords, it may also be preferred to
store only one duress password since there may be security 10 problens in
storing a greater nunber of duress passwords. The definition of one or nore
dur ess pasS%F‘ﬁ%fdnh?wﬁéldé@d@#ﬁﬁlw%ééowﬁomm duresstpagsvafrdambghtiesisy digits
and/ or by a L L4 a r e or nore
prot ot ype u(?%sglhggégve% ﬁg?’lgéa). ?gy&'{e&; er eds EH{/)M?%ECE% E[% %f? el ess
conmmuni cat i hﬂ“padeﬁﬂdd@ gﬁcﬁzdm@l ddy tveo bihinSrel div&8 pa®RorMCk AR San passwyr d

checking | ogic whjc events access to certain device data_and/or
oper ati on a&&ﬂ} ‘r‘?&}‘ %%&%ng@tﬁéﬁ%ﬁﬂ%ﬁ Be CREBUINAS YOI Actorainghutemat i cal |y

causessa %@éw@ﬁﬁg@ F}g?dsggﬂ%%?eﬁydﬁeQHﬁc%ﬁP RASSVANE nBa%uh paen ent er ed

instead of a normal pas uress pdssword rmay be ined in

per haps al msstwaendlthativasdd vmlysasﬁeﬂté‘hglpamessarge|tc$b¢esmmmtad Ifyuspdist as
"strong" as the normal device password. Some exanples of ways to determ ne
an appropriate duress password are summari zed bel ow. conbinati ons of the

normal  passytdhghithdte QfeR%siBlerdd0aHi8esb s@kidlh hiiral2Rir s SaRonted ipief i X)
also be preferred to store only one duress password since there may be security

10 problems in storing a greater number of duress passwords.

The definition of one or mere duress passwords may be accomplished by manual
entry of arbitrary digits and/or by algorithmic changes to either the normal
password or one or more prototype duress passwords manually entered by the

15 user. A wireless communication device according to this invention includes
password checking logic which prevents access to certain device data and/or
operation and includes duress password checking logic that automatically causes a
duress message to be sent if a duress password has been entered instead of a

normal password.

20
The duress password may be defined in perhaps almost unlimited ways so long as
it is essentially just as “strong” as the normal device password. Some examples of
ways to determine an appropriate duress password are summarized below:
. combinations of the normal password with other string(s) of digits
25 . pre-pended (prefix)

. appended (suffix)



appended (suffix) 6 manual |y entered duress password and vari ants thereof
(including its conbination with other string(s) of digits (see above)
pernutations of the normal password. 5 Preferably the silent duress nessage
will be sent to a predeternmined (i.e., earlier specified) email addressee
to alert that addressee that a particular account/owner/device is under
duress. This duress enmail message is preferably sent w thout any
appearance in the normal nessage log to help insure that the attacker
cannot determne that the device has béen placed in the duress node. The 10
duress nmessage mght, for exanple, contain a PIN (personal identification

nunber), owner inforpmat 1&8@ 2044 gurggseéa}éSW(g'd 1&' ' géa?'(ﬁlg

pr edet er m ned or speci T e Zon esi ornatlon
The format of such aannsmamm1wnyob@rh@mg@¢eﬂ@@u9@eéh&n&$V|ce or ot herw se
defined by suitable conputer rogram code and user inputs (e.g., in
accordance with?®he @Wﬁ@ﬁﬂﬁmgagﬂ@apﬂﬁﬂE@ﬁﬁﬂﬂﬂT policy - which would likely
al so specify the emani|l address for duress nmessages and the like). In the
preferred exenpl ary enbodi nent, after a duress password has been entered

and a dur esErefeesspge shast dvees nkfige willdbeneixd ot piedoterniicte(li.c pasdivor d i s
entered a 20 suitable end of duress nessage will also be automatically
transni t t edPEG IEHeeTARibr s Eoc?l(?fh@%%%déeﬁts%wa‘t%%af%? #s node has ended.

har dvar o Ao e e B e B o e R P A5G g 25
addi ti onal Spa(s‘smmd apy epeatdnoea i the aomhalehesagedogmundlp dnsuonthdethece i ncl udi ng
attacker cannot determine that the device has been placed in the duress mode. The
10 duress message might, for example, contain a PIN (personal identification
number), owner information and identity, current time (in some predetermined or
specified time zone) and any other desired information. The format of such an
email may be hard-coded on the device or otherwise defined by suitable computer
program code and user inputs (e.g., in accordance with the owner organization’s
15 IT policy — which would likely also specify the email address for duress messages

and the like).

In the preferred exemplary embodiment, after a duress password has been entered
and a duress message has been sent, the next time a normal password is entered a
20 suitable end of duress message will also be automatically transmitted to the

addressee to indicate that the duress mode has ended.

This invention may be embodied in hardware, software or a combination of
hardware and software. The invention also provides a methed for giving

25 additional password protection in a wireless communication device including
password protected access to data and/or normal device operations by

automatically causing a duress message to be sent if a duress password has been



password protected access to data and/or normal device operations by
automatically causing a duress nessage to be sent if a duress password has
been 7 entered instead of a normal password. The exenplary enbodi nent is
realized at least in part, by executable conputer program code which may
be enbodied in physical programnenory nedia. 5 BRI EF DESCRI PTI ON OF THE
DRAW NGS These and ot her objects and advantages of this invention wll be
better understood and appreciated in conjunction with the foll ow ng
detail ed description of exenplary enbedi ments taken together with the
acconpanyi ng drawi ngs, of 10 which: FIG 1 is an overall system w de

schematic view of an exenplary wirel ess email comunication Sést em
i ncor por at €A RERA] of apgrelabpesswerdruhiccare oy embedimeny siealiveéds passwor d

protectionjd b ; r ' :ng | ar [ L hi s
i nvention; 1é|%?téﬁcp%9i gﬁg%%g %egcw té%%@fﬁ%%a%ﬁ%%%g%%glﬁ%%gdm%r e included
wi thin an phyxamlpergyamoldirh@ ywhddéd.ess conmmuni cation device; 20 FIG 3 is an

exenpl ary abbreviated schematic fl ow di agram of a device control program
that may be utilized with the nobile conmunication device of FIG 2; FIG

4 is an exgmﬁpmg@@p@y@@t@ﬁ@g@ﬁv@@lﬁow chart of conputer software

(i.e., programlogic) that may be utilized in the device of FIG 2
providing an 25 option to set up to N.. duress passwords; 8 FIG 5 is an

exenpl ary RO en AT o8 e TR G e MR Ol e GNP Y. Rt W S to0d
and appreciated in conjunction with the following detailed description of
exemplary embediments taken together with the accompanying drawings, of
10 which:

FIG. 1 is an overall system wide schematic view of an exemplary wireless email
communication system incorporating a mobile wireless communication device
with duress password protection in accordance with one exemplary embodiment of

15 this invention;

FIG. 2 is an abbreviated schematic diagram of hardware included within an

exemplary mobile wireless communication device;

20 FIG. 3 is an exemplary abbreviated schematic flow diagram of a device control

program that may be utilized with the mobile communication device of FIG. 2;

FIG. 4 is an exemplary abbreviated schematic flow chart of computer software
(i.e., program logic) that may be utilized in the device of FIG. 2 providing an

25 option to set up to Ny, duress passwords;



(i.e., programlogic) that may be utilized in the device of FIG 2 to
provi de password checking | ogic which includes duress password checking
logic; 5 FIG 6 depicts a few exenplary ways in which duress passwords may
be determned algorithmcally (e.g., based upon user entered normal and/or
duress passwords) or manually; and FIG 7 depicts one exanple of a duress
nessage format that may be used in 10 accordance with this invention.

DETAI LED DESCRI PTI ON OF EXEMPLARY EMBODI MENTS FIG 1 is an overview of an
exenpl ary communi cation systemin which8a wireless 15 comunication device
100 may be used in accordance with this invention. One skilled in the art

w11 appr eoiemses Lale HEKey TBYREUOE SR M i RESRbySY Syflc LoPol oal es.

There may al so be nmany age senders and reci plent’s. e
exenpl ary syist. grroghaonkegion thak @ay beiusiliked ini thé deticabi M6, guo pasés onl y, and

shows perhaps the currently t. prevalent Internef e-mail_ environnment. 20
FIG 1 shomggéfﬁmé‘fﬂﬁqciq:@gﬂ%‘érwr@%‘, mf:]rﬁ‘geq dyresseps word Cée%hgslﬁélé? server system
14, a wireless gateway 16, wireless infrastructure 18, a w reless network

20 and a nobile communication device 100. 25 An e-nmil sender 10 may, for
exanpl & beFéorthéerie adew gremsry waysanvdticlSduressqmssyrmdy imdg by on whi ch a

user of the ; has .an .account ,. located within_ a conpany, ossi bly
connect ed tg&é@%@% °girlglémﬁél&/\érﬁ<’ EPRABPOTLYSET e SPERR taBH)téﬁguﬁpeFﬁ ernet 9
12, or conneadsedrdspot hantdlyerRet 12 through a large ASP (application
service provider) such as America OnlineTM (ACL). Those skilled in the art

will
FIG. 7 depicts one example of a duress message format that may be used in

10 accordance with this invention.
DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

FIG. 1 is an overview of an exemplary communication system in which a wireless
15 communication device 100 may be used in accordance with this invention. One
skilled in the art will appreciate that there may be hundreds of different system
topologies. There may also be many message senders and recipients. The simple
exemplary system shown in FIG. 1 is for illustrative purposes only, and shows

perhaps the currently most prevalent Internet e-mail environment.

20
FIG. 1 shows an e-mail sender 10, the Internet 12, a message server system 14, a
wireless gateway 16, wireless infrastructure 18, a wireless network 20 and a
mobile communication device 100,

25 An e-mail sender 10 may, for example, be connected to an ISP (Internet Service

Provider) on which a user of the system has an account, located within a company,

possibly connected (o a local area network (LAN), and connected to the Internet



appreciate that the systens shown in FIG 1 may instead be connected to a
wi de area network (WAN) other than the Internet, although e-mail transfers
are 5 .comonly acconplished through Internet-connected arrangenents as
shown in FIG 1. The nmessage server 14 may be inplenented, for exanple, on
a network conputer wthin the firewall of a corporation, a conputer wthin
an | SP or ASP systemor 10 the like, and acts as the main interface for
e-mai | -exchange over the Internet 12. Al though other messagi ng systens

m ght not require a nessage server systeem 14, a nobile device 100
configured for receiving and possibly sending e-mail will normally be

associ at ed ﬁ%th an account on a message server. Perhaps the two nost

conmon messagé” SeRRrEred ig ke W@%é@ftfﬁf_oliﬁléﬁéﬂﬁ@%ﬁiﬁféﬁﬁi@é‘é%s’@mﬁi no"M 15
fhese produghsidahsuot beAneied ohla0NACE IAsYhililled ALEL By MR | router s

that route " and deliver nail. nt er me e conponents are not shown
in FIG 1, appredwdy thatthernysteois sbevh yn PlGayl may tisead be tdmetted &ng wdde descri bed

bel ow. Message serve c server 14 ically extend beyond just
e-mai | sendi E(f:]n%ﬂv&ﬂ? é‘?&w.%&faﬁ%@e tglalet’iahg‘g‘lﬁg‘&% gﬁi‘s?e’a&feabase st or age
engines t hajonitavdypeesiaplished 1ot AORESn&UIR Sed ZRnfohedabasdsencal endars,

to-do lists, task lists, e-mail and docunentation. The wrel ess gateway 16
and infrastFGture 18 provide a link between the Internet. 12 and w rel ess
network 20. The wireless infrastructure 18 determnes the nost |I|ikely

network for locating a given user and tracks the users as they roam between

25 countri €theanesiagamuiis . 14AndESSagRerhntd For Skl bed Hedrditeofphid-e devi ce
100 via wreless transm ssion, typically at a radio frequency (RF), froma
base stat i MR N HeeWillafacomanuiane p komputes within 3ndSPlcs AfR465EM 0.~ The

partiggl ar RelivOrid20smY¥elQain interface for e-mail exchange over the Internet 12.

Although other messaging systems might not require a message server system 14,
a mobile device 100 configured for receiving and possibly sending e-mail will
normally be associated with an account on a message server. Perhaps the two
most common message servers are Microsoft Exchange™ and Lotus Domino™,

15 These products are often used in conjunction with Internet mail routers that route
and deliver mail. These intermediate components are not shown in FIG. 1, as they
do not directly play a role in the invention described below, Message servers such
as server 14 typically extend beyond just e-mail sending and receiving; they also
include dynamic database storage engines that have predefined database formats

20 tor data like calendars, to-do lists, task lists, e-mail and documentation.

The wireless gateway 16 and infrastructure 18 provide a link between the Internet
12 and wireless network 20. The wireless infrastructure 18 determines the most
likely network for locating a given user and tracks the users as they roam petween
25 countries or networks. A message is then delivered to the mobile device 100 via
wireless transmission, typically at a radio frequency (RF), from a base station in

the wireless network 20 to the mobile device 100. The particular network 20 may



be virtually any wirel ess network over which nessages may be exchanged with
a nobile comunication device. As shown in FIG 1, a conposed e-nai
nmessage 22 is sent by the e-nmail sender 5 10, |ocated sonewhere on the
Internet 12. This nessage 22 typically uses traditional Sinple Mi
Transfer Protocol (SMIP), RFC 822 headers and Miltipurpose Internet Mail
Extension (M ME) body parts to define the format of the mail nessage.
These techniques are all well known to those skilled in the art. The
message 22 arrives at the nmessage servgr 14 and is normally stored in a 10
nmessage store. Mst known nessagi ng systens support a so-called "pull”
nmessage access schene, wherein the nobile device 100 nust request that
stored nedsagawliyany srivpgss agrisyk ore wiisk mgesagesmay be exabhegadodith @ devi ce

100. Sone ﬁ&ﬁl%%%nﬂfn?éﬁhﬂﬁd@%%ea“tom“ c routing of such nmessages which are
addressed using a specific e-nmil address associated with the nobile

device 100. In a preferred 15 enbodi nent, nessages addressed to a nessage
server accoun asso&h?ted with a host system such as a home conputer or

of fice comptteP™iAR EH HePSREPOES! ¢ Rellfawspagecy iR BY e GBRHIE"B0 are
redirect ed 16!1%8&&&1?0%@&8611%}?&%%%&42? %&J}ﬁegﬁ" iﬁgﬁﬁsﬂ (§s100 as they are

recei ved. 20 Regardless of the specific mechanismcontrolling forwarding of
messages t ¢raditiobill Smgle/Med Tradferthetonels SMEP)2RFCER2 hosdirbind a transl ated or

reformatted,version hereof., i s sen o.M reless t ewa 6. The wirel ess
infrastr uc%‘f‘lgp'i%o?en[@&u”&%yﬁi Egepias %WME%H&P?W@%F@H‘%\%P;FP%@ 0Eet wor k 20.
These conngg moiNmesRidt AThGe hdinREahRKGISLEY k&R 1 HbdealkiiNatinekdarf | SDN) ,

Frame Rel aéthor Tl connections 25 using the TCP/IP protocol used throughout

t he | nt er ndfie mEssagsed aevasiah thetthessager server Wit ned swrmelineioked ing i nt ended to
incl uge t hﬁ%@sa%'efs{o%.eﬂtostllyr%%\?n I%fessggzﬁ\é\gﬁ%esms gu@,ggﬁ a so-called "pull”

message access scheme, wherein the mobile device 100 must request that stored
messages be forwarded by the message server to the mobile device 100. Some
systems provide for automatic routing of such messages which are addressed using
a specific e-mail address associated with the mobile device 100. In a preferred

15 embodiment, messages addressed to a message server account associated with a
host system such as a home computer or office computer which belongs to the user
of a mobile device 100 are redirected from the message server 14 to the mobile

device 100 as they are received.

20 Regardless of the specific mechanism controlling forwarding of messages to
mobile device 100, the message 22, or possibly a translated or reformatted version
thereof, is sent to wireless gateway 16. The wireless infrastructure 18 includes a
series of conmections to wireless network 20. These connections could be
Integrated Services Digital Network (ISDN), Frame Relay or T1 connections

25 using the TCP/IP protocol used throughout the Internet. As used herein, the term
"wireless network" is intended to include three different types of networks, those

being (1} data-centric wireless networks, (2) voice-centric wireless networks and



being (1) data-centric wireless networks, (2) voice-centric wireless
networks and 11 (3) dual -node networks that can support both voice and
data communi cations over the sane physical base stations. Conbined

dual - nrode networks include, but are not |limted to, (1) Code Division
Mul tiple Access (CDMA) networks, (2) the G oup Special Mbile or the

A obal System for Mobile Communi cations (GSM 5 and the CGeneral Packet

Radi o Service (GPRS) networks, and (3) future third- generation (3G
networks |ike Enhanced Data-rates for ¢ obal Evolution (EDGE) and

Uni versal Mobile Tel ecomuni cations Systens (UMIS). Sone ol der exanples of
data-centric network include the MbitexTM Radio Network and the DataTACTM
Radi o Net wofX dupkagde agfwerksghafenn yenpost kaiihveice antbdada pommenicstion 9¥§E| ude
Personal Co i l f P neLwor Ll K . syst ens.
As depi ct ed%%l‘%%\h@?ﬂn@éﬁ eo%‘n%%bf%ﬁtd@ﬁk%gg? ré%’w lPﬁc??j 5s®8 suitabl e
RF  ant ennandilitniteal tonf 1) €lods HivievnMiblGald et UODMA) vetvires $2)kwor k 20, 15
Conventi onal, RF, _denopdul alti on/ npdul at 1 on and decodi ng/ coding circuits 104
are provid Ef.’ul’ﬁépefjggéébi‘ﬁ‘)fH“@%IPPal\ﬁﬂﬁwhf%ll‘@‘&ﬂﬁt@m@%‘ﬁa‘é?%é@% can

| nvol Ve posgidihy Gareny paig] Rtio SLARA (IESEREALR: GREPP)mall BRP 0CesSOr S,

filters, analog an Igita circuits an wever, since such
circuitry igengedtionKpGhwnetivorksHikedinhanded Daa-rated fof GileHabEvdesioni(BBEGE)20 The

nobi | e comunj Gati o vi.ce ;100 will al sq, typi include .a main control
CPU 106 whi %YH{ @glg?g%ﬁﬂ%ﬁ?b&w}wa%qns§y§€é§5sZ@kﬁ%g%qu 98 ogr am menory
108 (and whiglinprasofaleesstriOndtwba 1TBNBE he MitcxBIPR 140N AWK GRMRdNI cat es
DataTAC™ Radio Network. Examples of older voice-centric data networks
10 include Personal Commuuaication Systems (PCS) networks like GSM, and TDMA

systems.

As depicted in FIG. 2, mobile communication device 100 includes a suitable RF
antenna 102 for wireless communication to/from wireless network 20.

15 Conventional RF, demodulation/modulation and decoding/coding circuits 104 are
provided. As those in the art will appreciate, such circuits can involve possibly
many digital signal processors (DSPs), microprocessors, filters, analog and digital
circuits and the like. However, since such circuitry is well known in the art, it is

not further described.

20
The mobile communication device 100 will also typically include a main control
CPU 106 which operates under control of a stored program in program memory
108 (and which has access to data memory 110). CPU 106 also communicates
with a conventional keyboard 112, display 114 (e.g., an LCD) and audio

25 transducer or speaker 116. A portion of data memory 110a is available for storing

one or more duress password (DPW). Sujtable computer program executable code



wi th a conventional keyboard 112, display 114 (e.g., an LCD) and audio 25
transducer or speaker 116. A portion of data nenory 110a is available for
storing one or nore duress password (DPW. Suitable conputer program
executable code 12 is stored in portions of programnmenory 108 to
constitute the password checking |ogic and duress password checking |ogic
descri bed bel ow. The control CPU 106 will typically be subject to a main
control programsuch as 5 depicted in FIG 3. Here, upon power up or turn
on at 300 if password protection has bken invoked access flag IAis reset
at 301 to bl ock access to stored data and nornal operation (and possibly

al so upon C@@%ré@fg%rﬁ’é dt éﬁf’ggé(rﬁ%én? '10@%‘5&%@%&%&@%&3%1[16 rol will

pass to a password ‘checkin gi ¢ sub=routi ne on exit fromthe
passwor d chiegkiang ducyys 0a302rd chediiop dogin deésribedibelaty. 304 10 as to whet her
access is permtted. If not, then a wait |loop for password entry is entered
via 306. On the other hand, if a suitable password has been entered and

access i s PEHdEdabBACPUNRIS MONBLalBPE! fltiP R @ﬁﬁjxﬁéﬁn%ﬁﬁro?{'an:ﬁ@&h(ésm' udi ng
access to stored data). Anong other things, these normal” operations in the

exenpl ary dapbedt iwdfi. i Herd, npbmgewemipopttiioron @ 398tf pgswordyrotedieres s

passwords ( M‘R coul d, even. he ri from one devic %jge next so
that an at t%g %gr mgag% %:ggslscehs% ﬁ\ P°RE eggﬁ%ﬁg(ﬂm&hc?ﬁﬁg?/ S8 eiaga sswor ds
m ght exi styormbhoperstcnf@nd peksBMp e corchRIMASEWOESEEltidns( are) stored in
t he device 100 only as a cryptographically hashed version(s) of the actual
passwor d( s )CUSHERPIRE ShASh FeRtrad o1l passrip armessward checkinglogisi swbtrariing hashed
and conpar egyt QiR StlE Lot - [ di ment s
descri bed bel ow,ptog‘se (S @&?ﬁ%‘?ﬁ%@% ggairpzbg%e&%éggﬁg %ﬁ%ﬁ %Pétebget " to
denot &0 st atagso mhedienadoessns petmivied.| [flvet, umder ®hio dsbp floapadsherd entry is

entered via 306. On the other hand, if a suitable password has been entered and

access is permitted, then normal operations are entered at 308 (including access to

stored data). Among other things, these normal operations in the exemplary

embodiment will include an option to set up to N, duress passwords (and N,

15 ~could even be varied from one device to the next so that an attacker would be less

likely to know how many duress passwords might exist).

In a preferred embodiment, the password(s) is(are) stored in the device 100 only as
a cryptographically hashed version(s) of the actual password(s). When a password
20 is entered, it is then similarly hashed and compared to the stored hashed password.
In the exemplary embodiments described below, use is made of flags that can be
“set” and “reset” to denote status information. It will be understood that the
presence or absence of a hashed acceptable password in a predetermined data
memory field can constitute such a set or reset flag value.
25
The duress password setting option logic is depicted at FIG. 4 using any desired

manually selected menu option procedure. The user is given an optioa to delete



presence or absence of a hashed acceptable password in a predeternined data
menory field can constitute such a set or reset flag value. 25 The duress
password setting option logic is depicted at FIG 4 using any desired
manual |y sel ected nenu option procedure. The user is given an option to
delete 13 existing duress passwords at 402. If this option is chosen, then
the user is also permtted to choose a further option of deleting al
previously stored duress passwords at 404. If this option is chosen, then
all such existing duress passwords arejerased at 406. |f the option for
deleting all duress passwords is not chosen at 5 404, then the user is
permtted to select a particular duress password for deletion at 408 and

t hat passwofdsting quaess paesivereshat 4024 IfthisTiptior &f thesen, tiea thseseriisalgd ven anot her

option at 4 : Lbly et e yet .anot.her,. previ ousl t.ored duress
passwor d. iA% { et%dgg%%{)(gsteido%%g?r oéjﬁ%n g?f)l@é{ﬁg EiléB@t"?"é‘ﬁ ypgrt%fe‘ig‘ér,esﬁ he 1 ogic
checks at 4idswardseapd0d. 1Ehit bEidniBBRsscAS theh o egbhdi8SS RARS PRY:dSrdl r eady
equal s the maxi mu N, ,,. so, then a suitabl'e user display

e

nunber - If so _
nmessage i s PF 8’\71?‘?}@]@ A0 Anhepption F dsigsing 6lldursss passwesdstiedotahodasat However
if thege i t ieh tioig; &l I N _r ry.t ccept o
passwor ds, Stl%t(}'riﬂi(’a{nh&%lhe usé?s éegﬁgl{e\gcel% S%i%gao%tr @r&t%m gpgsg%ggé Hg’gfeﬁﬁ Efa hat
option is 48ladtied pasdvend & itles deledd nedt QUressafpasbynid id sivemaahdry ent er ed

(possibly 15 tw ¢ or canfirnmation) at 422 before control is turned back
to the testOPQPn&'lgli E?rposflﬁ&’ HOEE Vel wOBKE previsuslyestorsd BUTsaT Passivesks passwor d.
In this manner, in this exenplary enbodi nent, the user nmay manual ly set up
to Nmax duress passwords (of course Nma, may be set to one when the nobile
communi cat i‘fierdeviptsionsy ang desimduieltion peatess) thedbsicrohbeitsed 410 td fee ifiser ) .

10 the number of stored duress passwords already equals the maximum number N,
' If so, then a suitable user display message is provided at 416 and the sub-routine is

exited at 418. However, if there is still more allocated room in memory to accept
duress passwords, then the user is given the option to do so at 420. If that option
is selected, then a desired new duress password is manually entered (possibly

15 twice for confirmation) at 422 before control is turned back to the test at 414 for
the possible entry of yet another duress password. In this manner, in this
exemplary embodiment, the user may manually set up t0 Npax duress passwords
(of course Np,,, may be set to one when the mobile communication device 100 is
manufactured and distributed to the user).

20
In this exemplary embodiment, the user is first presented with an option to delete
existing passwords and is then presented with an option {0 add duress passwords.
Of course each of these options can be simultaneously presented to the user in a
single menu from which any desired option may be directly selected (i.e., without

25 going through multiple sequential optional selections).



20 In this exenplary enbodi nent, the user is first presented with an option
to delete existing passwords and is then presented with an option to add
duress passwords. O course each of these options can be sinultaneously
presented to the user in a single nmenu fromwhich any desired opti on may
be directly selected (i.e., wthout 25 going through, multiple sequenti al
optional selections). 14 As shown in FIG 5, the password checking |ogic
is entered at 500 and at 502 a test is nade to determ ne whet her an
entered password is a normal password 14NPW. If it is not, then a further
test is nade at 504 to see if the entered password equals any of the N.,
accept abl e guress swords. If not, then access 5 to _stored data and

normal oper &t PRTE pi Aule PasHerd rhrakite lgeicspentaisd at He0 dnt 5Pddtine i s
exi ted at 5@& is hfad8f @&%ﬁﬁ@@h@mgyér?&ﬁe%?g)moqdﬁssa1%9#1 %z:ts dl%(present at

504, then a duress nessage is sent at
earlier spe@HWedlf igivait, dmm@s&eletesﬂxG)Ma@eaté@zttotshatf theleiteszdee that a

parti cul ar t / owner/deyi is und uress n n FIG 5, this
duress ness g wiord eﬁP%@éP%Bf%‘ g\z‘ﬁf a%emqg{ﬁ ‘?‘fﬁpﬁﬁl’”’r%qs ?%B%%%B #E§Yi ng so as
to not 5pr ovmcbramaatu 38d n&GER Spélliond AFGAL PR BiBAdPS0s HRE®RYAL-Nas been
sent. This is because the attacker m ght otherw se di scover that the

devi ce has WubRe Bexitehat 8. dur ess node. Neverthel ess, in the exenpl ary 15
enbodi nent, a speC| al permt access flag 1B is set at 512 which can be used
internally (i.e., without any user access) to indicate that the device is
in a duresdf aﬂﬂd@ptaﬁllet mmrpagsharra 9 RYin € BRP¥sédibesMathcasefur&s the duress
node flag 1B, one use in
message is sent at 510 to a predetermined (i.e., earlier specified) email addressee
10 to alert that addressee that a particular account/owner/device is under duress. As
noted in FIG. 5, this duress message is preferably sent without any normal
message logging so as to not provide any user accessible indication that the
message has been sent. This is because the attacker might otherwise discover that
the device has been set in the duress mode, Nevertheless, in the exemplary
15 embodiment, a special permit access flag 1B is set at 512 which can be used
internally (i.e., without any user access) to indicate that the device is in a duress

mode.

Although there may be many internal uses of the duress mode flag 1B, one use in
20 the exemplary embodiment is depicted in FIG. 5 if the test at 502 determines that a

normal password has been entered. If so, then a test is made at 514 to see if the

duress mode flag 1B has been set. If so, then an end of duress message is sent at

516. Furthermore, as also depicted in the logic of FIG. 5, when a normal

password has been entered, then whether or not the duress mode flag 1B has been
25 set, the permit access flag 1A (i.e., the normal access flag) is set at 518. Of

course, the duress flag 1B is re-set when the end of duress message is sent at 516,



20 the exenplary enbodinent is depicted in FIG 5 if the test at 502
determ nes that a nornmal password has been entered. If so, then a test is
made at 514 to see if the duress node flag 1B has been set. If so, then an
end of duress nmessage is sent at 516. Furthernore, as also depicted in the
logic of FIG 5, when a nornmal password has been entered, then whether or
not the duress node flag 1 B has been 25 set, the permt access flag 1A
(i.e., the normal access flag) is set 518. O course, the duress flag
1B is re-set when the end of duress nessage is sent at 516. 15 The duress
node flag 113 is also used to allow or disallow access to duress password

confi gur at i'fHe dupdss efsie flpr1 B RRNGed thalousedisalpassvessdosiatdss ng option. | f
the duress node flag 113 is set, then access to the duress password

confi gur at iE3FSWHCPMARITAGOHPRIKING Wk Histangs e GiuEsre AR WOHESSHIRERHHOR: f r om

det er m ni ngy gy r JBMAG rakiBn Whi ch the
dur ess pasg\f;\ohggjsil?%i e gﬁaﬁg .Hls&ﬁoﬁgﬁ%ﬁggmﬁ&ﬁﬁéyiw has nlogtl been
set, then apdessistdsallheedulTasprpaasvbe ditackenfromuiecatnonng ticinanbei sf al | owed.

In so i np) enent ati ons, the duress, node fl 1B may not he presept. |f an
10 accopt ABIEHPSLOT s (e RRnEhtueh He SEES PEREITS it AEbed tE s age | o

sent at 51Qpe M\&&&%Méﬁﬁé i B%al P& vAEA 8&S1ERIEehd A%hd ddrekdpRdwordSi NCe the
duress node flag 113 is " not being used, the test at 514 is not perforned,

and t he endoofigeatiesspimessagidovwsl. not sent at 516. 15 One exanple of a
duress nmessage is depicted in FIG 7. The addressee field 700 could be
pre-set by the user or by the user's organization (e.g., as part of an

or gani zat i gf'ssmeéehpre@ntalioRs)|the durbstl :05dS0NN B adgthot bOPregeme gl or
otherwise entered in device 100 duri ng the set up and issuance _of the
mobi | &0 comiGeansais deress password is entered at 504, then a duress message is sent at 510
without setting the duress mode flag 1B in 512. Since the duress mode flag 1B is
not being used, the test at 514 is not performed, and the end of duress message is

not sent at 516.

15 One example of a duress message is depicted in FIG. 7. The addressee field 700
could be pre-set by the user or by the user’s organization (e.g., as part of an
organization’s defined IT Policy rules downloaded from a server or otherwise
entered in device 100 during the set up and issuance of the mobile communication

~ device 100 by an organjzation to its employees). The addressee should, of course,

20 be an individual or organization that is intended to monitor incoming email
messages for duress messages — and ready to take appropriate action in the case of
message is received. The duress message may also include a PIN 702 (personal
identification number), an owner identification 704, the time at which the duress
message was sent 700, the set duress flag 1B (to indicate that this is a duress

25 message rather than an end of duress message) and any other information that
might be desired by a particular user or user organization. An end of duress

message may have a similar format and content except that it would include the re-



device 100 by an organization to its enpl oyees). The addressee should, of
course, 20 be an individual or organization that is intended to nonitor

i ncom ng emai.l nessages for duress nessages - and ready to take
appropriate action in the case of nessage is received. The duress nessage
may al so include a PIN 702 (personal identification nunber), an owner
identification 704, the tinme at which the duress nessage was sent 706, the
set duress flag 1B (to indicate that this is a duress 25 nessage rat her
than an end of duress nessage) and anyjiether information that m ght be
desired by a particular user or user organization. An end of duress

nmessage may_have a.sinlar format and content except. that it woul d include
the re 16 &t a]\VﬁPﬁg’eg}m‘?Sﬁ aﬁd%?@%‘@&’é’ﬁﬂl@eﬁ HtlHe po enerindisie @ endfye so as
to i ndi cat epfidiercabd oPfureld.i Or period of duress. FIG 6 provides a few

exanpl es of suitable ways to define duress passwords. The 5 sinplest
Exanple | uses a single DPWthat is nmanually entered by the user as

desired. F l. . the nor sword is."Mke", the duress password
Coot 6 be I bR iGes 4 fost BETE T yDARR VRS 1o dariob oist s oo 3R P e
second5exanginglesrEsfniple @ W@ePi sihsleDBWITRAEGs FRAVAL @8l BY 8 Rbaysal ity of 10

duress passwords where the user can enter any desired arbitrary strings as
dur ess pas‘ggﬁ?‘ﬁsﬁ(@}‘@m}ﬂe"\ﬁfatfl@ﬂmf%d’aswor‘él's)‘.Mrkh’é thehilyrdssepasgwpird depi cted in
FIG 6 defings 88 nar nal asswor.d wi th appended

and/ or pr ependelgeag%ti tzly ?éﬂgg@%i#?gﬁaé}?@u@u AU password coul d be
algorithmcally automatically determ ned by suitable |ogic or,

alternativ , _coul d inyo]v nua] input by the user of desired particular
prefixes :%/SS?OWX n I%Gn% depicts a s%:nple %anually»cntered plurality of P
10 duress passwords where the user can enter any desired arbitrary strings as duress

passwords (e.g., “watet” and “fire™).

The third example depicted in FIG. 6 defines a duress password as the normal
password with appended and/or prepended digits. This definition of a duress
15 password could be algorithmically automatically determined by suitable logic or,

alternatively, could involve manual input by the user of desired particular prefixes

and/or suffixes.

The fourth example in FIG. 6 simply defines a duress password as a normal
20 password with any additional character (i.e., in effect a “wild card™) as a suffix or

prefix (or both prefix and suffix).

The fifth example in FIG. 6 defines the duress password as a permutation of the
first and last n digits of the normal password. For example, if the normal
25 password is “password”, and n equals 2 then the duress password could be

“APSSWODR?”. Throughout this description, it should be understood that the



The fourth exanple in FIG 6 sinply defines a duress password as a nor nal
20 password with My additional character (i.e., in effect a "wld card") as
a suffix or prefix (or both prefix and suffix). The fifth exanple in FIG
6 defines the duress password as a pernutation of the first and last n
digits of the normal password. For exanple, if the normal 25 password is
"password”, and n equals 2 then the duress password could be "APSSWODR'.
Throughout this description, it should be understood that the 17 val ue of
a "digit" may have any acceptabl e usable al phabetic, numeric, synbolic, or
ot her place-value. The sixth exanple in FIG 6 defines the duress password
as the reverse order 5 pernutation of the normal password digits. Another
exenpl ary ﬁ@ﬁﬁﬁﬁ&tﬂﬁ%ﬁdﬂﬁﬂﬁgeaﬁﬁﬂﬁﬁPW§&§§ﬁﬂpdhﬂ@b@éﬁﬂh@w$%éyaﬁ@b§s passwor d
is depicte ) in FIG 6 where the digits of the nornmal password
have been g%?gﬁgéggpb?Wéé (n=21in the exanple showmn in FIG 6). 10 In an
exenpl ary enbodi nent as applied to the wirel ess conmuni cati ons device 100,

t here coul d,be. an option der an options screen off an application |ist)
to set Ll}FéE‘gh F%gﬁ]’tﬁe‘ie@@é? the stress passw orkastinievstcesdepasswor ds as

N (T2, CBERIRIARY U668 PASSARS dieil NAHBEE BN N RDRERS of (20 { hen

could be asked to confirmit). There can also tiron to delete ALL
dur ess passwardPassprird td definsuthe deebopast werdus depitted s¢ Brampledsin FIfs. §ome

duress passwar re fargotten One reason that a user 'g&t_ nt nore than
one dur ess%&%&%?ﬁgl&sé}?i qesme) ?/asﬁﬁarde%"@@%‘?ﬂ ro‘a”%%%ﬁ??ea B98¢t acker
from instertngt shaish i@BiG. D, for the normal password, asking for the
normal password and the duress password. If there is just
10 In an exemplary embodiment as applied to the wireless communications device
100, there could be an option (under an options screen off an application list) to set
a duress password. The user could have as many duress passwords as Ny, To
enter a new duress password, the user manually enters it (and then could be asked
to confirm it). There can also be an option to delete ALL duress passwords, This

15 would allow the user to start fresh if some duress passwords are forgotten.

One reason that a user might want more than one duress password 16 is to try and
prevent a knowledgeable attacker from, instead of just asking for the normal
password, asking for the normal password and the duress password. If there is just
20 one duress password, then the attacker has a 50% chance to guess which is the
normal one. Since there is no theoretical limit on the number of duress passwords
that a user might have, the attacker doesn’t know how many to ask for. If the
attacker asks for the normal password and the duress password, the user may have

two duress passwords which can be given to the attacker and thus not expose the

25 real password.



20 one ‘duress password, then the attacker has a 50% chance to guess which
is the normal one. Since there is no theoretical limt on the nunber of
duress passwords that a user m ght have, the attacker doesn't know how
many to ask for. If the attacker asks for the normal password and the
duress password, the user may have two duress passwords which can be given
to the attacker and thus not expose the 25 real password. 18 |In sone

i npl enentations it may be best to allow one duress password to start wth.
N-duress passwords help to stop a knowl®edgeabl e attacker but there may be
problens with securely storing numerous passwords. 5 Another way to define
a duress p i J ; J i password

N Eh some o R e e s AL s P Ee™ “Then
dur ess passwitlr.d-dvoess grassevotdd kedp) tf abp ekedw eylgsabiveattickiert st tiB8oe mapbkel"
"mke2", "m k@SZ" .nm ked47854" , etc. would all be accepted as duress
passwor ds. P S’QS&?\'SSCWF&bttgmégt%ﬁﬁﬂuws‘f“?ﬁﬁfﬂ ed to digits but useful as
10 illustration) could just be a suffix, or a prefix, or both. As another
variant, a duress password could be set to equal sonme string and then the
devi ced woulAnoskearsty torisfing & diregs prssward iam Risbiccepiaondinatiogs abthdur ess

passwor ds. i r rd.is wneil"” .t devi ce woul d accept, for
t he duress nf§9 %laéaéo'%r ,V%ﬁ?lseqq‘?e??t‘ﬁ%n%lw”'Ifor"eﬁéfnpﬁgﬁ, nomfpz}fsgg?ﬁat ation of
the normal “pakswhesdugys pdsswolde cusigbeamikdrefolbnes by Bams \Wid. SoSone exanpl es
are: 20 a. “gggnu,tg the first n characters and/ or t%e | ast n characters (so
password => sWOEELTf Rike3Y'} atkediRP4 agfe. wowd el de aceantes] asrdurgsar nut ed) .
One shoul d JabefaQUhese extra digits (though not limited to digits but useful as

10 illustration) could just be a suffix, or a prefix, or both.

As another variant, a duress password could be set to equal some string and then
the device would accept that string or variants of that string as duress passwords.
So if a duress password is “neil”, the device would accept, for the duress

15 password, “neil”, “neill”, “neill23”, etc.

A permutation of the normal password may also be used as the duress password.

Some examples are:

20 a. permute the first n characters and/or the last n characters (so password =>
apsswodr if the first and last two characters are permuted). One should watch out

for passwords like “hhelpp”.

b. type the password in backwards (so help => pleh). Here one must watch

25 out for palindromes.



for passwords |like "hhelpp". b. type the password in backwards (so help =>
pl eh). Here one nust watch 25 out for palindronmes. 19 <c. rotate the
characters sonme nunber of tinmes (so if they are rotated twi ce then
password => rdpasswo). Here one nust watch out for passwords that are al
of the sane digit value. 5 d. Oher types of pernutation nmay al so be
accept abl e. These are just exanples that that have been considered. It is
i nportant, though, that the duress password be just as "strong" as the
devi ce password. Otherwi se an attacker® could just guess the duress
password and have access to the device. A 10 duress notification may have
ss to the . information on

been sent but the attacker would sti ave

t he device. onc¥ t?tﬁéheo‘ic}?%as%erf)é%%‘ﬂ@l’?fa{} ass S% tﬂﬁﬁi’ arg fOrpied tyice gy, | 1
someone entREsvRAe> rBpaskPE), th&%%e Iﬁﬁ%§ Wafcﬂ%ut mr@aés%rdis%& RERRBNhet hE
device wll then silently send email to a specified email account,

al erting widmedent Yadia-t or s t hat account that the device is under duress.
This email that would be sent would not appear in the nessage |ist
(otherw se the attacker may know that the device is in duress node). The

enmai | Moul d. conOdien typde of péineadtcdmiphiios BahéRpaaRout the device: the PIN,
20 owner information if present, current tine (whether in local tinme or

converted to GMI), and any ot her needed |nformat| on The emai | format

woul d ei t hgtheLe,H gexﬁx?ﬁ@sdtggpth%% %\éér?gorﬁfdc aI sg nglxt EF)S The eri |

address for i1t to be Sp eC| | cy. 25
Whenever t It therdigsss passswod de st ent'srong” tmthe davmagsswzroeﬂ e@ﬂrcywscaxeen, this
emai | . :
: attacker could just guess the duress password and have access to the device. A
10 duress notification may have been sent but the attacker would still have access to

the information on the device.

Once the duress password has been setup, it may be used. If someone enters one
of the duress passwords into the lock screen, the device will then silently send an
15 email to a specified email account, alerting whomever monitors that account that
the device is under duress. This email that would be sent would not appear in the

message Hst (otherwise the attacker may know that the device is in duress mode).

The email would contain identification infermation about the device: the PIN,

20 owner information if present, carrent time (whether in local time or converted to
GMT), and any other needed information. The email format would either be hard-
coded on the device or set by I'T Policy. The email address for it to be sent to,

could be specified also by IT Policy.

25 Whenever the duress password is entered into a password entry screen, this email

would be sent. Also, the first time the normal password is entered after the device



woul d be sent. Also, the first tine the normal password is entered after
the device 20 has been in duress node, a notification email wll be sent
(to indicate duress node is over). Wile the invention has been descri bed
in connection with what is presently considered to be the nost practi cal
and preferred exenplary enbodinents, it is to be understood that the 5
invention is not to be limted to the disclosed enbodi nents, but, on the
contrary, is intended to cover all variations, nodifications and

equi val ent arrangenments included within the scope of the appended clains.
21 Cainms 1. A wreless conmunication device (100), said device being
arranged to store thereon password protected data and nornmal and duress
password checking |ogic (502,504) arranged to prevent user access to at

| east some of said stored data (512) an# characterized by said device
further being arranged to cause automatically a duress nessage to be sent
(510) to a predeterm ned addressee if a duress password is entered instead
of a normal password. 2. A wireless conmunication device as in claiml
wherein said duress password checking logic is arranged to cause said
duress nmessage to be sent w thout maintaining any user accessible

i ndi cation OBaS&%Qn§&Pq&39 510 ,f3. A‘mﬁreH?ﬁs‘connunjcation\dew&ce as.in
claim1 or 2 {hereihMeEPd BRs ROV ERsERMA G Pont (P endicFARYSY A CAEE) an
end- of - duress nessage to be sent (516) if a normal password is entered
after a duress .password. has been entered. 4. A wireless comruni cation
device as | n%gt In¥griiofgIag beep qgperibed it HBECHOENPIER Whitgs Pregrtysonidesedusr d
logi ¢ eBt it hé9Backbil &l PefemcliSx 8By MiREnc@te ik GRASE LRRESHINESShe

5 imvention is not to be limited to the disclosed embodiments, but, on the contrary, is intended to

cover all variations, modifications and equivalent arrangements inctuded within the scope of the

appended claims.



password into a duress password store. 5. A wireless comuni cations device
as in claim4, wherein said duress password entry logic is arranged to
permt user entry of a plurality of different duress passwords into said
duress password store (414-422). 6. A wireless conmunication device as in
any of clains 1 to 5 wherein said duress password checking logic is
arranged to conpare an entered password to a plurality of pre- stored
duress passwords to deternmine if any one of such plurality has been entered
(504). 7. A wireless comunication devitd¢e as in any of claims 1 to 5
wherein sahg;cuiress password checking logic is arranged to determne if an
ent er ed passmnrd constitutes a pre- determned altered version of said
normal password to determine if a duress password has been entered. 22 8.

A Wwirel essy, COWWuPéJ@s%tdo?rﬂn&jrﬁé’dtlﬁﬁ ABSick M \&Ddﬂgraéarﬁ Zexx\éla%é?hé‘aﬁréh d%%@lﬁ&?@é?wqed

altered version of said normal pass ri ses
pl ace- val (REESWd sRIPtECiFSr Alp a%g@mldanc@ duwsw Waéls‘ég@ éb@ﬁ'ﬁmﬁl togici G9288¢] ce

as in cl aigmafgahas epravani thepr aetens fetaal Ts@:'h%dof \L8IeS is@RecP fuabai sh Ay o5l
password 3% ses said normal password with | east one extra
pl ace- val nB?‘éertﬁ?HdBH %%P%Y*C%&ﬁgwaéﬁmh@ff@w@d tpocause@itenaticglly a duress

communi catme¥Bageld 5€ % (b10)abal pheBetehfingd BddrabsbetK bldurddsafRsWaius efikred
is(are) ofrbsﬁ)red term ed vaI ge(s) 11. A wireless comuni cation device as

inclaim? e @lr}?r@ﬁ R#Sp¥¥let er mi ned val ue(s) have been pre-stored by a
user in said duress password store. 12. A wirel ess conmuni cati on device as

in claim4 wher sai d dures assword .ch ckl .C I rranged to
determ neél f gn\%’erér;‘ e €d [r)néjglscv\g?rg dcs%'ﬁ%t"ﬁ Ut § ﬂq“éﬂ?é%ar?ﬁi ress password
checking logic is arranged to cause said duress message to be sent without maintaining

any user accessible indication of such sending (510).

3. A wireless communication device as in claim 1 or 2 wherein said password checking
logic is arranged to cause an end-of-duress message to be sent (518) if a normal password

is entered after a duress password has been entered.

4. A wireless communication device as in any of claims 1, 2 or 3 further comprising:
duress password logic entry (400} which permits user entry of at least one duress

password into a duress password store.

5. A wireless communications device as in claim 4, wherein said duress password entry
logic is arranged to permit user entry of a plurality of different duress passwords into said

duress password store (414-422).

6. A wireless communication device as in any of claims 1 to 5 wherein said duress
password checking logic is arranged to compare an entered password to a plurality of pre-

stored duress passwords to determine if any one of such plurality has been entered (504).

7. A wireless communication device as in any of claims 1 to 5 wherein said duress
password checking logic is arranged to determine if an entered password constitutes a pre-
determined altered version of said normal password to determine if a duress password has

been entered.



altered version of a duress password pre-entered by a user into the duress
password store. 13. A wireless conmunication device as in claim12 wherein
said predetermned altered version of a pre-entered duress password
conprises the pre-entered duress password with at |east one extra

pl ace-val ue pre-pended and/or appended thereto. 14. A wireless

communi cation device as in claim13 wherein said extra place-val ue(s)
is(are) of predeterm ned value(s). 15. A wireless comuni cation device as
in claim14 wherein said predeterm ned ¥al ue(s) has(have) been pre-stored
by a user in said duress password store. 16. A nmethod for providing

addi tional password protection in a wireless conunication device having
stored theteoh Wirlessoranprcationatbvigatas iandhimor mikreimdaid redsderpissiwieded

checki ng l\ReHi 6007 RGal p§§§v%r%5&9”s&0%5}n§da%ni &PA&‘%%M 9n %@iddndgﬁﬁfsmr d

checking logic to prevent user access to said stored data (512) an

char act er iPS88¥¢- sai d method 23 further automatically causing a duress
nmessage to be sent (510) to a predeterm ned addressee if a duress password
is entered instead of a normal password. 17. A nethod as in claim 16

wherein sard GuYERRSSROEYRYHCItiEN dexice \gst IRARMnaIMRESIMBRY Pagrpteridtad altered
accessi bl eeisiahi srataicdORortfal BaENOBE Bt Piles13id AorfRt PAvARd GAtRiaiMBehs BnLhatan 16
or 17 wherein an end- of - ur ess messagz is automatically sent if a normnal
password PECENEEP &S BPI%E AROHPRRIASEAEIBPd has been entered. 19. A net hod
as in claim116, 17 or 18 further conprising: permtting user entry of at

| east one . duress, password i.nto a duress.pass d,store... 20. met hod as in
i m 19 dhor B Lar e Pa P R enis af AR Y Gap e Eoy SpreRiRIANEY” o
di f f er ent isferepsfpredeiswinatsvalug({g). sai d duress password store.

11. A wireless communication device as in claim 10 wherein said predetermined value(s)

have been pre-stored by a user in said duress password store.

12. A wireless communication device as in claim 4 wherein said duress password
checking logic is arranged to determine if an entered password constitutes a predetermined

altered version of a duress password pre-entered by a user into the duress password store.

13. A wireless communication device as in claim 12 wherein said predetermined altered
version of a pre-entered duress password comprises the pre-entered duress password with

at least one extra place-value pre-pended and/or appended thereto.

14. A wireless communication device as in claim 13 wherein said extra place-value(s)

is(are) of predetermined value(s).

15. A wireless communication device as in claim 14 wherein said predetermined value(s)

has(have) been pre-stored by a user in said duress password store.

16. A method for providing additional password protection in a wireless communication
device having stored thereon password protected data and normal and duress password
checking logic (502,504}, said method comprising implementing said password checking

logic to prevent user access to said stored data {(512) and characterised by said method



21. A nethod as in any of clains 16 to 20 wherein an entered password is
conpared to a plurality of pre-stored duress passwords to determne if any
one of such plurality has been entered. 22. A nethod as in any of clains
16 to 21 wherein an entered password that is a predeterm ned altered
version of said normal password constitutes a duress password. 23. A nethod
as in claim22 wherein said predeterm ned altered version of said nornal
password conprises a permutation of digits in said normal password. 24. A
met hod as in claim22 wherein said predéternined altered version of said

normal p r e _nor nal assmord W th east one .extra

bl acer val dATHT U GRAREh” Bl D hER aR PR LT 6% St T GieBrb A F it m
24 wher ei mddwmiseeaika daregh aa@wwad sentred petad pf ahopratdesssvond.ned  val ue(s). 24
26. A nmethod as in claim25 wherein said predeterm ned val ue(s) has(have)

been pre- stored by a user in said duress password store. 27. A nethod as
in clai m 138 wherather aminafairari8dvhissais weid dlurdsatmaseanst is santewthaut peistitiea arivned

altered v%g,léyaeg,b;@mgrcgt—mf%@gﬁs%@ss password constitutes a duress
password. 28. A as In claim?27 wherein said predeternm ned altered

version of a pre-entered duress password conprises the pre-entered duress

passwor d wet hAaﬂheih@aSz;s QRENEK I RichhafE or VB WheRIiP aRCBAEEE AR O MmeaRRRNted
t her et o. A et hod gal n claim 28 wherein said extra pl ace-val ue(s)
d

i s(are) oﬁutﬁf*@a‘é%’@r%ﬁnh NPENAeRaSpWorhis antatednafier £ dHiese PSP Wasehinn
sai d predehiergd. ned val ue(s) has(have) been pre-

19. A method as in claim 16, 17 or 18 further comprising:

permitting user entry of at least one duress password into a duress password store.

20. A method as in claim 19 wherein said permitting step permits user entry of a plurality

of different duress passwords into said duress password store.

21. A method as in any of claims 16 to 20 wherein an entered password is compared to a
plurality of pre-stored duress passwords to determine if any one of such plurality has been

entered,

22. A method as in any of claims 16 to 21 wherein an entered password that is a

predetermined altered version of said normal password constitutes a duress password.

23. A method as in claim 22 wherein said predetermined altered version of said normal

password comprises a permutation of digits in said normal password.

24. A method as in claim 22 wherein said predetermined altered version of said normal
password comprises the normal password with at least one extra place-value pre-pended

and/or appended thereto.

25. A method as in claim 24 wherein said extra place-value(s) is{are) of predetermined

value(s).



stored by a user in said duress password store. 31. A conputer program

st orage nedi um conpri si ng execut abl e conputer program instructions for
provi di ng additi onal password protection in a wreless conmuni cation device
i ncl udi ng normal and duress password checking |ogic, the program

I nstructions being arranged to performthe steps of inplenenting said
password checking logic to prevent wuser access to said stored data and
characterised by the programinstructions further being arranged to
automatical |y cause a duress message |tad%be sent to a predeternined

addressee j& & HUERTSPASINASS RASReeNy %Fgo%fe'?ginieﬂﬁ}a%?s)qasﬁ\aog)r BB pre-

passwor d.
stored by a user in said duress password store.

27. A method as in claim 19 wherein an entered password that constitutes a
predetermined altered version of a pre-entered duress password constitutes a duress

password.

28. A method as in claim 27 wherein said predetermined altered version of a pre-entered
duress password comprises the pre-entered duress password with at least one extra place-

value pre-pended and/or appended thereto.

29. A method as in claim 28 wherein said extra place-value(s) is(are) of predetermined

value(s).

30. A method as in claim 29 wherein said predetermined value(s) has(have) been pre-

stored by a user in said duress password store.

31. A computer program storage medium comprising executable computer program
fnstructions for providing additional password protection in a wireless communication device
including normal and duress password checking logic, the program instructions being
arranged to perform the steps of implementing said password checking logic to prevent
user access to said stored data and characterised by the program instructions further
being arranged fo automatically cause a duress message | to be sent to a predetermined

addressee if a duress password has been entered instead of a normal password.



