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FIG. 2

100~

ORGANIZATION INITIATES REQUEST
TO SUBSCRIBE TO ON-LINE
MEMBERSHIP VERIFICATION SERVICE

 J

110~

PRESENTATION OF VERIFYING
MATERIAL FROM ORGANIZATION TO
MEMBERSHIP VERIFICATION SERVICE

120

V4 125

PRESENTED
MATERIAL ACCEPTABLE

REQUEST
DENIED

150~

REQUEST ORGANIZATION'S
PUBLIC KEY FROM WEB SERVER

 J

140~

SIGN ORGANIZATION'S PUBLIC
KEY WITH ON-LINE MEMBERSHIP
SERVICE'S PRIVATE KEY

 J

150 —

EXPORT “SIGNED” KEY TO KEY SERVER
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FIG. 3
Vs 16
pub 1024D/0AD456D8 2008-08-01 [expires: 2012-07-31]
uid  Yale University (No comment) <admin@yale.edu>
sub  2048g/7DADADEB 2008-08-01 [expires: 2012-07-31]
FIG. 4
Vs 17

sec  1024D/46184333 2008-08-01 [expires: 2012-07-31]
uid  Online Membership Inc. (Basic registration address) <registrar@onlinemembership.com>
sub  2048¢/95AA43B0 2008-08-01

FIG. 5

f18

pub 1024D/0AD456D8 2008-08-01 [expires: 2012-07-31]

uid  Yale University (No comment) <admin@yale.edu>

sig3 0AD456D8 2008-08-01 Yale University (No comment) <admin@yale.edu>

sig 46184333 2008-08-01 Online Membership Inc. (Basic registration address)
<registrar@onlinemembership.com>

sub  2048g/7DADADEB 2008-08-01 [expires; 2012-07-31]

sig 0AD456D8 2008-08-01 Yale University (No comment) <admin@yale.edu>
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FIG. 6

/70

<organization>Yale University</organization> —— A
<group>Degree Holders</group>

<member>Robert S Cahn</member>
<website>www.robertscahn.com</website> — B
<information>

Enrolled 9/1966

Graduated 6/1970

Degree Awarded Ph.D

</information>

<expires>7/31/20 </expires> ~—(

FIG. 7

/72

Hash: SHA1

<organization>Yale University</organization> ——— A
<group>Degree Holders</group>

<member>Robert § Cahn</member>
<website>www.robertscahn.com</website> ~—— B
<information>

Enrolled 9/1966

Graduated 6/1970

Degree Awarded Ph.D

</information>

<expires>7/31/20  </expires> ——(

Version: GnuPG v1.4.7 (GNU/Linux)

iDSDBQFIIFP/sjQZtwrUVigRAIGXAJ9DDp3Inl2e5zIrvxm/g+ We+zonACe] Y7W

uN+KHv2MRMDqOkEkPcsgCOc=
=MFcS
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FIG. 8

[Flle Edi View Hiiory Bookmarks Tools Help

=« € ¢ [Nhip v verty-mambership.comthomes stuyamesrtasepip [ [Glv

I Vost Visited * W Getling Staried EWNYC - New York Pub.. BLatest Headiines v B Flagler Courty COU..

The Ceriificate:
--—BEGIN PGP SIGNED MESSAGE----
Hash: SHA1

<organization-New York City Public Schocls</orpatization> ~—— A \
<group>Hiphschool Graduates</proup>

<mettber>James Thomas</member>
<website>www.vetify-membership.com</website> ~—— B
<information™

School: Stuyvesant High School

Enrolled: 9-1978

Graduated: 6.1982 1
Degree Awarded: Regents Diploma
<finformation>
<ezpires>2009-9-30</expires> ~——{
~=-BEGIN PGP SIGNATURE -~
Version: GruPG v14.7 (GNU/Linux)

iD3DBQFI/OMWsHARVI3gRFR AVFQAKDhAYr 1+GTweASm T+ faHe VD I (3Ce0iTq
[01 6Ol CIVPgyBpiMeIlo=

=wunp

—--END PGP SIGNATURE----

Your seewrity phase is: A check the certificate is real —=w—r]]
Valid host: wvew verify-membership.con
Certificate processing:

Certificate expiration year=2009, month=%, day=30
The ceriificats has not expired

The sipning key id is 58B7ASA1

gpg;: Signature made Wed 220ct 2008 11:13:26 AM EDT using DSA key 1D 5§BTASAL
: o Goﬂd sip atuIe m "NYC& Public Schﬂols HS Graduation Cemﬁcate Ke

The mgnamre is authentic

The signing key expiration date is 2009-10-22.

The signing key has not expired, y
The key was signed by Online Membership, Inc.

The certificate is valid

The certificate i3 saved in the datahase,

Cone
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FIG. 9

App Path [ /home/hob/mestore

Sec Phrase | This cerlificate is real Bob |

Sec Color  [blus

RECEIVE "CERTIFICATE" AT WEB BROWSER
30 FROM A WEB SITE FOR VALIDATION;
TRIGGERS ADD-ON 15 TO BEGIN PROCESS

210
<WEBSITE>
TAG MATCH “CERTIFICATE” DOWHLOAD SITE
?

fow™

NO

200

LAUNCH CERTIFICATE HANDLER N -
ADD-ON 15 FINDS SECRET PHRASE, SECRET COLOR
230
CHECK 0
EXPRATION DATE OF “CERTIICATE
| 7Es 240
e
TS 250
pe T —
VES 260
W' =
N0 285

CHECK

“CERTIFICATE” ORG AGAINST

KEY OWNER
?

TYES

KEY

"SIGNED™ BY ON-LINE MEMBERSHIP

YERIFICATION SERVICE
7

IS

70

NO

CERTIFICATE 15 VALID |

FIG. 10

PROCESS FAILS

YOID (SEE FIG. 11)

FAILURE
FAILURE

FAILURE

FAILURE

FAILURE



7/8

FIG. 11

|File Edit View History Bookmarks Tools Help

& -+ € G| Nhtp:/wwwerify-membership.comfthomas-BBB.ym.certascphp | v| [G]w

I Most Visited v W Getting Started WWNYC - New York Pub... WLatest Headlines ¥ BFlagler County COU...
The Certificate:

Hash: SHAI

<organization>Better Business Bureau of Westchester, NY</organization>
<group>Members m Good Standing</group>

<member>James Thomas</member>
<website>www.verify-membership.com</website>

<information>

Initiated: 7-2002

No Active complaints

</information>

<expires>2009-3-30</expires>

Version: GnuPG v1.4.7 (GNU/Linux)
iDSDBQF1//+k1+Ides8qR8QRAIFFAJ9dZQFnql8/GkI3sjsFPVD/ IMHXdACgmDBF

471XeUEeARBlYdYzmZH7RTw=
=RCsx

Your security phase is: A check the certificate is real
Valid host: www.verify-membership.com
Certificate processing:

Certificate expiration year=2009, month=3, day=30
The certificate has expired. THE CERTIFICATE IS VOID. —~—0D

Done
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FIG. 12

SEARCH FOR X.509 CERTIFICATE

310

QND?

VES 320

@mnmum
VES

EXPIRED?
YES

330

PARSE X.509 INTO SEPARATE COMPONENTS

350

CHECK
“CERTIFICATE” ORG AGAINST
COMMON NAME OF X.509

380
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CHECK
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SIGNED
BY ON-LINE MEMBERSHIP SERVICE
?
YES

L~ 300

NO__ EXIT; DOES
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. Fawuke

N0 _ FALURE;
EXPIRED

L~ 340

o ERROR

PROCESS
STOPS

FAILURE;
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FAILURE

FAILURE
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—~ 390




