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VOLATI LE STORAGE BASED POVWER LOSS RECOVERY MECHANI SM
Description of the Related Art [0001] Non-vol atile
webtweagsshas the ability to retain data despitecausems/ 028916
of power. Due to its non-volatile nature, flash nmenory
is an enabling technology for many portable and
W rel ess devices, for exanple, cell phones, lap top
computers, and personal data assistants. [0002] An
operation to non-volatile stora {
VAA B STOR AGT BASEDREWERLO5s RiLOS T pfef stiyfim
qddltion to witing data, formatting information is
Descriftiem ofihiReldted Axtng t he operati on. For exanple, a
flash media is a systemw th various configurations of
flash nenory devices that may include hardware wth
[00013ddi Noanalatilestodigadas teiabilitwionsisindata despils grlasspipeveneDue
various arrays of flash nenory devices. Typically, a
to its bAS BRI R Nre P ABImaho® i§ hmedubiirg iehhelogly fordeahyi puriable and
bnd!V|duaI data units or sectors, with each sector
. Vi ' ir§ \anl istants.
wire e B e e o o ™
actlvedoperation, for exanple, if a cell phone is
ropped_and. Ay, d ' '
woozfirf PERioh P aPBN ik otpl BE PRI duE TRt OperRRbm may
ormatting infor i on..can be. catast e 1. :
take B & derdo cOTRIe] I TR BT By Ay B is often
stored in the particular sector of the flash pedia.
updafedGivging the onsratiopolier exasaple.adiash arsdiads Ay ﬁqegwggﬁ N e
bit twiddling, where status bits are used to track
configitationysf fash apenatyidenises fhermay iehide hatstveare withradgitigal
set to indicate the start of a wite operation and
decoaﬁﬁgtl&?& tdBYnAR a8 cobidduteDERhebustiragh ofiflugh hemory devices.
operation. Thus, a full wite operation occurs to

Typi\é\gli}}, & R0 m%h‘for;‘ Block 6F b HastROMa RONPIdel HROViRiiVidual data units or

sectors, with each sector having an associated header or identifying a sectors status. A
sudden loss of power may occur during an active operation, for example, if a cell phone is
dropped and the battery is disconnected, causing data or formatting information to be lost.
Loss of formatting information can be catastrophic to flash media and result in the

inability to access any data stored in the particular sector of the flash media.

[0003] Current power loss recovery mechanisms include bit twiddling, where status
bits are used to track file system operations. For example, one bit may be set to indicate
the start of a write operation and another may be set upon completion of a write operation.
Thus, a full write operation occurs to write one bit (or cell). Upon power recovery,
software scans these bits to determine if a write operation was interrupted so that any

errors can be dealt with and/or corrected. The bit operations are expensive in terms of
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software scans these bits to determine if a wite
operation was interrupted so that any errors can be
wdealeto2gdsth and/ or corrected. The bit operati ORETAIS2005/028916
expensive in terns of perfornmance and in code
complexity. A nore efficient power |oss recovery
solution is sought. BRI EF DESCRI PTI ON OF THE DRA
perfon®mod indrineode eemplexityy ArnpisreligientewsE1ase Fecauerd @VYUHBH 15
and its nunerous features and advant ages made apparent
sought0 those skilled in the art by referenC|ng t he
acconpanyi ng drawi ngs. [0005] FIG 1 illustrates a
pggthon of afconputlng system according to an
enbodi ment ention. [0006] FIG 2
BRIEH D .-_- eryflowdla]gram
a888r7d| ;1_% to an ferr‘ocﬁdl nment offt he present invention.
e use of the sanme referenc [
[0004u| ff EL@meSw HiweRkien may e Retéer t@ﬂ?ﬁSioaﬁ %&%&ﬁ%@éﬁ features and
itenms. DESCRI PTI ON OF THE EMBODI MENT(S) [0008] In the
advarftages avidogpptrsutrto dse skillediinsthe gt by gelerancingdbe agqogpapyng
set forth. However, it is understood that enbodiments
drawRlfgs.t he invention may be practiced without these
specific details. In other instances, well-known
mstgo?s structsgéraes and techni ques have not been shown
00051 N de{@i 1 ilubrREALHoriBh of 8 cOBpEtiticesysRmutderditgtocingntmidiment
[ 0* égscr%ptlon b [ 0009] Refgreéggg to "oneiﬁ i
Lent.." "an enbodi nent," "exanpl e enbodi men
ofthe.p,rgﬁnéggyeg%odl ments,” etc., indi cg.tpe that the v

enbodi ment (s) of the invention so described

[0006] FIG. 2 illustrates a power loss recovery flow diagram according to an

embodiment of the present invention.

[0007] The use of the same reference symbols in different drawings indicates similar

or identical items.

DESCRIPTION OF THE EMBODIMENT(S)

[0008] In the following description, numerous specific details are set forth. However,
it is understood that embodiments of the invention may be practiced without these specific
details. In other instances, well-known methods, structures and techniques have not been

shown in detail in order not to obscure an understanding of this description.

[0009] References to “one embodiment,” “an embodiment,” “example embodiment,”
“yarious embodiments,” etc., indicate that the embodiment(s) of the invention so described
may include a particular feature, structure, or characteristic, but not every embodiment

necessarily includes the particular feature, structure, or characteristic. Further, repeated
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may include a particular feature, structure, or
characteristic, but not every enbodi ment necessarily
wonaldedes7t he particul ar feature, structure, OPCT/US2005/028916
characteristic. Further, repeateduse of the phrase "in
one enbodi nent” does not necessarily refer to the sane
enbodi ment, al though it may. [0010] As used herein
use of theqhsaset memgiestbodpaent? feas Hohée%@rlb"f refigrdo dheieH enibodiment,
adj ectives "first," "second,” "third," etc., to
aum%qsgmalge a common object, nerely indicate that
fferent instances of Ilke objects are being referred
and are not intended to inply that the objects so
[0010?j escshag Resi, Bidedsvtitorgisespecifier it use oftht edinal adjectives
enporal ly, spatially, in ranking, or in any other
“firstPBR0E g 1 QT4 eth’nlt ﬁéscﬁﬁ?ﬁ hinfdh!objcet, dh&elyahdieateilse different

as appafencI Lomthe follow ng discussions, it is

. fhat, t

s RESE LS R HORHE ARG Ty
"co

. uting," "calcul atin or the like, .refe

objeck 1 GHACHPRA B! PE 22 85E8 S%queacees ChierPgRll ﬁ%lfynén&%kmg’
system or simlar electronic conputing device, that

or inmayiothet ataenexnd/ or transform data represented as
physical, such as electronic, quantities into other
data simlarly represented as physical quantities.

[0011] 001 2]nléss specificul lyatatedbothemwise, heapparant fionuthe fellpwingay
refer to any device or portion of a device that

d1301f§519ﬁ§ $518 ppricSiatet Pt @hrﬂﬂglﬁ)ui fepec fiaioardiscasmdémrutitizing tyrms
transformthat el ectronl c data into other

such% ﬁé}ocgﬁﬁ‘gjd‘a&ﬁl Uﬂﬁ% n?%t ’Oétetﬁe (iRe, T8} & BB ScBdidr@or

conput may conprise one or

nor e oces ors 00 ' .
proc%qse%lo qgor §9£‘P8f}ﬁlé1@’(§ (95 5 allll nag %[egﬁglﬁiﬁ g%@‘gﬁfﬁ%&’&lce that
of the resent i nvention. Processor % may H
manipy e orgr@s@gmélafaorepresente as physical, such as electronic, quantltles

into other data similarly represented as physical quantities.

[0012] In a similar manner, the term “processor” may refer to any device or portion of
a device that processes electronic data from registers and/or memory to transform that
electronic data into other electronic data that may be stored in registers and/or memory. A

“computing platform” may comprise one or more processors.

[0013] FIG. 1 illustrates a portion of a computing system 100 according to an
embodiment of the present invention. Processor 102 may issue commands and data to
memory system 104 over bus 106. Memory system 104 includes a memory controller 108
and one or more blocks 110(1)-(N) of non-volatile memory. Memory controller 108 may
receive the commands, store the address indicators, configure the control signals, and

perform an operation on selected ones of blocks 110(1)-(N).
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menory system 104 over bus 106. Menory system 104
i ncludes a nmenory controller 108 and one or nore
wohkoewkeses10(1)-(N) of non-volatile menory. MenBCY/US2005/028916
controller 108 may receive the commands, store the
address indicators, configure the control signals, and
perform an operation on selected ones of blocks
[00141L 10(Mperriokf sysem1 494 fusther inchles eotptilgamemery Hep, Pavqrdefsgecovery
vol atile nmenory 122, power | oss recovery controller
contrdiRA 120aRmvedlgile hentoeyrd26, ahd Ghargestocigarlgs. dtotatidgmenmay 122
Vol atile nmenory 122 may include flip-flops, random

may iﬁcglﬁﬁe; g?ﬁ?@% YarkdGAMcc &k ntinkiy (RAMt drlothes tvolati@iestddage thasis not

A e nt during power |l oss. Blocks 110 and

.nhon-vol atile ' .

T i
nenor asec i.da. n

examplg) BESSEHBRBRG) ERRROBT EHROM: R opasHHS g Mooy, phase-

active wite operation or other such operatiqgn, power
changeonemowi @h@k?gmwemﬁﬁyopﬁ]ﬁmebﬁle@%ta&a@a %}%ﬂ% gt ile

menory 122. Upon detection of a power |oss condition,
power | oss recovery controller 124 utilizes power

[0015t Or Piring an hetivpewstemparpsion 2Bother sychtoperagianmower loss recovery
information fromvolatile nmenory 122 to non-vol atile

(PLRYB{TOfr¥atibals stodR@rinvelatlemeahogolr Uppnvdetectios of a powerloss
controller 124 copies the PLR information back to

condi?fﬁk%éd&&l%@é&‘leéﬁ%nb bR NANRbABIWeR sTREDINYChdAR. stdthd 128

mation I's used by software operating on processor

to wrg}g ilg:t Ig[fli E)l?afglgtﬁéﬁo%%rbo% %oﬁtl%eﬁg%ﬂ'l?x& 12285 3bh-RBEilmeRbALT B

o . Suﬁ power 1s |ost during

an active operation the operation n_be copphe d

Uporbrge;@efaawer@powsolﬁssrr&w&rsgwﬁrﬁhs*1 £k GEPER bR gon
PLR infornmation may include one or nore bits that are

back sevolatleimetnent 182 4romapen-velatilei pemepe28 TR gp 1sjpsgd by
cleared to indicate conpletion of the active wite

softvRREHFIrhiaiy orpidicéssomEll ty track pldgesse af activieypperations to selected ones

of blocks 110 such that if power is lost during an active operation the operation can be

completed or backed out of upon restoration of power. For example, PLR information

may include one or more bits that are set to indicate an active write operation and that are

cleared to indicate completion of the active write operation. Additionally or alternatively,

PLR information may include address information related to the active write operation.

[0016] Charge storage 128 may include one or more capacitors. The number of bits of
PLR information available is limited by the charge stored for copying these bits to non-
volatile memory after loss of power. Charge storage 128 may also provide power to
volatile memory 122 until the power loss recovery information has been stored in non-
volatile memory 126. Additionally, upon return of power, software operating on processor

102 may check the power loss recovery information stored in volatile memory 122 and

4
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PLR i nformati on may i nclude address information

related to the active wite operation. [0016] Charge
wetaeages128 may i ncl ude one or nore capacit or BCT/TiS2005/028916

nunber of bits of PLR information available is Iinmted

by the charge stored for copying these bits to non

vol atile nmenory after |oss of power. Charge storage
take apidprinte aetismtqromyilete opoaresct the intgrrapted @Pﬁ@g‘ﬁli*-yl\’g‘i@pqe power
until the power |oss recovery information has been
lossesSdr®@ hadilédbn AGt cleriag inba-volatite yebaf. 1 2&dditil aBemthe yntempded
return of power, software operating on processor 102

operafl&y i&{&gﬁﬁ?‘c&.h @h&%%fora{f%SQS mesdbedneetaddinted siaplepianeed silicon

I'n" vo e nmenory 1 andt ake appropriate action to

compﬁ,ﬁp lfrte?%'gorg rswgé)rﬁ gl 8&}m% i;'lelgigg Eﬂgrﬁ%tcﬁékiﬁé’ﬂ kB system 104 or

I 1I'os’se ed by nhot clearing

non-vol atile nmenmory 126, .until after ' g d
may ey oro coroBRne dieicia R Brbih gt Sel iRt
integrated into a single piece of silicon conposing
manufretoey(QEM).em 104, may be inside the packagi ng of
menory system 104 or may be an external conponent
provi ded by, for exanple, an original_ equipnent )
[0017BnUVabdtile memoGEN2 cannavijle fast writd epakilibh ynlimited gypling, and
provide fast wite capability, unlimted cycling, and
low dnBMYySINGHedlY Inbrietedtbodimen bEthe phesdhinmementmh, PhR ipfoswatn may
invention, PLR information may include any type of

inclulid! glﬁf tgpé bPhrbAdkioh $hat BWelvtitten oféd @At st beMdsihtalreed upon power
mal nt ai ned upon power | oss. For exanple, PLR :

| .

i.nf t t '
toss. 1 25 88elgr P ol TR 0sBE LS Fa L R ORI o
scousy AED BB U GOREHAD G PR AES TR BEIRKRRG g fgRefbus

types of information nmay include call timer . .
numbenfoused nk o npedsiossnesnteklesmexhrandom mpalers Bliks typegod information

recent radi o settings, power |oss recovery bits for
may GRldleshl tigtkr infoanationesession keys with & hestsysenmost Fsent radio

settings, power loss recovery bits for data stored in another device in the system, the

present value of a monotonic counter and the like.

[0018] In one embodiment of the present invention, PLR information may include a
status bit that indicates whether the PLR information is in-use or idle. In the event that
power is lost and the PLR information is in-use, the contents of the PLR information
including the status bit is copied to non-volatile memory 126 where it is stored until power
is restored. On power-up, if the status bit indicates the PLR information is in-use, the PLR
information is copied to volatile memory 122 where software can utilize the PLR

information to recover from the power loss event.
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present val ue of a nonotonic counter and the |ike.
[0018] In one enbodinent of the present invention, PLR
wonbwrozedsi on may i nclude a status bit that i ndPCatss005/028916
whet her the PLR information is in-use or idle. In the
event that power is lost and the PLR infornation IS
i n-use, the contents of the PLR information cl udj
{00191 he Aﬂthougl iblustrated w@p@r@tetq@mmﬁel%llhthqu@bﬁe t Oéistﬂgt
where it is stored until power is restored. On
volatjl@wefmoup124 fay be pattaf pewr loss mdivest exntrobler HAR Further, power
information is in-use, the PLR information is copied

loss 1‘390%81 ?c}n‘tﬂoﬁemy $@BattbEmemssf ¢onaotlec E08. Uliirthez, mohhvelatile
PLR I'nformation to recover fromthe power |oss

19 a I
memCEY k& Parf SREHPEY DIocH {107 IS iR REPRURE Amited in this
nmenory 122 nmay be part of power |oss recovery
contXbntrol | er 124. Further, power |oss recovery
controller 124 may be part of menory controller 108.

Further, non-vol atile nmenory, . 126 may. be par.t .
(00205 o Rshe beriaersi g EHoR ALCRBEC FE SRSrRTon g’ Bl Yatious
context. [0020] It should be understood that, in
otherameimands thap nzy\hei issicd by peackesar 1Phormeenpry Vakerbl 4 Qenbps
commands that may be issued by processor 102 to nenory
106, S¥it 8 B13EIEOYE Rdad Datd) Read Stabusaandihe dike EThe doteftecndof power
Data, Read Status, and the like. The detection of

loss ﬁgmﬁlg‘? e’&%ﬁrllﬂg tRQE bfePBsnabhds g Wdlbstorahdiedd of during write
s as well "as or instead of during wite

per a ons ted h
oper {6 e 3bE M ppddfis BB eah &5 Mlest (51§ 2 Ll ended to
represent anY nunberbof computi ng and conmuni cati on
i.nclu t t Lim
o o B Rgn b B A g o

conputers, notepads gersonal gital  assistants, cel
communication systems 1nclud1ng, ut not limite to mainframes, mlmcomputers

servers, workstations, personal computers, notepads, personal digital assistants, cell
phones, various wireless communication devices that may include one or more antenna(e)

112 and embedded systems, just to name a few.

[0022] FIG. 2 illustrates a power loss recovery flow diagram according to an
embodiment of the present invention. During normal system operation, power loss
recovery information related to a current operation, for example, a write operation, is
stored in volatile storage, block 202. A power loss condition is monitored for, block 204.
If a power loss condition is not detected, normal operation continues, block 202. Upon the
detection of a power loss condition, the power loss recovery information is copied from
volatile storage to non-volatile storage using a stored energy source, block 206. Upon

return of power, the power loss recovery information is copied from non-volatile storage
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phones, various wireless commnication devices that

may include one or nore antenna(e) 112 and enbedded
weysicdsss7j ust to name a few. [0022] FIG 2 il Pastusaioss828916

a power |oss recovery flow diagramaccording to an

enmbodi nent of the present invention. During normal

system operati on, power |oss recgovery, i nformation

to volakilesstaraze, blogk 208 + Spiftwarsedeiarmies 1f 3y ackiys Rppration, was nterrupted
operation, is stored in volatile storage, block 202. A

and iPsvveikes gaons nabintpleta or soman itecypethtions blogh 3tk 204. If a
power |oss condition is not detected, normal operation
continues, block 202. Upon the detection of a power

[0023} OSSTEaNAltdiaembbdinRanst the present éoentioy, upeh gpwat loss) the
copied fromvolatile storage to non-volatile storage

poweg ?dsg gevc\gyéljy‘?ﬁi%ﬁnm Qred QY S8l RiREde 18 Gifst chipskRd t@tetetnine if

the power | oss recovery information is

opied from non-v ti i . ;

on acf B Reras Ve P et S H BRI XL RERRLEHR copied

was interrupted and if so, takes .actions.t .
to norvolatie EEER bl T9pa0ACHER Do Rt gagt AR R s

al ternate enbodi nent of the present invention, upon
contgxdwer | oss, the power |oss recovery information stored

in volatile storage is first checked to determne if

an active operation was interrupted. If so, the power
[0024] 0SS Tni enatharajteinafecerntzidimentiof theopresent IYCRHENL, VBPRPOVE

storage. If not, no action occurs. The invention is

recox‘b?%', d defirin@chtion id ibde TaRtaCtite ofelid]wasrintarroptedr If so, the power
al t'ernat e enbodi nent of the present invention, upon

loss rgagé\?er EBGARIoY is Sorfiéd © VIS LBk S IS0 dctidh 08&rs.VEhe

ation was interrupted. If so, the power | oss

inveﬁgfn?l\slﬁétylgie{fﬁﬁcgﬁr{ﬁfgk‘éﬁt i copied to volatile storage. If

_ " The invention is not limted in
thi s cont ext.

[0025] In another alternate embodiment of the present invention, upon power
recovery, software reads PLR information directly from the non-volatile memory,
eliminating the need to copy the information back to the volatile memory. Software may
clear the non-volatile memory after taking action to complete or correct the operation.

The invention is not limited in this context.

[0026] The operations referred to herein may be modules or portions of modules (e.g.,
software, firmware, or hardware modules). For example, the software modules discussed
herein may include script, batch or other executable files, or combinations and/or portions
of such files. The software modules may include a computer program or subroutines

thereof encoded on computer-readable media.

[0027] Additionally, those skilled in the art will recognize that the boundaries between

modules are merely illustrative and alternative embodiments may merge modules or

7
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[0025] In another alternate enbodi nent of the present
i nvention, upon power recovery, software reads PLR
wonbmroagdsion directly fromthe non- vol atil e meaomg2005/028916
elimnating the need to copy the information back to
the volatile nenory. Software may clear the
non-vol atile nmenory after taking action tg conplete or
imposecamradtetnative degosmasition of funstippalisy of Bdyles NBer qxampfee f}lq n
this context. [0026] The operations referred to herein
module)iseasded tietersmay bp deddnrsedintornthuneduleetoghe exsettedas e,
firmvare, or hardware nodul es). For exanple, the
multi%l%f conpufer PRIGIES Miofdonss allefigtivi dmbtalmeénts mageosbinehpltiple
atch or other executable files, or conbinations

instarﬁ;gg éfélgfrﬁral‘iel&omdﬂé oS MR b hIES FukhEnel tNEE ekiMRd i 8 art will

a conputer program or subroutines thereof
encoded on c ut.er -.readabl e nedi a.. - :
recoBRiRa T SIS AR ETIDRE 1 o o RateR iy for lustration galy.
that the boundarjes between nodul es are nerel . .
Operatiqng nayzhe apanbified 05|theeﬁlﬁaﬁl?n?é1%ﬂfgtga PREATLSTRY ‘X"eﬁhétélbuted mn
modul es orinpose an alternative deconposition of
additfonakdrecatming in/acobrdanctuvitls theHovenéwanpl e, t he nodul es
di scussed herein may be deconposed into sub-nodules to
be executed as nmultiple conputer processes. Moreover,
[00283! t e Realizavieneintecininmieswittathe possbnirieventionihpyebéangleaeried in
of a particular nodule or sub-nodule. Furthernore,
the cbRBRDEPEHIcLBE einBodifRnA! THebd émbREGHE af bl td beillustrative
operations described in various enbodi nents are for
L Lustrat i ' itRfs, GAARLPRA e Rnis At
and g HEFAA MR, FletiopGRElEHL AT, TR, SATRpRACBENG R,
additiongl operatiops in accorda w th t . :
possiblfyeed I.lglyfﬁzfsﬂ IR Rpeyaty B ORHEE ol dpsprippd berein
present invention have been described in the Contd%iﬁﬁ
as a sifglpanstance Beunrdeniesbervaets Variis SampaRa, FRFTALOLS 3 tores
to be illustrative . ,
are somewhat arbitrary, and particular operations are illustrated in the context of specific

illustrative configurations. Other allocations of functionality are envisioned and may fall
within the scope of claims that follow. Finally, structures and functionality presented as
discrete components in the various configurations may be implemented as a combined
structure or component. These and other variations, modifications, additions, and
improvements may fall within the scope of the invention as defined in the claims that

follow.
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and not limting. Many variations, nodifications,
addi tions, and i nprovenents are possible. Accordingly,

wohoeaksdsnst ances nmay be provided for conponenP€T/US2005/028916

descri bed herein as a single instance. Boundaries
bet ween vari ous conponents, operations and data stores
are sonewhat arbitrary, and particul ar operations are

WHAT IS I/ ABMED ES: t he context of specific illustrative

configurations. O her allocations of functionality are
envisioned and may fall wthin the scope of clains

t hat foI 0 % structures and functionality
pges i%o Q%# te conponents in the varlous

conflguratl ns nma enent ed. as _a .

o QS5 1055 6‘??;9%?}8 ﬁlefloggﬁ é‘&’efeiﬁ?%d Qendriivs er?‘. ons o
nmodi fications, additions, and inprovenments na rﬁI al |

wi t hi n volasile stopage & respRISE v deteqtion of@ noser ﬁ@a C%/ 1
clains that follow WHAT IS CLAIMED IS: 1. A wethod
conprising: storing power |oss recovery information

o 258 gt Gkl PR kit B! 21| € St orage

|on of "a power condition. 2.

The nethod as recited in.Claiml r.co iSOG
SRR R ol oF OEEy PSvEny ' ve BFafrags JRinethe erive
volatile storage during the active operation. 3. The
met hod epstat®Bi ted in Claim2, wherein the storing the
power | oss recovery information in the non-volatile
storage conprises copying the power |o0ss recovery

a s r Ih ﬁﬂ glﬂ?(f ds 1{e|aq11\t‘1)41ﬁ’1ti lfhesdiR (RO orirt: thd PEwBElobd&covery

urther conpri si ng:

information in the non-volatile storage comprises copying the power loss recovery

information from the volatile storage.

4. The method as recited in Claim 1, further comprising:

copying the power loss recovery information to volatile storage from the non-

volatile storage upon power recovery.

5. The method as recited in Claim 1, further comprising:
storing a charge prior to the power loss condition to provide power for the copying

the power loss recovery information to non-volatile storage.

6. The method as recited in Claim 1, wherein the active operation comprises a

block write operation to a large non-volatile memory array.

7. The method as recited in Claim 1, wherein the power loss recovery information

includes a status bit indicating the active operation has not completed.
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copyi ng the power | oss recovery information to
vol atile storage fromthe non volatile storage upon
woawsro2seascovery. 5. The nmethod as recited i n Cparmsig0s/028916

further conprising: storing a charge prior to the

power |oss condition to provide power for the copying

the power | oss recovery information to non-volatil.e .

st8or Algemethod Bl ecaited frodlairs 15 whpreinthe powerlogs necoyiy infopmation

the active operation conprises a block wite operation
included ode bak@ee Addtessdiaiof the acivooperatiaonay. 7. The net hod as

recited in Caim1l1, wherein the power |oss recovery

information includes a status bit indicating the

active operation has t conpleted 8. The neth .
et TRemieihodias e TGS In TDR L Bl weh " g g fformation
information includes one or nore address bits of the

includesta stauppi¢ irdi¢ating agomplpsiopstais Pl Ake e erafiAg ai m 1,
wherein the power |oss recovery information includes a
status bit indicating a conpletion status of the

i?lt(i]ﬁ"g? gf)eﬁﬁqac#]e{es%gciteﬁ% Cl TSR 8 Jorek IRE rdddvédyahfBrmation

ower |'oss recovery infornmation

. . includes a current rando nber ner at y a
includesa FUrFept EARgPmINmbSH SonFa o 2 s dapé’gmgtg%‘?t ed in
Caiml1, wherein the power |oss recovery infornmation
i ncludes information that is updated frequently during

noy {18, - ORBKGT 4sQ8cifdddn Cldin NMudierdie tHeadcien dohs wguavetyhiaformation
detection of the power |oss condition. 12. The nethod

incluﬁ%cﬁrﬁﬁog‘igltg 1§n.¥ £ gh@dgfe& ﬁe&‘tﬂ&ﬁg;@rﬁfg .%oﬂﬁﬂ'o‘f)@faﬁibg lafid PRFBTu¥t be

nenory ‘arr The net hod as
recited in Caim wherein the.non-vol atile nenor
retainad yngp dlae detection of 7}l‘ie power T35 condition y

12. The method as recited in Claim 1, wherein the non-volatile memory includes a

flash memory array.

13. The method as recited in Claim 1, wherein the non-volatile memory includes a

polymer memory array.

14. The method as recited in Claim 1, wherein the non-volatile memory includes a

phase change memory array.

15. The method as recited in Claim 1, further comprising utilizing the power loss

recovery information to complete the active operation upon a return of power.

16. The method as recited in Claim 15, wherein the power loss recovery

information is read directly from the non-volatile memory.

10



pol ymer menory array. 14. The method as recited in
Caiml1l, wherein the non-volatile nenory includes a
wohes®28dsange nenory array. 15. The nethod as PeTiuS2@®s/028916
in daim1l, further conprising utilizing the power
| oss recovery information to conplete the active
operation upon a return of power. 16. The nethogwas
r el]. (Tld niathad 28 neeitesl m\ﬂi@ﬁbl£ fyrther GeRBFISING §9PYIBE HRProyver loss
information is read directly fromthe non-vol atile
recoveeyTifyrniafion Th eolutitematagsiromahe reh-volatfleaiaragbypoyomieer
conprising copying the power |oss recovery information
reco? mgﬁb%'th@uﬁﬁﬂﬁgﬂﬁ Joweildsk fecowety uttbahation. St or age upon
power recovery prior to the utilizing the power |oss
recovery information. 18. The nmethod as recited in
Caim1l, wherein the active operation is a faqrmat
i nt% Themashodwes reaiteshia i b, whegein he agting ogergtion 1s a format
conprising: volatile storage to store power | oss
5 inforfreation &rite bpdratiomt i on rel ated to an active operation;
non-vol atile storage; and a controller to copy the
power | oss recovery information fromthe volatile
storage to the non-volatile storage upon detection of
a @%WS%Mﬂagﬁu%%mmR%$%%. 20. The apparatus as recited
in Aaim19, further conprising:. a charge stgra e to
st welatilg stagegie st BPWeloBHECHST . fi’f&ﬂ%tlag relats 6%3%?0‘"%
| oss condition, the charge to power the controller
duri ng opaatpayer | oss conditi on.

non-volatile storage; and
10 a controller to copy the power loss recovery information from the volatile storage

to the non-volatile storage upon detection of a power loss condition.

20. The apparatus as recited in Claim 19, further comprising:
a charge storage to store a charge prior to the detection of the power loss condition,

the charge to power the controller during the power loss condition.

15 21. The apparatus as recited in Claim 19, the controller further to copy the power

loss recovery information to the volatile storage from the non-volatile storage upon power

recovery.

22. The apparatus as recited in Claim 19, wherein the active operation comprises a

block write operation to a large non-volatile memory array.

20 23. The apparatus as recited in Claim 19, wherein the power loss recovery

information includes a status bit indicating the active operation has not completed.

11
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2 1. The apparatus as recited in CGaim19, the
controller further to copy the power | oss recovery

wonbwrozgtsion to the volatile storage fromthe PCT/US2005/028916
non-vol atil e storage upon power recovery. 22. The
apparatus as recited in Caim19, wherein the active
operation conprises a block wite operation to a |arge
nd4- Thé apparatusresmeeijeddin Cgim B3 whepgin thagaveer less gecovery
recited in Claim19, wherein the power |oss recovery

inforinafiet Mehidefoha e mete address latsuf the activadperatipmg t he

active operation has not conpl eted.24. The apparat us
as recited in Caim19, wherein the power |oss

recovery information ingl.ud ne .or. nore addr jts
o2 I b HeRATES BRFHE B 051 Aol BT T8 R P
in Gaim19, wherein the power |0ss recoyery . .
informafiar ingtides a stabisbitdadigatingza epsnmetion sigbe at ‘i%ﬁ getave operation.
conpl etion status of the active operation. 26. The
apparatus as recited in Caim19, wherein the power

lnom;?ggﬁg é%agr%%lﬁ ég&%{;&%’ Ain T@,lelje?éiPQh& V{f&'%ss;@éﬂ_liﬁgs)

a security application. 27.

. . apparatus _as recited in Claim19 erejin t

inforpigen i B AR SRR BHIRH @FH%@?%H@OS!F%U%@%RB%@?HT s
updated frequently during normal operation and that
nmust be retained upon the detection of the power |oss

copg i"[_thie%P aratl as TRRe@PICIaRE US, Wberti@ahé pelwérlosd racovetp,
wherein Re non-vol atile menory includes a flash

inforgn%ggé\%rg:?@l’egYl%fﬁagatioﬁm?atqu afdd4e %nﬂyeﬁﬁﬁr?gjndrﬁlaf%ﬁéirﬁﬁon and

e non-vol atile menbry 1 ncl udes a pol ymer
menpry arragy. 3Q. The.a atus as recjt in daim
tht G5t A VS S U O R BERy® CEAfSh..
28. The apparatus as recited in Claim 19, wherein the non-volatile memory

includes a flash memory array.

29. The apparatus as recited in Claim 19, wherein the non-volatile memory

includes a polymer memory array.

30. The apparatus as recited in Claim 19, wherein the power loss recovery

information is used to complete the active operation upon a return of power.

31. The apparatus as recited in Claim 29, wherein the power loss recovery
information used to complete the active operation is read directly from the non-volatile

memory.

32. The apparatus as recited in Claim 19, wherein the active operation is a format

information write operation.

12
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information is used to conplete the active operation
upon a return of power. 31. The apparatus as recited

woOnodelasasr 29, wherein the power | 0ss recovery PCT/US2005/028916

informati on used to conplete the active operation is
read directly fromthe non-volatile nmenory. 32. The
apparatus as recited in Caim19, wherein the active
O3S At systeni eomprisiagrat i nformati on write operation. 33,
A system conprising: a processor; and a nenory device
capbeskséi9atide processor, the nenmory device
conprising: volatile storage to store power |oss

r eﬁ%}éﬁﬂbgy acﬁfi&:f dRbieao fR!pRéREsdr0thd MeRtdrl deviop esmabiisifg:
non-vol dtile storage; and a controller to copy the

power | 0SSk very tyd / '

St or age DB F RERIEIY s R Recd e, iR bEl el oo

a power |oss %onditionu 34. The systemas recited in

d ai m 33, thPUYERBFPUYEYi ce further conprising: a
charge storage to store a charge prior to the
detectinﬂnﬁﬁbmhé“ﬁ%ﬁkﬁmioss condition, the charge to
power the controller during the power |oss condition.
35. Thea sytgtodier tscopg thd muvar tosSireaveyanfarmetion fromahe gplatile
further to copy the power |oss recovery information to
the vol ati | eststa@e adthe hopoldite siongy apai détectivhaf agewer loss
upon power recovery.

condition.

34, The system as recited in Claim 33, the memory device further comprising:
a charge storage to store a charge prior to the detection of the power loss condition,

the charge to power the controller during the power loss condition.

35. The system as recited in Claim 33, the controller further to copy the power loss

recovery information to the volatile storage from the non-volatile storage upon power

recovery.

36. The system as recited in Claim 33, wherein the active operation comprises a

block write operation to a large non-volatile memory array.

37. The system as recited in Claim 33, wherein the power loss recovery

information includes a status bit indicating the active operation has not completed.

38. The system as recited in Claim 33, wherein the power loss recovery

information includes one or more address bits of the active operation.
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36. The systemas recited in Claim33, wherein the
active operation conprises a block wite operation to
wa 2b@roggsnon- vol atil e nmenory array. 37. The sSyBCEMSa®5/028916

recited in Claim33, wherein the power |oss recovery

information includes a status bit indicating the

active operation has not conpleted. 38. The system as

r 39 Tad systerflaaiaeitdBin Glaim 83 nwhéreingbepewerdess reeR¥sver y

information includes one or nore address bits of the
informatiby Brcaidies atiatu’ badndidittngsysingptetion statos vfthe iapti Gl epemation.

33, wherein the power | oss recovery information

includes a status bit indicating a conpletion status

of the active operatign. . The, systemas recited in

Q4. e 3ystamar Sioed CBimas: VBSET S BORFSIORIEENAEY 1 on

i ncludes a current random nunber generated by a, .
informmtion irtcjudep p cineentirandonmnumberigenerptod binagscyrityapplicatiqn.

Cl aim 33, wherein the non-volatile nmenory includes a

flash nenory array. 42. The systemas recited in Caim

33 erei,.n the nop-v ixhe [ :

rebrip ey o st Clalh st vERRL e pBE VLGS, RO Bfudes o

wherein the power | oss recovery information is used to
flashapePtaEayhe active operation upon a return of power.

44, The systemas recited in Caim 33, wherein the

active operation is a format information wite

OPgs. altﬂe%gsteﬁ%s radied By 818 335 wheehd ®6 nbfi-velagildmndiory includes a
further Conprising an antenna coupled to the

rocessor,
polymer mémory array.

43. The system as recited in Claim 33, wherein the power loss recovery

information is used to complete the active operation upon a return of power.

44, The system as recited in Claim 33, wherein the active operation is a format

information write operation.

45. The system as recited in Claim 33, further comprising an antenna coupled to

the processor.
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