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FIELD OF THE DISCLOSURE
The present disclosure relates generally to middieware for services and, more
particularly, to a switching fabric having message processing capabilities through
which clients and services can communicate.

BACKGROUND
The need for enterprise software applications to work together with web browser-

based front ends lead to the development of application servers. Application servers
provide a framework for integrating front-end web applications with back-end
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provide a framework for integrating front-end web

applications wth back-end WO 2005/ 114452

PCT/ US2005/ 018183 -4 enterprise applications. Beyond
i nvoki ng enterprise applications from

i npl
‘iﬁ%ﬁ‘%é‘ﬁ?’ons servers, a need arose to conpostYELEY18183

of different enterprise appl feations i nto conposite
B8 ot < TG Bk BB o
applicatidrizedervdts | £ ABed ardsaes e6mpoSe pleveY 6f diffefting BRtelsise
applications are typically deployed in nultiple,

Fpcatansi igle commrastie applicaianhding wak s gan éﬁ\doon@ ihierxpose an
SM8RRisé BpbRIatioN K 419 RRIBABRI dehAbls b Ofhier By<hEHnG bt Bbcess.
and programm ng-driven, resulting in brittle an

lowevesi erierarise applieations aratyaicallyderjeyrstiini nultiplefapplication
PEISE drehotefogeRoob aEAIH s THBRE BotciS i Hhe Biffqeiton
effoshpropietBRl rd PBgERNMRAINgiveR, EdRIDRAVbNIEE andigypersila

ipgfHions: ek RieRef in oh IPHR TRy BufE RO rFRGbaty compose
soreibéd and hamd|e ang rmongatibiitiéothahmightiadss betweenlitem.

Figure 2 is an illustration nmetric aggregati on and
configuration propagation in accordance to an

embodi ment . Fi @RIEF DESCRIPTIONOE TafH DRAWINGES Sage

l_ﬁl‘ OceiaSl nqq_kfﬁl §e| ] nteé N accor dance to an errb_odl m_ant.
YR £a le drillysiration o @syBtedhingin @mBodiReNbost pi pel i ne

FIBERAYE (APRASIEMIA ofs RFAS 088 SR hitéCtutLinHcEIHANEL 54 -

Figure 5 is an illustration of conponent architecture

embedimeRidance to an enbodinent. Figure 6a illustrates

FloliRe2 A0t RLAFATH Mol B8R g B Sotdifisdon propaestiondn
aggordange to an embadimsitage processing graph with a

chi ' . enbodi nent .
RIBERe 1 H8etcf of Fees3660 hEPETRY Birdlntti s B Rbpe Lo an
ambadimmentdance to an enbodinment. Figure 8 is an
l._i.I | ustratiqn .of. service providers in an enbodi nent .
igte 4 s UstFRtion & o1 and Bost piPalBRIMmesSAAS PESSRG @ccordance
to anapstydiaeste to an enbodinment. Figure 10 is an
é_‘l lustration of rule trig?geri ng nmechani sns in

QU Y R ration 1) Cempear@reniteriuge neaceprdanceie epanepdiment.
lggléiégé flastrt6s 8 ntds3hge bRstesSiRG PP hAMBPS %ﬁ&fépiﬁelir{%—pair node

in
and a single routing node,

Figure 6b illustrates a message processing graph with a branching node in
accordance to an embodiment,

Figure 7 is an illustration of error handling scopes in accordance to an embodiment.
Figure 8 is an illustration of service providers in an embodiment.

Figure 9 is an illustration of monitoring components in accordance to an embodiment.
Figure 10 is an illustration of rule triggering mechanisms in accordance to an
embodiment.

Figure 11a illustrates an initial core state that contains components A, B, and C in
accordance to an embodiment.

Figure 11b illustrates an update in session data in accordance to an embodiment.
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accordance to an enbodinent. Figure 11 b illustrates

an update in session data in accordance to an

enmbodi nent. WD 2005/ 114452 PCT/ US2005/018183 -5
ures 12a-c illustrate additional session scenari

Fi
Wﬂg%{’é/&b“ﬁazance to an enbodi ment. Figures 13aP({:T/U32°°5/°18183
illustrate i nconsi stenci es be en a session view and

gk e Aloplbus e Sh Ao 1048
drigsdimerba is an illustration of a successful update

.n acc dar]ce to .an epbodinent. Figure 15b illustrates ’
Rigures Base illystratsjaeqnsifiendies RFIWEBR A $e6i08 Vievk 8af icoFe state.
Fiyatd 4 52 illbétké‘%ﬁ%ff %Edﬁ%&;iléﬁ Sxétfutléﬁ WQ&E%@ar%éecota‘ﬁ éHibodiment.

server crash ON 10 The i nventi
Figure 1%eraatl&¢stwyow awcwquwdatedn BecOIgANnoRio embodiment.

#dgmé 48 H]Ust‘r%l\’cﬁé F@ur& ie | e eér"le duB%o %ﬁ%‘ﬁgﬁ’@g%h % eption.

awi ngs I'n ences In JiRTT
Figeres1 5c ifasteatemtailure of aminediitendne 4o an sehies crdisbcl osur e
are not necessarily to the sane enbodi nent, and such
references nean at | east one. Wile specific
i mpl enent ati ons ar e DETRILEREES G)RlHTSONnderst ood t hat

done for illustrat e . A person 15,
gt fyerfion e fiePitef By iRy el PBE 35y, e R Batiogin the
figargstané aceombaryirg @*amtgsqﬁ Whldl‘ﬁﬂkeb@féﬂér%es\&hdlbﬁetamllar items.
F}gﬁ artln fromthe scog %9?9 fpﬁ‘,l“t of the invention.
repees B $RPHEeatsSiB NS AIRGPsURR A Rridespesariy to the same
eMBadimentabRd 86¢h fetéreRcéOmdaR Yt fastoné. Wh%’gﬁbmfbc implementations
descrlptlon of the invention. However, It can

agp piscdsred; § %W@iemopd dantithis i donefor illustativerpurpesasn A patson
sﬂﬂ&d RetheBeVhseHt Vit ;BEHP Enovvn i Cobd %ﬁttsaddds onltt)"guratlons

her 20 1 nstances, eatur s have no
maasiae usretiwithout eleparting draas theoscope andsspiritf thehiovention.

I pﬁ@pbﬁpp g@é&@iroﬁf ﬁu Bfdustd #g?%gallégﬁl?% fBXtB:fJ\%'agrfd@e a

em N
tlucbraughl descnfvpaom sf ’mefm\semuonoﬂowewag eab belepparent torede skilled in the

=PI0H B8 ToyentE R B S B kiee pe SR MBS, nther

irstarives alvelbhnowm feit@ds diaos ndt BedridédoiBed aNdétall 68.bk Mot to obscure
nfornatlon directory/repository 106 and consol e 104.

hﬁ’] AR ce bus is an easy to use configuration-driven

WitH @fﬂ’éﬂb@td’Ffd&?é 1aGHaEmy Wé}hﬁﬁlllﬁéﬂattlbﬁ Uhe |s‘y§fbﬁﬁhb198és a service
the following efficientl’y and with high aval | abi Il

byg apatshatureprea%ts reeflipigpiaf me;ssagebrqi@éag,tweb gewcget twgmss—to-

bpg@gls%/{egr? 9 16 expe%dtigwfésﬁgﬁﬁgeégceég o% @nv E ope p @E%%O
cemyingion cepleractharound aguatime configuetie inferyatianl directory/repository
129 %ﬁ %ﬁsolQ 184VRYe S09ickHINGS bin'eB P 2GS Bt HHiTR-driven

intermedlary that accomplishes (without limitation) the following efficiently and with

high availability, scalability and reliability:

' Bridges the gap between what the message the sender 114 sends and what the

receiver 116 expects in the area of envelope protocol, transport protocol, security
scheme, payload contents, one way and request/response paradigms, synchronous
and asynchronous communication, point-to-point, and publish/subscribe.
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and asynchronous comruni cati on, point-to-point, and

publ i sh/ subscri be. WO 2005/ 114452 PCT/ US2005/ 018183

-6 Provides additional conputing capability to perform
tasks such as (but not limted to) multi-destination
WOBMIS4k4STont ent based routing, authenti cat i BAI/EYR05/018183

aut hori zation, and credentiatb-mappi ng. Provides

nmoni toring. ca ?bilit with netrics,collection and o
BFEpyidss a e aPRpHERG: capability loarfosmdagi sudh| asdbut ot limited
t?(égﬁ%l’tﬁ&estﬁ%ﬁéﬁﬁﬁb@h‘} BortbRGHaAR4 r&@ﬁr}q, ‘é@tHeﬁ’eic%tioﬁQ%r?ed;RﬁErization,

managenent. Figure 1b is an [ ustration

gykeredential Mappingance to an enbodi ment. In one
§ PR Bonitorty SHRHRN WA RS BIBRIN Hfi AliSad Hert displays,

tracking event colkectioh asd use, mksddgei archiiogaand Servite Level Agreement
recl at t the present disclosure is not limted

@E‘%?’%‘%ggﬂf?ggt upon any particul ar type of service or

service technology. Many service types/technol ogies,

Lncludi ng those that, are, known an t hose that are, yet

tigirs Thien JERetolles DG PridRdance BB amBTef If pre

Shbddimept, 8he By steflinClL@SsE Servide TR0 Wisich BEn 861 34 &fintermediary

bus arriye on a transp%t 108 and can be 15 processed

beiwaen aqlippkand,y sopfiFeof neseaiili 18 the,ad 4di aprrerigie that the present
diSs1bsura herlinhtel th DR dep&RISHEBEGY8NY Bart@u{a)?/ Bl ASBRALH service

to performon the message, and/or securi
teplralagy. Manymsesviae dpggieanelogies, inshding those that arsslssown and
7 i . i _—
o8 Bk ety Be 0o o RTINS LRLOHHE S i f o prosnt
disclosure dvieesagestio the saryine bhe agivevirca tianspor2 008 andnan be

LR steitfss BY Wal o 8 Sl 2ol BLpiapnasgy puoiisn
the nvsshggita, (& t)ar%q:mraéion &v perferin en threomeBézayeSnatersecurity
system | riven

Inc. .Th by canfi gur.ation .
AFRIRE | DR TR ot B aRn ol alransBon Al oupe for a service or
droiftdr@eniée Bild. TR Bhe @MBbYINGStSE réspbide Whihemessaige dah fallow an
user interface Eor creating, nodifying and deleting
IBYR{E? gamfv%wh.f PSPIVIRS WP: Al aspects of the system

IAoRe EmBBHNABAEC &d é/elrgi@é‘bhg ehRBb mpRynaiied Partidlly or wlaolly on an

non-limting exanple, a user jnterface can i'nclude

appicaionfsneerck02 syshras|\Webliagle™ Server, grallahie ipmBiA Systems, Inc.
THY %ﬁe’?ﬁj“ﬁ dfiddn by &mgﬁgﬁoﬁ 'ihf&mé?lf%% PlodYwifley Fif“_\? sicified through the

proj'ected onto use retina; an abr|
qosfigwration/manitarieg: conaety K04 whicb @reddemadser iBlerfane for creating,

B0l = CoHERREO Pt R Hiohtlt AN STPhSREP I Gpteg o
dyniatnidllly cosfiguirableoBy walyof apnaimithiy exArplboa @er iatepiane can

b B PEMoLE s o BB 13 RSP RS HeRT fiesiace T80 regered on a
dSpPIBY GVicd o rofectatnt ianefle vétire; 2pan abilityatd ré§hdndtty sbnds
respond to i nﬁtgé froma conputer nguse and/ or .
YRIog cormmnands: $3 pB bty todespand todpput dromya seRpote control device

(e.g., a cellular telephone, a PDA, or other suitable remote control); 4) an ability to

respond to gestures (e.g., facial and otherwise); 5) an ability to respond to commands
from a process on the same or another computing device; and 6) an ability to respond
to input from a computer mouse and/or keyboard. This disclosure is not limited to any
particular user interface. Those of skill in the art can recognize that many other user
interfaces are possible and fully within the scope and spirit of this disclosure.
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particul ar user interface. Those of skill in the art

can recogni ze that many other user interfaces are
possible and fully within the scope and spirit of this
di scl osure. WD 20051114452 PCT/1TS2005/018183 -7 In
WRIBHEWHR nent and with reference to Fi gure BCT/¥2805/018183
confi guratl on | nformation is -@istributed throughout

an enter an 3%n1n|str tive server 112 to . one
'Bro'rﬁﬁreb With (Ripencg de Flgyire 2 theeorfigykation jformation is
ASHB G tﬁrough&ﬁeaneémgﬂrres BySn ma&&anvé@érvsrﬁmrbreeor more
depl oyed inclusters as is well known in

rognageas sedvers mosting sefviegthusas.damspects of ﬂre@eremquynents managed
LrpRagah ed &esrdér%aw engfegée 48 fsbg%l?knévﬁ?h th8 & Configuration

retrieval rvice toring metri
information can bq agtomaticalylpfopegatet to mmmggééesrersxie;r fast twcal

BRPAEFAL 038 B0 o 26 By cotece o

rhasaged seevers dot aggtégation anelrdrspia;son tred cdimselecd by t he

LA external . s ces but ich are. | .
I ROBicPasl et San Reditni by aentod s Seiegueries) ad services
it hosied Dy the seivive W%ﬂérn@ﬂéer@i&e% B0twhigh af® invokéd by the

, external servjces and

f acades of, Z’ ice r%g
SeEYice PX| e Doth MadelrdAs slerviceso SeryionPiies ack anstaad-ins for, or
f864ddst, $etlichdGleUdSierndl sepliced aﬁ@@é’rﬁ/ﬁ:beprbﬂéﬁr ég%ﬁl of a non-

call ed ports (also cal | ed endpoi nts), each
liniing Panplace peyiseLat indddri at ed confr guration. In one

ERRRILIEINcretd ?éesocfalle Bﬁs diso Eéﬂ rf#hﬁﬁss)égé’tg'r with a

balanC|n3 and over ern tlves
teangpeit eddigen and @lssmrated teenfiguraetions i ope emhodapentothalset of ports

SRR S L u R T Bk o o
qhatmtérabes possi bly broken down by operatl ons.

AR Skl Aftach PR g 3T o3 E%nﬁmﬁssaﬁgaﬁﬁéwa e

Strhetuhe nﬁm@a‘g‘e pdmtrn mmmm&cpotsbpr BraR&P@6Wn bg operations.

B biEStnabae inee 3 Bedineco moRshemPart i Mo atedeptnterface o a

cBAtrietd MBSss rﬂ.i%b%rﬁ@ BEipat ﬁr@s%é)l%rtﬁé’ kr3RSbort.

transparen t he bi ndi ns%él ayer .g., logging).
eRoliciesie @htﬁﬁw'ﬁeﬁﬁecwﬁnéw ramrid@eb &m&qﬁelmble Messaging
O AN R hollhien BB RIES loPActis Reedod & (R 5brdHled rappparenty by
thebindinggayer (Bpedeggingicess Prot ocol (SOAP) web services
based on Hypertext Transfer Protocol (Security)

HTTP(S) or Java Messagi ng Service (JMS) transports. In
Imepe embodimerth a5 Weakn®erdices MescrptidBllangaage (WS D) répresentation of

i RO T tabecCortnp o DrGfads & Fipafads BBsstbEgor Simble Boject
P&Umm&itoa(ﬁ)klhﬁwéb sbivices baSeRihadhertekd 'Braﬁéi%ﬁ Pﬂﬂééol

r ot ort Ln one enbodi nent
ri%éi-hgﬁf -Sr%rjﬁ ssag?ng Service (JMS) transports In aspects of this

embodrment, a WSDL resource or an existing service could be used as a template for
a definition of a new service’s interface. Aiso supported are email, file, WS-RM and
File Transport Protocol (FTP) transports. In one embodiment, the service bus could
periodically poll a file system directory to determine if a file is ready for processing in
the case of a file transport. The service bus can support request/response and one-
way paradigms for HTTP and JMS asynchronous transports. It optionally supports
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periodically poll a file systemdirectory to determ ne
if afileis ready for processing in the case of a
file transport. The service bus can support
request/response and one- way paradigns for HITP and
WOB0®aYH#Ehr onous transports. It optionally sREBY0E/00¥S3
2005/ 114452 PCT/ US2005/ 0181838- -8 ordered delivery of

rressages i f the underlying trans ort supports it. In a
ofdared delivesypbanergages it e\nnéerhﬂn& ra0eRast SUPReKS dt g further

ewohwemagav@s%u%%?n&mem M;{rm L equa%gq?m") XML

, binary, t1 pur pose
(stpuchsre mﬁgrﬂ(ed with MR, ttinary: Multinerpose (ntawiet Maildndersine (MIME)

r OXy process can have
mﬂﬁ%ﬁ@gbﬁggtgﬁgﬁaﬁg a“# %@g%b@n@ ng. These ports can
Akxerwse/delamel pragy praicass carghavedmilbiple pnrﬁsrfoatheesam@é binding. These

servi ce/sng|ce can.define.the.l o bal.anc

oy PRy bE3Is B4 FH§Rting B8 i Evar Etermatimna oriegenbe proxy
can Ueﬁ?eemeqaatg bgl@hdd pb@cwf’td uselibiritsayshs. wdg&gﬂwu%mdhe
not wei ght e as | oad bal ancjn
pRlcied vait biSe Fol R R8P (MG & nolovaisisd). The ports
séive&isNSad Bﬁl&né‘ﬁg %IQstf r@tleé But Jé?fﬁal&d‘@eﬁ%%%ﬁ-o@éﬁaltemaﬂves on
coupled together for a éﬂg -availability | oad

f%larear'f &erfyo CQBH%Q’F& arecailed togethenfgr achigh-gavailahility losd hatancing

séifdrhy. policies on failure and (for request/response)
a tinmeout policy and security policies that apply to
Arssder BrOXy eantaisd defisertbe eetrymalisiesan faliweamdc(fdnre@tmt/response)

attlpr%o%fé&'i %@é&bg@%&légw%ﬁg&gg et gﬁ%% If%rlpﬁéface This can

be epecified al the seevienieveli(appiies ts all vmessagas)ear(h'adwﬁgml inzesages for

e_cat egory schenmes. For exanple,
th%yqpeeé%t}q%gs rfglé%s%'g'cﬁey names and category val ues can be
Im@immbb@ménh&ehﬂ%s éﬂéﬁﬁteg@mﬁ@i by 6Re oA Mdi@ ¢atedbhiddhkmes. For

u]es ftor |l e cate é@&ama Cat L%OI‘I es are
e’é%’@'? i °q 890'&%??6'3& CRRGPTY VRILUEs£an hppluesy for the key
navak! AlsBaNeE 6HH lﬁﬁ@h&lﬁpl@ﬁal@ félal‘n@ﬂi@[eyca‘-’téé‘tﬁiﬂﬁ%)net @@iegones are
define the key nanme and all owed hierarch val ues
'Z!&Nﬂ

ugeful focdiseeuery purpses. dMsERIAffeh iumpeset well- entglogies (or
cﬁé@&?%ﬁeﬁb@)’ t%?ﬁ‘é‘flr%rtﬁe 'Réf Hai@ il iRt %rgﬁﬁ/‘b‘f G&fdes. In

ohe enbodl nent service consuner can
a rth@eennbmmgefale@ﬁvaiges inSe eategeryduerarshyrase tised becategorize

séWané 9ﬁ'?§n€?érﬁ&?jlr%ntag sBRRL GHsliftar %le bgl%%teiggﬂg%%g{r ggprching.

'€ "Sync responses
Semr@etzqmeumprsacambev ag erganmizatior or as appliceion @ndtcad sehtl Imessages

o 5P b, 1 7 Ao S, SRS
asseciaterbwitic aredeatizls and fetiedol Busdrsgancarabélony & rokss for

B&%a%atl on called a service provider. Defining a
% P-for a service is optional and there can have

In%@?gﬁﬁ la\Wet BFserbiees X7 BB pfoviddtESLar BRyaRiZi6h oPSn
application called a service provider. Defining a provider for a service is optional and
there can have standalone services. For example, these can either be internal sub
organizations in an enterprise or external partner organizations or even individual
applications (semantics is up to the user). Also a service provider can be categorized
like services for searching. A service provider can be associated with credentials and
could be tied to a user so it can belong to roles for authorization. Service providers

can send and receive messages.
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30 organi zations in an enterprise or external partner
organi zati ons or even individual applications
(semantics is up to the user). Also a service provider

can be categorized |ike services for searching. A
WaRWSAEr ovi der can be associ ated with crediy3p05/018183
and could be tied to a user-%o0 it can belong to roles

for authorization. Service providers n
In enecembodipesh doe lmm@t%'pmpﬁa%w@mr@&d@#@f@ié@st ppe
| nc?%m%% pipblife 4ERHIEIE RbAEXAHpIE! this &4 MLitBe BldefiMition of a

es at t one nessage proceSS|ng pi pel i ne
retpiestpipeline. daﬁoﬁloemﬁm eesponsespipaling. FRinelines aref@essags rracessing

o e 58 B RIS O O SBRRST g e

p&wcblefqre whakingen edsrnal @r peohher pmnIbsenwsqum whalgyagessing is

e ST T N e
sORIcEProvOretiing 8IpSRSTES t mwliehi) Eask pigetine can dlckdieky séduence of
servi ce prox e the servi ce

bef roxy,retur
(A §180P JHHIeRTANEn & ProSremMIE IR EHBC L ANI/Pre Pitaed that is
cérﬁ HENE KitAfthe Pipales Mdssabagfed i) tﬁ@fmidm@s Ef@ﬂéo@?ﬁ’@hiéa by a
erface and/ or a_ prot ocol that is ghpatl bl e

setrf TRS5E0P ﬁ@ntewb\éag@ete@ (thad lncmd@stveaaypa tc0atai t@e message
?ﬂ‘?tﬁﬁ‘t'éi’ﬂ{é't Bsh BY a@cé‘é%ea%tr nIdifERSSA0R e staghad! | abl es

at“1ncludes variables that contain the nessage
By avayenftliistratien, cormaepigelinessiagesinclvgei fi ed by the

orﬂ Ggrlléfgﬁnasc{oﬁ%? e ﬁhm)@?/ov%oﬂt tdi “if’ts?r%fu? to%&%ég%d to select a

I ne s or ma
trahdsfomsatfdndw beq:rarioumd that aﬁecﬂsdh@ centekio Ableehn edVvieds callout or

GRS s AR Tl o B L DRBFPOAIR e
stmdmat Carguage dnardfomnationi (XSLT ptransfdivhatineo ysef th@orstyyt context

lFxt ensi bl e Styl esheet Language Transfornmation
V"(" %) transformation to set the output context

o \RFduiRb StageAlloRetiFMarehass and Fawe” Srlctusisity ok woRmirsidand
case" structures to be copbined (and  nested

ngetef He defige dgindle sderint arampeasa@?rmq rgHte the rr@ﬁgség% kR A set of

trARSEARRIdNS théi a?%%tsclfont«%@ v&r“ é’d!é§ 841Bé defited Batbredtht Sdssage is

context variables can be defined before the nmessage is
ppbiisheed e gaghverdpstinteAdysll sarvices gallous ef gatabase:lgpkiueannbe an

AR AU FXALT SiherhiRoRT PR .

ion to set e context varia
eAIpublish stagegallons| “Bistrudtiires end (ieasg’ struelngs” tg;b@ecbmbmed (and

oBAEHE ol 98 SRIBLER AR oAb i . A o
of/ ﬁa?sgo?g:tstloni ?aﬁfgﬁegaim:ﬁ?xg?nﬂes ¢amelbe déﬁrmdtt:efmrtheMessage is
PHBlshEd o gas b ORI en I Servioss Gl el FRBEES% loPlun anpe an

alighahise AroRBUBryGHXINET Bansfeiiztionas seEthe@oatexiHible. he
XSLT transformation to set the context variable.

chapgasds thecornriextdsisclated faseachqublighed endpoin apdisioes E!@Haffect
sEHERREAL prBBEsHRPSy e pigdiinact

e In one embodiment, WSS processing as well as authorization can be performed in

the binding layer.

e A tracking stage allows writing a tracking record with user defined information so the

tracking system can be used to search by a user defined criteria.
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subsequent processing by the pipeline. 30 In one

enbodi nent, WSS processing as well as authorization

can be perfornmed in the binding layer. A tracking
stage allows witing a tracking record with user

e 29 H492nf or mati on so the tracking syst emREWUHEWS018183
used to search by a user defilfed criteria. WO

2005/ 114452 PCT/ US2005/ 018183 -10 An archiving stage
* fniarekiving stageswritgs themessageivianearcbive ferdtigiprieal jang fgcord

i ng purposes. A logging stage allows
ke{e?ﬁg&rp Sel ected context to the systemlog for

ot lnggingrajagepaltqreslegging of seleateddantaxhicsthagysiem logfoedelugging
docunent agai nst an XM. of MFL schema. A custom stage

PYrRA%ES: npl ements a progranmatic i nterface and/or

o Paligaiion §tbgé val&iatemaﬂabmr’aéﬂt agairist ph AL ofNIFL sichema. 3

is an il of nessage processi pi Relines i .

o W R s S A SRt BpRBY RS ot i
Cd?hmlm@ﬁltﬁg[penﬁég:ess a nmessage based on an operation

i ndi cated by the contents of the nessage. In one

enbodi ment, the determ nation of the operation is

Fl%%?é g dBH llhgfr%&%ﬁnéés%beﬁﬁb(%‘s%% pipdlhes 'lrﬁacc%i‘@é"hce to an

l'ine can 1 ncl one or nore stages (e 302,
eleqdllT@OB Aramgsr atmaé PWQFI@S g@i PIACEss a8 \ressSpge @@§?d on an operation

mecB@d' Bfthe 28Rteh ﬁﬁé'ﬁg%gggé C!h @g\g é?f]ltEJd%éflltl tne &gtermmatlon of

perati‘onal plpe I nes e response 1
thprcmemmnng petfarmesl thraughtshaseredelacierd cripda. eEalerplmlmGI gandnclude

314 1
o8B ShellES, A0E0 508, 90 ool AU IRV kgt i
3(!0516@1 bfanoh eut into/a phmealay bbogerbtiomal pipelind=306 amd312. The response
response e els ecuted with a
ProRP TR FANE S PecqiRrrii Opgen dielod (LR BLMAER IS Ioins into
a §th Svibé Bl e3pbhdaigipBiine B8. e ene eatadindnteininasase of one-
one- ma opera i S posSSi e service
waY sRgraions beioy moked e eHEraRpREInG & Sieculsdyl 43 bty
me$§ trhfsﬁﬁﬁl%% re§potisedo BRI cAstructE® fordlé BemReirexyso bridging
el ther absorbs the response fromthe invoked service

befwega iequast/iesparse aod operway|qRerations is BeRSIRALR 8. Himeervige proxy
inpﬁp&ﬁfﬁ b Bné- Qfﬁ'y%léclfsoﬁﬁ?ﬁg rfLJé%t/fe%BHﬁs':é oﬂlé@{/érgS ghe

esponse pl p and o ssage’ processi ng no es,
samvigeipraxyaithee absarbs thesresponsedram dhainvekef egivice % ggngr@tes one

S In aspects of this enbodi nent, the context
foi'mgﬁe (g%g'gt of predefined XM vari abl es. New vari abl es

Incatie drabedithedt, armbniisd & siiared atioes bottrthe xequssh aipeling bpd

ot Sbehie %o s st UGBl AL ontEle Hiefinguces
intiViiual ARBESiespERdahassages Ui dspeptsiof tip ambodiment, the context is
a set of predefined XML variables. New variables can be added and deleted to the
context dynamically. The predefined context variables have by way of a non-limiting
example, information about the message, the transport headers, security principals,
the configuration information for the current service proxy and the configuration
information for the primary routing and subscription services invoked by the service
proxy. In one embodiment, the context can be read and modified by XQuery/Xupdate
expressions by the stages.

By way of further illustration, the context can include the variables $header, $body
and $attachments. These are wrapper variables that contain the SOAP headers, the
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the configuration information for the current service
proxy and the configuration 30 information for the
primary routing and subscription services invoked by

t he service proxy. In one enbodinent, the context can

W 264443 d nodi fi ed by XQuer y/ Xupdat e expr BCHVSAQ/048183

t he stages By way of furt her |IIustrat|on t he

SORP G R SR Ve AR oty T s o

m;irl@ss&ﬁ”tﬂahélad'@@agésfae\é@aé’msé 5ﬂd Red S@ﬁ@ﬁ@s@ég%ﬂs%?
-11 SOAP body contents and the att achnent
maERssEIRNY (A RArediE. it fecsase gl pinary AEMPL datedte SHil slament that
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are ppe into this gara Ig case
a yhiqneidendifier. In the case oé tChéhe b¢damcm§@nusxtsehfea wrapper

elgﬂ%H{%Qicdrﬁaﬁé%ﬂ@&E Pdrent I% refers to the actual

docunent er. In the case of
Insnaremgadimente thmsustem hae @tbuillin tyse bystemvthatip available for use if

de%hggg%eé Qﬁingﬁ%@n{b}n&ﬂ@éﬁ R@ﬂeﬁp &p?@%@%ﬁfn%gq TNy e
transfamatibn lat deélgm tlmethefvarldbbl cantheadleckmat 4o beioffene Wﬁ ﬁfd)re types
tion o

ingh bbb AR Sy EERRB e RcBnl 1§ 8t Srusiment,the types
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n a rtur
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PraGRRSP AUAES Ok e Nefe of HarBBIede Yoedis A wiabper for slements
of $518/38S or M §pes th‘éﬁgel\fegf PUE166 ProvidtisaskisPshcEe6 la@é@sts' SHAP

rocess is aware of the nature of the variable to be

RIEG pasrsisreonpasypants Britodyeasis of the types or the
In bﬁ@%?nﬁd%@i%ﬁtj é%@ e ddn V% %cﬁﬁé‘gggéf %?gfﬂs %f%%(t)%f;an error

accqss araneters (0] ocunmen
oceusi in yhat Bagen Thiscsegibock aksteps eonstitje aoanroh aipelise or handler for

thgAGL 5 a8l 8 orlol nEHAGH beh bd aBthe oPlhe HFGE bibelifie gy o

'S Ssequence s constitu
whnle eélivive mox;h dihel Ieweétcscopemam'ousluaxgner that endisds s involad on an

rror. hand] er can efined f t he ol i pel.i ne, or
el i PROCUS G295 5€ Moo fis Paalbay e P BRepdi, Frmutate
anharraHrespdrisetmessage $o bs retumddetd tioainvokeredfrtieg serViteproxy, log the
error handler _allo nes e to, be published tqQ an
mEHa0: HHTIN S AHa WoOUTeS the GHISH. o1 ise RecHveRlalh, SASNGan
extEption & trshsfdteonftsosehe ﬁéxttﬂﬁe‘?%w%e eRbOMipeline®d the

nessage, continue after nodif Y1 ng t context, or
Flslares@%ﬁn ilysteation of Prerand e Pigeling yeessaoe prasessing imaeaardance

to %ﬁ @fﬁﬁﬂdlﬁgntt ‘i’ﬁe Pﬁ@es@ih lBf5 ré ?gor‘?élétg of mbeﬁhdi Hﬁfnsport 402

Figure 4 1Is tlon
prmmgembpu@@b@dm@ layerawémfd@easmg, pmehme emﬁomgﬂe outbound

i BB R05 38 ing. SR EORTERAA 43D APRRHP, I aspeses o
thepﬂeo&mbmilmgntqo thecbindiag ¢ayec atiiooratd® Some wif Hmmdceémngllﬁortga

peHa ﬁ'@g%gl?ﬁbg { ﬁ%%ﬁ@bg@? g]aeggagéj {09 éjmn%oa SV nabﬁes pgckagmg and
un-packaging messages and performing WSS security and authorization. Both
primary routing destinations and publish destinations can operate in this paradigm. In
one embodiment, after the primary routing endpoint is invoked, the response pipeline
processing follows a similar model. In yet another illustration, a web services callout
420 from a pipeline stage goes through a binding layer 416 followed by the transport
layer 418. In one embodiment, the callout response follows the inverse path.
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t hese enbodi nents, the binding |ayer autonmates sone of
the processing to be performed such as mapping the
nmessage to/ from context variabl es, packagi ng and

un- packagi ng nessages and perform ng WSS security and
WOeSALMAt i on. Both 30 primary routing destiPaHVEHE/018183
and publish destinations car? erate in this paradi gm

In nbodi nent, after the y roy ndpoi nt
Injape; qroeadizent Héerrseagséﬁgwwaw él 8 PUmasss

orgafizafdralorPPeisses A USEr GHHIiItREF lnlvbkélﬁéérqﬁﬂeﬁ‘ace@(cbﬁ@ole user) or
services callout 420 from a pipeline stage goes

mesgaginghinterigeas (igr mgdsiediassa selvicegoaswyer Aeprovigepdraervice
cd{\%}’lﬁ’) \Rgﬁt? rovitle?e8in %'ébé%@hgg% V&lg'hg }J%%Ij 4&@%&%%&5&% ©f messages

e I nver se pat
frepathatsroddericossgmer. ﬁggserrcao reelangiio @i group and Qegreulacan also
| I
bel6iidl 4 droip, BRORR dvctidrd Bth BEbAETo Rfes WhkRRare, the upis to which
aacsss rights déo fesvarcescare assigned.dn pneembueimen thg resources,
aces S a erV|c consu
prREte B feumets Eng BRI B BystEh faf PePaaMoR it set of
prg,%];&ty; eatiedithvatierarshyaof folasrsaiot Ite alvbidatame caiflicte 5684168 provide
rom

hat provi der/consuner. A user can, bel on
2 Goryispioat e 1§ PRIRSZELRSGHCES B P(5or Gelongini B SoeRRerment
arsbdiStefos tkedh. bel ong to roles, which are the unit to
whi ch access rights to resources are assigned. In one

In ongsumbasiment; the ansgle supports faskevel aythorizationmBywayref
|l|L?§|raYbﬁ 65 sélick %s%ﬁ&&@lﬁs@ﬁop@ RRfc@?é‘?éﬁ gpér%@ln%n%edr fbre of the

Ject , each hierarc ol ders not
ind prededinedmlesict s but al so provide 10 a convem ent
I
R RPSTSIS h HE  dies
o £hb adegration opdratarcasaise the p@mdestot rashitdresealice bus act:vuty

pehnedidbe Mgk 1t el suspentipsufle Bovieds A &g i nours

of@lpetdtion. f ol | owi ng predefl ned roles: 15 The

1I_Et rat .on ad n| strat he ser,vi ce
) %I‘

Ao bR FTHete rSafgcesedtenainG BB srRexport any

reS@ircHseriibs, provider, @ohsum@bi Srojezer Vi ce bus activity,
gerform nessage tracki ng, and can suspend/resune

b6 {nteaation doplnyardEs JBIICtR GeRd aCesss 4o svaiyiting andreen create,
déléleegélﬁb\' Wﬂpdmékﬁd?f red88rce8BUrAESs, PRARIEIS C&tulrers, or projects.

every and can export any 20 resource serV|ce
. ﬂihemt@leratlomz seruuiteadmisistintesj cebtread, Treate ndelgieaedlib ACLs,

crgéaéﬂtf%}’sef(eiﬁéregeﬁﬁ@rgt&owgnﬁ%gés to everything and

can crea or | nport/export resources,
services, providers, consumers, or projects. The

n B AP RIS S TREB el BB 52 ortons o
prccmesl,enﬂﬂiek (ed. esonfiguration information for that entity). Resources are
typically used by multiple services and arg standardized definitions or descriptions
across an enterprise or department. Examples of resources are category schemes,
MFL schemas, XSD schemas, XQuery maps, XSLT maps, WSDL interfaces, and
WS-Policy files. Category Schemes define a single category name and a hierarchical
set of values for the category name. Services, providers and consumers can be
categorized using a registered scheme. They can be categorized with multiple leaf
values for a category scheme or leaf values from multiple category scheme. In one
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25 I'n one enbodi nent, resources are reusable common
definitions and/or descriptions of processes/entities
(e.g., configuration information for that entity).
Resources are typically used by nultiple services and

WPRS{1348hr di zed definitions or descripti onsPCHEY28EL18183
an enterprl se or departnent.-1¥xanpl es of resources are

Ca‘b‘g ?%%”sﬁgeaéo el\%ﬁ %ﬂ]“%@n&e Oéf?ﬁ[j)i SW/\E\? pamecifw yet a¥1other
erﬁb&ﬁﬁren?@éﬁﬂ%éé N sERBkEE i B9 PP ORHIRIS b cABGEry

a hierarchical set of values for the category
SQh&fﬁ@S Servi ces, providers and consuners can be

W&é&ﬁg Weﬁg%fﬁﬁlﬁﬂféqeétﬁ%t%a% I\J e¥cﬂé?ﬁ'a§3<§"escnbe types

cat egori ze values for a categ
fos nore XMLodath 4L \Soheaw desorrbemtypeg Far Xk .oAyo Xivl Lssﬂlnem type can

gl St SstfmesCreheRineditds daftie the mapaing

betweby twatypes] XSIYE inaps aleeribe mappidgsfortXML datausheptheasXSLT

staasio Cuel ok SRR ok FEppRGs o i g e R0 kL) data

usiid thetxQestydedrdlardyFL schemas describe types 5 for non

XM_ ata XM, Sche scri bes t s for XM..  An
Ay SrtaSeds A (OGS o & SaMice ITaana 1 dSsehgs the dbstract

, un%eébpé%ewumnaaam g48S 6péBohdM tﬁﬁﬂﬁteﬁ‘ﬁceb&{d’m% vt bf

types. XSLT maps descrl be mappi ngs for XML data usin

mesgagrRarts l@t%@w@lom@atyr%wt@agw aiﬁ@ dﬁﬁ@'h‘?ﬁﬂiﬁﬁ h'@gmg of
thb ‘Pﬁesg% dﬁﬁﬂ% tihe if@ﬁs%g l(ba(?é gx ) YA ¥ E)Ihﬁln?gf?{é/ message to the

st an 'nter S at enpl a
transpoitcik alspmtlbaaihr desdribrssibe) dopsreis interfacerad the service.

' t
A P PliBr GohinBs SEGHHY Snd PSTaHEY sSR! 805orbgs what
sfmpkf m sngneds bgerdryted in & nuexsage aking vetiat algbeitons. btaascb Hescribes
BB AR RO SRl e PBE3088 ypoceies
Fuguﬁms Roanh illubtratinsed contpoﬂanﬂ émhmélnb @scdrbianceonanedmbodiment.
Interface of &Jhe servi.ce. rA I%Y descrlbeﬁ@g
The:38/vice pus an bg deploved r?é‘%%!@g gseb‘fﬂr §Q ST dmin
séwatsozscn@ﬂ éicln&eﬁ b%t—ﬁder@.f(e "N Meét@ﬁicd;rﬂpﬁséé&ﬂ%a@@sté@d%t of
what al gorit hns. al so descri bes

managrshgariersiS9A)- pPe@qrﬁlmfmwmcentP@na@teWr@ﬁn prewide CRUD
(CT&ate aﬂ@ad“l?ﬁ%@ G5 |48 Y capdbiifigs ?orgzan fg nfig@atibh tri-f&%a%gh %r@ with

conponent I'tecture i n accor to an I ment

objens apdfile mmgﬂ%promtlb@, apspingyand indexingsirafgrentisbintagrity, and
cobﬁgﬁ a‘alrﬁ §F§p%g¥f?5‘n aﬁ'l 1ﬁ%€]\%r %? ?%g\é%teat% c%?élgaf?on

rvers rses o
mbirmatlmmihemarmgedrsan@gsad servers 500). A config

In QB FRASHIRER: BT EEWes SR eH LB g WBHiP GRpiatpe undo
arldéedializdtiontaphbiliiesVof thsks or composite tasks (task of tasks), which are
config operations consisting of multiple CRUD operations on individual config objects.
The unit of config propagation is a task and a task could involve execution of special
code and could involve deployment of EARs or WARs in a managed server (primarily
used for automatic database or light weight webapp deploys for transports) and
supports coarse-grained concurrency control (task execution is serialized).

In one embodiment, aggregation framework component 524 can provide the
capabilities to collect metrics and propagate them to the admin server for cluster wide
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object and file integrity protection, caching and

i ndexing, referential integrity, and configuration

propagati on. The adm n server can propagate the

confilguratl on 25 information to the nmanaged servers.

W8 29Ré14Hhodi nent, task franmework conponent BJEUZY018183

provi de operati onal undo andtserialization

capabllltles fo asks or co osite tasks (tas

aggragatipn. mrwraﬁ%ém@ahfthegawé aled sleda gefs o fﬁeﬁgng?ms of

dLﬁ?&ﬁdn'),PchS oﬂ@#%@a%arbp@éme fardhy i ﬁburcﬂﬂaf & t%txﬁterval is

he unit of conlghpro agatlonlsatas an a

5 ﬁﬂdﬂ!ﬂt@ﬁ iBeferehatefas lashdaif, ﬂﬁ)@@Qraga’me iptedal i h@@'U |B@f0re that
fol fi%‘?ég{%,%%p Héy@?%%r SonFABR Pls > gtd) @ managed server

automati c 'abase or |ight
In meglmbodubemmalﬁeqmyegmn 599 analyrepaggregated dnetdcpioatetermine if

coar
SREh LA RORI A LIRS K Petedl, ahl 2o KR Bl el re. in
orcempaodianeht, alett destinations cin béremait apeib sénviceg¥ it dogget,| quele, etc.
metrics a agr agate themto the adnin server for
mmmﬁeva@ g \‘f%peé%B%S‘effﬁW 2 PCT/ US2005/ 018183 - 14
In @66 lepiidirasnt, the MO@MIMG(% (Uneconaisprena 5¢2l s8R based
gets coarser (inp he ol der, t

pclGata ok Brtearalaite SRS e RBFoR T rovifes sisoe at Pefh

mbr'ilfo‘?"nizj%nd'c%nﬂéuﬁtl&%ﬁ%he &siselee that, for the last day,
gregation interval is 1 hour. Before that

lntone e| imeel the; ederaghand sanvien Prowyeongo cpmppna&f;ﬁﬂgd@nes the
abtrabt egﬁcrgfgoggéJWEnd at&dds Ip%}iég} Eﬁq Bihgi n?rlﬁ#oYrﬁSﬁ’on or a proxy or

aggrégated hetrics to determne | Vi ce eve
externaksarvice (nderfyce: &Ieeeceapr@msar@tré@rmMIasm@@ Rynthe service

bu%I %ﬁeﬁ' hﬂ%@é’erﬁé eeres 8 e%aﬁgl' éﬂ%‘ﬁbmtﬂc&ﬂuc? (r)rbegsg?’ges are

ns can enai | servi ce
rogieethat reside in eomeathmrseb@ra‘ﬁbfr@dsemlee qarcneyc i slefings thelsequential

one enbodi nent Soiser i |
meSAgE oS Hestoraet B3t SR psb Bf LR abe blipuy mepeages
badetilonaa pipelirg architectarenialse glbvigesséatel capaigilitids iwen there are a
both nonitori n% and configuration on the console. In
lakge BRI Bf §BTHCESt he external and service proxy config

THORR 2B erédehtid Bédrfig cohtponeAlB1e ¢ defieButie UB and messaging
security and access pO|IC and binding i nformation for

US@“’palQﬂg with atigiputaspand §'@d9|"%s that gpvihithaidsayinaccordance to an
rﬁlrx%l’n%ﬁt M S%ébtt@&ﬁﬁ@ Shb&mBAS U§é’rst2:‘éntﬂ%;9nl§|%%ﬂ!6é‘rlyb5ouped into

us server external services are ext er nal
greugip @indtgsours awd eserasas Aglesg &0 a roleowhieh it araNtedkasagss tha

regchgE% qYlggag?rﬁleeérs chR itfertR é’én?l@e eg)ﬁéi}fn%%twl%e A&t hEssages

Ssage processi ng
ormrwa;e:proprdmg/whmh pm\pdm sanites mqiwendasee@(a@ mbmeson

rchltectu It al o) S searc

in@aB sl ok o splrwlnSft P g ugéiflp dbtine shared
re§@lrees Gch 29 (bl ﬂoﬂlﬂﬁtecﬁml temnsidier/SalLs ¢ofeb Sereicep Definition

516 can define both nd rress?oq g
Language), WS security pohmes schemas, ontologi€s (category schemes to classify
services and service providers) and transformation maps that can be leveraged by
multiple services. It also provides search capabilities when there is a large number of
resources.
In one embodiment, the monitoring component 520 provides the monitoring Ul for the

service bus system to show alerts and metrics.
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users along with attri butes, and credentials that go
with that user in accordance to an enbodinment. In
aspects of this enbodi nent, users can be

hi erarchically grouped into groups, and groups and
WQaS/1EUR? bel ong to a role, which is granted® 805/01883
a resource. Messaging users®an either be service
consurrercﬁ who can s 5

Inang grakedimGps, te m@n?%@réessai 08 %{ a@cgr%rir@?emg@eqf\ﬁgwices

antESthapRSoulcds PREVESFOSUH 68 Blis iHPARUOESE Tedir, BtagARNPAIduction
518 can be used to define shared resources such as

aretalisepatate vanilia genvigp husipstaliationsDmportallowsspecifisation of
e%hﬁieH Qﬁbcéﬂcad&lﬁg%%\)ion atétifs! 4 tﬂ@!épﬁk@a%h 9 486 ke

ont ol ogl €s (cat eg schenes to cl assi servi ces and
imported objest alveatiyr eysta replacaos keepaitiatae repelttionef be
oGP al T LI THI 57 Inghd 1337 B Ut o e
samstypeces. | n one enbodi nent, the nonitoring conponent

520 provi.des, t.he, nonitori Ul f [
In3358, RS Wi oS Vhrsppt P38 ool ffBaes o
fratfhdwbiR20 Phiih §bWBtranshorts rang@sltﬁmwdﬁmﬂP(Sb}elfMS, email, FTP,
i rt/expart co N allo vVenment o
g QNS RUCEl Serdns HeiigbisMea@oi 2l il ypridransorts out of the
bdX) §¥Rdrbadr poRSibIDSFEAMIngSkaNaBIlifY) thdSeagk 6fdedifg antie al |
separate vanilla service bus installations. |nport
regueSiigSRNSE I ANAQNE WAY BIeSSGRA 8 FHBRR & Deci fi c

fd | i i inkovi
G RS D e b Ao

frarmewprk toiplug indiea euskam séagsisiiyi tha user anthpigyisiesde context
SRR R ek AL RLIhe ol O KBndd et o
sdriieepraqysport and transport SPl 526 conponent provides
g e o AR ) e By g
erfly thraugh d:ﬁhdiab"?/elk/lsse dlgatrogh heandlet meﬁage\mﬁaging, logging WSS

transports out .of.  the hox. Wwerever po e, .
Propaete AR avigpriionitiaped jo nolges Geied WEF ik Servce proxy
(irfk%ﬂh@?hﬁdrlm ﬁﬁgw@}um%?amem}al wsaaateqsr@ties.zup |toor t ed.PI

n one enbodi ment, the pipeline runtine and. s

Insne eBberiment: aa%#pa'@éhgs 2 ﬁﬁmw@eﬁa‘a@“ﬂ% (&urpased
addtesLBor EQ&%EI&?X sbRAcd i @i iABSLINY Shoulssuridéhdpeit et islfgistered

managenent a nessage flow through the request and

witle 8 sendee @irgniory nser example.dlesan avemnoasaociaedsDL, security
S5 S oI R REROIGGRY RIS g et
sép@entcaaf stages repnedenting aswnebrpachiag ong-wayqugceaginggsith. A stage
o0y SR8 P s 80 oA LR PGS B, Hobing it ned

A pipeline is a message processing node that can be part of a message processing
graph. Below is a very basic overview of how messages flow through the system from
an inbound endpoint (a service proxy) to outbound endpoint (typically an external
service or another service proxy):

Transport Layer = Binding Layer - Message Processing Graph - Binding Layer -
Transport Layer
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20 (i nbound) and invoked (outbound) external or

service proxies. In one enbodi nent, an endpoint has a
Uni f orm Resource ldentifier (URl)-based address. For
examf a service is an inbound or outbound endpoi nt
YRz 5(154415%3@ stered wth a service directoryPCHB2005/018183
exanpl e, it can have an assodfated WSDL, security

settings, etc. Arouter is a_nanmed collection of )
Inangcembrdiment, Hie@essr06 RFOgesHiGaraph I%waa@messﬂgesqra@%@mg

ar’{&eﬁéﬁgﬁlétnbﬂ%aﬁ té]@blgéé‘% g(\j i iW@M RInAChaRS %Q?rimarﬂy

IS a user-con OCGS I Ng ste
denl withfoomrauicationFandt mﬁ@qagetpackmgmnpeckln@. meswgmemysmg and

mEFEERGh A BRA5 f WlseiaRbBs gL Of a ressage

ces IS a very basic overview of
lnhma emmzhgleat ﬁhmtnanﬂmddgyertm Eespymmbm for Imamdhag comipustiehtion

. t t d
wifif % Bhvt {Rsfiiidh SPABRIREYt cbR AP BhOT H BrER e Polispunication
protoesis) sudh Q@HWE’[aé{idaNde,_ a’-hd?lE mdspmglb@e'ﬁr généﬂ%fl @6nf|gurat|on
cessin i ndi ng Layer . ranspor
infasRSHian G ainBEIUGBAH08S B8 thestapors YRy nsport
héa@%rmﬁﬁﬁé%aﬁd%%éésﬁ@e%ﬁ%t Ithe Yl’ﬁﬁﬁﬁ)rﬂl%?éﬁﬁﬁna deals with raw
processi ng and mani pul ati on can take pl ace. hough

bytt¢ﬁemEthﬂ &rﬁyofaﬂwﬂnt@n% ﬁHP@mIS@‘ért@TEPPMPWﬁC mﬁ;aagwbjﬁcts such
asSRSENELE 8 I8 I\ﬁé&aﬁ@ %@Q@s hRakbher RBaGiidhe, thg‘?r%ﬁék%?t layer is

processing an ation can occur In these
simplyvier gettiag mesea@eSelngw)m@ﬁtof thensysteransibdees m@tymrform any
mé&gg@ﬂgﬁ B{:ﬁ,eggrgeh %thg communi cation wth client

an

nati o points. It can support a variety of
In cosrambadtiment) thepbindiog ddyer issprirhardly respoRsibrediod peckirgand s

r espo blLe for qener confj gurati o infor ion
urpBRREE e estiade. MRS SR S8 undltictnic ey bahEelhe Hanspor
layest] wmhtde*alsemewwnh bﬁéd&éamsy\élﬁmtﬁea@&fsﬂswhlch @BA 5186 @ richer

content, .t he tran ri mry deal t?‘ﬁ Jﬁnrawl

mM@ssage GoRtaxt éeﬂ"ﬁ‘?ﬂ ﬁau¥ © {5308 s g layer can use

or-d&NERO pfoceBsiag td svdr@aﬁmu@a Atdssa§e'ahd uaﬁxam@m@ 888 until it
of JM5 Message cl asses. | n another enbodi nent,

is PPEPRAIBr-t | ayer is sinply for getting nessages |_nto
In %ﬂgﬂ%‘r”enﬂi‘odm@qtsﬂ‘éttﬁ‘rmlng Iageﬂ@%?s@wﬁer%egefcgw (gﬁ@é’essing is

nanlpu atio message cont ent In one e

perfeempd an tiae inhpend side psaokitifi processigoia sietsraninast b)pﬂilekl ng
S v
cop b oliPEABEERNSeRRSAG0Ey Of LG0T S HinRselfit
dememtmgd by the donfigustior afithe dﬂsﬂnaﬁcm semat:erln anbthen eadodiment,
icher nessa Gy ont.ex t| on.
i Bireihd iace el et ey Talied F PayEhHalon Hhcarhlers to pertorm
itsdasklemand processi ng t o avoi d unpacki ng a nmessage and
unmar Sbh"’y-i nlg‘:j data until it I ? l¥
In one embodiment, routers are responSI or 1mp ementing the request and
response logic of a service proxy. Request and response paths can be implemented
using one-way message processing pipeline nodes that manipulate the message
content. Conditional execution is made possible by using branching nodes to
determine which of several pipeline paths to follow. The request path typically ends
with a routing node that dispatches a request to another service or service proxy. The
response from that service initiates response path processing, after which a response
may be sent back to the service proxy client. The response travels the reverse
direction through the message processing graph.
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20 I'n anot her enbodi ment, the binding |ayer is also
where security processing is perforned. On the

i nbound side, security processing is determ ned by the
configuration of the receiving service proxy. On the
W28 (Iat#5%i de, processing is determ ned by PEEUS2005/018183
configuration of the destinati7on service. In another
enbodi ment,  the binding |ayer is serV|ce speci fic and

Inrene ebegimenhRIRRINGMOGRS saR RAtyrRadiniaPnepithras cajegqries:
réq%%t rédpopse aRARABK. Teuest ;SiHélﬁfe% 6 Bsé@ W%ééé%'smgftﬁé request

['émenting the request and response |ogic of
P@ﬂ?rﬂflad'éuﬁﬁ reaaerqawseam@elm@g gomyeedier pEsGesaingdhe response

étﬂpEF‘rHPﬁigSﬂwes”aﬁ-b 'q%e& ‘%Y hHﬁ&lé&%dOér%Qﬁs%ﬂsQ&d N B &
that mani

nodes e nessage
s&pandiet sestiomn belnm Amderfrom ingicating Mplpemebg/ pumpag, the type may be

o IR i e Y0 g s oo
toethdsndivididl stagedinriplergemtatien.t hat di spatches a r equest to
e .or_service The, res rom

th
P Ba apnie fistiie FESSadpRneain OrkPos 4 BB ncesp Bay
eiBbaiment./ ASPRABEnedEOVRErcuEsTs cBA Miplemednh theSrrbMEstResponse logic
ro client. The response trave] s the_reverse
Ofgﬁl ?@%FP&EO%W%%@ H‘qsﬁ%&?@f%ﬁ@%nq) Pipelings Ebej%&ﬁﬁt apgresponse
p&ﬂ%&é&ﬂé&%a%@d%%ie%é&%’nd re%ﬁoﬂsré &ﬁé}ur@ﬁ&% H&dtther

. i ne nodes can be t I nto one
( enaelm)pa!é@ode ') and eaqanwr&t;béﬁslét% &)g&al tree SREQ*UE%@" message

p@bregédr?dggﬁaméﬁ HREEMbOGinhe mﬁﬁgﬁéﬁeﬁtg %Lsfrﬁ'gbrfagﬁﬁéﬁb ifferface

reas response S are u
ampd/ocprotnootthahis compatibleewitiptitelmegsagerprocessinggraplrA branching

e BF PR sREcuPR B Ko IR e o Gighe RlBnches
p@fqmi amer‘equpsﬂrpqmsetdr@at?]m?gh glmy)nb embmslaﬂemtotheeraessagte

prbgeseing bR GRS 808 GR5r oVerviRg &f BEEYif aro s ivior, making

botARbetiR ddiohs and brgnchiy dondiiads eRplidit parisraftiee ma@ﬁmcemgn
pr ocess| n’% graphs. in accorgange to an enbodi nen

rafsiitheamed H‘Soq}'@m qdespiaside eha Piﬂ?ﬂﬂ%ﬁ@ﬂ? frgquest message f°"°WS a

p&RGH BTt/ RSBRSIPRIrd R the n?&sﬁée ?r E¥ih§ Yraf TheUskbdated
message processing pipelines. The request and response

r%aomw taavel arpaih wheye\mw ﬂﬁ@ctpedhr@yghéhmmeégmgr@cessmg
P Rel i ne nodes together ("pipeline pair node") and
ofgani zing theminto a logical tree structure or
ImeBe egwodinerdes siesgags RIvGessing graphaapdutiude one ar modeinstances

j o .ace and/or protocol
ot e PR Sup B b fes 48BL 2 0c o oceasi hg ot aph.
oA mpeln@hnbmlgnddis (iBBE8. al | ows for conditional execution
ut i ng ggg% at the ends of the branches perform
anﬂﬁ%g f¢ hse dispatching. In one enbodi ment,
.W}@uﬂ@@ﬁ@@@("m'rpces& ng gr aph allows for a clear
overvi ew of a service proxy's behavior, makin .
Figure 6a illustrates a message pro cessmg graph having a single %lpelme-palr node
600 and a single routing node 602 which is configured to forward messages to service
603. The pipeline pair node ties together a single request and a single response
pipeline nodes into one top-level element. In another embodiment, a pipeline-pair
node may have one direct descendant in the message processing graph. During

request message processing, the request pipeline node can be executed when
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both routing actions and branching conditions explicit
parts of the overall design, rather than burying them
deep inside of a pipeline stage. A reguest nessage
follows a 20 path in a first direction through the
WR2U5H&H4BY ocessi ng graph. The associ ated r eRpHRRa05043183

travel a path in the reverse-i8 rection through the

nessage processin raph. Ipn ope epbodi nent, a .
vigliag 2PN RN YhesHokars g 1EP path 19nEpPNER PEoCessing, the
rdspEhSEFIRBlinPhodd ¢ffpd BRedude! conponents (Figures
6a-6b): 25 A pipeline-pair node ("PP"). A branchin
The trutingmrde can Rerusgdita geFome requastiespeisp eampinication with a

sérvice i éé‘écﬁéaﬁce“fﬁ?z\a&@%%dig@ﬁﬁ $h 8% @mm%%&%iﬁ'ngé{,@%%uting

pi pel'ine-pair no nd a single routing no
node Eipresentothei hpundarythetiveemeaquestansrgsponse Pocessing fothe

5G9 sK05, MR 4B S0 ol AL AR B0l et
proogssiny il conbielerst ovelr iWhen tiee routing addeesdeives a response message,

i i ne-pail.r . node have one. dir.ect descendant..in
reBEesL BBl hRURE, T o Pien A 1S« RRE O Rlpel
rodting as weligs dutisoundaneisiesposd trarsforattionsIWhethek eonditishs

when. WD, 2005/ 114452, PCT/ US2005/ 018183 -18 visiti ngba .
arpﬂeaém%%@&irpuwde\méw indle Mesgee ROCESIIRG PEPh as branching
néRBAS 0P 8o OGRS Sintthe drilSodifmean e ubBhd AbHE BoBOHB! KR any

be executed. The routing node can be used to perform

dessgndants integHarN.communi cation with a service in
i . t hi .
PP At oSty BBRieing fraph M bi2hchifghode in
agsordange o Batemadimentu Bsanching nasefiflésaliops resesising togroceed
ddAE exALHY ORS d7's¥dal JARIhId PGS ¥ds! oadpRdR d’f'tﬁ&%‘ é?rﬂgédi%ents,
request “message, request ~processing'ls considere
branehing vhe betdnigen by i simpleddekupetablewdith eactelsiaods kagged with a

SRR SR PP “EIRP T B ESagn Brls kil PGGnate
agthiellookup \amiadblecfopthas aode, amelfitsrvahid carsbe Wéed toadetermine which
e el o PSR eSS e S B2 e Ryt
brafich Refoliséd. Setting e SaRRATIRS lookih Qaridbké A9 b Adfe Beffre

not have any descendants in the graph. @(aﬂur e 6b

repphing hebresch npde o BrANGhINg s Ry Seierd dgscendants in the
grapRIGHY 188 eB&HBrankh irfdRigitRcRfAd BBn&ibodi ment .

Branchi ng node 606 al |l ows processing to proceed 15 _
Incep@re Mept, sersiest prosessing begins abihe rpat ¢fdhe gmssage processing

OB EloghESE R ML el OB A oDl e Yo
message is conveyed to a pipeline-pair node where the request pipeline node is
invoked to perform processing. When the request message is conveyed to a branch
node, the request is further conveyed along the selected branch. When the message
is conveyed to a routing node, routing is performed along with any outbound/response
transformations. When a response message is received by the service proxy, it can
be conveyed along a path which is the reverse of the path taken by the request
message. The same thing occurs for any request path that simply ends without a
routing node — the service bus initiates response processing and walks back up the
graph, but without waiting for any response. During response processing, when we hit
a pipeline-pair node, we execute the response pipeline node. When we hit a branch
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sinpl e but unique string val ue. Avarlable in the
nmessage context can be designated as the | ookup
vari able for that node, and its val ue can be used to
determ ne which branch to follow. If no branch

WR2RELHPhe val ue of the |ookup variable, thBnl/ES2005/018183

def aul t 20 branch is fol |l owed® Setti ng the val ue of
the.l.o varlablec be done before reaching the
g% iR TRER 55 DRSS FRAronRe P ulveved faingislement ina

pIREEEEd BRIBranth Whén tHaf raBbonseTiallp Fe:RA6YH 1 RIOE Bf the graph, a
i ncludi ng the default branch. In one enbodi nent

respaessis send sk tm@%@gveﬁmatch@miéwh@@w%ﬂd be @nﬂ@géa@@we or
sdRe PGy} 9raph when a request is received by a

service proxy. At sone point, the request 25 nmessage
In eneceymbegiment,@ny eigmentimay @mear @btj@ rabbofkihe message esicessing

g.%hﬂ €bha%f ﬂfédﬁn{g%st biveals %eggng gsrt{ u&% %ﬁ{lﬁgagﬂ?ﬂtge top

e reques age 1's conv ranc
repe&geaﬁng the énfire Igeaph: dhemyie ehlsml mrn@strh:daos ehemte& tvd elenednts may

o Skl PRIl P, srld MG HieshS 48y "Bidbn RS Gt oether

withaun sf braneting nede IWisstweern. a4 [l regamemsbtgachnﬁg r@bﬁl ptafch may

e it ERrerE SRRt S e rSith Ry DR BN SGAtE A & routing
nddRgaasther Wlloﬁé@b?? aipipdiifk fpﬁrr%@%e‘é ahSthePMay have no

e ath that si y ends wi t hout routing node
chnga é’? Rateeevendnithy n@ﬁﬁ'ﬁ E&$y @?ﬁ@ﬁ%‘é""ﬁ? Be des¢anganiscsimply
méBh&thab ?édﬁnge bFstes$ih@BBgin8 fthmkiay b tN& Brafch E%%le%[ﬁﬁ In

response. Dur i ng response processi ng en we
genepall hewevnli @ Mrsgage processiog gwphtia Ilkejs foeerpe i m iorms for non-

oA 5318 B TREN Y OASBH 152 i gy o oo

fobowted by arrestingisada. §oc operafjienhl servides, ﬁsieenesﬁagermbcessmg graph

S o M T e
ndmdldlgopdram withteiach beandhctonsisting bhe bipsting-paie fellowed by a

[ Vi ce proxy). 5 In one enbodi ment, any el ement may
rog feAP%4t the root of the message processing graph.

InOhe erhbddifieht, iBUtest capfbed WddayitAEBDINBassd $Svibay So kiesé is a
aroutlrg%?mnode at the top representln the entire

negdigperipHE AEoGas SO LAt s OPUBlioh-Spe G- GFRAlDBIANaR yRsuiring users to
mSh@é’l?%ﬁﬁﬁLWé a B@n&l’ﬂﬁg HSG’e bQQéH &ﬁfbpet%%n & é'é’%t@m %éi‘ﬁ)rowde a

i ne-pai r nodes Ty hail ned toget

zem-gﬁailaufg mbla@nphmg@pde&wt athwe@ab@@ches basmcan opgration. A
brﬁﬁ‘&hg&’r{ Bé‘ﬁrba@d’ foJr gagﬁ 6{)&'3%5 Befthdlf c%u‘f ﬁlree%ékvlgé SA% e EH branchlng
one Dra late

nch termn
variatiie, Caalrmftdwrsedzg/$merattm1 ovved by a pipeline pair and

DT T Y R L e R
whileaostitd) aﬁahdaimcm&frs while traasfogmhggs;mrlthy@fﬁ@frs a\trﬁbwnh‘farshallmg
owev

el LR Dess ey Qioiate HEm 4 KRR 2GR dauii adls or from the

bihdihgTeyef,ds thatis where most of the router logic can be implemented. In one
embodiment, the system provides a mechanism to handle these errors by allowing the
user to define error handlers. In one embodiment, an error handier is essentially
another pipeline node that allows the user to perform various actions such as logging,
transformation and publish to handle the error as appropriate.
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15 operational services, the graph is likely to

consi st of a single pipeline-pair at the root

foll owed by a routing node. For operational services,

t he nessage processing graph is likely to consi st
BT singl e pipeline-pajr at the root, PFUYBLEHISS
by a branchi ng- node based offoperati on, Mﬁth each

PSR 5P AR TP e o o

wih e foy é\lérWﬁDéhrﬁ@ﬁ@ﬁé aRd ¥iage withih t."Whéen bA efror Bé‘&ﬁstapns handled
?erformﬁroces& ng that i s operation-specific. he

Rat
Higinpeigwmops "H&%b‘b"%%'"ﬂ&"%ﬁ'ﬁﬂ‘é!ﬁr y OF §XRmgles & adransformation error
o8R8 FiThBAraneHemMBASS 988, RBSH BE 'hQHdIeH:?ﬁl tﬁéﬂsé &5@ ﬁ@ﬁor—handler If

rovide a zero-confi uratlon branch

ng gHematreckandens sﬁame%atsw iban bedead adrby fAe nextlayel error
h&ﬁ?enbﬁmﬁfh%é‘tﬁi offg{ @ﬁlﬁhé’tﬂﬁ{z@dtﬁﬂs gﬁfré\‘?s‘io Eﬁgaargsg If that

servi ce and vari e can
enser Emskeratoes mot existitds tlmm handled bwhartguteekamgerror handler. If that

el T AT bR Edro et iR b g °
Figawe 7ii$ gn diustraiormbi éreonj}amdm@ed:dpesm aettordétnce'l’cpmm@hbydment
te fro rout i

Epd5E% g bix Fin SR fn orhandSicop. £ PEF hasheh e fiure,
th@g}oebﬁlevemrtcﬂ'malndwr @c%rqmab@tl dgfdr@fm‘ﬁbeﬂ.lr ha r@?ﬁh dde 704 is at
oal em provi mechani smto andl e
e BTV R3eoPgy OB Tl Nanler 6t Hsbpeans. Sraphler at the
sysudifl b scdpe Z0BwelNE O xﬂﬁfl@ed P&r &bfp@hné‘ gb 'tﬁ?]t does not

essentially another pipeline nod hat a
caigheits pWn REiorsy the GHPISHRAN Riepagais f%m,ewla%hnecﬁygpﬁ d02. If no error

P e G B0 B PAS T Bh] Behope e

Evere cemporentehe jt séages pinsling antiuter caarhaye aroerforuandtérflorone
eﬁlggdlﬁf%{ ﬁ'lcg% rg) BH %Mlﬁlﬁy%ﬁ% ltnoia%#o% a&%&’ @ t?,{ ith any particular

stag@ or pipeline, esrorsaﬂnat e@burhrythel"tandm@ yeroait be handipd dyitheg router-

1§ eoc WRRAEE oy thalind BfiBa Tayer s ma podly T sevsrahaindes.
dé}mnﬁimgtor&hh@&arﬁltyelsrp@rfohﬂhd|o©mnt1drf|cé?tlotth§H%)thnrl]ple blndln layer
can then be hand

orfdrs et RO AOTP I CatabRFHGh Bl Ao GG RREC a1orioR Bandler.
Sxﬁ‘hlﬂﬂil iBARdihd Hyeﬁ@ﬂb:%'tﬁét ddefr dlidipa ?[IBI%th' dﬁéréﬁo"i‘ﬁﬁ a ﬂJCE)hsh stage

error handl er does not exis it i's then

C%‘;bet sRUGHG By H1e Hagedevel siser hansiareln onet emh@dlmenhuanﬁmpty or un-
cdn"ﬂ@@reﬁ ik ﬁHh&le? bé%&mdaﬁfb‘ﬂcit Flé{llﬂp g??e{)}{fyrg{angl%f 8?5!9 % Sar

hé error. gure IS an | ust
prﬁwﬁw iragsfecasiion example, df thastagetlovelervambaddieewas creeded but

g8 ofBRICRE Hikh AR erkf RhT -85, B b Rratauraghigty

Inloardintrodirnentuwban ghterer lhandlet tant fimisling prcrcessmg wmhrtme of three
t.he r.out e 706.

-l eyel sc

a%ﬁ% rﬁ[gtr%r{aplglangtcopﬂpge efr@&{g}/hrgw ﬁ gjeans trfqﬁéhe error is
rettyoineand el bestwa&dmﬁtnaqwxﬂsévgl émaler FOhless specified, the

egg Lﬁeklw i ne. st ?ge 700, t hat does not
default behavior of an error handler is to rethrow, which is why an empty error handler
behaves like a non-existent error handler. The reply action means that a response
should be generated immediately for the service proxy client. All further pipeline
processing is immediately halted and the response message is sent based on the

state of the message-related context variables. It is therefore up to the user to
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catch its own errors, the errors can propagate to the
pi pel i ne scope 702. If no error 15 handler is defined
there, the errors can propagate to the systemlevel

scope 708. Every conponent, be it stage, p| el i ne or
WOREAIYEN have an error handler. In one $r95(018183
since the inbound bi ndi ng I ayer i s not assom ated with

ot e tis it gy 6 GaiioB Hesn artialis o6 Recroianalo denerate a
me@HRighe FésPonbad Afs8hge.Cut bound bi ndi ng | ayer errors may
occur i n several Iaces 20 de&endl ng on what entity

The cpafinus agting ‘%B?ﬁﬁﬂ‘?l CORLINYHPIPE fé"?ﬁﬁ?ﬁ"éﬂ aif fgj afepr occurred at
all. @f@éessﬁ{d (%rﬁmb@@ét WR&tEVerdir Hlt"iﬁe EHHF wa¢ Isﬁ@d’és@ﬁlll? 28limed. This

by the routing error
Mgy edte ﬂhay'dne user gerfi gur@thecﬁ,rtqmaad&er iyfiaup the c@ﬁext variables as

th%?‘?ﬁ%f ? 2th 2 Stafe HI%IPL nscg §¢>é”&§% b 1k fest RSt § @LHQ% Y. {A/H@ 1,80 grror

error ne e
handlemonsunfes@mramrepmoessmmsemessw |ﬂthataonmonbnt associated with

PGP e et B 5 PSS an oo

odvanslirea st@e andlet ertbrinandien austrmatedlf/wtgllhacktagéwmhduhf% the error,
error _can "bu to the, next |evel . handlLer. .In

thEhTacssato UGS Wi e ns SiacR b ecibelin’ 44 K fisi stage has

fillsIRsEsdcagsiy. Mowe e if thBfeais nodsior BARdIef E6ATIRYSd WRRE lthe stage
and conti nue, The rethrow action maans that the err

oy, i they rfaraRAles rRfhiaws; the jgarop dheAuldibg Fonsimed Ry theen,lgpllne-level
efor Mnd@nﬁ'|38rprobl§1§s‘ﬂ1°gsre§9ﬁfébfd39ﬂhaf é}ﬁlrégldéﬁﬁé‘ Wh Hlshed

behavior of an error handler is to rethrow, .
exgeyting seegespiudy.rrar examples if thajdtipelioe wasca service request pipeline,

th%ﬂ%&ﬁa?&)i%ﬁgylﬂ{ S{bgkeg@nag%g?%ﬁ?ﬁ RISt £ d‘?}g{] &R?r—level error

harid@rsmmmae ispidentjcat ta l@pty ag\the fhiext Bbtion pﬂtegreaumessfully executing
ed and the response

thﬁegggg glgg‘dlin@n% F%ggh%é K? %g&‘%t ate of the

Slmee $ragee embatimebnt anteeror haadierisljest.anbther pipetins 6f carcbelp

t he usr to 2005/114 52 PCT/ U 5/018183 -2
iU Tica e T RSB O eyl e PHPYSHELade ey be used to
sefy érbdH rRifiestione a6 sERF Beivited CIhetRineformalieR Biage fmdy be used to
meg%?onse msssaqglg eThe continue action is used to

theuronimg ypiatles Gl S0Mme glages. foweyer @re Poirlloweddq appear in

abrroPhdndIdt ACBRSThOMeROMd PH&HibIRd é‘tﬁ@é Ruge rftinglstadts
error was successfully consuned. require

Intaggitionde the siandaidfqagtexé varables, ﬂlaﬁrem a/v@addlémal %oniext variables
aJd]Sbl%qataﬁ)grroY%%hg@ Fﬁuﬂﬁe ﬁaffh@ge \} l&%l%%egﬂﬂén the error

GRSt e~ T ot af
handierris lrtvahenl end etmauumtmﬂyeremved i noueslyiipejinequocassing is

ol S AR b AT 6 Al B,
varfablnhads imforneation mboiutthe esmagad ahereait oecurned. H'aiw}ai'iable may be
R 8 oo LS, SRR b R e

apuistishing =l trdnstdimatibng Theasiror haRdieh Athyves essdifylthy contents of
)J—IO)MB if there is no error handler configured with
$fa g{%&@ gethrowing the error up to the next-level error handler.

$faultAction is a special variable that determines what action can be performed once
the error handler has finished executing. It is a simple string-valued variable that may

AL 1)

take on one of three values: “rethrow”, “reply” and “continue”. When the error handler

finishes executing, this variable is examined to determine whether the service proxy
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or if the error handler rethrows the error, it could

be consunmed by the pipeline-level error handler. If

so, processing resunes as if that entire pipeline had
finished executing successfully. For exanple, if that
WORUS(1MShas a service request pipeline, 15 PGRPS)$5/018183
may proceed wWth the operatléﬁhl request pipeline. For
the router-Ilevel error nder, continue is_ identic

shepldl ggihtpw Yie QIFRY: FRplt '”HB? %tﬁ'yéf’tﬂé? cligrt GéQQ'thUIe;PrOCGSS!"Q This

vENtié! s iRBialiZddBolPVEIRS of TethriwH 58 aQrdn%ﬁﬂﬁ@ﬁ&r lsthdca8sary to
client. Since in one enbodi ment an error handler is

change thayalvertoither fceatinug’ of Faplys if tee Heerguipes joshenge ke
d%f%ﬁlt?étﬂﬁfw Bé@%\}lbﬂﬁ nf&orfsAgRele. the publish stage may

send error notifications to other
Irseneyembedimend, the anstest isw property bag Each preperfie(ivariable”) has a

oA A S5 RSB S B pod o rorons

plegesbethe n%séage mti@;mpehrtef% welbas o hald leMldnsatIOhEthe inbound

routj.n ta In ad to, the tandar

ahd phledind 8 e el VaaniesIBRT alfe Heifiicsd during

pRéné pﬂicesén an oeleremﬁbdmdhte bomtaxffvarr“ablee oaaméqhampulated with

These vari ab z)are;gqt vvhentF ror ., 25 h dIe{ IS
BLePrastions Fingling gegdnay Nty ghanipulats the context as part of

ﬂr@"ﬂﬁ:,lﬁavﬁrpr ocessi ng is resuned via continue. The two

vari abl es are $fault and $faul t Action, The $fault .
Belaw isiat list pbihesystenardatnederrigd variables & org erhedimest along with a

bh%f SesCHbidHin a-EEbﬁ.iaKE% i@&l\ @m%bi Pg&;-\t used along with

her context varia m condi ti onal actions
o headerrg eeni@insSOAR h@@d&ﬁss‘m @P@messrmfornatu ons. The

f
o RS e B P TR SONE BT T

erattachinents — emntamsmmmkbge att§¢hadritéct i on i s a speci al

HOATHL s S A e, AR et
epubAPIde- SdrthiRg infarmetibn\aboutihedatgetbemvite wherk @ raessage is to be

of three values: "rethrow', "reply" and "continue".
S§PHen the error handler finishes executing, this

o \GHerane- idenfiicdthe Sénfice gs&g B‘emowbemgahvém (ﬁ‘%F)}zSiicS‘a%Ie).
proxy WD 2005/ 114452 PCT/ US2005/ 018183 -22 shou _
o fatifir sentains iaformation abgu aneEEr takhas pecyrrd dyringrirogpssing.

o‘?QWd?fdﬁ —%ﬁé‘&ﬁ% '\Aﬂﬂat adtiirSshotff békeniaftel Bkdduihy 2R %ricP handler.

a val ue of , SO a transformation 1S necessary

I one emaaglmqmehaadea ebomzs aptl etfeehmenistreprgsentdhe statppithe

b of 2550 % ARS0AE Seos I MR (BRI ne ossace
cawbe extomplished rbypaodnﬁylrlgaigeséaaqudmsn gdesy veria{ﬂes an@l initiplized
l.ue. Pre

uSBf s oo RSB e (BRSTEL A s SRy oy Eniiack DS fo eopstruct
afRBERIR messdtR Wh@eﬂﬂsﬁachliﬂgwbthea%tvﬁbebqe@ v.afroutmg)J Aln

about the inbound nd service end
RaaREe-tIRied VARP RGP 85 HedPIale Y BRSeoRUE BrRAesanapHas and stages.
TRERBHAKIES Bfé’é‘rﬁﬁély%epbﬁdém%nﬂfmé’gﬂbé“?r'itidlﬁe%!qﬁ&ﬁmally

vari abl es can be’ mani pul ated . .
When a message is sent by the service proxy a choice can be made as to which
variable’s content to include in the message. That determination is dependent in one
embodiment upon whether the target endpoint is expecting a SOAP or a non-SOAP
message. In the case of SOAP, header and body are combined in a SOAP envelope

to create the message. In the case of non-SOAP, payload is the entire message. In
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10 XQuery expressions. Pipeline stages may internally
mani pul ate the context as part of their behavior.

Below is a |list of the systemdefined context

vari ables in one enbodi nent along with a brief
WeIWBHHHPON in accordance to an enbodi ment. PGEE}@AS018183
cont ai ns SOAP headers for SOAR- msssages 15 body-

cont ai ns_t he SOAP_body for SOAP nes

eithertasgelh the servigaispriectag §§©‘3"@@ftt§dhﬂ% ﬁtl\&lME PRBAgeFan be

RAAbIDIL Ui Hles¥aRH e SREHHENBUSIbIENA!

recel ved the request bound - contalns | nformation

Thp digedemnariahlayeantains any §Qﬁ%headeraesmed withdhe message. It
pﬁﬁfg to £950 %W@édé?‘g eriaé’l?%fhfﬁ I8 Ieksb% §?6 ¥'e?\?erf?% Cff(t}‘le case of

operati1on bei'ng invo
nom&QAHﬁ messségesmxt BOAPahesaagas yhat have nblieadass thec<SO©APtHeader>
faul t,Ac speci fi es what

% ‘%ng%agrﬁgclﬂes P Vé'f&'ﬁo 3'1’? Stelng%%é%ut ing an error
Thaddg I\/arl?ﬂle rep‘rESmtb?ﬁ} dﬁ(&etmeésagd fpla%/lﬁb@@nd pothtstoa t
nts re e 0 e e as |
<BOHEBORR Sighrehdn ok canpor HOE sissng0on 4 SORBPEGH s grtracted
frohftheRpSaIBPe 2hd GRBIghEd & feBYdy/AREbIBY If RSinbks Ak %h\%‘ﬁBSOAP or

vari abl es. These vari ables are |n|t|aI|zed using t

naip¥Mhgthepdhe iflkmessage coaten)s aeelacad within grswly amt%d e
<deREP:B6 fﬁéléHeHPtThu%nth%%%’bé‘ﬂ 4PRR B @bﬁ@ and fon-S0AP

|spatc her servi ces g via routing

mﬂsggmwwg é’l%ﬂlailab'ﬁ Aifl the same \cqmva lecandowitly theesame packaging
The vari abl es are

(&étl réﬁéa?hn epen gdgi g@ﬁ%m be nodified individually.

The atfaehrmentawadalje hokismytaﬂaghmatsassocnateqowmmeanessage Ina

RS PR B e A st BRSO v

one pabdimierit forasaeh ieditiddaingachmmpat) Theseé Beals-cleneerita castain

nfoten kot BF Eappnenflusmec RemAuBlE heedors) o nehos e

afthdNthétit\cBhRBE In bep&dts of Mid SraboEmRAL AN dtfachhRnt dsmedt can
non- SOAP, payload is the entire nmessage. In WO

'@W@/tﬁ‘iﬂ@y‘mﬂﬂgﬁ'@%/ 018183 -23 either case, if the
e CINtEMAD Sa gmaw Uﬁﬂué‘i-é@!?é?ﬁs @ﬁét iddrtfiBs hdhidMenpqditage

can be created out the resulting nessage and the
o fardinames smqf@mtae "Hd@ tyee@pd subrypebefdhe @tfaghmentany

%Ee@-?%%@é:fégé‘géﬁh gexv{ééﬂh@g thd BRI ont ld enddRbA! S

o (Gantentddasctiption £ att@duala@cnptl@ ofdne B@ABNtressages or

- SR IR b R e PR RR,
attachnadrite represents the core nessage payl oad and
OQ'POII‘I?éI%-éiv(S)pOa.‘SiﬁOH - specifies how the attachment should be handled by the
recipient.
e Body - holds the attachment data.

In one embodiment, inbound and outbound variables contain information about the
inbound and outbound endpoints. The inbound variable contains information about
the service proxy that received the request message, whereas the outbound variable
contains information about the destination service (e.g. the route) where a message
can be sent. The variables have the same XML schema and contain "service",
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<SOAP: Body> el enent. In the case of SOAP nessages, the
SOAP body is extracted fromthe envel ope and assi gned
to the body variable. If the nmessage is non- SOAP or

10 not XM., then the full nessage contents ar | aced
WOCASHI45hew v creat ed <SOAP: Body> el enent . $20Q5d8183
core payl oad for bot h SOAP an%f” non- SOAP nessages

“%Oﬁtagﬂg\‘a E E‘é‘lar%ﬂt‘tg%ﬁsa %\Sllg‘tclésaapslengggute hhatrfc?entiﬁes

tied pamstof theTét&ipiliiﬁt%@hﬁE régisterid ialthe sbﬂid@lﬁdu%&ibry

attach ssoci at ed th the nessa
15 e SEIBOBIRRIE, oo e aBle RO GSIa 8l infeBmation about the service

aﬁur&hwm%fsncﬁﬁﬁgefen%%sthat has one sub-el ement
for each individual attachment. These sub-el enents

PERyidesName nheldsdhe samapbine ?temé'cﬁpf%(iﬁfent (deri ved

vEFRRAbYE-hE ﬁl5§)thé’°‘ﬁ%r‘§f§h @ép{) o sd hnment content.

In aspects of this e an atta ment el enent
Version + tdﬂnUﬁI@s theeversion ouinhgr @ﬂ thensarvice relativedm thentersion group

I
oBo B LIRS B0 5od OB bREIRASE b g semice.
and sub-type of the att achmant
8R4 SRR 85 580 S SR i ot he senis
ahexan dlclutksiheifpilowing elentemes:cont ent . Cont ent - Locati on
w5 1036ies BT 5 ook Fo WHBGPd. o s hegddt by which the
niedeagd arrvet aFrB}f‘aﬂbocﬁﬁOtﬂléj istfe UA14b @de |%I‘\eh rs‘éndlng the message,

the attachnent data I n one

t
“@me%ﬂs any, rié%h‘fﬁiu%lfﬁﬂlsé%ﬂeﬂd%mﬁ seivicassirestosbnt ai n
o @é@é@tk&%p@ﬁ%&cf@ Bonfl ulPé’cithn%?rga%ﬂ BEMRhE F@H%bﬁhéludmg

I nbound vari abl e co al ns rmat 1 on abou

treaspartkeasiens Fachdransperimaychavedisravuspaciatizsticyef,
r .
RBEFER AT RPN B ERRS 8 B JREREBERy gevoncs
upelsﬁu‘gtsans:part tieengstmﬁd The vari abl es have the sane XM
<SR 20 98 RS H rtont ARG 46 ing esponse inluaing
trautport keasiers ﬁa&mitbequaeﬁCogﬁgwéMﬁaforﬁiatlm libé etrtidtate of this
ré&qr@ilthe meoftqeend&glnt aS|t|s
¢ eVﬁ'ePﬁ PN the tianseert BRINg Usgdone
GﬁMéﬂ- IRIatedif #R ddrARUMBEIIGPS 9108 Teglidst- @RREIA)) or request—
i nformati on about the service and can include’t

respensRUtWg-W¥a¥dnent s: 5 provi der Nane - hol ds the name of
olSBBUAGTIEE uﬂ;ﬁéé\fééjﬁuga tyaeeaﬁéémﬁwdpthe tr&HRPbH! IhheldMibodiment,

versi on 'grou Servic
the possible values are “none”, “basic”, “one—way-SSL" and “two-way-SSL”.
e accountAlias — This element identifies an alias to an external-service account
registered with the credential manager. The transport layer can use this value as the
key in a credential manager lookup to fetch the username/password to use on an
outbound HTTP/S connection.
e qualityOfService — specifies the quality of service expected when sending a
message. In one embodiment, possible values are “best-effort” and “exactly-once”.
e retryCount — number of retries to use when sending a message.
e refryinterval — the interval in seconds to wait before attempting to resend a

message.
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version - identifies the version nunber of the service
relative to the version group. operation - identifies
the nane of the operation being invoked on the

external service. 10 In one enbodi ment, the transport
WORMEH{ M8 nt ai ns transport details about thePQESAPI5018183
and can include the fol | owi ng2%l ements: uri -
identifies the URI of the endpoint. For inbound, this
is the URI by which the nessage arrived. For

lrpm@émt)ddlrﬁdm Sa esbage HBbeéé?ngJ%?%Sﬁ uﬁﬁééjXQGeMlﬁmd/or XUpdate

ge, whi ch overrides an val ue regi steéred

tq enBlale e ety Bagh variable 'édh‘é%ﬂt?ﬁaq@phﬁ mwﬁed esan
XeRly eHabld Qﬂhb%faﬁ{éWdrhé’ FGeQinplel e ﬁﬁéefe%ahémé Wah B

transport headers. Each transpot may have |t
agenssiblg in2dRuery asrShemdguest Confi gurati on i nformati on,

18 BRSO o GAEE B A L ALY o GERA an
streameghes musheas gossibbeiar gmampleotha’hmémnmgtréqmesi ia:)ﬁ tredgomse
BR80T R RIS 0. o o

of pass-thei me&smd ttheratrednt isiagtetodechadnail i Retirhe #612RO brvice proxy
bei n - indicates i mruni cat | on

d
tocgarct BT tpT BBVioq ohAETUES Ty FaiRoaP e igsnclbe headers
vériaMb g@ybe unsrarghaled WithBut hdvikl ©ahsRribite thsRdp! Likewise,
eurlt fo thetr%n ort. I'n one enbodinent,” 25 the
%%Fg’én CRrhpe yEPaAFke 'ﬁ%ﬁ@ﬂach'ﬂaafﬁdfaﬂabléﬁés agapssml.'in éhﬁjcase of
opéféﬂory\ﬁtyto§§hould tﬁ?g}‘éi‘%p@lch&?oﬁhg '?éc@.le%'t ﬁ{@%gé ﬂ)e('iﬁténfrhnﬁé the

an ali'as to an ex I'-'service account |s er ed
opgration bring invekad i ibthervanablers Spwqailﬁaswsedl ayer can

d .
S0 PSR AT Wl v
features thatl make iy ®ssthblmtecsecare rr@@saggm&&lay@éﬁbetuﬁeea clients, service
PrRRES ablrSBricks, e e bl thé SRS St Satosiage' "
cdﬁﬁdent:amty meiééage mtémcsdr\yer@md%ntlcatldrﬁéﬁdléﬂ@nﬂéuth@ﬁfd&@ibn over
TS eBsads eV oot iRl intehii 36 fatisr subanticaianyog soap

mabdaRjeR] acuesh eoheslenboth thERSHBEEH alPna8a4d AP eredential
PCT/ USZOOS/ 018183 -25 In one enbodi nent, a nessage

maRagerRentAnd peEiteavdiing |  ze XQuery and/ or XUpdate to
lnflﬁt@&hﬁ@ﬁﬁeﬁﬂ“%é%&ﬁﬁfeaﬁ@é@m%%@@b@s k éﬁe%?meeﬁ‘lﬁ%gable

can be represented as an XQuery varia
saeHly Previderarahifaciuretand sesudlysepdgasapuch asirautherdication, identity

oSSRt U e 6, 108 SRR e
lookup and validation. Service bus can make use of all these providers as building
blocks to provide higher-level security services. Users can replace any of these out of
the box providers with third party providers or their own custom providers. In one
embodiment, service bus security can be provided by BEA WebLogic Enterprise
Security™, available from BEA Systems, Inc.

Figure 8 is an illustration of service providers in an embodiment. One or more
external services 808 are provided by external service providers 804. Intermediary
service bus services are termed service proxies 806 which can be provided by proxy
(or local) service providers 802. Service providers are applications, organizations or
departments that have a security identity. Clients that invoke a service proxy and have
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streanmed as nmuch as possi ble. For example, the

i ncom ng request and response nessage can be returned
by the transport |ayer as a Java(r) InputStream In

t he case of pass-thru processing, the streamis not
VO3MREE 43t il it is time for the service proSA/H¥0454918183
send it to another service orééservice proxy. For SOAP
nessa 3 L he head%s vari abl e cagqﬁkj) u rshal ed
ARECHENIdInLTY G toEeReRMIoR FORSUTRE BRI RIGRNAGE providers are
irer@ iy ERAfiSe 6aHsURRIY BRAGHRR they AR re%gpbﬂﬁ RyBREHrénously or
variables is accessed In the case o operation, it
apyeheonausly tod rggeesti nspection of the request nessage

Ik %rﬂf{;&%ﬂ%&ﬁm&ﬂ@ a?ne&g\@é)y gﬁgglgsggéggn ﬂi\é%‘éﬁﬂcé bud B% external

vari abl e 1s speci I'n addition t
seninesogn berintiyd samenebyorkeehindha ficawallg or om d%eentme@vorks with

fi e%all%rﬂ)%w& e‘f‘@icé %g rﬁé@téﬁhes%r&é‘ébu%%k c{/(t)r &Q\ﬁéé Bhges and

0 secure nessage anges bet ween Servi
epiemal esrvived. Breona erabodlment; rsendcdopraixiesrand taryget senvncee eare

opliitafi fyfie sAg SR AEne Il Craf oLine off B USiness Process
Matiagenieht (BRI Avttey othét- Sl the spestagn, $ervieé bus proxies receive

confidentialit inte ng sender aut hentj cation
MeSEagRAIO B0 ﬁé%@%sagg&éééstgacg%w érs pusisle-oftig organization.

It HROSRBOHINMY, UERP FRMIBGEMEAL dedls RFR Md aﬂeatér@ agRBHA delete
and security audltlng I n one enbodi ment, e security

opermtigneaf 456rSQrouRsansl BlefiRea gven B'Fthﬁﬂtécaélpl] P, These
pﬁﬁ/éﬁré bie ﬁér@ f B8lseBl 'fr‘aﬁfefyHrE Iﬁ%dﬁ%ﬁuuéérhaﬁﬁg\éh%%lso

aut entlcat ent |ty assertion,
allowstarithexcreation pbiiser pegnsrieg. Usets, groups andsalestdaalbe configured

@Qﬁé B ofl’é'greclfsre'ii'f }ﬁl@ta%t@tllc?{?&t‘ﬁf &'ﬁgol\é%seg&g%gd)@gssage

VT Ce Bus can ake USe ese provi
senddrdi ng bl ocks to provide higher-level security

65 BFESmTE ot s AT RO T P ahothEREh BlSvidks vlfie

auﬂ@hﬂ@ati@hqm)\d@érs aré Bumtﬂ'tedemmdmm logial gnouelriguﬁ users whose

secur | mepbgrshi 5@2355{1& rgg%/llglgqcf @myE;EEA V\équg tlo?p a? gl%up, /5 lplgis a

|o‘?g|da$ gﬁﬂxpidd oftisert atgielips @hvsé ﬁqdﬁﬁb‘éﬂ;mﬁ "§calﬁula!éd dynamlcally
iment. One or nore external services 808

bﬁ??ﬁ/?'@l &xle sonditiensy ornolisiep Ar adpinisiraier carggaate, read, Update and
dbRiCHER! 8%?6Mps s5d i‘ﬁlé&embéi'ﬁ/ ot ehe hGRenidaRioh %’id%r%%Pﬁbﬁé‘d Access

pr oxi es whi ch can be provided by proxy (or local
ceriralipolicies ek typicallygiogseduy fglase provi der s are
t
VB EEBbIRS 0 SERICERHI ol (AR BB Sl Froage
integrity, amioblibat/wtmmﬁﬂm for H0BVBCEUSES 0F faLesERsperse drom

ecurity id d servi.ce cons rs 800,
g o el Bl Lever RoTFisEy TG 56 Piok S B teyOER hfiatbased
accassoRtre! &ldscarsautittautienticatioh asd pothdrizativalsventsy Alarmercan be

ronousl Ltoare st ln v i ous e

trggér %{;Wb\%ﬁ‘/ aBtlh nigafiop Péng'H”Z@th"é' féi?r Vi gge Ggg’%giﬁgg“qf when a

séxicerpiaky is activated, the service bus can generate and deploy a thin

web-application on the fly. An application server (e.g., WebLogic® Server) can
provide server-side SSL support, including session management, client certificate
validation and authentication, trust management and server SSL key/certificate
manipulation.
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5 services can be in the same network, behind a
firewall, or on different networks with firewalls

bet ween service consuners and servi ce buses and/ or
service buses and external services. |In one
WRZSHIIAHA . service proxies and target servi REHUS0@5/018183
col l ocated in the sane domai é7-A special case of this
can be B slnes Process Managenent

I PR eMbRginggnt %Bﬁqtloﬂrﬁe“éeé can seng EI% cg@t@ﬁaf@éo fhecdiepgin the

SHI prefzaD &F oftie? Wordy, thddiicht HBheAlRTed the ste'i'\?é?" Mddition to that,
partners outside of the organization. In

dgring thenddk ha[]@@?akﬁéh%g@mhmadé%q@ﬁﬁmendleﬁbtocﬁ@dtl@ certificate to
tﬁ’ep Sr ?d‘ﬂ’ia@'ﬁ{eege‘?ve ?ﬁlb’é’ﬂt@ e clié?l? lis %rtgﬁpél ﬁb‘l’led 2-way

in a given a i on prOVI
SﬁLoWItwrtbea;henqaanot mrqueﬁed $esend tsycértlﬁnaéantnk called 1-way SSL.

U o550 PTEETS o 8 PR b Mgt
neschabisn Wvith JUTES, i ewamblet bac@tmszme handshake ds écﬂ"hplbtw clients
and nessa

cgﬁtag hﬁ%t | oﬂ%eg%er\(;gr g%er%d'f‘@ethﬁlr gﬁ?m@m p@swon? in the WWW-
A@#ﬁéﬁﬁg&ﬂemw neacuewmtd.egs caAueutBAﬁIe aL&Hér’lﬁﬁzatld)n? f‘t i on
rovi ar e orte (0] IS a,l oglCca roupin

P eBbedipRtd HiRsRRIF ArdY Mas Besp centighion & regiise et
abthehfiatRAMHY sdrié@h aefthédﬁeéte%qaeues‘es PR debvi BR:x endpoint.
| ogi cal grouping of users an oups ose nmenber y

Fpg A8 € altheaticatipna fecsarysr caﬂ@ygwn@ﬁaﬁedhe ch@ﬁ@gam@h@eor
alilchfiéAfdn HBvigey aanﬁ{;ur@a% 116482, 328, .DAS aéi:tn%/é BR8LiBry, etc. For

te users oups an roles in an
%MWE&Eau@wnmamndme SRlpengine dan xalidats thecc.llent cdrtificate. Once

BB B 8 5 KRRl et B b o g ort
assertionl praviders toyextrees teegaientifientity dgraspgcts affi this binbotliment, the

B .
R s B8 anoRbr BioSidst ol ing servey sepuriy framework.
ldéﬁT@&ssEhegsS@'lé\doﬁﬂgthmd i€ aigtra:m st)?nﬁfﬂem)bﬂ t?é cbﬁﬂfeélte to use as the
ontro audl au e | cCa on an
B B iy Sn A Caiiarnathe: GrE (el SLHey when

S@B]ebﬁl‘i&ﬂ@ﬁdh@ﬁ%ineﬁhttﬁ@l&érﬁﬁédt@ Fihaliyl the éd’thé’r&%atlon Rrovuders are
enbodi nent, when a service proxy is activated

inyeked ta-caligst albgroyps thedser Qﬁ@naﬁﬁn dyreendieauibis a sngned Java
A})ﬂégﬂ@&ldn“éﬂd Rﬁlh@?zééf‘&ﬁ JdrVice QEAK’SB Hﬁ%ﬁé Wit oHel bfﬁ"{c ipal holding

OgIC r erver server - si
thestlieptidpotity, andmetm‘lm'g)ak@s eaom gmpatgeusm helendsant

lﬁ‘gé]éaééhénb% ?ver 0@&%%0 %ﬁb‘f@té g"t &nt éﬁtHéﬁtication on
HITA R muklas [ When ‘a@ HDIYHIT! H’&Eﬁoﬂﬂ'ﬁ/ﬂnﬁﬁiﬂbﬁiﬁﬂl BaB accesg ‘tohtrol
P Q8T e qeBvics, Praxd UG ot inde SG8zafic pbgHer. i Sne

embbdimeny stivicé bas slpsurts ACKIENt | cates the server. In
addi ti En toth e SSL handshake the serv

n
IneRe ¢rpadistent, Héti‘élﬁeé‘ﬁ'%e P'%x)é Eﬂ%s neiseguire Fhant ay@ep@catlon ‘then the

initial access control policy grants access to all requests. If the service proxy requires
client authentication (BASIC or CLIENT-CERT) the initial policy grants access to all
authenticated clients (but anonymous requests are rejected). Security administrators
can change the access control policy on the service bus console. In service bus, the
user can choose between the following policies: Unchecked (all requests are granted
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the server so that the server authenticates the
client. This is typically called 2-way 5 SSL. Wen the
client is not requested to send its certificate it is
called 1-way SSL. Higher-level protocols on to

of
Q20051 1445% co t o define their own aut henti catFUs2005/018183
mechanism Wth HTTPS, for ex®nple, once the SSL

hand ke js ¢ eted, cljent an authenticate to
aprReT Bhiden Sl Bruess bR AR disetsdanpnyous
rddiRsIAV¥é réjabieantanead getlzgﬂiaegeader This is called

BASI C aut henti cati on. In one enbodinent, if th
Irs @ PRBOGITSNY, wge@é@lra%feﬁwﬂpgmrb@sw@ﬁ NG IANS Subleash that wraps
RRRTER oo g1 i SRRt Al s o Usrs
cani ba @ssigoed iogroups.cRales ¢an be aieﬂaed hndatms: af groupe (eriatkert criteria,
o DSl AR TR LR ERE2h 80, BYBYALIBS GBI R Eilahlally at
ruBitinteNTF tﬁEEIcenstdmtml palicy da sehef Bl8ls, thegl asers #rat belong to one or
val fi nEm crgr{’ificatg %1@ 5 trust ntth
mMogs £ 08‘3{ e’ﬁ&% BOFABEY A6PTShE AUMER C%E’MUPFE% % e
websoRthilar ihVokeb dansériice tﬂSS-ﬂTFP/Hﬂ'TPSQ\far@pbﬁ di’@dl@é‘rt FoHh there

i TRoS3aa8 PE3SaaL0 e soNcH Hoo HES e JReLIang ot stores the

cRSHTPRAAGPAI fRIm tiCaRBENRIat&P IAKS QubfdchifBNe rnlfessag@ eaﬁﬂewand
asserters are confi g%red to extract sone fiel

invekes thedatuest pingliee.ipeline stagesean magkeupe pf thefﬂieewrnrgmpat in

- b%&ﬁeg\lugso ﬁHPé‘xd?ﬁ‘;ﬂE 2? l\ﬂ'r%rgﬁ?é tHns%rrr{a’ﬂSn by qlel %%;flile)c/i: or the

JeCt stlng cert cate.
rauiieg able canditiens mayﬁcﬁlwntﬁeawoamstheudwmmmcml col | ect

ﬂﬂe & Vretqngs ﬁgﬂwg%ogggérogfég t%’?%@??%‘%ﬁﬁ% ln g?to a target

SI gne catl
SEVIRAST h§td1rgeir;stermcdz bambe dptermmqmﬂby dncdulnggstageha tbé pipetine. The
r each gr ou

G505 G PRCIRE BB BN So S o5 an0eaB ety pigpse the
tepgeteice BASIdDrcsdras condititves) Hithet way), the targbt $EhVibe is specmed as

Xi es. V\hen an HTTP/ HITPS proxy is_first | oye
 BrRitrice 0 S ST OR! SEpAFS (3 AresviEh B (ARIsrgh 5 SoRicq bus
sehieeDirédloiyNAdmiHistRitobaldeRe BEAIOeUs cdnBoRE register external

enbodi nent, service bus supports XACM.. In one

S@i¥i#88i ment, if the service proxy does not require

IrPJ)rﬁeeé‘lhb@d‘iHé‘ﬁf‘ WHA the 'éxfe'?tg?] stehﬁce s %él‘st%'r?d'" "‘tﬁ 4 §§rvf&@'ﬁa{n9bort and

pO I Cy grants access to uest servi c
om cs(gnoreauﬁﬁLsé@r thg Genlidecare entera nihis i theriranepatt enduURL(s) the

iR Moralurep oo fledtold £ eARta: 2RERRTsL9icB. e
"a“@m 'SWTP&M one efio olssring authenticaion hottys én bo

S8S5158E AR CLERY £k 8 S bl TR ol rre

BASIC anho gligm lauthensicatidnas eob@me(ca Ifithe aqth@atl@atbhenethod is BASIC,
h%ﬁant ed. WO 2005/ 114452 PCT/ USZ 5/ %;8% 8 access)
&WRFE'&“?W?’V’F geunt can pe rSBF ?nfc 8% BVOXY

a@tﬁ@hﬁcaﬁléﬁ%ﬁb{%%veﬁeﬁqmﬁt S arer eJ ected); and a set of
Inrooneeembodlment the service bus supports transport level security for one-way and
request-response messages sent over HT TP(S), between service bus proxies and
external services. HTTPS offers confidentiality and integrity. It also allows service bus
to authenticate the target server. Additionally, if required, service bus proxies can

authenticate to the external service. This is similar to inbound transport security, but in
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I n one enbodi ment, successful authentication results

in a JAAS Subject that waps the client identity
princi pal and one principal for each group the user

bel ongs to. Users 5 can be assigned to groups. Roles
WAR005E144¥ i ned in terns of groups (or other KGH{RPISQ18183
e.g. tinme-of-day). The set of2% ol es a user bel ongs to

S S OToP s 1§ GG thalkiT TBBEanherio. Mota Bat Rdns outbound
chsd, Hoth A SSNretocol Bt SFvidw) Qﬁ@séﬁlc%fpﬁgﬂﬁis k%tng% %tggﬁgirent and

access. |f authentication succeeds, we
therspsyrSuRmEg dke target sendce-As thierserves. The sepyinetbusrisTTRS transport

provRISr %Q%@H*@Ptrgﬁléé%§ FstSarPPTRS %nﬁ@ctfomﬂ Zﬁé f§r§e§ ﬁ?Hrc‘er and

binding layer. T Inding | ayer stores t
agraptihe T TR eesponee.alheniargst served camsendiib S8t teettifichtecto the
ség@é age context and invokes the request pipeline.
I pel i ne stages can nmake use of the client principal
Ini one &rabodirent, twb efientfauthentizatidrematholds eah beneedfwith HTTP/S:

' | | the _rout,
CLIENF LR MBS JPfher SR arite onnbiie wih RERr-cerT
ali’ltﬁeﬁﬂcatiiaﬁ, then tdoﬁ?%trrwseabn@&tmb itl{i@séﬁ?:&pr@@% 'neéeng hits SSL
| C ro e Mess e 0O a rge sServi ce. e
oliehf séifheale i s Telast BNt ORe SEIboSTNSHt sRVICProreRar n
optiopaly asddcitted VAR lodaPéivide p?é\ﬁ@@rspﬂﬂe E%Etﬁﬁijag Qnétr[ayragg tBﬁﬁBs

tar%et service or can dynam cally choose

cregeriiatetojacal geprcapuidesn di loraliseTviea priwideniagn haveea private key

ariPédtificat€ For IB1. éiRken® BEREhiGRiIOASThI® i fﬁ% ?(regfa‘éﬁ'ﬁﬁgtegﬂe service
external service (]or a service proxy) regi Slered T ey

pre¥y oart usedurimpthecssSii bandshake.t Mayy sewlice pratiescan sharedhe same

hey: | i . .
SSLBRLEB RS WAL of A BEY1EE e S BB mervige it
Inianerarghatimesnt] antextersalrsendee magmsquire thaserviangrory ta@itBenticate
by Srirs pb gt Tasdird rR il tong ST TTPS, but service
busaise supmurisBASICoadthettication ﬂz]eﬂ HTTR%.MFTFP% |pr<?iﬁt|!éléi dfendripted

en one O e 0 oW n

th t t i HTTPS, L
el ereis Bt $75¢ fsnd Bk PRssWaLer HIT PSaio8 o Other hand,
HTLP RMR-BASIT authamication R stembaiiddotpddedbechlisé e password goes

. transport is HITP, BASIC or no client authentication
n a§‘@$ﬁ5&bﬁ%@4‘ﬁ'\coﬂ?@ HUheviES: cati on met hod is BASIC,

5 . . i .
%ﬁ%gﬁ*ﬁg@ﬁ?fﬁgﬁb?ﬁgﬁg;ﬂgﬂﬁ o] TP GRforid B & cBifioyrad with
BAcauthentisatien, agvadditionabsendse dicaeunt can e apdionallyspesified. If no

[ r - and
oI 86octint L BREALY, 164 o SETb by A MY 1 hemmame anc
paseweidcte Usedramn the esdenmtl managen il a sy \dnakgousTI RSy the service
opfidentiality,and integrity. It, also allo .
) $5E ol i el e R i nociela it 2 1668 service
prévddertarenalsernaimie/aeewordeid assediated Yithlhe RIcAK§&%icE Povider. If the

Xflut t}ent icate tp the external service. This is simlar
exX{einal HEH(ICRISRECHIRS A PRIVIER @GPPI, BO @ YSeMAmMe b pagsimad for that

seRcH 46000RPisBictad T thedftedential manager. In this case the service proxy
does not get the username and password from the local service provider; instead the
service proxy sends the username/password of the service account.

In one embodiment, the message context has an element that allows pipeline node
designers to specify the name of a service account to use for retrieving
username/password credentials. A transformation stage in a request pipeline can set
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this case service bus is initiating the HTTPS

connection. Note that in the outbound case, from an

SSL protocol point of view, the service proxy is

acting as the client and the server running the
Vazgetlidet vi ce as the server. The service buBCHES2PE5/018183
transport provider sends HT®0-requests over an HTTPS
connection to the target server and 5 accepts the HITP

this slegiess of theanessagetcodtaxt; &f spesiiied etis servicegccount overrides both

tﬁb&él{éeﬁﬁ&{pio%o‘eperec@ﬁfiéaer. In one enbodi nent, two

Ient authentication net hods can be used vvi_t h HFTP/ S:
IrconeEembaireni rthe Basice, bust supperte QAS BNV ek Sevviees Pecurity (WSS or

VIR R YBE VS5 el bk R PRREbE b Alntig ntpority anc

sender 3Gthebficationefot SOAR imbssayes. WES appliesrtg dtdividual SOARP n

R PinS Pos Flickne Tafi dne BEyPr 8 bifiing Yiooks. The wss

rftiesesn thel clisah ptbiahdfr diitaliesighabae b mope Hdividual sgsage

provi ders. A | oc servj rovi der can _ have a private
k5. n 7R St PP SeN T OBRINEGHPER AR 12 114 LRerdRe: The WSS
héhder indude¥thb SMICOSIGTdigigl SighBRrss Bttty tdKePs Yangdthets e

duri n? the SSL handshake. Many service proxi es can
canitiusts: These pecurity okpnsg carhe UR‘@‘§/ for sepples %&h@nt[ppthm,r tue

QAR Haslef 8 AAGE iy YERLIAR, By EH T ncbtR ey
eseypledaviiribryecipients pihlicikex), saryipgbe singtuse vedioatior certificate,
of 87 PR CoriCe® i by R SR VIR BRI 7 Poeg ) rt e
rédipiéht deli ERSryptt the eponse)cTi esulk & a obwBRAP enkelopé dVaen the

N f d th d HTTPS. ..t h
rasniet RRimeS g Reauelf SRS o GV Rlognbic premriaare
pétforoneg in reverse brdeg @dd ties searity headen dsmepialegoThe rédipient then
clear-t eﬁ% base64- efncod

d) t ire.
ViR nHae Momene AT RAiekeS oxtaatiies Tsitage patts were
sigRE bedopEndiypied, RABIEd Bakehne ke Fﬁv,tsbﬁfwuath@@qutré@aalms and

Servi ce account can be aqptionally specified. If no
MOER)i ce account is specified, then the service proxy

lﬁt?ﬁﬁeb Qﬁ\bsaime!he,l ibdiGidU ISR aaé@Aa%nQ@@ga%ﬁ Hecui%igaay{s{?g@a

credenti a nanager, I n a_may ana. ous to
agdlov eeeypigdokiye ssuitinpireessageys stil & walid QAR envBlepe. For example,

tr%%’dyg{éa;%é’ %Kgnjyéte‘?js 5%59&0%%3&@}@&1&? %gc%%iéb&% and yet another

provi‘’der’ an sef nane/ password 1S ass
headerinoayabe peithar signedonor gecrypted. WSS dess aotraly area seaure channel.

e \ q .
IR, B B Bt Rt Bt BRGRIA! sohB thvRidkRE a8 BEpt8Rey Tris soaP
egva@kwisis@ht mamﬂtevdrlmmbﬂy%in% p&ﬁoctdweraae;?oﬂ isebari]ngmxael d3|€br

0es et -tne sSer na an ass r ar t he ocC
oKDl LTI BTN, THS SO memauSs 47 UL IniPaRG Missade el the
MéEBSATRIRRIrRERAV0oRE tHeBarfsplorti pi6todsIc Al fie whyitcPe application
enbodi nent, the nmessage context has an el enent that

2T SWEthpIE; AR intermeediany $AR relpk themepraderyhilerregevindghe
SR HEPIBE AT IpdRY, ort/Sd Albicaton, Thus et
confidentialijy,asesssigp dtegeity @ad sseeder authentication can be achieved.

By way of illustration, an inbound WSS-secured message can be:

e A request from a service consumer to a proxy. The service consumer applies WSS
to the request and the service proxy processes the security header and enforces the

security policy.
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WD 2005/ 114452 PCT/ US2005/ 018183 -30 this el enent of

the nmessage context. If specified, this service

account overrides both the local service provider
credential In one enbodi nent, the service bus supports
WRNOS11B? Services Security (WSS or WSS f orPHg2p05/018183
WSS defines a framework for f8ssage confidentiality,
integrity and 5 sender authentication for SOAP
o ferogigeidfromeSeayipe cersumnerite @i proxyy dihe senice egnssns@pplies WSS

s 0 A6 Ry 0 HUHERLE 08 B i g coos

noli egiforakltye seqmity polieyoT hersewvicermioxy utds the sequest topam external

uHi58) T Spmal ssioehuiasdh e oL nestifEReEplchodd e poiiy.

THis G haéqudst passithesughpsoamaridy t okens and ot her 10
constructs. These security toke can he used f

SO PSR FO1E BER SO1CC 10, DR e BT, S8 am gRples WSS to the
resPbhyd B the' MBS bYoXIINEEES tiey saTRItY e RRE BN@ Bhiicds e
encrypted wwth the recipient's public key), carrying
S‘{c‘%‘%i’?}lﬁ%{t ure verification certificate, or for
[ [ i
- e 0 B o e
respensh e Sheyiaeqyaky does potrracessdbe seguity peadeand daes no
LR ] - .
erfPrdlifl Reiny BRI, TS sehfoc G0 RitnERN8REsndndE to he service
canstererafite sdreice@onsumgr proadssesitbe secwile Headdreand enforces the
recipient then verjifles that t nmessage confornms to
pq)l{cg. @%’Pi'%? r?sé).oé'.se Pgaﬁh@l&g%@e&gag' parts were signed
and/ or encrypted, required tokens are present with the
By R dlisirofir oo fbosma B ARpu DO ¢ ol |
itally
o N BRSEhge st @ preREfoyart 8@ernBlServReUThe BarviTRF8BLaprlies WSS to
still a valid SOAP envel ope. For exanpl

i e, the body
thegpessade redyihie targetsepdcapicessesifersesudy heagderanderfaegs the
p& _yet another header may be neither signed nor

encrypted. WSS does not rely on a secure channel.
o Anrespenrise 0 agproKyicea geivics esmsumer. ingeirvisopxy applies WSS to
th‘ae%gés%@?%%nﬂrtﬁe Bégfc%céo%gum-gp gftacg s tha sBRYf ﬂgﬁd%rsarﬁleéﬁforces
over atever underlying protocol/transport Is being
thequlicy.f or exanple HTTP or JMS. The security neasures
are built into the nessage itself, the nessage is
protected beyond the transport protocol, all the way
BY walylut furtheriillustraiion, al seyeice consunharroamrsend an encrypted WSS SOAP
I nt er nedi ar%, can re a?/oéé.he Wsss%;:lje whi | eL&reﬁ\ervi n
MeRERISTOR FEIVIFe Y OfYEPE faings the SRVIGRRIPKR UGS en‘P%iﬁ%ng
pé\*hﬁg_é‘ﬁhé@f‘ém et vaie oflSomde Eledr-tet B&ste? For example a WS-Addressing
confidentiality, nessage integrity and sender

headaron e uigtam headat. e beckieddsgrvicaxpogiyps e encrypted message,
U8 e O B SERHAHTSERA08 10t i
witle the dient's publiedteyaphe servioagmoxy delivers the response to the client. The
service proxy doesn't need to decrypt the message. The service consumer and
back-end service can be assured that the service proxy is not able to read sensitive
data (because the service proxy does not have the decryption keys). Similarly, the
service consumer may include a security token for authentication purposes and the

service proxy can relay the token to the target service.
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to the request and the service proxy processes the
security header and enforces the security policy. WD
2005/ 114452 PCT/ US2005/ 018183 -31 A request from a
service consunmer to a proxy. The service consumner
WPBPISESMES to the request but the service PFBUSROSOLYS3
not process the security head# and does not enforce

the security policy. The service proxy routes the
In eog embodina aad tyway of ilstratien serviee proxiasran baganfigured to

p@f(%&? IREW S Rl Ynithd lr{&ﬁﬁﬁrﬁ‘% u&éﬁ@s@ﬁ%rﬂ 'sEfitcd %ﬁ'nsﬂme'ré: Yor

IS 1S a request pass-t scenari o. resporise
ekampleawhery gm/iceéqumi& gsadasia gateway fohincomingetequests rfrom external

oAPBebEBet Pl B RN 38 Pl e s P
cemputatnbaauyuhieu;we dtécrsygfgm?t@a‘tmreme:fn\*:/%rggnt@tndtsaﬁghem&atm
opBSHY i ing Refids 7Pk Al 14D AsEReR B fillobakg. fygnforce
a6essdohitoldtane gamydgﬁ@wheh theRrgeteRnlitedS& hbtisupport WSS. In

ol i The service oxy forwards the response to the
ogg e{kogdimens; Grﬁ@rv'cerE@%' (SEETYEEAHEN Signv R QeorsRarts of

tHeePEssdge, BRAAE fnclil‘a@s SR RAStichith tORQII'l I'the sembé preky@
response Fass through scenario. 15 y

auﬁhpugtfa’tgﬁ herfokem d@gﬂmﬁme EsSage @nde/énﬁ@%tt@gbglteéﬁigbeture
ACcSRREI DAL dh MW SR RhRAGH BRbn 3RE idBagd BEntent can

servi ce proxy applies e nmessage an
happeaychereefhe cleaptext meseaga thengoea throygih rworequestipipeline. At the

' . f . t
o bEHETRSINE inéesSige sobRANB ISR “Vs £o” 20
By heyrof slksiratiomthet Seevise proxg €an @pplyiS Spiodhe arssadidien behalf of a
securi tg heag and etrpjforces t he %%oehi Cy. B% _waé% of
SEYICeHEPSYIPL ST *}ﬁ PRIF INg SEBYIGR RIEXK S 18 ggRr-Exhmesspge from
the saryipé CdnéﬁﬁﬁérS@‘?é’méﬁEé@@ﬂ@Né mréugﬁ?fh\él r@@uﬁt%éhﬁ@ Bs usual. At
rou t he ,service roytes the nmessag
nda?fgh%w@an%@@ﬁé nd barans sovies hes ée%ﬁe@mmeﬁ@aaaefore
aétﬂél fﬁﬂiﬂgﬁth@ d(&sé@grﬁé%bﬂﬂce pRR{ehc btsaarfaféﬁrtﬁéﬂs and/or adds an

t he back-end service receives the encry p
a%@@@%@éon telerytp the messagry Thisoraws seeured SQARY aegefoperﬁeiehvered

t 5\(é,tg,§t§é}9*eesends a response, encrypted wth the
ent” s pu I'tc key, The service proxy delivers the

Irr@mb@dlmnt Hee systemtsuppords tMASt&V@boﬁgrv@e@q:unty standard
aggl%g a‘s(?hégI Egééﬁ%\é ?&e'ﬁeﬁr%@g%gglﬁg% %H%r? E{cﬁg@ 3%’2,, fend" serwces

CK-énd servi ce can
cligntsgnd semiot padvlies tan be adnficemed tith eptnM!WfBquﬁaus mddeied after

B ST AT O NN
IBM,QVicrdspft] SAPNSHAIC Stiftivaes)tdnegal eriSigm THroRSmeddtk ddfies an
extensible architecture for specifying and configuring web service requirements and
capabilities.

In a given request/response round-trip, all four messages can be individually
protected. Each of the four messages in the overall message path is potentially
subject to the requirements specified in WS-policy. The sender can apply the
necessary steps to produce a message that conforms to the policy, for example by
signing and/or encrypting one or more message parts, and/or including the required
authentication tokens. The recipient can perform the necessary steps to consume the
message, that is, decryption, signature validation and token validation/authentication.
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service proxy can relay the token to the target

service. WD 2005/114452 PCTI US2005/018183 -32 In one

enbodi mrent and by way of illustration, service proxies

can be configured to process the WSS header on the

WREHIYST equest from service consumers, forPCRYRAY0E8183

when service bus is used as a3dat enay for i ncom ng

requests from external  business partners. This may be

In, gedlition.the sIdinieRiran yesibkthahineduessage doegin fact conform to the
utationally intensive decryption, signature

verification and authentication operations, when the

I eng eawoginsly, the gendeayes e he cenfigueectwith theacredentiags it needs to

SBEl Bl Fortf SRRSRAES Lt hert Ui Sl Sene, Il ubilr, on

indbobiod inmassages, tilke semaedmscmaxsbaeonﬁgwaaq/ms and/ or signs

';#]%@Eﬁ @gé@pﬁ%&@%&o sq-ﬁu%t E&S@Ieﬂgc lﬂbor Iet!t]e hlé see?'wce bus

semveh(fot éxe=mhsle dulRg tak88L haadsharey the message and
Access control based

TR S R O,

e DerytaPRSErfiREE mebhags WitR sehivd bUERSSiees HBEYPEGERey.
throuhthere uest peline. At the end of ?
'a(qs@rgﬁtﬂ“@h@%@é@@@anénqomquseagme target service.
By way of illustration the service proxy can apply WSS
to the nessage on behalf of a 15 service consuner. In

Onreusbeunskmessages the servisedip make genfigured taar - t ext
o TRARE AR 181sehbf oF e b SRNGHAE ConddLhioli T} BlSmble Whing the

e request pipeline as usual-
SBhdapdshldkede, once the target serV| ce has been

AR 17 Bickio el ¥ thsBSEiREol ARsros At ar

o &riche themebsaget wikle thet mjmlbekeyreﬁmgﬂtenaéd fedisightsecur ed
0, the target service.

QAP envel ope .i s ver.ed

o R e AR e therteRtet or fte BibrE S hbeeAs S vieh
Service Security standard, as well as the Usenane
Token Profile and X 509 Token Profile. Back-end
AserVjee s CredentigMangger sempopentsiag.arewide an aperations,

a&ﬁﬁﬁé{t\éﬁ%ﬁ @n&"n‘ié]nt%ﬁbhé&‘ﬂbl i Q%htﬁﬁ@ﬁPm%éﬁﬁ)gﬁ{gt &kdentials and

Servi ces Pol | Ccy Framewor k

refiRuMing eredentials. &‘e’@dﬁi@i@é&jcmfa@mo twe caRigories: ddemnal Gredentials
(TRforaR cfordld WamarorBks & hicd Pl AT teragt it
semineipgwyi),r@d/tmatenedenmw (;qedermatsrbetor@m to service proxies or the
L Lt ] i\ven request/response round-trip,
seg'ﬁ?gg)'g%rsglﬁgﬁts%%gﬁggﬂ. be individually protected. Each
Incd further émbodimens,agedentials den tvey estegdrizeedsagee. Mg sdrdice bus can
LFOt ential l

ORI ETy PasE e iate-FayiA SR g 389 Jusied osoe
cérifidites] UCCreleARAIRRBAgENGN SO BXIORIRY fosupRBrtRAhdr&Yeddral types.
Inec;(n%nepmbodt:%ent credentials, whether external or local, can be bound to a service
bus resource. For example, if the web service security policy of a proxy requires the
SOAP body of inbound messages to be encrypted with RSA, there can be a
private-key and X.509 certificate chain bound to the service proxy. The
CredentialManager manages these bindings between service bus resources and
credentials.

In one embodiment, the CredentialManager manages these credentials:
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signing and/ or encrypting one or nore nmessage parts,
and/ or including the required authentication tokens.
The recipient can performthe necessary steps to
consune the nmessage, that is, decryption, signature
WAREAI44 and token val i dation/ aut hent i cat i RSH/USAY5/018183
2005/ 114452 PCT/ US2005/ 0181834--33 I n addition, the
recipient can verify that the nessage does in f act

o Fonfanahseryicetpsovigersi Efcryplipropritiigate andreairespandingairivateckey;
Dgg‘ggb ér‘fg{?@tﬁf‘enft}@}régéc F&Mgﬁ%&éﬁnﬁcé@eugérﬁ%@? lB5Rok (5} S%;F_ r ﬁfgfeokey and

service consu r S an
cartificate éor. lo¢al spatide provider, usad fori Slodient autheatieationt Revate key

a3 chufiErae RS AeSiRetdh PERS T hent  car e the.

o F \eixiegndl &&Nl@pmeidefs" Encg/p&mm certiflcate nDigithlesiGi@iture verification

RGBT BPBIP S PWAICS S5t PV At S, ey rliate; X509

aginehiictiof cBRFsaLfoMWESSE509 trakéwautﬁemdavaﬁ)e
decryption key. 10 Verify %c gital signature, on,an

*FoF SRIVIRS GRISYASES: ENSNmlion Sarticaes Digiaksignaiusysrification, s
cé‘fﬁﬁcéi@ @Q&Eéﬂ\éfp%@sﬁ/&d SRRt derificatd; b@S@@éMﬁénﬂ’éaﬂbh Rertificate

her end connéection (for exanp e during t
f%wsﬁ@#ﬂ!ﬂlﬂﬁ%tjon XH09\[ekeaht i cate itself to the

reci pient at the transport |evel or nmessage |evel.
Encrypt the nmessage with the public key of the
In onecambddiment,@ rubg is baSicglly a lstatemenidhst évaluates an expression and

(BBRBIIAAEH ISP A Dl L B RRT B esQofféd héifons thar
apeetlitadnitthe20lecimivates todtrueh Tasatonditiohe imahm:led APh ralectould
et Plre e oe e Busness CaleRsr fike ¢ R ffinedtontext

d&tsl asdrairofle @f@Rbich. By wWel/ ddemdr-hiting ekamgie) eulé® can be used to
external services or serV|c§bconsuners that intera

trigoen SLA @lertshassd ooy systemn fealiivand taspassa fmes dynamlca(fly adjust the

“doSURERHY 'oﬁéérvﬁ@|b%§%bﬂﬂcés%a%@ﬂ‘6nc&r@frpc¥drﬁﬁho% fei® notifications in
service bus systemas a whole). 25 In a further

caseefdesunily vidatinnsnandfeegtderial of sewissrattasiis.tyoreypeple:
The service bus can support usenmane/ password,
private-key/ X. 509 certificate chain and trusted X 509
Ruler t:ilf theaverageespaserimabiBemiperOiarRoder s gieatar than” 350

"@’ﬁ%%@h{’.sgrfe?'e’{lot edential types. |In one enbodinent,

ther external or |ocal, can be bound
to a service bus resource. For exanple, if the web

seryi securj t i C r r.es -
Ruf 5l eeh el alih oo TS esohbd e IAYRS cdiGhpdi 7o

gR3afer thire @ seédhdaehén MHvioke Welk S¥nfiRdLEgitoable idherat e

chaln bound to the service proxy. The
In one embodiment, rules can be created via the console and represented in XML. An
XML configuration schema can define the rule format. The service bus rule engine
can support several different kinds of rules, depending on the location of the rule. The
various rule types are described in further detail later in this document. In one
embodiment, service bus rules have the following format:

If <set of conditions> then <perform a set of Actions>
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Credenti al Manager nmanages these bi ndi ngs between
service bus resources and credentials. In one

enbodi ment, the Credenti al Manager nanages these
credentials: WO 2005/114152 PCT/ US2005/ 018183 - 34
WBROSAUP2 servi ce providers: Encryption cer tFG/ER005/018183
and corresponding private key3 Digital signature
private key and certificate; Usernane/ password; SSL

Bywayaf @ iltesfraling, consitiansicantbe hased ope time dealendar) and monitoring

dﬁ%;’édg?é‘dated‘ﬁ d ﬂbnﬁnﬁé@%ﬁo&%ﬁﬁ 'E:Tah(b%.téé%ﬂ% %Bg@& fo include

and cer iTicate aut hen_tl cation
ntRoi eéngre cendition typessuch lassser proflemtiributas; pipelime contextauntime

rtifijic - Diaitals..sian i f.i ' . .
d%tgre[nldfélocg‘i.gl? o& %ﬁ]bgr%rﬁ%rgcséé%{ %nﬁg@[\ t&ﬁ?éé&?sr%ers itself with the rule
frametofi ard provides aseonfiguration tantl ianagvalualob (lerface. This can allow

uthentication c cate (for WSS X.509 Token

Lifi
PIGORE R A AR fNaIteR tYRES 45 TeFeSsHY I BISE: Encr ypt i on
Ircérid é?b@dﬁh@ht,@h@bb@h b/‘fe oadiy b?syiggdj in'tels #id \t%ﬂowing two categories:
certitica . elr na SSWOr d, . cllen
sE&Tules & BiinsRGker. Suftiaes din bunadyeed e arauate Slagrand
trig§er Aeks ﬁf‘&ét@ﬁlbib@htié%yéfb?n Té?l'ﬁﬁﬂ{é) ahdad o F‘iﬁ'lé? TRARUFBIY dorfe by

rule is basjcally a statenment that eval uates an .
agarpaating waAnigTing iniesmation fromiall of therseise daexiesainegulapintervals
sty BdRrg bl o oA REL B B Sl ao ot
Inlioe Rutascate usatll beeatserthereris heequrdnient to supppet Gsescases that

' . ' f T
Sl 4 85 Y gl 20 P8R of fappoine
exmeutdsy withgutdhe delayrof Imoniitbring gabaeaggrmatibn i Eor &g)) l“l?ﬁtify the

d. t t SLA t ased on, system.hea ; .
o436t B b4 oL B SRS Lo B PR s
camle, thy sontact infermaetioni foethehRS RN Meeds tabe [coRkBd iubifns the User

raise notificatiqgns in case of security violations,

MaRagerBerddrodie; Hiis Rauires ¢ reechanisie isempad rde AHgoe pojfs” inside

o@a;b@inés ahll bR bEMeas Bs68%0 ABSSIdte W@e@&vitﬁ&héé&ﬁgﬁers at runtime.
derRouter is greater than" 350 m]lliseconds en
Suglt fuiss aipp eeqpire soMsaipien! anaanied ruime erentext data to be passed to

thtb%%aaﬁhs&u%ﬁ?uéa‘r p%ﬂlé(,icﬁ:‘?re& ﬁ%ﬁé@g%jﬁi s 25 greater

an" 10 seconds then 1nvo rvice "Log a trouble
Ruleg kan be|oensifiectedrisiodhesranagemesbcasoles Each edie delasdogiated with a

: k e eghd .
sl P01 o8R0 8RR e Mlnes M Wi o goncoine
thedommat ©f bach rulé.dn engiemebodiments a pyle buildenpresdnisiafffoat-end for

ki nds of .rul es ependj ng,,on e |locatjon of e rule.
ushe Pt g e b7 Bing IR oh 5 eBrisols ondhref fnstict a ute.
Tidsiraolveb %beCifyiirlm & hirié ndﬁmﬁdmi;ﬁ Filnbm_gwmfg Mﬁﬂ(ébll‘(fhﬁ, stage, JMS
servic us r.ul es ve .t he owi ng format: <set
regpures ﬁg?-fﬁf’dwygh feh?ew@ﬁéa%?ng%le%tag BHeenkiepiipRlSs that the rule can
be constructed using the monitoring elements available in the pipelines, routers and
transports. In one embodiment, the binding provides a “context” for the rule in terms of
clearly identifying what runtime data, if any, is available to the rule.
In one embodiment, a rule’s trigger can be specified: a rule can trigger actions once
and await manual reset or condition automatically resets; a rule triggers actions every
time rule evaluates to true; and a rule triggers actions every ‘x’ minutes if the rule

evaluates to true, etc.
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WD 2005/ 114452 PCTI US2005/ 018183 -35 By way of a

illustration, conditions can be based on: tine
(cal endar) and nonitoring data aggregated by the
noni toring framework. This can be easily extended to
YVA2P3d&45rany nore condition types such as uRe}/US2005/018183
profile attributes, pipeli ne3fontext runtime data and
S0 on. i ment, each conditio p
e B RRE T e S S sl B ttons canbo o

difeRA %‘és%@@ﬁéds@éléﬁd&nmﬁﬁo% Bifl, Rahti9e CdHiek \afiRbles and
This can all ow in as many condition types as

seacEwarule frw“ewmlé dgeswn@ﬂéo e%tydwﬁawmew gonditiialypegfrom a
n.@'hﬁ:%%l)e?f' &esified into the following tw cat egor| es:
€s

and Inline Rules. SLA Rules are primarily
Depentlingor g entity tasyiich dineirule is bpyed the aile dutiderciser hnterface can

alg)% gﬂ%dl ﬁfoﬁm th%e%clﬂ?&?ﬁm tﬂg nt.ll*en?or %QN?P ‘?r 34 Edles can

a ggre or I ng or ma
b@ﬂeﬁﬂmj Gl'f:‘fhﬁl mmlmmgldeslsa totat rseq;adllablelahtrmt epédific bndmg Rules

SREF i dMSTREOV R P IRl e orBRpHE BakcEhn Bie g resource
meﬁ'ﬁ:%ldeﬂh@dib fife 4d1esre Howeser, €ttt lcanbatcektairsstmaition types like

use- cages that uire rules to be tri ere
Bysipesy (;a'PF‘%?ﬁstﬂPPé B asEoplEwrIeaR Bl tiding points. This
isHEREUSLEaleNddrh abh't a@@erdﬁéwn@fspémﬁu é&ﬂém.rﬁm&gﬁretated data. Each
aggregation. For_e. NotiTy the 15 custoner the
CQ%%{QS'@!% C@Wﬂﬁ%‘t"‘e‘d"ﬂ‘ ‘Prdﬁ?'@o@iﬂre%ﬁ@'@cth?ﬂ qap ke adiirarilysjoined and
té&ﬁ&lﬁ? the OR & AND oﬁé}%?or ﬂﬁéodﬁ%&ﬁ@?dll@ﬂlrfg%le

e custoner needs to be rom-t
I\/anagenent nodul e. This reqw res a mechanismto enbed
If EB‘etﬁ/eeB rdag'ggﬁd ;?’nn{h%‘ “at/&% res?éné@ Wr}h #}%ﬁnﬁé‘@ABU eeds 2
NESS USEers 10 assocl ate ru hese trrggers
S&liondﬂ QR the. secBuityhvivlaties_edunb exesmpalsr2d” mmeNolifyimeavia e-mail
<amunt,. of tinme, cont assed to 20 the
e G eeP DS AP b e e BB s age, evc. ).
Rul es can be constructed via the nanagenent consol e.
rule is, associated w.th . a single specif,ic o .
InThRebpye Ry dndpets o aadtbiypies sBigness BaEnsat ang Wogtoring
D&aheR8 nfcﬁi‘toﬁlf?é ta@ basbe cﬁﬁdlﬂaﬁs afe IQQ\@&IM OR&d. FBr %Qabove rule to
enbodi nent, a rule builder presents a front-end

b, e <ihe SuEBRLSiem timeasbaRetween gamait i AND ofther the
a\ﬁ‘alr eSpdr3E Uﬂu‘P@ dak %x&éé?ﬁi 58&dndd GNItﬁ‘e %I R Ehv;élah%ns can exceed

“ves Spetl a rul e nane and 1°n
Z‘érﬁondwomg@r@ pt Al I%chgbthejmlevebm»ﬂ@eal@pndwoms;cwa!smf
{
olEod SrbEat UL o RE P Chfed sRSEERR (DI s Ao
Inerensmbadimrent, bdist ef aclions ea\p) ape:bmpmw a ruber which smdmes actions

that@%es {tgese)éﬁpu e@eﬂn%ne EY (gsf ’tobtI ndzﬁgﬁrep r\ﬁlag%ﬁoose not
intldgetan )abmosfwli aite rulatin maemmtdxméntaalyulelretsm fadstibhe contdition
e ru n one e men rule's ri
ORBne Akon; Users Gaf heaskan @ Ppaiial 464 nesebsaninawadon

patiRicterRBEadsahPRdxeRlitedRB diclibif M BHE %ﬁﬁoﬁﬁﬁéﬁt?’aét%ﬁ@bﬁn vary
aruletrig ggers actions every tinme rule evaluates to

frerp simpladasks Tika sendipg gyba Holification smajide jnvokingra famate web
sdriiBe tdlo§ a trouble ticket that gets routed to a specific worklist. The following are a

few of the actions that can be available in the Service bus alerting framework: notify
via email; invoke a web service; and set Service Cost ~ sets the “cost” of a service in
the service directory. The cost of a service can be used to make routing decisions.
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evaluates to true, etc. WO 2005/ 114452

PCT/ US2005/ 018183 -36 I n one enbodi nent, a rule can

i ncl ude zero or nore conditions. Conditions can be of
different types: Business Cal endar, Monitoring Data,

YORHEA48Nt ext Vari abl es and so on. The r uPEl/US2005/018183
franemork is designed to eastdy plug in new condition
types froma runtinme perspective. 5 Depending on the

Inggitg epbedimant. dhe e evaluator svalyates ruigs M@néﬂmredi Y an event.
Tl'ﬁ§ ®an 'b'ét\ﬁé gﬁ‘é& mr?nv&b{.&w IPeRRIE ‘Elvﬁﬁggrr&ﬁ?ésmﬁﬁmb@wds that
be Included 1n the rule. For exanple
carebel usedhtadtriggen e exahiationi hhe method insocation pasarhelerscan contain
lnﬂé@tgtl?@ gcg Io%gmﬁfytﬂﬂéddrggorggﬁ%gsthagﬁgﬁ g{% gg %@anL&i %%example the
MoeiaringcBatankdgregatod ean ireakb the hde sealuator ARbteeavaiyate SLA rules
t h b t di t Like 10 '
AR PN Araet s 80 SG0 be B RS Breen Byalibls g et
s@blbebRﬂlélmlthﬁban al6ai 5o tnggeﬂéd@t@entgit%{@dtpﬁcgl -gﬂ'{é évaluator
rel ate at a.

C(EE(E ﬁll:l]b Ealt? %B ﬁeggtl rglggﬂé:q?gn'tg g)r(ltgétr?qlg%g Ir{t]g %p@tlon when an event is
rafSeR TRE 608t doitdxt 6an chftai Al thedintinte irfbrRdionsat OBkt @éiused in
usi the OR & AND operators. For exanple consider th
rtfiebwagwtw ang getionpxegutione A\aSHIIY Stage@isiithe semnty-vrolatlon
evehY b Bfﬁgge?mﬁ%%h'aﬂ@n & ndtfty t\éh%%nfh%irﬁw ¢S this é%pue the

secon he securlty VI O I on- count exceeds

evemé aomiext ¢auidhreontaia the meassagelRcand tbatsenden'éamdre§6 thatean help
thgﬁg?@q gkéh?%&?bﬁg@%bﬁ@el of tﬁé 8 m 'hfﬁe? E%? aerGS %onl”ﬁbe

 triyperetosia a@ush@s@aﬂlandé’#m:canﬂmg tmra p@-dbtémlhad; echedule In one

itions_ ar i call ed. For. the aho t .
erffodien Yacefuliiidi s Lol dEemte imen gvaus Y ite Svbliator is
smdrnlﬁélmoﬂd\lﬁ HCR~bﬁ Ithd i‘imie ewwtagﬁorbe@ssomw thergveAfi8 raised.

exceed 2 sec securi [ ti ons can exceed

lng\e %M'WB mevg@ Q‘@@@a d%/thgllnq §6n|b@\H§e to monitor the

hddfli of itis Sl steaNThé Imftsitah® Rstgres of tht@f?ﬁrh@%rKJEﬁéluEBa&l(d\?@Gsers to
be arbitrarily conbined and nested (using Os & ANDs).

egsily pm%ﬁ@man%wmt%r gnplicatigns dptoisgRdce buys %&'@ﬁ% Higy
ccﬁmguéaﬁomrevmé %ﬁ%éﬁfﬁsrﬁ% HidBBle/driBle rﬂsmbrtpg &R Funtime;

execut he ru eval uates to true e user nay
aggregaie dﬂtﬂ and sernpfe aémts tacatifhgsers of peteniial system failigres; and

PRSIk thetnts [dn S piATuf, eGRLnEaFpGEERE | f e TchoGuted
datecessary configurati on paramet ers necessary to
R 14 P R B e 33kl ofing

elewnfs] Mmhito:rngaeterdentsnarera/sbedf@ categdipbta withitosiey Mietrit.,
ts royuted ecific

t bl t ket t t
MOEIGETB e Ars ophsionoueD so e Earopo ted B & WHS veriely of

c&u@ibﬁéﬂt@%b'h@%ﬁnbnﬂtdhhg eﬁﬁﬁéﬁt§ %ah%é extetisibié'ind more such
framework: notify via email; invoke a web service:

elemantscand added agysauired; dn one pmbogisent, the feansawark san carrently
define the following monitoring elements:

e Counters: provide a mechanism for users to define and use counters in their code
to keep track of things like number of requests processed, number of error, number of
messages processed etc. Counters can provide methods to increment, decrement
and reset the current value of the counter.
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the service directory. The cost of a service can be
used to make routing decisions. WO 2005/114452
PCT/ US2005/ 018183 -37 In one enbodi ment, the rule

eval uat or eval uates rul es when triggered by an event.
WRZQOSAMShe via direct APl invocation - The P&H/BS2005/018183

Eval uator provides APl et ho®8-that can be used to
trigger rule evaluati The nvoc

« Jimerss epploalion’ S8R aP AT KLU SPOTE DoF ALRLY. 7y TR0 provide
n'g:ﬂkgin ot s, shi, réR@dnd @bk Beantiint of clepsedHimesinse théémer

itoring Data Aggregator, can invoke the rule
was atartedor APl to eval uate SLA rules associated with a

qui&%bc § afifRa8 Pg lohif rgﬁf &e’ﬁ%iﬁ'ﬂ%@o@éﬂbé abhe efﬂbbdlment

2Ervi ce. on can al so be triggered
Ah)pnegmatlons oiEpagep®lbon admireserven I eaptures ing canfisniratione

1rgg]r lgﬁ;{'\%@ésggfg%ggléé mﬂ?ﬂgru%fr?r%%ow FBr 8Xathpie! ‘ch@‘caYWi%Blude a

cont éxt can contai n
lithe nfioHitoiing attributesédriezch epahcatlonl etatatype of gacn a’ftrutptge

whather iprouss (r SPT S8 Fr e e s ApREGHphi D B noeds o be
agYRlgaftid fBPeach é]ﬁﬁlbéﬂorﬂ@t@dﬁbxﬁembrajphcatldns arbiirgerested in
exanpl e, the event context

mmtga@@ﬁgjaathgy caRa Qrg@gﬁteg wgﬁ gipeeggn f%é‘%“oga{'ﬂa'ﬁaeqeﬁ In
efftRldnédieRbhiforiARBhAderb 806 5@V 66 fnefagel fseﬂlfereznln one

sed rules could be trigger

eowioglindent, thegaeniianigdmeanagsy 6ar Be @P‘H???é’d%@@d\k’]ﬁéégﬁeﬁs externally
apASarbigh BA8goRPRlemdlyS FREFBHiBE RAEHAEAYISW thoage b ©

e evaluator I1s subscribed to and
nkordtoraf infarmation bs each managed sprves<iRls\gae rlisaRe eripyiged;se that

ised | i
pBlcrtPns pAn V0§ FREMGARS funclond SRR dota nARRsB o o
|§mf3 egnboﬂhﬁeritna dataaaggtrégmowuhums antthe afmimeekyers at regular
inc : ow users to
RS oo 351 o BB TR o
<eARdrs B4 givea o hdeagyregatéh datznare anmbesgedi ahd ckassifed into
nmoni toring at runtine t
speeiic Smedienyals 55 seentec 6 SRR RSt ERPRiHiBo, The
cfi‘)ﬂ%b%ﬁ‘ﬂl%%&hﬁoﬂf@lhfmaﬁ@ gses thie RiggregatetdataLil regular

h d
tontst IneemoTiaring RS PHBIPR ok SHRYSY RUISRES AL o repisteied
e‘é{g e@?ﬁ@ﬂé‘%‘t@‘g f&ﬁh@';ﬁ:’l"ﬁ&’esof amiﬁ@ bt Qﬁeﬁ{aﬂf Emmbﬁtmij ¢\ le

ory of a nonitoring nmetr Moni t %
raammtsgsas ehajgeeof etoan@ nges g ev@yateaﬁule‘é ueg\eah%@g gated

var l T, t
4496 ifont PERERSe s A8l 0 (08 MR e
m ardéembramanagen nictifles btheo peoceasrsivhena, rulaheevaluaﬁew feue. For
ent | defin

S LT e sy W RIS s v
é&noﬁ@sbé@at@ﬁ%tﬂﬁﬁe@menters in their code to keep

I:a{g?n%eqn?l];gdtngea Sqdl llmkgfggg pstra%on ﬁ\%ucFasfa ag rre%%{eos@% ’keeps less and
less data in memory as the data get older. Windows can be defined to view the data
with different precisions on different periods of time. For example, we define the
following windows: 5min, 1h, 24h. For a counter it means we are going to store for the
last 5 min the all variations (may change that and decide to get variations by second
for example or by 10 seconds). For the last hour the variations by 5min. For the last
24h the variations by hour. For any larger period the variation by day (implicit). With
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nmessages processed etc. Counters can provi de nethods

to increnment, decrenent and reset the current val ue

of the counter. WD 2005/114452 PCT/ U52005/ 018183 - 38
Timers: applications can use tiners to tine ecific
WREPRIYHs. A tiner can provide nmethods to Té?5t2005/018133
stop, reset and check the anmd8@nt of el apsed tine since
the timer was started. Figure 9 is an illustration of
thisennfiguratign danpaisene sepd adlon BanemonuAHNeFpBRINA® AUmber of

vaﬁu@‘{ SHRL | lﬁ%ﬁﬁ Aih OF 15%9R@8 Torthé 148 h8dT+DAAIYEY for e last day and

ures confi gur ation I NT Or rmt I ONn necessary
+thealma iblytdayi Bg, for 36153days<~—4aﬂvaiu%mﬂ1he aggregatechgata can be

[ u
cisgyee i dranhe B % RS AR BHR Rt UERL et her
In"6HY érdbodithent tenasdrerhn mﬂ&eadtwelquecnw m;sm |timehconhsole For
ted for eag

K e e
séché&/%fdg@Q/tﬂaﬁsé&t/&@éllt}V of $&ticd afhicH &H@Vb@dﬁg@é& @nd dropped inside

regl ster wt t he confi rati on nmana
a@?ﬁglsmmresquréh%@e 5@?%0%5' J Eﬁdé Q?éf;ﬁj{b’e%ropped into

theSXiGé e(%g%ssfoﬂ one enbodiment, the nonitoring
manage n be exposed through I\/Beans 916 externall

Inone embmygﬁanh apahqaslpys that fq yse thﬁémanimripgﬁr,ayleworz to capture
moHﬁ&ﬁdgﬁ@?tE by sgécnéf’t tanGtes a{t‘ ﬁe%'ﬂqg b'erhf| d Qﬁ‘d

ver S can be prOV|
opticaallt spapfpla sjdingommdowmf tinneckst ﬂmrﬁetquenmgoffund@tesomﬂnn that

for their d
wirBow 8 SR8 bl il S g WhdBWFa IR ?*éé@?'t“‘r"tef@?ﬁﬁd? Window are
S*""-‘d‘fww ﬂ*ess&(sm thg w%ﬂdeeoorﬂlgdrwgg megjatoirs"Risveat Activity AVindow”,

whi§ha B RE T B RS B B ol Yt e e
thak ascdnfige’d rmtcshe SnBedifient, thersystaiasuppbds apnitody usig

in the configuration of each application. The 20
ceyHews anddiperdi spl ay nonitoring i nformation uses the

lrﬁ&% sﬁebﬁﬁweﬁﬁttﬁe c&ﬁfgue&wnahformaﬁ&{ ¥&indsNRe NEYfbafibi@s that
I sher hown) publishes data to

| ea@gam@a@w iSéWfé’iQﬁ'ag 5¥ﬁw|a§ahqaélﬁ§ (erapRiigation ippigaee.@s in the

c§§ecg‘f' t}’ér{%gal‘?@fc%ﬁtr%@@r |t§8lr"ﬁlgﬁ g moﬁitéﬁﬂgffrarﬂ@\ﬂé&e Re§ittation can

char Ing ru and eval uates rules uSing
lnvbbreapgg\n@ggtaemWwamame end ariist ehaibitiutasniand dpeporsespending data

s LA RS WA R Pl B 98 Yoo o
pubilsh & schewa foatredcdnfiguratien. For exanple, it can send
an_ enm

SR e B350 o AR B PP G rovio

b§ FROFAMBWOHQ OH 41y advan srverlthis Thahahdlgde: agbmgdam@data from all the
aggregator 910 keeps |l ess a

maRagad sarvges: tiaggdpe d@ﬁl&tﬂ/@se%wsszeﬁ W'EE %ﬁom%ﬂe

sﬁlﬁ%ﬁ’cs @rpth\é" édgrébaftécﬁﬂﬁﬁt déffrfécérﬁM%‘én G’rﬂeﬂééé @iblide access to the
peri ods time. For exanple, we define the

aggregated data notify the Alert Manager of changes in data so rules can be

triggered (or evaluate rules at regular interval); and provide a mechanism to publish

monitoring data to external archival systems. On a managed server, the monitoring

manager can: defines APIs for applications to record monitoring data; provide a

runtime store for data; and expose its data through MBeans.

In one embodiment, in order to log monitoring values, applications (e.g., transport,

pipeline stage) need to first retrieve a monitoring context for the respective application
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followi ng wi ndows: 5mn, 1 h, 24h. For a counter it

nmeans we are going to store for the last 5 mn the

all variations (nmay change that and decide to get

vari ations by second for exanple or by 10 seconds{?
WORBHP RSt hour the variations by 5min. FoPCHFR0(544§183
24h the variations by hour. #6f any |arger period the
variation by day (inplicit). Wth WO 20051114452
byrpassitincHHNiges aaplication paMe. Toamaniipeng oentext prevides aecess to

?&j th?n soé]rﬁj q.rﬂeﬁﬁtgswoﬁae %i%ﬁé@ﬁr t'lcF elg aﬁuﬁgé@;égle, sample

decﬂmdemmmhketﬁl@r the last day and + 1 value by
day. So, for 365 days:=400 values. The aggregated data
can be displayed in graphs on the consol e and/or used

ctt< getl\!lmrg@emgﬁatv&m() getTimes(texeoutioni timef).stdrife user can

|ve $|nthe cqunsol e.
otk Qe GeénERT e alyeling, g Gods DRI el ¢ or e
oty gétl\ﬁdiﬂlmlnQSéMUe{)ijt‘aner(“executlon time").stop();
servi ces/ st ages/transport/qual ity of service which can

be dragged and dropped inside an XQuery expression
Tﬁ&édmfﬂlesé%rﬁinclﬁm& Hﬁﬁ%dﬁéba%rs@l PRnidh 8)%9@ Qa&f‘ﬁ\anaged server

dropped into  the XQuery expression.
on:asperifiepelingjsrnvelandadoregates date: The agwgate@l data is sorted and

blg'i?)%&lcilh Emfnf I@!é?é!%: }Sﬁg% tBF %g;b?/tzﬂigﬂ%ﬁo?\r C{'l%hge gﬂa the“BSpective
tlmMndQV@ocoaﬁguredpStauams aredhaccdppatedidndhe gpdated alatanfA

that _w ndow
oG s BEATHEE i Ao BRI TP e Rt e rilrdbln data
In \addmon thieadnvin sdover eare nom’pdalm fule thanaber $18¢etheqalRsdadde run
nfi qure nt a cent Activity Wndow', 15
Sgﬂ‘ (?g?ta éﬁﬁpuhﬁﬁh ?%Fr ng entries that wer e
If thiadxbndmohkbﬁan‘m%t!s tra6 e agdocRiteda€tiondd) cahb pdrformed. In one
t he syst em supports

con g { ﬁn one, enbodi nment
Sk § aGlom o b dRplEmeniaskes A seice. | IR opR@mbodiment, rules
caﬂrﬂéﬂ@l)aﬁiﬁ%d éhﬁil@&lﬂ}fdt QHIS@F—'SQ&:;MH ﬁ\f.émél' AorterhPEEmMERE alerts

| ist of attrlbutest at each application is
argdRpieatentRs assivigen gppipred Poihg servigppuscBire tsamework provides a

cohg%i rafi&e me%ﬁahx?mtfhﬁxp] m%ﬁ:hcéi&&ngif aﬂ;ﬂlgé‘?d?%r&aﬁ)chﬁege to have the

ster |tsel e nonitorin
agReegaied enonieringadath rlwblls}@dpto therdiong spagificgiMS topie and a

inphg bt BHIET, 4 308 F8F SEIRAAbALor Bk pBESne anc
yierluaa Boaleanwoesult dma ﬂmﬂtdrlea’tbomhraeﬂrteamulécalsd s a list of associated
o] LB 8l B P Bbe o Lind Son st Ghcein e

rulbyeﬂhts ih mavaRye6 K tru€n EXampibiE of coRBviehs tHat So@a el IRGLAEEN a rule
t he managed servers; triage

t. [ n g} éom al |
arg'i &)b dlsiiess GAeNdane FYBPyses Biadile; application
re%méﬁlmess(bﬁbﬂhéfr hfohit&rhd &‘éia?%ﬂ %Qégcﬁﬂtﬂﬁé@horg&%dd&ﬁtéﬁd by an

MBean interface to prOVI access to aggr ega
apgligagionnlsxamples ﬁéaﬂo@ﬁtthﬁ\?mu@ebe @pludndmgegulemr@mm email

adfits8Ss&ia Rfdssage; create a new task entry; invoke a service; and
enable/disable a service.

Rule examples:

e A simple action - send a notification to administrator when the average response
time of a particular service exceeds a certain threshold.
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triggered (or evaluate rules at regular interval); and
provi de a nechanismto publish 30 nonitoring data to
external archival systens. On a managed server, the

noni toring manager can: defines APIs for aﬁgcli cations
VO 2008d45HeP noni tori ng data; provide a runti nECEYHPS/018183
for data; and expose its dat aﬂ‘hrough MBeans. | n one

e di t. in-order tq |og. nonitoring val ue o

< Rfieeh and aBg Shenday t8P 2n bk ks TudfL g0 sestisyviolations
dr@ ehtditeredtin bleymirm_térmm' rt/QIEZ iogg/ igza §>2<t for the
respective applicatiaon , )

<HC50 G o0E 1 G TReRHg. o YRS X NRSIRELPS, more a0 times In the last 10
mfiRdldscat i on nanme. The nonitoring context provides

access to naned counters and timers that provide

P hBwsesHINBERCE A bPerd hak haem RUNNENGT for langer thanciadours,
crédle ta%méliéﬂ‘tﬁsl& th@v
ct x. get

5
nitoringServiceo. getTinmer("execution_tine").s
tart();

15 e ST, LSS B B84 P H Yol P SG arirl
lamiguage! XQoetyostategBeis; iete Jhgabhisole chh elewutserntotddmilistes rules.

TR eps cAERchn B8 peftintol e K dfcdRe s SRS Rlitema'for this

)((liwL tambe ipnblgﬁhgal Irgzmébagbbggﬁnsi’eh@l ﬂII@fraPHé?deg ﬂlrﬂigﬁi &fh consume
ata is sorted an i nped jnto nepory storage bins

15 o0l SRR GvalBio (e THIES 24 AR ThesTdo Hopumont Gap be

C%V&%ompgﬂéﬁrﬁie rérititte DrmaBwhRER eV A1aAt] & Afle® Monitoring

the updated data. A Monitoring Runtinme Bean 916 can
nagtrigsbagad qangitioprsfor exaelesean be svalygied getasiXQuern. By way of a
RAMRTSGA AR5 RIS 1! O BB aous
kingisaavailabibity fwipdiatstd raiteringfmetries 4101 ian evenbfl 082; aurecess
; € L r L
vghstibfifg 1o 87 SEfhaiar 2haled Ring BydRbeJedEse the ora
senvtics; agival a nuresagebbddicadain typaii @12; acdra soheduligisdreide 1018 that

i odi cal | v. at user-specified interval. In one
t'@?&%?ﬁ‘éﬁtp,e}('g&g?@s are i nplenmented as services
Inlepé exrdddinterit @ rie cuntegt mE)smb@sfth@Hmm&d&b?Nét@&or&sumed by
tlfgegw‘fq(z) Q/&I@S gkgltuétg(?g %B% i amsts%ndrgggign%m W:gﬁ:dgg)é%\ egwr na&l Arule context is

vEBdlbslY Bsbodiitad Rith lal rekRefigder. The MiMitédseontdifediNthe rule
In one embodinent, a rule is a statenment that

t .
cegtgmiéﬁ@déﬁé the trpsraf ts kicess iFoR gxamale, pirdleontext generated by a
trRRfer 8 driﬁéél‘with thé cRaridy dih hg& a%@@g'{%ﬁbﬁse B ora {éége? gan

has_ alist o assoc[ at'e action are execu
conlain ths uamepsf the setvias anyl thelnevhalu atitheiaveraderrespatse time. A

[ I ] .Of "t !
3P DR Bl SV Srdghe BN b e S g OB B
assoaiadad withrieatcdpetifie estapt. (a busi ness Cal endar); current

er profile: application response tjne or other

R oot e e P dsk Rl VAPLS oobhie dn B eBtad bpery rle
bindirgycapturgs iirfaimation dboatiheasntiof thath rdBgs hésdiciasd Wih bEhe rule

includﬁd i n rul e are: _n?tlfy an emaj | . ) .
binding influences the rule context in terms’of clearly defining what, if any, runtime
data is available to the rule. Each such entity with which a rule is associated can
provide the rule with a set of data that can be used to build conditions and actions.
For example, an SLA rule bound to a service proxy can include conditions based on

the monitoring metrics available for that service.
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address; send a nessage; create a new task entry;

i nvoke a service; and 30 enabl e/ di sabl e a servi ce.

Rul e exanples: A sinple action - send a notification
to adm ni strator when the average response tinme of a
WAPSAUH8Y service exceeds a certain threshoP@l/USA0Y5/018183
2005/ 114452 PCTI US2005/ 0181832- - 41 Bet ween 9am and
5pm_everyday, raise an alert if nore than 10 security
Ag iegriier mantioned, @ rite-eaminelude i list af eonditiansandra list whactions. Each

of type X was detected nore
%%?Qsﬁ§ﬁﬁégm£Mﬁ?gﬁéég§$ 10 mnutes. 5 |If a process

|nstance of type P has been "RUNNI NG' for |onger than

A FiussEthen Zagfort a b BB, Yoveral

dlfferent ways - natural |anguage, XQuery st atements
rs to adninister rule

etc. e consol e can a
ATH% ad eliER Fors FraTp condlint S 00 Bap Sriogimart ss that 4o not
inei@eHRdtconaifiné BR AwBesBué ahd thu §ct?8H|-ls ‘éﬁ@c&@d each time the rule is
publ i shed. In one enbodi nent, the rule franmework

triggpKedntopdions fan e of differeniiypesdBusiners GalandaraMeaitering Data,
Us&rerrole®mdBdthérsifitaBRe: tyddke THMraMRaASIR ]ﬁ%crjés?@%eﬁsuch that new

converted to an ap &ro rlate runti ne
cangifiandypemycarmbe easilyl piéggeidniat Bintime torascomemodaée pelv condition

ty&%dég,}é@c‘js@émépéanpl e, can be evaluated as an

a 15 non-limting illustration and
Inineremeddiment; ¢he types glicenditibnsitbditecanrbegigeluded anthbeulefare

bi li.ty.of .updat ed i toring .
GREEARHgB g SR < BORh PERh
bdmrmssmamntd_bat\mmmcaﬂbé besacidted Mth@ﬂ rhl@stshﬁ:eaa\/lﬁjsﬁ&%s calendar

e ons | 0 . rvice, a SS
ERRATS Qibhal aigh ot tishdo Sy SRefiular iincus 3ok 26k Soditien
cdnﬁ[bl%e 10 ofle fod hiord exprediiens that ca® bk %rﬁlﬂﬁnl? réb%hfaarﬁnd rested
| S

rule co xt encapsul ates the runtinme da
st BalrRbOR And RGCRLAND averataialn e Agbeament condiiansiare al

AIQD‘édQeﬁSEhé ﬂprlléO&dAll fhet Jb%dftiéh§ 1ncﬂ1dédl| iR a%l%t tBn%}VPMrr‘t%Eé/ to “true”

cl osel Yy associ at ed arule trlgg

forarde o avalraiedotiet w@t g Inew mdtt@nttymmm@ addachte the rule
frér)ié\ﬁo&fattﬂmglrﬁé 'Wécﬂoﬁ Q§pe%)%eeregf’stér§h%;c ﬁﬂﬁfrﬁé(% well. In one

gener at ed I gger 'assocl at e
embedimest, agaaaleetsfwmrk cae definmas 8P that alaws &5 tho aﬂditiam of new

acttlgﬁsgﬁ%oﬁéntlérﬂ;e service and the new value of the
ge response tine. A rule context based on an

A euje trigger isgesporesitie éarrkicking-offi theprovess sffevalvatingy ena raedAs
soc hat specifi g% vent es can

medicier ot 4fn il Syl aiehbwcBrs van be fiooeted By ssversiiteront
mecHaniyiing th BRE embodingent and by way of illustration, these mechanisms can

include: availability of updated monitoring metrics; event subscription — the rule
evaluator could subscribe to an event framework and trigger rule evaluation when an
event is raised; and timer based rules - a scheduling service could generate timer
events that the rule evaluator is subscribed to and kick-off rule evaluation at fixed
intervals.

In one embodiment, evaluating a rule involves evaluating each of the conditions
included in the rule and if all of the conditions evaluate to true, the included actions
are invoked. By way of illustration, the rule evaluator walks through each condition
included in the rule and invokes the corresponding evaluator associated with each
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bi ndi ng captures information about the entity that a
rule is associated with. The rule 30 binding

i nfluences the rule context in terms of clearly
defining what, if any, runtinme data is available to
WRaMS{H14452 Each such entity with which a rul gPGIEUS2005018183
associated can provide the #8le with a set of data
that can be used to build conditions and actions. For

cangifiapl tape imewiluate iheconsliian. ina urteremhwdimenty eacincondition type

QDY LA AR iR h s FBiL o
c@@ﬁhﬂ&ﬂ@ﬂ@ﬂms\kﬂws imfgementingrd Jawa®ripterfacm pablished blydhe alert

clude a list of conditions and a |ist of
fr&ﬁ%”%‘%s Each rule can have the follow ng structure:

Inldnembodjment)rﬂmb tuleaframemanpmpaefs @rsmnac@ ptovﬂferﬁ«ﬁéﬂf&tfbs(SPl)

Zero,or e condjti ons.
iR ST ORGGT 51 BEUOM bes oo ba rebSlerRe 11 B
erﬂb@dlﬁiehﬁ)e‘éch Edtoreanl EhRJifsH typé id inpleraented d.zs%a&é'pa?'étg‘%veb-
ered. ndi ti ons can be of different

I
aﬂ%%fio% @Yf&m‘@%g gation s ¢ s eRBYRY. Gt listRpengtags registers these

coﬂHﬁbh'a%dad?ﬁoﬁ‘tWS sui tabl e types. The franmework is
desi gned such that new 10 condition types can be

Inongigmbaslimgntea rvle kinding identiies @ lasatiomwish athicheiles can be
as%ggig‘gffdng%tch %ﬁ&’%t gg:'sé)g n?béar\] @%%Eﬂd%fﬂ\e%%bor more binding
paints lte/wbithi ralesteanthe deployed. AIhﬂICHID@ uomycameap’cuxteethe monitoring
mptSk gl o ERS i, ohadeeart EHBorG LT R Servige Broxy.
Rules bambe bouhdzso thisiadiag poiit aad sncmiiloa_ng atetdcs alefilabletst tis
vingine, BB o8 Bied i etnstist SrilibrS o areeribodipett, 3stener

regiswr@@mmme edsmgueamnbﬂarwd@r i9 mutified e@@ﬁ’ﬂhfeeéiséwﬁe proxy_
AND oper at ors.

st and | ogi cal
cr %ﬁ#@d@%%‘i?ﬂzﬁ@%feg g@ﬁ%k'ﬁt?wscaa%t@ﬂ the kigsTagibaintstin he service

anﬂ%gisﬁ#@ﬂxem%ﬂh érhﬁeﬁ%ﬂﬁinﬁd r‘ﬁaﬁagé}c' uded in a rule need
to evaluate to "true' for arule to evaluate to true,

In g empoditasnte BYRIY { ety t(§Rruiseupreresslithadi cenfaina @ nulg kinding
potit cbh ?@@!‘BF the’b tﬁdﬂﬁ’irgeﬂﬁntsqﬁm ff\%tAlQl@ Méﬂé@%{)ﬁlggn 91% entity comes

registered at runti
intgl’ @Xlﬁteﬂﬁd’nE%SRNmrbL@eﬁaM@eSamlsmeamathatathe bumdlrfgqmlmﬂa @are

A N Ty RN MTE -
wrmnatlhe @:'c?oegs s %ﬂnyécbln é&: e?l:alndmglgghgb'ep@sltomef bikdiag points
cof BrrerenE S R Alads Rl bERENG ek RE isiiseshetiag

conéolelahdiithétttoaﬁcahheée mechani snms can i ncl ude:
availabi|it dated nonitoring netrics; even
in 81ig semogiment HeAlBT Mareoonean aravee b Lhatiskes Mee t o

sePllce?®bbss rﬁélfﬁB‘éﬁB I raRCcdntd@ @it coRtafhsta Nt hemitoMig méfcs.
The alert manager can then look up all the binding points registered for that service or
process and evaluate all the rules bound to each binding point.

In one embodiment, in addition to all the information populated at configuration time,
the rule context can include all the runtime data generated by the rule binding.
Condition and action evaluators can extract this runtime data and embed the
corresponding values in the alerts generated. The following table lists fields that can
be available in a rule context:
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Multiple rules can be associated with a single binding point. Rules can be executed in

the order in which they were deployed. Users can change this order at any time. In

one embodiment, creating a rule involves associating a rule with a binding point. For

example, two ways of doing this:

|at%ract with
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In one enbodi nent, the Al ert Manager can provide an

APl that takes the service/process nane and a rule
context that contains the new nonitoring netrics. The
al ert manager can then | ook up all the bi ndilg‘;g:;r oints
VeG4 for that service or process and 345018183
all the rules bound to each #dbnding point. 30 in one
enbodi nent, in addition to all the information

1.pop BrawstingaRindiog Foinis aiThe@dmiimistratot first broveses @il tof te ninding

RS 1 RindE Ao s SRER RO 8RR liedabifid with tht
bindling pointt i ne data and enbed tpe lcorresponloll nlg_ val ues
d i t , i
24 RGBS B e SRS B i g o
ertitp B cnlidd his BEMAdSARRTIr) b8 BRI proﬁ:ésﬂﬁh@r)'\‘ﬁﬂﬁvhlch he/she wants

S Tl O\I DATA TYPE . Rul e Nane ul e
toSRPORE 41314 HE HSRE N BresSrtach 2y St A Bcing aintpgailable

in 'ﬂﬁé@e@fce?d?@céﬁs@id%le%‘té bﬁ‘él of ﬂN@%d?ﬁ’g Bém@‘é’d%&@ﬁte@‘é{ fule that is

bound Entity Bound To The nane of the ent
aswpﬁteﬁwnm@atmp'm Radt. bi ndi ng point is associat ed
Entity Type The type of the "Entity Enum Bound To".
Entity URL The display URL of the URI entity. Data
InEnergImkadiment, sactyrulersendition a@d action typs tar defing its own schema to

ropRREREAR Elofpr SN Syl dpld Thiouclior agtion
canfigdiiatign ispreturhed Tathealdrt nanagemas $triatiz&b XML and the alert
ol PR A SATL BT OLng s G R AR g confoifls passed

to@ach icgnditon and astiorliyps Whéﬁlcanﬂ@mr@f thxicBadition eF hétih, This allows
retri.eval , v functionality

| t
the GoBAfivH onaEratan s chen Kperiar oy dRNor O Ansuye b e
mbﬂtdﬂin@@f‘até Ylehithey Agdilaplet thét'b%dir’l\%élﬁt’% ih@ud@étiminthé t8hdition

rul es and conpletely by-pass t
copfigdraieRr at i on

In one embodiment, rules deployed to a particular binding point can include
monitoring data elements available at the specific binding point. For users that use the
WLI console to administer rules, this validation can be automatically performed by the
console. The console can easily ensure that the data elements available at the
associated binding are used to construct conditions and actions included in the rule.
In one embodiment, a Monitoring Manager aggregates cluster wide metrics for
monitoring data and triggers the evaluation of rules associated with each binding point
for each service/process that has updated monitoring metrics available. The Alert
Manager can first construct a rule context for the specific binding point. Then, all the
rules deployed to that binding point can be fetched and each one can be evaluated in
the order in which the rules are configured. The rule context is passed to each
condition and action evaluator. If all the conditions in the rule evaluate to true, the
actions included in the rule are executed. A rule runtime state object keeps track of
the result of firing each condition and action. This information is used to ensure that
alerts are not fired repeatedly for a pre-existing condition that the user has already
been notified of.
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console. 10 Multiple rules can be associated with a

single binding point. Rules can be executed in the

order in which they were depl oyed. Users can change

this order at any tinme. In one enbodi nent, creating@a
8183
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conlguratlon rrechanlsmto ormvalidation to

tféﬁ§ff9r'ea¥%is & $fd of #ﬁﬂﬁfpﬁﬂ?w afdicns that aliew sheyigssags ancheontext
td Bamddifiedl dorat Rlscht & thB %@@F@erﬂzﬁet Iﬁ Spb%ee it rmatlon is

configuration. In one enbodinent, rule | oye
siailerly @sed of RAfPHBatRS emtloaathat AEe apRliedrte ﬁha eceivgd cnm;wnse In

28I Bf et§¥ %Hb%ghﬁerﬁ% Oﬁg\% sh&sioh'i€ 'dQCHgHQmBR%ﬂ rbb/ any®”’

users t use t consol e
combination lof §-then-elde biavks and roudinguablest i cal |y perf or ned

o AT o e R BT, M b v
s?ﬁgtﬂ ﬁj T]mplmals :]Guge that dods hothing aeﬂeaﬁlutycmﬁon -rauteldSiib behaves like
agAGied L o S ISeIRg ndlEns Prenbany SneluPg s fmm being

cemsldéred @ e&Rcldde Howalerahb Piesehgés! L& ba SEACARE Rsirédbbhises can be
each i ndi n oint 25 for each service/process that

With FKR UL TS FkiroM - Rasa [urtsr sonfigygatiane e purpose
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specific binding point. The
wagt foratitebi ndi ng poi nt can be fetched and each one can

lrpgne?é(ﬁﬁloH& a{h oﬁtP@urﬂf P5is ﬁ’néﬁ'ah %‘uéé(]:e goi'w?e the shape of

conf I gur ed. e con asse
the message that can be sent to the target servnce This potentia(ly involves modifying

the message itself (e.g. payload, SOAP headers) as well as transport-specific details
such as transport headers, retry counts, alternate URI, etc. This can be done using
the standard set of transformation actions currently exposed in the transformation
stage. In addition to assign, update and delete, autbound and response
transformations can also be able to use conditions, WS-Callout and raise errors.

In one embodiment, a response transformation is used to customize the shape of the
response message before it is turned over to the pipeline for response-path
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condition and action evaluator. If all the conditions
in the rule evaluate to true, the 30 actions incl uded
in the rule are executed. A rule runtine state object

kegps track of the result of firing each condition
9504448h. This information is used to ensuPel/PHaps/01818s3

alerts are not fired repeatedlzy for a pre-existing
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Pkeoessing,/ ThejinBntipT hewsisoha autiduse andi@sponsenteansformations can be

OSBRIy oS b S e SEshofonia S by

thed wwdeproxg gnidethe mnuiaet/rdspbnwfnhmet)mhd bytheaaryet 86iviceNThe

e record datavvh C ed to erate a
rqsPoBs iR on B AT hS U kG meSsalit Gl rfusyich as o
SOMA yr hiusirpssdat. ¢th ARssadd @qk i@etdated, £LEMB Mhisé Balerean

be .5 |ncIEded in either a data set. TracKki ng records

cngifian. just U a yequlgiransforpstienstagel n one enbodi nent, a
Inféhd &mMBodIARAL, Bb PEHERS cHRSiticHH Hﬁm Ofb%?escmgg}se'mﬁabbémln if-then-

for a nessage _pr ocessi ng rap IS US

elge bjpckenThe %@lst@gé cgp be any Bealean-walued XQuennexpression and
bl@@l@ éé}ﬁ@é Srbith&HIy néQed "’lnra%ﬂﬁ &Hbﬁﬂlﬂfe t, 't?r?e ﬁﬁﬁ actlorll]Jg a route or

mbodi nent routing Is consl
a ﬁ%ﬁ@ﬁg@blpalnmr@fembﬁdlm@ntx |acreumg)ta§ble laniydeseaeset/eﬂoutes wrapped in

= PRRBRRNR GRMR HAE e SHEDRREEPRTAET B2 Aflge digeront routes
torhajselemecu basexi aforatheaesulfs ofakingle XQuerybrpregdsiohi i es a

RPN i e s S By e S et o oo

oropbreorrases Hetie wherteatiatsaasonaing bh KQ% @Qﬁe§§l6n BRd may reference
at service t bound

rfaéf#{ggﬁﬁ and sent to t E
arfy, F9S5RIP sonfeX £agh case rANTiRal A GAMPELisehareratar, a
vallié )preSfoiBAG adiRasisheCdteexdrvihg afth@ ‘éaé@gbﬁdneé &AL Bntire

it 1s sent to the target service.
ropting,aeds falt irestltig ong fﬁwtebelyg éebétedofnwtrpém EfutesTReri aase are not

suppbHedsA HB@hlt Rh8e BAPbE %Qdé@ at {ﬁ@ {JFGZIE %;Q%%teng O,gnone of
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comy‘ratguraém@n Theopigpose of skip is to allow users
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The routing table supports several different comparison operators in addition to
equality. Furthermore, the value expression in a routing table is an XQuery expression
and need not be a simple constant value. In aspects of these embodiments, the
routing table is evaluated by first evaluating the XQuery expression in the where
clause. Each case is then examined in the order listed by using the selected
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the nessage itself (e.g. payload, SOAP headers) as

wel |l as transport-specific details such as transport
headers, retry counts, alternate URI, etc. This can be
done using 30 the standard set of transformation

WOBAL4r rent |y exposed in the transfor matPEHUS2005018183
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conS| of a.sin re clause and a set of one or
a spgcial hately sespipn” eev% Sfiroges g 99'ng tuhe repwnylated. The

changeLmatieh methaie seicH foGRt sé\%oa@th@ 8cl.fdre %faté’h Sut rather, they
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node can re one rout elrng Sep
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berO@mmittgd,tthb Ichamgessdnemcbehmted atetrefietéd td thease bete.
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crezmd toe dlpﬂalred Ctrh the §%s:de%ft@ This data is persisted so that it survives
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se;v&?t tsé%g 8 raghegstbeg pgr@ §t@,t9tl%g1% main configuration which the

server bus is running on. Changes that are made within a session are reflected to the
core state when the session is committed. Core state ultimately defines the behavior
of the service bus. A session view is the state of the configuration as observed by
someone in a session. Session view is not a physical data entry. It is derived by
taking the core state, and applying the session data to. Batch update is the activity of
modifying the service bus configuration in a session, and then committing these
updates.



10

15

20

25

30

>= 10000 SilverService route otherw se
St andardServi ce route 30 The routing table supports
several different conparison operators in addition to
eaual ity. Furthernore, the value expression in a
WEABAYHZbl e is an XQuery expression and nEFdUTIASOBUS3
a sinple constant value. In 5f£9pects of these
enbodi nent s, .the uting tahle is evaluated by f.irst
038 GEEPHETieR Reloh Sps8i (RESBlY Saroione o he camiegtigeR of batoh
upaste sQl?Eértﬁrﬁttfe'é@ﬁvi@é‘@ﬁ%.%sloﬁstai’@c@a@éﬂ by USdre dnlijor processes.
usi ng e selected WO 2005/114452 PCT/ US2005/ 01818
Any auphes 8f sessipnsrandiessreaied sinplianeously. Fach session can have a
il iheg By the/ Rlodfficafioiy SstiirRd in £
d{f%géHé tgﬁ%ﬁ‘tg % hré?lgtg ﬂigf%tigg?lﬁgg %y? l?’l en _ot hlg ac orresp 5@%9 rﬁq hat _
sesaion (SSssioardate is passistentand can swiverdiashaseitrestads sagession
' j r f r Lt | ' o
GORE Pagk ot BbirPoEits 3o BRldtef crboteafiddited B usch. This i
callwtbheisessionddta. olha sepsstombdats tagetheravith thatvéith the corxestafe

a.route is selected. |If ,a route is not .selecte t hen
IBTne b cpRgOR . St WhabolBitiognlsSarB 8L Bhat B tney
contare abihapsdssipms i mediately with the current state

of the ssage Context. |If route 1 s selected, .any.

ITRoR¢ BEBBRETIE 2 ERARATE cradte by SMaRN s B ORI A SERtipR Manager
viata 588si6IBEXH.- A IE8BiSTEEHTEE cicaitddNa®ePlockss LdiRg the

service 1 of the binding and transport Tayers

: 0 by way . . . :
SepsinaMBegpopidtcartie aigatadsindie eensale. Gandiguratinr chapges (ypdates,
o e orto o Ml ot TR TRE Rl 655 MBl2an methods
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that occurs, the response transformation is applied
and the routing node is considered finished. In one
enbodi nment, a batch update feature, all ows changes_to
PYRIIGYQid Craée S8IVIEBRIUNEFRSSIA, S%ﬂﬂ?@ﬂ?fnsﬁw‘c@é)@g fgfipition);
where they are accunul ated and can be applied
together. By way of illustration, the user (via the

consal or, proc create a, speci "bat.ch session’
Exfrra Fhuthahie et Bovd o bEl Ahaspar 6 néfgeand the
uplateg perfomted byttt et tarsies atumdatedno that desslon.dt isfpessible
‘core state", but rather, tr]ey _@rare saved Inﬁ‘f‘rihe ,
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deleted, 25 created, or updated in the session data.
Teeryicgmbgan ipgaleSeaticaf sessiont spavicedy pewaerviceData);

serviceprovidermbean.deleteProvider(“session2”, serviceprovider2);

In one embodiment, a console user enters a session when he creates a new session,
or when he picks an existing session to work in. The same user can switch between

different sessions, and different users can work on different sessions simultaneously.
The view of the configuration as seen by a session differs from that of others, and the
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service bus restarts and crashes. The core state is

the main configuration which the server bus is

runni ng on. Changes that are nmade within a session are
reflected to the core state when the session is

OAPI4E Core state ultimately defines t hePEOEFRHI5¢918183
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vamdlmtmbdilﬁcat@m iage pprfomiatiein spddsslon@afidsh @ cor th SQBDRIENEE to an

H Sh‘ ?t t he serw ce has the old conf |frgurat| on.
em%g lment itferent geometrical shapes are used to highlight different values taken
on by the components. The shapes with thick lines in the session view indicate that,

that component was modified by the session and thus its existence and value differs
from the same component in the core state. Shapes with regular lines in the session
view indicate that, that component was never modified in the session and thus its
existence and value is obtained from the core state.

Figure 11a illustrates an initial core state that contains components A, B, and C.
There has not been any updates in the session, so the session view reflects exactly
what is contained in the core state. Figure 11b illustrates an update in the session
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servi cenbean. updat eServi ce("sessionl", servicel,
newSer vi ceDat a) ;
servi ceprovi der nbean. del et eProvi der (" sessi on2",
servi ceprovider2); In one enbodi nent, a consol e user
¥A2A41%5% essi on when he creates a new sessiBfnt/US28¢5/03$183
when he picks an existing sesgion to work in. The sane
user can switch between different sessions, and
dalas Cempanenidkisyingatediprthe sessitr. flisfatt iseesirded in the session

T SRRSO T K Bl A S A%, BB o

y' a sesslon ers
SExBEHY vigw452 PCT/ USZOOS/ 018183 -50 core state. If a

A, del. et
PR 183 B RE Hdfatn sSR! SGralts I b e ang
erabeditrent. IAFigurer! Zhheori‘lpcdientami@ dredted itthe sBBtgioﬁCNH@ée that
canno ave

alfiioh IheRiiao in fordession T ekdub it Visiblesreore slats. I Fgste 12b,
COMIBEHENTRANS defofs |N%Qeé%¢th@?éf&%qﬁe 6886i6n FRwasS Fo‘ﬁbér ccrntams

| ist nethods, search 5 nethods) can accept an opti

camRranesh AnAusaethet is gt in Ay sessidndoweves seesthe core @tate and
oBsefvedahat cotpdienPRIiSAER the ?:H}é &ﬁtec ?fn%ll@t ﬁé,ﬁ"? Jl%chﬁlugtrates the

sessi on araneter is not nul
care ftaty an@thwsayns\m affer w@emgé@satmmsme debe imihe.coFostate

I
GSB9D i hRERO DD oo, ESE R B e
up;taw dhessiwo almhgesemrebsismemseb/eﬁglfﬁmmﬂyhamhéise_bsﬁicﬂﬁwew The
oes not

GBI B e M A Y E Sl T by o s
Tmaadeﬂem of Behdiwet/etrwnmtaﬁsible il tHef s¥seioh, besailstB was modified by
er.vi c (nuI |) returns B

thgﬁggglgl‘ll, f,svh\{e Se.SSI ?ejm?ci,l e lé/flpn& gessipy dgia This case is

arc@amle ofia eéorﬁl&ﬁ"sbdt\h)@eﬁ 8rsesSibAtatd/viB® dndl t8 cold'stafY Such
session, Qnce the user is satisfied with his changes

scREaReR ArissAIhe seme itara igmedifigd jcospatibly\ay tweessians. Unless one
of taBadsidrids al%l%ﬂdﬁa tcBﬁﬂl&tQ%%H%% B8ol0&E WHEHA ePhé Qe&d?ﬁ session is

session to the core state. Once a Session
coppifiedied it is deleted, since it is no Ionger usabl e.

In §H§ ehbddi @rﬂ: 3 (59 §§§§reﬂ lﬁ\lysae %'oﬁ Peco-lr%g @}Fé;ggn?t%\')lfor all the

etes t € Sessl on a Sta as n
comp@neoﬁsethettaare enodffesi (cesated; axpdtamlyer deletesid Bsthatsdwsions There is

tt di di
oA 5 PR ) SR b o
ses:oa(mgltj ﬁns smﬁacb then dél@ud,emeﬂl beedted bbain). MhirekbR 18 @fdhted
e sessi

g% fine v Gamnarent FulfGeld S bergenen. | ¢ wpiaiaanivriinn

madificatiens Brd perRRERH GATHE sbﬁaeaibnﬂs%n@ﬁb q%ffséﬁrd usD' réin%(/é‘é‘k all the
uPa eonetrical shapes are used to highlight different

giegdatiag eﬁrformﬁdolyy theesessipp endhatcomprnesharsendeinehSession
dafdﬁ‘s‘ﬁ‘éréuét@&%n'tﬁle filess fy§f“e‘17’:§ INUticK] %6 kA tﬁ@ts‘ég&?ﬁﬁata l% hdt a

onponent was nodi t he session an
Sﬂ@};ﬁhg’[ ehithe @nﬁgwgtlmdataquequhe time session was create (the server uses

snapshot based session data

In one embodiment, the following provides logic for Create, Update and Delete
operations.

1) Create A in Session S:

a) if A was deleted in session then CREATE (update the existing session data for A)
b) else if A exists in session data then ERROR (cannot recreate)
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fromthe sanme conponent in the core state. Shapes with
regular lines in the session viewindicate that, that
conmponent was never nodified in the session and thus
its 30 existence and value is obtained fromthe core
WOS/M1445%yre 11a illustrates an initial corBCEPRHE/018183
that contains conponents A &2-and C. There has not
been _any updates in the session, so the session view
cralse B exigir it corg stalindhen EREREIR dtamndt iecradie) core state.

AL SRR b aL TS B R A s2e80F 8l onen: &
P Socsian data, and the session data s in turn
2{}2@%&?2\;"‘8?%&3'%%5 core state to conpute the session
aMf Avis dEletad insebdion thdrl ERROR{/& dogslhét exiwtlin §@s%$drfzn
o558 B R S5 Bt BT By i e o

Ajhat although Dis visible in the session view, it is
not visible in core state. In Figure 12b, conponent A

c) elsejié Apésts imcaradhait YEDA & (eeaate gmew fesortios Adn session data)
dy¥lsd BROEZIR ¢R 0bs Aot S REGRtafe) A USer that is not in
any session however sees the cofe state and observes
that conponent A exists in the core state. Finally,
3)’:[5&H{eeAgr?§e§§i$¢‘§”at es the 10 core state and the
session view arter two nodifications are done in the
a)dbAds delated in(spssisn Hen ERBROF(Adoed hdtiexist anskdsinn)

oS s AR e i BT bt bR oy -

cheleks.sessi on view. The update to Cis visible in the

sessiLQn view, sin r .nodi fied by the .
o S B Locte Plee oMo = L T et eiovpEreferentalantagdyichecks.
d)tenee ERR&)wwoebQWbﬁigtiné‘?ésméé! fied by 15 the session,
hence, its value is obtained directly fromthe session
data. This case is an exanple of a "conflict" between

IndnSMimentd adR ?ﬂeﬁﬁcﬁi&%i&é‘ﬁ:e%fs?or?ﬁgﬁ?i té%? [ seeing the

scenari os ari se | esarrE|tem|_s no
seishigs Ry (rBther Biantthe coesssipis)sThayrdaeit by osiag tiwé sedsion data and the

[ : .
of SRAG Fhe PUGRG Tft?dos EB0L M I AntAfor GEFRYEH (Hif Bperation
in anmembadiment: session data is essentially a |ist of
f r | Of: tion) for all the conponents that are
”r%egau%f’?@‘dé%%’@ﬁgd, updated, or deleted) in that
a)$fes & deleted e session thernastutryngihe record for each such
c ent .even if it is. nodjfied mapny times in that
b)§g¥§f)gr?xtsés. I sespion;then faturndis valyedn f@'élSéF%lafJ t hen
c) elsedf A&xRERINHore $AtStheRTOIUM itS vAIUEH B6te sidtg first tine
a conponent is updated by the session. It is updated
d) glserrgiurRHll 25 nodi fications are perfornmed on the sane
conmponent. The record is renoved if all the updates

that are perfornmed by the session on that conponent
in ape emigdlinaentseatsh Sessions allow users to undo operations they have done in

that session, in a strictly reverse chronological order.

In one embodiment, when a session is being committed the system can reflect the
changes to the core state appropriately. The commit essentially result in a sequence
of updates, deletes or creates to various components that are modified by the
session. In one embodiment, the commit of a session can be atomic. In other words if
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data is persisted on the file system Notice, also

that, the session data is not a snapshot of the
configuration data as of the tinme session was create
the server uses snapshot based session data 30 In
RE0BAHYH:R ment, the fol |l owi ng provi des | ogi cP§HYS2005/018183
Create, Update and Delete o ations. 1) CreateAin
Sessjon S was d eted in S |on t hen

tialate e er fifin §oNicedusioresnes. 6 Hanoen frediecd 11 can be
r&id kKl N session data then ERROR (cannot recreate) V\D
2005/ 114452 PCT/ US2005/018183 -52. ¢c) else if A exis

In ane embodiment, @ sessigRraIRbE camAtited Eitp sama)it wyl ot resut in an

3 BT 1R SR K o355 or e
follovdrgisitoue:t hen ERROR (A does not exist in session) b)

I . . : . .
55 Rirbbleld (4 39h Ay b o BRNER 19436 ar
deleted inethelvere $Bf2ATRIS(is nlhalatrated im Bigure d@adCbotpoAentris created and
rEfpiRIopS pOmppheR 1t K pIFFagIL s £188 S1Ate: THet 8 ks ddlpBfom he
cofe SB6S Mﬁoﬁ@ﬁfhe&i&%a&é\lsd@ﬁd théfsegsﬁbﬁbom@lr&@ﬂh%ﬁd feference

else if A exists in session data then DELETE after

frydPAdP Breferential integrity checks. 15 c) else if A

250h2h§es b helRresBicemal @Enaﬁﬁ Byalk lof FefBFPRES in the sessmn view.
referential integrity checks. 3’ el se ERROR (does no

Thvg istillystratesiia Féﬂ‘&i"eﬁ ﬁ;oﬂ?@'ﬁé\gtﬁﬁ@h Aetassignayepld introduce the cycle
t?ﬁ%@&rb Qfste Brthdres the EHﬁn s hBRAIdWR, A clé i |ﬁ?§i{$@9d in the

sessi on Vi ew (rat her an the core state)
fallowing figuradiyrfigstrupdatieg 8i S@rthaiat refergocesB. Then Bds modlfled in the

c%h% tg;%@?*}s eré’rllcl A"gﬁlggﬁ ?B’%?ﬁgopm eltltglﬁe core state can see the

refiepardierfeom B tib)A Iaamderm fhe sBesish can Sea poth BAeﬁesembaigaA add A
Ln sessngn then return null b) else if Aexists in
reISEd1UY ¥hen return its value in this session 25 c)
3 IFsguref138 iluctsitss Refecatial Interiey Viblationetive to edrapor@ntsthat can be

dlePet c? r\ﬁhgrg gtc%mpo egtl |§ %e{e?edu i§1na sneusls¥on, the session manager checks to
make sure that there are no references to that component. After the delete the
component is no longer in session view. However since this component is visible to
users outside the session because the session is not yet committed. It is possible
that, a component in core state is modified to point to the component that is deleted
by the session. Such a scenario means that the commit cannot be done because
doing so would result in invalid references.

4) Conflicting modifications in session and core state. It is possible that the same
component is modified in a session and also modified in the core state (due to the
commit of another session). For example a session may delete a component, while
the same component may be updated with a new value. Such conflicting updates can
be resolved explicitly by the user. This issue is explored in more detail later in this
document.

5) Conflicting the server change list in progress. Certain operations performed in a
session result in modifications to the server. For example, creating a service usually

deploys serviets or Mdatabases. These changes however require a the server lock,
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b) ACCEPT CORE: Commit keeps the value in
core state intact.

Non-conflicting concurrent modification scenarios

\%

Vx

VX

Two updates with same value

NULL

Vx

VX

Two creates with the same value

\'

NULL

NULL

Two deletes never conflict

Table 2:Conflict Resolutions in Accordance to an Embodiment

? In this case the component is created in session too, but then it is deleted.



10

15

20

a) ACCEPT SESSION: Conmmit overwites value in core
wth the value in session b) ACCEPT CORE: Conmt
preserves value in core state (effectively throw ng
away his changes) c¢) MERGE: nerge the updates in both
WPZK‘HQM“” This requires support fromthe congl/ES2045/018183
NULL Vs Update in session, défete in core state: \Ways
of | don't know if we can ever do this. WO

In 2pemMbodimentpan updeieauan FiBueiect that dassdbes what acipns are to be
oAET LTSS AHRROR Bk GERMBAGRS e
foneceRthgibrERCcticomdiescribedis thehepdadeptameihe Upeate Bldn executed on .

[ | ' | i 0 ' V. Vs NULL
art a3 o el A3 Belibg o P B8 st
Thiesedtiongives aa\)?:’)p\(ﬁﬁﬁﬂ'évélliﬁéhﬁ%w oﬁbcgmésl_?dgtgggreggﬁbﬁ?ed. It is not
t t . tat : mm
meH 30 B8 B o bbbl BV act. ML Ve v
In ngsemafdl irheitt] atg updet@tifﬁﬁtiéw?/m taé félmg/bé@sg 3’:1) AégEClé?T
: OqFlm uses the value in session _
¢ E!p%gﬁﬁ%i © (S CORMILS Z Ratch wpdaig, Ngﬂage\p&arNglggnerated and
exeeltel ohtddhtin Gh83hénayed sehris eresaeipabis thpically %%tcgtﬁéﬁ admin

the conponent is created in session and core
SeR@h @DA CBINAYRYSdHMEVRIF, t he conponent is then del eted

(B3P ler MBKre! ATRIRLKB8nAF RrodlarC0G
* HEnaEP e 08 TR o ng RIS mooton
fropp thel adrRivesesverhibab i cenfiguration data is out of data. It thus requests an
update plan from the admin server, that can be executed on the managed server and

can bring the managed server configuration up-to-date. The updates are essentially
the “deltas”.

In the case of user updates, the update plan is first executed on admin server, and if it
succeeds it is sent to managed servers simultaneously (and asynchronously) for
execution there. In the case of ménaged server recovery, the managed server first
sends a digest of all resources that it knows about and their version numbers. The
admin server then compares this with is own data and if there are any discrepancies it
prepares and update plan that can be executed on the managed server.

In one embodiment, the update plan is sent to managed servers using a well-known
JMS topic specifically configured for service bus. Each server (including admin) has a
change manager component that is responsible for receiving the plan, executing it
and, reporting the result back to the admin server. Each server is responsible for
executing the update plan it receives. If the plan execution fails due to an application
failure (e.g., an exception, not a server crash), the server is responsible for rolling it
back all the changes that are performed by the update plan, to the state of the
configuration that existed prior to executing the update plan. In other words the
execution of a plan on a server is atomic. It either succeeds or fails. In either case the
outcome is reported to the admin server.

It is possible that the updates succeed on some servers, but fail on others. When this
happens the updates on the successful servers can be rolled back, or undone. A
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core state intact. Non-conflicting concurrent
nodi fi cation scenarios V Vx Vx Two updates with sane
value NULL VWx Vx Two creates with the sane value V
NULL NULL Two del etes never conflict Table 2:Conflict
WO2HM5(H448hs i n Accordance to an Enbodi ment PGHU§2B95418183
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managed server I n one enbodi nent, the update plan is

Insens embomg@@CE saskdn ¢he updale alangrpvides tire fologing dwidtionality:

o%& el Galdave ﬁ%‘?{dt%ﬂra‘?% éf%'gtectﬁg?fﬁ&ﬁ kS grﬂ}érgtﬁégﬁ%tﬁqns in the

(i nc uding admn nge rrana
system. | s responsi ble for receiving the pI an, executing

Il:Eg(e ohcE\ n@é{égrs% érrt%g 5";#]365 & é(rmts(rhe contfi gura{1 ion ghange Namely

server
it creates, updates, and deletes stuff.

Figure 14 is an illustration of update plan execution in accordance to an embodiment.
This figure describes how an update plan 1402 is executed and what
modules/subsystems are affected. This figure shows three major players that can
participate in an update: various Managers in the configuration framework that
specialize in certain things (1400, 1404, 1406, 1408); data structures, such as update
plan, tasks, etc.; and various stateful entities (1410, 1414, 1416, 1418): These are
various pieces that hold some state. These are runtime caches, persisted data, and
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executing the update plan it receives. |If the plan
execution fails due to an application failure (e.g.,

an exception, not a server crash), the server is
responsible for rolling it back all the changes that
WPE03d1446% ned by the update plan, to the stakEl/6320059¢8183
0 configuration that existed-§¥ior to executing the
updat e Ian In other words the execution of a

Qﬂneraiaé% is kept hy etner madules inbe sysiemdsueh as X@aliensmanﬁger
viHiEH REers?¥P Badhidor BB duery pRASS.ed L0 L he admin

server. I'S POSSI et at e updates succeed on

lgone egmodan@t @rmupd@telbegmsormm%le GhrengetMaragen 44p@ gets an

BB P g SR B RS B e in s

sirbgly sdist of tagksy M‘tasﬂhm:mcamge ekecuted nuerden Thksatasks invoke

HARRSOLT R~ HenBaST R Gl HBTer ar Rl g8 (Sra4 0

updhtegéreatel dotete/rémaroy eomponarits 420t fokietobt me@ts ‘E41f8p9rqect

Nneces ang CoBtponar BianegR s tirg Upgatsrelppt Seteri etties, Such as
rofirié %é&ﬂasdﬁﬂa (éféﬂeﬁ&é gf?ﬁh@ bfd fies Mag6VaLRirthanémbodiment, file

rol | ed back t hei r re-imge. 2) Furthernore, if
U@Ha‘ﬁsr?éﬁﬁéﬁ‘éiegé(ﬁ/@?F'|ﬁ WMAYera di gest of the current

IF 8AE %mb%dﬁﬁe,ﬁ%@\&ﬁbaé hﬁ)@ufé% théﬁxs@éﬁ”@orhapgﬁféé% 'coﬁi?)@nent (for

recei ve deltas. l'y these delt [ocally

eAMple $W'Oﬁd\ﬂwr)s 10 T hede mogulestregisten @rtqbtadge%that pecuron a
ggﬁuﬁﬂ%mpﬁﬁéﬂﬂg%e d‘)d?g n%ﬂ??é)dj\gﬂgﬁ%an u?é?aﬁ’o%dcﬁttﬁ%}@o?rgbonent type’

escribes’c are nee be a
iss eneaterk dblete, wdaﬁeguma:tenemedAhlstqmee& bfpiébﬂgnupdate treairunverd internal

ST ool RS4 {6 Ghe i Fofnai@HY FRE eRndE s 43 manager

debtmyg/em ddplbyslmepmdMésumBB trahyeoreeadpoifits baséd pe shaiges made

JefniloRgt e RS e e g afote 3L 3y B rollsideiok when

aargirdae,lce@;g folder or project task. In general the
update plan first executes tasks to create folders or

I, pBe @mbgd'rmenti ipwsderdy fagiifatenraRer IsFovasyHheANgedRkager can
pé&%tsmqﬁre\%mhb ?&Kﬁwﬁg)fa%% &&dmﬁe éﬂéc‘dﬁéﬁ' off Emﬁr oj ects.

I n one "enbod I nent, each task in the up dat e
1p Abthedkaginnieg ﬂbmla@\ﬁxﬂ@}ltmnwnteom sﬁqo@on the\disk that indicates the

oAl oy BALSSLEH abSTANYEIPK Sy

|ons In
2y aﬁiadalcmessfak@cmuborslwme P rpemrﬂmmbetdmk tbatnﬁd igateatheaxecution

rEB 8o Fhibned A b e SG VarPlh SR sREESE AL Bhough.

3) After application failure, write a record on the disk that indicates the execution has

failed and recovery is in flight. A simple string value such as “FAILED” is enough.

In one embodiment, recovery is initiated after an application failure or a server crash.
In the first case the update is stopped after the application failure and recovery is
started immediately. In the second case the recovery is performed when the server
restarts after a crash. Rollback means undoing the effects of an (group of)
operation(s). Whereas recovery implies a more general activity that may involve many
rolibacks, and potentially many other kinds of activities, such as exchange of data
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Figure 14 is an illustration of update plan execution

in accordance to an enbodi nent. This figure describes
how an update plan 1402 is executed and what

nodul es/ subsystens are affected. This figure shows

W28/ 1ke#pbr pl ayers that can 30 parti ci pat e PEI/E$R005/018183
updat e: various Managers in .gde configuration

framework that specialize in certain things (1400,
betvedn difféfint ehtils)in adistibated wriinoreaents o potaatiallydade operations.

| k d t at ef tit
NRieigiosd e iiomdan beeel MSRARERITS i coes that

ge SONR Gickiton DPRHANGSLEYAIICET e sidatd I§ta@é$ from V
ggta and WD 2005/ 114452 PCT/ US2005/ 018183 wa e !

to Ya¢ Bhig RReration capbegplieq hagk inbupmeys; h Yale §9§chﬂﬁ>Rf§@@‘h
(p@%@s@ﬁmcﬁjﬁ sags /1 3the fbekﬁsmﬁage mﬁxs og&raﬁegpé.&oemen revert

Query ans I n one enbodi nen ate begl ns

bagis é tha éalgﬁaﬂ‘ga@ mting deek; m(e)gmega%nnal apnlr@aeh Gbalnallmmzack)

AR EIRRISG o Qberghich DEPSEN, Oy ) MoXRRAL (R0 V3B gptain V-

In one epbodiraentt bothiappooatbes ca be@mmyesi depenklimgnart Wwbidh stateful

o 5B AR o 0 AR e IR B Hhaidhave

batsed appmach) for fileaqidateld This Mowp ecdsh isbovagp to sintbly replace all

R e R GNP b bk
ch@h@éd‘@nat Qﬁ@bérfdrm%d by Variol®manbyérsie Fed%’ﬂ@@' td"RétificatiodsS we use

10 ugdat es are handled via the File Manager. In one
OPgrALIeARkARTO3G¢Me vari ous modul es that listen to updates

qu'h o eCERI8 RAMustalbn of % TR RSREUYIAE iMVBOGREAnceld Hh embodiment.

nodul es reg| ster for changes that occur on a
In paneratitiis-possibig thaé Hie sepyrr mayerash durieg afrolxroliediar am application

exbékgfo‘?\n&eth%fse?\;@tm SRS Blfind ¥RBve Saﬂ% %te rs?a‘ﬂ ?ﬁ‘é filled

or re Li steners typica update
Clrdﬁﬁ indicase wiere te sylsmr@may araglponse to these

i1Gat I manager ,
i 8,159, OB e SRR o ek ISR AR e embociment
recmvépostatts wbmedréteiyl Railimpieeckithel exedution o agedn relies aminl{ on the
% Etﬁ?! ese |isteners hold state that can be

OPF@ 'PB%‘ 8 erea gn error occurs. In one enbodi nent,
In be empedintentf veén b plireis RxOEREd RSTAMP EXetiites €BANBEts tasks in a

manae n persistently record the follow n (_:i(
Sequen éﬁéﬁ attﬁ% ggqtpg dg tag q%gﬁ cregiechforipat task. Notice that
th@ QEHA BsRTs BasiPAIRhE Rekd Qbrativr that ﬁarf 5&£05&Y fa(]roh@fck the

di sk that indicates the execution has start

effacteef @ tagk: imgspastuef thesmembodigipater Hipse undsriesishare2iccumulated
in @fﬁgﬁy WhHEF2T54K fﬁﬁé‘ﬁfe léﬁ’ Bxeéﬁ”u ﬁ%t ra‘?ﬁ% a?%ﬁnﬁte% o

I'ndi cates the exe€cution UCCESS
tasks @irs Axehuted iithe revesse dragr.\Fr masmlﬂsmo‘é&ltl@iﬂss'ha's shree

NSl 01 A SENES A1 408ty 145 P ot o
XQuery fails. The following list enumerates what is executed:

1) Obtain undo task for Update Paolicy P. Lets call this UndoTask1.

2) Execute “Update Policy P”. This succeeds.

3) Obtain undo task for Create Service S. Lets call this UndoTask?2.

4) Execute “Create Service S”. This succeeds

5) Obtain undo task for Delete XQuery X. Lets call this UndoTask3.

6) Execute “Delete XQuery X’. This fails.
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failed and recovery is in flight. A sinple string

val ue such as "FAILED'" is enough. In one enbodi nent,
recovery is initiated after an application failure or

a server crash. In the first case the update is

VO gpe4Rf ter the application failure and r FEOESREPS0L8183
30 started imedi ately. In t 98- second case the

recove i,S rformed when the server restarts after

7)als ‘&ng ﬁaft&gack means undoi ng the effects of an

3Xlgﬁmsq3)s exgetad.i on(s). Wereas recovery inplies a
eneral activity that may invol ve nmany

Q}Iépqi 19%’6% is @ReURst enti al Iy many ot her kinds of
@Q_tiﬂ)dﬁ'ﬁa'sﬁ Sieliteds exchange of data WO 2005/ 114452

CT/ US20051018183 -59 between different entities in a

di stributed environnent, or potentially redo
S S0, I GRALEETS, SUEB SR B B U ke
Foraruepdste taskcttleMnd@daak ¢an be aneﬂhat upddte dask\hat wmiatés a

bt Sl s gl alte” gty REFepaife b W gl cap e
arﬁd‘tberheﬁame ta'askjigab .;em\?hmedr?i tlrag lorllemehémmacami its bﬂgmalmané The task

¢ to .t haﬁ {1 q%ab ac tI‘J(
’%5[38?’8{"1% %P@QWW@HO&F Fe HH@‘R%‘S SAppl y the
Ini dhesrfilSodiine Al @Eééﬂlrigbffﬂ?es( &6dd ndttprédddY ira dditﬁmrdﬁtyleras the

oilhestSoeachh e b U U G et

ta8R1d dneclifedP Witk fiRCuRRRK s fireip "Cahd atE@hd of the whole
sense to use before-images (val ue 0 based approac

pipp exegution,ihedipdate isiaitherfcogymritied sam rq"@d cbaék’ybasgdmmm@ther the
p%&‘ %%(ﬁ&ﬁloﬁlﬂas RbE&eRdrb & %Enp;?(}“{e'a%%nkﬁsﬁr%ﬁn BRI and F2

ot her han |n order to ro tate ang
anertatbeatpdatedr'ﬁreatnd@ielme@ as agesulhefrrages eonflguraé@pcmaeg@ to

: al approach. Figure
cqgédﬁegfsa{%‘l %ﬁﬁ Cs%l\%gfgs@ v@ﬁ&ﬁgé eg“%’(éssn‘ul update in
1 eCarapaient €1tis changet dtisezuses tHeSfile i 1ge bermeparked iwith relevant
ﬁossi ble that the server may crash during a roll back
Pter an application exception, or the server nay
2)CeaporiBht 02ds chamyet. Thitf datises trehily €12 t6 bargrepdree withl rerdant
CI rcles indicate where the systemmy crash. In Figure
ﬁ@b execution fails due to an application exception

3)5""‘ﬂ‘1e' whdl® BIaﬁ@@@hﬁﬁ%uccé@&@é@é Yc&hﬁ\“ t%fth'eﬂ‘%@l Mt Bbép we do

|ng back the execution of " a plan relies mainl

a)tcl"@“mﬁolpéﬁ'@séﬂﬂﬂﬁ1 rol | back approach. In one
plan is executed it sinply executes
b)ﬁﬂﬁflt%ﬂgtes“l@ %LéslﬂZ

Its tas In a sequence. Before a task is
4)ox-cbernisesas partiof tolb&ck we doeat ed for that task. Notice

@&fba Qh&#gg?oo‘:gask is basically the inverse

opera can be used to rollback the effects of
b)Rdlibakk updates fre€2.s of these enbodi ments, these undo

t asks ar ccunul at ed fails,
TheBiGv R Telle e R Corepton Nade Aot A8 e nan
embodiment. Columns named prepare, commit and rollback describe what happens
in those phases. (These actions also apply to creation, or deletion of folders)

OPERATION PREPARE COMMIT ROLLBACK

CreateFile(X) Assert X does Rename X.new | Delete X.new
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tasks are executed in the reverse order. For exanple
suppose the plan has three tasks, nanely, update
policy P, create service S, and delete XQuery X and

del etion of XQuery fails. The follow ng |i st
WAZASAM46E what is executed: 1) Obtain undo PEEKS20¢5018183
Update Policy P. Lets call this UndoTaskl. 0 2)
Execute "Update Policy P'. This succeeds. 3) (btain

undo task Tor head@tServicd S.xLets call] tnis
UndoTask2. 4)| Execute "Cregte Service S'|. This
succeeds 5) Ob} @”leﬁtelfﬂﬁé(ﬁ%h for Delete XQuery X. Lets

U"Fﬁllalteifl%bﬁ) i '%8%@‘/31)1445'2:)( Eb%'%%igﬁrg/e 8381@8@%@?‘“’7

Rol | back is st leoka. 8) Undg ReslaBne X.newedRehme X)old

I one.embodi AP MR XU | Bek for or odi® nd del ete

DeleteBid(X) e and| Regarhe Xt 2sks.| Dakste XaoldupddtRerizmg& X didie
undo task can b%e gmt her update task that] updates a
component with| ™€ original |value. Simlgr '?y(for

RePRAEFIEOSY) ﬁﬁre%ﬂaoaé AYKs CTdRit a8 WOE 1 TR(SIfBQ?lE’Es pK

that renanmes the conponent back to Its orfigina
The task 10 frpieasdiend s alis owretedrangt X rieceates and X

custom ze undo dé?ét@ﬁ- In ong dﬁe?%n lyrent, qggg%k%g of

files does noti proceed in a 0 style
execution of tasks proceed. A task is executed, and I'n

the case_of, r S undo ask is executed Wth

files a T’f‘{"gﬁ E%épfé@ﬂpm g't'go‘iﬂ’ dg-an Epbodimenhe

end of the V\/nol e pl an execution, the update is either
mmtted" or "rolled back" based on whet her the 15

Th&l Bt apd relck aReriees i dles a7 pedeanes afterithp SLCCESS or
FAGEEb'rGéHra a‘r@?e%,éé&fkﬁh LA ﬁ'ﬁAl\@ o@l\g_glr\#go file. This is a design

pated Crea ete as aresult
degtsiom that allovsreeoneny afteia sevapeomsh durity thembrozl esguition or

L0 . j d. Thi
olt 26k S BRFNE iay dmERTRSS e B0 e Bl e
defrlis 2f tteompdsectionC2 i s changed. This causes the file F2
il Pl R ol ot UGBl i bl el tars e
sefvien edstart.offtera sboverarasboimgi dl"naugékitoetﬁe iperdidte@ dbth (e.g., files) need
to be recovered. In one embodiment, this can be accomplished by the system as

follows:

1) Determine whether the last update was successful or not, usirg the
LAST_TRANSACTION_INFO file.

2) if the last update failed or was in flight (LAST_TRANSACTION_INFO contains
FAILED or START) then we need to rollback file updates as outlined in the previous
section. Basically we search for any files named “X.new” and delete them, and
rename all files named “X.old” to “X".

3) If the last update was successful we may still need to do some work. It is possible
that the updates failed after writing the “SUCCESS” record, while still committing the
file updates. Thus we simply search for any files name “X.old” and delete them, and
rename all files name “X.new" to “X". This is kind of like a “Redo” operation.

4) Once all the files are recovered simply remove the LAST_TRANSACTION_{NFO
file (or put some empty string in it).
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b) Commt updates to file F2 25 4) ... otherw se as

part of rollback we do a) Rollback updates to Fl D)

Rol | back updates to F2. The followi ng table gives how
creation, update and deletion of a file proceeds in an
WARBMSIMEAR . Col utms naned prepare, commit amRCTEI2PEHEH83
descri be what happens 30 in-6%vose phases. (These
actions also apply to creation, or deletion of

fol ders) r OPERATI ON PREPARE COVW T ROLLBACK

T B58 SR R bietldr Bnas s Sy e many

timesadwsingireeoverniew Updat eFil e(X) rename X 4 Del ete

B ety nlfi¥ged sEVGr BEPRTY i hARE T A oy way:
1DEuring skarblpthBenamaged.sehndbr pxrfoinds ibcAl reBeveryaBimertisndd in the

Pregarecgs if Yis Commt as if Y Rollback as if Y
PEPURYLEPARE: X is is created and X is created and X

p.s) GHhih th:dgiaoﬂ@{r?taiﬁnihéed@r ahe @?ﬁ%’b eigdst !Fitfdrma‘ﬁbﬁ blbf)iétcthﬁ
I N CCQr nce 0O an 1, n e GO ..an acC .
CoPEATETm ampt ki aabont o b ABGs R tains Mo igagt o fRercagiponents i

KPbws abOlLAHY thefr Yefsich RumBesl sted to the .
LAST _TRANSACTION INFO file. This is a de3|_%$ deci si on
eRaAsS

3) NEINTR SEBYRS C@@Eéﬁ_ﬁ’&rtbiséﬁgeéit with dhg mﬁgeraé@n [ 3y defarmines
'EB}nPSE%E%%g%B sehRr Ii%\,\gﬁé A ﬁgﬁhg@&‘f—da-f@,' o?téti’@éﬂy%hould not

may not be apparént to you ig into

hawe alhen ibe adndn server peaparemandliipdate pieegustforthat mppaged server

r (g
i e gButel) Eaftifhd e Aol s o5t BHR Yoipket to the
ndip cohfiguyatiort an tHeeadminsiesteed data (e.g., files) need
to be recovered. In one enbodi nent, this can be
acconplished by the systemas follows: 1) Determ ne

Imbat ketbodinentamtd bypday of ilstrasion.ce@sliting operatidns S logsely
%‘g% bAST- TRANSACTL ON- ] NFO fi | Gi 2) If the |ast
fegprated Watan PAUIreRALo PRass YR (ZRSY TRANSACTI ON I NFO

1§ @GR paARticipant (resource manager) prepares the operations, but does not yet
commit. If the prepare succeeds it sends OK message to the 2PC coordinator.

2) If 2PC coordinator gets OK from all participants it sends a commit signal. Otherwise
it sends a cancel (rollback) signal.

3) Each participant gets the decision from the coordinator. Whether to commit the
prepared changes, or roll them back. '

Although a diagram may depict components as logically separate, such depiction is
merely for illustrative purposes. It can be apparent to those skilled in the art that the
components portrayed can be combined or divided into separate software, firmware
and/or hardware components. Furthermore, it can also be apparent to those skilled in
the art that such components, regardless of how they are combined or divided, can
execute on the same computing device or can be distributed among different
computing devices connected by one or more networks or other suitable
communication means.

Various embodiments may be implemented using a conventional general purpose or
specialized digital computer(s) and/or processor(s) programmed according to the
teachings of the present disclosure, as can be apparent to those skilled in the
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FAI LED or START) then we need to rollback file updates

as outlined in the previous section. Basically we

search for any files naned "X new' and del ete them

and renane all files named "X old" to "X". 3) If the

Va2005(1h48% e was successful we may still needP¢HURGOS/013183

sonme work. It is possible O-6%at the updates fail ed

after witing the "SUCCESS" record, while still

C@mﬁ\ﬁff?rtﬂ"h d\PpFepriate seftwargoding canusadity ke prepareskhyr skilled
FrSiraftilers papa B3 T tckfifls of e, dfBs it tisplielive. Btap be goparent to

th¢3aeslqiledﬂedue soffwearataro he41)ve®tioue eyl alsdnbe fmplemeatesi by the

AR B G AR T S g gvor o
cBaVéntisARDEIMPGS cirelfifd, 551 tan be edadily Sippatdno testhbBe skilled in the art.

VRS ShRele ey e SOBPer Prockain RERSAGH S & slorage

mmgﬁmeae&” Ving8R&kREi¥nd StoRRNARGDNIIA whith depi ﬂ)é’%élﬂto program a

ing startup the managed server perforns

geaeal pw@%e &F §paealf¥@mqompé@n9 Rragessor(s)Eievicats) de eerfeim any of
tl?é febifBs bFes‘eﬁoneﬁérémt ftRe %ﬁif‘ééb RRUNAE cafhcRABIGus not limited to,

di gest information about the  configuration data
ORA RN fithe fpﬂwmm @éstttynmftpénya@altmedlamclmm@ﬂbppmsks

GRS O3, ORI, WA iGhonc
stcsng RO BAMS, PRSI/ EPRoVs EEE’&)MB\GDRANBWM fash
AT B oot B MRt e il
mmdm’yéCp) aaperumt pdper-bhbed medizagad ang typerof médis br déﬁl@@ swtable
eszc%m %n?%uq?ﬁgs aﬁa%ﬁtr%grmnﬁﬁﬁ? gn%ﬁsr%ﬁgqﬂ&etg%dﬁabge a computer
pﬁdg"ramrprod@ct lkat@an bReabniisY indisbi®vr M@ér%fand over one or more

t executing operations.in a | oosely
bl S priipls BRMOBEAAFRBIN (e aRBRiSSR AT deS e Uctipns which
cEABB ulad bV‘UnBQi?ﬁnér’é?ﬁ@é&s%Srs"f@%%ﬁﬁ aFlf/ %fﬁ{eq:éafulﬂ@s presented

oper ati ons, but does not et
hetein de Marioys emhedimentsythes nmeswrm mayn@!u@eaqmuram |of separate

trﬁﬁsr%)ssﬂgﬁszpc coordi nator gets OK fromall participants
sends a commt signal. Oherwise it sends a cancel

Storeti oba.ok Jnase ghtile. catdputercieagable mmeqmant(mgdtas) the@resent disclosure
RS S Y ) O oS eees
cohnagbea(s) am}lodpx;mce!;sor(s)rm'ruefnt enatslingdige canpiitesepandibe,
proces.sorzE i mterac With a human user or other mechanism utilizing the results of
the present invention. Such software may include, but is not limited to, device drivers,
operating systems, execution environments/containers, user interfaces and
applications.

The foregoing description of the preferred embodiments of the present invention has
been provided for purposes of illustration and description. It is not intended to be
exhaustive or to limit the invention to the precise forms disclosed. Many modifications
and variations can be apparent to the practitioner skilled in the art. Embodiments were
chosen and described in order to best explain the principles of the invention and its
practical application, thereby enabling others skilled in the relevant art to ﬁnderstand



25 nerely for illustrative purposes. It can be
apparent to those skilled in the art that the
conmponents portrayed can be conbined or divided into
separate software, firmvare and/or hardware
WOHSHMS. Furthermore, it can al so be appat@yS2pe5/018183
those skilled in the art tha®4-such conponents,

e ard@;s .of how they are conbined or divided, can
tg EWRRHON, ¢ ip interdaskiNativg sCphe ofipiigsnsion darfiafined by the following
ctHipk anBh&Heqiipaendi fferent 30 conputing devices
connected by one or nore networks or other suitable
comuni cati on neans. Various enbodi nents may be
i npl enented using a conventional general purpose or
speci alized digital conputer(s) and/ or processor(s)
progranmmed according to the teachings of the present
di scl osure, as can be apparent to those skilled in the
WO 2005/ 114452 PCT/ US2005/ 018183 -63 conputer art.
Appropriate software coding can readily be prepared by
skilled programrers based on the teachings of the
present disclosure, as can be apparent to those
skilled in the software art. The invention nmay al so be
i npl enented by the preparation of integrated circuits
and/ or by interconnecting an appropriate network of 5
conventional conponent circuits, as can be readily
apparent to those skilled in the art. Various
enbodi nents include a conputer program product which
is a storage nedium (nedia) having instructions
stored thereon/in which can be used to program a
general purpose or specialized conputing
processor(s)/device(s) to performany of the features
presented herein. The storage nedi um can incl ude, but
is not limted to, 10 one or nore of the follow ng:
any type of physical nedia including floppy disks,
opti cal discs, DVDs, CD-ROVs, mcrodrives,
magnet o- opti cal di sks, hol ographic storage, ROMW,
RAMs, PRAMS, EPROVs, EEPROVs, DRAMs, VRAMs, flash
menory devi ces, magnetic or optical cards, nanosystens
(i ncluding nolecular nenory ICs); paper or
paper - based nedi a; and any type of nedia or device
suitable 15 for storing instructions and/or
i nformati on. Various enbodi nents include a conputer
program product that can be transmtted in whole or in
parts and over one or nore public and/or private
net wor ks wherein the transm ssion includes
i nstructions which can be used by one or nore
processors to performany of the features presented
herein. In various enbodi nents, the transm ssion may
include a plurality of separate 20 transm ssions.
Stored one or nore of the conputer readable nmedi um
(nmedia), the present disclosure includes software for
controlling both the hardware of genera
pur pose/ speci al i zed



comput er (s) and/or processor(s), and for enabling the
conputer(s) and/or processor(s) to interact wwth a
human user or other nechanismutilizing the results of
25 the present invention. Such software may include,
but is not limted to, device drivers, operating
systenms, execution environnents/containers, user
interfaces and applications, The foregoing
description of the preferré‘sénbodinents of the
present invention has been provided for purposes of
illustration and descriptpaimist is not intended to be
30 exhaustive or to limt the Tnvention to the precise
forms disclosed. Many nodifications and variations

Lot REERATERbedfnh M BERTHL KRG oRly ifbridhe o

conveinst mesgapainm fifsedipsction hlphg s fiedt phthdn b messuige procassthg graph
its. practical ﬁ@glijation, therebéFFnabli g others
whgreip it paih ImclidPSqLAFASt e MeSSAgF RIS S B
2005{Hekdfl Bt 16543 320CR4iR 8rhfidis %rééhiieﬁ@ntb RVEAEA BRe fst_l'ﬁctlare,

i s intended that the scope of the invention be define
angyvherqan thelat lpatipie messaghprogawingede cays ofa pipaline-pagmode, a
bé%dﬂdg%od;Ym@aq&h d,4Qr processing messages for a

servicce proxy, conmprising: conveying a nessage in a

fi r siffodding edch@ne af the@t kadtions mepsapé piovesgingmedathe opportunity to

rocessi ng graph, wherein the first path includes at
D (18 SR SR TR RS o (T SO ne b a8 WA 088 g
pePloffi€8 SdchbtyHuAdHbni basdl @ 1 aSiChrie PoRich IFAH Hddsadel BRI
structure, and wherein the at |east one nessage

pr o CBeEsiR gherpb Rastcomg nirssage PEpceisg node ippliements ge Intgrface and/or

' ng§ﬁ~ - ' de; affording each one
a%?é@ﬁ@h%?s e fb%ﬁgﬂﬁgéggggggfo essi ng node the
opportunity to process the nmessage and wherei n one of

the gt |eas e ssage processing node perforns a
2sec eﬁvgﬁﬁﬁégﬁwwqﬁﬁ@a%non at | east one portion of the
Me's SRgSscudtyFundtioh @ daphble oPht 1ERBSAe &n&lcﬁgqﬁi%%gﬁ:crypﬁng, digitally
.processi ng node inplenments an interface and/or a
signing, digdipl Yignature yerdlinapan.aythentgatinn tavalugtingq pdicyrady . 2.
: | aim 1 wherein: the security function
dC{é?]%lI‘HFé %,lggssg{ghfs

I'S capa at |east one of. encrypting, decrypting,
digitally signing, digital signature verification,

5 2GRS P SR BB B PO e BB 1,

a SeoMVEthgH 19¥6ageCAGIY d HisNBith GRAMBILFOPrAc¥EIRS 261Ph MR the
a first path in a nessage processi ng graph erein the
first path includes at least one message processing node;
wherein the message processing graph is organized into a logical tree structure,
and wherein the at least one message processing node can be of a pipeline-pair node, a
branching node, and a routing node;
selecting a route to a destination wherein the destination is one of: another service
proxy and a service; and

communicating the message to the destination.

4, The method of claim 3 wherein:



first path includes at | east one nessage processing

node; wherein the nessage processing graph is

organi zed into a logical tree structure, and wherein

the at | east one nessage processing node can be of a

pi peline-pair node, a branching node, and a routing

node; selecting a route to a destination wherein the

destination is one of. anop?ﬁr service proxy and a

service; and comruni cati ng THe nmessage to the

destination. 4. The nethod of claim3 wherein: -66-

the ebd&kinB % Bﬁe@&?&ﬁt&rﬂ iC@8hR&agt N the nessage. 5.

The nethod of claim 3 wherein: a nessage processi ng

node in the at | east one nessage processi ng node can
5refeﬂxnﬁ%h@f&kﬁ&nﬂ?&ﬁm@%her nmessage processi ng nodes

st one nessage processing node. 6. A

et hodedsage RoGSERS hodp iNEKSAYast dnemdsae prdcessiny Xy can refer

conpr|5|n conveyi ng nessa ﬁloq a first path in
1o QN QE QLD B“r’é‘&eé%"ﬁerﬁ’ﬁocﬁﬁ%‘tﬁw“‘\ﬂﬁg}né fiak %@t oRq mgﬁsa%f‘aﬁfﬂcessmg
n&@pludes at | east one nessage processing node; wherein

t he nessage processing graph is organized into a

| ogi cal tree structure, and wherein the at |east one

6.Mess i.pel ine-pair

n od elfi‘ gi%tlﬁg%xﬁéré&éggng &%@saﬁ@snfgp § Sér}(éllﬁ? Pﬁogeh%)gg)?lsﬁl .

publdoaveyig 4 imessagesﬂeu@a first path ireasicssapeproeessip @hdph veliegkin the

co ting the nessage to a destination wherein the
ﬁfa'egﬁjm BHALIAsHe mpgssag %é’i‘i‘ﬁﬁefﬁé?g%%]rew ce proxy and a

ser Wiikein the ﬁéh@agﬁir&fégsu@g gi@plRisBranided ihtb @MoGOAMReE StritGire,
sel ecting the at | east one recipient based on content
andiwherrin Hegk leget one gesmgprprasesingaiodp eackssefiamipalins pagagde, a
[ By nprising: conveying a nmessage in
brg&hﬁl Sﬁ%ﬁgla:?lg(":iglaon Oggg a first path in a network of
nes qmghshnnguhe messalgg tonadesst afeat@pient; hmd first path

i ncl udes at st _one of the ness roc g9
noquebiasng DaSiisda s SNTERaC e TG R R EgR O on s one of
andthePASIraeSIploRY anda k@ giceal tree struct ur e and wherein
the at | east one nessage processing node can be of a
pi peline-pair node, a branching node, and a routing
7. nocjefhe%étl%d%ﬂgalﬁ%c Iiiurﬁl(%pﬁorh}‘ﬂr'és'i f ' rst path the
opportunity to proéess t acquiring a
cr ecelettirg) the af leasanne tecipént kssod b eomﬁdﬁmtheanesmgej ce
identified by the nessage;

8. A method for processing messages in a service proxy, comprising:

conveying a message in a first direction along a first path in a network of message
processing nodes wherein the first path includes at least one of the message processing
nodes;

wherein the message processing graph is organized into a logical tree structure,
and wherein the at least one message processing node can be of a pipeline-pair node, a
branching node, and a routing node;

affording each node in the first path the opportunity to process the message;
acquiring a credential relevant to a resource and/or a service identified by the message;

and



and -67- wherein a nessage processing node inplenents
an interface and/or protocol that 1is conpatible with
the service proxy. 9. The nethod of claim8, further
conprising: providing the nessage to one of a service
and service proxy. 10. A nethod for processing
nmessages for a service proxy, conprising: conveying a
nessage in a first direction_along a first path in a
nmessage processing graph witdrei n the first pat h

i ncludes at | east one nessage processing node; wherein

the SSRGS SRSl SRR b RE G AE M B protacol that

| ogi cal tree st erein t & at least one
is cempatde pitb thessivice proxte can be of a pipeline-pair

node, a branching node, and a routing node; allow ng

each one of the at | east one nessage processi ng node

9.to mwaﬁodbﬁlalmﬁﬁ&m&ﬁ{snmgrel n the at |east one
nmessage processi ng node i enments an interface and/ or

Pravidingtibe BesspgRie qns Oé@rﬁﬁaftwecﬂné S@ViIS PERY- ser vi ce pr oxy.
11. The nmethod of claim 10 wherein: the first path is
dynam cal |y determ ned based on nessage content. 12.

10rhe #vetetiod fof protessing h@sseges Bi A serFicRPEsYg@IEIESSi ng

node_in the at a X node can

e cRINATS bR RE /B RS Reni CEL BRI s BRsReR focessing
grgplepherdinbefisapatll inchiles di1eastBid@ess@de grbedssthd Bodper ei n:

a message processing naode in the at | east one nessage

pr ocBREPIA NATBEEAGSPTREEURE graph s gerrsdiniag lagica éiss f’tr'éﬁﬁ‘éfe
arffwidién fR! e}t A Ghe HY@%@% @%‘d&q{&lb e&f bO5F a eﬁﬁéﬁ’l@%lr node, a

aut hori zati on, nessa atl on, nessag

bmmmhmgnmdmamd@npwmessdge routing, perfornance
nDnit r . n trac e arc
mes <l gwn}%%?a%;mrée 0 %t lg EO%%BFﬁs%%et RrgFessing P%(ile to %focess the
méRP: td1g, and a user-defined process.
wherein the at least one message processing node implements an interface and/or

a protocol that is compatible with the service proxy.

11. The method of claim 10 wherein:

the first path is dynamically determined based on message content.

12.  The method of claim 10 wherein:
a message processing node in the at least one message processing node can be

added to or removed from the message processing graph dynamically.

13.  The method of claim 10 wherein:

a message processing node in the at least one message processing node is capable
of performing at least one of the following: message authentication, message
authorization, message validation, message transformation, message routing,
performance monitoring, message tracking, message archiving, message logging,

message publication, error reporting, and a user-defined process.



