WO 03/ 036861 PCT/ US02/ 16879 SECURITY ACCESS SYSTEM FI ELD OF THE | NVENTI ON
The invention rel ates generally to various systems for verifying the

i dentificavitem3asht a person, and nore particularly, where PCHASpBLIEON
carries a wireless device for use at point-of-sale termnals, the wireless
device having a nenory in for exanple, an ID card, a credit card, a smart
card, a transponder, a barcode, or a conbination of these nenories.
BACKGROUND OF THE | NVENTI ON Many identification systens are known in the

art. In sone cases, a phot ' his fingerprint pattern
is affixed to an identifi c%@ﬂﬁtﬂ &%qﬁlﬁﬁgﬁr%pr oaches, various nethods
are enployed for storing inmage or password information in a magnetic

stri peFIELDIOF TAEANVENTION encoded i mage or pattern, which is physi caI |y
part of the identification card. Still other approaches utilize a "smart

card” Tavidv@ntibs reMfes g@mrawld@%ﬂbummmscwpamfymg therdéntfficatian iofra
storage. U. S. Patent No. 175,922 (Wan di sc] oses .an el ctr

t r ansaRerpeh a8y repRef B‘I‘rt'cé@r‘r‘m dfherg) the PERIpDLERITISH 3 é"drl?éessﬁ gV B?f Y& 8F - sal e
term mPéf' e TerPRRbRDHR wikbiRSd a@ﬂt& haﬂh%%ﬁhéﬁidnﬂm iR \eks @ e i [©dcdry, a

user. e device first receives digital ata representing the transaction
requesa cratié cardcer smiatt saichor itredsPeRdefe A @é"coﬁ’ﬁoﬂro%smmﬁ'ﬂ?m johrfhese
regar 9 s ability to approve the transaction request. Wen the
transaction s approved, the electronic authorization device receives

addi tional data representing the electronic service authorization token.
U.S. Patent No. 6,140,939 (Flick) discloses a bionmetric security system for
aut onobi | es. The control BACKGROUND QFcBHR INYENTKINer for |earning a unique
bi onetric characteristic of an individual to define a | earned individual
capabl e of causing performance of a function associated with the vehicle.
The velaay edelﬂtuﬂuatlbnr‘s)@mlm: @re systvenini thel arde$n aobieocastes] @ piipgapdr ofsai c

sensorsub]eq or his fmger%%/n %gﬁgrln IJ;‘C'%X %Ot%/a1n6%7e?\t|fication card. In other approaches,
various methods are employed for storing image or password information in a magnetic
stripe or in an optically encoded image or pattern, which is physically part of the
identification card. Still other approaches utilize a "smart card" having its own

semiconductor memory capability for information storage.

U.S. Patent No. 6,175,922 (Wang) discloses an electronic transaction system for
completing a transaction request at a point-of-sale terminal using a portable
electronic authorization device carried by a user. The device first receives digital
data representing the transaction request. The electronic authorization device
provides information regarding an ability to approve the transaction request.
When the transaction is approved, the electronic authorization device receives

additional data representing the electronic service authorization token.

U.S. Patent No. 6,140,939 (Flick) discloses a biometric security system for
automobiles. The control system includes a controller for learning a unique
biometric characteristic of an individual to define a learned individual capable of
causing performance of a function associated with the vehicle. The vehicle

function control system includes a biometric characteristic sensor, and a



controller at the vehicle for controlling a vehicle function responsive to
the bionetric characteristic sensor. U S. Patent No. 5,857,152 (Everett)
di scl oseswan3@basct roni c systemfor toll paynent. The sysPemusdensid i es an
el ectronic purse and effects value transfer over a comunication system
wi thout the need for the vehicle to stop. The system provides for tol
paynment by use of a conmunication device and an el ectronic purse coupled
to the device. The renpte communication system communicates wth nobile

devices to effect toll nts xchan C t ogr aphi ca cure
messagescontroder gt B v RB 803%@?'('%%‘%%‘3% éé&'(irg §%9"8§V§s¥% tggst em f or
aut hent i gigkieflic cﬁ@g@{@.sus,%@ﬁsc;rn a distributed environnent. A token is

initially issued to a renpte user once a security nechani sm determn nes
that the renote user is who he clains to be. Prior to access to tBe a

connect i U:$. bRateebrNe Beiiot é5asEveril) disclospplan AetioniGe syatem Ak st em
verifies,halna Tth%l%‘flgte"?ﬁ%ﬁ@"ﬂ"ﬁ%?qn‘Méctﬂro%&ﬁmg%hﬂ%ecfs%ﬂﬁﬁﬂraﬂﬁér owsued by

the secut 1ty machamsm Houvener, et al
di scl oses carrsysmteamzﬁmrsyﬁetrcmibpnbtl‘m nédchfarcihel vahinle torsteR.. Thecustesfier at a

identificati nal i, t b

check. TW(?VEC% cR ﬁ(gh é)c?é{a?g‘tt BHUW%JO?ESQC%M%%(’EQ %g&n&gﬁ ragn%lf[é‘éﬂ?grgt abase
cont ai ni f@sdicvupkld fphtheogdevigehi The nergete cdmeunimtionexystese comphunichieski ng
accounts. The not e . dat aba i earc nd an Q . _gges
associ at‘%'ﬁhv\i“'tohei?h eVé‘FFéCE? r%%gtig@&aymﬁgab rg Ny{?ﬁ@én?g{/&g@}a t'dr?g9
identifigaiir®mdseagdsnal . The i mages are displayed and conpared to the
physi cal appearance of the custonmer. The on-site enpl oyee then determ nes

if at least one of the dis ed di |taI mat ches t he ntce of the
per son i HiS.iRatengNehe, 70@%4&&53/ ithem epak) disglosas aNystesn sa“%%’ JG8LRGI t ¢, et
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enrol | men a station for enrolling a person as
aut hor i zeseriased suq@unt)t mecharismdietemgieepihatithe Teraotauset is WhabeiciMides a

w reless, devi cethal, LR EA i Ge WY cbRReANNBEIRA REeRfUte Wi Ay 3pCESS

application server, the system verifies that a token associated with a connection

request was issued by the security mechanism.

U.S. Patent No. 6,202,055 (Houvener, et al.) discloses a system for processing a
financial instrument. A customer at a identification terminal initially submits the
instrument — perhaps a check. The checking account number is communicated to
a remote database containing digital photographic images of authorized users of
checking accounts. The remote database is searched and any photographic
images associated with the checking account number are transmitted to the
identification terminal. The images are displayed and compared to the physical
appearance of the customer. The on-site employee then determines if at least one
of the displayed digital matches the appearance of the person initiating the

transaction.

U.S. Patent No. 5,903,225 (Schmitt, et al.) discloses an access control system
with fingerprint sensor enroliment. The system includes a station for enrolling a
person as authorized based upon the sensed fingerprint. The system also includes

a wireless device that is carried by the authorized person, and an access



2 WD 03/036861 PCT/ US02/ 16879 <controller for granting access to an

aut hori zed person. The wirel ess device cooperates with the enrolling
station twogBmsaetata for an authorized person based upolrCrhsiyeissed
fingerprint. The authorized person bearing the wireless device is
unobtrusively granted access by approaching the access |ocation. U S.
Patent No. 5,973,731 (Schwab) discloses an identification systemthat

provi des interactive comruni cati on of text and image information between a
central server and nultiple renote term nals., The ce?ﬁral server i ntains

p
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authorlza on s ture Is sti regarded as the

preferred way for a person to conve% approval and a | egal conmtnent,
there st Ui$. PetesitnNoa 523788 Gwhivapmdiselesast ény'dﬁﬁﬁfclcat@@nséﬁgmr hathat t he

cust orer Hr@ &J&e,rﬁgrra%ﬁ% adbtnm[r‘w gor:r g)éﬁgf aﬂdcfélﬂé'%et WﬁBFm athetwediegded is a

system t Ize wireless mar | in comrercial
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a digital nat ur.e iC r
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key terns are hereafter set forth to clarify the scope of the authenticated

paynent CeywREMIQLA seanesk igtagsofithe aigpabite o8 ‘topaarsEatien st Us2/ 16879

While a written signature is still regarded as the preferred way for a person to convey
approval and a legal commitment, there still remains a need to confirm absolutely that

can assure that the customer is the person authorized to make a commitment.

What is needed is a system that will utilize wireless technology (primarily) in commercial
transactions of any value that is acceptable to all parties - that captures a digital
signature (which is the international standard of identification) at the same time that the
electronic signature (the written text) is captured, the combined signature being
irrefutable; a pen-based system that is both compatible with card-based systems and

independent of such systems.
SUMMARY OF THE INVENTION

The system of the present invention addresses these needs. For purposes herein, a list
of key terms are hereafter set forth to clarify the scope of the authenticated payment

system of the present invention.



TRANSPONDER is a wireless device that is a receiver-transmtter. The
transponder is part of a transponder system - the systemal so including an
i nt errogaworo3/o3dsel transponder is capabl e of accepting thecthmsbt/essge of the
interrogator by transmtting an appropriate reply. The transponder
receives and transmts data in a wireless manner, generally through | ow
frequency radi o waves. The transponder is generally an ID card, a keytag,
a wrel ess phone, a pda, or sone other device that can be carried by a
custoner . in rse, wallet, keychain, or pocket. The transponder may be
active BANEBQSAQ%E* isThivarelenst deviqs Hirtds gr ERCE|VprERBPTNIEY - aflje deangponder is

transnpsgi o DOXrdMposdér sy DOt G5t IS dRciuding RneftbABg@ofar dhento a
conventional cardreader. STYLUS refers to anfytbdew ce that is conpatible

wi th efreRgrondes ingareRle of Arepafingrthe chaliange offtoe pteriogatos by iransmitingian
mar ki g apAlte P! 'mb'tyartép%hdéruréc@%s FhRerbhGhits Ul P TVeIES rdnfbAl !

surface or |ece of g raMAngs ep|c a conventi ona shape
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a finge purpose.
The st ipl apursey mﬂletmgeychnml orcphacttet. amhé anspanderirdgebe BWN/bCpRE@eSTMII ON
refers to 3§ V\hehrus an_exi tjtnﬁ cust oner can rc?gl st.er nFlity
into %% %‘f‘;&t‘%ﬁsw N F%PB&F‘PE&; PRSI R 1SS HA O W%@%ét‘i%ﬂ (=03
exarfpler,mljefctmgra &reldhtood iconvintionaluraedmaddi.gi t al signature is to be used for
ref erence purposes, such signature is captured when the custoner grasps
the stylus and signs her nanme. The registration is seam ess and essential

i nvi si BreL o réfeps eshpaBVice T iadbmpatibreaties eﬂﬁ&ﬁrﬂl@thﬁwsdrefmg@? of fix epsent
invention conprises a wreless device carried he_custonmer, a device

r eader foF GUrRRYES <A iMBKIBE &t HALANGID 2 5S80EH it sufface, The flafesyriace maybei ce
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witht ol nt processor.
that can be held W|th a hand for such purpose. The stylus may or may not include an ink

cartridge.

DYNAMIC REGISTRATION refers to a process where an existing customer can register for
identity into a new system by participating in a conventional transaction. For example, if
an electronic signature or digital signature is to be used for reference purposes, such
signhature is captured when the customer grasps the stylus and signs her name. The

registration is seamless and essential invisible to the customer.

The authenticated payment system of the present invention comprises a wireless device
carried by the customer, a device reader for accessing customer data through the
wireless device, a device for generating an electronic signature, a sensor for capturing a
digital signature during the course of the commercial transaction, a point-of-sale
processor for processing electronic signature data and digital signature data from the
device reader, and a host computer in digital communication with the point-of-sale

processor.



WO 03/ 036861 PCT/ US02/ 16879 The nethod for authenticating a paynent of the
present invention conprises a custonmer approaching a point-of-sale

term nal wiDtoB/ogseds t o be purchased, the custonmer generatcagsaniaiect roni c
signature as an expression of intent to commt to the comercial
transaction, capturing a digital signature of the custoner when the

el ectronic signature is being generated, conparing the captured digital
signature of the custoner against a reference digital signature, and

appro ans i.on _whenever redeterm ned. threshold for the
aut hen Blﬂﬁ} é@” 'Cﬁﬁf‘g ARV eﬁgl%n@ﬁewdgve@m FATRHEES LAY cover
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system of the present invention is for use in conrercial transactions. The

syst erBUERHING @) 2lerdenic oiignatere agn ani sXrIesYgAL PhRNigaY i toe commit aifs pbader
devi Cecorﬁ‘r‘?\@rcﬁal“tb’édé%ctﬂrhecQEﬁﬁrmgogp‘dﬁé?fal hégnéﬁ?gséf ti%e d&k@oﬁq@@twnénnktﬁet hg

custoner wt t he cust omer ynent acco he int errogat or is |l1nke
to t heelpeisenie signatwie I@@pj@gwm’cedh@owmanng the ceptused digitahsignafure of the

t dat
to T neingnel Sethia FEreRbl oldtaf Sl dnd iR B rangition ARILE © @
i dent i predefermieect tisteohaid. foﬂtbesulyhenimad;uoat basc heeh troett hed pbe ustdmsiakhas

term nal des nsor .di sposed in the stylus grip. The sensor
captur%’g'%eﬁgﬁpﬁﬁ °§P\é€ﬁ P%?é‘“a?"tl custoner while the custoner signs her

name. Access to the custorrer S payrrent account is onIy enabl ed when the

Comor et RrPEE T BHa At O ddertiy S8 Bogtin,siam of thedreskal megfiobors |

sel ectisngr auseUst @Gﬁfm@f@%q)lt%nstabﬁénsl S THe b}%témeé’oﬁgﬁsésa)énﬁégt cobhguteHshRMer
also submts a digital signature for reference purposes - preferably, a

fi nger'ﬂquFﬂgatrPﬁéjet‘!lP@t arieanspendenayices and@ dYlWFansponder that |inks the
custoner to the custoner account and to the reference digital signature.
When the custoner is at the point-of-sale termnal for making paynent, an
i nt er r Dtfathest gpBwoserdhas achesspin gataithatalieks dhericHaliomaranidhi the eusitemess

signal ,J satc'c?ug’n’t' ORM fntté(rréﬁdrtbrf fSQﬁ'fk'ea o tH&fo c{o‘?’nﬁftﬁr bilsPBSELRORe pﬁ*i'mn ts

dat a to t he errogat or er eaf when t onmer uses a stylus to
submi t ofvgaile ttermigat. a '(de:tansponder is wireless and is carried by the customer, and

transmits data to the interrogator upon request. The data transmitted pertains to the
identity of the customer. The stylus is attached to the point-of-sale terminal and includes
a sensor disposed in the stylus grip. The sensor captures a digital signature of the
customer while the customer signs her name. Access to the customer’'s payment
account is only enabled when the sensed digital signature matches a reference digital

signature.

For use in commercial transactions at a point-of-sale terminal, a customer registers
selecting a customer account that is to be used for payment. The customer also submits
a digital signature for reference purposes — preferably, a fingerprint. The customer is
then issued a transponder that links the customer to the customer account and to the
reference digital signature. When the customer is at the point-of-sale terminal for
making payment, an interrogator disposed at the point-of-sale terminal transmits a radio
signal requesting identity verification. The wireless transponder submits data to the
interrogator. Thereafter, when the customer uses a stylus to submit written data (such

as a signature), a sensor in the stylus makes incidental capture of biometric data that



as a signature), a sensor in the stylus nmakes incidental capture of

bi onmetric data that 5 WD 03/036861 PCT/ US02/ 16879 enabl es the

i nt err ogaworo3msssepnfi rm custoner identity. Simlarly, thePsydiSemasan be
used to verify identity when the custonmer wants to cash a personal check.
Positioned at the center of the process is a stylus with any of a nunber of
bi ometric or wth one or nore netric sensors, that enable an incidental
capture of data relative to identity verification while the stylus is

bei ng us . The |dent|t verification roce sent invention
oan Do e IptATTREA e e Hsteamel R Dar S BT ol S feda can b (384
envi r ofy Wit iddrdit@ GBes ShécGoMIet Yanbetosdsh, a pérsamﬂldh@akl ons invol ving
pen- based conputers and smart-pens, for e-comrerce, conventional witing

i npl ements, and nulti- purpose witing inplenments. Wile the systens set

forth b@%nﬁ%ﬁ‘e@%@tﬁ@é&{tbp‘éﬂtﬂé‘p%&#&c& sBlusMvith Qi dita Riimbat ef b.fo%én.ea;lrs for
pur poses o lustration, it Is understood that the principles set forth
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| nt rane€ access co vernnment activities (voting,
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envi ronnent s ch_as hOSpI tals, .and S). ting
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ent it | esmplidentnd saailri-pendCoor é-coratriedee, Spavertionaf wriddg anplpments, Andl988i- U. S.
Pat ent pI icat] on%cgl 490 687, entitl ed "Witi ng |nplenent and Identity
Ver i fi RUPOSH WEFDBIMPIEMSd on January 24, 2000:U.S. Patent Application
09/ 535, 411, entitled "Method for ldentity Verification” filed on March 20,
2000; and PCT plication No. PCT/USOQ 19652 entitled "Iden

Aut henWhélat thsn sy%ymseﬁ?taﬁ@.r Ieereid are |degcibra) 1 sConivRmdiony Wﬂtﬁ?epéﬁm Ealfit

di scl ogendihgs Ysep@o o§é§9ﬁ|'ilg§ﬂr£'tt|on Sﬁﬁﬁﬂ{cl%r%@@(?ﬁﬁqmsfbrﬁi&ﬁalé@ﬁét%rtﬂfhe@elﬁt yl us
used to generat e an el ectronic signature as preferred digital

si gnat areeall @pglicale data RLadsraygs, qfsqthesmlﬁtle%yvh@r%él%té@g 8" FiERGdrere
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sensors sposed’ | € bar
government activities (votlng, drivers’ registration, receipt of government benefits) and

for use in controlled environments (such as hospitals, and banks).
Various methods of generating a digital signature may be employed:

PCT Application No. PCT/US99/17900 entitled “Identification Confirmation System”
filed on April 7, 1999; U.S. Patent Application 09/490,687, entitled “Writing
Implement and Identity Verification Systems” filed on January 24, 2000;U.S. Patent
Application 09/535,411, entitled “Method for Identity Verification” filed on March 20,
2000; and PCT Application No. PCT/US00/19652 entitled “Identity Authentication
System and Method” filed July 18, 2000 by the applicant disclose the use of fingerprint
sensors disposed in the barrel of a stylus used to generate an electronic signature as

the preferred digital signature.

U.S. Patent No. 6,064,751 (Smithies) discloses a method of generating a digital
signature by the use of various metric and biometric sensors disposed in the barrel of

the stylus. A computer-based system captures and verifies an electronic handwritten



the stylus. A conputer-based system captures and verifies an electronic
handwitten 6 WO 03/036861 PCT/US02/16879 signature. The system includes
a styl us wotob/ozsspl ural ity of sensors that capture bionet PCE/UsSODpSre i es of
the user, and a database of signature tenplates storing verified signature
information. At the tinme of signing, a digital signature is generated
conprising certain features of the witer during the act of signing, such
as the size, shape and relative positioning of the curves, |oops, |ines,

dots, crosses and other feat f th i j i i
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in the isbsiagespanedi e caftueedt oehposie digiiaksignatuselof signgtureeneapyrements a

custonmer account that is.to be used faor a t . ; i
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rel ess device, the wrel ess devi havi i
Car d, BneriotsTiozatards B GIA] CRR G A oh dBRt CampTicadne ptesroedfor ™ |0
conbi “Béig%”id%ftpo%&?s&c am?ﬂsg{tl&%aueAtéﬁﬁi_rr\tai.fyirﬁg ARviees daacteris (setdrably a card

r eader, nterrogat or, scanner) is located at the point-of-sale
t er ni nidanspenders Teaphtupican et attaghednior 8| RodRE-OfRaR ﬁeémigﬂeﬁ’@af‘t%ern?b%?gn t he

custo t bript gkt & a eti { CisSd reis
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e nenn in the wireless device carried by the custoner. The digital and
el ectr&'_r"ﬁe@gsé:{é&‘fﬁtures are then conpared agai nst the reference datg to
authentic identity.

The customer registers advising the system of a customer account that is to be used for
payment. The customer also submits an electronic signature (written script of name)
and a digital signature for reference purposes — a fingerprint. The customer is then
issued a wireless device, the wireless device having memory. The memory may be an |D
card, a credit card, a smart card, a transponder, a barcode, or a combination of these
memories. A identifying device reader (such as a card reader, an interrogator, a
scanner) is located at the point-of-sale terminal that is compatible with the wireless
device. Thereafter, when the customer uses a stylus to submit written data - an
electronic signature is generated. Similarly, a sensor in the stylus captures data that is
used to generate a digital signature. A reference print is then accessed through the
memory in the wireless device carried by the customer. The digital and electronic

signatures are then compared against the reference data to authentic identity.

The stylus includes one or more fingerprint sensor that captures an image of a finger of
the customer when the stylus is grasped. While fingerprint sensors are used herein for

purposes of illustration it is expressly understood that the principles of this invention are



The stylus includes one or nore fingerprint sensor that captures an inage
of a finger of the custoner when the stylus is grasped. Wiile fingerprint
sensors awe oassedoherein for purposes of illustration it PESTANPY/ES3Y Y
understood that the principles of this invention are 7 WD 03/036861

PCT/ US02/ 16879 al so applicable to sensing of DNA and ot her biotech
properties - that involve cell capture or cell analysis sensors. During
routi ne usage of the stylus, the sensor captures the data necessary to

conpare with. t digital signature.to d ] i.d ItV | i ion. Th

prefe ?da%a’ﬁag'%nté’n%"éf”gt?fe&\éélalﬁgr%?%at?'gffecb%é?rbf’gptt%tﬁﬂg \?:EIE ?%ﬁg%é;(g?eem ofe

'lfzihe Rfr%?ﬂ?haly@hlses!&n!s@ft. i Bumﬁ)gt hllﬂﬂﬁﬂ'n?hsagé Ehtl‘td’ﬁyllfu@J ﬂl’t@Vdengorscf&fi(;tem ‘the data
ngerprint sensor in so | her 't t (,car. :

poi nt -SFesANE I BRIAPEYS with $petiefe] FigBatye fy Héf@?'ﬁfnsen@ggﬁ S BCEi N ched to

poi nt -1 SRkBredeRbodirhantdst fHeoh@HelAtated BRitheif tkarALHEn BoéHEDE hadr i Nt ,

Bank, and Account nunber in card, keytag, or wallet Bank and Account
nunberpresend dnventirays agmeatipke wish theciodewlie sy§t8msfi er in card, keytag, or

val | et SPRELrdie sg(qs%pﬂ%wth@tg GRESHR AYIL8CERE rbRdRORBIn Af-s5@IBunfdred! !

cards Stor ue, check “car Ref erence print, and Account
nunbercara) card, keytag, or wallet Bank and Account nunber in card, keytag

or wall ef, Personal j Ll ' eyt a or wallet Wreless Smart - Pen
w o fi nge%iﬂ‘fsn‘f’ ;'8%%'1(5’?@[9% {'éroﬁgéaltt%gﬁ%gbt%&rﬁrﬁ?w%el?er ence print, Bank, and
Account nur@rediticardgsmart-pen Bank and Account nunber in smart-pen Personal

I dentifier 4n smart - Far nore conpl ete understandi ng of the
aut hent i cat Br%a%%&m's&?ﬁﬁ(??m[%e present

Reference print, Bank, and Account number in card, keytag, or wallet
Bank and Account number in card, keytag or wallet
Personal identifier in card, keytag, or wallet
Smart-Pen w/ fingerprint sensors attached to point-of-sale
Credit cards
Stored value, ATM, check cards
Reference print, Bank, and Account number in card, keytag, or wallet
Bank and Account number in card, keytag or wallet
Personal identifier in card, keytag, or wallet
Wireless Smart-Pen w/ fingerprint sensors carried by customer
Reference print, Bank, and Account number in smart-pen
Bank and Account number in smart-pen

Personal identifier in smart-pen

For a more complete understanding of the authenticated payment system of the present
invention, reference is made to the following detailed description and accompanying
drawings in which the presently preferred embodiments of the invention are shown by
way of example. As the invention may be embodied in many forms without departing
from spirit of essential characteristics thereof, it is expressly understood that the
drawings are for purposes of illustration and description only, and are not intended as a
definition of the limits of the invention. Throughout the description, like reference

numbers refer to the same component throughout the several views.



invention, reference is made to the follow ng detail ed description and
acconpanying drawi ngs in which the presently preferred enbodi nents of the
i nvent i orwarod/osdsewn by way of exanple. As the invention may/use2/emstodi ed in
many fornms wi thout departing fromspirit of essential characteristics
thereof, it is expressly understood that the draw ngs are for purposes of
illustration and description only, and are not intended as a definition of
the limts of the invention. Throughout the description, |like reference

nunbers refer to the u t he several views. 8 WD
03/ 036861 PCT/ US02/ 162‘3&‘“@%@&%@&%&@#&&% RRAWIMGERAW NGS FI GURE 1A
di scl oses a preferred enbodi nent of a paynent processing RFID system of

t he pr inventjon conprising a wireless device (RFID nmenory that
i ncl udﬁgghﬁrﬁ%aﬁci%%@ ferrest gmgodimendrof a payneniurrocessing R isvstem of

bi omet rh& pRIsRREv¥nEsn cBpRMS) AitkRYs dR(RE]RFID ﬁnel‘uﬂﬁglthac} includes a unique
processor-interrogator (for authenticating identity based upon _ Conparison

of t he CEBloMArdgceGsRyRBEN datshylws far capturing @ bigmetricuropemy dusng)the aiging host

t t oy d 1on. d d f
Gener ab a8 i foa SpERE LA RRIdE UG AFRIAGHNE T deRiRh Band eyl
enbodi wenpassor optheneanturadosstanegdREIvDth thestefarende ¢ustomee sletal, armye hbsion

o | . Stcéente ot, areyenoson
et 1 c aaerot P SRl BHbO o FecB R el b tial Telo @i S0 @7 crmseratre -

pr oper nyordblyi stagtetdemtsy, gni ng process, a | ocal processor-interrogator (for
aut henticating identity based upon conpari son of the captured custoner data
with the reference custonmer data), and a host conputer (for storing

t ransa¢lGURE r'e® elistiosesnal skesnd prsterad i ghBbstIRTht Yof S BhRREAL BloceEsifREFIBC
di scl oses lfaltq 'tOEI rd Br eferred enbodi ment. of a paynent processing system of
[

the pr &% i VbRt Eﬁf'eEBr‘}ﬁquﬁioﬁgc‘AmEf‘ﬂnﬁsaf wireleapt daviay (RFIB aresneryc that
Pr oper tfefbimck NGiohtelric ] MBtRE QRS Sand SPEMRIthreCaL) 93% gjs far tsd%mrci{ggd’ and

the smart card menory including reference bionetric , netric
si gnat QIUMefHICa Pronebhtdurifga the &ignivgait Prosessas adlocab droessspainteroegaior t(Fa

capt ur geiHeHEETRS ity Wabdd LP6n BRPRRESS of ¥itd RaBturdft8stomer data with the

reference customer data), and a host computer (for storing transaction records, and for

generating monthly statements);

FIGURE 1C discloses a third preferred embodiment of a payment processing system of
the present invention comprising a stylus for capturing a biometric property during the
signing process, a smart card reader, a smart card, the smart card memory including
reference biometric data, metric data, and signature data), identity authentication based
upon comparison of the captured customer data with the reference customer data
occurring in the smart card memory), and a host computer (for storing transaction

records);

FIGURE 1D discloses a fourth preferred embodiment of a payment processing RFID
system of the present invention comprising a wireless device (RFID memory that includes
a unique customer record number), a stylus for capturing a biometric property during
the signing process, a local processor-interrogator (for collecting data from the wireless

device and the stylus), and a host computer (for authenticating identity based upon



occurring in the smart card nenory), and a host conputer (for storing
transaction records); FIGURE 1D discloses a fourth preferred enbodi nent of
a paynentwproeosssi ng RFI D system of the present inventi oRCTASPLIESTING a
wirel ess device (RFID nenory that includes a unique custoner record
nunber), a stylus for capturing a bionetric property during the signing
process, a local processor-interrogator (for collecting data fromthe

wi rel ess device and the stylus), and a host conputer (for authenticating
identity based u 9 WD 03/036861 PCT/ US02/ 16879 conpari son of the

capt ur €a”@ﬁ§'§6'ﬁn§>F thpaeaptirecheysiemeefateenitl the saferppce gustemear glatat fgr siqging

CUST OMBistofrESord8 hnldl traYAEELP PedoPE) raqlﬂ foagénérgf.ng%&ﬁftﬁiy's@aemém&)l
statenments); FIGURE 2A discloses a preferred enbodi ment "of a security RFID

processi ng systemof the present invention conprising a wireless device

(REID gRioRy Jdaiscldiel %dﬁr%f@rréwgﬂtbi%ﬁlbﬁgrﬁcr of@%@&?r tS}LFFﬁ?BrBrocé‘ss?ﬁ%V E;‘rﬁ?ﬁnoéf

capturing a bionetric propert gni ng
pr oces e presest invgation c()lfn@rlsmgtaw'rrelesadiawge (uBEJD nndmury thatbasledesiponique

conpar ure S toper. data
and o HOE ol EBEhy 5 SuESToh ol a b e HEhEL7 ARG R @
r equespsgcess;| @UREaIZ@rd«:m?nsﬁsrr@geﬁelchw puthéeticatihge oberdideatity dhsed a.emnrl ty
RFI D processin of t resent .j,nvention co ising a.w

v cocomERDsHRALHE Sl e SRR o b M eleepn o horRer e et Fotgar o,
and usesmpuesrafaistodng secliityl adcdslioddes HAGRccésdGRbdedtsyiber ), a stylus for
capturing a bionetric property during the signing process, a |ocal

processor-interrogator (for authenticating user identity based upon

conpar FRAJRE 2B tdigci 65t ar@éoﬁalﬁir@meddamomrﬁéhtt b al RIcBF8NREIF Hb&BIng
data), and a host conputer (for storing security access codes and access

r equesS¥gtempidhRRresant saveptien camprising # wirelesd daviee (RFIBrmamesy thahincludes
pr ocessi r%rb&\éﬁ%ﬂ‘?c Shsd ef@&fme&{& 89{39%‘?16'[ uddPVEBIAtaR: AP AR & nﬁ%%[l?%tess

devi ce arco e nenory t I NC €s a unique custoner recor
styl us réa.nrdmmtmr),ragstaltbufoheanftuungnadp@mteviajmqpngwtdmelngéhgmmgwgomr@ces% a a

compar 15 PR RS RER G i (3L petrRPB b HherrBbhiS, MR8 lioh SBBERRe ).
and a hwstaptured customer data with the reference customer data), and a host computer (for

storing security access codes and access requests);

FIGURE 3 discloses a preferred embodiment of a payment processing barcode system of
the present invention comprising a wireless device (barcode memory that includes a
unique customer record number), a stylus for capturing a biometric property during the
signing process, a local processor-barcode reader (for authenticating identity based upon
comparison of the captured customer data with the reference customer data), and a host
computer (for storing customer records and transaction records, and for generating

monthly statements),

FIGURE 4 discloses a preferred embodiment of a system for processing a conventional
payment for goods and service at a point-of-sale terminal, comprising a customer ID card
(RFID memory that includes a unique customer record number), a user credit or debit
card from which value is drawn to pay for goods or services, a stylus for capturing a
biometric property during the signing process, a local processor-interrogator (for

authenticating identity based upon comparison of the captured customer data with the

10



conputer (for storing custoner records and transaction records, and for
generating nonthly statenents); FIGURE 4 discloses a preferred enbodi nent
of a systwmoBosespr ocessi ng a conventional paynent for go®d3¥/sndiesey vi ce at
a point-of-sale termnal, conprising a custoner ID card (RFID nenory that
i ncl udes a uni que custoner record nunber), a user credit or debit card
fromwhich value is drawn to pay for goods or services, a stylus for
capturing a bionetric property during the signing process, a |ocal
processg -| nt err at or%%t ut henti cati i dentity based upon corrparr son
of the' Eﬁrlffeau 'g‘[ef) ga?'?f?\ﬂ {iRst gam rV@ODS’? pREB st dS gl

ref er encmsactidromecordaf ahd fndgéndhidig FREMHIYCEtdtéABnE), 0t GrMISIE helrRCOr ds
and for generating nonthly staterrents) t he

d d
? P ansai’?‘? 8b#eﬁﬁg'be%?orrgcr§&§e“qe d3fa sd‘é’ﬁdn%téhé'i*%ht%n?iaﬁan@é@% arsignattish t he

bi oret iata caRhiFdCiro®f theisgyigs:ure data captured fromthe stylus; FI GURE 5A
di scloses a sinplified |ogic diagramfor a preferred nethod for regi stering
new users into the access (account, network data, physr cal) security system

of the FICE#JIQI?%N disMRBE 1208imdTiFi gd":ﬂg%%l?ﬂ gér%% ?st 2 D gefﬁrr %em%g #Pﬁge%égeé@gr am

for a preferred nethod for regl st Users i

(accouﬁ?w wsaraonio dbe aaccméaacaumt setwoilt aky spleysical) sémiritprsysient of the

i nvent en{uw eﬁﬁc% stration occurring dynamcally as an on-site access
reques el'ng processed; FlIGURE 6A discloses a sinplified | ogic diagram
for a pref erred net hod for enabl ing account, network data, or physical

access securi.ty iden ut hentj cation, two streans of
sensed F!éygé \éslgnﬁﬁcg) & dpHige \/‘Bg'§t4 %%{yﬁﬁn g‘?r ?@(%ijgﬁgéne@gpe{or seRiglesingei ng
enabl edxisfingiuksb@r ingd rtﬂ@m@ésssees@ﬂwtdaétavdmtd%b@sm@sréaDfs@%@ﬂf}ﬂsy}%m%ffﬁ@m of
reference F}IE RE 6B di scl oses a sr nplified logic diagramfor a

pr ef er PEGP® t'}YSBF?'&rthérTSS'ISFrﬁBO" SEE\FE, Wéf"%/l%?'ld/ Padmonsite@Aepesscraauasicies s
i nvol vbBggpretes¥egecurity identity authentication, one stream of sensed
dat a bei ng conpar ed to a stream of reference

FIGURE 6A discloses a simplified logic diagram for a preferred method for enabling
account, network data, or physical access involving lower security identity
authentication, two streams of sensed data being compared to two streams of reference
data, access being enabled if either stream of sensed data matches a corresponding
stream of reference data;

FIGURE 6B discloses a simplified logic diagram for a preferred method for enabling
account, network data, or physical access involving medium security identity
authentication, one stream of sensed data being compared to a stream of reference

data, access being enabled if the sensed data matches the reference data;

FIGURE 6C discloses a simplified logic diagram for a preferred method for enabling
account, network data, or physical access involving higher security identity
authentication, two streams of sensed data being compared against two streams of
reference data, access being enabled if and only if each stream of sensed data matches

its corresponding stream of reference data;

FIGURES 7A and 7C disclose a simplified logic diagram for a preferred method for the

11



data, access being enabled if the sensed data matches the reference data;

FI GURE 6C discloses a sinplified |ogic diagramfor a preferred nethod for
enabl i ng wa®swosnstt networ k data, or physical access invol YCrgshy/gyisey
security identity authentication, tw streanms of sensed data being
conpared agai nst two streans of reference data, access being enabled if
and only if each stream of sensed data matches its correspondi ng stream of
reference data; FIGQURES 7A and 7C disclose a sinplified logic diagramfor a
preferr thod for the 11 WO 03/036861 PCT/US02/ 16879 security system
of thesfﬁ'%ge B5YStERY ehthe RressnhHIveRl o Rcealing AGset MR Retbrk dada 4o deffsnete user

i nvol viug&r fhiveReig RRSIF isk¥uritgeiabhtity anheﬁﬂ‘léat%ta%t@orrkeﬁ&ﬁrskechhgﬁr&ﬁre@,f' ty

request wher e an acceptance threéshol is aHj usted (see FI GURE 18A and

188) . MBS ER asReptance Hareanaldiingduaaifses HANRE: ok avdd SBc ks streamscof
enabl egdaif H&Rg &B{Mehfan%aﬁr]&cgsre@aﬁbégss %ﬁ%@@%%‘ %8@@% bi&h stream of

correspondi ng”stream of reference data; di scl ose a

si npl | Persgd| argp enalichey dsncomespensting sireasd ofeefatancealatahe  securi ty system of
t he present invention, enabling access to network data to a renote user

i nvol ving higher security identity authentication a network high security
requesFlGUREﬁeﬁB and éfccdiptlam:a dimp&fiédllagic sii@jjamsitoedi preéardd EdRod &k thed

18B), two tre dat a bei apt ur and ogcessed, S bein

enabi eat iyt sseEH 91 the BLeRE | MBnfid; HEne deoBis B bRk BBET TS o o

corr ﬁs p@é‘rdinn_glfvﬁjtg{j b@mpofsewﬁgr.damtydaitaent@wt@nna Fiebl orkniigh g@&&gg g@(;g@&g?n ded
to the user if identit nti i scl oses
L i oI PobTRIa0rS D ERIGE0S ZHBSHET (SSRUaLRENTEA NS HEE. bR Firamsyedt am
of thedpteb6ig dapHABYH iPa, pmh@gs@una&msr@f@g eﬁ@cﬂeaicﬁt a’?hd émglJ £6adO5treathRAS es
of authentlcatlng user identity for cashing a check RE 9 di scl oses a

si npl i £¢Rs@d| dpjrcmatchgs din ?foe%’oﬁﬁlwtf%ad“ b trRtseencsr dataaBriangisintaraasiony a

securebarngapro&.a@d Lﬂé%ﬁe sgerrnwcraat.@ é/utﬁ@rht?c%%oﬂqy'ns&&?wm RFI D nenory, one
stream of sensed dat a bei ng conpar ed to a stream o r ef er ence dat a, access

being enabled if the sensed data matches the reference data; Fl GURES 10A

and 11AdRE S8R Rs8E & Ghiphfled TR T LClor TR drillo &Rt G TRE %e@u’ﬁjty

system of the present invention, wherein the reference data is used for purposes of

authenticating user identity for cashing a check;

FIGURE 9 discloses a simplified logic diagram for a preferred method for enabling
access to a secure area, the user carrying a wireless device having RFID memory, one
stream of sensed data being compared to a stream of reference data, access being

enabled if the sensed data matches the reference data;

FIGURES 10A and 11A disclose a preferred embodiment of simplified RFID memory and
simplified customer record of the host computer for the payment processing system of
FIGURE 1A;

FIGURES 10BA and 11B disclose a preferred embodiment of simplified RFID memory
and simplified customer record of the host computer for the payment processing system

of FIGURE 1B;

FIGURE 12A discloses a preferred embodiment for the stylus of the security system of

12



sinplified custoner record of the host conputer for the payment processing
system of FIGURE 1A; FI GURES 10BA and 11B di sclose a preferred enbodi nent
of sinpliwped/osBsD menory and sinplified custoner recordPofi/ushe1dsost
conputer for the payment processing system of FIGURE 113; FI GURE 12A

di scl oses a preferred enbodi ment for the stylus of the security system of
12 WD 03/036861 PCT/ US02/ 16879 the present invention for providing inmages
of any finger image that touches the grip area of ]'Ehehstyl uls, an ]

ul trasqpj nsor _bein ositioned alo the axjs of the stylus, the
sensor Qﬁ%?, é?ssf)eﬁg Ve 3?)??1{)@ OY'PH&’EW"?%Q)E%”Y NRE" Lorks Hhat frusvrafhiedp area

wr ap- arbithd siglnsoan wirabojurshsombeiog SeRticHdd dIdhgBR s BF theBdfss, fHCURE
12B di scl oses ,anot her ef erred enbodi @&nt for the stylus of the security
syst emSSPs?rhré)t%ﬁ“&é?\tcaB?('H}'@rﬂrlgSﬁ IMgees (A aPnay)i Pryiind e Wrap-aroHgarsenserge

that t @uafi@sratibheoratd uﬁﬁ@ﬁn?érpﬁh?irﬁégés‘?s, six elongated silicon chip
sensors bel ng nounted about the surface of the grip, providing a

wr ap- around sensor configuration for capturing fingerprint inmages; FlGURES

13A a”@ld@ﬁEdiéB|@§§o§é‘90|a99ﬁ\@{ VreRErd oMARImBEE G iriRdsHAROd: q‘ﬁgfjsseggﬁ Wrap-

around fingerprint sensor configurations, providing a ap- ar oun or
conf i ggvdenbar theoprasgpt imientjon ifergerqyiding imageesf afy GoRESIMdde thad tbddhes

. e o : ond ool ¢ > it
For uedt friB!4PRa of (68 sHAEL, CEBNEa LB I ep oxhin olg it BBSE the™' ' ©°
vari at isorfacd of Whe egriss psoviting howraparaurich seheors epufigtinatioac éas sapisingm of

the pr j ion, the wireless stylus including a fingerprint sensor,
a nagnz'?gég}pgltn?;{'ﬁg,éésand a living hinge for opening and closing a pivotal
flap where the magnetic stripe is positioned; FIGURE 16A discloses a

custo i if.i cafi eyice for the security access systemof the
presen [qtﬁggﬁﬁl?’ér‘?m{ ngﬂﬂg%xproéj@ﬁt‘ﬁ'?W%%?tBﬁr Besigreed pEipagimetaod Wrawer ei n
the caagburidfihgstpfint SeddbraohfigeratibASSPRARRAG a wrap-around sensor configuration

for capturing fingerprint images;

FIGURES 14A and 14B disclose a simplified user record data and a list of security
access sites for use in a financial institution:

FIGURES 15A and 15 B disclose a variation of a wireless stylus for use with the security
access system of the present invention, the wireless stylus including a fingerprint sensor,
a magnetic stripe, and a living hinge for opening and closing a pivotal flap where the
magnetic stripe is positioned;

FIGURE 16A discloses a customer identification device for the security access system of
the present invention, the customer identification device being a card, wherein the card
includes is an active transponder;

FIGURE 16B discloses a customer identification device for the security access system of
the present invention, the customer identification device being a card, wherein the card

includes a magnetic stripe credit card;

FIGURE 16C discloses a customer identification device for the security access system of
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FI GURE 16B di scl oses a customer identification device for the security
access systemof the present invention, the custoner identification device
bei ng a caod3/osdser ein the card includes a magnetic stri p@Cerusd/16scar d;

FI GURE 16C di scl oses a customer identification device for the security
access systemof 13 WD 03/036861 PCT/US02/ 16879 the present invention,
the custoner identification device being a card, wherein the card includes
a barcode; FI GURE 16D discloses a custoner identification device for the
securi access. system t he sent invention, .the custoner

i dent i w CREESEN '(ﬁ'é(%”té@ HBP Gystorm r'ﬂe%'ft eVIREREING @ CalfheBBTRINotE GRsfDr v

i s theifedsidsvebdrncagsponder and the second nenory is the bar code; FI GURE
16E di scl oses a custoner identification device for the security access
system of the present invention, the custoner identification device being

a car dPpdURE t BpefisclFBsES b@ﬁonﬁ@’r‘%@tﬂmﬁﬂ@n %V‘Bé lllorl tT’Ie s@@ur’r@%%éscséyﬂ{ﬁﬂ%‘?’ the

second nmenory i s a passive transponder, and hird
bar codthe mresme mr—'nu@@,ertlage@sépraavstldwﬁrflqa@ent ﬁevlc%ltb%lﬂg d@v¢aré fith thhe

Securi ﬁ%n@&?&s%r@’éhg&toﬁﬂen‘wﬁ l?'ﬂ?ag{sh\}enﬁgﬂgdo%’er 5“8 tﬁé'%te&g% memory is

identitication devic el ng a car wherein one

i s t hethedepreedes stripe and the second nmenory is the barcode FI GURE 17

di scl oses still another preferred enbodi nent of the wirel ess device of the
present invention, the wireless device being, comercial paper with RFID
menor yFlGﬂJF@ﬁmééauisdnmeava' tistomet ientitinaiion devibé farghe sackityGicoésd §i8tem of

For  pubiooue B iy Ean, RS chBerdt Mephteditn Soves bR A ovorHEN abyPeee

(1) a hekegridshahereinionsunrembey R thamha %rfe@lﬁ: Si6ige, Q}ﬁets@é‘énd Rithory ifBhakgive @
token that is |ssueﬁ and can be readi freely exchanged bet ween

partie af‘?ﬁq{@e&lﬁ% ird-fAgmogy tsetf‘er?éwqd&ke the formof a plastic card, a

paper note, or coin. FIGURE 18A discloses a sinplified threshold graph

for authenticatlnglomer-risk ) o
FIGURE 16F discloses a customer identification device for the security access system of

the present invention, the customer identification device being a card with two
memories, wherein one memory is the magnetic stripe and the second memory is the

barcode;

FIGURE 17 discloses still another preferred embodiment of the wireless device of the
present invention, the wireless device being, commercial paper with RFID memory
disposed therewithin, the memory enabling tracking of the commercial paper, and
enabling identity authentication at transfer sites. For purposes of discussions herein,
there are two types of RFID devices (1) a token that is issued to a party for use by that
party; and (2) a token that is issued and can be readily and freely exchanged between
parties (like currency). The latter may take the form of a plastic card, a paper note, or a

coin.
FIGURE 18A discloses a simplified threshold graph for authenticating lower-risk

commercial transactions; and FIGURE 18B discloses a simplified threshold graph for

authenticating higher-risk commercial transactions.
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comercial transactions; and FI GURE 18B di scloses a sinplified threshold
graph for authenticating higher-risk commercial transactions. 14 WO

03/ 036861WB@30586L2/ 16879 DETAI LED DESCRI PTI ON OF THE PREPERRISD2/ESBODI MENTS
Referring now to the drawi ngs, FIGURE 1A, 1B, and 1C discl ose generally the
security access systemof the present invention. The authenticated
commercial transaction systemconprises a wireless device carried by the
custoner, a device reader for accessing custoner data through the wrel ess
device, a device for generating an electronic signature, a sensor for

capturing a di gDETAILERD DESCRIPTION OF THE PREFERREDIEMBODIMENTS' Ci al
transaction, a point-of-sale processor for processing electronic signhature
data and digital signature data fromthe device reader, and a host conputer
in digi i,on Wt poj nt - of -sal e processor. The preferred

tal . comuni gat , J _
enbodi ﬁSﬁ“{”W fPH’epq ﬁ&?ﬁ“ﬁl“%r N‘fgpgéﬂ%nl ByandCodliscinse geemty thesenwrityn i s
for aceessssngstéropnthe q ssi i t id|0 Igal
access. The Sgyhsost_ comu'ﬁ%eﬁgsh\éﬁg@gs .t@gdgﬁ%é%tg?imﬁg ﬁ:églcﬁgﬁ %ancgfrc’ﬁvvi th
the cuSYSR®Er ceMpaisaeA Wikklessuslevicghearriad eby dhat estorset,i akdevice resmerhast
conput [ t Pek At AT e rm . . The . nsponder,. i s
Tl oo Rt ofer ol thiRlef ROWRelce | BbIEL, 2 U5l P0G Re” an
i nt er r Bl§atrenicuPBTAtHER PoSENSOT Her canturing andigitat signstucendutieg ttharsposedstrthe

bl ; identifi ion. The styl
s att Soparreal et ol ol BlocHRboRE pistroues LRt Ser L boed
i n t hedgtayang digilap sigiatursedeteriraraptherdesicandadgeetiad @sstacethpitenlin Higkat ur e
of thechmuqlri@a{tiOWig@(tll'ﬁ)euhﬁ?i%t{élt-gaq?ryrciéﬁgnS his name. Access to the

cust omBr' s paynent Bt'ed after identity has been verified
- by matching the digital and/or electronic signatures with the reference

dat a vi ousl| subm.tte the custoner. In the two-step process of the
i dent }O{rﬁe x?é‘%??%ﬂ mw'wagegﬁweoﬁeﬂw Yirdicatien system plothe preseittdneentiondat ity
i s i ni fdraddcessimglacouritadfial Fago¥etdifgl nebwsrkt fiftat 5@@%@08 icél%cﬁ@?s. The

interrogator. The second step involves the capture of data used to generate

di gi t alOHFPMRHIEE hrDAFeessi tgriiata thal i) the sustamerhuitio dint ousldmesisapaysnent
conpar gekoadel MHe e rdh& BNGfked to the host computer disposed at the point-of-sale

terminal. The transponder is wireless and is carried by the customer, and transmits data
to the interrogator upon request. The data transmitted from the transponder enables the
system to make an initial customer identification. The stylus is attached to the point-of-
sale terminal and includes a sensor disposed in the stylus grip. The sensor captures and
generates a digital signature of the customer while the customer signs his name. Access
to the customer’s payment account is only enabled after identity has been verified — by
matching the digital and/or electronic signatures with the reference data previously
submitted by the customer.

In the two-step process of the identity verification process of the present invention,
customer identity is initially made by data transmitted from the transponder to the
interrogator. The second step involves the capture of data used to generate digital and
electronic signatures. Only after the captured data is compared against the reference

data, will the transaction be allowed to proceed.

The method for authenticating a commercial transaction of the present invention

comprises a customer approaching a point-of-sale terminal with goods to be purchased,
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data, will the transaction be allowed to proceed. The nethod for

aut henticating a commercial transaction of the present invention conprises
a cust omewoappsaachi ng a point-of-sale term nal wi th good®Crasbr14say chased,
15 WD 03/036861 PCT/ US02/ 16879 the custoner generating an electronic
signature as an expression of intent to commt to the comerci al
transaction, capturing a digital signature of the custonmer when the

el ectronic signature is being generated conparing the captured digital
srgnat¥re of, the ference digit.al

Spor o e ettty geBEEAn ARRORE ShriE s o sinesitn R LBRhY Siminto

aut hentthe alonfieltad Breesactioh, aaptulring @Ltﬁgrwres.ghaﬁrre Off fheCe@tbmbH Vilfent ehecover
the trapsaction. This |gent|t y authentication systemis used in conmercial

transaé ‘°1° P81C3i8RatEe it beinssanerated, GRMEATIneTHEe carivisredieitasighatiuge glithssi ng

the syghsnedr a’éaﬁiﬁ%qgﬁrrem R4l didtutes ah@ apB?oW%%eft%n%YHﬁWhengm a
custoner also submts an electroniC signature ten script of nane) and

a di gi Pagdelergniaed i@regdhold é‘%’reﬁ@]éétwpﬁ@%% hasabefqnng@t pafchthe vHatomest Bater i s
t hen i §§Hf3c%br@ft¥\ﬂ&seﬁoe§o§/ep d G8nsdchignW r el ess devi ce having menory. The
an

menory nmay car a credit card, a smart card, a transponder, a
barcode, or a conbination of these nenories. A identi fyl ng devi ce reader
(such as a card reader, an interrogator, a scanner) is located at the
poi nt - 6hi$iajleetityeau‘rhalaiicatti¢atsys‘eenmmm inl corinetrialieanvdactbies st a gouitod-sale

ol ect r ilingltt The E0S R B SR thed e HiedrR of dllcroler BhEL b s &7
capt ur ége Ldsadaort haymest. Blsedusttorr@eImoastubnatsjaglete@troslogslgnam«ae (wﬁrrﬁte‘i ed:mmced
carrie

print is the dthro el ess eV|c

D The oL perEnend S al SR rettaronooSes g adi el SveRtaBaL od
agai nsthdmpsuéd ervarmessiaé\acé Qhéuﬁﬂé%%%ldévlcdmﬂvi@meﬁio@dl?ﬁﬁeZﬁemﬁﬁy ARy be

di scl ose SI n%I i fied net hé)ds for %I stration for nd exi S%-Irb[r}g

cust om8PdP ¢&EparpdiEicpr F%?”Q”n cadtympenden @ %f§f’ Frefr 7 &€ F{pst ofpe
creat e@heé%%enﬁﬂlegx' ﬁ‘idlé?ﬂlfﬁHétd%Vi%é reé&\ﬁ @Uéehk agry cér@%égermaﬁ'\eiﬂﬁbrr@é*t@ﬁ % One
primary advantage of having the reference data in the customer record

(r at hescaman) ihéoaateh asohgergini-ef-saternpinal tauist campatilieryitaihe (vimless
ref erenggicl 9RRbHLRer! When! theNQlstanRF | JRREYa CHPGET 3 submit written data - an

electronic signature is generated. Similarly, a sensor in the stylus captures data that is
used to generate a digital signature. A reference print is then accessed through the
memory in the wireless device carried by the customer. The digital and electronic

signatures-are then compared against the reference data to authentic identity.

FIGURES 2A and 2B disclose simplified methods for registration for new and existing
customers, respectively. For a new customer, the customer record must be created. For
an existing customer, the customer record already exists. One primary advantage of
having the reference data in the customer record (rather than the transponder) is that
the amount of memory available reference signature store is not a primary concern.
When the reference signature data is to be stored within the transponder, the amount of
memory within the transponder may not be sufficient to store such data. For the existing
customer, the customer record is already in existence but a confirmation check is

needed to confirm that the customer has authorized access to the account.
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When the reference signature data is to be stored within the transponder,
the anount of nmenory within the transponder may not be sufficient to store
such dat awOma3dshe exi sting custoner, the custoner recoracCrasatiasady in
exi stence but a confirmation check is needed to confirmthat the custoner
has aut horized access to the account. 16 WO 03/ 036861 PCT/US02/ 16879 The
nmet hod overcones the inconveni ence of having to re-register all existing
custoners, Existing customers can use a "dynamic registration" during a

routine transaction. &‘§t al and el ectronic signatures are captured during
a rout iTHe rehRepLEIONMesy ae%qrm%mene%Phga\t'h%t%f%/re@gste"rﬁ'éPélaw%ﬁustamrﬁg a

comer ghRkink' éuns%ai%wrbant N&e seragshld PgistFatisiPBafigg 4 Qolitife rteér%raeﬂs.e
prlnt as art of the |dent|ty verification prOCGSS enever the card is

submi t Digita lmmh@ncfaomarsmsr@éw&s argicapiuipd Wuring aarqutiagiosmaercialdransagtion,

per hap ol t n S Al jsat ed
Mtn t e RSRASD oAy, Mbfle 2 Rffimichi aRMACR et Tl e
it as aon*epiaeedatmﬂwqorafenenc@prlntaaamprteoﬂtheadantaywbriﬁhfa’ciocﬂeoroceﬁ whatlever the

tyl f t tell |
Arve.  aae i togp R by Rt REN e S RRERE . oL € g eRRBpaTy
card upap g‘aisblhmmgnolﬂthamta'pplm @atarveniefibe smrstajmtmtedlmm thesgasdl statios,i thel ar
to the f}’ Ius s ows... The c#eﬁeonergﬁcreference print is

th
capt ur ¥'UHERR Hbesrtg'& ‘ﬁg' %ts'%}"fﬁurﬁr YSesI A h office of the
bank and dlgltal and electronic signature data is encrypted Is stored in
t he custoner’ s bank record, Such ards can ac al e issyed and
di st ri HGf 8¥Bledns Bragrs Ogl‘ﬁ,ee‘)fraet@"?rg‘t thg plyfses © W@?@d"v?ﬁim FRLIGE as
hot el s Qs feMetS SHACHRSTHIKAIMIPAHY BR Wfiddrat Hedks: NBR custdilersaam gvenra nt ed
and certain data is | oaded onto the card prior to_issuance. The stylus can

be at t siehidcheskéA i pardoppemfidling ot ap@hqaé@nedTh@ QshIRehAseY @ Eisut er
a si ﬁﬁﬂé”oethg%‘f&lué& Msttél%‘s MH@O@Ey'i'ﬁésc@ﬁ‘&ﬂgﬁs%f%?én%%%rm‘f"&%fp%retdhe

transpo I'S 1 ncorporate the wrel ess st see FI GURES 1B and
1C). Eamhmgste;glstsatmrs opteigrhblye witbire aobramgte offieegef the nbarderagldr digitahtand

captur ehe%gron 3 urd %ﬂtgqg ren%ty&éé@?s g{bsr&ﬁrfﬁrthmgiio E)¥J1W§edo$dgr§l§cmed

The tra esponds to 0 Si own radi
si gnal caEm:h:an actually be issued and d|str|buted to customers once registration is

completed, much the same as hotels use to issue room keys upon registration — the

cards are preprinted and certain data is loaded onto the card prior to issuance.

The stylus can be attached to a point-of-sale terminal, attached to a pen-based
computer, or a signature pad. In addition, the stylus can be wireless, whereby the
transponder is incorporated into the wireless stylus (see FIGURES 1B and 1C). Each
stylus also includes one or more fingerprint sensors that capture an image of a finger of

the customer when the stylus is grasped.

The transponder responds to a radio signal by emitting its own radio signal. Each
transponder is tagged with a unique serial number. That serial number can be linked
with a credit or debit account. A typical sale may require a matching of digital
signatures; require a matching of electronic signatures, and require a matching of both
digital signatures and electronic signatures. The customer selects goods and proceeds
to a point-of-sale terminal. The point-of-sale terminal indicates that the transaction will
be paid through a transponder. An interrogator disposed at the point-of-sale terminal

collects data from the transponder. A light advises the customer that the payment has
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transponder is tagged with a unique serial nunber. That serial nunber can
be linked with a credit or debit account. A typical sale may require a
mat chi ng wb odiogistal  si gnatures; require a matchi ng of el @cTrusnd/879
signatures, and require a matching of both digital signatures and

el ectroni c signatures. The custoner selects goods and proceeds to a
point-of-sale termnal. The point-of-sale termnal indicates that the
transaction will be paid through a transponder. An interrogator disposed
at the point-of-sale term nal coIIects data fromthe transponder. A |ight

advi sefeehaccapied nBaYTRAL IstRaIS MR fF® the pustermss/sosgsterepersausio/ 116879

been agfepbestor PAniBNE - %Q@eric?sTtr%ﬂ%h&’ssﬂdrpn’géﬁ@aﬁwsﬁémﬁé SntbRed St athed
account. Thé ‘interrogator emts a | owfrequency transnission, generally

via i t transpensies. isTinective antbérriertivated e the éntarrogatort ' Whagta Jraneaongert he
interr ggééegrw.m/\ﬁ%@ng,ttheqmﬁgﬁ&er iRaxERSd weafutgzng tﬁ@g%sané’ertt'beinWs i s
trans po at a

exci t ed, causi ng er to transmt In response to the

i nqui rylataThne'eispOrmertmgﬂnednqlsimmehslrtthlafogatqusulymlte théénquiryrfogbe deanspamder
recei ves ck d f In one preferred enbodi nent, the
transp8ﬂ%§$ ‘éessaéeankéggglon‘?ﬁo 'f%%%grtro a smart card), in which case the
encrypted reference fingerpri nt Is stored within the transponder nenory.

Al so, thenepreeltedBdmBEdHRING, ﬂ@cmmtponuabaas ebmrmdanenmrnyd (am.stwraegmdat a
to be stored in the transponder FI GUREFGA di scl

cor r es i MgWhishcpsadhe BRsIPIEES Gﬁe“ fingesRpial issypregwi WBS{E%E%F’B‘P‘?%

W th T RRsrhSHET A56 ahR hEfnohP mayRWhBAR %%c&fnt' ARRbdrl YaRHES ERIndCAlstder data
preferably Occurs in the tranSponder. significant advantage to this

syst ente Pe Ktared Ha thearaasponder CRRMSSY- coﬁﬁﬁ Shatliscipsepdinpt casfespanding
term nalq WJP BHn'R' rclac‘f"ﬁé%h@@l‘igoﬁ PR B&nsdbi prevt- mﬁf‘%é‘%fer@ﬁb!@ﬂhﬁg?or' S

that the ver account ta are updated after the transaction is

conpl eputpdsas @m;ielmélrty puibieoticatibrepisferabiyraccurshia the drensperidar. 10 significant
menory [

ot yi us 2R o tjsr ARG f R RO ansefolcey MO CERIREN oF e pBltE e

el ect r ¢erntinsli \gmlahmnarealaaoa-:esst/mmd fiom tieedGvest drrwtheradwanltag?hstha(tmbe driver bank

d d h ' '
fhe custtmoroioia 2 «pHeletatteh A PR onie obRdRT con of “The sensed |

In another preferred embodiment, the transponder has limited memory (akin to a
magnetic stripe). The writing device is a tethered stylus attached to the point-of-sale
terminal and the digital and electronic signatures are stored in the customer record. The
customer bank and account number are in the transponder. The reference signatures
are in the customer record at the customer bank. The comparison of the sensed
signatures with the reference signatures for purposes of identity authentication
preferably occurs either in the driver (where the sensed print is transmitted) or in the
point-of-sale terminal (where the reference print is transmitted). In a variation of this
embodiment, the transponder has an index reference to the customer bank and account
number. For increased security the index reference number in the account index and on
the transponder change with each transaction. The reference print is in the customer
record at the customer bank. One significant advantage is that since there is minimal
information on the transponder device, if the transponder is lost or stolen it is of little
use to thieves and hacks. While they can locate the customer’s bank and account

number (which they can learn from a personal check), they cannot gain access to such
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signatures wth the reference signatures for purposes of identity

aut hentication preferably occurs either in the driver (where the sensed
print is wpan®sistted) or in the point-of-sale term nal (ROEAUSOYIES79
reference print is transmtted). In a variation of this enbodinent, the
transponder has an index reference to the customer bank and account
nunber. For increased security the index reference nunber in the account

i ndex and on the transponder change with each transaction. The reference

t C at the cust ni fi cant
Pavant idsrhee e TR oo o S bl R TR, RO P oo PR Vet tter
devi cethatfthe hantmsquouﬂ@atanstﬂroagh wrireatcmhﬁéctidnsl (Enark sled:dirteb e useto

t hi eves and hacks. Wile they can | ocate the custoner's bank and account
nunber (which they can learn froma personal check), they cannot gain

accessAtgassivehtra d@o\ﬁﬂeﬂ%ﬂ&%ﬁﬁ&lnﬁﬁﬂw%wﬂe@%ﬁ%ﬁlyf) WadGed 'b@%etaﬁt&h@ bﬂ'

and/ or el ectronic, Si %nat es don't match. Another advantage is
4 P%Sqd:f

t r ansnf'S&PYrPFOR it nouggrdvgarded ébanediet enen grisyehaiecit evay f)@egetgm ve
t r ansppademdve@emd SividedC tHEBgIR 2P EX¥YRIrestEP PO ) ﬁ@arrrér?‘iint@’r g%rcu% Olf&fveON

hls/her person is disposed in a card carried in a wallet Gr on a keyc ain -
it maytraBERPNAST (BEluderdviRavessePel sad alder brigHa dewalrdrgaskes, dothangearthan
interrpgator. An active transponder (includes a power supply) can also be
pda, jewelry, glasses, clothing, or the 1like. A transponder of choice is
commercially avail able from AMSKAN of Ml grave, Victoria in Australia -
the | nh rtmpoﬁﬁ&radfiqmloicml ilsammnsmt:leﬁlb/ dvahalda dlont AMSHANISE Meggravélatietorinanst er

bet wee ehi t he. r.oa e in daylight wth high reliability and is
or esenmygraBoa 7 JBPRERT HARETS AfiSradetah i b wmelCaen ai arvise)
re-| oauetmenatvdhngél\aayl thpeeslsside ih@aylight Wethangm réiediit9fantve d’r‘@de’ﬁtly used

d the wreless transponder.

t t
ot or T DRt HTTEETR o FoElep s By eTsel. ShIQAd di bR wan SpeedRe of
the transnRDAY cofpk@dXoBAws RRINBdMABALIE! the aﬂﬁe%é‘é?&r Qhd CHhl R/?rele%a

Motec's nPol | ux - that is developed on a SiMcard and its integrate
secur i FPNRANGEr ol ipterergator is aneuited &ﬁbers@fchbe@omtaxffsglerﬁewntnal aThekizesifent

capaci fl‘ﬁétt‘ﬁsp@n%rrﬁlleéﬁ;x BKlx sysigm The SIMplatformis a FLASH
m crocontrol l'er, which

Another transponder of choice is Miotec’s mPollux - that is developed on a SIM card and
its integrated security solutions offer a flexible and secure platform with a sufficient
capacity for a wireless PKI system. The SIM platform is a FLASH microcontroller, which
has a separate RISC processor for RSA operations. MioCOS operating system is
compliant with both GSM and PKI standards. Furthermore, the integrated biometric
functions enable, among other things, replacing the PIN code in an electronic ID card
with fingerprint matching.

In still yet another preferred embodiment of the pen-based verification systems of the
present invention, a transponder is used in a smart card. The smart is compatible with
both contactless and contact transactions. Such a card is presently commercially
available and known as a “Digital Pusan Card.” The Digital Pusan Card is one of the first
to combine contact and contactless smart card functionality on a single chip. Supporting

a wide array of services, it combines credit, debit and prepaid card functions.

Compatible with smart pagers the card is used within the existing Hanaro Transportation

scheme. Cardholders can recharge their e-purses at reloading machines and at ATMs.
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has a separate RI SC processor for RSA operations. M oCOS operating system
is conpliant with both GSM and PKI standards. Furthernore, the integrated
bi onet ri cwofoansdssons enabl e, anong ot her things, replaci n@gCrhsoRidd7code in
an electronic IDcard wth fingerprint matching. In still yet another
preferred enbodi nent of the pen-based verification systens of the present
i nvention, a transponder is used in a smart card. The snmart is conpatible
with both contactless and contact transactions. Such a card is presently

conmmer aII avai | abl e and known as a "Di Pusan Card." The Digital
Pusan f/gs HheVE¥ a?‘ﬁée?‘ﬂrﬁsqua' t Bteéféﬁ%|t‘?|“é%'@iﬁﬂya899raaﬁkﬂ‘gd6nff%tbtq0é‘§a§ts%% t

card f 'éBﬁia'cﬂ@?si hoeO MR Gra g4 %a@l@UFby éu@pwstdoﬂgact@r\@bﬁeac%ggbht@fffaéeeI‘rwsces
it conbines credit, debit and a;}e paid card functions. e with

smart PHOWS sNanyeresha@ing Passbllities Mchiding abrek tergnipalsabus gfaéwsrﬁm withen

schene, SE nd
e LA R A SC A VR b s T T S e

i nt er f doeeIntetiehol ogy, operating in both contact and contactless node. The
card is |loaded by either its contact or contactless interface. This allows

wch o TR ARG Rstonbt 5 sl bRonttiett R ing PO b tRlSnipl STa bt B °
el ect r@M@n]PurE\ﬁhasnr@a%ia trfehteamsmoadeeto b&hmnuisatitdé with bothr earsieizddrarals a
conponent , 0

en-b edvrlflcat stem aof the es i nyention
enabl eCatdEss HATRBEn B ING GHEbAsS A B e Aoy s 17vinckugt SR eedrdl ess
syst emat thé polift-cfaak ‘éb&&ﬁﬁlalsé/%héfthetdmtdiﬁw §ignk Shep Wiapes! ubihl’gollh@hfnﬁger rint
cardreader at the point-of-sale termnal - and the customer si ns er name

usi ng SHAUS.i AR refereiice finsprrrint imagerissiared da the sgarbearey traRsRRNdes deviseed i n
the SmukictP@idd AABRPRRIRSICHME Githe suhisabrm (AbAPKNRIS i BmPmeaNiidg el the

sensed print (fromthe pen) is _conpared W reference Tingerprint
i mage. raferencenfiogenpsint BARER-i nd h@rqsalwcbmqnt yematxhﬁgb@@mpaélarl@y ewidbr otind

tr ampg?&ﬁ%é%@g%ﬂdﬁarﬁﬁ% O%s?-ﬁ?@ls ift ehéﬁlnﬁeé 'tl%'ﬁsftﬁnacoo%faééer%§§ syRRhEM

The preterre e secarity access system e pr sent
invention is conpatible with the foll ow ng systens:
The preferred embodiment of the security access system of the present invention is

compatible with the following systems:
Fingerprint sensor in something other than stylus (card reader, point-of-sale counter,
card)
Stylus w/ fingerprint sensors attached to point-of-sale
Credit cards
Stored value, ATM, check cards
Reference print, Bank, and Account humber in card, keytag, or wallet
Bank and Account number in card, keytag or wallet
Personal identifier in card, keytag, or wallet
Smart-Pen w/ fingerprint sensors attached to point-of-sale
Credit cards
Stored value, ATM, check cards
Reference print, Bank, and Account number in card, keytag, or wallet
Bank and Account number in card, keytag or wallet
Personal identifier in card, keytag, or wallet
Wireless Smart-Pen w/ fingerprint sensors carried by customer

Reference print, Bank, and Account number in smart-pen
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Fi ngerprint sensor in sonething other than stylus (card reader,
poi nt-of -sale counter, card) Stylus w fingerprint sensors attached to
poi nt - of -w@alog/03d8sedit cards Stored val ue, ATM check car deCRafSer/eisce pri nt,
Bank, and Account nunber in card, keytag, or wallet Bank and Account
nunber in card, keytag or wallet Personal identifier in card, keytag, or
wal |l et Smart-Pen w fingerprint sensors attached to point-of-sale Credit
cards Stored val ue ATM check cards Reference print, Bank, and Account

| et  Bank and Account nunber in card, keytag

nunber in c I
or wall et Pg@& dy‘&‘ffg’Hf‘?f‘W\ﬁ’efW YRR Poeyt ag, or wallet Wrel ess Smart - Pen

w f|ngerpr|p§rs@—gm$dgrﬁ.f,@amg,ﬁdrtq3é,pustorrer Ref erence print, Bank, and
Account nunber in smart-pen 20 WO 03/036861 PCT/ US02/ 16879 Bank and

Account nunber in smart-pen Personal identifier in smart-pen Wen wreless

devi cesyRérewteREs deViebeBISEEY, IshiteRESRIRSy S¥@d?n%§;é\fen%of’e SPQES’H&m s§|ﬂ§é§ an

integral part of the system in this iInstance t t ransponder,
att ach@® ntegrpkpardyafttbm sysiem,r latiﬁléﬁ” instangertbedsanspadderars inetl atiyclaed:ttsttlnmer

The refq Et‘aerﬂ'?eb%' Qdﬁcﬁ@rj i 0ol S S Q%rﬁedaj)?{éﬁgﬁgtgm%?t a‘I'Ii fe%r% dlggaﬁoénhdsgrg

transpo de e custonmer reco r eques
t r ansacleabronia signaprei daia isfstoted inebethetheetrdasmonaer amldetherwsﬂ;madeecdrd

the tr Dhetlentapfo SRER TR AR bPndalfioRt B ATRA SR e dpiebsice dataon |

t r ans pdheletranspunsiec heckomﬁemdnmthbehd%&arem&l datareinbtiie eubtehier’ agstpdl 3o or

1)?héPe\;ﬁﬁ%%éﬁaﬁlﬂ%hﬁaﬁg&nns er hon Ienevrlolavl‘férec?l Lraru%%la\é%husvlt m)unctoun:cl-ahr(faerite are
transponder. This check need not be done each time but either randomly or in the event
that the transaction involves a large value amount. There are other ways. When the
reference print is stored inside a transponder that is carried by the customer, either of

the following technologies may also be employed:

U.S. Patent No. 5,619,025 (Hickman, et al.) discloses a method for tamper-proof
identification using photo refractive crystals. The method for document
authentication exploits a temporally variable physical process to generate a
reproducible effect that cannot be copied. A document such as a credit card is
provided with a spot or stripe that incorporates at least one, and preferably a
large plurality of photo refractive crystals arrayed in a random manner. The
document authenticating apparatus includes a coherent light source such as a
diode laser to illuminate the photo refractive crystals, and a photosensor to
receive light scattered from the photo refractive crystals. The random distribution
and orientation of photo refractive crystals comprises a unique characteristic for
each card or document, and this characteristic is not based on any assigned
number or code. The response of photo refractive crystals to the coherent
illumination comprises a time-varying characteristic that is dependent upon the
intensity and temporal nature of the illumination itself. Input to the laser
illuminator may be varied to elicit differing responses from the photo refractive
crystals, and this factor may be very difficult for a counterfeiter to ascertain. Also,

for any given illumination intensity or temporal pattern, the image received by the
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reference print is stored inside a transponder that is carried by the
custoner, either of the follow ng technol ogies may al so be enpl oyed: U S.
Pat ent NowO330386025 (Hi cknman, et al.) discloses a nethodPCoruSvangses - pr oof

i dentification using photo refractive crystals. The method for docunent

aut hentication exploits a tenporally variabl e physical process to generate
a reproducible effect that cannot be copied. A docunent such as a credit
card is provided with a spot or stripe that incorporates at |east one, and

pr ef er abl | arge plurality of photo refractive crystals arrayed in a
random rraﬁ'ﬁ%?.se”ﬂ?g V%lféu?’i’étﬁt f hﬁ?ﬂ itHRe | #g Whlshaithe hotesenadie signat dher ent

[Lght SousdiRplUCt abtdin dh ABENHGHE! irhfbd MATIAR! Bol It AhQrde! ffier
crystals, and a photosensor to "receive |ight scattered fromthe photo
ref ract i vEPTEPQWRANG thelifficdiiudan @i equntertritesrio evedcame.eAtlatgeonumibephdt o
refracti venpgpyisdtat s¢ LSS | ristic for. each card or
document , .g.n_(b:l this cﬁ%@@% Z’??ys”t?% (}:hq %géjﬁfo@%gcg)ggh%gh?Sa%@dé%%'f;@l eFPHGDer or
code. Thedigiizgdnard storpédn enredateonic nedia. yidteaptotosensbesigableis @dinpared

i 11 um naty i . Le-. Lng. characteristic that i s dependent upon
the int eﬂrcl)gﬂlpifa ;& g%rg ?%%b%ré%@d%g%kegfatvﬁ@d %PFW??FH{aﬁ”Qn"q mateh !"cﬁ?ﬁiﬁf to the
| aser i ldunivadidoor nepulierizadi datuncerd] iToiet intidel gdogitions patess cahope t he
phot o ref ' rystals, and this factor may be very difficult for a
count er f e‘%@ébh%{c’g béggpehﬂaé'inﬁ .th(N%&c’? cggrggeawya @?Q}éﬁc? Pf/%%/&?étql'éﬁeqi RYdhity or

t enpor al |psdrtidumjnatbie | mage received by the 21 WO 03/036861 PCT/ US02/ 16879

phot osensor varies with tinme. The tinme at which the photosensor signal is
sanpled to obtain an identifying i nage may al so be varied, thereby further

g?”p'?gzgilmg. tPtenti No. 054854,7{4@ (BtrRewHRLIRES & chRY AT ﬁf&f[ﬁ:lesﬁ-r{aghgﬁc number
pshots” of the tinme-varying inmage of the docunent 1s eléctronically
capt ureq,parHF'ﬁﬁtEI”Peéf diffieuis tter caynterfeih Eieesianehistrengttti weridhe apipitodensor
i e SEePRIBnehCl e FBSPIIF kLD LSRR agprahy g
r ecogni t i"BASHAtSc ¢6adingn head. ehitearanedding ebnhis i mornmetianateanofbechaage in a
sequence Qi b SRGRSHIf R {oe%il?gtetg}eforge by varying parameters within these (and

other) mechanically readable inscriptions. The apparatus readable (mechanically

readable) security means to prevent forgery of identification cards, (including the

new smart cards with readable chips therein) and pens. The security of the pens is

enhanced by the implementation of a mechanically readable security system,

which includes a mechanically readable magnetic marking embedded in the

transactional item. The marking also may be visually notable or readable, but it at

least must be readable by a reading head capable of reading the passage of a

magnetic material by the head. The marking is preferably in the form of at least

two magnetic filaments or strips and preferably includes a multiple number of

filaments of differing coerciveness, magnetic field strength, magnetic field

alignment, size or spacing so that when the stylus is passed at a defined and

preferably constant speed through the reading device, approval will be given only

when the proper signal is provided by the ordered array of appropriate magnetic

elements in the pen.

When the digital signature is generated through fingerprint data, registration can also

occur without the pen, but rather with a fingerprint sensor that captures essentially a
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laser illumnator. U S Patent No. 5,834,748 (Litman) discloses a card that
includes magnetic particles and is difficult to counterfeit. The signal
strengt h,wpasiosas1 anpl i tude and/or alignment of the nmagneCirash/eds® may be
read as coded information by a magnetic reading head. The encoding of this
information can be made increasingly difficult to imtate or forge by
varying paraneters within these (and other) nechanically readable

i nscriptions. The apparatus readabl e (nechanically readable) security

nmeans t e qer J tafi ion cards, (ingludin he new smart

cards chfa {Tﬁﬂ '?%aﬂg%%rghgﬁio\p{)stﬂ% h#é%?nflfr Jg%tr?)récﬁg . pl"erQQ%Secg‘iqsﬁq%g”t{yhé"”ﬁéh@q s

enhanc&dylby is tused nfiieepanipatprioh iocompaeedh anithalcoynpleadmidePpSRCHY hytchyid em

whi ch i u%é&% s a nmechanically readabl e magneti ¢ marki ng enbedded in the

transacr{]l ona?' item The marking also may be visually notable or readable,

but it at |east nust be readable by a reading head capabl e of ][eadlblng t he
assa of a_ ,magnetic terial the head. The marking is preferably in

the ToPHPbTs arananapder gt 'ﬁefé’ﬁm%'? WthrReRtnesardienters enablqsrtbe systshyof

| ncl udeise epresenti PhvenfisAbes BY cobh AR GitRT cAulda8E4H NG FARE CLYE "SSTbased

magnetic fjeld sirengt h, magnetic field alignnent, size or spacing So that

when t K rgle§§1,§)/s N3 38 shawn pbaveyattilisaiomatia spiust thebts ?Dmmtsblamtl‘s@wmg

t hr oughatdie Qe i ; i i en t roper

o el S AR el bl p VoS S . et Savnbeluf BT <

i n t he cpehbasaiesysteras Angl pan-baseshaystemsi s FRMRESItISA dit dEh rc]ifslcltgeraﬁlﬁlritt

dat a, i i : i £ ho t,he . pe but, rather with a

{1 nger by o od SRR B 2 31y O BHp 181 L i A8 i8G royallnghGsgian Sstemor

PCT/ UStiy R8st inventjsiretee giip hevipgiambtaibblelfapf thayiew|ddes arebgri@rRcafpRYRA0SES.

Subsqugﬂtowe?(ly\/ﬁggr%%enﬁ#%:} %%E{%ﬁ%i%gd, the partial print is conpared to

the conplete rint purposes. Just as a transponder that
is conpatible with existing cardreaders enables the systemof the present

i i , , i i - ed_systens and pen-based
I nvent ko ﬁ%ger%?ln % s%trls %# ghc\)l}‘cé grecggcrger%??he fol%wing: P

The FingerTIPty sensor from Infineon enables the integration of a miniature
fingerprint sensor into a wide variety of end-products including PCs, notebook
computers, handheld devices, set-top boxes, ATM's, point of sale terminals,
ticketing kiosks, building access systems, or any other application that would
benefit from replacing PIN and password identification with biometric-based
verification. The chip is compact, reliable and robust enough to convert a previously
exotic technology-biometric user ID into an everyday reality. The FingerTIP chip is a
small (18mm x 21mm x 1.5mm) IC embedding a 288 x 224 pixel contact sensor
array that images the lines and ridges of a human fingerprint when a user touches
the device. Each pixel has an 8-bit data depth, enabling evaluation of subtle
gradations (256 shades of gray) of a fingertip and their translation into a set of
indices - the key identifying features of an individual fingerprint. Imaging and data

transfer of an impression takes only 100 milliseconds.
STMicroelectronics has developed a fingerprint sensor of substantially the same size

as the Infineon sensor and that use capacitive-sensor-array technology; building

silicon IC’s containing an array of sensor plates. ST’s TouchChip technology uses a
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(cardl ess) systens as shown above, utilization of a stylus that is
conpatible with existing cardreaders offers many simlar advantages for a
Wi rel ess woyBw03686t hat is conmpatible with card-based syst ecg/usndigsen- based
systens. FI GURES 15A and 15B disclose a first preferred enbodi nent of a
stylus grip for use with the identity authentication systemof the present
i nvention, the grip having a rotatable flap that includes a nagnetic stripe
that can be read by a conventional card reader. The fingerprint sensors of
choice are erther of the fol

The Fi nger Tl PTM or fro R neon
enabl es §3REC! H’teei?rnét”igotﬁcti‘f"qéle gt”tﬁ el Ip5%, p‘?rlente” EBPeF?R‘g]aa \%}‘
vari ety glsoRBidnPiesEECHE al ﬂﬁ%é#ﬁhﬁgm%ﬁ theOfi eR0K astiEaulRESly FarRd&hth

devi ces, set- t%ﬂ boxes, oint of sale termnals, _ticketi %kl osks,

bui | di ngSterta::@s gyaitteyisof Hie ey l%@r@glta'ptﬁprwt%mWathevtﬁtaeapmbte ¢ from
replaci ngy Pl ?ﬁ% w thd %?gbtrrtrtm@aaémd&dt By 05 QEEY! |\ iSRS Rfmediately

verification. s conpact, reliable and robust enough to convert a
pr evi ous¢gnfirgx ot |ll‘d)/atld@1t¢r1theo@§w§nlbﬁ’6tqf ireudentifiet persenaan@d\bery dayfurtearity.

The Fi ng o-ElaE F%faéﬁrc%troﬁ'@ber;é%rﬁ@mt%a?elm x 1.5m) | C enbeddi ng a 288 x

224 prxe COnt sor I mages the lines and ridges of a human
fingerprint when a user touches the device. Each pixel has an 8-bit data
dept h, mmhh¢melcbmbomcommbmlle avgiraﬂafrbonAM(SZ@m shMdisavd, Victayip inf a

fingertjp,and t |rt |on| to a set,of | ces

| dont | (ARG n bt TR DBk, p s Seelsfioeh: el WRghrsBan e tatranster

t ransf efetwber@B VeRRI€aad Qﬁe t@dﬁesdeoml cyayhgﬁt rmh IHigre esliadity Shiis peslealy uesd CS
has devel oped a fingerprint sensaqr of s sta tlalli;%ﬁt he sa size as, the

| nfi nedAr §éﬁ%mgawtorm?§tom&enbme'ﬁmﬁe %riedvelare dt@érﬂt iglyay 588895 ng

sili CO”THeCIﬁDC%”Q;@rTgHr@QdaGf b thaff cHRPERENLS) Qﬁ@ﬁnteﬁ%géto-l:oﬂﬁ@Q}prwrreless
t echnol ogy uses a 3/ 036861 PCT/ US02/ 1 capacitive sensing

t echni qtu@&p@nsa'ptﬂtteentqrrpaaéysrsmrnt@%elthernatrth@ﬂoowtspé@ancterra"tfml gthbe size of
resol Ut'ﬂhQQrdHEPSﬁder a 30 neend when the finger is applied directly to

e chip ace he output of the chip is a digital representation of
the fingerprint, which can be processed by the algorithms devel oped by
5AGEM Aviuthér framstingleebif/choice is Miotec’s mPollux — that is developed on a SIM card and

its integrated security solutions offer a flexible and secure platform with a sufficient
capacity for a wireless PKI system. The SIM platform is a FLASH microcontroller, which
has a separate RISC processor for RSA operations. MioCOS operating system is
compliant with both GSM and PKI standards. Furthermore, the integrated biometric
functions enable, among other things, replacing the PIN code in an electronic ID card

with fingerprint matching.

One skilled in the art will also recognize the application of the principles of the identity
verification system of the present invention to electronic commerce, where the party
seeking to enter or access data, or simple to correspond with another. When the party
seeking to make the transaction is remote from the host computer terminal (or second
party), the remote party can generally not be seen, and so the race, ethnicity, gender, or
even species cannot be ascertained. In such instances, the need for identity verification
takes on increased importance. Accordingly, the identity verification process of the
present invention requires that the remote party have access to a signature pad - the
signature pad having means to generate a digital and an electronic signature. The digital

and/or electronic signatures compared against reference data before allowing the
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confirmor invalidate the recognition of pre-identified persons and then be
further processed by application-dependent software. A transponder of

choi ce i swomnmedsei al | y avail abl e from AMSKAN of Ml gr ave, PUIrAtSor/i&79 n
Australia - the InfraRed Datalink allows serial "through the w ndscreen’
data transfer between a vehicle and the roadside in daylight with high
reliability and is presently used for capturing information from vehicles
as they re-fuel, re-load, or at highway speeds. The IRD is conprised of
two mai n conponents, the interrogator and the wreless transga(%*r%der. The

i nt er r oGARTCIPY gAY tay digikal fovdneleptronis) denaikasnale. Capieresi 9d of
the traneReNE8in h3ram8ctioPfecer®0 MM  Anot her transponder of choice is
Motec's nPollux - that is developed on a SIMcard and its integrated
security solutions offer a flexible and secure platformw th a sufficient
capaci t%/hfor a wireless PKI system The SIMplatformis a FLASH

ni cr ocohtreagheyt, thisi applicaiiona \agioHp ableS. RPatenis.o Fader Apalicationsosrdathns.

M 0CO8 %ﬁfe@tﬁbﬁg are P&i€Bnkad bg(?i. Mbé%nd"f{ﬁ/@nt%ﬂt h1SNsBRRUR orthasidphthits
Furthernore, the integrated bionetric functions enable, anong other

t hi ngs, ance Apmdicatjonshén Ftheircentiretins sareehereby oncerperatedriey referencei ijer #vs nt
MRl e NsectBtiBl ih ofder B hBR Al dibin RO RCOANL 2 LENRARKICRERRSIQY ¢ he
principl'es o e identity  verification systemor the present 1nvention to
el ect r opgértaingnmer ce, where the party seeking to enter or access data, or
sinple to correspond with another. When the party seeking to nmake the
transaction is renote fromthe host conputer termnal (or second party),

the renpte rty,can _generally not b e nd the rac et hni ci

gender TTP'HPUEQ ntg'ﬁeéﬁBQ‘:a&Qﬂno‘fangsa c%r ﬁé.“?{ga Plsaﬁe%tu pﬁﬁ% Oé'RCeasn,dct%%Lr need
for idempplications iaté ecferemed bykasmioer drCingasdd. | Tpedisesaresfoichese Rgtents t he
identity verification process of the regen_t i nver{ti o reﬁ%i res.thaf .t he
renot e ?ﬁﬁt@%'&%@o%ﬁ:d_@s’g‘etroe'&t'@?'ﬁﬁa‘?rﬁr e15ay 'nceipora &fl gP% e?ffd_'rﬁgv higy
neans t g, QaRakiahan drdéict Abrafifly e sefilss tHeOftate 6f Rt EEwhihethil @chRdlogy

and/ or el ectronic signatures coirpared agai nst reference data before

al | owi ngertaies. 24 in0e0de0B 8w 1Maay) ATt ssy gnodifigations: ik verigiensopivibe,
and t he, dhghfidte@Anfh8id AP asliGN Y HERSoffHR GRBEMMiRFe@h will be apparent

to those skilled in the art in light of the disclosure herein. It is intended that the metes
and bounds of the present invention be determined by the appended claims rather than
by the language of the above specification, and that all such alternatives, modifications,
and variations which form a conjointly cooperative equivalent are intended to be included

within the spirit and scope of these claims.
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preserved in a transaction record. Throughout this application, various

U S. Patents, Patent Applications, and PCT Applications are referenced by
nunber armoion®aissor. The di scl osures of these Patents an@CAaso2/o@re ons in
their entireties are hereby incorporated by reference into this
specification in order to nore fully describe the state of the art to which
this technol ogy pertains. Throughout this application, various U S

Pat ents, Patent Applications, and PCT Applications are referenced by
nunber and inventor. The disclosures of these Patents and Applications in
their entireties are hereby incorporated by reference into this
specification in order to nore fully‘agﬁ@f{ibe the state of the art to which
this technology pertains. It is evi hat many alternatives,

nodi fications, and variations of the authenticated comercial transaction
system of  the r?sent invention will be apparent to those skilled in the
art in ]1'i6ﬁ‘f'etagdtWepmcgﬁ'%aﬁécﬁsé’ﬁﬁyeqtt hegmpthoermgsaprisieg: t he netes and
bounds of the present invention be determ ned by the appended clains rather
than by the | anguage of the above specification, and that all such

al ternative#; ?ﬁigi“f'i‘&a{SPbrﬁ%f,efef‘&ﬁoﬂaiar(iiwi\@m& ugpii blonetric date corj wsert Mmetric

Coone! o1 ¥ hosuaiani iRk A0St ety Sh) ik i b 428 fsind
for processi ngoesn subtritiedrie@uegistratine pmetdssd conpri sing: a. capturing user

reference data (involving user bionetric data or user netric data) froma
W reless device carried by a user, the user reference data having been

subnitted i . acapbgrisg naeri sEmspd dats@nvdiving apérbiong:ttis eatsenssst riletrR data)
(i nvol vi ng user iorretrix% data or , user rTLP;)tgric d&tagﬂ_ as the user wites a
P REINEWIITPR

name, the name®beieny ¥ EERA "AMen the W@y i3 $HS: t he user sensed

data and the user captured data to a processor system the user reference

dat a bei ng tratnsm't. ed to the processor by peans of radio-frequency
transnissi of: transmi ting the user sensed data and the user captured data to a processor

system, the user reference data being transmitted to the processor by means

of radio-frequency transmission;

d. comparing the user sensed data against the user reference data in the
processor;

e. authenticating the identity of the user based upon the results of the

comparison; and

f. enabling user access (account, network data, or physical) if the processor
confirms user identity and other system criteria (fund availability, clearance)
confirms the access request should be approved.

2. A method for processing an access request, the method comprising:

a. capturing a user record number from a wireless device carried by a user, the

user record number having been submitted in a registration process;
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d. conparing the user sensed data against the user reference data in the
processor; e. authenticating the identity of the user based upon the
resul ts oWotohesesepnpari son; and f. enabling user access (&cCTarsnt/168net wor k
data, or physical) if the processor confirns user identity and other
systemcriteria (fund availability, clearance) confirns the access request
shoul d be approved. 2. A nethod for processing an access request, the

met hod conprising: a. capturing a user record nunber froma wrel ess device

carried by a user,.the user cord nunber havi ng heen, submitted in

Cegi strat o PBLE Vs SHBvb ROGeHED R HeBBIPTITS Bt BapFeITRY L)
sensed data (iz3vak\isBOwHSR a haPBEtHe farf@bainglwiitgel witlld étgiudat a) as the
user wites a nane, the name being witten with a stylus; c. transmtting

t he user sensed data and the user record nunber to a processor system the

user recor de YRRl thel I @PSBhEELHatLahdendP 196C8E8Fd RYMBRARS a Stbcessor
radi o-frequency transm ssion; d. using the user record nunber to retrieve

user referencaYsEa therssr veqegd isiarberiedige transmifiech to thaepragessardydaeans or

user signat uredat.g); higidhe user sensed data with the user
reference data in It hg‘*@?gﬁ%ﬁ@@% rggF’Tnbaut henticating the identity of the

user based upon the results of the conparison; and g. enabling user access

(account, ngt t 0 i e}if e proce C i r

donti vy ang ool R BoarnfocBry Bt by gl f S5 FRRMSnod Pald URRELSST i ¢ o
t he access redue@sttrihdatadubse raepicolatd, orBuseh sigefalod dfadd); pr ocessi ng an access
request, the nmethod conprising: a. capturing user reference data (involving

user bionmetric data or user netric data) froma wreless device carried by
a user, theeusengRing hBtLefsdrteliatg witbrtheddedrdiéveAcddatodahe phecdsser:

reference data having been submtted in a
f. authenticating the identity of the user based upon the results of the

comparison; and

g. enabling user access (account, network data, or physical) if the processor
confirms user identity and other system criteria (fund availability, clearance)

confirms the access request should be approved.
3. A method for processing an access request, the method comprising:

a. capturing user reference data (involving user biometric data or user metric
data) from a wireless device carried by a user, the user reference data being
embedded in a barcode, the user reference data having been submitted in a

registration process;

b. capturing user sensed data (involving user biometric data or user metric data)

as the user writes a name, the name being written with a stylus;
c. transmitting the user sensed data and the user captured data to a processor

system, the user reference data being transmitted to the processor by means

of a barcode reader;
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regi stration process; b. capturing user sensed data (involving user

bi onetric data or user netric data) as the user wites a nane, the nane
bei ng w iwD@n/08dsbh a stylus; c. transmitting the user senged/usar/sssand the
user captured data to a processor system the user reference data being
transmtted to the processor by neans of a barcode reader; 27 WO 03/036861
PCT/ US02/ 16879 d. conparing the user sensed data agai nst the user reference
data in the processor; e. authenticating the identity of the user based
upon the results of the conparison; and f. enabling user access (account,
network data, or physical) if the processor confirns user identity and

ot her systery, CEbWahﬁg(fHén@sérV%bh% |darté/ agaliRAT HaCBYer FENRFdrIcEBdATRE iIRARESS
request should be approved 4. A nethod for processing an access request,

t he net hod conpfecsses a. capturing a user record nunber froma wreless
device carried by a user, the wuser record nunber, the user record number
bei ng enbedded in a barcode havi ng been submtted in a registration
process; b. eaptthentigatingrtheeidarditylacfa the nusdryibasedisuporbitberetasuls dat aher
user metric datg%la f\ C,Jser wites a name, the nanme being witten with a
stylus; c. t r afigiAPe 'ﬁj e user sensed data and the user record nunber to
a processor system the user record number being transmtted to the

processor by nme S of a barcod ca ner sjing _the r..record nunber
to retrieve fuséF‘a éTgeI“éWcéc‘beéFa(%(sF H’éorbs(g?ta % dﬂﬁ/ﬂ(’a@ at‘f's PrysEy=°"
nmetric data, oeohf@fs skgniientity dad @)her%ysﬁeﬂﬁpﬁli‘tem (fuhe avadabitignvbshrdade)

with the user reference data in the pr ssor aut henticating the
identity of th&OQRERS Hﬁs@?eﬁib‘?ﬁw{eﬁ’%s"?%@%&sa%f "teF,e conpari son; and

4. A method for processing an access request, the method comprising:
a. capturing a user record number from a wireless device carried by a user, the
user record number, the user record number being embedded in a barcode

having been submitted in a registration process;

b. capturing user sensed data (involving user biometric data or user metric data)

as the user writes a name, the name being written with a stylus;
c. transmitting the user sensed data and the user record number to a processor
system, the user record number being transmitted to the processor by means

of a barcode scanner;

d. using the user record number to retrieve user reference data (involving user

biometric data, user metric data, or user signature data);
e. comparing the user sensed data with the user reference data in the processor;

f. authenticating the identity of the user based upon the results of the

comparison; and
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28 WO 03/036861 PCT/ US02/ 16879 g. enabling user access (account, network
data, or physical) if the processor confirns user identity and ot her

syst em crwDeBi0a686f und avail ability, clearance) confirns Po#/Soves3? r equest
shoul d be approved. 5. A systemconprising: a. a stylus for capturing user
bi onetric, metric, or signature data of a user as the stylus is being used
to submt user data; b. a wireless device carried by the user, the wrel ess
devi ce having nenory, the nenory including user data, the user data
including a user data record nunber; c. a processing systemthat captures
the user daia eneblng wsarhRGCess dasaoNat, optweriesiataleQn @gyﬁgalhéfame Broge58et
frequency ! anaffidaisOfser BEnS U bIHBALEREH clifRBSMIRP aPAIBARY! EleBinbEp™
the wireless device to the processor, the processing system accessing user
ref erence dat acdnfirmsdhefaccess reqeestrsbeuidcbe approved. t he user data record
including reference data involving user bionetric data, user netric data,
or user signature data, the processing systemusing the captured data

pr ocessedAfsystent bmmptigings f or conpari son agai nst the user reference data
processed fromthe wirel ess device, user authentication being based upon

t he conparison, user access (account, network data, or physical) being
permtted ifa. thetyuspResapturigniser Brorhdteicuaetric,dersigriayur@nthtatoharussy s¢ dm
criteria (fund availabjlity, clearance) confirns the access request should
be approved. BYUAIS §t”§rH5é8rT'ﬁrsP V‘r'la}gL.'s .daga’styl us for capturing user
bionetric data, netric data, or signature data as the stylus is being used
to submt user data; 29 WO 03/036861 PCT/US02/ 16879 b. a w.rel ess devi ce
carried by thea ydreless;Gryicy sasrigd DYAbeiuser HAG| WiEE!pesdwce badng memory, the

memory including user data, the user data including a user data record

number;

c. a processing system that captures the user data record number from the
wireless device by means of radio frequency transmission, the radio frequency
transmission occurring from the wireless device to the processor, the
processing system accessing user reference data by use of the user record
number, the user data record including reference data involving user biometric
data, user metric data, or user signature data, the processing system using the
captured data processed from the stylus for comparison against the user
reference data processed from the wireless device, user authentication being
based upon the comparison, user access (account, network data, or physical)
being permitted if the processor confirms the user identity and other system
criteria (fund availability, clearance) confirms the access request should be

approved.
6. A system comprising:

a. a stylus for capturing user biometric data, metric data, or signature data as

the stylus is being used to submit user data;
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menory including user reference data (involving user bionetric data, user
nmetric data, or user signature data); and c. a processing systemthat

capt ures wbhe3smssl r ef erence data fromthe wirel ess devi ceCousoraisg9 of
radi o frequency transm ssion, the radio frequency transm ssion occurring
fromthe wireless device to the processor, the processing systemusing the
captured data processed fromthe stylus for conparison agai nst the user
ref erence data processed fromthe wireless device, user authentication
bei ng based n.the c arisan I access ccount, system or

physi cal ) b(?lulEl)% “ﬁ@llefﬁst‘fe%cq farfigd bléf%@é‘?%rt?‘@dﬂgg?ﬁ Wi hadpg MeBAY: the and

ot her system cieh®ry antiudig ayéd Faabichts Wats | AROANEE LsEOBIdmamic LAl JUshe
access request shoul d be ag&roved. 7. A systemconprising: a. a stylus for

capt uri ng user MGfénERE OF Upeityignatugy dafaydiidure data of a user as the
stylus is being used to submt user data; b. a wireless device carried by
the user, the wireless device having nenory, the nenory including user
data, the uSera @PAeGESPHE Wtery thatisaptutrs: ther esswrraferenaebdata frow theewirelassa

bei ng enbeddedqd.f r - and ¢ C L t ur)
user data recgcrlwnﬂ 'errﬁ?%gsmdt?hgaoq%vi &gﬁ?%eg@%g%ﬁ%@%g&ﬁshegﬂgsc}gmoa f't)e%?' gégdxg
reader, the priteesigisaignspscwmngadioes stheg wisaessr efegicente thet progessse tie t he

vol vi ng. useroresaite e ASEind R8Pl " BB BuChSIY kb das o

t he processi ngcaypdrisonuagaigst Hhe cagetr urefeteded alatproesssed froomthdewisélgsdls

for conparison,agai nst thg user .refer.en%% d(%ta p{ ocessed .fromthe wrel ess
devi ce, user athhentSERAUSRETBERHEN dRelRg) Pased UPea theoriPRPREMIN, YREEaCke T s s
(account, net watkoul} aystem, PhysHysizh)) egnd @eparttad iafe p?OcdBoP36RBESS the

PCT/ US02/ 16879 if .t he, rocesshor confirne the user |identi té and ot her system
criteria (fund'Seayapntifyiand gtheg systeanerier@stng ayailablityceleatancey gesfirmshoul d

be approved. that the access request should be approved.
7. A system comprising:

a. a stylus for capturing user biometric, metric, or signature data of a user as the

stylus is being used to submit user data;

b. a wireless device carried by the user, the wireless device having memory, the
memory including user data, the user data including a user data record

number, the user data being embedded in a barcode; and

c. the processing system capturing the user data record number from the
wireless device by means of a barcode reader, the processing system
accessing user reference data by use of the user record number, the user data
record including reference data involving user biometric data, user metric
data, or user signature data, the processing system using the captured data
processed from the stylus for comparison against the user reference data
processed from the wireless device, user authentication being based upon the

comparison, user access (account, network data, or physical) being permitted
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8. A systemconprising: a. a stylus for capturing user bionetric data,
nmetric data, or signature data as the stylus is being used to submt user
data; b. woOwBfadsess device carried by the user, the wrel @€3/use¥162 havi ng
menory, the nenory including user reference data (involving user bionetric
data, user netric data, or user signature data); and c. a processing
systemthat captures the user data record nunber fromthe wreless device
by neans of a barcode reader, the processing systemusing the captured
data processed, fromthe stylus for conparison against the user . reference
data pr ocessed'fftLBrHrtoﬁ%SWFrcé’ln 43S f8G; W38T 'gEBtr'tya%Tq\é)rsﬁtﬂ?rcﬁﬁt@ﬁ‘ faterg gﬁﬁ%ed
upon the conpagya5@Bility!S@EarafcOTONLiAAS BhkhcceSY Fé@Bst SholB e dpprdvderi Ng
permtted if the processor confirns the user identity and other system
criteria (fund availability, clearance) confirns that the access request
shoul d D& \ARBLRERSbrishgA Method for enabling a user to process a paynent
for goods or services ffroma provider, the nethod conprising: a. tendering
funds sufficient to pay for the goods or services, fund tendering being by

a payment cay 4, afhd oL Ant Asdr SRR aftBPHIMHE YalBr SighAURERIABLE.

(i nvol ving user bionetric user netric ata) froma wreless
carried by thethesstylustihbeingruskd s sdewitoesebeatay separate and apart fromthe
paynent card, the user reference data having been submitted in a

regi stration process; 31 WO 03/036861 PCT/ US02/ 16879 c. capturing user
sensed dat a b i awdteléssgdersar cdrriedddyr ihe ket atherwinsless detice badag ajemod, the

br ocessor  SysPEROHBERHTE PEfel daAon el HUTRl o8 Mgl Bat o0z e User

processor by nRrfsc defa, oadisér Sigeftupnaytalrarsm ssion; e. conparing the user
sensed data against the user reference data; and
c. a processing system that captures the user data record number from the
wireless device by means of a barcode reader, the processing system using the
captured data processed from the stylus for comparison against the user
reference data processed from the wireless device, user authentication being
based upon the comparison, user access (account, system, or physical) being
permitted if the processor confirms the user identity and other system criteria
(fund availability, clearance) confirms that the access request should be

approved.

9. A method for enabling a user to process a payment for goods or services from a

provider, the method comprising:

a. tendering funds sufficient to pay for the goods or services, fund tendering

being by a payment card and through a cardreader

b. capturing user reference data (involving user biometric data or user metric
data) from a wireless device carried by the user, the wireless device being
separate and apart from the payment card, the user reference data having

been submitted in a registration process;
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f. advising the provider of the goods or services when user identity is
denied resulting fromthe conparison of the user sensed data with the user
ref er encewOdanaa8610. A net hod for processing an access re@@adiso2/1dse9 net hod
conprising: a. capturing user sensed data (involving user bionetric data or
user metric data) as the user wites a nane, the name being witten wth a
stylus; b. transmtting the user sensed data to a smart card, the snart
card including a smart-card processor, the smart-card processor including
menory, the nenory including user reference data, (involving user hionetric
data or usef: GRAYIIRES HERrDeNsed deisryaoiving HRr RiQetriciriaPr dsPamedas Aatet he
user reference data in the smart- card processor; d. authenticating the
identity of the user based upon the results of the conparison; and e.

enabl i ng usér terenitingtheousar sensedhsiple aad dhe yperpreferpaes yater toryprefesedssor

confirms user J i ' | f | b Il t
cl earance) coé f Eﬁh@{%h@gégﬁggég{ CF (Sad/qaaéegarg]{oréﬁ%h@gda%gﬁ 8\%@&%@ bl rieans
of radio-frequency transmission;

e. comparing the user sensed data against the user reference data; and

f. advising the provider of the goods or services when user identity is denied
resulting from the comparison of the user sensed data with the user reference
data.

10. A method for processing an access request, the method comprising:

. a. capturing user sensed data (involving user biometric data or user metric data)

as the user writes a name, the name being written with a stylus;

b. transmitting the user sensed data to a smart card, the smart card including a
smart-card processor, the smart-card processor including memory, the
memory including user reference data (involving user biometric data or user

metric data);

c. comparing the user sensed data against the user reference data in the smart-

card processor;

d. authenticating the identity of the user based upon the results of the

comparison; and
e. enabling user access (account, network data, or physical) if the processor

confirms user identity and other system criteria (fund availability, clearance)

confirms the access request should be approved.
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