
[0001]A HOME (e)NODE-B WITH NEW FUNCTIONALITY [0002]FIELD OF INVENTION
[0003]The application relates to wireless communication networks, and more
particularly, to an advanced in-home (e)Node-B (H(e)NB). [0004]BACKGROUND
[0005]A goal of the Third Generation Partnership Project (3GPP) Long Term
Evolution (LTE) program is to develop new technology, new architecture and
new methods for LTE settings and configurations in order to provide
improved spectral efficiency, reduced latency, and better utilization of
radio resources for faster user experiences and richer applications and
services with less cost. As part of these efforts, the 3GPP has introduced
the concept of an in-home, evolved node B (called H(e)NB) for LTE networks.
3GPP is also considering the in-home NB (called HNB) for Release 8 wideband
code division multiple access (WCDMA). The acronym H(e)NB is used in this
application to refer to both a H(e)NB and a HNB. [0006]The in-home (e)NB
(H(e)NB) is preferably similar to a wireless local area network (WLAN)
access point (AP). It gives users access to LTE services (it may also
provide Wideband Code Division Multiple Access (WCDMA), Global System for
Mobile Communication (GSM) Edge Radio Access Network (GER.AN), and other
cellular services) over extremely small service areas such as homes and
small offices. This can be particularly useful in areas where LTE has not
been deployed and/or legacy 3GPP radio access technology (RAT) coverage
already exists. This may also be useful in areas where cellular services
have yet to be deployed, or where coverage may be faint or non-existent for
radio related reasons, such as in an underground metro or shopping mall.
The subscriber, whether an individual or an organization, will be able to
deploy a H(e)NB in an area where such service is desired. Figure 1 shows an
example of a possible H(e)NB deployment.  [0007]Several issues should be
addressed regarding the use of an H(e)NB. H(e)NB mobility is a potential
problem. An H(e)NB could easily change location. A new location may pose a
challenge if, for example, the operator who originally provided the H(e)NB
did not offer coverage at the new location, thus a user may need to use a
different operator and follow a location update procedure. An H(e)NB
preferably would include high-level functions to implement detection of its
own mobility as well as functions to implement other operator restrictions.
All of this must be accomplished in a cost effective manner. [0008]SUMMARY 



[0009]An in-home node-B (H(e)NB) configured to perform a locking function
to control modification of carrier and user controlled parameters, and also
configured to detect a change in location. [0010]BRIEF DESCRIPTION OF THE
DRAWING [00111A more detailed understanding of the invention may be had
from the following description of a preferred embodiment, given by way of
example and to be understood in conjunction with the accompanying drawing
wherein: [0012]Figure 1 shows an example of a H(e)NB deployment;
[0013]Figure 2 illustrates an example embodiment of a H(e)NB and its
respective components; [0014]Figure 3 shows an embodiment of a relay
station (RS) H(e)NB and its respective components; and [0015]Figure 4 shows
an example of a RS deployment. [0016]DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT(S) [0017]When referred to hereafter, the terminology "wireless
transmit/receive 



unit (WTRU)" includes but is not limited to a user equipment (LTE), a
mobile station, a fixed or mobile subscriber unit, a pager, a cellular
telephone, a personal digital assistant (FDA), a computer, or any other
type of user device capable of operating in a wireless environment. When
referred to hereafter, the terminology "base station" includes but is not
limited to a Node-B, a site controller, an access point (Al'), or any
other type of interfacing device capable of operating in a wireless
environment. When referred to hereafter, the terminology "user" is
interchangeable with "subscriber." When referred to hereafter, the
terminology "operator" is interchangeable with "carrier," "wireless
provider," and "wireless carrier." When referred to hereafter, the
terminology "memory" refers to any computer-readable storage medium,
examples of which include a read only memory (ROM), a random access memory
(RAM), a nonvolatile random access memory (NVRAM), a register, cache
memory, semiconductor memory devices, magnetic media such as internal hard
disks and removable disks, magneto-optical media, and optical media such as
CD-ROM disks, and digital video disks (DVDs). When referred to hereafter,
the terminology "controlled" is interchangeable with "configurable." When
referred to hereafter, the terminology "parameter" and "characteristic" are
equivalent. [0018]Figure 2 depicts an example embodiment of a H(e)NB 200
comprising a receiver 210, a processor 220, a memory 230, a removable
memory 240, a transmitter 250, and a GPS device 260, an integrated or
removable universal subscriber identifier module (USIM) module 270, a
trusted platform module (TPM) 280 which is a secure hardware component that
provides a secure storage and execution environment, and a network card 290
comprising a modem (baseband) processor. In alternative embodiments, the
USIM module 270 may be implemented as an integrated or removable universal
integrated circuit card (UICC), or as an embedded functionality implemented
collectively by the processor 220, the TPM 280, and some of the internal
memory 230. In an alternative embodiment, the network card 290 may be
integrated into the processor 220. The processor 220, among other things,
is configured to process one or more applications. In an alternative
embodiment, the application processor may be a separate device. [0019]In
one embodiment, a H(e)NB has parameters that are configured by an operator
(carrier, wireless provider, etc.) using conventional methods and
parameters that may be configured by a subscriber (based upon proper
authorization and/or authentication). The operator can configure parameters
that control, restrict, and define the operation of the H(e)NB including,
but not limited to a public land mobile  network identifier (PLMN ID) that
should be broadcasted by the H(e)NB, H(e)NB supported services (basic voice
service, emergency call support, high speed data support), security
parameters used by the H(e)NB (such as whether it is locked, whether user
data is protected, the security keys and algorithms used for performing
these functions), the spectrum in which the H(e)NB operates, the location
of operation, and/or the tariffs employed. Some of these parameters are
only configurable by the operator. Such parameters are referred to as
locked parameters, thus a H(e)NB can be locked in a manner similar to the
way WTRUs (mobile phones, etc.) are locked by an operator. Referring to
Figure 2, these parameters are handled by the processor 220 and may be
stored in the memory 230. The TPM 280 may be used to securely store the
parameters either within its own internal non volatile random access memory
(NVRAM), or store encryption keys that have been used to encrypt these
parameters, which are then stored encrypted in memory 230. [0020]In Figure
2, the USIM module 270 may store the static configuration parameters and
assist the H(e)NB in its self-configuration upon start-up. Additional
parameters can also be included in a standard H(e)NB configuration
independent of the specific services (LTE, GERAN, 3GPP, etc.) offered by
the H(e)NB. Alternatively, some of the parameters may be stored either
within the TPM 280 or in the memory 230 but encrypted by keys stored in the
TPM 280. [0021]II(e)NB parameters may be configured or modified using a
locking (lock/unlock) function. The locking function manages access to
H(e)NB parameters and comprises commands such as lock and unlock, and other
procedures such as authentication, verification and similar capabilities.
In one embodiment, this function, is included in a smart card or a
removable memory module, and could be extended to serve both a WTRU and the
H(e)NB, that is, a single smart card could provide this function for both a
WTRU and an H(e)NB. 



[0022]In another embodiment, the locking function ensures that the H(e)NB
cannot be operated unless specific criteria for operation are met (specific
parameters must be set in a specific manner or contain specific values).
The locking function is enforced at the hardware level or by using trusted
computing techniques that provide a  secure execution environment and a
secure storage environment. Lockable parameters include but are not limited
to the public land mobile network identifier (PLMN ID) that is broadcasted
by the H(e)NB, H(e)NB supported services, security parameters used by the
H(e)NB , the spectrum (frequency) in which the II(e)NB operates, the
location of operation, and/or the tariffs employed. [0023]In the event that
a user attempts to reconfigure parameters of operation without the
requisite authority the locking function will take one or more actions
including, but not limited to forcing the H(e)NB to stop operating or
shutting it down, reducing the offered services, restricting admission
control, resetting configuration parameters by sending operational and
maintenance (O&M) signaling or control plane (C-plane) signaling to the
operator, sending warning messages to the operator, and/or directly
contacting the operator. [0024]As stated above, the H(e)NB may be
configured such that only the original operator or vendor is able to change
certain parameters (the H(e)NB is locked). In another embodiment, the
operator specifies in the locking function that the H(e)NB is allowed to
accept a WTRU only if it is subscribed with that operator. This may be
indicated, for example, by the PLMN ID in messages sent by the WTRU. Thus,
if the user changes operators, the user will not be able to use the H(e)NB
until and unless the H(e)NB is unlocked and this parameter is changed.
[0025]In another embodiment, Open Mobile Alliance (OMA) mechanisms, such as
client provisioning and device management (DM), are applied between the
operator network and the H(e)NB. When the H(e)NB is configured and setup,
there is an exchange of information between the network and the H(e)NB
using OMA mechanisms so that specific capabilities are configured in the
H(e)NB. In Figure 2, such OMA procedures may be performed by the processor
220. [0026]In one embodiment, the "unlock" capability of the locking
function 



(enforced, for example, at the hardware level or using trusted computing
techniques) ensures that the H(e)NB can be "unlocked" when all requisite
(predetermined) criteria for operation are met. Examples of such conditions
include:  [0027]successful authentication of the H(e)NB and/or the (new)
owner of the H(e)NB, and/or [0028]successful verification of the context of
the request for "unlocking" of the H(e)NB by its owner/operator, and/or
[0029]successful verification of the attestation by the H(e)NB of its
platform trustworthiness. [0030]Attestion means an attempt by the H(e)NB to
'attest to the trustworthiness of the platform of the H(e)NB to an
appropriate network entity'. Verification means that entity's verification
of such attestation from the H(e)NB. Referring to Figure 2, the parameters
needed to "unlock" the H(e)NB may be stored in the USIM module 270.
Alternatively, it may be stored within the TPM 280 or in the memory 230 but
encrypted by keys stored in the TPM 280. [0031]The "unlock" command and the
parameters to be modified are forwarded from the Core Network/ radio
network controller (RNC) to the H(e)NB via signaling such as new O&M
signaling or C-plane signaling. In another embodiment, such commands and
parameters are forwarded by the use of OMA DM. [0032]An H(e)NB may be moved
from one location to another. An H(e)NB has 



the capability to detect such location changes via a variety of mechanisms.
Referring to Figure 2, such location change detection functionality may be
implemented collectively by the processor 220 and the global positioning
system (GPS) (or assisted GPS (A-GPS) or any other positioning device) 260.
The USIM module 270 may securely store parameters and configuration files
for the location change detection functionality. Alternatively, the TPM 280
may be used to either directly store such parameters and configuration
files within it, or to store encryption keys that have been used to encrypt
such parameters and files. The TPM 280 may also be used to protect the
integlity of the software handling the location change detection
functionality. [0033]In one embodiment, the H(e)NB is programmed with the
identifier or identifiers (ID)s of any surrounding macro-cell(s), such as
LTE, GSM/edge radio network (GERAN) and the like and/or neighbor cells. The
H(e)NB is programmed to detect neighbor cells and certain expected
measurement values. Upon startup, if the -6-  H(e)NB detects one or more
pre-programmed cells and determines that the radio strength of one or more
of these cells is within or close to expected measurement values, the
H(e)NB assumes that its location has not changed significantly (for
example, within the surrounding macro-cell). In another embodiment, the
H(e)NB uses the location information provided by its onboard GPS, or from a
WTRU that it is serving, or from a WTRU in a neighboring cell, and compares
this information with its configured (stored) location parameter or
parameters to determine if its location has changed. Referring to Figure 2,
either the USIM module 270 or the TPM 270 (either directly or indirectly by
storing encryption keys) may store the IDs of the macro-cell, the list of
detected neighbor cells and other expected and real measurement values, and
any location information or the WTRU-reported neighbor cell infofmation.
The processor 220 may perform any algorithms for the location change
detection. [0034]Alternatively, if the H(e)NB is unable to detect a
pre-programmed cell, and/or the radio strength of any surrounding cell is
significantly lower than the expected value, the H(e)NB will assume that
either its neighbors have changed (assuming that the H(e)NB can determine
that it has not moved), or that its location has changed. In the event that
the H(e)NB is absolutely certain that it has not moved (all stored expected
location parameters match all provided or measured location information and
parameters), the detection of a change in a neighbor cell will trigger a
request to the core network (CN) (using, for example, O&M signaling), to
update its neighbor list. Referring to Figure 2, the signal measurement
obtained from the receiver 210 may be processed by the processor 220, and a
determination may be made by the processor 220 on whether the radio
strength from any surrounding cell is significantly lower than the expected
value. If such a determination is made, a notification of a detection of
the change in a neighbor cell may be transmitted to the CN by the
transmitter 250. [0035]Alternatively, if the H(e)NB determines that its
location might have changed (some stored expected location parameters match
only some provided or measured location information and parameters) it
will, depending on its connectivity 



and programmed configurations, implement by way of the processor 220, the
-7-  transmitter 250, the USIM module 270, and the TPM 280, any of the
following location update mechanisms (procedures) either individually or in
any combination: [0036]contact the operator core network and report a
change in location with an indication of the new location/new IP address,
and any detected neighbors; [0037]request updated neighbor list
information; [0038]institute a trigger locking mechanism; [0039]broadcast
an out of service alert message to the WTRUs attempting to connect to the
H(e)NB; [0040]continue operating or reconfigure its neighbor list on its
own. [0041]In one embodiment, the H(e)NB has a periodic timer, which, when
it expires, causes the H(e)NB to contact the operator network and request
an updated neighbor list. Referring to Figure 2, such a timer may be
implemented by the TPM 280 or the processor 220 or collectively between
them. The operator network will then give the H(e)NB an updated neighbor
list based on any updated information it has and the H(e)NB will use this
to understand the extent of change in its surroundings. 



[0042]In another embodiment, the H(e)NB may include a position detection
device, for example, a GPS chip(referred to as GPS 260 in Figure 2), that
may provide the absolute location of the H(e)NB. Limited mobility of the
H(e)NB preferably is supported. Consequently, the H(e)NB will have a range
of coordinates within which it is able to operate. This range may include,
multiple locations, examples of these locations include but are not limited
to a home, an office, an alternative office, retail building, a commercial
space, areas adjacent to homes, offices, retail buildings, commercial
spaces etc. [0043]In another mobility management embodiment, the H(e)NB
defines an association between the H(e)NB and a serving Higher Network Node
(HNN), which could be an RNC or the base station (BS) ID of a macro-cell.
Each HNN advertises its own identity and the H(e)NB listens to the identity
of the serving HNN and stores it internally. When the H(e)NB moves to a new
location which is served by a different HNN, the H(e)NB detects this change
by comparing the advertised HNN identity and its own stored value. If they
differ, a H(e)NB location update procedure is initiated. -8-  Referring to
Figure 2, the processor 220, possibly with assistance from the GPS module
260, the USIM module 270 and/or the TPM 280,or any combination of these,
may perform functionality to determine the absolute location of the H(e)NB
or the relative location (in the form of neighbor-cell lists and HNN lists)
and perform functions such as access-control and out-of-range reporting.
[0044]In another embodiment, the H(e)NB is programmed with a data base
(H(e)NB DB) including, but not limited to WTRU infoimation such as WTRU
ID(s), expected values for certain WTRU parameters (power capability of the
WTRU, support for Multiple Input Multiple Output (MIMO), modulation
capability of WTRU, security algorithms supported by WTRU) and other
similar characteristics of the WTRUs (for example: validation,
authentication, etc.) in order to be connected or to request connection to
the H(e)NB. Any element of the H(e)NB DB shall be considered H(e)NB DB
"information" or "data." Referring to Figure 2, the processor 220, in
conjunction with the memory 230, may handle such a database. Alternatively,
the TPM 280 may also additionally be used to store some or all of the
elements of the database in a secure manner. [0045]Alternatively, the
H(e)NB may acquire this information over time (a typical range is 0 to 5
minutes) from the WTRUs connecting to it. In a home setting and over some
reasonably long periods of time (a typical range is 0 to 5 minutes), many
if not most of the WTRUs connected to a given H(e)NB would be the same.
Therefore, upon startup and after monitoring the WTRUs connected to it for
a specified period of time, if the H(e)NB detects that a large amount of
the WTRU IDs have changed, or that other WTRU characteristics vary from the
expected values in the H(e)NB DB, the H(e)NB may assume that its location
has changed. [00461If the H(e)NB suspects such a change, then the H(e)NB
may assume that either there is a change in the IDs and other
characteristics of the WTRUs that are connecting or requesting to connect
to it, or that its location has changed. In the event that the H(e)NB is
absolutely certain (e.g. using GPS, neighbor cell information provided by a
WTRU) that it has not moved, such a detection of change in H(e)NB DB 



information is, for example, communicated to the Core Network/RNC (e.g.
using O&M signaling) by either sending an alert message indicating such
change( or suspicion of change), or requesting verification that the
perceived changes in the IDs or other characteristics of the WTRUs
connected (or requested to connect) to the H(e)NB are valid. Referring to
Figure 2, the processor 220 would perform the functions of determining the
change in the ID and other characteristics, and then the transmitter 250
would wirelessly send the notification message to the network. [0047]The
H(e)NB can perform a secure and trusted method to determine its own
location with certainty. Such methods comprise the use of location
detection methods such as GPS or assisted GPS (A-GPS), for instance, where
the GPS/A-GPS devices, the interface from the GPS device to the 1-1(e)NB's
processor, and the programs and data associated with the H(e)NB's processor
in regard to the location processing, are secured and made trustworthy.
[0048]The H(e)NB may have a tamper detection circuit which is capable of
detecting physical tampering of the H(e)NB. In the event that the H(e)NB
detects tampering, it may send an alert message indicating such tamper
detection (or suspicion of tampering) to the carrier, owner and/or core
network. [0049]In another embodiment, if the H(e)NB determines a possible
change in its location, depending on its connectivity and programmed
configurations, it can implement by way of the processor 220 in conjunction
with possible assistance from the memory 230, the transmitter 250, the USIM
module 270, and TPM 280, as illustrated in Figure 2, any of the mechanisms
listed below either individually or in any combination or implement other
possible schemes as one skilled in the art will recognize: [0050]1)contact
the Operator Core Network/RNC and report the change in location (with an
indication of new location/IP address etc.), detected changes of WTRU ID's
or changes in other characteristics of the WTRUs in the H(e)NB cell, and/or
request that the Core Network/RNC send an update for the database of
expected WTRUs , respective IDs and characteristics; [0051]2)trigger a
locking mechanism; -10-  



10052]3)broadcast an out of service alert message to the WTRUs attempting
to connect to the H(e)NB; and [0053]4)continue to operate and/or
reconfigure its list of expected WTRU ID's and other WTRU characteristics
(e.g. power capability of the WTRU, support for MIMO, modulation capability
of WTRU, security algorithms supported by WTRU). [0054]In another
embodiment, the H(e)NB 200 includes a periodic timer which upon expiration
causes the H(e)NB 200 to contact the Operator network. The Operator network
then provides updated information for the H(e)NB DB. The H(e)NB can also
contain a position detection device (GPS, etc.) that provides it with its
the absolute location. The H(e)NB can be moved within a certain range of
coordinates (say between different rooms or offices) without triggering an
update to the H(e)NB DB. [0055]If a major change in location (outside the
range of allowed coordinates) is indicated by the position detection
device, the H(e)NB, depending on its connectivity and programmed
configurations, will implement the following mechanisms either individually
or in any combination: [0056]contact the operator core network and report
its change in location with an indication of a new location, a new IP
address and new detected neighbors. The H(e)NB may request updated neighbor
list information; [0057]trigger a locking mechanism; [0058]broadcast an out
of service alert message to the WTRUs attempting to connect to the H(e)NB;
and 



[0059]continue operating and/or reconfigure its location. [0060]In another
embodiment, an H(e)NB uses the location information, provided by a WTRU
that it is serving, to determine whether its location has changed.  [0061]
Alternatively, the H(e)NB detects a change in its location based on the IF
address assigned to it (for example, if an IP address is assigned using
dynamic host configuration protocol (DHCP) and is different from the one
assigned earlier, or if any of the IP addresses of the network router to
which the H(e)NB connects changes). A detection based on these parameters
will cause the H(e)NB to, depending on its connectivity and programmed
configurations, implement by way of the processor 220 -11-  and the
transmitter 250, with possible assistance from the USIM module 270 and the
TPM 280, any of the following location update procedures, either
individually or in any combination: [0062]contact the operator core network
and report a change in location with an indication of a new location, a new
IP address and new detected neighbors. The H(e)NB may request updated
neighbor list information; [0063]trigger a locking mechanism;
[0064]broadcast an out of service alert message to the WTRUs attempting to
connect to the H(e)NB; and [0065]continue operating and/or reconfigure its
location. [0066]In another embodiment, when the H(e)NB detects a change in
its IP 



connectivity, it will implement a mobility mechanism such as Internet
Engineering Task Force (IETF) compliant Client Mobile IP or Proxy Mobile
IP, in the H(e)NB. This enables the H(e)NB to report its location change to
the operator core network via a public IP network. The mobility mechanism
may be enhanced by including an additional indication of the new absolute
location by using, for example, a GPS chip or location information obtained
from the WTRUs connecting to the H(e)NB. [0067]In a conventional wireless
communications system, a Node-B (NB) or an evolved Node-B ((e)NB) is
programmed (for example, by O&M procedures, etc.) with a neighboring cell
list (NCL). This technique works because the NCL does not change very often
and conventional NBs and (e)NBs do not change location. In comparison, an
H(e)NB may frequently change location, but at the same time must flexibly
continue operation without requiring operator intervention. [0068]A WTRU
may detect infoiillation about the cells to which it can connect.
Additionally, a given WTRU may be able to connect to cells not in the NCL
of a NB or (e)NB to which it is connected. However, while such additional
cell connection information may be detected by the WTRU, the WTRU is
typically directed by a NB or (e)NB to only collect measurement information
from cells that are listed in that NB's or (e)NB's respective NCL and
transmit this measurement information to the respective NB or (e)NB.
[0069]In contrast, the 11(e)NB can use this detected cell information to
dynamically create its neighboring cell list, the H(e)NB NCL. In one
embodiment, the H(e)NB sends messages to its WTRUs requesting that each
WTRU send information about the cells to which it can connect (detected
cell information). The WTRU sends this information to the H(e)NB in its
measurement report. This detected cell information may be part of an
existing measurement report using existing messages and data structures, or
a new message, new data structure or information element may be used to
store and transmit this detected cell information. The H(e)NB receives the
detected cell information from each WTRU, processes the detected cell
information and uses the detected cell information to generate its NCL.
[0070]In another embodiment, the H(e)NB is able to detect the type and
characteristics of the physical layer connection to the operator core
network/RNC, for example, digital subscriber line (DSL), cable modem, Ti
connection or wireless, and report (indicate) this to the operator. In
addition, the H(e)NB may choose to change some of its parameters. For
example, in one embodiment, the H(e)NB offers multiple types (e.g.: graded)
and levels of service based on the type and or characteristics of its
connectivity methods to the core network/RNC. The H(e)NB may change any one
or more of such characteristics including but not limited to: services
offered, admission control parameters, and number of users supported, based
on the capabilities of the underlying physical layer connection. The H(e)NB
may also change additional characteristics that include, but are not
limited to data rate, guaranteed throughput, maximum throughput, bit error
rate, quality of service, air interface signaling, and other similar
capabilities. In addition, the operator may change, via the core network,
H(e)NB parameters such as services and security, depending on the type of
connectivity available to the H(e)NB. Referring to Figure 2, the processor
220, with assistance from the receiver 210, and possibly also from the USIM
module 270, and the TPM 280, may determine the type of the connectivity of
the WTRU 200 and coordinate any response actions thereof. [0071]As
mentioned above, certain parameters of the H(e)NB are user configurable,
independent of O&M, C-plane or operator signaling. This is unlike e-NB -13-



re-configuration, which is operator controlled only. In one example
embodiment, a user is be able to change the power level at which the H(e)NB
operates to give it greater coverage. The H(e)NB preferably is
pre-configured with a maximum power limit. A user can configure the power
level, up to the specified limit, independent of the operator. Preferably,
the H(e)NB implements a mechanism that allows a user to change other
parameters, such as services offered to non-subscribed pedestrians. To
enable this type of reconfiguration, the H(e)NB implements a mechanism that
offers the user a suitable interface over an IP network with facilities
similar to those provided by a WLAN AP. Referring to Figure 2, the
processor 220, in conjunction with the USIM module 270 and/or the TPM 280,
may perform coordination of the user-initiated reconfiguration of the
H(e)NB parameters. [0072]In another embodiment, the H(e)NB can vary
parameters such as modulation technology, rate, and power level transmitted
such that they are all within defined thresholds depending on the number of
transmission errors it encounters and the transmission rate.
[0073]Alternatively, a power control mechanism can be applied to an H(e)NB
along with adaptive modulation and coding (AMC). This will assist the
H(e)NB in maintaining the required QoS to a WTRU. [0074]In one embodiment,
additional procedures are defined which simplify H(e)NB actions or
services. For example, filtering measurements at Li are simplified by using
linear filtering instead of logarithmic filtering (considering the limited
range and environment in which the H(e)NB operates), features like
fractional dedicated physical channel (F-DPCH) in release 6 3GPP are made
optional by use of special IEs in the H(e)NB. Additionally, the front end
radio frequency (RF) are made simpler by not using transmitter (Tx)
diversity. Such simplification is possible because the H(e)NB operates in a
less complex environment than an eNodeB. Essentially an H(e)NB operates as
a very simple and basic cellular base station offering only those services
that are required. Referring to Figure 2, such new Information Elements
(IE's) may be created and/or handled by the processor 220 and the memory
230, possibly with assistance from the USIM module 270 and even the TPM
280. -14-  [0075]In another embodiment, H(e)NB functionality and
credentials are remotely setup and modified under the control of the
Operator Core Network by way of O&M/C-plane/operator signaling. Such
functionality may be very beneficial to reducing the cost of H(e)NBs and
also to 'reuse' H(e)NB hardware by remotely re-provisioning or migrating
the functions. Examples of such remotely configurable functionality and
credentials includes functionality for the following: cellular
communication, communication with the Operator Core Network/RNC, secure
management of the H(e)NB's ID and other credentials, management of
downloadable USIM credentials and executables, management of downloadable
security policies and configuration parameters, management of neighbor
cells and/or 'expected' UEs, or attestation of the trustworthiness of the
H(e)NB, and any credentials that are required to support such functionality
listed above. Additionally, this capability enables the functionality of
the H(e)NB to be enhanced in the future with capabilities such as a relay
capability for cooperative communications, assisting the Operator to reach
target UEs through enhancements of the H(e)NB, use of multiple air
interfaces such as GSM/GPRS/Edge, WCDMA HSPA, WLAN, WiMAX etc. based upon
various QoS metrics measured and gathered by the H(e)NB. Referring to
Figure 2, the processor 220 would perform the coordinating role in the
provisioning of the parameters or executables. [0076]Techniques similar to
those defined by the Trusted Computer Group 



(TOG) such as the use of Trusted Computer Platform (TPM) and/or Mobile
Trust Module (MTM) and related commands may be used to allow H(e)NB
functionality and credentials to be remotely managed (provision-able or
migrate-able). In one embodiment, these methods and techniques allow remote
attestation of the integrity of the H(e)NB platform to the Operator or
other authorized challengers, secure and migrate-able (under secure
authorization) storage and management of credentials and cryptographic
keys, and secure encryption/decryption capability. In another embodiment,
each H(e)NB is equipped with a TPM or an MTM, and these secure embedded
devices enable the H(e)NB to provide secure remote provisioning and the
migration of functions and credentials. Referring to Figure 2, the TPM (or
a Mobile Trusted Module (MTM)) 280 may perform such integrity-attestation
functionality. -15-  [0077]The functions set forth above preferably require
specific messages between the H(e)NB and the operator core network/RNC. In
one embodiment, this information is sent in dedicated messages, as part of
other existing messages or as Information Elements (IEs) and may be a part
of O&M signaling or may be a part of standard Si-mobile management
entity(MME)/S1-user plane entity(UPE)/X2 type signaling or any other type
of new signaling. [0078]Such messages, by way of example, include:
[0079]"location update". This indicates such information as a change in
location of an H(e)NB to the core network, an anticipated change, access
restrictions associated with that location, service parameters, security
parameters and commands from the core network; [0080]"WTRU List." This
indicates a list of the WTRU IDs and other characteristics of WTRUs that
are connected or requesting to connect to the H(e)NB. [0081]"type of
connectivity". This indicates the type of connectivity, for example, DSL or
cable, that the H(e)NB has with the operator along with other
characteristics of the connection, such as quality of service (QoS)
support; [0082]"reconfigured parameters". User configurable parameters
include: 



services offered by the H(e)NB, some specific radio resource control (RHO)
parameters such as values for power control, and the like. Such user
reconfiguration may be performed independent of the operator. The H(e)NB
could indicate these reconfigured parameters to the operator core
network/controlling entity/RNC in a new IE or message that contains the
user-configurable parameters; [0083]"handover and reselection parameters".
This includes parameters for handover and reselection from an H(e)NB to a
macro-cell. Other H(e)NBs could also be signaled in the H(e)NB; and
[0084]"H(e)NB platform and functionality attestation." This includes new
parameters and information for secure remote attestation of the H(e)NB's
platform andfor functionality authenticity and integrity to the Operator
Core Network or other authorized challengers.  [0085]Referring to Figure 2,
these messages may be handled by the processor 220, in conjunction with the
memory 230, USIM module 270, and TPM 280, and any response messages to the
network may be transmitted by the transmitter 250. [0086]In another
embodiment the location of an H(e)NB may be defined in terms of its
neighboring HNNs or by the associated HNN. H(e)NB mobility management is
facilitated by maintaining a database of the location of each H(e)NB. For
this purpose, functional entities similar to home location register (HLR)
and visiting location register (VLR) are created in the network. In one
embodiment, each HNN contains a database of all served H(e)NBs (similar to
VLR functionality). In another embodiment the database could be placed in
the Core Network, for example the Mobile Switching Center (MSC) or Serving
GPRS Support Node (SGSN). [0087]In one embodiment, an example RS deployment
is illustrated in Figure 4, a Relay Station (RS) 470 is a special kind of
H(e)NB. A RS 470 is typically considered to act as a "helper node" to
facilitate and improve the communications between a BS 460 (which plays the
role of HNN in Figure-1) and one or more WTRUs (480, 482, 484). The RS 470
is similar to a typical H(e)NB in that it provides local coverage in a
macro-cell served by a HNN. Similarly, a RS 470 is typically a physically
small and inexpensive node that can be easily installed and configured.
Precisely due to these reasons, a RS 470 may exhibit a mode of mobility
similar to that of a typical H(e)NB. Therefore, some of the mobility
management solutions for the typical H(e)NB are directly applicable and/or
extensible to the RSs. An example of the internal components of an RS 300
is illustrated in Figure 3. The RS 300 contains a Processor 320, a trusted
platform module 380, a USIM 370, a GPS 360, a memory 330, a removable
memory (e.g. a smart card) 340, a transmitter 310 and a receiver 350.
[0088] In one embodiment, a RS 470 communicates with one or more HNNs (e.g.
BS 460) via a wireless link 462 which may use the same spectrum and
signaling schemes as that used for communications by a WTRU 480 as shown in
Figure 4. In Figure 4, the WTRUs 480, 482,484 are connected to the RS 470
via respective wireless links 472, 474 and 476. The WTRUs are also able to
communicate wirelessly with the BS 460 via links 464, 466, and 468. The BS
460 may be connected to a HNN 450 via 



-17-  link 462 which could be wireless or hard-wired. The RS 470 registers
itself through a registration procedure, which includes the verification of
credentials via mutual (two-way) or unilateral (one-way) authentication.
The registration data is stored in a database in the network. The database
resides in the HNN 450 or another node in the network such as in the home
subscriber server (HSS) in a 3GPP network which also contains HLR and VLR
databases. In another embodiment, this data resides in a core network
element, such as an SGSN or Gateway GPRS Support Node (GGSN). In non3GPP
networks, similar nodes are identified for storing the registration data.
[00891The registration process is performed either at the time of
installation and periodically at regular intervals of time (for example
once a day), or as a response to a request by the network, or other similar
conditions. As part of the registration process, a candidate RS may be
denied registration, for example, if the authentication fails. Similarly,
an RS may decide not to register with a particular HNN based on several
criteria, which may include but are not limited to authentication,
restrictions imposed by the HNN on the operation of the RS, and any
economic factors relating to the usage of the HNN. [0090]Following the
registration process, is the process of Attachment. This process is dynamic
process that executes frequently, involves the current state of an RS and
the HNNs that it is poised to communicate with. Procedures similar to GPRS
attach/detach may be employed here. For example, as described in 3GPP TS
24.008- 780, Section 4.7.3, the RS sends an ATTACH REQUEST MESSAGE, which
contains a number of RS attributes, such as RS Identity, Radio Access
Capabilities, Ciphering details, etc. The RS Identity may be permanent or
temporary. The Radio Access Capabilities may include RF Power Class,
Multiple Antenna capabilities, Interference Cancellation capabilities,
Handover capabilities as well as support for other radio technologies
supported (e.g. UMTS FDD, LTE, CDMA2000 etc) [See 3GPP TS 24.008- 780,
Section 10.5.5.12a1. The BS examines the ATTACH REQUEST message and if
acceptable and deemed useful for cooperative purposes, will transmit an
ATTCH ACCEPT message.  [0091]An RS may attach with one or more HNNs. When
it is attached to multiple HNNs, diversity techniques may be used for
improved communications within a multi cell system. [0092]The data that
describes the location of an RS may take a form similar to the data that
describes H(e)NB location. This data includes but is not limited to
identity of the HNN to which the RS is attached; identities of the HNNs to
which the RS is attached; identities of HNNs which are in the radio
reception range of the RS (even though the RS is not attached to any or all
of them); and identities of other RSs which are in the radio vicinity of
the RS under consideration. [0093]When a RS changes its state of
registration or attachment, a number of 



procedures may be invoked. For example, if a RS is moved from its present
location, this may trigger a new registration/attachment procedure at the
new location. Similar to the concept of Home Network and Visited Network in
Cellular Systems for WTRUs, RSs may also have a Home Network. Thus, when a
RS moves to a network that is not its Home Network, i.e. a Visited Network,
then the registration/attachment procedure in the Visited Network may
involve a communication between the Visited and Home Networks for the
purpose of authenticating the RS. RS roaming procedures similar to WTRU
roaming procedures in current cellular systems may be used. [00941In
another embodiment, a RS experiences a failure and ultimately stops working
(complete failure). In such a case, prior to complete failure, the RS may
communicate with the HNN and possibly other nodes in the core network and
inform them of the change of status. This will trigger a de-attachment
procedure. In another embodiment, the RS may be solar-powered (full or
partial). The RS may wish to conserve power by shutting itself down. In
another embodiment, the RS may be battery or solar-powered (full or
partial). This is a particularly attractive way to power a RS because RSs
are small, expected to be deployed in large numbers and operate unattended.
Alternatively, the RS may wish to conserve power by using Idle (or Sleep)
mode procedures similar to those performed by a WRTU connected to a BS.
When the RS is in Idle mode, power utilization is minimized. In such a
case, prior to  transitioning to Idle mode, the RS may send a message to
notify the BS indicating such a transition. [00951An RS, which is
unattached and possibly unregistered in a particular location with any HNN,
advertises itself', seeking to know if any HNN requires its services.
Specifically, the RS listens to the radio beacon signals and determines the
presence of HNNs. Depending on the results, it selects suitable radios
(assuming a RS is capable of multiple radio modes, such as GSM, WCDMA, WLAN
etc) and sends advertisement messages. If the RS is a single mode device (a
special case), it will skip searching for the radios and immediately
advertise itself. Since HNNs know the nature of their radio coverage and
coverage holes, etc., they are in a position to determine whether or not
they need relay help. Therefore, using such criteria, the BS may choose to
use the help of an advertised RS and negotiate terms of a contract. The
contract may involve duration of assistance, nature of assistance, modes of
assistance, etc. Subsequently, the RS 'sells' its services which includes
registering and attaching with the HNN and upon the completion of the
contract, de-registers and de-attaches itself with the HNN. This solution
provides for a deployment scenario where a number of 3rd party radio helper
RSs are possible. It may also encourage a type of tier-2 radio coverage
providers and a secondary market. Embodiments  1. An in-home Node-B
(H(e)NB) comprising a global positioning system(GPS) or Assisted-GPS
(A-GPS) system configured to determine a location.  2. The H(e)NB of
embodiment 1 comprising: a processor configured to:             perform a
locking function that locks and unlocks parameters including at least one
of a carrier controlled parameter and a user controlled parameter, and
modifies at least one of the carrier controlled parameters and the user
controlled parameters; 



detect the location of the H(e)NB; and -20-  detect if the H(e)NB has moved
from the location.  3. The H(e)NB of embodiment 2 further comprising:
a universal subscriber identifier module (USIM) configured to store static
parameters and assist in configuration upon startup; a memory;       a
removable memory configured to contain the locking function and parameters;
a network card configured for connecting to an IP network a transmitter;
and a receiver. 4. The H(e)NB of embodiment 3 further comprising:       a
secure hardware component providing a secure storage and execution
environment 



5. The H(e)NB as in any one of embodiments 2-4, wherein the carrier
controlled parameter includes a public land mobile network identifier (PLMN
ID) that should be broadcasted by the H(e)NB.  6. The H(e)NB as in any one
of embodiments 2-5, wherein the carrier controlled parameter includes an
H(e)NB supported service comprising at least one of basic voice service,
emergency call support, and high speed data support.  7. The H(e)NB as in
any one of embodiments 2-6, wherein the carrier controlled parameter
includes a security parameter comprising at least one of a locked parameter
indicator, a protected data indicator, a security key, and a security
algorithm.   8. The H(e)NB as in any one of embodiments 2-7, wherein the
carrier controlled parameter includes a spectrum indicator that indicates
the operational frequency of the H(e)NB.  9. The H(e)NB as in any one of
embodiments 2-8, wherein the carrier controlled parameter includes a
location of operation indicator and a tariff indicator.  10. The H(e)NB as
in any one of embodiments 2-9, wherein the carrier controlled parameter is
a locked parameter.  11. The H(e)NB as in any one of embodiments 2-10,
wherein the USIM contains one or more parameters.  12. The H(e)NB as in any
one of embodiments 2-11, wherein the memory contains one or more
parameters.  13. The H(e)NB as in any one of embodiments 2-12, wherein the
removable memory contains one or more parameters.  14. The H(e)NB as in any
one of embodiments 2-13, wherein the removable memory comprises the locking
function.  15. The H(e)NB as in any one of embodiments 2-14, wherein the
removable memory comprises the locking function in a WTRU.  16. The H(e)NB
as in any one of embodiments 2-15, wherein the locking function allows
operation of the H(e)NB based at least in part on parameter values. 



17. The H(e)NB as in any one of embodiments 2-16, wherein the locking
function is enforced at the hardware level or by using a secure execution
environment provided by trusted computing techniques.  18. The H(e)NB as in
any one of embodiments 2-17, wherein the locking function performs at least
one of stopping, shutting down, reducing the offered services, restricting
admission control, resetting configuration parameters by sending
operational and maintenance (O&M) signaling or control plane (C-plane)
signaling to the operator, sending warning messages to the operator, and
directly contacting the operator, if a user attempts to reconfigure H(e)NB
parameters without authority.  19. The H(e)NB as in any one of embodiments
2-17, wherein the locking function allows WRTUs to connect to the H(e)NB
only if the WTRUs are subscribed with the H(e)NB carrier.  20. The 1-1(e)NB
as in any one of embodiments 2-18, wherein the locking function ensures
that the H(e)NB can be unlocked when predetermined criteria for operation
are met.  21. The H(e)NB of embodiment 20, wherein predetermined criteria
includes: successful authentication of the H(e)NB or the owner of the
H(e)NB;       successful verification of the context of the unlocking
request by its owner or operator; and       successful verification of the
attestation by the H(e)NB of its platform trustworthiness.  22. The H(e)NB
as in any one of embodiments 2-21, wherein a locking function unlock
command or locking command, along with modified parameters are received
from the core network or radio network controller via signaling. -23-   23.
The H(e)NB as in any one of embodiments 2- 22, wherein a locking function
command, along with modified parameters are received via Open Mobile
Alliance (OMA) Device Management (DM) mechanisms. 



24. The H(e)NB as in any one of embodiments 2-23, wherein the H(e)NB
detects a change in its location by comparing at least one of a surrounding
macro-cell identifier and neighbor cell identifier along with a
corresponding radio strength, with at least one of an expected macro-cell
identifier parameter and an expected neighbor cell identifier, and an
expected corresponding radio strength.  25. The H(e)NB as in any one of
embodiments 2-24, wherein the H(e)NB detects a change in its location by
comparing a stored location parameter with at least one of the GPS or A-GPS
determined location, a served wireless transmit/receive unit (WTRU)
location, and a neighboring cell WTRU location.  26. The H(e)NB as in any
one of embodiments 2-25, wherein the H(e)NB transmits a request to update
its neighbor list if a neighboring cell has changed and the H(e)NB location
has not changed.  27. The H(e)NB as in any one of embodiments 2-26, wherein
if the H(e)NB determines that its location might have changed, the H(e)NB
will perform at least one of the following:    contact the operator core
network and report a change in location with an indication of the new
location/new IP address, and any detected neighbors request updated
neighbor list information; institute a trigger locking mechanism;
broadcast an out of service alert message to the WTRTJs attempting to
connect to the H(e)NB; continue operating or reconfigure its neighbor list
on its own; and -24-  upon expiration of a timer, request an updated
neighbor list.  28. The H(e)NB as in any one of embodiments 2-27, wherein
the H(e)NB can operate within a range of locations including: a home; 



an office; an alternative office; a retail building; and an area adjacent
to a home, office or retail building.  29. The H(e)NB as in any one of
embodiments 2-28, wherein the H(e)NB initiates a location update procedure
if a stored serving higher network node (HNN) identity is different from an
advertised serving higher network node (HNN) identity.  30. The H(e)NB as
in any one of embodiments 2-29, wherein at least one of the processor, the
secure hardware component, the USIM, the memory, and the removable memory
contains an information database (H(e)NB DB) comprising: WTRU information
further comprising: a WTRU identifier (ID); expected values for WTRU
parameters including: a power capability of the WTRU; an indicator that the
WTRU supports Multiple Input Multiple Output (MIM0); a modulation
capability of WTRU; and 



security algorithms supported by WTRU; validation information; and
authentication information.  31. The H(e)NB of embodiment 30, wherein the
H(e)NB DB information is programmed.   32. The H(e)NB in any one of
embodiments 30-31, wherein the H(e)NB DB information is acquired from WTRUs
connected to the H(e)NB.  33. The H(e)NB as in any one of embodiments
30-32, wherein the H(e)NB sends a change alert message or requests
verification of changed information, if the H(e)NB has not moved and the
H(e)NB detects a change in the H(e)NB DB information.  34. The H(e)NB as in
any one of embodiments 2-33, wherein the H(e)NB detects a change in its
location by comparing a first assigned IP address with a second assigned IP
address.  35. The H(e)NB as in any one of embodiments 2-34, wherein if the
H(e)NB detects a change in its location, the H(e)NB performs at least one
of the following:       contact the operator core network and report a
change in location with an indication of a new location, a new IP address
and new detected neighbors; request updated neighbor list information;
trigger a locking mechanism;       broadcast an out of service alert
message to the WTRUs attempting to connect to the H(e)NB; 



continue operating and/or reconfigure its location; and       implement an
Internet Engineering Task Force (IETF) mobility mechanism that enables the
H(e)NB to report its location change via a public IP network.  36. The
H(e)NB as in any one of embodiments 2-35, wherein the H(e)NB detects the
type and characteristics of the physical layer connection to the operator
core network (CN) or radio network controller (RNC) wherein the physical
layer comprises at least one of Wideband Code Division Multiple Access
(WCDMA) High Speed Packet Access (HSPA), Global System for Mobile
Communication (GSM) -26-  Edge Radio Access Network (GERAN), Wireless Local
Area Network (WLAN) , Digital Subscriber Line (DSL), cable and Worldwide
Interoperability for Microwave Access (WiMAX), based upon quality of
service (QoS) metrics measured and gathered by the H(e)NB and using QoS
parameters stored in the H(e)NB DB.  37. The H(e)NB as in any one of
embodiments 2-36, wherein the H(e)NB changes at least one of       services
offered, admission control parameters, and number of users supported, based
on the capabilities of the underlying physical layer connection.  38. The
H(e)NB as in any one of embodiments 2-37, wherein the H(e)NB changes at
least one of data rate, guaranteed throughput, maximum throughput, bit
error rate, air interface signaling, and quality of service.  39. The
H(e)NB as in any one of embodiments 2-38, wherein the processor is further
configured to provide procedures to simplify H(e)NB actions or services.
40. The H(e)NB as in any one of embodiments 2-39, wherein the parameters
are remotely configurable.  41. The H(e)NB as in any one of embodiments
2-40, wherein messages are sent and received that contain signaling
information comprising at least one of the following: 



a "location update" that indicates information including at least one of a
change in location of a H(e)NB to the core network, an anticipated change,
access restrictions associated with that location, service parameters,
security parameters and commands from the core network;       a "WTRU list"
that further comprises a list of the WTRU IDs that are connected or
requesting to connect to the H(e)NB;        a" type of connectivity" that
indicates the type of connectivity including DSL or cable, that the H(e)NB
has with the operator and includes quality of service (QoS) support
information;       "reconfigured parameters" that indicates user
configurable parameters including: services offered by the H(e)NB, specific
radio resource control (RRC) parameters further including values for power
control.       "handover and reselection parameters" that specifies
parameters for handover and reselection from an H(e)NB to a macro-cell or
to another H(e)NB; and       "H(e)NB platform and functionality
attestation" that specifies new parameters and information for secure
remote attestation of the H(e)NB's platform or functionality, authenticity
and integrity.  42. The H(e)NB as in any one of embodiments 2-41, wherein
the messages are dedicated messages, part of existing messages or as
Information Elements (IE)s.  43. A method for wireless communications
comprising configuring a in-home Node-B (11(e)NB).  44. The method of
embodiment 43 comprising locking and unlocking parameters, in a locking
function, including at least one of a carrier controlled parameter and a
user controlled parameter, and modifying at least one of the carrier
controlled parameters and the user controlled parameters.  45. The method
of embodiment 43 comprising detecting a location of the H(e)NB.  46. The
method of embodiment 43 comprising detecting if the H(e)NB has moved from
the location.  47. The method as in any one of embodiments 44-46, wherein
the carrier controlled parameter includes: 



a public land mobile network identifier (PLMN ID) that should be
broadcasted by the H(e)NB;       an H(e)NB supported service comprising at
least one of basic voice service, emergency call support, and high speed
data support;       a security parameter comprising at least one of a
locked parameter indicator, a protected data indicator, a security key, and
a security algorithm; a spectrum indicator that indicates the operational
frequency of the H(e)NB; a location of operation indicator; and a tariff
indicator.  48. The method as in any one of embodiments 44-47, wherein the
carrier controlled parameter is a locked parameter.  49. The method as in
any one of embodiments 44-48, further comprising storing the locking
function and one or more parameters in a universal subscriber identifier
module (USIM).  50. The method as in any one of embodiments 44 49, further
comprising storing the locking function and one or more parameters in a
removable memory.  51. The method as in any one of embodiments 44-50,
further comprising storing the locking function and one or more parameters
in a trusted platform module (TPM).  52. The method as in any one of
embodiments 44-51, wherein the locking function further comprises allowing
operation of the H(e)NB based at least in part on parameter values.  53.
The method as in any one of embodiments 44-52, wherein the locking function
further comprises enforcing the locking function at the hardware level or
-29- 



enforcing the locking function by trusted computing techniques.  54. The
method as in any one of embodiments 44-53, wherein the locking function
further comprises performing at least one of stopping, shutting down,
reducing the offered services, restricting admission control, resetting
configuration parameters by sending operational and maintenance (O&M)
signaling or control plane (C-plane) signaling to the operator, sending
warning messages to the operator, and directly contacting the operator, if
a user attempts to reconfigure H(e)NB parameters without authority.  55.
The method as in any one of embodiments 44-54, wherein the locking function
further comprises allowing wireless transmit/receive units (WTRU)s to
connect to the H(e)NB only if the WTRUs are subscribed with the H(e)NB
carrier.  56. The method as in any one of embodiments 44-55, wherein the
locking function further comprises ensuring that the H(e)NB can be unlocked
when predetermined criteria for operation are met.  57. The method as in
any one of embodiments 44-56, wherein predetermined criteria includes:
authenticating the H(e)NB or the owner of the H(e)NB; verifying a context
of the unlocking request; and verifying an attestation by the H(e)NB of its
platform trustworthiness. 58. The method as in any one of embodiments
44-57, wherein the locking function further comprises receiving the unlock
command or the locking command, along with modified parameters. 59. The
method as in any one of embodiments 44-58, wherein the detecting a change
in its location comprises comparing at least one of a surrounding
macro-cell -30-  



identifier and neighbor cell identifier along with a corresponding radio
strength, with at least one of an expected macro-cell identifier parameter
and an expected neighbor cell identifier, and an expected corresponding
radio strength.  60. The method as in any one of embodiments 44-59, wherein
the detecting a change in its location comprises comparing a stored
location parameter with at least one of the GPS or A-GPS determined
location, a served wireless transmit/receive unit (WTRU) location, and a
neighboring cell WTRU location.  61. The method as in any one of
embodiments 44-60, further comprising transmitting a request to update its
neighbor list if a neighboring cell has changed and the H(e)NB location has
not changed.  62. The method as in any one of embodiments 44-61 further
comprising performing at least one of the following, if the H(e)NB
determines that its location might have changed:    contacting the operator
core network and report a change in location with an indication of the new
location/new IP address, and any detected neighbors requesting updated
neighbor list information; instituting a trigger locking mechanism;
broadcasting an out of service alert message to the WTRUs attempting to
connect to the H(e)NB;  continuing operating or reconfigure its neighbor
list on its own; and upon expiration of a timer, requesting an updated
neighbor list. 63. A method for generating detected cell information by a
WTRU comprising: storing additional detected cell information; receiving a
request from a H(e)NB to transmit the detected cell information; and
transmitting the detected cell information to the H(e)NB. -31- 



64. A method for creating a neighboring cell list (NCL) in a H(e)NB
comprising: sending a request to a WTRU for detected cell information;
receiving the detected cell information from the WTRU; and processing
detected cell information to generate the NCL. 65. A Relay Station (RS)
comprising an in-home Node-b (H(e)NB).  66. The RS of embodiment 65
comprising a global positioning system(GPS) or Assisted-GPS (A-GPS) system
configured to determine a location. 67. The RS of embodiment 65 comprising
a processor configured to             perform a locking function that locks
and unlocks parameters including at least one of a carrier controlled
parameter and a user controlled parameter, and modifies at least one of the
carrier controlled parameters and the user controlled parameters; detect
the location of the H(e)NB; and detect if the H(e)NB has moved from the
location. 68. The RS as in any of embodiments 66-67, further comprising:
a universal subscriber identifier module (USIM) configured to store static
parameters and assist in configuration upon startup; a memory; 



a removable memory configured to contain the locking function and
parameters; a transmitter; and a receiver. 69. The RS as in any of
embodiments 66-68, further comprising: a secure hardware component
providing a secure storage and execution -32-  environment.  70. The RS as
in any of embodiments 66-69, wherein the carrier controlled parameter
includes:       a public land mobile network identifier (PLMN ID) that
should be broadcasted by the H(e)NB;       an H(e)NB supported service
comprising at least one of basic voice service, emergency call support, and
high speed data support;       a security parameter comprising at least one
of a locked parameter indicator, a protected data indicator, a security
key, and a security algorithm; a spectrum indicator that indicates the
operational frequency of the H(e)NB; a location of operation indicator; and
a tariff indicator. 



71. The RS as in any of embodiments 66-70, wherein the carrier controlled
parameter further includes: a RS Identity; a Radio Access Capability
further comprising: a RF Power Class; a Multiple Antenna capability
indicator;  an Interference Cancellation capability indicator; and Handover
capabilities; and Ciphering details.  72. The RS as in any of embodiments
66-71, wherein at least one of the processor, the secure hardware
component, the USIM, the memory, and the removable memory contains an
information database (I-l(e)NB DB) comprising: WTRU information further
comprising: a WTRU identifier (ID); RS identities (IDs); mode indicator
that indicates if the RS is in idle mode; -33- 



expected values for WTRU parameters including: a power capability of the
WTRU; an indicator that the WTRU supports Multiple Input Multiple Output
(MIM0); a modulation capability of WTRU; and security algorithms supported
by WTRU; validation information; and authentication information. 73. A
method for conserving power by a relay station (RS) comprising: entering
idle mode; and sending a mode indicator. 74. A method comprising obtaining
services by a relay station (RS).  75. The method of embodiment 74
comprising listening to determine the presence of a higher network node
(HNN). 



76. The method of embodiment 74 comprising advertising to a FINN.  77. The
method of embodiment 74 comprising receiving a contract for assistance
including at least one of a duration of assistance, a nature of assistance
and a mode of assistance. 78. The method of embodiment 74 comprising
selling its services.  79. The method as in any one of embodiments 75-78,
further comprising selecting a radio. [0096]Although the features and
elements of the present invention are described in the preferred
embodiments in particular combinations, each feature or element can -34-
be used alone without the other features and elements of the preferred
embodiments or in various combinations with or without other features and
elements of the present invention. The methods or flow charts provided in
the present invention may be implemented in a computer program, software,
or firmware tangibly embodied in a computer-readable storage medium for
execution by a general purpose computer or a processor. Examples of
computer-readable storage mediums include a read only memory (ROM), a
random access memory (RAM), a register, cache memory, semiconductor memory
devices, magnetic media such as internal hard disks and removable disks,
magneto-optical media, and optical media such as CD-ROM disks, and digital
video disks (DVDs). [0097]Suitable processors include, by way of example, a
general purpose processor, a special purpose processor, a conventional
processor, a digital signal processor (DSP), a plurality of
microprocessors, one or more microprocessors in association with a DSP
core, a controller, a microcontroller, Application Specific Integrated
Circuits (ASICs), Field Programmable Gate Arrays (FPGAs) circuits, any
other type of integrated circuit (IC), and/or a state machine. [0098]A
processor in association with software may be used to implement a radio
frequency transceiver for use in a wireless transmit receive unit (WTRU),
user equipment (UE), terminal, base station, radio network controller
(RNC), or any host computer. The WTRU may be used in conjunction with
modules, implemented in hardware and/or software, such as a camera, a video
camera module, a videophone, a speakerphone, a vibration device, a speaker,
a microphone, a television transceiver, a hands free headset, a keyboard, a
Bluetooth(r) module, a frequency modulated (FM) radio unit, a liquid
crystal display (LCD) display unit, an organic light-emitting diode (OLED)
display unit, a digital music player, a media player, a video game player
module, an Internet browser, and/or any wireless local area network (WLAN)
module. 



CLAIMS What is claimed:  1. A IIome evolved Node-B (HeNB) comprising: a
processor configured to: initiate a platform validation procedure for
validating the integrity of the HeNB;        receive and maintain trust
related credentials from at least one network node through a remote
provisioning procedure on a condition that the platform validation
procedure is successful, the H(e)NB in communication with the at least one
network node; and        trigger a locking function on a condition that the
platform validation procedure is not successful. 2. The HeNB of claim 1,
wherein the processor is a trusted processing module.  3. The HeNB of claim
1, wherein the processor includes a secure execution environment  4. The
HeNB of claim 1 wherein initiating the validation procedure includes
sending an attestation of the platform's trustworthiness to a network
entity.  5. The HeNB of claim 4 wherein the validation procedure is
successful on a condition that verification successful message is received
in response to the attestation.  6. The HeNB of claim 1 wherein initiating
a validation procedure includes verifying a location of the HeNB. 



7. The HeNB of claim 6 wherein verifying the location of the IIeNB is
performed by verifying a current neighbor list.  8. The HeNB of claim 6
wherein verifying the location of the HeNB is performed by using an
Internet Protocol (IP) address.  9. A method of securing communication at a
home evolved Node-B (HeNB), the method comprising: initiating a platform
validation procedure for validating the integrity of the HeNB;
receiving and maintaining trust related credentials from at least one
network_node through a remote provisioning procedure on a condition that
the platform validation procedure is successful, the II(e)NB in
communication with the at least one network node; and        triggering a
locking function on a condition that the platform validation procedure is
not successful.  10. The method of claim 9 wherein initiating the
validation procedure includes sending an attestation of the trustworthiness
of the platform to a network entity. 1.The method of claim 10 wherein the
validation procedure is successful on a condition that verification
successful message is received in response to the attestation. 12.The
method of claim 9 whe cin initiating a validation procedure includes
verifying a location of the HeNB.  



13. The method of claim 12 wherein verifying the location of the HeNB is
performed by verifying a current neighbor list.  14. The method of claim 12
wherein verifying the location of the HeNB is performed by using an
Internet Protocol (IP) address. 






