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[ 0003] The application relates to wireless comuni cati on networks, and nore
particularly, to an advanced in-honme (e)Node-B (H(e)NB). [0004] BACKGROUND
[ 0005] A goal of the Third Generation Partnership Project (3GPP) Long Term
Evolution (LTE) programis to devel op new technol ogy, new architecture and
new nmet hods for LTE settings and configurations in order to provide
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network (WLAN) access point (AP). It gives users access to LTE services (it may also
provide Wideband Code Division Multiple Access (WCDMA), Global System for Mobile
Communication (GSM) Edge Radio Access Network (GERAN), and other cellular
services) over extremely small service areas such as homes and small offices. This can
be particularly useful in areas where LTE has not been deployed and/or legacy 3GPP
radio access technology (RAT) coverage already exists. This may also be useful in
areas where cellular services have yet to be deployed, or where coverage may be faint
or non-existent for radio related reasons, such as in an underground metro or shopping
mall. The subscriber, whether an individual or an organization, will be able to deploy a
H(e)NB in an area where such service is desired. Figure 1 shows an example of a

possible H(e)NB deployment.



[ 0009] An in-honme node-B (H(e)NB) configured to performa | ocking function
to control nodification of carrier and user controlled paraneters, and al so
configured to detect a change in |ocation. [0010] BRI EF DESCRI PTI ON OF THE
DRAW NG [ 00111A nore detail ed understanding of the invention may be had
fromthe foll ow ng description of a preferred enbodi nent, given by way of

exanpl e to be_understood in junction.with the acconpanyi W ng
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an exanpl e pf depl gyment. [0 DETAI LED CRI PTI ON OF THE PREFERRED

ENBCD! R E LT BT PO G gindech e MErCaFear TEHS PUEP RN B WFA cos

t ransm tdiff@@at ¥ferator and follow a location update procedure. An H(e)NB preferably would
include high-level functions to implement detection of its own mobility as well as
functions to implement other operator restrictions. All of this must be accomplished in

a cost effective manner.

[0008] SUMMARY

[0009] An in-home node-B (H(e)NB) configured to perform a locking function to
control modification of carrier and user controlled parameters, and also configured to
detect a change in location.

[0010] BRIEF DESCRIPTION OF THE DRAWING

[0011] A more detailed understanding of the invention may be had from the
following description of a preferred embodiment, given by way of example and to be

understood in conjunction with the accompanying drawing wherein:

[0012] Figure 1 shows an example of a H(e)NB deployment;

[0013] Figure 2 illustrates an example embodiment of a H(e)NB and its
respective components;

[0014] Figure 3 shows an embodiment of a relay station (RS) H(e)NB and its
respective components; and

[0015] Figure 4 shows an example of a RS deployment.

[0016] DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT(S)
[0017] When referred to hereafter, the terminology "wireless transmit/receive

unit (WTRU)" includes but is not limited to a user equipment (UE), a mobile station, a
fixed or mobile subscriber unit, a pager, a cellular telephone, a personal digital
assistant (PDA), a computer, or any other type of user device capable of operating in a
wireless environment. When referred to hereafter, the terminology "base station"

includes but is not limited to a Node-B, a site controller, an access point (AP), or any
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unit (WIRU)" includes but is not limted to a user equipnent (LTE), a
nobi l e station, a fixed or nobile subscriber unit, a pager, a cellular

t el ephone, a personal digital assistant (FDA), a conputer, or any other
type of user device capable of operating in a wireless environnment. Wen
referred to hereafter, the terninology "base station"” includes but is not
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of operatlon and/or the tariffs enployed. Some’ of these pararreters are
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assist the Hle)NB in its self-configurgtion upon start-up. Additional
paraneters can also be included in a standard H(e) NB configuration

i ndependent of the specific services (LTE, GERAN, 3GPP, etc.) offered by
the H(e)NB. Alternatively, sone of the paraneters nay be stored either
within the TPM 280 or in the nmenory 230 but encrypted by keys stored in the
TPM 280. [0021]11(e)NB paraneters may be configured or nodified using a

| ocki ng (Il ock/unlock) function. The | ocking function manages access to

H(e) NB paraneters and conpri ses commands such as | ock and unl ock, and ot her
procedures such as authentication, verification and simlar capabilities.

I n one enbodi ment, this function, is included in a smart card or a

renmovabl e nmenory nodul e, and could be extended to serve both a WIRU and t he



[0022] I n anot her enbodi nent, the | ocking function ensures that the H(e)NB
cannot be operated unless specific criteria for operation are net (specific
paranmeters nmust be set in a specific manner or contain specific val ues).
The | ocking function is enforced at the hardware | evel or by using trusted
conmputing techniques that provide a secure execution envi ronnment and a
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220. 26] I n_one enbodi nent, the "unl ock” capability of the |ockin
functi oﬁhe specific services (LTE, GERAN, 3GPP, etc.) offered by the H(e)NB. Alternatively,

some of the parameters may be stored either within the TPM 280 or in the memory 230
but encrypted by keys stored in the TPM 280.

L

[0021] H(e)NB parameters may be configured or modified using a locking
(lock/unlock) function. The locking function manages access to H(e)NB parameters and
comprises commands such as lock and unlock, and other procedures such as
authentication, verification and similar capabilities. In one embodiment, this function,
is included in a smart card or a removable memory module, and could be extended to
serve both a WTRU and the H(e)NB, that is, a single smart card could provide this
function for both a WTRU and an H(e)NB.

[0022] In another embodiment, the locking function ensures that the H(e)NB
cannot be operated unless specific criteria for operation are met (specific parameters
must be set in a specific manner or contain specific values). The locking function is

enforced at the hardware level or by using trusted computing techniques that provide a
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(enforced, for exanple, at the hardware |evel or using trusted conputing
techni ques) ensures that the H(e)NB can be "unl ocked” when all requisite
(predetermned) criteria for operation are nmet. Exanples of such conditions
i nclude: [0027] successful authentication of the H(e)NB and/or the (new)
owner of the H(e) NB, and/or [ 0028] successful verification of the context of
the request for unl ocking" of the H(e)NB by its omer/oa(aéﬁtor and/or

[ 0029] s SECHE SKefutipgqnvitonmment apd asqeurgsterags epgRonpent Logkablapargmeters
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encrypted by keys stored in the TPM 288 [ 0031] The "unl ock™ conmand and the
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e A D R et N St R
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fromone | ocation to another. An H(e) NB_has
reducing the offered services, restricting admission control, resetting configuration
parameters by sending operational and maintenance (O&M) signaling or control plane
(C-plane) signaling to the operator, sending warning messages to the operator, and/or
directly contacting the operator.
[0024] As stated above, the H(e)NB may be configured such that only the original
operator or vendor is able to change certain parameters (the H(e)NB is locked). In
another embodiment, the operator specifies in the locking function that the H(e)NB is
allowed to accept a WIRU only if it is subscribed with that operator. This may be
indicated, for example, by the PLMN ID in messages sent by the WI'RU. Thus, if the
user changes operators, the user will not be able to use the H(e)NB until and unless
the H(e)NB is unlocked and this parameter is changed.
[0025] In another embodiment, Open Mobile Alliance (OMA) mechanisms, such
as client provisioning and device management (DM), are applied between the operator
network and the H(e)NB. When the H(e)NB is configured and setup, there is an
exchange of information between the network and the H(e)NB using OMA mechanisms
so that specific capabilities are configured in the H(e)NB. In Figure 2, such OMA
procedures may be performed by the processor 220.

2

[0026] In one embodiment, the “unlock” capability of the locking function
(enforced, for example, at the hardware level or using trusted computing techniques)
ensures that the H(e)NB can be “unlocked” when all requisite (predetermined) criteria

for operation are met. Examples of such conditions include:

-5-



the capability to detect such |ocation changes via a variety of nmechani sns.
Referring to Figure 2, such location change detection functionality may be
i npl enented col |l ectively by the processor 220 and the gl obal positioning
system (GPS) (or assisted GPS (A-GPS) or any other positioning device) 260.
The USI M nodul e 270 may securely store paraneters and configuration files
for the | ocati on change detection functjonaljity. Al ternatively, the TPM 280
may be Wt o ei sheesHpl apthapticatipn of the, P{&aﬁ\&%@f@@ thadnewh PV EeT ﬁfte then
files \Aﬁ(Q.NBieInd/&r to store encryption keys that have been used to encrypt
such paraneters and files. The TPM 280 nmay al so be used to protect the
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[0033] In one embodiment, the H(e)NB is programmed with the identifier or
identifiers (ID)s of any surrounding macro-cell(s), such as LTE, GSM/edge radio
network (GERAN) and the like and/or neighbor cells. The H(e)NB is programmed to

detect neighbor cells and certain expected measurement values. Upon startup, if the
-6-



and progranmred configurations, inplenent by way of the processor 220, the
-7- transmtter 250, the USIM nodul e 270, and the TPM 280, any of the
foll owi ng | ocati on update nechani sns (procedures) either individually or in
any conbi nation: [0036] contact the operator core network and report a
change in location wth an indication of the new | ocation/new | P address,
and any detected nei ghbors; [0037]request updated nei ghbor |i st

i nf or matHH @B [@@%}s |0(lil§t <P1’t mose pre-pregremment lephy ané&féﬁmmes [tbas dheradwcast

an out e t he
H( e) NB; %Fré%gﬂ]‘ Zont ‘?r? tliem %rﬁer aﬁgg% cglrlg ?Secvg) nﬁlﬂs?ﬁgo? S ne?e%% fetncl)énoci ts
own. [OMMEJSD the HIRINBd hsRithes tingt i'ﬂéel))éi&uhﬁihaé 1" d:l@dig@dt 31gﬁ1ﬁcamﬂy0(|for when

it expires, causes the H(e)NB to contact _the operator. network_and request
an updat&ampls, griHyn the sprropadingmpagorcslliy a%thér eeiment; thg Al ﬁ%&‘{/B Hées

| 0l eMehe dodiioh A hERAGRP pObviHEE p'iBE Sﬁﬁc‘}!{rﬁgég? br & BOW R A hRES A

them The operator nétwo n give t an up

i st baserking, anfrompd@tIERIT umﬁner@mﬂobnngicul,l"ami cmmpar_bsath-ﬂé e)fdiBnadion withats h| S

to understand t change in its surr
con uredr}storecti)elocatlon parangete

changed. Referring to Figure 2, either the USIM module 270 or the TPM 270 (either

oundi ngs, ... .
r or parameters to éietelgmme if its location has

directly or indirectly by storing encryption keys) may store the IDs of the macro-cell,
the list of detected neighbor cells and other expected and real measurement values,
and any location information or the WTRU-reported neighbor cell information. The
processor 220 may perform any algorithms for the location change detection.

[0034] Alternatively, if the H(e)NB is unable to detect a pre-programmed cell,
and/or the radio strength of any surrounding cell is significantly lower than the
expected value, the H(e)NB will assume that either its neighbors have changed
(assuming that the H(e)NB can determine that it has not moved), or that its location
has changed. In the event that the H(e)NB is absolutely certain that it has not moved
(all stored expected location parameters match all provided or measured location
information and parameters), the detection of a change in a neighbor cell will trigger a
request to the core network (CN) (using, for example, O&M signaling), to update its
neighbor list. Referring to Figure 2, the signal measurement obtained from the receiver
210 may be processed by the processor 220, and a determination may be made by the
processor 220 on whether the radio strength from any surrounding cell is significantly
lower than the expected value. If such a determination is made, a notification of a
detection of the change in a neighbor cell may be transmitted to the CN by the
transmitter 250.

[0035] Alternatively, if the H(e)NB determines that its location might have
changed (some stored expected location parameters match only some provided or
measured location information and parameters) it will, depending on its connectivity

and programmed configurations, implement by way of the processor 220, the
7.



[0042] I n anot her enbodi nent, the H(e)NB may include a position detection
device, for exanple, a GPS chip(referred to as GPS 260 in Figure 2), that
may provide the absolute location of the H(e)NB. Limted nobility of the
H(e)NB preferably is supported. Consequently, the He)NB will have a range
of coordinates within which it is able to operate. This range may i ncl ude,
mul tiple |ocations, exgﬁgles of these | ocations include but are not [imted

to a hortransamitier 250 cthed ST mmdude 270 anflithe EPM 28Giiany9lithedpeying lecsitionr ci al

space, areas adjacent to homes.. offices, .relal uj | dj o O rcial
Shaces dwdite BEERTANS Brdiaf e, Al RvATL i BB BBIE P 8 g
defi nes [ag8@SSOCi @ritaét thebpbeitor doee HERYIMR aaddepors arlchinnge i pbatiorNeitivank Node

(HNN), which could be an RNC or the base station_ (BS) |ID of a macro-cell.
Each HNindigeten pEthe neve lasationment IR gdduess.iand aqvedeiscted eighbory the i dentity

of the hng H N n the H(e) NB noves to a new
| ocat i ozgm]ch iguéglrggte%}g(g%;ggng%%}#bg%g%?ﬂ{fmaﬁ € H(e)NB detects this change
by conpd0038] t he antieutd s adgddiNockiegimdclhianizeh;its own stored value. If they
differ, a H(e)NB ] ocation updat rocedure is injtj.at -8-  Referring to
Fi gure 49034e" pro @@gsastmwfp%&e?w? agﬁrf I’?“‘a?§§$es{°ahlee&&%% EHEMBENS 04Ul e
260, the Mol )?ﬁgl and/ or the TPM 280, or any conbi nati on of these,
may per%grmfunct??rﬁ% I'ty to determine the absolute |ocation of the H(e)NB

or the rle04lli ve | cogiiwrogeratinger fenonfighreniés ghighbor st on itstosnand HNN | i st s)
00447 | 1OM: her  LhBBEFHERETERG (T d B Peot Bareiis et P b BBhle
(H(e) NB RBirel NGhided figh HPGNBES cdritit 9@ dperbRbetwhi&i 4 FQfteStIEh updaWiRU

I D(s), expected values for certain WIRU paraneters (power capability of the
WIR, | susperhorfist. Referripg & Figue 2iuchiagimereg e iomiauyntosba thel PH280
capability, of WIRU curi algarit hos,,s t 1

i Var oty RS 220 8 Biilet e Gab O RN R R A b Bhve

aut hent ithatH(e)NB @hGipdatetl eéighbortlist basedbom ety agdatedtinforpaipatit Ranaed then to
the H(e)NB. Any el enent of the H(e)NB DB shall be, consi dered, H(e) NB DB

"i nf or met{edNB Wil usethis to wederstandgtheextenyipf ¢honge ity puEneysgings20, in

conj uncty W th r Y ; - A jvely,
the Tom By oL S ERE dmecime R RS REF U BcARkAR BoaLf dBh

el ement sle®icet foe edainply 26GP8 chipgaterred taan&PS J6004Hightee?)nttid tuehy pravivde

H(e) NB may acquire thjs informat] ave ime,.(a typical els to 5
m nut es)the rahsp %?W &%ﬁ?@@t@@%@d{ F’H’%&gtﬁoﬂfe&@gﬁﬁ)@gﬁew& ¥ome
reasona ' ' toy: i r i ; ' )eh ifrany
ot PR B T B g of Qe TRkt O
Ther ef orie ableom optwte upTlandange enayrimilede,imyltigle lovERldnsc exaroplesdbfttbese f or

a specified.periaod.of time, jf t H(e)NB detegts that a | ar amount., of
Fhe” WrRlPid D E SR i adt noh itk (e o o Hiee S plte P BRI ¢ ne
expect edyMRliNeSa i BdniMerdikie )} NReDBred adidceniNEo MRYNES Dffikest Fatail baildRgat i on
has changed. [00461llIf the H(e) NB suspects such a change, then the H(e)NB

may assuemméersialspaersretchere is a change in the I Ds and ot her

char act er,j,s44 ¢cs of_the ,WRUs, that are connect4n [.r 3 onnect
toit, ﬁpb%ﬂat i tin Iagggli“?rorﬁmh%lgygﬂ%rhag%gqe Qne%%}?%ﬁ%l\%gﬁttﬁ%ﬁgfe)%dm% IS
absol ut elggodigtib@ibatwésrothe Hid)BIRN aneirghbdlighet Netwbri NMatle (HNNpwitdeld by a

WRU) that it has not noved, such a detection of change in H(e)NB DB
could be an RNC or the base station (BS) ID of a macro-cell. Each HNN advertises its

own identity and the H(e)NB listens to the identity of the serving HNN and stores it

internally. When the H(e)NB moves to a new location which is served by a different
HNN, the H(e)NB detects this change by comparing the advertised HNN identity and

its own stored value. If they differ, a H(e)NB location update procedure is initiated.
-8-



information is, for exanple, conmunicated to the Core Network/RNC (e.g.
using O&M signaling) by either sending an alert nessage indicating such
change( or suspicion of change), or requesting verification that the

per cei ved changes in the IDs or other characteristics of the WIRUs
connected (or requested to connect) to the He)NB are valid. Referring to
Figure 2, the processor 220 would performthe functions of determ ning the
change iBeferming to Figleredt, blae progessar £20,ipossibly, wish assistance fiemithg 6378 medule250
woul d wiol.gl ass e t.i fal i . 047] The
o) ne 28 B PSBr AablE 20 bt e PRI 2RRA% g PPl o

| ocat i operfoth fafeti@idlity to Seiehmimd tiedtbsohitpldcation b€tiusH(ONB acthkirelative

detection nethods such as GPS or assisted GPS (A-GPS), for jnstance, where
t he GPSAgeation (Huthederm q?wélahbpé-rc?lébétwarrﬁﬂ\%\fl@%aa "Péjuflﬁémls- B NB' s

processg%,a&@gﬁ&gﬁnﬁQ@@mﬁﬁgﬁggg%gﬁﬁgr@ﬁgpciated with the H(e)NB's processor
e sing, a

inregard to t ocation proce e secured and nade trustworthy.
[ 0048] TH@O44]e) NB Imynbidree emlodivpent, dbt die)dB isiprogriammhd ohith & datpabase of

det ecti i l, i f..the H I.Ln.the, t,th NB
ot cot AR bR inihg bUBRgs L erab, VHRU ARG Tt dhg IR Y ThlsE)
detect i %Elfé&éd FARR} 0B Qln WADOHhRGholehs Lbvef ?@gd@? AREW TG/ Rlpp6R ©

network. [0049]In another enbodi ment, if . determ nes a possible
change ifer Mudtiflobwut dhiltide Patpt (YINO) rdubatiere capahilityaafl VSEBY: seenyity

configuratiaons, it can,i t .0f.. th rQcessor 220 4 j.unction
oorh Doctienits e eI Db ey b i e Rt ERERe et e WEEE W s
nodul e 2%8mph Oyl RMtR80 audBenhtidadihl ey ih Noried 4b Goe2 cordiBétddf of 6 FREBANI SB

| isted below either individually or in any conbination or inplenment other

possi bl eone¢rsiongodbe SKe) Nk Aneelement pbther(aNNB DB sbaliiesensionsidi@)Nont act

t he Operat ar -Cor e . Nat wor ) . I : | i on. an
i cat 10h SYOMBSE I8k PR iirEdBWhaty' GAMARFR: pA0T MliHY T
or changesh tife fichery @301 aclydandld euchod datada¥¥d Aserinativbly, theTRBI 280 mayand/ or

request that_ the Core Network/RNC send_an update for, t he database of
expect edlsapdditionglishbaasadie stqne samg o g Pé&lteeﬁﬁ@eptc%qf ﬂ[l@gfstf 859 10 RPEHr

| ocki ng fRghani sm - 10-

[0045] Alternatively, the H(e)NB may acquire this information over time (a
typical range is 0 to 5 minutes) from the WTRUs connecting to it. In a home setting
and over some reasonably long periods of time (a typical range is 0 to 5 minutes), many
if not most of the WIRUs connected to a given H(e)NB would be the same. Therefore,
upon startup and after monitoring the WTRUs connected to it for a specified period of
time, if the H(e)NB detects that a large amount of the WTRU IDs have changed, or
that other WTRU characteristics vary from the expected values in the H(e)NB DB, the
H(e)NB may assume that its location has changed.

[0046] If the H(e)NB suspects such a change, then the H(e)NB may assume that
either there is a change in the IDs and other characteristics of the WI'RUs that are
connecting or requesting to connect to it, or that its location has changed. In the event
that the H(e)NB is absolutely certain (e.g. using GPS, neighbor cell information
provided by a WT'RU) that it has not moved, such a detection of change in H(e)NB DB

9-



10052] 3) broadcast an out of service alert nessage to the WIRUs attenpting
to connect to the H(e)NB; and [0053]4)continue to operate and/or
reconfigure its list of expected WIRU ID s and ot her WIRU characteristics
(e.g. power capability of the WIRU, support for M MO nodul ation capability
of WIRU, security algorithnms supported by WIRU). [0054]1n anot her

enbodi nent, the H(e)NB 200 includes a periodic timer which upon expiration

causes fHermpEYND, fpexenRoroamunisetediethe corefietmark/RNGde.gpesing O&Met wor k
th ' i nf ion, f . H h
cont af n el BERAE: LAHAATRY o Lilsppelfindh MR o JABEIELNEERM & 0

t he abschauiige)) o€ aédquestingheriicalibl that the pepsstebditlidtigesancitict Hddof atige of
coor di nat es éesay, bet ween different roonms or offices) wthout térgi_),ﬁ ering an
updat e charastertitios QB ts WTRHs spnpecieqrigrgiequssiad do connesthto e I | € t he
range o Iﬁ\(@@% [ S) Lfe il Y. { 1.1.053, d L.Qn

devi ce, fv'? ﬁg e ﬁ%%ol; egg%%ﬁ%ng’ (‘gﬁe |é}g&é§g§1§g§p i ‘{‘/’f’?@ gggbﬁog}eaﬁn}rrgcgf&ng of

conf i gudateronsingwihklchanpt et ID fned didier charmgtenistivapasdshe thegransiditvérdual |y

"t s ChandR Taie SEERIEBHY Hh ot LabTOrssBF® B A TIOCERT on. & new | P
TR e A S o A
of servowa keation gl agetaintyt FuchimRthods cemprisadhecussonfheation detectidne) NB;
and 1 ethods such as GPS or assisted GPS (A-GPS), for instance, where the GPS/A-GPS
devices, the interface from the GPS device to the H(e)NB’s processor, and the programs
and data associated with the H(e)NB’s processor in regard to the location processing,
are secured and made trustworthy.
[0048] The H(e)NB may have a tamper detection circuit which is capable of
detecting physical tampering of the H(e)NB. In the event that the H(e)NB detects
tampering, it may send an alert message indicating such tamper detection (or suspicion
of tampering) to the carrier, owner and/or core network.
[0049] In another embodiment, if the H(e)NB determines a possible change in its
location, depending on its connectivity and programmed configurations, it can
implement by way of the processor 220 in conjunction with possible assistance from the
memory 230, the transmitter 250, the USIM module 270, and TPM 280, as illustrated
in Figure 2, any of the mechanisms listed below either individually or in any
combination or implement other possible schemes as one skilled in the art will
recognize:
[0050] 1) contact the Operator Core Network/RNC and report the change in
location (with an indication of new location/IP address etc.), detected changes of WTRU
ID's or changes in other characteristics of the WIRUs in the H(e)NB cell, and/or
request that the Core Network/RNC send an update for the database of expected
WTRUs , respective IDs and characteristics;

[0051] 2) trigger a locking mechanism;
-10-



[ 0059] conti nue operating and/or reconfigure its location. [0060]In another
enbodi nent, an H(e)NB uses the |ocation information, provided by a WIRU
that it is serving, to determ ne whether its |ocation has changed. [0061]
Alternatively, the H(e)NB detects a change in its |location based on the IF
address assigned to it (for exanple, if an I P address is assigned using
dynam c hosﬁ configuration protocol (DHCP) and is different fromthe one

assi gne®®2 | i er 3or broageasian eufof pervice et sasssage tofhe Nekids pttemptiag ¢ o
whi ch the. 5 eé):{\lﬁ %m@ﬁﬁg. gganges). A detection based on these paraneters
15 (@5 o,”’

wi || cause the epending on its connectivity and programred
conf i guf@iba3bns, iHpl erentinby tovayerate bhéd/op rewadizgare A20ist b expeuted WHERU

transm r 250 ] ossi bl e.assi stance from t.he e 270 and the
Ton 280 DGy dthen S TR EBarr g G enpapeE b oed She VT oL Rupoors E
i ndi vi dyaiiy, RlodhhtRnYea QBﬁitS}%TfW’I_‘RU[ 9&@1%1t9%§&‘?ﬂ1_ rﬁi‘@uﬁ%ﬁe@tw WEP®E).net wor k

and report a change in l'ocation with an indication of 'a new I'ocation, a new
| P addr é3544nd ndw awtkert edbedimgnbdhe HENEB 300)ingudeya perjodisttimextarhindh

nei ghbor_|i st .information; |.gger, a, locki ng mechani
[ 0004] bPBahESRFRuGH Btse e BIQRELAA] 8tphiRe LBEORPePF AR s Onstptrng 1o
connect nkfvdritethh HrMNBdesifdd 180 erfos@Aation Yer SREA)NBIDBNThe H(ERCBRAhGUE i tS
| ocation. [0066]1n anot her enbodi nent, when the H(e)NB detects a change in
its | P contain a position detection device (GPS, etc.) that provides it with its the absolute
location. The H(e)NB can be moved within a certain range of coordinates (say between
different rooms or offices) without triggering an update to the H(e)NB DB.
[0055] If a major change in location (outside the range of allowed coordinates) is
indicated by the position detection device, the H(e)NB, depending on its connectivity
and programmed configurations, will implement the following mechanisms either
individually or in any combination:
[0056] contact the operator core network and report its change in location with

an indication of a new location, a new IP address and new detected neighbors. The

H(e)NB may request updated neighbor list information;

[0057] trigger a locking mechanism;

[0058] broadcast an out of service alert message to the WI'RUs attempting to
connect to the H(e)NB; and

[0059] continue operating and/or reconfigure its location.

[0060] In another embodiment, an H(e)NB uses the location information,

provided by a WTRU that it is serving, to determine whether its location has changed.
[0061] Alternatively, the H(e)NB detects a change in its location based on the IP
address assigned to it (for example, if an IP address is assigned using dynamic host
configuration protocol (DHCP) and is different from the one assigned earlier, or if any
of the IP addresses of the network router to which the H(e)NB connects changes). A
detection based on these parameters will cause the H(e)NB to, depending on its

connectivity and programmed configurations, implement by way of the processor 220
-11-



connectivity, it will inplenent a nobility nmechani smsuch as | nternet

Engi neering Task Force (I ETF) conpliant Cient Mbile IP or Proxy Mbile
IP, in the H(e)NB. This enables the H(e)NB to report its |location change to
the operator core network via a public IP network. The nobility mechani sm
may be enhanced by including an additional indication of the new absol ute

| ocati on hy using, for exanp a GPS chip or location information gbtained

| e,
from t hériFhetransmitier 2ag Wﬁhr%ﬁésihkeeﬁysmtarmcfm the YSd8hmedtleond) and thel ess
o oor anmad! 2P0, e i olAg bkl At AT NE M B N B iy

i st (NchupbinHtiom:t echni que wor ks because the NCL does not change very often
and con ironal NBs an e) NBs do not change | ocation. |n conparison, an
H(e) NB Y& que@?ﬂtwéﬁaga%raitm? BREWGStngTep as%lﬁegf FHIOCHRE WHARR b y
conti nue, KLt lof l%l Wy rlQéﬁtinECHJhﬁwr‘HD ;alﬂéfé% Qind ﬁ%@?d’e@@&b@ %eié}%?&l AneTRU

may detect infoiillation about the cells to which it can connect.

Addi t i okHEINB neaygregmest iRl ted yneighbablist irdonatiest to cells not in the NCL
of a NB Q@e) NB t o whi Clh i.t is connected. However, while such additional
cel | coh i on i HEEeRE PP PE ect ed by the WIRU, the WIRU is

typi cal l[goadijr ect egkoRMcastMB St dfedeMBct @160 &ﬂes@%é 85 the TREERIUE BBRnpti{ofgat i on
fromcells that are listed in that NB's or (e)NB' s respective NCL and
transmi conmges torblags H{@MEHtandnf or mati on to the respective NB or (e)NB.

[ 0069] I trast, B t hi e . cell information to
dynam ciﬁ) Yy creat ecoghltE @“%i“&%%i%é‘% %‘Sd}éﬁf?"‘ﬂﬁ?}‘?e #ﬁ?‘%?‘é’fws NCL. In one

enbodi m§e066]t he HrehhBthee rvisbdaeageshen the HIANMRBsd¢tecpses chaggd haitseldch
WIRU send i nformation about the cells to which it can connect_ (detected

cel | i nCorpretivély) it wHb implemensmobHity mashyism Bshias knjerngt $9¥Ing s
measur eRk FofRATETF) MBS ECHaHR 16bile IPGOPIRY 198LITERM e HRANIRE. 3is

exi sting neasurement rep%rt usi ng exl sti'ng nessages and data structures, or
a new nesshige thadi(eiMNBdostporttits beation changate the eperabnt comayebeonksedd # o

store and. fransmt this_ detect, cel i nformati,on. The NB regcei ves the
det ect o@CLLF I APb ARt | BAF PN B heshPRUE GPE oSt eubRREe By ol B TE 0
i nf or matijaticnRd iﬂ’cﬁ@a?tiéri"@ftﬂ%tn%ﬁ] eg&ﬁﬁgch llN%da@ifo%gﬁiéi&gz f6:0e:28R816 8 6PStchipEL--

[ 0070] I n anot her enbodi nent, (e) is able to detect the type and
char act éedagipndaformativa gitgbieddromahe WEBRIseonnestingta the BfeNB:. or core

t k/, f l e, .digijtal bscri ber |.i SL bl Ti
Connect 1P Tr wi r B} S8EentiendL sl S RO ey it R 9Pg™ hDORRIT TR A,
addi ti oRyolyBE Ndde)B\Re )IB) i%fﬂ@@%%nhﬁe& MR eRamPIE byfO & Meprieasdivel aits.) whitia
exanple, in_one enbodinent, the He)NB offers nultiple types (e.g,: graded)
and | evarighboriesrepiloestiNeda. Shix tehnigve werksdrecanss the WOLedaesobhinge

ivi t .
T N R O R S L R S

of f er ed H(@)NIB S840 freq o t1p thpagelord 8ers buard theshek thhe naestflexihlpasitinue based
on the capabilities of the underlyi ng@physj cal layer connection. The H(e)NB
may al s@PETAEHBeWHAANt TSHUTING RREERIPRHIETVI00at i ncl ude, but are not

limted sq';lt a rﬁt\vm@yﬁ{agirﬁre%@& mﬂgﬂﬁ%ﬂt&mu@m 1B ¢, RER 0 Bty o ggct.er ror

rate, quality of service, Interface signaling, and other sim
capabi | iAddétdondlly, addven SWATRUheayp penbleoto avaprecitargBs not i thiedN ChroéadNad wor k,

H( e) NB ters.such,as services and secytity, depending opj the type of
connect RW&V‘@T }Ci’thelﬁ Go?ﬂ%p\{?ﬁ%'e _B’.ev%fﬂﬁilfan%’}“’!’oa _ﬁ@?@gf?ﬁt??émﬁf% ssor
220, W ihr289kiohanefb HOR:{da%y iBe SVYRU, 2LQ WaRY i@%ﬁi’c@!l%‘dﬁ]e&‘édfb&QTNB be USIM
nodul e 270, and the TPM 280, rray determ ne the type of the connectivity of

t he WIR(e 2B temdy coldedd innertseremynt indpomaizoraizoieels thedraaetistefld #14tAB's or
ti t Al t er f _the H B fi bl e,
! dependBi o B SHARe BARSBET o Pear g PR g PR L o PR 13-

NB or (e)NB.
-192-



re-configuration, which is operator controlled only. In one exanple

enbodi nent, a user is be able to change the power |evel at which the H(e) NB
operates to give it greater coverage. The H(e)NB preferably is
pre-configured with a maxi mum power |limt. A user can configure the power

| evel, up to the specified limt, independent of the operator. Preferably,

t he H(e)NB |nplenents a nechanlsntthat all ows a user to change ot her

par anet é0@9lsuch b5 coptrapbetheofi el g von- dibteteased CﬁEd prmatien tpo
enabl e tdﬁhﬁmﬁé’eﬁﬁr Qbafeqt IFJ&HH{ &h llgthﬁael_ﬁﬁe))@ N@?J E Ine @nipem t hat

offers t user sul tabl e®rn ace otrer netmo itles
sim | ar He@NB QSﬁd@hﬂ\%s@é tb ytseW? WRAN réRuestiigthategch &V ’].‘—RULHeﬁdandrhfatlon

220, th t usl dul 70 TPM 280,
ey por PP BisctalieabTIAL 5t A RoriRee (e FacEe el ee AR v e WA DT sq
H(e) NB Qﬁfsam Stioh O 2hé NHENRBNEL edMRdi iRBhent h@ph(te)ﬂﬁs Q%@?éﬁ@(ﬁ Yeell

paraneters suc as nngh l'ation tec%%o l'ogy, rate, and power [evel transnmtted
such t hanforimayioarmeapbk part ¢fiam etaétlngmdahuwhmmmépmmg exjsting tohessagesber of
transntsS|g£%errors it encounters and the tran nlssbgp {

[ 0073] APPEARER FRracfires, o SRS WEFIABE! DETRLRR TR L " RECHBRNPR RS A aY e) NB
al ong Wpkhisadapkiors a8 ¢kl this Adtdend ddl mﬁdvﬁiamoﬁhvmémtdm@sx@b&beg e
H(e)NB in maintaining the required Stoa WRU. [0074] 1 n one enbodi nent,
addi tio rdatecpecb@ébmf@mw@ fétemu each Uhpricagsies the detestaseelbinfamation and

servi ces. t t Li are sinplified by using
| i near fu Pt Qﬁ %gt n% tcgg lé)grtiotgﬁﬁgra%n%%tlgglﬁng (considering the limted

range angorVvi ronIferatmtttembm@bdf&ﬂth(tﬁé NB(eQINBI it &ble, td datedt @he |tiylse and
fractional dedicated ghy5|cal channel (F-DPCH) in release 6 3GPP_are nmade

opt i onalchpyacterdstigs of fhe physicedayer conaesiien itheaparaton paemetworkRNGAer end
dio f
radi o rg&&@g&ydlé Icggxdﬁné (BBLS rca% ﬁtggeﬂﬂs‘r@Qotﬁ@a@?@e@@fre@)wd

di versit ion i's pds ecause t operates in a
| ess con‘pp@t (ﬁﬂhd:dtehti’ﬁﬂlto tthanpatatmi\lddaadltﬁmsehe IEH(E)YB anaylejosB topbazgees as

a very sinple,and basic cegllul ar base stat ose Vi ces
that ar @om@ R T e A S Rt a6 othArS BrlElR o
(1E"s) rsfg?{ g‘cMr%q% hed) AReE1sRFREVED el BE tRE BARSARL or’cdHAradteribhies SBEPT Y

230, po assistance fromthe USIM nodul e 270 and even the TPM
280. - léennécﬁlﬁfiﬁi mtlanistthethe eoteonstwenk/ RN e kB HﬁgmBlmaﬁbhetxygeemw one or

credentials are r etu ifie r the. con 0

Cper at oressct sreh Ehiectsy sty TBe Sl ok A aa; S ePS R SRS
functi oréahtﬂoypwn@t%ry eind Renebi Gf dderk @uﬁ]i%w&l NEhsbf8n GBS laphbititie) bBshand
also to 'reuse' NB hardware by renot re-provisioning or magrating

t he funatridenkyin iceb let’exs l@@lhn¢('éWDt élhe ddeiNBumaty alspushanigenaddi 1§brlalrtd

credential s |nclude t|o aI|t

conmuni cg“flf%crgerl %‘F’rsntu i é%‘t % gtl pr"d}p%r%atto %ak% %}é%r%lnlt{ef%%&ou%hé) Ut e
managemenixiaiurh tBrdighps; 51t|d3r(ﬁ%t@tchﬁi’llt9r0$d@fiﬁte’j|a$r interfagesignhling, and
downl oadabl e USI M credenti al s and execut abl es, managenent of downl oadabl e

securi t ythey sigiles capabibigion; &ua itigh, heropepter glaymbﬁag@ﬁféﬁth%@rﬁ BEYIYEY
Il h
col) SR ieNn gﬁg@gg&% t%a§ﬁ'§rtc%§t§ﬁd ecligd " EF%‘! hy%d thBeBHeObe { e

H( e) NB, are require ort~ such ionality
| i sted abouectivitidataibaldé Itg' thé Iﬁi(s)}tﬂpﬂéﬁemng te Mresz tthe prowmessdrddl, mtith of

the H(e)NB to be enhanced. in t ca |es ) el ay
capabi | ﬁS?lSF%?CGéBHBg}F%WC@E’eE%ELﬁﬂ‘ﬁ% fsa@*@ \Jéé Viesadgls afb And hs eatn
target Ugsyidpnopg) ?&@&%ﬁ%’lﬁ@% eqtfttt@@odﬂe%tmy oPﬁfe metmbt)m Rh& crflinate

i nterfaces such ag§ GSM GPRS/ E N, W MAX etc. based upon

vari ous any&eapdmsecm:twnaé;he@dfand gat hered by the H( e)NB. Referring to
Fi gure e progessor 220 .woul d per arm t he coordi.ngti &\E%e in_the
provi5|§ﬂpﬁg of t Hﬁ?grgg eS& PaB?ggnmfﬁbfg]ggﬁﬁﬁF 28 HFhr to
t hose debhngdrable tlﬁéeﬂ_éd&%hﬁ of @&TNP,L@—@laIQ Wperator signaling. This is unlike e-NB
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(TOG such as the use of Trusted Conputer Platform (TPM and/or Mbile
Trust Module (MIM and rel ated commands nmay be used to all ow H(e) NB
functionality and credentials to be renotely managed (provision-able or

m grate-able). In one enbodi ment, these nethods and techniques allow renote
attestation of the integrity of the He)NB platformto the Operator or

ot her authorized chall engers, secure and m grate-able (under secure

aut hor i zatconfigurstionaydicnid operrdejeseatrollefl oolve breene exagnpla dmbegizaesyrs apearc

keys, and,secur ncr i on/ decryption .capabi of h j.ent,
oo H{ 5 RBAPL B pioea it s LR b RGN pheBfClenie SERRHLATD
devi ces cghaake. The HENBBréfordblpvd pro-cadigiecd eAti £ nhaiush powegliaritl_Ahe

m gration of functions and credentials. Referring to Figure 2, the TPM (or

? Mobi | elslw genewwniisare dhe wpwer lovd, mRytoptie spasificrh Himikt Bytepeydentt fsthet i on
unctio ' 0 | : [
Spoci f 1 OBektde Throrabl) 0 FE IR AEAR skl S ANGHELARSE (R
one enbailanpebthdriparametasnaidhons sevivenbfferedde dionadubdcribad perestriass. (Jart  of

ot her exi | ng.me |.nf i El t | E d b t
of | Qe STPGhie e G ageopgeRrot Lo Te A IR Bt T hanage oters T
entity(MyE4 }-ygﬁ{tggi;a{lgﬁgﬁ& LYEURE) 1P<Ret Wik SHGD&diRGed fsi,xﬁﬂéi(r g& hRbsd YPE

of new si gnal i ng. 8 nmessages, by way of exanple, include:
[ 0079] " Iprouidied by AN APTReferringite HigweQuthe pnoterson2@nn agnjancthemyeth n

| ocati on, of H( e) NB the core k, an apticipated,cha , .access
restri c'?“PS %%%8%@?%@% ﬁ?ﬁ T?ﬁ%pbmays%e'r rgbc‘sp)oﬁfl’élr?&oélré}?t%felﬁ?ﬁ ty
par anet §h#iA0d r6QRIRNES 61 6MHI I (HNBEIaideds; [ 0080] "WIRU List." This

indicates a list of the WIRU | Ds and ot her characteristics of WIRUs t hat

are conrl@e7dd or h[@cﬁ)@ghﬁimgmh?démmfec@et Hl(e)hS 1qpe) K@Y pevmRptery sachfas
C e Thi e g eat ; ) T : _
gg&n:? {rﬁvgéaifiﬁgnltr(ll cix}ml &gﬁll Cl%tgis%r}t(p }?%Wtémgveq trt‘a%%%?t%ﬁ'gsﬁkﬁ ﬁ}at (’)cgéyegfgaéﬁoxlvﬁhup SL or

as e operator a
char act efdfiuetl ¢Erézholdsalependiagionthe numeheras tigumshiissionérrssy itieaeodrPos) and

;sﬁglolcj)(rjggth[e(%lannZS]rr"ﬁrsgi%gr]\r;jcegur ed paranmeters". User configurable paraneters
[0073] Alternatively, a power control mechanism can be applied to an H(e)NB
along with adaptive modulation and coding (AMC). This will assist the H(e)NB in
maintaining the required QoS to a WIRU.

[0074] In one embodiment, additional procedures are defined which simplify
H(e)NB actions or services. For example, filtering measurements at L1 are simplified
by using linear filtering instead of logarithmic filtering (considering the limited range
and environment in which the H(e)NB operates), features like fractional dedicated
physical channel (F-DPCH) in release 6 3GPP are made optional by use of special IEs
in the H(e)NB. Additionally, the front end radio frequency (RF) are made simpler by
not using transmitter (Tx) diversity. Such simplification is possible because the
H(e)NB operates in a less complex environment than an eNodeB. Essentially an
H(e)NB operates as a very simple and basic cellular base station offering only those
services that are required. Referring to Figure 2, such new Information Elements (IE’s)

may be created and/or handled by the processor 220 and the memory 230, possibly with

assistance from the USIM module 270 and even the TPM 280.
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services offered by the H(e)NB, sone specific radio resource control (RHO
paraneters such as values for power control, and the |ike. Such user
reconfiguration may be perforned i ndependent of the operator. The H(e) NB
could indicate these reconfigured paraneters to the operator core
network/controlling entity/ RNCin a new | E or nessage that contains the
user-confi%irabl e paraneters; [0083]"handover and resel ection paraneters".

This i ncf(:)(lb s Earl'mﬂnet@rf @mb:ﬂl imaente rHedBr endtionelibn gnd eredentiady NBet o a
- . H N i i :
[0084] - ippie PaprbRminges nler bR deRio e cRdp br CBre b BRI of .,

par anet @&NAOPHland/Sdeiaior eignhlihg U fendtiialiey alay®stvaly luhefitial beredaeiniB' s
pl atform andfor_functionality authenticity and integrity to the QOperator

Cor e Nethpeast ef HN&s a@dtq%wﬁ%z‘r@aw@’ﬁap}l‘éﬁ@@F@Ware[ms}oﬁz@%eww@sipanﬁ Fure 2,
t hese : d t ] } i it h the
romor y 398100 H et getmles BRugh 36RRRGY RRpuldbI AMAREELET IS, L
net wor k craienbiald riamoknfiet t &chdbipntlity t foanshe t folow2ng). cEDOBG] lcomamatibation,
enbodi ment the | ocati.qn of an H(e)NB be ined in terns of it

o1 Ghbo PR INKEIT WP thie CRoEer 488 NAROr KDY RRSHoRP M EyAsraaetiote | s
faci 11 t g{@ANBY 1MPAM ah{air@Qe@eﬁgqg%a%%é&%fl&%%mb@é UM cldaghiiBls For

this purpose, functional entities sim to hone | ocation register (HLR)
and vi siandnggecowdlésy mamgesteat of \AoR)nleadnbde eetuattyi policies med wonfiguratiopne
enbodi nent, each HNN cont ai ns a,dat abase .of .al | 5 H e)NBs..(sip,lar to
VLR T uncBr T Dy e nasr e ohar EBRRL e e resi b UL SirpaoRpling i ¢

t he Cor griNelvoPibknessQF tIEXHONS, bha MYlir®nBitilé cHHtNGe Coqiiesd {d\Ppo8t sulelr Vi ng
GPRS Support Node N) . [00é7] I n one enbodi ment, an _exanple RS de{)I oynent

is ill ué‘un@imliutﬁligisegsmbevm,Achiitiz@mﬁify, shigteppabilikeynaies the fansideraliy okthed of
H( e) NB. i ' - . " "
Pt 11t AR b btBE B e ARUR] ARHCEORBIRR, Afnhe MBS aBOBRLIE

rol e of cbbyMrafivEicgtim@urikaisies, GaeistihgnieeOYEfaer (4 80ack SRrged As thiwugRS 470

is simlar to a typical_H(e)NB in that it provides |ocal [.a in a
macr o- c érhagesmentsigl the NBgugg planplfiplg afgnherfaces SP%P%QI%%&) Bal ly
smal |l a i A WA Dk &an 1Yo RSt i .
Preci selr‘)gcgue to %’e@ellr}!gg’ggvgns, %R%%?g%y‘ya&(ﬂ%bﬁs g{éﬁxgg%m%? mn%egl 1fa?y
si m | ar gathdéredtbyahedite)PBcReferkiay B FiginerZfthe romese 220 woaldrgsvfdring the

managenent sol utions . for the, typical e)NB are direct appl i cabl e and/ or
ext ensi HP%rdﬂ%atﬂ%r‘aSér? the provisippias of tﬁ‘ig@;far’??f% Hafr ‘é’fﬁ‘?ﬂ%ﬁ?s of an RS 300
is ill uqu&ed | NTEGENEGeSsindille: FBSHRAE dited! BYS tRe R-RERASO6mBEtbr @rdup!st ed
pl at f orm nodul e 380, a "USIM 370, a GPS 360, a nenory 330, a renovabl e

menory (CE) smchresr thecaseddf Brdsted Comamyai Platforzn ¢TR andérdlipbile T5ost

27500y eS8 IRRTLTERored R M-SRV LEEL S LG, e PR uGRR ( ©
si gnal i RGe GEIRI® Stoa Det P&hot&ﬁ%ﬁﬁég%@ﬁ?%ﬁi@i@h%ﬂ@ &y migtdRLM8) &5 shown in

Figure 4. In Figure 4, the RUs 48C 2,484 are connected to the RS 470
via respaehddiment,thesegnethodk nd pechniqupsahlewaesiota pitestniion obthe integsitipf e t o

oo B TS Bt "td fad Chefiiof aF othér hhilRiAR‘enatileeR dell: arll® BS
migrate-able (under secure authorization) storage and management of credentials and
cryptographic keys, and secure encryption/decryption capability. In another
embodiment, each H(e)NB is equipped with a TPM or an MTM, and these secure
embedded devices enable the H(e)NB to provide secure remote provisioning and the
migration of functions and credentials. Referring to Figure 2, the TPM (or a Mobile

Trusted Module (MTM)) 280 may perform such integrity-attestation functionality.
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-17- link 462 which could be wireless or hard-wired. The RS 470 registers
itself through a registration procedure, which includes the verification of
credentials via nutual (two-way) or unilateral (one-way) authentication.
The registration data is stored in a database in the network. The database
resides in the HNN 450 or another node in the network such as in the hone
subscri ber server (HSS) in a 3GPP network which also contains HLR and VLR
dat abasd@07Mn ancTherfuasthens sehdorthhakoveapreferablyaeqitireaspssific measrpgds

© et wor i Detlsdh fife AlREPRDdinGapEN: EHE SHBRORN GRS oh et B DR

[ 00891 Thefor@@tishigisbRNirpiediestedi iBedapé aaBshre of btHeradxidthes tid¥Bags or as
installation and periodically at regular intervals of time (for exanple
once a dalprmagiondilemengsJbissand may ey past of Y& signaling ok mast boemart &f ni | ar

condi ti S'%’P-H I St L gt ngdi e
deni ed (rgg%lldsﬁ%g ation Pﬂgoélggiéﬁn%% ér?c%ﬂy?@ew%8$ﬁ§§ﬁ ?gﬁogﬁ%ﬁgﬁﬁa’[@rl Y,
an RS majgrddinigde angtother tyggi oftnew sdghdiimg.parti cul ar HNN based on several
criteri ich include hut are_not |jmted to authentication,

restri cﬁ@%ﬁ imgg‘}éﬁ‘wsﬁqgésﬂNWSﬁOfﬁ’éarBB aPf8fr°of the RS, and any
econom gohagt or s "'R)k%éﬂ‘ﬂ;ﬁ&&e". i ¥ 5796168 sdchenfdMatibB03 Qlcﬁﬁhéé)iﬂ IHQatﬁch ,
regi stration process, Is the process of Attachnent. This procCess Is dynanc
pr ocess of aaiH(eXH: tn the coregetsrmrky an anticipatsl dhangeaccessirestrintienoissaciaRsl and

t he HNNs %h@% tit its oised to corpmni cate wth. Erocag]gitsjres si(ridjﬁar 0 GPRS
at t ach/ JEPAERRLISEAEN SHDTIER RAFATRS ErS, BTy Aaprineters afckoommands fro TS
24.008- cg@net@@eki On 4.7.3, the RS sends an ATTACH REQUEST MESSAGE, which

contains a number of RS attributes, such as RS Identity, Radio Access
Capabi | i[€08Y, C ph®TRY bistai | Lhistindicates RJistdehthe WV%B;U BOspendrmther or
t enpor ar The.. i Pt I P r..Chas

il 1 pr RS o IOERER e R bbb Tl ML i SR e N,
Handoverf0@sigabi | i ttiyps ofisconabétivsy"supbid iddicatel higle ty@di of taredueoivagi &or

supported (e,g._ UMIS FDD, LTE, CDVMA2000 etc), [ See 3GPP TS 24.008- 780,
Sect i onexemple; NSk jor qable,pkhat ithe HadNS, bag wibleihemporaspr aleng guth mihex

accept ahi.e : £ or ' i ransmt an
ATTON AChE e ARE T e Bt AR Bl B B RANERS) Mhbbottt “ e, When
it is afo@8Ned t o'reudifiguired Hiddamedenstr silisert ectfigugakle payarhetens adcludie:

i nproved communj cajions wmthin a multi_.cel]. system 0 dat a t hat
descri bESTHRS st %%H_*eﬁ% RETRE P fadlip§ WgﬁﬁOLgﬁo?@B_ﬁeam%@%at
descri begciieg) WBub L p&Per ddttPoldaha thBChd 6SudilhsdrSrdiBhfisinBtic®0ntas be
identity of the HNN to which the RS is attached; identities of the’HNNs to

whi ch t iperfe8ned irdapeoHent ofitHe npératers The FHRNSBwhukhindicaté thesheeqoafigored

ti f the RS t hqugh, 1 h | hed t | |
of ¢ herPAr&RARTS R, THE, BRETaF ST bt MASCHERP RO FROFHENGAR " ST T 9% of
the RS whslghgs i dRtahl ORe ubd0R3LVILILIA pREasbRRges its state of

registration or attachment, a nunber of o
[0083] "handover and reselection parameters". This includes parameters for

handover and reselection from an H(e)NB to a macro-cell. Other H(e)NBs could also be
signaled in the H(e)NB; and

[0084] "H(e)NB platform and functionality attestation." This includes new
parameters and information for secure remote attestation of the H(e)NB’s platform
and/or functionality authenticity and integrity to the Operator Core Network or other

authorized challengers.
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procedures may be invoked. For exanple, if a RSis noved fromits present

| ocation, this nmay trigger a new registration/attachment procedure at the
new | ocation. Simlar to the concept of Hone Network and Visited Network in
Cel lul ar Systenms for WIRUs, RSs may al so have a Hone Network. Thus, when a
RS noves to a network that is not its Hone Network, i.e. a Visited Network,
then the reqgistration/attachnment procedure in the Visited Network may

i nvol ve [@0&3muni Refertdng e Fugan % fibesy mptsagenmpyHompandedbyithe pypcessy

purpose 5gh UL Sétﬁ)ﬁtdvﬂﬂ tBQ?néC%S?xi ¢ J, LM th PSSP 1 PR %[%)6 SZ‘% a\r{]’ERU

roam ng procedures I n current ar systens nay Be used.
anot her resyoade messagea tREhenptworknnesg be thaidnitieddndthe tranmhiker 2ips wor ki ng

I il : h [ fajl , LLh
Communi A8 | TranoliRr SRR 66 glopter ot 4BaLe N A EHEPRREAR Pk and
I nform LR HHISine TINGR d}fbysﬁlétalé%ociﬂgélsﬂm.'H(MNEQﬁébiﬁtﬁﬁiag{a e

procedure. |In another enbodinent, the may be sol ar - povere full or
parti al Yaciliteded®By majntaisingtaodatehs sy afdhp bestioh pf ednln HientyBi. Fortlis govpose] n

anot her .enhodi ment.,.. t he be battery or. sol ar=powered. (f.ul l. or.

ot e foeteeRusids St B e oo 2kl PILBS R Sigsap dodiion e
are smalbgis@FIPTREAréd erdatedRPIRYRA WOk | It @R dHHbEIend ChcBIENAL enifidstaended.
Al ternatively, the RS nal_i/ wi sh to conserve power by using ldle (or Sleep)

node pr detahase of il penvad Hle) NBosimpar toY RBdupgtienaltylyIe gnather emhodimens.
Mo Th mes | . OF REG IOy VRIU-L Ol _

case,  pinbaiabasf odflubdBifed ARG N bRl Ml BuTUB, |
notify Cwt8SMSd) eeSérving GPRASHpeors Ndder(SGRNDI51An RS, which is

adver t1 Y0051 sl £ OnARPHTEB AT TRPERS RN TEER i AbuT Taoder fiaeed
Speci f i . e . . . th

or esenca SRRSO A0S Splcial RPHIARBPARTUINE Gripdyigheidiass the
(assum g aet 8Sa (‘selpapabde? toffacilitdtiepne ingutove thesnmemidatmns GehveMCOYS W AN
t i Lt RS i ingl [

epeti a M6l SRRl ool AR R Ray band airanere WA Al GR.A50. °° °

adverti g¢dRSe1d is Snfie® t6MMPpikANHNS indhit B pRbvitlBSldcal @YbgedN ArAfGoaNd
coverage holes, etc., they are in a %Sltlon to determ ne whet her or not

t hey needllrseread bglp HNDher dimilerlusi B 4d0hisctypicadlyaa physi®Bynspalhamke to
use the.help of an adyertised RS.,and n tigte terns a coniract. The
cont r actARFETo AR tHaF kT Bf chraurafi ool FabEhE, FrodsfitMie s tedtics o
assi st aRefson8f £ RSSUIBRAYRRhIBIt a th@leRP mslityPsintilf- toahut 6€5 tyhitaAHlengBudes
regi stering and attaching with the HNN and upon the conpletion of the

cont r actlhegefora gioseepk thmmability masngempnt solutigns Hor Hee trNcalTH{ONGRER i on
br ovl de%infe%lyg?}gaptiat%ﬁnrgagxtd/ ngt%rh'sﬁ)lmgr £ 8 fuyToe Oéxa%gepgf kife "RELQPE! PET

RSs are posSs al'so encourage a type of tier-Z radi o coverage
provi dercempdfemsEaarRBBY0 idilkedtratedtin #digmrt 3 THe RABIB00Orcohtdins Ndi®edssor
(H(e)NB) conprising a global positioni syst en( or Assi sted- GPS

( A- GPS) 320s aetiustss Plgdiosm frwd&iq SR ﬁe{} IMoe 49 6$§§2360rr?emq(r%91m33%9, a

enbodi mept, 1,68 I}H&hgit‘w?}o% %Sﬁfé%ﬁecé%‘?f 3APH irGHEAREEC3 10 alixd gireceiver forma

| ocki ng tunction t ocks paraneters including at [east one
of a can00&8] cont knéneempediarastea R&AT Oxouseunicatesakh ede pamanstdiNs (agd

o1 eS8l Pat . eals 1A% 585 WSl SO0 191 RS RAISEN S A% SDSattRg"
schemes as that used for communications by a WI'RU 480 as shown in Figure 4. In
Figure 4, the WTRUs 480, 482, 484 are connected to the RS 470 via respective wireless
links 472, 474 and 476. The WTRUs are also able to communicate wirelessly with the

BS 460 via links 464, 466, and 468. The BS 460 may be connected to a HNN 450 via
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detect the location of the H(e)NB; and -20- detect if the H(e)NB has noved
fromthe location. 3. The H(e) NB of enbodi nent 2 further conprising:

a universal subscriber identifier nodule (USIM configured to store static
paranmeters and assist in configuration upon startup; a menory; a
renovabl e menory configured to contain the | ocking function and paraneters;
a network card configured for connecting to an IP network a transmtter;

and a r éioki4p2rwhich cphlsd by wjniessfor bapdavirashilhe BRATheegistonpitedf thyougha g

secur e Narduare, SOMRANRNRERAALAS BeSHE:Sh O A9EAs THERUEL A wo-

way) or unilateral (one-way) authentication. The registration data is stored in a
database in the network. The database resides in the HNN 450 or another node in the
network such as in the home subscriber server (HSS) in a 3GPP network which also
contains HLR and VLR databases. In another embodiment, this data resides in a core
network element, such as an SGSN or Gateway GPRS Support Node (GGSN). In non-
3GPP networks, similar nodes are identified for storing the registration data.

[0089] The registration process is performed either at the time of installation and
periodically at regular intervals of time (for example once a day), or as a response to a
request by the network, or other similar conditions. As part of the registration process,
a candidate RS may be denied registration, for example, if the authentication fails.
Similarly, an RS may decide not to register with a particular HNN based on several
criteria, which may include but are not limited to authentication, restrictions imposed
by the HNN on the operation of the RS, and any economic factors relating to the usage
of the HNN.

[0090] Following the registration process, is the process of Attachment. This
process is dynamic process that executes frequently, involves the current state of an RS
and the HNNs that it is poised to communicate with. Procedures similar to GPRS
attach/detach may be employed here. For example, as described in 3GPP TS 24.008-
780, Section 4.7.3, the RS sends an ATTACH REQUEST MESSAGE, which contains a
number of RS attributes, such as RS Identity, Radio Access Capabilities, Ciphering
details, etc. The RS Identity may be permanent or temporary. The Radio Access
Capabilities may include RF Power Class, Multiple Antenna capabilities, Interference
Cancellation capabilities, Handover capabilities as well as support for other radio
technologies supported (e.g. UMTS FDD, LTE, CDMA2000 etc) [See 3GPP TS 24.008-
780, Section 10.5.5.12a]. The BS examines the ATTACH REQUEST message and if
acceptable and deemed useful for cooperative purposes, will transmit an ATTCH
ACCEPT message.
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5. The H(e)NB as in any one of enbodinents 2-4, wherein the carrier

control |l ed paraneter includes a public |Iand nobile network identifier (PLW
| D) that should be broadcasted by the H(e)NB. 6. The H(e)NB as in any one
of enbodi ments 2-5, wherein the carrier controlled paranmeter includes an
H(e) NB supported service conprising at |east one of basic voice service,
energency call support, and hi gh speed data support. 7. The H(e)NB as in
any one [099dnbodi ABnRS Inaﬁ,atthrWih% ot ot anetecHNDYt Whieneid ipat drto

i ncl udes Securi aranefer_conprising at .l east one of a.lqcked .paraneter
i ndi cat &&t??%ﬁﬁl\i%td YPTELY é{ec @uggw,beglsgégoﬁ FPRYREY? an‘%u%é%goélgg’vrll y

al gorlt@%ultigellg'meiﬁ( e)NB as in any one of enbodinents 2-7, wherein the
carrier controlled paraneter includes_a spectrum jndicator that, indicates

tgg gper[a@%nm f The datrckhagtesgribasthy Msatiop of ap K yayipkea form giwilarte of
enbo - b0, t |.er : . 0ol
! m%HE Sda%a %hawgc%% Ifgget)gflg gir(]:gﬁOﬁ.O@B{SO?AtI%glél?ﬁ{&w&r 1f61?&_ﬂ'ﬁ'13§%{12‘30’\|8 as

| ocati on of "operation in atarif cator.
in any aaentify ofthe #INNtb svideld the\RBrie attathel; ddentitbes afdhe BV Nedo phidnidteer i s

| ocked. pq ter. . 11, The H NB in,  of di 2-10,
Sher of n BN S5rHadh HaRtHiE N eEriEh P dvibie Fatio Foosb AR HgE PREFS. L5 n any
one of ?mdﬂﬂ%gxgh_?hé Rﬁgis MR &EGkRed D EORAY o£ORED! B34 ARG tRIes TP bher RSs

par amet er s. e)NB as 1 n any ‘one of enbodi ments 2-12, wherein the
r enovablvehick moe in tontaaliosicomiéy of theol'® updencmisidesation4. The H(e)NB as in any

one of i ments.,.2-13 erei n..the regovabl e,.nenory, ¢ rises the |ockin
Funct 1 on00SHls ™ T s RS Shenene ifh peeshet SYORHan REArie BHRRL L RePBF o he o
r emovabl o iRAPEY e BY in$6Red. rleRakiphg if HMRE {s0Robdl roM#g)presbht 1otAtio €) NB
as in anﬁ one of enbodi nents 2-15, wherein the | ocking function all ows

oper at i ¢hisghay hggra) MBY begisigation/bttachmient pracedune atdha rewdecajigngSynilar
to the concept of Home Network and Visited Network in Cellular Systems for WTRUs,
RSs may also have a Home Network. Thus, when a RS moves to a network that is not
its Home Network, i.e. a Visited Network, then the registration/attachment procedure
in the Visited Network may involve a communication between the Visited and Home
Networks for the purpose of authenticating the RS. RS roaming procedures similar to
WTRU roaming procedures in current cellular systems may be used.
[0094] In another embodiment, a RS experiences a failure and ultimately stops
working (complete failure). In such a case, prior to complete failure, the RS may
communicate with the HNN and possibly other nodes in the core network and inform
them of the change of status. This will trigger a de-attachment procedure. In another
embodiment, the RS may be solar-powered (full or partial). The RS may wish to
conserve power by shutting itself down. In another embodiment, the RS may be
battery or solar-powered (full or partial). This is a particularly attractive way to power
a RS because RSs are small, expected to be deployed in large numbers and operate
unattended. Alternatively, the RS may wish to conserve power by using Idle (or Sleep)
mode procedures similar to those performed by a WRTU connected to a BS. When the

RS is in Idle mode, power utilization is minimized. In such a case, prior to
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17. The H(e)NB as in any one of enbodi nents 2-16, wherein the | ocking
function is enforced at the hardware | evel or by using a secure execution
envi ronnment provided by trusted conputing techniques. 18. The H(e)NB as in
any one of enbodinments 2-17, wherein the |ocking function perforns at |east
one of stopping, shutting down, reducing the offered services, restricting
adm ssion control, resettin confl guration paraneters by sendl ng

oper at | (brmiSItmidngm Hile nmd@e%( eGinagisgndh nrysage ’@waﬂlrfbthedﬁﬁﬁéh‘(a@ﬂfﬂ A6B)
signali n éhe operat or, sending warning nessages to the operator, and
directl ¢ %I?ﬁl & ng the operator, if a user attenpts to reconfigure H(e)NB

par amet ¢o@o5M t housn &R, hehichyis unb@tachbe abid g)od¥Bbds unfegistgrahi afpaaticaliirment s
2-17, wherein the | ocki ng function allows WRTUS to conne%tNéo the H(e) NB

only if ledasionrrath anyeHNNbsedvesteesiteall, srekingep Nmasn tHrarst geqyites 1ts7 () NB
as in a t

Chat "t naSTQ T\ EPe ALY, TP oS Bspklls th06E Eaflo bREQOENN DRl ARUEATCES |
are met presthce El'hIGINE{@)]‘dBeﬂcﬂmgmh&ﬁe mmnﬂtsZﬁ seldoter siitabbe erdboe(arsumaihga Rber i a

)N 5 chpite o e Pl Pl ob i SWAERR, SRSoRE0T Bl

e i

request f f the
ot tost afy par bR e b o At lsadﬁ?%lfn‘??ﬁ%‘fﬁﬁf?h#hgéﬁﬁ%‘*@*"”ﬂ“ (&) NB

as in arsyamhmg)foreﬂimonhdmand erﬁnedmhéy edmertisecistdlh g SineecHNGYs hnb‘@cﬂhe
conmmand or Iocﬁ with nodi fi ed Ea neters_are r. cel

D sienct. e Rt cqvenses ARd isreaBB s roab YRET et Y RobiBB5 ! 5o

The H(e)dyBasinb Qvlﬁe@ﬂe%&fth@ﬁh@éﬂ FEBM Beld: TRérefoMaCHiSinp sach etdritg the/Bst i on
command, along with nodified paraneters_are received via Qpen Mbile

Al | i ancendyoNIoseby ismthetielp efiemad{atisearBSiand negptiate terms of a contract. The

contract may involve duration of assistance, nature of assistance, modes of assistance,
etc. Subsequently, the RS ‘sells’ its services which includes registering and attaching
with the HNN and upon the completion of the contract, de-registers and de-attaches
itself with the HNN. This solution provides for a deployment scenario where a number
of 3rd party radio helper RSs are possible. It may also encourage a type of tier-2 radio
coverage providers and a secondary market.

Embodiments

1. An in-home Node-B (H(e)NB) comprising a global positioning system(GPS) or
Assisted-GPS (A-GPS) system configured to determine a location.

2. The H(e)NB of embodiment 1 comprising:

a processor configured to:

perform a locking function that locks and unlocks parameters
including at least one of a carrier controlled parameter and a user controlled
parameter, and modifies at least one of the carrier controlled parameters and the

user controlled parameters;

detect the location of the H(e)NB; and
-20-



24. The H(e)NB as in any one of enbodi nents 2-23, wherein the H(e)NB
detects a change in its location by conparing at | east one of a surrounding

macro-cell identifier and neighbor cell identifier along with a
corresponding radio strength, with at | east one of an expected macro-cell
identifier paranmeter and an expected nei ghbor cell identifier, and an

expected corresponding radio strength. 25. The H(e)NB as in any one of
enbodi nent s 2- 24, dethelnéthe HK@NQMS\BOM@ Eersthe lepatiefe in its | ocation by
conparing a stored |location paraneter with at |east one of the GPS or A-GPS
determ ned | ocation, a served wireless transmt/receive unit (WRU)

| ocati or3, and‘haH(e)}glbbﬁémr@gdﬁﬁédt Nurthdraoaipriding: 26. The H(e)NB as in any
one of enbodi ments 2-25, wherein the H( ei%(B transmts a thguest t.o update

i ts nei ghbor aundyerpal Se\lhs@ilbwéenﬁéelémoriu UM rgaligurrsl fordoxg #pNB | ocat i on
has not of enbodi ments 2-26, wherein
if the Ig?e%%&gsetag‘rgésﬁggﬁ}%&@ %ﬁ%cg?l?g%arwht have changed, the H(e)NB
wi || performaaterhesgst one of the foll OWI ng: contact the operator core
network and re change in Io i.ndi atlon of . the new

| ocat i on/ newalrgmﬁ?ﬂﬂﬁéé’%em Wdcoé‘rﬁﬁ“ anlﬁ&heﬁgc&?gg WS athdat ed

nei ghbomakdgktdrBf Or mation; institute a trigger |ocking mechanism

broadcast an out’ of service alert nessage to the WIRTJs attenpting to
connect to th@em@mrd@gnﬁmfgpeamachggéo and®ordtivgulke its nei ghbor |i st
on its own; ar%d 24‘t expiration of a timer, request an updated

nei ghbor |IS€' tﬁﬁe II‘—?{le) NB as in any one of enbodi ments 2-27, wherein
the H(e) NB car}e@@%@te wi thin a range of l|ocations including: a hone;

4, The H(e)NB of embodiment 3 further comprising:
a secure hardware component providing a secure storage and execution

environment.

5. The H(e)NB as in any one of embodiments 2-4, wherein the carrier controlled
parameter includes a public land mobile network identifier (PLMN ID) that should
be broadcasted by the H(e)NB.

6. The H(e)NB as in any one of embodiments 2-5, wherein the carrier controlled
parameter includes an H(e)NB supported service comprising at least one of basic

voice service, emergency call support, and high speed data support.

7. The H(e)NB as in any one of embodiments 2-6, wherein the carrier controlled
parameter includes a security parameter comprising at least one of a locked
parameter indicator, a protected data indicator, a security key, and a security

algorithm.
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an office; an alternative office; a retail building;, and an area adj acent
to a honme, office or retail building. 29. The H e)NB as in any one of
enbodi ments 2-28, wherein the He)NB initiates a | ocati on update procedure
if a stored serving higher network node (HNN) identity is different from an
advertised serving higher network node (HNN) identity. 30. The H(e)NB as

I n any one of enbodinents 2-29, wherein at |east one of the processor, the
secure hardware conponent, the USINl the nenory, and the renovable menory

contai ng an mfecri@m%g%h %E‘of |er yﬁD 2.9 OFRE} chEx%[lEHt'O“

further conprising: a ent | expected va ues or WIRU

par anet grasametdridelages a spestenmdaghidr thut ofditates W&bpem@onahfrequmcﬁ d¢fat the
WI'RU su g &B ltiple Input Multiple Qutput (M M); a nodul ation

capabi | i8¢ HEPNAFRU, ~ and

9. The H(e)NB as in any one of embodiments 2-8, wherein the carrier controlled

parameter includes a location of operation indicator and a tariff indicator.

10. The H(e)NB as in any one of embodiments 2-9, wherein the carrier controlled

parameter is a locked parameter.

11. The H(e)NB as in any one of embodiments 2-10, wherein the USIM contains

one or more parameters.

12. The H(e)NB as in any one of embodiments 2-11, wherein the memory

contains one or more parameters.

13. The H(e)NB as in any one of embodiments 2-12, wherein the removable

memory contains one or more parameters.

14. The H(e)NB as in any one of embodiments 2-13, wherein the removable

memory comprises the locking function.

15. The H(e)NB as in any one of embodiments 2-14, wherein the removable

memory comprises the locking function in a WI'RU.

16. The H(e)NB as in any one of embodiments 2-15, wherein the locking function

allows operation of the H(e)NB based at least in part on parameter values.
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security algorithnms supported by WIRU; validation information; and
authentication information. 31. The H(e)NB of enbodi nent 30, wherein the
H(e)NB DB i nformation is programred. 32. The H(e)NB in any one of

enbodi ments 30-31, wherein the H(e)NB DB information is acquired from WRUs
connected to the H(e)NB. 33. The H(e)NB as in any one of enbodi nents
30-32, wherein the H(e) NB sends a change al ert nessage or requests

veri fi ca¥i onThé Hfea¥iyed in nhyomatof emboilfmerte 2H G WBrans thedockingdunetien t he

H(e) NB detects .a, change,in the He)NB.DB information. 34. The e)NB as in
any onel%‘angFﬂ‘?Gd’ﬁt%Eﬁ@gr‘%W%’?, ley e(f(*r nhe al—?@ﬁ‘)‘ﬁ?&?&?ﬁ%’? §UETAANG (i)n its

| ocat i O@rmd&pp}%@msm dorhpiitihg 8schingied. | P address with a second assigned IP
address. 35. e H(e)NB as in any one of enbodi nents 2-34, wherein if the
nge) EB detects a change in its location, the He)NB perforns at |east one
of the fgll ow ng; .cont a h r ? r r 1 a
change ilg' I o%‘f ?‘gﬁ)NV\IAg 3 ug(r%n&r?g’%@tgte ﬁgﬁﬁ%%%gé%|@%%§w$ga%gﬁ @B&g%r ess
and newpdefbft ad1dmet ehdef stoppiegy ebattinpdddves redughpahe loffeted suroicemt i on;
trigger a | ocking mechanism . broadcast, an out of service alert
message resricHag wRRIESion campel Resetting samasuratigniagametykpy sending

operational and maintenance (O&M) signaling or control plane (C-plane) signaling

to the operator, sending warning messages to the operator, and directly contacting
the operator, if a user attempts to reconfigure H(e)NB parameters without

authority.

19. The H(e)NB as in any one of embodiments 2-17, wherein the locking function
allows WRTUs to connect to the H(e)NB only if the WTRUSs are subscribed with the
H(e)NB carrier.

20. The H(e)NB as in any one of embodiments 2-18, wherein the locking function
ensures that the H(e)NB can be unlocked when predetermined criteria for operation

are met.

21. The H(e)NB of embodiment 20, wherein predetermined criteria includes:
successful authentication of the H(e)NB or the owner of the H(e)NB;
successful verification of the context of the unlocking request by its owner or

operator; and
successful verification of the attestation by the H(e)NB of its platform

trustworthiness.

22. The H(e)NB as in any one of embodiments 2-21, wherein a locking function
unlock command or locking command, along with modified parameters are received

from the core network or radio network controller via signaling.
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continue operating and/or reconfigure its |ocation; and i npl enent an
I nt ernet Engi neering Task Force (I ETF) nobility nmechanismthat enables the
H(e)NB to report its location change via a public IP network. 36. The
H(e)NB as in any one of enbodi nents 2-35, wherein the H(e)NB detects the
type and characteristics of the physical |ayer connection to the operator
core network (CN) or radio network controller (RNC) wherein the physical

| ayer conprises at | east one of Wdeband Code Division Miultiple Access

(WCDVA) oHi gh S ) r ile.

Conmruni (:2Ia§t'i orﬁ?%ﬁg%&qh aﬁ%gcge ﬁa%@%%g@s% zm%%gﬁ&%%ﬁﬁ%bgﬁl%%s Local
Ar ea Netcommkar{d\laldY)g with igodifled pabpanictdis aré reveiveldStiy Omaliebide d1ViidedwW de

| nt er ope jlity f M cr owav. ccess (W MAX), based upon quality of

servi ce(@%b?ﬁé‘%&g@%w rﬂ&e%&“hﬂ‘%d by the H(e)NB and using QoS
paraneters stored in the He)NB DB. 37. The H(e)NB as in any one of

enbodi nents 2-36, wherein the H(e) NB changes at | east one of servi ces
of f er ed 24adniThsilbte)NBrasriolanyarrsenefteantndimadts BB ewhefein skee H(eIpdetees, based
on the cag}abi I i.ti.eﬁ of .t he underl.%(i régkgg Si ca* | ayer ﬁonnecti on 38. The
H(e) NB 4shanegip isacationsiy, coPRaripg 25 lepst opf ot & SHIOHBIRE RE % hges  at

| east ongestificiadifl héikBbo eI RI’hGigdr hWn@%ﬁH@qarf@ﬁbﬂ&iﬁ‘g&_ﬁ&%@%&h bi t
error rate, air interface signaling, and quality of service. 39. The

H(e) NB asith at laast one oban erpeddedreracso-gelbBlenfilier @anampterpnscas expectesl f urt her
configured.to previde.oro ures t implify k act i or services.
20, The el MaRG RE Uk el b R AP S et er s
are renotely configurable. 41. The H e)NB as in any one of enbodi nents

2- 40, wherein msssgﬁes are sent and received that_ contajn_signaling
i nf or mat2en d&gpiiedNBpsdn aryene ¢rpankdipgaty &i2d oherpin the H(e)NB detects

a change in its location by comparing a stored location parameter with at least one
of the GPS or A-GPS determined location, a served wireless transmit/receive unit
(WTRU) location, and a neighboring cell WTRU location.

26. The H(e)NB as in any one of embodiments 2-25, wherein the H(e)NB
transmits a request to update its neighbor list if a neighboring cell has changed and
the H(e)NB location has not changed.

27. The H(e)NB as in any one of embodiments 2-26, wherein if the H(e)NB
determines that its location might have changed, the H(e)NB will perform at least
one of the following:

contact the operator core network and report a change in location with an
indication of the new location/new IP address, and any detected neighbors

request updated neighbor list information;

institute a trigger locking mechanism,;

broadcast an out of service alert message to the WIRUs attempting to
connect to the H(e)NB;

continue operating or reconfigure its neighbor list on its own; and
-24.-



a "location update" that indicates information including at | east one of a
change in location of a H(e)NB to the core network, an anticipated change,
access restrictions associated with that |ocation, service paraneters,

security paraneters and commands fromthe core network; a "WRU |ist"
that further conprises a list of the WIRU IDs that are connected or
requesting to connect to the H(e)NB; a" type of connectivity" that

i ndi cat es t hepty pepiviticnnhie timier, rgquest andipdgtedgieighbardistte, that the H(e) NB
has with the operator and includes quality of service (QS) support
i nformation; "reconfigured paraneters” that indicates user

confi gupabl eTRATHERIB =S ih Relyusiend enfRbithes 227 arledehytidH(HNB) B, specific
radi o resource control (RRC) paraneters further including values for power
cont r ol operate withiarmdeange odlerariensindedipg: par anet ers” that specifies
paraneters fqr 0%%ndover and reselection froman H(e)NB to a nacro-cell or
to anot her H (5 7 and "H(e)NB platformand functionality
attestation" ahléficespeci fi es new paraneters and i nformation for secure
renmote attestation of the H(e)NB' s platformor functionality, authenticity
and integrityn altepnatipRoffice) NB as in any one of enmbodi nents 2-41, wherein

t he nmessages  3LEifedh -?lgegngmssages, part of existing nmessages or as
Information ElI'enents %1 s. 43. A nethod for wirel ess comrunications

conpri si ng cenfarganijagent tona home, dffide oBrétail(helidB)g. 44. The method of
enbodi ment 43 conprising | ocking and unl ocking paraneters, in a | ocking
function, including at | east one of a carrier controlled paraneter and a

user comdgr ol Tgd HPRINBBLAH arf ¢he BTdnibodnderts 4-28Skhérden e HONBIHitigtes

controll ed paraneters and the user controlled paraneters. _45. The nethod

of enbodi lveationtBpdahermroeiduge dfea storeheeraingighponetororkimode(BNB) iden§ty The
The I ocat ADTErens Fom Ha aEr Rpa 2 ng BERD reab e d PO R Mher i
the carrier controlled paraneter includes:
30. The H(e)NB as in any one of embodiments 2-29, wherein at least one of the
processor, the secure hardware component, the USIM, the memory, and the
removable memory contains an information database (H(e)NB DB) comprising:
WTRU information further comprising:
a WTRU identifier (ID);
expected values for WTRU parameters including:
a power capability of the WITRU;
an indicator that the WTRU supports Multiple Input Multiple
Output (MIMO);
a modulation capability of WITRU; and
security algorithms supported by WTRU;
validation information; and

authentication information.

31. The H(e)NB of embodiment 30, wherein the H(e)NB DB information is

programmed.
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a public land nobile network identifier (PLWMN ID) that should be

broadcasted by the H(e)NB; an H(e) NB supported service conprising at
| east one of basic voice service, energency call support, and hi gh speed
data support; a security paranmeter conprising at |east one of a

| ocked paraneter indicator, a protected data indicator, a security key, and
a security algorithm a spectrumindicator that indicates the operational
frequency of the H(e)NB; a | ocation of operation indicator; and a tariff

i ndi cat . h i ap%. n TQQH. erein the
carrier 0%26 nt r41§1el %@%I?ﬁ %ﬁ%}q’eﬁ% 6sfq}a ocl:rg‘g tS(|;‘i(a0r'§rﬂ=3t eém%}ge. ﬁ?‘%@ﬁr@ﬁod as in
any one iaforeidtiugh ieeit8irdd b WIRUB esnitsztql tosihed@)NBL ng t he | ocki ng

function and one or nore parameters in a universal subscriber identifier
nodule (USIM. 50. The nethod as in any one of enbodi nents 44 49, further

F erbvabl ey L Bl RS SN RBAE, A0S pnaREe dRATRIRES e
further xdmprgesilen raésmapagr rérprekstac kerifjcdtionrcof dangad ifoemationpif éhear amet er s

[ t | at f I T . . Th t hod ' f
ertbodi oI ONBASIOLRRTE 414 e TISOR e TORer i ERGPOMIBDS s al 1 owi ng
oper ati gRfsndtiys H(e) NB based at |east in part on paranmeter values. 53.

The nethod as in any one of enbodi nents 44-52, wherein the | ocking function
further conprises enforcing the | ocking function at the hardware | evel or

- 29- 34. The H(e)NB as in any one of embodiments 2-33, wherein the H(e)NB detects
a change in its location by comparing a first assigned IP address with a second

assigned IP address.

35. The H(e)NB as in any one of embodiments 2-34, wherein if the H(e)NB
detects a change in its location, the H(e)NB performs at least one of the following:

contact the operator core network and report a change in location with an
indication of a new location, a new IP address and new detected neighbors;

request updated neighbor list information;

trigger a locking mechanism,;

broadcast an out of service alert message to the WI'RUs attempting to
connect to the H(e)NB;

continue operating and/or reconfigure its location; and

implement an Internet Engineering Task Force (IETF) mobility mechanism

that enables the H(e)NB to report its location change via a public IP network.

36. The H(e)NB as in any one of embodiments 2-35, wherein the H(e)NB detects
the type and characteristics of the physical layer connection to the operator core
network (CN) or radio network controller (RNC) wherein the physical layer
‘comprises at least one of Wideband Code Division Multiple Access (WCDMA) High

Speed Packet Access (HSPA), Global System for Mobile Communication (GSM)
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enforcing the | ocking function by trusted conmputing techniques. 54. The
met hod as in any one of enbodi nents 44-53, wherein the |ocking function
further conprises perform ng at | east one of stopping, shutting down,
reduci ng the offered services, restricting adm ssion control, resetting
configuration paraneters by sending operational and mai ntenance (O&%M
signaling or control plane (C>Elane) signaling to the operator, sending

war ni ng Brdgedtaghs Aceess INetwpek € RAl\b)nWim%E%Sdmoﬁl Aoea Betivork (WbAdDerator, i f

a user A s, to..reconfj e e). NB parnanmet ers W t hgut., aut har | 55.
The. et IUETACO ARG e BTSN 6aE o R VR eyl P et MY nct 1 on
further AQegr(VEBSAR), lhavsd'gpor fehlesSoflseRNENIQIT) ei&tiriee nivtisused ¥MERU) s to
connect to the H(e)NB only if the WIRUs are subscribed with the H(e)NB
carri er gatlged bighpdi(RI¥B sadjysing Rod marametars stirad in shorl(@NB b ei n t he

| ocki ng function further conprises ensuring that the H(e) NB can be unl ocked
when predetermned criteria for operation are net. 57. The nethod as in
any one 37 embhed (@B 31544 a1y, onetif eaibodphentst286y wikeletxt theeH(@NBchharges :

aut henticating the He)NB or the owner of the H(e)NB; verifying a context
of the @IeRKORG Ot equest; and verifying an attestation by the H(e)NB of its

platformtru &W;EM& adnfissid Bol RSN aftdd, AAY nARMhe?lor a8HQI Nent s
44- 57, vvherelén tee Fogiils’r?g ﬁsr%cti%n flt}sr)%ﬁer conpri ges ree(?ei ving the unl ock
command soppoited,l ocki ng command, al ong with nodified paraneters. 59. The

met hod as in,any, one of enbhodi S 44-38 erein,.the detecting a change
inits |ocat Pﬁﬁgdc?fhﬁﬁ &g btﬁ‘i)gg‘ﬁ)c fju&ﬁeﬁm%ﬁécag%ayfrscﬁ??%%f?&]i' ng
macr o-cel | - 30-

38. The H(e)NB as in any one of embodiments 2-37, wherein the H(e)NB changes

at least one of data rate, guaranteed throughput, maximum throughput, bit error

rate, air interface signaling, and quality of service.

39. The H(e)NB as in any one of embodiments 2-38, wherein the processor is

further configured to provide procedures to simplify H(e)NB actions or services.

40. The H(e)NB as in any one of embodiments 2-39, wherein the parameters are

remotely configurable.

41. The H(e)NB as in any one of embodiments 2-40, wherein messages are sent
and received that contain signaling information comprising at least one of the
following:

a "location update" that indicates information including at least one of a
change in location of a H(e)NB to the core network, an anticipated change, access
restrictions associated with that location, service parameters, security parameters
and commands from the core network;

a "WTRU list" that further comprises a list of the WTRU IDs that are

connected or requesting to connect to the H(e)NB;
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identifier and nei ghbor cell identifier along with a correspondi ng radio
strength, with at |east one of an expected nmacro-cell identifier paraneter
and an expected nei ghbor cell identifier, and an expected correspondi ng
radio strength. 60. The nethod as in any one of enbodi ments 44-59, wherein
the detecting a change in its |location conprises conparing a stored

| ocation paraneter with at | east one of the GPS or A-GPS determ ned

| ocation, a setypedlwpregcsiyityt thatsindicatesidieiyre of cormerhvity iaeladingnDShnd a
nei ghbor i n el R | [ . T I f
enbodi mént %blgﬂ%-%}%-? t&ﬁ(?ﬁggkgg%ﬁ glgen%petqrgg)%g‘%%tqg F%?GEQP ggé’eg{@ olcapdat eits
nei ghboxQb$séupportinieingdtdet;i ng cell has changed and the H(e)NB | ocati on has
not changed. 62. The nethod as, in any. one of embodi rrg ts 44-61 further
conpri si ng pdiereniigugd paramglers gihat sndicates pger enptigyirable RagamatISNG

det erm @ﬁaugﬂ%t. shiySeek QfRd megﬁtem@,fgg&d?ﬂ@g@cﬁb resoulrfOEAREHNGRA)E oper at or
core networ nd o]

report a chHange In cation wth an indication of the new
| ocat i opanawete?s Addhesimclwaliog aalued dorepdveer qoabghbor s requesti ng updat ed

Dy oadoast | ne apdsger Bed Seieldib mashimarkg Hias SRt Sk BorRteloEt fmt i ng 1o
connect Ha@dbhg: dHEINBlecti6 Blohd #h M WB 18 hi AScrlcel1&A0 Hndtha HieINBehahbor

list on its own; and upon expiration of a tiner, requesting an updated
nei ghbor | i stH(e3N¥B plabfermads fonctjenditytdtbestador’cihed spedifies newr nati on by a

WIRU i sing; i ditional d N \on; Vi
Fequest TRFumel T eBR hlor aBion it Sy BB A Slion bR HROAR S RISER' "9 °
transm tokifagetiddRlidpt fahedticiey hnd MwREr®y.i on to the H(e)NB. -31-

42. The H(e)NB as in any one of embodiments 2-41, wherein the messages are

dedicated messages, part of existing messages or as Information Elements (IE)s.

43. A method for wireless communications comprising configuring a in-home

Node-B (H(e)NB).

44. The method of embodiment 43 comprising locking and unlocking parameters,
in a locking function, including at least one of a carrier controlled parameter and a
user controlled parameter, and modifying at least one of the carrier controlled

parameters and the user controlled parameters.
45. The method of embodiment 43 comprising detecting a location of the H(e)NB.

46. The method of embodiment 43 comprising detecting if the H(e)NB has moved

from the location.

47. The method as in any one of embodiments 44-46, wherein the carrier

controlled parameter includes:
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64. A nethod for creating a neighboring cell list (NCL) in a H(e)NB
conprising: sending a request to a WIRU for detected cell information;
receiving the detected cell information fromthe WIRU, and processing
detected cell information to generate the NCL. 65. A Relay Station (RS)
conprising an in-honme Node-b (H(e)NB). 66. The RS of enbodi nent 65
conprising a global positioning systenm(GPS) or Assisted-GPS (A-GPS) system
confi gured tapublietaridwnokile vetwonknidestifie MY HY) havebpwkedrhe 65 conpri si ng

a processor, confi e . performa | ocking function that | ocks
and unl §E‘i@§°ﬁ§‘?3#§ﬁ@?§*ﬁt€ﬁﬁ%di ng at |east one of a carrier controlled
paramet er angn H(UNEB sGpPdrted badidedoaifriehg afstoaé bf Bssiaboicesatvieene of the

carrier controlled paranmeters and the user controlled paraneters; detect
t he | ocamesgensy ceHsuppestngnd Righ seeeddatp Supp@tH(e) NB has noved fromthe

| ocation. 68 : | o ' f : [ Si ng:
a universal 2§ gs C %ggjea?&lng g%%@rmrﬁ}g%g (Iij%ﬁ? ?Jg? ﬁfgggckfefid% ?é%%f{é%ﬁgtﬁg r'raj(ca(ﬁjét atic
par amet argotdetedadstadhdicatorpafsbgiiBtkan anfarsestisity ajgorahnenory;

a spectrum indicator that indicates the operational frequency of the H(e)NB;

a location of operation indicator; and

a tariff indicator.

48. The method as in any one of embodiments 44-47, wherein the carrier

controlled parameter is a locked parameter.

49. The method as in any one of embodiments 44-48, further comprising storing
the locking function and one or more parameters in a universal subscriber identifier

module (USIM).

50. The method as in any one of embodiments 44-49, further comprising storing

the locking function and one or more parameters in a removable memory.

51. The method as in any one of embodiments 44-50, further comprising storing
the locking function and one or more parameters in a trusted platform module

(TPM).

52. The method as in any one of embodiments 44-51, wherein the locking
function further comprises allowing operation of the H(e)NB based at least in part

on parameter values.

53. The method as in any one of embodiments 44-52, wherein the locking

function further comprises enforcing the locking function at the hardware level or
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a renovabl e nenory configured to contain the | ocking function and
paraneters; a transmitter; and a receiver. 69. The RS as in any of

enbodi ments 66-68, further conprising: a secure hardware conponent

provi ding a secure storage and execution -32- environnment. 70. The RS as
in any of enbodi nents 66-69, wherein the carrier controlled paraneter

I ncl udes: a public land nobile network identifier (PLMN ID) that

shoul d kefdreimgdbadoddng furnidinHfieiriBled computing te¢leigBesupport ed service
conprising at |east one of basic voice service, energency call support, and
hi gh speed data support; a security paraneter conprising at |east one

of a |og4ed paeaREHLBH alsriﬂla tofle-of 3niHodlB6A IR0, avhdidiCBiedbekidgsecur i ty
key, and a security algorithm a spectrumindi cator that indi cates t he

oper at i dwadtidny fugtheaycopmyirisel @erf(oem atalepsicend efrsteppingeshatttivg doma, cat or; and

a tarif frec'h?c?rllg %‘he offered services, restricting admission control, resetting configuration

parameters by sending operational and maintenance (O&M) signaling or control
plane (C-plane) signaling to the operator, sending warning messages to the
operator, and directly contacting the operator, if a user attempts to reconfigure

H(e)NB parameters without authority.

55. The method as in any one of embodiments 44-54, wherein the locking
function further comprises allowing wireless transmit/receive units (WTRU)s to

connect to the H(e)NB only if the WTRUs are subscribed with the H(e)NB carrier.

56. The method as in any one of embodiments 44-55, wherein the locking
function further comprises ensuring that the H(e)NB can be unlocked when

predetermined criteria for operation are met.

57. The method as in any one of embodiments 44-56, wherein predetermined
criteria includes:

authenticating the H(e)NB or the owner of the H(e)NB;

verifying a context of the unlocking request; and

verifying an attestation by the H(e)NB of its platform trustworthiness.

58. The method as in any one of embodiments 44-57, wherein the locking
function further comprises receiving the unlock command or the locking command,

along with modified parameters.

59. The method as in any one of embodiments 44-58, wherein the detecting a

change in its location comprises comparing at least one of a surrounding macro-cell
-30-



71. The RS as in any of enbodi nents 66-70, wherein the carrier controlled
paraneter further includes: a RS Identity; a Radio Access Capability
further conprising: a RF Power Class; a Miultiple Antenna capability
indicator; an Interference Cancellation capability indicator; and Handover
capabilities; and C phering details. 72. The RS as in any of enbodi nents
66-71, wherein at |east one of the processor, the secure hardware
conponeridentifier aygl wighher edhisleptifigndlongavithe arprissponding rgdiecirensgte, an

I nf or mat_j t aba | -1 NB, DB) ¢ r{.sk:09; | nf.ormat i on rther
conpris |%lgﬂ ag?‘?ﬂ%gﬁglgaéﬁ? ieg‘ ﬁgecrt ecz Fl%cfo-%gp}dg 21'}:]1?1%{ Pé%—aa%{?%g)a?ld%dée |eﬁ{cﬁldc at or
that i ndieighites cefl iddgifly, hfidian dxpb&tedRe@espohdting radio strength.

60. The method as in any one of embodiments 44-59, wherein the detecting a
change in its location comprises comparing a stored location parameter with at least
one of the GPS or A-GPS determined location, a served wireless transmit/receive

unit (WTRU) location, and a neighboring cell WIRU location.

61. The method as in any one of embodiments 44-60, further comprising
transmitting a request to update its neighbor list if a neighboring cell has changed
and the H(e)NB location has not changed.

62. The method as in any one of embodiments 44-61 further comprising
performing at least one of the following, if the H(e)NB determines that its location
‘might have changed:

contacting the operator core network and report a change in location with an
indication of the new location/new IP address, and any detected neighbors

requesting updated neighbor list information;

instituting a trigger locking mechanism;

broadcasting an out of service alert message to the WIRUs attempting to
connect to the H(e)NB;

continuing operating or reconfigure its neighbor list on its own; and

upon expiration of a timer, requesting an updated neighbor list.

63. A method for generating detected cell information by a WTRU comprising:
storing additional detected cell information;
receiving a request from a H(e)NB to transmit the detected cell information;
and

transmitting the detected cell information to the H(e)NB.
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expected values for WIRU paraneters including: a power capability of the
WRU, an indicator that the WIRU supports Multiple Input Miltiple Qutput
(MM); a nodul ation capability of WIRU, and security al gorithns supported
by WIRU; validation information; and authentication information. 73. A

met hod for conserving power by a relay station (RS) conprising: entering

I dl e node; and sending a node indicator. 74. A method conprising obtaining
services by a relay station (RS). 75. The nethod of enbodi nent 74

(Cam I s éXg | IA',S;[n%%on o&‘ (():reda }negr a ngi?ghi)grei\n ST R FN BL) & Q&‘ﬁgﬁ\EB gg}n\f)%rs{(ngr:mde
sending a request to a WTRU for detected cell information;
receiving the detected cell information from the WIRU; and

processing detected cell information to generate the NCL.
65. A Relay Station (RS) comprising an in-home Node-b (H(e)NB).

66. The RS of embodiment 65 comprising a global positioning system(GPS) or
Assisted-GPS (A-GPS) system configured to determine a location.

67. The RS of embodiment 65 comprising a processor configured to

perform a locking function that locks and unlocks parameters
including at least one of a carrier controlled parameter and a user controlled
parameter, and modifies at least one of the carrier controlled parameters and the
user controlled parameters;

detect the location of the H(e)NB; and

detect if the H(e)NB has moved from the location.

68. The RS as in any of embodiments 66-67, further comprising:

a universal subscriber identifier module (USIM) configured to store static
parameters and assist in configuration upon startup;

a memory;

a removable memory configured to contain the locking function and
parameters;

a transmitter; and

a receiver.

69. The RS as in any of embodiments 66-68, further comprising:

a secure hardware component providing a secure storage and execution
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76. The nethod of enbodi ment 74 conprising advertising to a FINN. 77. The
nmet hod of enbodi ment 74 conprising receiving a contract for assistance
including at | east one of a duration of assistance, a nature of assistance
and a node of assistance. 78. The nethod of enbodi nent 74 conpri sing
selling its services. 79. The nethod as in any one of enbodinents 75-78,
further conprising selecting a radio. [0096] Al though the features and

el emrent engfrohtyenpr esent invention are described in the preferred

enbodi ts | ticular gonbination ach feature or. el ene can - 34-
be used ‘&t ong'?‘\‘ﬁn&?i%fn the Og?lﬁg?&f"éeégﬁg@?%awg‘eﬁ?%ﬁg‘ﬁtcgr%‘?r ‘E“ﬁ’é“ﬁ#eé‘f erred
enbodi MgRL§meteriificl@Es:0us conbi nations with or without other features and
el enents of the present invention. The nmethods or flow charts provided in
the present i iciland mopileaetyrpileidentifigr (RLMN bRpthagrshoplhbam sof t war e,
or fir re,tangibl ied in a conputer-readabl e storage nmedi um for
execut i egieWe%eﬁ‘geu 6se conputer or a processor. Exanples of

conput er - r eagdalf@)NBYup@erteB dbiiite dongprisiag at 1t ondlbf basiowbice sBENe, a
random access nenory (RAM, a register, cache nenory, sem conductor nenory
devi ces,emergaeey @lhtunpers god high sheast date pPErtdi sks” and renmpovabl e di sks,

magnet o- opt i I | . i i . 2 Lgital
vi deo di sks %%&?w%@g%gﬁﬁ%gﬁémg%gégas%ﬁ% 0?%3%@%@%%5 efgllﬁpl e, a
gener al gppropesed patcesisaitor,a spertykeypundassecoridy edgoaithng conventi onal
processor, a digital signal processor SP), a.plurality of

M cr opr ocess GriPeCEHE BdlGaiprthatdp ?@ég g8 %r%tw%éi?&aﬁa 3o thedheNBsp
core, a cont ra%%aecgon@f Jef 4125 P i thRandAPp! i cation Specific Integrated
Circuits (ASICs), Field Programmable Gate Arrays (FPGAs) circuits, any

ot her type ofa taniffigudadador.ci rcuit (1 C), and/or a state machine. [0098] A
processor in association with software may be used to inplenent a radio
frequency transceiver for use in a wireless transmt receive unit (WRU),

user equiPMenthe(REhs it hifion dinbolRsénts 6870 Rvheraih theRiiver koraesled! | er
(RNC), or any host conputer. The WIRU nay be used in conjunction with

nodul es,parapleterciurgeriinclidesivar e and/ or software, such as a camera, a video
camer a nodul & Ré éi dcet(g,phone, a speakerphone, a vibration device, a speaker,
a m crophone, % tI TEVPsi on transcei ver, a hands free headset, a keyboard, a

Bl uet oot h(r) arRadibAceasst CasHBRBYfurticht catrpatisifdy) radio unit, a liquid
crystal display (LCD) display unit, an organic light-emtting di ode (COLED)
display unit, a d?gﬁ gpwﬁﬂgléssﬁ)l ayer, a nedia player, a video gane pl ayer

nodul e, an Inter ”EtMth%’é%teﬁxﬁ‘Qé&{ab?l%&i‘Mdh@t&%S | ocal area network (W.AN)

nmodul e.
an Interference Cancellation capability indicator; and

Handover capabilities; and

Ciphering details.

72. The RS as in any of embodiments 66-71, wherein at least one of the
processor, the secure hardware component, the USIM, the memory, and the
removable memory contains an information database (H(e)NB DB) comprising:
WTRU information further comprising:
a WTRU identifier (ID);
RS identities (IDs);

mode indicator that indicates if the RS is in idle mode;
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CLAIM5S What is claimed: 1. A llonme evol ved Node-B (HeNB) conprising: a
processor configured to: initiate a platformvalidation procedure for
validating the integrity of the HeNB; recei ve and maintain trust
related credentials fromat |east one network node through a renote

provi si oning procedure on a condition that the platformvalidation
procedure is successful, the H(e)NB in comrunication with the at |east one
net wor k node; andexpected vajuésofge WERUgsamgténgrintiudingn a condition that the
pl atform val i dati on procedure is..not .suc ul. 2. The HeNB of claiml,
wherein the processor a'i%m&ertqaé??f"égyﬁfgl%ee 'modul e. 3. The HeNB of claim

1, wherein the process@linditaksid@ntdhs SPPRE @f}?@kﬂsiMﬁl ¥IThpRRRAtipk The
HeNB of claim 1 wherein initiating the validation protggdure i ncl uges

sendi ng Qartpat (MEYIE); on of the platforms trustworthiness to a network

entity. 5. The HeNB of. cliajm 4 whergi Lidation procedure is
successful on a condi tailcgl(rgl)d't1 azg]tonvcgpg)ﬁ%gto?gﬁrgﬁcgggsfuI nmessage i s received

in response to the attseslfty slgoritlms FappdiedNBbPWTRE; M 1 wherein initiating
a validation procedure. includes verifying a |ocation of the HeNB.
validation information; and

authentication information.

73. A method for conserving power by a relay station (RS) comprising:
entering idle mode; and

sending a mode indicator.
74. A method comprising obtaining services by a relay station (RS).

75.  The method of embodiment 74 comprising listening to determine the

presence of a higher network node (HNN).
76. The method of embodiment 74 comprising advertising to a HNN.

77. The method of embodiment 74 comprising receiving a contract for assistance
including at least one of a duration of assistance, a nature of assistance and a mode

of assistance.
78.  The method of embodiment 74 comprising selling its services.

79. The method as in any one of embodiments 75-78, further comprising selecting
a radio.
[0096] Although the features and elements of the present invention are described

in the preferred embodiments in particular combinations, each feature or element can
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7. The HeNB of claim®6 wherein verifying the |l ocation of the I1eNBis
performed by verifying a current neighbor list. 8. The HeNB of claim®6
wherein verifying the location of the HeNB is performed by using an
Internet Protocol (IP) address. 9. A nethod of securing comrunication at a
honme evol ved Node-B (HeNB), the nethod conprising: initiating a platform
val i dati on procedure for validating the integrity of the HeNB;

r ecei vi hg uaedialoae mtithaut e bthes featare aaul demertstof thesprefarnedembedisentyw

net wor k. node t hrough a. renoi rayj sionin rocedure on a,condition that
the pl atf SFHPYS FIRGio S Bia ah b it BERERrRes AdEolPReRynat the profent
conmuni ¢fdn@fdnM The trhsthts l0@afdw CRBrtRqirePIdedNadthe pRfent inventiohi @EGHNY a
| ocking function on a condition that the platformvalidation grocedure i's

not. s uc@@pmntecé ina qtmlmf@r megr@gn,cﬁoﬂmrg, ohBrmare hangibls ergbedied in a
t . . ! .
of the. prapRPera e BrndP R RETt P Sshahas B Bl RO RS

val i dat ippsrepédcelBhtples 6f1c6@patdiireatdablecstortidel piedivias ineuté iz adddonly
successful nmessage is received in response é‘gﬁhe att,estatioP‘. 12. The
met hod &emaenyi fROMnea ciandom tacsessngpamery) (RaMor Jiegtsietur GAChA cTSHIRY,

verifyi ggm?cohaﬁ@éok%e&fo& tZIQVHEé\,"':’magnetic media such as internal hard disks and
removable disks, magneto-optical media, and optical media such as CD-ROM disks,
and digital video disks (DVDs).
[0097] Suitable processors include, by way of example, a general purpose
processor, a special purpose processor, a conventional processor, a digital signal
processor (DSP), a plurality of microprocessors, one or more microprocessors in
association with a DSP core, a controller, a microcontroller, Application Specific
Integrated Circuits (ASICs), Field Programmable Gate Arrays (FPGAs) circuits, any
other type of integrated circuit (IC), and/or a state machine.
[0098] A processor in association with software may be used to implement a radio
frequency transceiver for use in a wireless transmit receive unit (WTRU), user
equipment (UE), terminal, base station, radio network controller (RNC), or any host
computer. The WTRU may be used in conjunction with modules, implemented in
hardware and/or software, such as a camera, a video camera module, a videophone, a
speakerphone, a vibration device, a speaker, a microphone, a television transceiver, a
hands free headset, a keyboard, a Bluetooth® module, a frequency modulated (FM)
radio unit, a liquid crystal display (LCD) display unit, an organic light-emitting diode
(OLED) display unit, a digital music player, a media player, a video game player

module, an Internet browser, and/or any wireless local area network (WLAN) module.

* * *
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13. The method of claim 12 wherein verifying the |ocation of the HeNB is
performed by verifying a current neighbor list. 14. The method of claim 12
wherein verifying the location of the HeNB is performed by using an

I nternet Protocol (1P) address.

CLAIMS

What is claimed:

1. A Home evolved Node-B (HeNB) comprising:
a processor configured to:
initiate a platform validation procedure for validating the integrity of the HeNB;

receive and maintain trust related credentials from at least one network node through
a remote provisioning procedure on a condition that the platform validation procedure is

successful, the H(e)NB in communication with the at least one network node; and

trigger a locking function on a condition that the platform validation procedure is not

successful.

2. The HeNB of claim 1, wherein the processor is a trusted processing module.

3. The HeNB of claim 1, wherein the processor includes a secure execution

environment.

4, The HeNB of claim 1 wherein initiating the validation procedure includes sending an

attestation of the platform's trustworthiness to a network entity.

5. The HeNB of claim 4 wherein the validation procedure is successful on a condition

that verification successful message is received in response to the attestation.

6. The HeNB of claim 1 wherein initiating a validation procedure includes verifying a

location of the HeNB.
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7. The HeNB of claim 6 wherein verifying the location of the HeNB is performed by

verifying a current neighbor list.

8. The HeNB of claim 6 wherein verifying the location of the HeNB is performed by

using an Internet Protocol (IP) address.

9. A method of securing communication at a Home evolved Node-B (HeNB), the

method comprising:
initiating a platform validation procedure for validating the integrity of the HeNB;

receiving and maintaining trust related credentials from at least one network node
through a remote provisioning procedure on a condition that the platform validation
procedure is successful, the H(e)NB in communication with the at least one network node;

and

triggering a locking function on a condition that the platform validation procedure is

not successful.

10. The method of claim 9 wherein initiating the validation procedure includes sending

an attestation of the trustworthiness of the platform to a network entity.

11. The method of claim 10 wherein the validation procedure is successful on a

condition that verification successful message is received in response to the attestation.

12. The method of claim 9 wherein initiating a validation procedure includes verifying a

location of the HeNB.



13. The method of claim 12 wherein verifying the location of the HeNB is performed by

verifying a current neighbor list.

14. The method of claim 12 wherein verifying the location of the HeNB is performed by

using an Internet Protocol (IP) address.
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