1 Sessions in a comunication system The present invention relates to
communi cation systens, and in particular, to policy control in association
Wi th sessions provided by neans of a communication 5 system A

comuni cati on system can be seen as a facility that enabl es conmmuni cation
sessions between two or nore entities suth as user equi pnent and/ or ot her
nodes associated with the comuni cati on system The comruni cati on may
conprise, for 10 exanple, comrunication of voice, data, nultinedia and so
on. A user_equj pment may, for exanple, be provided with a two-way

t el ephone TEPFIOHS iR PP!’%B?“'%FH"E? & cal|. A user equi prent may al so be
provided with a connection to an application server (AS), for exanple a
service provider server, thus enabling use of services provided by the
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specification may define if the user, or nore precisely, 20 user equi prent
Is provided with a circuit switched service and/or a packet sw tched
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application server (AS), for example a service provider server, thus enabling use of
services provided by the application server.

15
A communication system typically operates in accordance with a given standard or
specification which sets out what the various entities associated with the
communication system are permitted to do and how that should be achieved. For
example, the standard or specification may define if the user, or more precisely,

20  user equipment is provided with a circuit switched service and/or a packet switched
service. Communication protocols and/or parameters which shall be used for the
connection may also be defined. In other words, a specific set of “rules” on which
the communication can be based on needs to be defined to enable communication
by means of the system.

25
Communication systems proving wireless communication for user equipment are
known. An example of the wireless systems is the public land mobile hetwork
{(PLMN). The PLMNs are typically based on cellular technology. In cellular systems,

a base transceiver station (BTS) or similar access entity serves wireless user

30 equipment (UE) known also as mobile stations (MS) via a wireless interface

between these entities. The communication on the wireless interface between the

user equipment and the elements of the communication network can be based on



bet ween these entities. The conmunication on the wireless interface between
the user equipnent and the el enents of the communi cation network can be
based on 2 an appropriate conmunication protocol. The operation of the
base station apparatus and ot her apparatus required for the comunication
can be controlled by one or several control entities. The various control
entities may be interconnected. 5 One or nore gateway nodes nay al so be
provi ded for connecting the nobile network to other networks, for exanple
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architecture for the third generation (3G core network which w Il provide
the users of user equipnent with access to the nmultinedia services.

An example of the services that may be offered for users such-as the subscribers
to a communication system is the so called multimedia services. An example of the

15 communication systems enabled to offer multimedia services is the Internet
Protocol (iP) Multimedia network. IP Multimedia (IM) functionalities can be provided

| by means of a (P Multimedia Core Network (CN) subsystem, or briefly IP

Muitimedia subsystem (IMS). The IMS includes various network entities for the
provision of the multimedia services.

20
The third generation partnership project (3GPP) has defined use of the general
packet radio service (GPRS) as a backbone communication system for the
provision of the IMS services. Therefore the GPRS will be used in this specification
as an example of a possible backbone communication system enabling the

25  multimedia services. The Third Generation Partnership Project (3GPP) has also
defined a reference architecture for the third generation (3G) core network which
will provide the users of user equipment with access to the multimedia services.
This core network is divided into three principal domains. These are the Circuit
Switched (CS) domain, the Packet Switched (PS) domain and the Internet Protocol

30 Multimedia (IM) domain.

The latter of these, the IM domain, is for ensuring that multimedia services are



This core network is divided into three principal domains. These are the
Circuit Switched (CS) donmain, the Packet Switched (PS) donain and the
Internet Protocol 30 Multinedia (IM domain. The latter of these, the IM
domain, is for ensuring that nultinedia services are 3 adequately nanaged.
The 3G | M domai n supports the Session Indtiation Protocol (SIP) as

devel oped by the Internet Engineering Task Force (I ETF). Session
Initiation Pr ot ocol (SI P) is an application-layer control protocol for

creating, difyjn rrri n t' sessions with one or nopre participants
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participant answers with the desired session from their perspective. The other
15 participant may e.g. reduce the offer. 3GPP allows operators of IP Multimedia
Subsystems to define allowed media parameters for sessions in their network;
these are either generic local policies or media policies, or subscription based
restrictions. In these networks only the allowed media can be established. SDPs
violating the policies are rejected by the network.
20
Although handling of SIP requests containing SDP has been described for the
3GPP, handling of SIP responses, such as responses with payload, is not yet dealt
with. The SIP allows sending of SDP in SIP responses. However, it is not possible
to reject such responses if the SDP breaches media policy, such as policy set by

25  an operator but not known to the user.

Embodiments of the present invention aim to address one or several of the above
problems.,

30 According to one embodiment of the present invention, there is provided a method
in a communication system for handling responses to messages. The method
comprises the steps of sending a message from a first party to a second party,



25 an operator but not known to the user. Enbodi nents of the present

I nvention aimto address one or several of the above problens. 30
Accordi ng to one enbodi nent of the present invention, there is provided a
met hod in a conmunication systemfor handling responses to nessages. The
met hod conprises the steps of sending adnessage froma first party to a
second party, 4 sending a response to the nessage, the response incl uding
at | east one paraneter in breach of a policy for the conmmunication between
the parties, detecting in network controller that the response includes
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According to yet another embodiment there is provided a communication system
for providing communication sessions between parties connected thereto, the

15 communication system comprising a controller configured to handle responses
and requests between parties of communication sessions, forward a message from
a first party to a second party, check if a response to the message includes at least
one parameter in breach of a policy for the communication between the parties,
and modify the at least one parameter to be in line with the policy.

20
In a more specific embodiment at [east one parameter is modified by the controller.
In another embodiment the at least one parameter is modified by the first party.
The response may passed unmodified from the second party to the first party. A
check may be made by the controller if a further message from the first party

25 responding the response includes at least one parameter in breach of the policy.

Embodiments may provide advantage in handling of sessions with non-allowable |
parameters. The handling may be consistent. The system may better foresee
various possible situations caused by conflicting policies.

30
For better understanding of the present invention, reference will now be made by

way of example to the accompanying drawings in which:



check may be made by the controller if a further nmessage fromthe first
party 25 respondi ng the response includes at | east one paraneter in breach
of the policy. Enbodiments may provide advantage in handling of sessions
wi th non-all owabl e paraneters. The handling may be consistent. The system
may better foresee various possible situations caused by conflicting
policies. 30 For better understanding of the present invention, reference
will now be made by way of exanple to the acconpanying drawi ngs in which:
5 Figure 1 shows, one, enbodi nent of the ugvention; Figures 2 is a
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of another aspect ~of e 1nvention. Certaln embodi nents of the present
i nventi on winventicn;deslcri bed in the following by way of exanple, with

reference to the-exenplifyin rchitectur f hird,. generation (3
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is made to Figure 1 which shows an exanple of a network architecture
wherein the invention may be enbodied. In Figure 1 an IP Miltinmedi a Network
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access network (RAN) and a core network (CN). In the system base stations
31 and 40 AREfeTends’ ef%aéé) tcg %%rbsr@ 1t wﬁljcﬂns%lo%sté)n gggmpie of a network architecture
whetein the invention may be embodied. In Figure 1 an IP Multimedia Network 45

is provided for offering IP muitimedia services for [P Multimedia Network

subscribers.

As described above, IP Multimedia (IM) functionalities can be provided by means
of a mobile communication system. A mobile communication system is typically
arranged to serve a plurality of mobile user equipment usually via a wireless
interface between the user equipment and at least one base station of the
communication system. The mobile communication system may logically be
divided between a radio access network (RAN) and a core network (CN).

in the system base stations 31 and 40 are arranged to transmit signals to and
receive signals from mobile user equipment 30, 41 of mobile users i.e. subscribers
via a wireless interface between the user equipment and the radio access network.
Correspondingly, a mobile user equipment is able to transmit signals to and receive
signals from the radio access network via the wireless interface.

In the shown arrangement the user equipment 30, 41 may access the IMS network
45 via the access network associated with base station 31, 40, respectively. It shall
be appreciated that, although, for clarity reasons Figure 1 shows two base stations



receive signals fromnobile user equi prment 30, 41 of nobile users i.e.
subscribers via a wireless interface between the user equi pnment and the
radi o access network. Correspondingly, a nobile user equipnent is able to
transmt signals to and receive signals fromthe radi o access network via
the wireless interface. In the shown arr&ngement the user equipment 30, 41
may access the IMs network 45 via the access network associated with base
station 31, 40, respectively. It shall be appreciated that, although, for
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adapted for Internet Protocol (I1P) comrunication to connect the network.
For exanple, the nobile user may access the cellular network by neans of
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communi cation network. A nobile station nmay al so be provided with a display
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20 multimedia services. A mobile station may include an antenna for wirelessly
receiving and transmitting signals from and to base stations of the mobile
communication network. A mobile station may also be provided with a display for
displaying images and other graphical information for the user of the mobile user
15 equipment. Camera means may be provided for capturing still or video images.
Speaker means are also typically provided. The operation of a mobile station may
be controlled by means of an appropriate user interface such as control buttons,
voice commands and so on, Furthermore, a mobile station is provided with a
processor entity and a memory means.
20
It shall be appreciated that although only two mobile stations are shown in Figure 1
for clarity, a number of mobile stations may be in simultaneous communication with

base stations of a mobile communication system.

25  The core network (CN) entities typically include various switching and other control
entities and gateways for enabling the communication via a number of radio access
networks and also for interfacing a single communication system with one or more
communication system such as with other cellular systems and/or fixed line
communication systems. In the 3GPP systems the radio access network controller



It shall be appreciated that although only two nobile stations are shown in
Figure 1 for clarity, a nunber of nobile stations nay be in sinultaneous
comuni cation with base stations of a nobile comunication system 25 The
core network (CN) entities typically include various switching and ot her
control entities and gateways for enablipg the comruni cation via a nunber
of radio access networks and also for interfacing a single conmunication
systemwi th one or nore conmunication systemsuch as with other cellular
systems and/or fixed |ine communication systens. In the 3GPP systens the
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a packet data seéession is often referréd as a packet data protocol (PDP)
context. A Parklune retworlep2i hbisudteraceds icompaeniya ritnHadiepadket datminterdace.
user quﬂ pment and the radio network controller, a radio access bearer

provi ded” 15 between t he user equi pnent, the radi o network controller and

the SGSN, anda 38PP eBedodkaakrickend atacdtarRel i§ axtablisted tb@awqmﬁubﬂowgweag
GPRS service node and the gateway GPRS service node. ch PDP cont ext
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A el B i
exanpl e, p@érteq:tﬂbm’ens anuithe radid/netwerkneshitaller, a radio access bearer provided
15  between the user equipment, the radio network controller and the SGSN, and
switched packet data channels provided between the serving GPRS service node
and the gateway GPRS service node. Each PDP context usually provides a
communication pathway between a particular user equipment and the gateway
GPRS support node and, once established, can typically carry multiple flows. Each
20 flow normally represents, for example, a particular service and/or a media
component of a particular service. The PDP context therefore often represents a
logical communication pathway for one or more flow across the network. To
implement the PDP context between user equipment and the serving GPRS
support node, radio access bearers (RAB) need to be established which commonly
25 allow for data transfer for the user equipment. The implementation of these logical
and physical channels is known to those skilled in the art and is therefore not

discussed further herein.

The communication systems have developed in the direction wherein services are
30  provided for the user equipment by means of various functions of the data network
that are handled by controller entities, such as servers. For example, in the current
third generation (3G) wireless multimedia network architectures it is assumed that



conponent of a particular service. The PDP context therefore often
represents a |ogical conmunication pathway for one or nore flow across the
network. To inplenent the PDP context between user equi pnent and the
serving GPRS support node, radi o access bearers (RAB) need to be

est abl i shed which commonly 25 allow for data transfer for the user

equi pnent. The i nplenentation of these |ogical and physical channels is
known to those skilled in the art and is therefore not discussed further
herein. The co ni.cation E%_stems have .devel
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call session control functions. 10 A user who wi shes to use services
provided by the M5 systemmay need first to regi ster vm'th a serving
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As shown |n I'gure 1, conmunication etvveen t 36 an t he user
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t he user equi pnent needs to be regl stered with he registration is
required t ofunctibh éPtE&SCH386. The pronehdClodd isgihwstior pioxyinganeseagas bamt the

commun £ ti elelS Y a serving call session control function 36. The serving controller, i.e.
CSCF 36 in Figure 1, in turn, provides the controi entity the user equipment 30
needs to be registered with. The registration is required to enable the user
equipment to request for a service from the communication system.

20 A policy control entity 37 may also be provided. The policy control entity 37 may be
configured to store required policy information in a database 38 thereof. The
network entities may query the policy control entity for various purposes, such as
for obtaining information regarding the media policy of a particular user. The policy
contro! entity may be provided by means of a policy decision function (PDF), which

25 is connected to P-CSCF and GGSN.

Figure 1 shows also an application server 50. The user equipment may connect,

via the GPRS network, to the application server that is connected to one or more

data networks such as, but not limited to, the exemplifying Internet Protocol (1P)
30 network. It shall be appreciated that a great number of application servers may be

connected to each data network,



20 A policy control entity 37 may al so be provided. The policy control
entity 37 may be configured to store required policy information in a

dat abase 38 thereof. The network entities nmay query the policy control
entity for various purposes, such as for obtaining information regarding
the media policy of a particular user. Th& policy control entity may be
provi ded by neans of a policy decision function (PDF), which 25 is
connected to P-CSCF and GGSN. Figure 1 shows also an application server 50.

Th ' A t, ia the GPRS netwark, to th | fcati
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limted to, ér@g%g%hi th&iﬁ%sém«ﬁbﬁ*?s HEet eRlded Wkh AyiRieskmunicatioal | be

appreciated t reat nunber of application servers may be connected to
each dat a naesourices Oy the backkpnea network andtis sggiatgsed bx thesseryingteantofisr 8fh of

Figure 1 may further. b arr an u u ; L
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regi stered trequdst f6efe desivanicrabe &b tabseMany tonttdlier iovbetHdheordainddation
services offered by the application server 50 by sending a 5 request for

the desiredS¥8i&ffice to the serving controller over the comunication
system The enbodi nents are based on the realisation that it m ght be
advant ageous if an predefined action can be taken after detection of a
breach of nAtesembbiityentsiaee bsedt bhahe irsalizatibarthdl iy npghtfter advhntageoys dean

t k el , h the, P-CSCF 35., . T det ai |l ed lif
e beoet < FRBLATHCA 0 A1 bblaag afer dae el S LA A S 5l Yhe°
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_ r
wi th the operator olicy stored I'n the PDF 15 37, and therefore
actions may need to be performed in order to bring the at | east one

appr opr 1 a1 6 (6acPoib e s Bty SRd B ek Bl Ao R B “The 200

K sent fromddigeeceiich 4§ &IP ?é’%bd?ﬁ%@? péﬁtaiﬁh%@%@%@ﬁﬁa p@@nicepsuct AYBARE
fromthe first user equi pnment 30 contains an SDP offer that _

offer that is not in accordance with the operator's media policy stored in the PDF

15 37, and therefore actions may need to be performed in order to bring the at least

one breaching parameter in line with the policy.

As shown in Figure 2, an appropriate CSCF may modify the parameters before
forwarding them. The 200 OK sent from the second user equipment 41 in response

20 to an ‘INVITE’ from the first user equipment 30 contains an SDP offer that
breaches media policy. The CSCF modifies the offer such that the SDP offer is in
line with the media policy before it is sent further to the first user equipment 30 as
an SDP offer. The answer in the ACK will be acceptable by media policy.

25  If the reduced media is not satisfactory for the parties (in worst case it may occur
that in the intersection all media are annulled), they can initiate a new reINVITE.

This is possible since the multimedia session is not released by the network.

In accordance with an alternative shown in Figure 3 an appropriate CSCF may

30 ignore the problem and forward the unmodified SIP message containing the SDP
offer. The provisional response from the second user equipment for an INVITE
from the first user equipment may contain an SDP offer that breaches media policy.



breaches nedi a policy. The CSCF nodifies the offer such that the SDP offer
iIsin line with the nedia policy before it is sent further to the first
user equi pment 30 as an SDP offer. The answer in the ACK will be
acceptable by nedia policy. 25 If the reduced nedia is not satisfactory for
the parties (in worst case it may occur fBat in the intersection all nedia
are annulled), they can initiate a newrelNVITE. This is possible since
the nultinmedia session is not released by the network. In accordance with

or ot em and! BRI nihe MBI s Bresad B e R riRe BIRC3GHG,

The provi si gnal whes PeNaedfieeEndheloseem desisien pafarhere rinshver fram tHdvbiher from
the first user e_(d]h pment may contain an SDP offer_ that breaches nedla
1]

policy. 10 pBfyo ﬁ%adswehmasmﬂe wiceiednay BRACH e

accepted. T nmet er
anover {1 ontTREL Au NSRS T i Bt Q%ﬁ%%@?@?e'?%?é *@%ﬁ&a
request shi edietted Tae CSOFchayl tagaieistt offedansweaif tud fingl parémietenssstitidireach
accept abl e, the PRACK request is 5 rejected. The CSCF may thus reject

of f er / answeih® madi@Ppligyal paranmeters still breach the media policy The
rejection may contain the allowed media policy. This may be provided in
accordance with the Figure 2. 10 A nore detailed exanple for operation of

t he P- CSCF Jhei mj@tlonrrda)ncmtmrt theaallovwatbmedisepolioy Thisosay dsgprovskednioxt .

When the P-CSCF 35 rec SF S%P request containing an SDP offer, the

P- CSCF nay &%57 Cﬁwﬂﬁh\@& d90% %neters in the received SDP. If the P-CSCF
35 findggany nedia parameters vvhich are not allowed 15 on the network, for
exarrpl e because of a local policy, the P-CSCF may return a Not Accept abl e
Here' respodseotedetdilndriyasmie }f@mnﬂatloWﬁéf@%é‘}i:&ﬁjmrﬁﬁﬁor@@?ﬁ%WH h@mt her

oty ETARRBoLRASFBegOisB gt BRR.PARISRISEe M ge0n et an Sl e
of the P-Cg6htaiging lé?ﬁSDPQfﬁérW@S@M&dapek@ﬁmm mébla&paahwtarmﬁhe
depend on received SDP. If the P-CSCF 35 finds any media parameters which are not allowed
15 on the network, for example because of a local policy, the P-CSCF may retumn a
‘Not Acceptable Here' response containing SDP payload. The SDP payload may
contain either all the media types, codecs and other SDP parameters which are
allowed according to the local policy, or, based on configuration by the operator of
the P-CSCF, a subset of these allowed parameters. This subset may depend on
20  the content of the received SIP request.

When the P-CSCF receives a reliable provisional SIP response, such as the SiP
183 message of Figure 3, containing SDP offer, the P-CSCF may be configured
not to examine the media parameters in the received SDP offer. Thus, even if the

25  offer contains media parameters which are not allowed on the network by a local
policy the SDP may be allowed to pass transparently the P-CSCF 35. This may be
advantageous since it may not be possible for the P-CSCF to reject a SIP
response. Instead, the P-CSCF may take action based on the succeeding PRACK
request containing the SDP answer for this offer and therefore this is checked. if

30 necessary, i.e. the SDP answer reduced by the user equipment (UE) still breaches
local policy, the P-CSCF may return a ‘Not Acceptable Here' response containing
the local policy that is allowed SDP payload.



20 the content of the received SIP request. Wien the P-CSCF receives a
reliable provisional SIP response, such as the SIP 183 nessage of Figure
3, containing SDP offer, the P-CSCF nay be configured not to exam ne the
medi a paranmeters in the received SDP offer. Thus, even if the 25 offer
contai ns nedia paraneters which are not alflloned on the network by a | oca
policy the SDP may be allowed to pass transparently the P-CSCF 35. This may
be advantageous since it may not be possible for the P-CSCF to reject a
SIP response. Instead, the P-CSCF may take action based on the succeeding
PRACK request containing the SDP answer for this offer and therefore this

is checked. Wﬁeﬁ%@s’ceswmmve@apmf;mlm@ 6n§§ﬂ#%ﬁquTEh@qU§§fma
equi pnent (UE) still breaches | ocal Eo icy P-CSCF may return a ' Not
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SDP offer f%(;ge P- CSCF f i nds aranmeters not allowed on _the

net wor K, Fpee iniersestthe indﬁr withethe.loegdgoligyyas st Bravee in Flgsressp
of fer vm'th |34 ~C y be
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| ocal poli cpllawedily the Iaca;la:id!idy anshieis & walid mmﬁoofﬁeeﬁDﬁ’ro@nmigmai[y

received in_P- Ci E@g 10 ﬁ nore detailed exanple wherein the
operations [YCHECHIHaN hid5Welr  embodi nent are performed in the S-CSCF 36
wi Il bejgescribed next. Wien the S CSCF 36 receives an SIP request

containing SDP, the S-CSCF nay exanmine the nedia paraneters in the
recei ved SDA mpre drtailsdesemple ndierainthempiesatiensinstasosdarsemitls anar e not

Feturn a - NgMREshbEfe P fEMmEF I 6 SO CR B R SssBeginit WBhabsve.
tS Bg SDP payOSCF 38yrecevesiah SiF firjuest bohitaming SDP, ttM@@CSWUﬁ%? Sk
media parameters in the received SDP. If the S-CSCF finds any media parameters
15 which are not allowed based on either local policy or the subscription, the S-CSCF
may return a ‘Not Acceptable Here’ response containing SDP payload. As above,
the SDP payload may contain either all the media types, codecs and other SDP
parameters which are allowed according to the local policy and users subscription
or, based on configuration by the operator of the S-CSCF, a subset of these
20 allowed parameters. This subset may depend on the content of the received SIP
request.

When the S-CSCF receives a reliable provisional SIP response containing an SDP

offer, the S-CSCF may be configured not to examine the media parameters in the
25 received SDP offer. Thus even media parameters which are not aliowed on the

network by local or other policy may be allowed, as it may not be possible to reject

a SiP response. The P-CSCF may then check the subsequent PRACK request

containing the SDP answer for this offer, and if necessary, i.e. the SDP answer

reduced by the UE, still breaches local policy, it proceeds as described above for
30  SIP requests.



paranmeters which are allowed according to the | ocal policy and users
subscription or, based on configuration by the operator of the S CSCF, a
subset of these 20 all owed paraneters. This subset may depend on the
content of the received SIP request. Wien the S-CSCF receives a reliable
provi sional SIP response containing an SDP2 of fer, the S-CSCF may be
configured not to exam ne the nedia paraneters in the 25 received SDP

of fer. Thus even nedi a paraneters which are not allowed on the network by
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that it is nuissitpessidieet aroACK iadIParof@élin SIP pr ot ocol 10 In accordance

with a possibility the comunication systemis configured such that the
SIP 200 K for an initial INVITE cannot contain an SDP offer. In this case

ei ther yhe iigoaladrdvith & pRYEBIInTTC CRirRinToaih fstan 19 bohfigiedikhhRae

provisional reliable response wit DP offer. he foll ow n eal s
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dropped. | n rangtilBeessermieanitle SOFebffer.s no SDP payload in the SIP message,

15 The following deals briefly with inappropriate SDP models the network may need to
be able to handle. in accordance with a scenario an SDP offer is not answered
according to the SDP offer/answer model. In this case the SDP offer may be
dropped. In another scenario there is no SDP payload in the SIP message,
although the SDP offer/fanswer model mandates it. The intermediate server may

20 then behave fransparently. The SIP message may also contain an invalid SDP
offer, for example syntactical, semantic error or SDP offer/answer model is broken.
This may be considered as an annulled offer. The SIP message may also contains
an invalid SDP answer. The corresponding offer is dropped, and P-CSCF sends no
policy setup information to policy decision function.

25
It should be appreciated that whilst embodiments of the present invention have
been described in relation to user equipment such as mobile stations,
embodiments of the present invention are applicable to any other type of
equipment.

30

The examples of the invention have been described in the context of an IMS
system and GPRS networks. This invention is aiso applicable to any other access



al t hough the SDP of fer/answer nodel mandates it. The internedi ate server
may 20 then behave transparently. The SIP nessage nmay al so contain an
invalid SDP offer, for exanple syntactical, semantic error or SDP

of fer/answer nodel is broken. This nay be considered as an annulled offer.
The SIP nessage may al so contains an invaBid SDP answer. The correspondi ng
offer is dropped, and P-CSCF sends no policy setup information to policy
deci si on function 25 It should be appreciated that whilst enbodinents of
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communi cat i edch as at home and off" ces. Regardless the standards and prot_ocols used for the
communication network, the invention can be applied in-all communication

15 networks wherein policy control is required in association with sessions.

The embodiment of the invention have been discussed in the context of a proxy
and servicing call state control functions. Embodiments of the invention can be
applicable to other network elements where applicable.

20
It is also noted herein that while the above describes exemplifying embodiments of

the invention, there are several variations and modifications which may be made to
the disclosed solution without departing from the scope of the invention as defined
in the appended claims.



15 networks wherein policy control is required in association with
sessions. The enbodi nent of the invention have been discussed in the
context of a proxy and servicing call state control functions. Enbodi nents
of the invention can be applicable to other network el enents where
applicable. 20 It is also noted herein that while the above descri bes
exenplifying enbodi nents of the invention, there are several variations
and nodifications which nmay be nade to the disclosed solution w thout
departing Thogiaime detinig toe inyrntianamiasdrilawsdefined in the appended

claims. 144 They Ll asn d&id Wcét@ﬁéx&\é%'r RENFHHE r8shdnebs R}’\ﬁxeséagheé‘ met hod

in a communi cation system han g responses to nessages, e net hod
conpri si ngthep’aﬁbﬁmgorapmage froma first party to a second party in a

communi cati on sscixgta%ssasg?ﬂoﬂ ngsqd)aﬁ? PCFQ%E oneé}ﬁ/ e e ﬁuf\{cgggﬁ he

second party, sponse gast ar ane each of a
pol i cy & orsyshen,comruni cati on between the first party and the second party;

passi ng the response unmpdifi e se t party;
10 and determ i? i reﬁ%qr\ﬁgefg t'&%ﬁ@ﬁ%&%ﬁ”ﬁﬁﬁ? Sgﬁéen%?érﬁbttﬁe r%spﬁi%ed at

| east one inpadagestelzablr oae hasarhdter polbreach &. a Thudicyrdéhthd ecroowdicatiort o ¢l ai m
1, further a further nmessage fromthe first party to

t he networ #® tggg'g }%’1' fllﬂrg'rpalrg(fiﬁggl 9{6‘ R8¥pri sing detecting at |east one

parameter in breashgdfie kudopsd iuasotified tiiven thy sduind nEsyagethe Jirst Tiestynet hod
according to, claim?2, further conprising: 20 responsive to said detecting,
sendi nbotoa'?q"ue first party by the network controller another nessage

cont ai ni ng t he REhMIN@I aWRIwBRYEA@iler that one or more of said at least one

parameter breaches the policy.

2. The method according to claim 1, further comprising:

15 sending a further message from the first party to the network controller,
determining comprising detecting at least one parameter in breach of the policy in
the further message.

3. The method according to claim 2, further comprising:
20 responsive to said detecting, sending to the first party by the network controller

another message containing the policy aliowed payload.

4. A controller, comprising:
means for forwarding a message from a first party to a second party in a
25 communication system;
means for passing a response to the message unmodified from the second
party to the first party, the response including at least one parameter in breach of
a policy for a communication between the first party and the second party; and
means for determining in a network controlier that one or more of said at
30 least one parameter breaches the policy.



4. A controller, conprising: neans for forwarding a nessage froma first
party to a second party in a 25 comrunication systen neans for passing a
response to the nessage unnodified fromthe second party to the first
party, the response including at | east one paraneter in breach of a policy
for a conmunication between the first pasty and the second party; and neans
for determning in a network controller that one or nore of said at 30

| east one paraneter breaches the policy. 15 5. The controller according to
claim 4, forthehecHmyelieiasgornme dam %Iieft’@*&"iqf?@"p“étngl regaans Grdeiestntheter in
breach of kNaftGlearkioflr fiibldieh JTR%SBARY (A TLARG hbssige RA e fi3; 6. The
controller according to claimb5, conprisihg neans for sénding to the first
party anotP&ty.message containing the policy allowed payload in response to
detection of said at |east one parameter in breach of the policy. 7. A

met hod in a communi cation system for handling responses to nessages 10
conpri sh ngé. pasKiengprarofiesaagedihg donckairhis, sompasihg mears ®ecendingdethe in a

i cat}, i Vi . f th d ty.to th
oy e SonD B LESelaH AR IR PRRY B BRI e of
pol icy fordetedtiomifcali Atedsebnepdranidedih®rg@hlbf 8% palieyerm ning in a network

controller that one or nore of said at | east one paraneter is in breach of
the policy; and sending a further nessage including a definition of the

policy to vhe fA kithoddiard ¥om@QnBatidheystah feichaaarey fispandds ol AédBades wher ei n
the sending of the further nmessage conprises sending information of at
| east Hhe Bifft%r in consi stency

passing a message from a first party to a second party in a communication
system;

receiving a response from the second party to the first party, the response
including at least one parameter in breach of a policy for communication between

15  the parties;

determining in a network controfler that one or more of said at least one
parameter is in breach of the policy; and

sending a further message including a definition of the policy to the first

party,
20
8. The method according to claim 7, wherein the sending of the further
message comprises sending information of at least one parameter in consistency
with the policy. |
25 9 A controller for providing communication comprising:
means for handling responses and requests between parties of
communication sessions;
means for forwarding a message from a first party to a second party in the
communication system,
30 means for receiving a response from the second party to the first party, the

message including at least one parameter in breach of a policy for communication

between the parties;



with the policy. 25 9. A controller for providing conmunication conprising:
nmeans for handling responses and requests between parties of comrunication
sessions; neans for forwarding a nmessage froma first party to a second
party in the conmunication system 30 nmeans for receiving a response from
the second party to the first party, theg nessage including at | east one
paraneter in breach of a policy for comrunication between the parties; 16
means for determ ning that one or nore of said at | east one paraneter is in
breach of the PHNSHPT detgeminingnbak oe eemaienyf 24 at lersl OnfeBIEFSA IR Udi ng a
definitiong@bch Bﬂh@@bii@k’ah@ the first party. 5 10. The controller
according to claim9, wherein the definition conprises a subset of
paraneters al I"6%@Y% Rt cording g fughemmepwagecciuding aadefinitipidofi the Podentruni cat i on
systemforth@qirgglfpiap[g. responses to messages, 10 conprising: passing a
message froma firSt party to a second party in a communi cation system
recei vilhg a response including at |east one paraneter in breach of a policy
for a co i cati 0 first - cond.party- ssi ng
the responts unnsacTHeF eBedte by’ B BR o FeeR ERRIBR; dprbas P

recei vi ng $uteet vhymrémetets plovtey sccbuditighlertharpslitzgige i ncl udi ng one or nore of
the at |east one paraneter in breach of the policy; and detecting in a
network controller that the further nmessage includes the one or nore of
the at | east. onenpdican|tetonimesicitiondsysizen faehasyling2@sponses to messages,

10 comprising:
passing a message from a first party to a second party in a communication
system;
receiving a response including at least one parameter in breach of a policy
for a communication between a first party and a second party;
15 passing the response unmodified from the second party to the first party;
receiving from the first party a further message including one or more of the
at least one parameter in breach of the policy; and
detecting in a network controller that the further message includes the one or

more of the at least one parameter breaching the policy.

20
12.  The method according to claim 11, further comprising sending a further
response including a definition of the policy to the first party.
13. A controller for providing communication, configured to:

25 means for forwarding a message from a first party to a second party in a
communication system;

means for forwarding a response including at least one parameter in breach

of a policy for communication between the first party and the second party
unmodified from the second party to the first party;

30 means for receiving a further message from the first party including at least

one parameter in breach of the policy; and



12. The method according to claim 11, further conprising sending a further
response including a definition of the policy to the first party. 13. A
controller for providing conmuni cation, configured to: 25 neans for
forwarding a nessage froma first party to a second party in a

communi cation system neans for forwardijng a response including at |east
one paraneter in breach of a policy for communicati on between the first
party and the second party wunnodified fromthe second party to the first
party; 30 neariBedrgrfor égtectnonbatdhe furthee megesosageludesonh ledrt onematameiet y

i ncluding atyL &théﬁgﬁ-cgar aneter in breach of the policy; and 17 means
for detecting that t % rther nessage includes at |east one paraneter in
breach of the policy. 14. The controller according to claim 13, further
conpri sing ansg. f ' . t her d ' 2finition
of the pol ?%5 P%et%%‘t@ﬁé}g%&ggr'@@ él%Fn ?J‘é@f&'@%ﬁﬁ’g%‘@ﬁ%é’%‘éﬁﬁ ?@rﬁbﬁﬂ sendi ng
means for sénthenEsponssisalgdinga defihiion lvé theusdicy tbe fimtparty.r ecei vi ng nmeans
for receiving a response to the nessage fromthe further 10 user

equi pnment, the response including at |east one paranmeter in breach of a

policy; andisheAeisstr éqepmentdisrgpmaans is configured to further send a
to a network controller, further nmessage including at

further messagqre(ﬁgl ] taaﬁ

| east one par figg m?ﬂ"@e{ﬁr_h?‘%ﬁﬁ'rlgl‘?emﬁﬁ?ﬁg@}?_ dheivser ﬂ‘éu'P’_é‘E@i'vi ng means is
further confi gyegdng MméLelor eeckiviy dabbirisean tAé rhdxRaBelfiohy theantheher ei n
the sending neans is further configured to send a yet further nessage that

. . y .
i s conty st B$fr SAURMeMHetNSoraspynse BICIUENY asisRSEAR pRENPEIBE I PERaN 1% @ wher ei n
the controphiRy, smens is configured to further nodify at |east one
parameter I n response to a response to the further 20 nessage. 17. The
user equi pmentwhireiprtae sgnding siransfis epafigvwsed s frbBensendah &4rtien nessage

to a network controller, the further message including at least one parameter
breaching the policy, wherein the receiving means is further configured to receive

15 a definition of the policy, and wherein the sending means is further configured to
send a yet further message that is consistent with the policy.

16. The user equipment of claim 15, wherein the controlier means is configured
to further modify at least one parameter in response to a response to the further

20  message.

17.  The user equipment according to one of claims 15 and 16, wherein the
controller means is configured to modify the at least one parameter to be
consistent with a local policy.
25
18. A method in a user equipment, the method comprising:
sending a message at a first user equipment to a second user equipment;
receiving a response to the message at the first user equipment from the
second user equipment, the response including at least one parameter in breach

30 of a policy;



controller nmeans is configured to nodify the at | east one paraneter to be
consistent with a local policy. 25 18. A nethod in a user equipnent, the
met hod conprising: sending a nessage at a first user equipnent to a second
user equi pnment; receiving a response to the nessage at the first user

equi prent fromthe second user equi pnent, the response including at |east
one paraneter in breach 30 of a policy; 18 sending, at the first user
equi pnrent, a further message to a network controller, the further nmessage
i ncluding at |¥a8indorid har Bisbtuser HRIERMEMg at Asthepdnesspger Beai Vel

definition L4} , 8% : b S ; IS
Initi c&{trtﬂl@ﬁhtﬁé’ fhrf?ﬁ(er rﬁ@%g@ezﬁ&gﬂnﬂgdzﬁi iﬁ?éé Jdérnhug'l%ﬁ\e'@r Sradenihg dhe !

consistent with the policy. . net co ni cati on system for

handl i ng rB8lfohses to nessages, conprising: 10 forwarding a Session

Initiation Pr %QQEQE!nH'EE&?@%nfofﬁm@p%li@i{-raﬁﬁ user equi pnment to a second user
g a It

equi prent ; forwar di ession I'n atron Protocol response containing a
Sessi on® Descrsgudingra Yt durties imestage that smonkistesbeitimtheganiity. to the first
party; receiving a succeedi ng request and checki ng whet her the request
contains a 15 Session Description Protocol answer for the offer that
breaches a local policy; and if the Session Description Protocol answer

acoopt abl 15t ne MEUBBHE Costu R oo e R ap oy oy et T nan Sasey S
Descri pt i compisdtgpcol payl oad. 20 20. The nethod of claim19, wherein the

first rty is,_a user equi pnent. and_the Session,_Description Protocol
IANOR PRI o s e T g o e R e

conpri si ngio seedmdf@er EQuipaestt Nng a Session Initiation Protocol request from

a first user , . o . _
forwarding a Session Initiation Protocol response containing a Session

Description Protocol offer from the second party to the first party;
receiving a succeeding request and checking whether the request contains a
15  Session Description Protocol answer for the offer that breaches a local policy; and
if the Session Description Protocol answer breaches the local policy,
returning a response that the answer is not acceptable, the response containing a

local policy allowed Session Description Protocal payload.

20 20.  The method of claim 19, wherein the first party is a user equipment and the

Session Description Protocol answer is reduced at the user equipment.

21. A network controller comprising:
means for forwarding a Session Initiation Protoco! request from a first user
25  equipment to a second user equipment;
means for forwarding a Session Initiation Protocol response containing a
Session Description Protocol offer from said second party to said first party;
means for receiving a succeeding request and checking whether the request
contains a Session Description Protocol answer for the offer that breaches a local

30 policy; and



25 equi pnent to a second user equipnent; neans for forwarding a Session
Initiation Protocol response containing a Session Description Protocol
offer fromsaid second party to said first party; neans for receiving a
succeedi ng request and checki ng whether the request contains a Session
Description Protocol answer for the offelb that breaches a |local 30 policy;
and 19 if the Session Description Protocol answer breaches the | ocal

policy, return, g r onse t hat e an r no ceptabl e, the response
contai ning a s §%§ﬁ*% eSCéPmAE Q?Wr%é%%cﬁ‘ﬁﬁi eReRmgl 166 581UPRY | oad. 5
22. A net Wépoﬁ@@tﬁa@kﬂﬂns&@@%ﬁﬁbt%@Cégﬂalﬂbaﬂh@r@é‘pon‘é@@é@tbiﬂndg@io@@ﬁMzﬂlb

Session Control Function. 23. A networ

controller g %(f ‘{

control | er Q8% é??ﬁgo Be%ﬂr'ﬁf’?ﬁ Brotoggh8¥e#f.t he network controller is a
Serving Call Session Control Function. 10 24. A conputer program for

handl i ng responses to nmessages, the Encgram conprising: code for passing a
nessage’frém a A.nlegqorbgfprﬁtgoll@baq:og@@@ laiar 21 wherein thoonetwarkcenntrohersyst em 15

code for r%‘?ﬂb%}@@ll acs &P@Qﬁﬁol%n&% nmessage fromthe second party, the
response including at least one paraneter in breach of a policy for the

communi cati on between the first party and the second party; code for

passing t h§3r esR%@ﬁ%rHEmp&ﬁef g&oﬁcﬁ:ﬁ@ Err?f‘FQ/ﬂwd aﬁﬁ%ﬂéooﬁﬂiongr:p E%;[)?epar ty;

and 20 code for contro
sai d at Ieaﬁemogléiab@eaﬂfem@onbole%mnasnthe policy. 25. A conputer program
for ha%il i ng responses to nessages, the program conprising: 25 code for
passing a nessage froma first party to a second party in a

24. A computer program for handling responses to messages, the program

comprising:
code for passing a message from a first party to a second party in a
communication system;

15 code for receiving a response to the message from the second party, the
response including at least one parameter in breach of a policy for the
communication between the first party and the second party;

code for passing the response unmodified from the second party to the first
party; and

20 code for determining in a network controller that one or more of said at least

one parameter breaches the policy.

25. A computer program for handling responses to messages, the program
comprising:

25 code for passing a message from a first party to a second party in a
communication system;

code for receiving a response from the second party to the first party, the

response including at least one parameter in breach of a policy for communication
between the parties;

30 code for determining in a network controller that one or more of said at least
one parameter is in breach of the policy; and



communi cati on system code for receiving a response fromthe second party
to the first party, the response including at |east one paraneter in
breach of a policy for conmunication between the parties; 30 code for
determining in a network controller that one or nore of said at |east one
paranmeter is in breach of the policy; an@20 code for sending a further
nmessage including a definition of the policy to the first party. 26. A

conput er progr lin esponses .t Q nessages,. the program 5
conpri si ng: co%gh%gér %3@@9@%“%@@5?@%?@%8%C?@D'*'aar(fm%ot&vécétf@nd party
in a commfitsigariyon system code for receiving a response including at

| east one paraneter in breach of a policy for a conmunication between a
first party and a second party; 10 code for passing the response unnodified

from the sextond Apaciputed prdt@aim fo$ thanBfid YespeRs®s tPMd<8E&d s ithd d(rtfé?ghwt he
first p&rty a further nmessage including one or nore of the at [east one
par anet er iPHE48h of the policy; and code for detecting in a network

control | er thatoddeof abiieg IHRE88G iR Lédﬁ§t p1Aa$t(¥t € 2005 Rk ﬁg?{fmo% the at

| east one paraneter breaching the policy. onput er program
conpri si ng:COE¥HEEBIONSYA@Mg a nessage at a first user equipment to a

second user  COUOIRIicIA% §9DAGE BRI ShEANUNRe f thingTResage at

the first user equipnment Tromthe second user equi r Snse
i ncl udi ng @ONEeRsE corBNYcainntbelvdan a tnseparty @rfd aspainidpartycode for sendi ng,

at the 4 rst ugglic RFYARE; f to a netwrk controller,
the further nessage :Hr?cg:gﬁgltﬂ?]%?easp 8f‘§eé;§rﬁmgﬁﬁg€§§%1@faesrecg?%§3w Wgt?‘FI{ESt
party,
code for receiving from the first party a further message including one or
more of the at least one parameter in breach of the policy; and
code for detecting in a network controller that the further message includes
15 the one or more of the at least one parameter breaching the policy.

27. A computer program comprising:
code for sending a message at a first user equipment to a second user
equipment;

20 code for receiving a response to the message at the first user equipment
from the second user equipment, the response including at least one parameter in
breach of a policy;

code for sending, at the first user equipment, a further message to a network
controller, the further message including at least one parameter breaching the

25  policy;

code for receiving a definition of the policy; and
code for sending a yet further message that is consistent with the policy.

28. A computer program for handling responses to messages, the program
30 comprising:
code for forwarding a Session Initiation Protocol message from a first user
equipment to a second user equipment;



25 policy; code for receiving a definition of the policy; and code for
sending a yet further nessage that is consistent wwth the policy. 28. A
conput er program for handling responses to nessages, the program 30
conprising: code for forwarding a Session Initiation Protocol nmessage from
a first user equipnment to a second user2iequi pnent; 21 code for forwarding
a Session Initiation Protocol response containing a Session Description
Protocol offer fromthe second party to the first party; code for receiving
a succeedi ng r@ﬂ%%z%rEﬁﬁa@ﬁgb@igﬁsﬁ%%ﬂwg?m¥% rGtRER] e SEPORSENERARING Bessi on

Descri pt i orselgsioh Qeabrignsmebtocsroffeh ol the beddift pAyR8tMEHsBpdReal 5 policy;
and code for re(taiyer%gr} , .If the Session Description Protocol "answer breaches

the local polf LN SeSUCRERIIRG Ee WY FReGkBtY whetbpt Hisl requesie
response CQBh@INI NYessior OE8EripAoh iPFdtoddI lPNRE: PR &R Sfer R ArbRIH0 1BEQL ocol
payloads lgou%fand

code for returning, if the Session Description Protocol answer breaches the
local policy, a response that the answer is not acceptable, the response containing

a local policy allowed Session Description Protocol payload.
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