;ste3eo ||"6T FK% _1_ METHOD AND APPARATUS FOR TRANSACTI ON CARD SECURI TY
«UTI LI ZI NG EMBE DATA The current invention is in the field of

per sonal identWﬂ Wﬁmﬁel at ed docunent technol ogy and in particular to
the field of transac ard security and imagi ng on transaction cards and
ot her personal ident®™ cation related documents. A wide range of docunents
require personalization. Some exanpl es pre passports, transaction cards,
entry passes and drivers |icenses. The 10 mai n purpose of the

per sonal i Zat MR THfODNRPIEPPARATUO FOR TRARS RUDNCOA KAV AFCURIEY et
others from ; € docuanents
usual |y have a neans of PFIEHING EMBEDDEDIMAGERBATAd i nto the docunent.
This wi de range of docunents will be referred to in the follow ng as
personal identification related docunents. In the follow ng we adopt the
termtransaction 15 caid chgefiyaitnadh REtERNFpaIAaRlikitRbGan el ated
docunents and vice versa. Tﬁe use of transacti or? cards 1s ubiquitous and
of f er s céar dhelbtdéd docianar sechhology amdni @rticudadca ticeeleld of wehdaction camdy ser vi ces.
In many situations fransaction cards have becone a repl acenment I@g{d currency
and are att PSRty and agHeon teansetioncardsand gdher PPRORH adant 15atifinge

financial ingtitukions, consunmers, and 20 merchants from fraudul ent use of
these cards, the credit card industry has introduced many features onto
cards to reduce fraud.A Widd rafgdof doctimiesits lréqitireqlerdoastization. S8omet he magnetic
stripe, holograns, special over-layers, card verification values and the

li ke. Since ®KHBBRIES pIGRApPOTIEdranactiomeptds; eirydrastes angd drivers ligensesr Eg ooki ng

f t Q. Gi ity t ' : i d f
25 now 10ch (ubBELBNEEr ik Re B s REUEE R ORI sirie B PR BEE 0T )"
come W th apiaient sthers &@en havemg hdeads tb shepiivikged Aby resulthéderddcurierty pi cal

exanple of this is the magnetic stripe_common on nost_ credit cards.
However, ot wevallyhaxe 3 maapgyel passonal entificasion aplededdpforthe dogumenp This _

m cropr oces i f - cakl - case, the 30
pur pose of t%ﬁ?%h%g%gf}%f%?ng%% Y@l%aenr%{é egtt§gﬁlrh% fg&‘ﬁggfl %Pel?%alequi prent at

t he poi nt ofidéntifiosasiireRdred dbcgiehe! In tHeToNGYIngvediogt theh@mbgasuctiondbei ng
serviced. In the case -2 of standard credit cards information on the

st or age lar e£ardde etbeasea eegopalidentificatien relaeddoquments adrvigeed #¥ar dhol der and
expiration date. Equi L0 conj on. .\ t I ards have
advanced technically. ﬁlch?%lts%Hgg%%%ﬂl(ﬁlo%%mgggﬁﬂ}té\%%%’[ded;ffe?%@#%ljéqqgeg a

M Cr opr oces 20tesdtdfvino{] L80Mdés a3gv¢IDahanyosepeitesd I8 nvdn Bitgaifomen hone
conput er systens. These systens often are networked for interactions with

| ar ger st or draggactiangards Bavie hesprap aireniagerpank £or caTeRRYANS R TRIBEIVEMAChi nes
(ATM s) are i .St . AL | ked to a
wor | 0= vi g FRER SraraBLERL b, 3RBRIETId RIEE Bt i RubiBe Rplechh B =T

t hat t heot r anmaeleintsofifori Grandulent e of fliese eqtds; alpiredie bard bydustre hamchi ne. Conmon
transaction termnals, such as those produced by vendors _su_ch%{;}s Veri f one,
often only rgRfucedmany frafyres aite cards tsredyes frandy Tneluded indhisdist fugh t he

devi ce.

features are the magnetic stripe, holograms, special over-layers, card verification
values and the like. Since those interested in committing credit card fraud are
looking for means to circumvent the security features there is a continual need for
25 new technologies to thwart their attempts.
Transaction cards typically come with a data storage area that is
accessed by a machine. A typical example of this is the magnetic stripe common
on most credit cards. However, other data storage means are available, such as a
small microprocessor in the case of so-called smart-cards. In any case, the
30  purpose of this data storage is an electronic means for the equipment at the point

of transaction to gather information about the account being serviced. In the case

LT
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Q her net hods of machi ne readabl e data onto cards include socall ed
smart-cards manufactured and narketed by GenPlus anong ot hers, two 15

di mensi onal bar-codes such as those narketed by Synmbol Technol ogies, Inc.,
and data gl yphs marketed by Sandia | mgi ng. All of these nethods store a
i mted anmbunt of machi ne readable data onto a transaction card and are
being utilized by different issuers of_?r_ansacti on cards. Methods for
printing onto transaction cards are welT-known. The 20 printing of

transaction LG QBY [Wol® i 1] i done by
comer ci al | yocfg@gla?r%kegﬂsys Sgrﬁ@ﬁég@(ﬁl grgtqse@rlfl%eaq%g&? %Jdﬁithﬁﬁdg?dﬁ ?D Printer
f r om Dat acarfimber,iRaR dfabthbaréd crdi®Mdrand ekgirdtn datlrges to be printed

directly onto a PVC material. Transaction card issuers have been addi ng

i mmges of cardhol der s Exipsnens usesincgniuntion with éransactien eerds Iiives i mage

rovi des so secyrity. since.presentihg a.card w.th sojeone else's picture
BT canso dnuiieed bechibieRibh RiskioRinch fi % Seiffigtyded el hicnaipacessr”

ext ensi 0§ ofhabiieohiP8Bng fow &' cohlpatiBRWARPESEIOR hBneichPuted seerkNPr essed and

stored into the data storage of 'the card. A nethod for capturing, storing
and conpr esshhese systearsdtish des metworked 4ot intamacsionhwithdanger steresystepeadd of t he

7005t o Ray Fnc) EvET AruaitiFels MG SATM st eales froneiily 5o 1
COMPRESS| ON. 5o SHQHRARE anMR: BRI b TR INBGNFT CwIRANSAGE! GVBARDS) ,  whi ch

is hereby incorporated herein by reference. Inmage scanning is a conmmon
practice and the equi fPmnfieature cowoopia mhsttATN machindsds thab thertrankastinn

i i . rel atiyvel t. 5 Typigally, .the s in be d
with a lsol Bt sseRsred omplaidy Ba e mashivei Sl eRsaciPR Al Sl ng
process 1Is ais?l%s@‘#&ﬁcé@@} verRIBANICR s Fefifine, PRGCorlPréad TR t8gnedit sifeonds.

Often there is a need to distill a relatively large data recéord into a
shorter ref esdmcard &l swapak thioagh thihddvides desirable is to create the key from

the data, 10 but with negl igible likelih f the sa ey being
generated fromtwo di s(sltf“ﬁrc‘?le‘:hg _?%?CWi@ﬁga%i%g@a ttorfﬁﬁcg‘iﬁ‘l?i}éx‘?%’f‘erred to as
hash al gori tdeg ansk-tHay nahefablurdd ZRIMMERH by CentiPAthhg ShelsSifR- A

wel | - known such hash algorithmis the socalled Secure Hash Al gorithm (SHA)

of Nati dhal dimendional baredodgs suvhias deosambareedbp SpmbolNicBAYlogithilsc.adrgor i t hm
processes a 2 bit record.into,.a . 16Q-bit  ( 15 byte ey. .Maf hemati cal | y,
a hash funct{aﬁrﬁlwsdn?fgﬁtﬁ?hﬁ gf"?qﬂmﬁ%‘ng'péyeo%g]?esﬁfﬁlﬂo%tsrqr%aém{l{?tlt he space
of n-bit striEnt WiRhhiRR réadabld @ita bARIARARadtonTarilendBe baing 8flizdd N the SHA
is such a mapping, but so is the mapping which sinply truncates the string

after the fidiferentG8susisof trafsastibhoskds.or securing i mages is data hiding or
enbeddi ng where 20 infgqr i on_i.s.encoded int.o an . nmage . n_suc manner
that makes it invisi b|l\getg§<risa%\l}pgagquoq)tagragéaggﬂggarpgg{fgmlk%w% % of an
| mager 90annential @f @AndabBAFcaPdONERE hite GEYLESr snTd RBnBfieckak8ldondByever,

the hidden information nust be rapidly recoverable fromthe scanned data
and nust be cebireerciglly ayailable systemp sucht asithe pnageSiard BABhetedDdirintertfeomaf wear

such as scr hi ng. Furt her nor oJelate th 5 hidden i.nformation to
St hor ot o Rifan® ThE pARERRu b ot Stlfade0To RORMMER SRR | 07 1O
carry infor neyCeduteria®r exanple, if the hidden information only carried one
bit of data, then the maxi num nunber of nanes that the hidden i nformation

coul d address woul d belrengactiorn cardigsvers havdleeeniadding imagesrafwaidbaldetsul d
successfuyl ly gthry bits if infgé.rrati on tt}gn a_maxi miof about 10
billion“30 poél% & CUSHE R A& s S&F . epe gr&\ﬂ 2 SOIPRECENDTRH at i ons assune
that a data fraeatifi€h sirdRetPsonfidBe ERe? pictiteblill RBSGRAE qusstiétSkhether - 4
several algorithnms exist today that possess this |evel of robustness and

i nf or mat i on theeargdis wee isdpeidmete. Anbfxt@;smfetbis@é@eis forshe perdbelderspictares 36, 292,
CAL| BRATI O BREAP B Plslhe e PR RBRE T AR Wages, each
random i magecapitidg] otk #hdsdofdréssiigta @kdholders portrait onto the magnetic stripe
30  of the computer has been developed (see U.S. Patent No. 5,466,918, November
14, 1995 to Ray, et al., entitled “METHOD AND APPARATUS FOR IMAGE



information, to forma conposite image that is added to the photo. Wen it
s desired to retrieve the hidden information, each of the N random i mages
is correlated with the photo, the polarity of the resultant correlation
determ ning the specific bit value. 10 The al gorithm described in U S.

Pat ent No. 6, 044, 156, issued March 28, 2000, by Honsinger, et al., entitled
"METHOD FOR GENERATI NG AN | MPROVED CARR] ER FOR USE I N AN | MAGE DATA

EMBEDDI NG APPLI CATI ON, " has been denonstrated to be robust to printing,

Such apgl | cROMPRESSIN, SPORMEGE SSBRETRIENRY B MEGRETTCY M Thet O
al gori t hm hgR AMS AGTRUN TYERDYEY, WRIGIAE heieBy iftdtpdited herem oref@bik] on needs

to be perfornmed naki ng@t he prospect of fast processing nore obtainable. It
is also to be noted t fzaege svanwing pa campon prastissand the gieipmegiobi ts. Thi s
Honsi nger, et _al .. patent. als rescri bes a neans t.o.produce 20 carrier
(random i na&fé‘}omhtsﬁﬁﬂf)ﬁshgfis ?‘?#38}’3 lﬁf B’ﬁxe?iﬂvfiaﬁg r‘?:l%‘ée& {;@}n%aﬁ: robust ness.

I n such apphiypRhNp g scahfingeibéldbre Wik hésofonDTB00dbRPerindBGAPe i nto a
digitized i mage conprising the steps of formng a digitized version of the
desired rresgaegm cajem dihgtscanging praneisns ghageitatast, se@npingarfubipagaig & he f or ned
digitized ver ionf of the desired nessage and the generated random phase
carrier to f8M & Z8°%¢r anbl ed message; and conbining the scranbl ed nessage
with the digitized i mMegRnltRert ¥ A 6'IRKUALEIAMBESAUGe HARTEeord fifio A MPF Oved

carrier signal taught in the Honsinger, et al. patent is designed in the
Fouri er fr eghmter yefdioned valud or kdye Whatris desimbleds to, credte thedteydronf thehatasi gnal  at

each freguency is chatacterized conpl] ex numnber can he represented
e ei t nil o Bituie a g ibleJikshidodt e SR ke b P bre B v p RS
carrier sigpabra@DiasheReethddsRd FdferedORibasH ag&%ﬂsaan&@i/eyta?@t the
carrier's anplitude at each frequency is a constant and the'carrier's -5

phase in eawtilifedeidelydn compater systimms. v medlekrtolwan suick hashi #lgorithm idthetsor but ed.
bet ween 0 an 60 degrees.. The a orrelati of s rner signal has
a shape res@%ﬂﬂ' u@%ﬁt‘“&gﬂa‘&ﬁﬂ' V) |%tf?“fiﬁ%‘1s%'i‘7‘?s°t @aqa%éﬁgity of the
recovered S ; ' b BRNS 1 6ME by using
he out put | ar e L e B £ e kR 1T b
practicafl ybytepbesiMhthematicallyya hashufirhatidnzie d npeppsgrfravh thakpase ofoh-titave access
to the private key of the_encryption system duplicate the carrier

f uncti on. Céﬁ’t“lgﬁfo?/tIhSSP??E °§SQB§ %Itﬁﬁ%ﬁ‘i"]& B?>t“hitFor@§F%?§??f.I’P§§]§f?é’ use of a seed
to generat e ce60, Fdh th@smmsfsba{@ﬁiagf,ing,th&%o@éth%% o' WRiEh sidply he present
invention, it is understood that the Seed may be derived 10 directly from
t he machi netmaeatesshe string aftamihie dmstdi60fbitem t he SHA of the nmachi ne readabl e
information. This renders,t requi.red inforati.gn capagi ty of .the

enbeddi ng.ai gor | ¢ hm ¢ & BRIYIGHEHInE Cpiae N KA GrBTPRATIng paers

machi negg eagbhRation§i9 EAEUES thtd an IBAES inishcRHaHndehReeAebltantiSibleaganer at e
the carrier used at the tine of the original enbedding. If however, there
i's a requir arsver, hup begoas réadabledry méanis of an irmageoscanoer andaanlimiage on t he

machi ne readabl e.code, it i,s appregiated that.a, carrier,.derived from using
Uhe. nachi ne SRESEHITH SIS AR BB, A Sue e QU e olBeiP B B,y i o

i nfor mat i on rgsdiyeédoverabledrdi titd scRhdedsdaeNaid Rust bk aBlelth 3RS A thOprifdigd 1S

presented for authorization, then two types of errors could occur; a valid
card is rej @eacess and. the effectnpisucarsyel asasrateringnFurtheampes, forelage dei s accept ed,

i.e., a,talse posidive. In an ideal situatiaon.the.fals egative and fal se
posi 113 at GLRR Frbilfion') oy rtGfnartin ik Bl M8 e S R MG BT

| evel of falabgitpRSdatry\ie®ramtbd, afctexMapR! ifteShidiéh PfsHRt6H BhRedmaad t hese
| evel s are then used to ascertain the nunber of bits which need to agree in
order for aonghiiohdateghenr theqnaxdmbm nurslgsof damesthatibe bidden atformatign d card,
t he enbedded data,can be .25 .recovered t,.sone. snal l. percentage of the
recovered bi? glﬁﬁgpﬁesso\goﬁﬂ%g 8 ?f/}i‘o.v&vjer’?ﬁeéh@ﬁ?m ?’B}au?gtc%ﬁslt is well
known, that sgécésfully dirty 3 Bid offidofmatich, i A Makaun®bf Houb10 Billidie recover ed
data string, what the probability distribution of a string having a

speci fi 88 nipaeide cold beaddiessedr Qfrcourspibess, calaulations assome thay aslardiase on

di stributi OP lat:i)’o ééﬁaee V(\)i’alll i abrrtheIuICer '3 AQ ntroduction to Probability.
Theory and %sr}ﬁ) |%%¥|0W§V, %‘f%n%‘ﬁ%? "Sons, New York, 1976, pp.
153-159). Thus, once an acceptable



-6 false positive rate is known, the bit-error rate and the nunber of bits
«in the recovered data, the nunber of bits which nust agree can be readily

determ ned. As an exanple, if the bit-error-rate is 0.01 and 160 bits are

recovered, then every mllionth card woul d have nore than 11 bits in error,
and 149 bits correct, i.e., 93%of the bits are correct. In the case of a

fraudul ent card being presented to the_fystem there needs to be an

accept abl e I evel of such cards being accepted, though that |evel m ght be

quite small. In this se he.hit error, rate (s _|ikel b .5 |inkage
of the data enbedded ?%V?Iﬁleélﬁ?qtﬁfnégggg @g,ay Elﬁgp?ﬁgsséggéé"few{W@u%ﬁ%ﬁ’?i ne y
readabl e ar @ad irfforkthtidatc kicapdcity. Fop¥hmplé) (42119, SCRatent NOIS, 6Ieoinehi | ity
distribution of strings of n-bits having mbits in error is approximated by
a Gaussi an dwra 3,i1987 koRhoads; @titlgd\h‘éTFEGlAgWﬁRiAPH%METIéO@Sof probability,

hopl | cat| onEME Y BT CATRR SHENRETE esere S A S 11 i
easy to slet gsmibiteng N@akioRPaRddek tedch Rdldom 1hmBE edhmpriding h kingle bibof | | be

accepted, given the nunber of bits required to be in agreement. Using the
exanpl e abouformation, tokionacempositainiagedhat poedded vethephptes sWhemitid in 102", a

very smal |l nunber. Thus, the numher of bit eded tpo be in agreenent

bet ween. t he SFREGR FaOwbE A Gpam o Fitd o B quiPrbimags it e machi ne
readabl e datgrliaed 2 Be BRotodhY PobRRySNnE esulthift bAbREoRAskihiMg Bt e to be
acceptabl e and snall enoligh that the false negative rate be acceptabl e.

Thi s i s not speaifig bit vilue.dl e t hough, as practical inplenentations will have
sufficiently small bit_ error, rates and, fjcjent e nupber of bits
to assu_@ conpl i ance. Hhﬁ_ﬁL&?WéF%&?F@@fiUgﬁe%n{ﬁe- é:ﬁ‘é‘#,gi(géﬁlg_ ics of the
errors i ncunigen b8 200014y HohsiRger & aRPRkiIEAFMETIROB HOK SIPNIX 8FINGabl e, the

information is wel'l suited for encodi ng using EDAC (Error Detection and
Correct i on) ANSVRROIED CARRIERPOR WGBE INAN tdAE3E DA A EMBEDBPINGt ed

ROEACAIN 1 R NN EEN S R SR - e
ohscur oL AR o\ S MRS AIGSAE i oLy
Codi nngTheohyrebpsgegorited kerPindysefet@i4, TheBlgorithndBasld 453nt@fe over
Rhoads in that only one correlation needs to be performed making the prospect of
fast processing more obtainable. It is also to be noted that the output from the
SHA is also 160 bits.
This Honsinger, et al. patent also prescribes a means to produce a
20  carrier (random image) with optimal information carrying capacity and robustness.
In such applications, the method is taught for embedding a message into a
digitized image comprising the steps of forming a digitized version of the desired
message; generating a random phase carrier; convolving the formed digitized
version of the desired message and the generated random phase carrier to form a
25  scrambled message; and combining the scrambled message with the digitized
image to form an embedded message image. The improved carrier signal taught in
the Honsinger, et al. patent is designed in the Fourier frequency domain. In the
Fourier domain, the value of the signal at each frequency is characterized by a
complex number that can be represented as either a real/imaginary pair or as an
30  amplitude/phase pair. The carrier signal was designed in Fourier domain in such a

way that the carrier’s amplitude at each frequency is a constant and the carrier’s



Some of the bits are used to perfrormthe EDAC and so the nunber of bits
-derived fromthe machi ne readable area has to be reduced in order to
accomodat e the EDAC bits. A higher |evel of security is needed for
personal identification 5 related docunents such as transaction cards in
order to reduce fraudul ent use of such docunents including activities such
as skimmng. Skimmng is the practice of copying the machi ne readable data
fromone card to another. In addition, 1t is preferable if the security
features of ' Lt [ r i e the
need for a 8ﬁ%§r%Entg %Jh\sllgérq%k I;ll ﬁgg&% Oﬁfgﬁlﬁgﬁt@tg% &gf@gggaﬁgﬁ Wﬁléﬁﬂ.’é@gvga an 10~

i mage or candnfinel degrees) Tiradutdoerrefativh bEsuchiat canietlstbnaEhBengbbpei al i f a
personal identification related docunent and reader systemwth increased
security fe#sgmblingadrla fnetion sthaeh impravestthe integeity efthe seepveredcedur es, such

b hashod. - Hedes: TheRtBpabc L ne¥aR | Ieb Y ARIREG oBlogk PEa 15" Pl
a personsl k@eit cipheddncBptibekptat. A3 adeqaili B WillbebricReRY inydskibe fobat

includes these features. It is therefore an object of the present invention
to provi de anyperaiginized genson whe sloporothereesgssdodherprvate keshofdbet r ansact i on

card and reader .system i ch,.reduces fraudul ent- u of, such..docunents. It
"5 furt gyt S R R B R R FelPE P R o
identificat !tlﬁﬁ‘cz{rﬁk@‘iﬁfﬁe@@&M@é&d@@@eﬁe@@é’@éﬂéﬂ?&nﬁﬂﬂﬂdhﬁﬂcteﬁ@ﬁm security
features which work with established transaction card procedures. Still

anot her obj eawienf Intthe present émentipdhisivadensod ghay the degd mayherdstved

identification relat docunent uch. as .transactij.o r and.reader
yatem Wi oo hr e AR e s Lo R BRI LR R0 o1 1y of
a card by | o&HdhbIg ifforrAftiohd THIREAES ticArequibdédhRitinalbn EQRLMY 6f thet i | | anot her
obj ect of the present_invention is to provide a personal 1dentification

rel at ed docembrddigg alghrithen tor enlg ane bibsinsgmnatijhedimie thetihe maschineemadabiech wor ks

wi th established transagtion rd procedures, such as. the card validation
val ue (owy BY HAHRSS I ”(t:\‘/\'f’éfgdatbeal?(gs@fe tp!{gge&gaie § Cpitieh 45 _,theatHBef or image
30 verificabFfie offinEembbddih® HMOWeeE:, Mtess h réduitehfRnPloasetdd fuRM@nt i on to
provi de a personal _g_identification related docunent (such as

t r ansact$ oninfarnigtioamot peailible anthe sreching c¢ndablecodg df iampprariateduhatiat ended

transaction term,nal s,. such as AIM.s and ovi.de high |evel s security. A
further ob] SRFebpaRy ol SR T T ar Bl b istaalbf e 4 Sl Bgflee s
identificat iygel folas @els SFEHARIDN ab SeBNindSmultABR 86dnkAP. card) and reader
system which links the printed transaction card with the machi ne readabl e

data section of the cdfairasaition candisinseseotsilder aushorizatioprtheretvo fyneention i s
to provide a rson i dentifi. LON_Fke ed docu t. (such .as_,tyansaction
car ) “and- r SEREPRE)Bage PR R B AR R R IRRR 5 SRR VTS bl

to a nopourl cuidevaécepBa] £d.] ¥ fatdeotitive.t ifad ideAGRLMDARE fAlsRIgAtiSe Aidher
features, 024 ects _and advantages of the present invention wl|l become
readi | y appdglémposifiisrates peeaera Gubthis i émpractical e Homeyer ppesesntably lgyels and

o k10> St o TBSREASP MR L R IRARNART R T
whi ch cont aiuBed foBebdrtaen theatkatbletof Hifsayiih hédd to agree in order for a transaction
card to be accepted. In the case of a valid card, the embedded data can be
25 recovered, but some small percentage of the recovered bits will be in error, i.e., the
bit error rate.
It is well known, that given a bit error rate and the number of bits in
the recovered data string, what the probability distribution of a string having a
specified number of bits in error. Indeed, this is done by a Poisson distribution,
30 (see William Feller, An Introduction to Probability, Theory and Its Applications,
John Wiley & Sons, New York, 1976, pp. 153-159). Thus, once an acceptable



and al so having a printed region ‘having enbedded data in the inage printed
‘t hereon. A nethod of producing the identification badge, includes the steps
of: formng a digital inage of the badge hol der; generating an array of
random nunbers using a random nunber generator that enploys a seed val ue;
adding the 20 array of random nunbers to the digital image to produce a
nodi fied digital inmage; and printing thg nodi fied digital inage on the

i dentification badge. The badge is authénticated by scanning the i mage on

cor el ati ng TRePER AR aBh IRl R AR BRaSrBl BLobdIRHe T2 | g 1o
produce a Vabidlefad dalieete reinbeR6f bieRhichintt bee batBEreadly fututifed. 1S 2

schemati c de&; ction of a personal identification related docunent in
combi nat i on A amhexampdy, sitha bitieronrate ic@01 end 1 60 biteate denpvaneds thewavkey system

Figure 2 |s a. show asi c st eps far produci ng a
personal 1 adnife e ot b andt dfan b RER B TP 4 EBBreiriahr o 30

Fi gure 35| S BosENMEBIts aredopgéiam of the reading device of the present
invention in conmbination with a personal identification related docunent of

the _g_ present invdnthasase pf gfreedulentsand Ydingprosrated tolthewystyna tharef er r ed

met hod of practici,n the n nt i Turnin rst , there
is shown a d@?ésotﬂahe P?afb‘lf%gf’ lcﬂfggc g%ﬂ“%ﬁ%ﬁ%ﬂt Ih @ﬂ%‘%ed by wa

of exanple %ﬁlgﬁtﬁé?ﬂ&%ﬁd]lo%?i%gaseﬂh@'%?t%%e?ﬁﬂ&#@ﬂeso SiHRARIA | Y Pl anar
sheet 12 of a material which can be printed upon ansaction card 10

i ncl udes a phe databMedcbgumthe]pﬂ;lmmaram aad ¢lee okm ohthe arachineseadableianaa is eadabl e
data 16. The rrac readatlHe data area 1 eral

wel - kndfn 8¢ PR i Gstn e Fro DI st oiioh & Slingg oL b ot
integrated %a’i/ﬁllg'rﬁ-%ats fBEdr i€ apstexinfadd W&i@%us(spéﬁtd}stﬂﬂﬁtlorﬁnﬂlﬁ ¥ardi mensi onal )

and data gl yphs.” The data capacity of these machi ne readable data areas 16
are rel ati véinpwarmlkhe. ﬁdlleftﬂ@balahB’, (dee WVillbagn Eeller, Mt a capacity.

can be on t -_ |J%am§¥rgggl ony;k? ﬁg ?g c;(rjlrbe

printing ca B St 4 3

formed to prpﬂf,se-yg 1@%9'"[@1%”1; &lérai}ﬁfbedetérﬁnrﬂéthb §er‘§HH'ity gflt & Balohgt fBEET | al
sel ected for printable region le to"be printed in such a manner

t hat i ndiSvi dudllbecoteptat, gpnenelhesmhebanolf bttechquifeé‘mstgmeumnd Uging thteer f aces

wth the transac d.reade em 20. of. the p i nventi o shown
' bl ock i A5RRRITPHF e PGihoad o S5k Besdiseds Ik LRd AR et vEySTelh
determ nes wheijagr the transaction card 10 is 20 legitimate. The

transaction card 10 is presented to system 20 in such a nmanner that both
t he machi ne readabl e &fhews, the nombehef titsaresdastt to dr i agrderhentaetivedndher i nt ed

region |4 are avai,l a ction b e _syste i ne
readabl e ar d5°0VETHe Q}?gd‘zcg(ﬁaaaﬂdo élﬁtatﬂ? ﬁ ‘iﬂaﬁﬁ rﬁ&% ngéeafﬁwgﬁiafncl udes
the appnopr itgthe l4r g@éﬂfugﬁ%xftﬁé fAfepcaitiicadR 1588 BscepBbRCARAIGMAN doug Magnetic
stripe reader in the case

that the false negative rate be acceptable. This is not a major hurdle though, as

practical implementations will have sufficiently small bit error rates and a
sufficiently large number of bits to assure compliance.
As an alternative, since the characteristics of the errors incurred in

25  this type of application are likely predictable, the information is well suited for

encoding using EDAC (Error Detection and Correction) techniques. An example

of such codes are the celebrated Reed-Solomon codes which are widely used in

many applications. EDAC provides an efficient means to recover actual

information despite obscuration due to noise. Often, EDAC may be employed
30  requiring only a fractional amount of data overhead, (see Elwyn R. Berlekamp,

Algebraic Coding Theory, Aegean Park Press, 1984, ISBN: 0-89412-063-8).



25 of magnetic stripes. Reading device 22 also includes an i mage scanner 24
‘to translate the imge printed on the printable region 14 into a digital

i mge. The data fromthe reader 23 and the inage scanner 24 are sent to a
processor 26. The processor 26 perforns a secure hash algorithmon the data
captured fromthe machi ne readabl e portion of the transaction card 10. The
processor 26 al so 30 operates upon thq,}page data acquired fromthe
digitized image on the printable region 14 and extracts the enbedded data

Vo det er i nSORE Of fF Wi Eutid 8 pPHent U mpAGenRisR sRARR e of ol AIRE, 10T 20
to det er m n@ohd tht hehine deddaBleRk&dals @6 BE FRicbEMSIrdéfto a8doRanBdtte thef the

conparator 28 matches the two data strings, then it alerts the user by
turni ng theEBDAff bds.or |ight 30 to the "on" state, and if the two strings do

not pass the 5 conpargtar,test the decline indicator |ight.31 is turned to
the "on" state. Ref er%ll?féh?{ﬁwa(???—?c&ng’f lsf’ﬁ‘é‘.iegqu’rspeé' id mﬂ)ﬁi%? R™di agr am
showi ng 4 herdiagd BoRinRm@Ssuch b8 Bandallio)ER8S Al drl& 18 rRice Maadulbfent bf | cation
rel ated docunent such as a transaction card 10. In order for the approach

descri bed abeshagdocomente iztleding activitesusuck aeskimiming. h8kinmming anthapractine card 10
be produced ich s 10, particul ar features. Such tran tian card 10
contai ns. i nPbioRItEdRe FachiRgsadahle Gais tram opg Firdiip pether. A ARTESR Ao unt

nunber, nanBref&hble iih6 sCRkEy AQnREsSHT STHIP herS M) RieftiREdtRINGH atBRIdREMRbnts SUCh as
a digital image 34 (for exanple, an image of the card holder), and the

i mage 34 nuslimimtethe mbextifive d ctiak o wirify theanthdnticitpofa card by\evkang atBne
card-holder.informatjon 32 is inpuf to a progcessor 36 ere it . is 15

appl 1 61§, HMRERCAE BP5SRTR FHUTC, EHUiRS it oo B ebeRElahl APGSPI#hm and an
out put bit ﬁeﬁﬁﬁ&tfoﬁ%ﬁhfe?i-dgglrﬂgleﬁt%g?e;d%rE 1) withiifr8fled ScdufiBPrehiipiat to the

processor 36 and 1s npD y a data enbedding algorithmi’n order to
store t he owopkstwith estatilishedStrifnsattidnecand grdcedudes, sucheasabe varll validatione out put .

fromthe SHA ar ransf.er to a transaction car ri.nt.er 38 where
the. odt 1 | cHABREGEY) By SRTRESE G V25 RO (5hs S ) & BB AL STAREEE he
car d- hol der yiif OFgRLLRES | ’fhé"ﬁx‘i&rta?tnfg%l@}:@tsﬁaga paESRicheRARheeia0aa 16 of the

transaction card 10. Looki ng nex I , ere 1's shown a bl ock diagram
of the t®addogmuey rodredder systemrtbatdnclgdercthesededtitesas nenti oned above,

i ncludes a reader 23 and _.an j mage.scanner 24, which. has several subsystens.
The transaction card %S‘Silﬁr%@r?%pﬂbé??éﬂ?ﬁﬁtmesteﬂ@nygﬁ’d’égo?‘Z)Vil %ensed by a

sensor 41 WakGhndlicaaiBsioM 18Rt ddcARSACKIcR As GfslctiiiScAre &t RA4&T €d into the
system The sensor 41 activates a card transport subsystem 40 whi ch causes

t he transacsystem gdiich rédudes filaedylent usd of swah ddcemertader 22 al ong a track 42.
The sensor 41 activates bqth the. a riate .reader 23, such as magneti c
stripe reader, to conﬁ’e‘ﬁé%”‘?}éeé(?ﬁ}?ﬁp&ﬁégﬁﬁ?ﬁ?tﬁgv?’gaﬂéﬁﬂ’@vﬁtéé’?%ni of the
transacyf on;jdedfificaidn réfateddobuRent3nd3ddet st REKB iRGBINBE Sectfity Raeln t he
printed region 14 of the transaction card 10. The inmage scarner 24 is

capabl e of whichiwenldwithcestattlishesstodnsaétion ¢and pregeduzes he deci phering of the
enbedded i mage i nfor 4;on. Wi l.e t rinted information.wich includes
the_enbedded | nf or mat PoH AP eLIERAPETHEgs ert o 8T BON RSPl havi ng
the inmage bedidpfifidatnGElated ddbuhbft (S@dhtashRindftion ERIGY afMd RMdsIETstemdifitional _
visual information about the 5 legitimcy of the card-holder if a person is

conduct i ng eheinatesibeanedddor a plgrk toi enidy the authesticitiefe wrd bynloopinggdancan be
conpr esgﬁd andethe ddata can Pe stored in the nmachi ne readable area 16 and
subsequént | Y& B HRIFUSH PAES nf or mati on stream passing through the

SHA. The image i nfor matillQRotRAoke& DR pressht %ﬁ/eﬁtiéfﬁﬁ'!@Fﬁfvidé Ppgddnal on card
verification with a central transaction card 10 control authority as

envi si oned bdentifisatiogtrelatedMipcumentygudizay, trangacgion Fard) gndreaderrystemayhigh | |
ent 1 ed " MELHCD, AND ARRABATLIS FCR, TRANSACT]ON CARD ERLF1.GATIQY "
value (CVV) by having the CVV as part of the data to be hashed, and for image
30  wverification values.

It is another object of the present invention to provide a personal



In the present invention, it is understood that the seed may be derived
.directly fromthe nmachi ne-readable information or fromthe SHA of the 15
machi ne-readabl e information. This renders the required information
capacity of the enbedding algorithmto only one bit, since at the tine that
t he machi nereadable information is read, it would be possible to regenerate
the carrier used at the tine of the origgi nal enbedding. Referring to Fig.
4, according to a preferred enbodi nent,”a digital 20 i mage of the badge

hol der is fo 4. for .exanple using.a digital .canpra.to form.an i mage
navi ng 300 enaedonapBledfoaiBes BRSM Bobicon araf AT R Sveth M ifher ated -
46 using a s£RdptaleUfitfinatesd BshdiPnRaciifall Gueig ESATMYS andpRAEEe seri al
nunber, or other unique identifying nunbers. The array is generated, for

exanpl e, ushigl levels ofsepuritjue described in U.S. Patent No. 6,044, 156, issued
March 28, 25 2000, by nsi nger al . ntitled "NET FOR ERATI NG AN
| NPROVED CARR ER FOR GMPRI U ok e speens Bvemish s FRopL é&FFsaQGE‘N The first
300 X 408 ajdedtfiOdiohERA ddLERBHT s alEchdR cardPind REd@Kyitsmadded 48 to
the digital image to produce a nodified digital image, and the nodified

di gi t al i natjskd the printed échnsactiph eaiddeith {heingcachinenredhtitpalatd seagorB0fthe 400 30
array of randgm nunbers may be stored 49 for future use in authenticating
the i mage offfhe badge. Alternatively, the array of random nunbers may be

-12 regenerated 51- aktif JReIHRE ol)bct I EIEd Vet Sk ROplol RleSERdsohal t hat can
be stored on the badge 1 n machine readable form as descri bed above. To

aut hent i cat elentificativagelatedidocimagtdsich as¢mnsastion Oardparicoreader sysemwarield di gi t al
i mage, dth ecoye igital .iymage.is correlated 52 with the array of
Fandom RunbatGidef prabeded dehighioh s e E5He! B6FFerac on wi i1 reoult in
a strong correl ation pegly s{aftedt,B{’efofr&ﬁgﬁg'aﬁd%hle?dﬁ%%{éfr'f&aﬂu%i}%bfe@fsr el ation

peak will be weak or non-éxistent. inple act of correlating the inmage
with the aramdadvantageiofithe present iinentioheild heeonef feedity apparent upmta ng a message

fromthe inmage, and conparing the extracte ssage with the ta stored on
the card. 18 }“@rﬂ%tﬂPﬁa BldBssrplion clgimy aﬂﬂé@mg Fot dorth RYEm iR i on i s one
wel | adapt e@ahedbbfibf 2l 'ad@int&%ﬁiaféc h%éoﬁﬂﬁ%h@@b?%%oﬁzi&lggal'ﬁ!a%ﬂéde set forth

t oget her with ot her” advant ages are apparent an ich are inherent to
t he prot¥®ssidentifigation Hadgeihaleng soarda tvhadh coatains madhérst neadebleamtbrmation

subconbi nati o are.of utility.and may b |l oyed with reference to ot her
Featur os andid as hiiBka Priter aheon Snriay Fbedi SRAE R EEe ZHANo v t i t he
scope of the,dedai rﬁ?meﬁﬁdf@"ﬂﬁ‘od&ﬁ@'tﬁé ﬁleﬁﬁﬁ@ﬂioﬂ%@&ée Wu&?tﬂ@s‘i‘@ps . the

i nvention w thout departing fromthe scope thereof, It Is to be understood
that all mafereringedigital sergefod therbadgel hsldenvgenanatinganarmymp aandony dr awi ngs i s

AR R SR CHR NI T e RO
badge, g®NPLirdY Hfrahdéin HuBBersab thetdigRildagt Rprodetied thadifitdBLSaPimagebadge
hol der; (b) g€enerating an array of random nunbers using a random nunber
gener at or t had penipigihe modifestidighalumage of) theddditificatdgon basligar Thy badgeriandom
numbers wit Qut‘i]gn ic%{e%i t}yaslcarilmnx?gq the image on the identification badge to produce a
recovered digital image; and correlating the array of random numbers with the
recovered digital image to produce a validity check of the identification badge.
25 Figure 1 is a schematic depiction of a personal identification related
document in combination with a personal identification related document reader
system.
Figure 2 is a block diagram showing the basic process steps for
producing a personal identification related document such as a transaction card.
30 Figure 3 is a schematic diagram of the reading device of the present

invention in combination with a personal identification related document of the



to produce a nodified digital image; (d) printing the nodified digital
-image on the identification badge; and (e) recording the seed value on the
badge. 2. The nethod clained in claiml, further conprising the steps of:
(a) scanning the nodified digital image on the identification badge to
produce a recovered digital inmage; (b) reading the seed value fromthe
badge; (c) regenerating the array of rqygonlnunbers usi ng the random nunber

generator and the seed value that was read fromthe badge; and (d)
correlating H}gnt%{/ iggf random nunbers with the recovered digital inmge to
produce a valS ty check of the identification badge. 3. The nmethod clai med

inclaiml, whereint eeads ¥ bwechag sBowingQPréfehedhietbdcsfdradtitingue to the
i dentification badge holder. 4. The nmethod clainmed in claim3, wherein the

seed val ue ithreprespasinvaetistadge hol der' s nane. -14 5. The method claimed in
claim 3, wherein the seed val LS stored gn the identification badge in
machi ne readabl e fprmsleuémnq'ﬁésléﬁ%r%i t@f’rgil?rgl}?VY%aB?ré‘?rPﬁtl éerx@ﬁg?tbqnn the array
of random nughRA AobiwimérRdONEIpRiEEbY WaPLE €8s ¥ &hnilction card.

.Ah, R A Al .A A A A5. A A A . Ay, Al A, 18VAD~v{

_AO ! #%-yt ofTearseGtion] ased tjscregenaiabiyplrahrstieet]) Tof xmptenpkwhichcambe a] ca] ca] ca] c
aJ cTa] cal Ca]p%%le%q.lpgg.] ‘flaeln%éiétfc:)% card 10 includes a printable region 14 and an area
which contains machine readable data 16. The machine readable data area 16 can
be present in several well-known formats, including but not limited to magnetic
10 stripes, integrated circuits, smart-cards, bar codes (both one- and two-dimensional)
and data glyphs. The data capacity of these machine readable data areas 16 are
relatively small. In the case of a magnetic stripe the data capacity can be on the
order of 500 bits. The printable region 14 suitable for printing can be PVC, paper
or any other printable material which can be formed to present a planar surface. It
15  is required that the material selected for printable region 14 be able to be printed in
such a manner that individual dots or pixels be printed.

Transaction card 10 interfaces with the transaction card reader
system 20 of the present invention shown in block diagram form in Fig. 1. The
transaction card reader system 20 determines whether the transaction card 10 is

20  legitimate., The transaction card 10 is presented to system 20 in such a manner
that both the machine readable area 16 of the transaction card 10 and the printed
region 14 are available for inspection by the system 20. The machine readable
area 16 of the card is read by a reading device 22 which includes the appropriate
reader 23 for the storage means selected, e.g., a magnetic stripe reader in the case

25  of magnetic stripes. Reading device 22 also includes an image scanner 24 to
translate the image printed on the printable region 14 into a digital image. The
data from the reader 23 and the image scanner 24 are sent to a processor 26. The
processor 26 performs a secure hash algorithm on the data captured from the
machine readable portion of the transaction card 10. The processor 26 also

30  operates upon the image data acquired from the digitized image on the printable

region 14 and extracts the embedded data within the image. The two data streams
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10  particular features. Such a transaction card 10 contains information 32 important

to the card-holder, such as account number, name, etc. The card 10 also must
contain printed material, such as a digital image 34 (for example, an image of the
card holder), and the image 34 must have embedded data which can be later
recovered. The card-holder information 32 is input to a processor 36 where it is
15 applied to a hashing algorithm, such as the Secure Hash Algorithm, and an output
bit stream results. The image 34 to be printed is then input to the processor 36 and
is modified by a data embedding algorithm in order to store the output from the
SHA. The modified image as well as the output from the SHA are then
transferred to a transaction card printer 38 where the modified image is printed on
20 the printable region 14 and the card-holder information is written into the machine
readable area 16 of the transaction card 10.
Looking next at Fig. 3, there is shown a block diagram of the
reading device 22. The reading device 22, as mentioned above, includes a reader
23 and an image scanner 24, which has several subsystems. The transaction card
25 10 when placed into the reader 22 is sensed by a sensor 41 which discerns when a
transaction card has been entered into the system. The sensor 41 activates a card
transport subsystem 40 which causes the transaction card 10 to be pulled into the
reader 22 along a track 42. The sensor 41 activates both the appropriate reader 23,
such as a magnetic stripe reader, to commence reading the machine readable area
30 16 of the transaction card 10, as well as an optical image scanner 24 to scan the

printed region 14 of the transaction card 10. The image scanner 24 is capable of
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information stream passing through the SHA. The image information can also be
used as a means of transaction card verification with a central transaction card

10 control authority as envisioned by U.S. Patent No. 5,436,970, July 25, 1995 to
Ray, et al., entitled "METHOD AND APPARATUS FOR TRANSACTION
CARD VERIFICATION."

In the present invention, it is understood that the seed may be
derived directly from the machine-readable information or from the SHA of the

15  machine-readable information. This renders the required information capacity of
the embedding algorithm to only one bit, since at the time that the machine-
readable information is read, it would be possible to regenerate the carrier used at
the time of the original embedding.

Referring to Fig. 4, according to a preferred embodiment, a digital

20  image of the badge holder is formed 44, for example using a digital camera to
form an image having 300 x 400 pixels. A 512 x 512 array of random numbers is
generated 46 using a seed value 45, such as the badge holders name, a badge serial
number, or other unique identifying numbers. The array is generated, for example,
using the technique described in U.S. Patent No. 6,044,156, issued March 28,

25 2000, by Honsinger, et al., entitled “METHOD FOR GENERATING AN
IMPROVED CARRIER FOR USE IN AN IMAGE DATA EMBEDDING
APPLICATION.” The first 300 x 400 array of random numbers from the 512 x
512 array is added 48 to the digital image to produce a modified digital image, and
the modified digital image is printed on the identification badge. The 300 x 400

30  array of random numbers may be stored 49 for future use in authenticating the

image on the badge. Alternatively, the array of random numbers may be
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' ()-!10% o&irfjge, the image is scanned 50 to form a recovered digital image, and the

;38?2883 ()recovere& (a()/gm'?taplln%g% is correﬁtLd §2 \Nlt\’l }1% llérgysc} rancliolrr(l)(zgrcr)l%erg) If1 t%% 0& ()-
5  image is authentic the correlation will result in a strong correlation peak. If the
image is not authentic, the correlation peak will be weak or non-existent. The
simple act of correlating the image with the array of random number has the same
effect as extracting a message from the image and comparing the extracted
message with the data stored on the card.

10 From the foregoing, it will be seen that this invention is one well
adapted to attain all of the ends and objects hereinabove set forth together with
other advantages which are apparent and which are inherent to the process.

It will be understood that certain features and subcombinations are
of utility and may be employed with reference to other features and

15  subcombinations. This is contemplated by and is within the scope of the claims.

As many possible embodiments may be made of the invention
without departing from the scope thereof, it is to be understood that all matter
herein set forth and shown in the accompanying drawings is to be interpreted as

illustrative and not a limiting sense.
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badge, comprising the steps of:

(a) providing a digital image of a badge holder;

(b) generating an array of random numbers using a random number
generator that employs a seed value;

(c) combining the array of random numbers with the digital image
to produce a modified digital image;

(d) printing the modified digital image on the identification badge;
and

(e) recording the seed value on the badge.

2. The method claimed in claim 1, further comprising the
steps of:

(a) scanning the modified digital image on the identification badge
to produce a recovered digital image;

(b) reading the seed value from the badge;

(c) regenerating the array of random numbers using the random
number generator and the seed value that was read from the badge; and

(d) correlating the array of random numbers with the recovered

digital image to produce a validity check of the identification badge.

3. The method claimed in claim 1, wherein the seed value is

an identification code unique to the identification badge holder.

4. The method claimed in claim 3, wherein the seed value

includes the badge holder’s name.
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6. The method claimed in claim 2, wherein the array of

random numbers is regenerated from the seed value.



