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METHOD AND DEVICE FOR VERIFYING A TRUSTED TERMINAL  

TECHNICAL FIELD 

[001] The disclosure relates to the field of terminal technologies, and in particular, 

to methods and devices for verifying a trusted terminal. 

 

BACKGROUND 

[002] For a payment application that has a high requirement for security, such as 

Alipay, when a user needs to perform sensitive operations, such as resetting a password, 

modifying a contact phone number reserved by the user, or modifying a login name, the 

modified information involved in the sensitive operations is mostly the user’s private 

information. Therefore, a process for verifying an identity of the user would be very strict 

when the user performs the sensitive operations. 

[003] For example, when the user performs the sensitive operations, the user may 

upload credential information and answer a reserved question generated on a webpage. 

Then a customer service staff manually reviews the credential information uploaded by the 

user and makes a follow-up phone call. Only after all the above verifications are passed, 

may the user be permitted to perform the above sensitive operations. 

[004] In the above solution, however, if all users need to perform the above strict 

process for identifying identities while performing the sensitive operations, reviewing 

credentials uploaded by the users and making follow-up phone calls both require a 

significant labor cost. Moreover, if the user have to perform a relatively strict identity 

verifying again for every sensitive operation, user experience may be influenced. 

[005] In order to address the above problems, a login terminal used by the user 

may be verified, the login terminal that is verified is a trusted terminal for the user. When 

the user uses the trusted terminal to log in and perform a sensitive operation, repeated 
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verification may not necessarily be performed on the user, or only relatively simple 

verification may be performed. 

[006] Generally, a login terminal of a user is verified by transaction information, 

an IP address, and a login time period of the user. But, in some special application 

scenarios, for example, when a login terminal is exchanged between users, the above 

method cannot meet user demands. 

SUMMARY 

[007] To address the above problems, the present disclosure provides a method and 

a device for verifying a trusted terminal. 

[008] According to a first aspect of embodiments of the disclosure, a method for 

verifying a trusted terminal is provided, including: determining whether a login terminal of 

a user matches the trusted terminal of the user recorded locally; determining, when it is 

determined that the login terminal does not match the trusted terminal of the user recorded 

locally, whether a login account of the user is associated with a frequent-use login account 

of the login terminal; and determining that the login terminal is the trusted terminal of the 

user if the login account of the user is associated with the frequent-use login account of the 

login terminal. 

[009] Optionally, before determining whether a login terminal of a user matches a 

trusted terminal of the user recorded locally, the method further includes: identifying a 

terminal type of the trusted terminal according to hardware information of the trusted 

terminal; locally classifying the trusted terminal as a handheld trusted terminal when the 

trusted terminal is identified as a handheld terminal; determining whether a frequent-use 

time period of the trusted terminal is an office time period or a household time period, when 

the trusted terminal is identified as a PC terminal; locally classifying the trusted terminal as 

an office trusted terminal, when the frequent-use time period of the trusted terminal is the 
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office time period; and locally classifying the trusted terminal as a household trusted 

terminal, when the frequent-use time period of the trusted terminal is the household time 

period. 

[010] Optionally, before determining whether a login account of the user is 

associated with a frequent-use login account of the login terminal, the method further 

include: determining whether the number of logins of the login account of the user on the 

login terminal reaches a threshold; further determining whether the login account of the user 

is associated with the frequent-use login account of the login terminal, if Yes; and 

determining that the login terminal is an untrusted terminal of the user, if No. 

[011] Optionally, determining whether a login account of the user is associated 

with a frequent-use login account of the login terminal include: querying the frequent-use 

login account of the login terminal, wherein the frequent-use login account is, among 

historical login accounts of the login terminal, a login account that the number of logins 

thereof reaches a threshold; determining whether the login account of the user and the 

frequent-use login account were logged-in on a same trusted terminal and whether the 

numbers of logins of both of the two accounts reach the threshold; and if Yes, determining 

that the login account of the user is associated with the frequent-use login account, and 

locally storing an association relationship between the login account of the user and the 

historical login accounts. 

[012] Optionally, the same trusted terminal is the same household trusted terminal. 

[013] According to a second aspect of embodiments of the disclosure, a device for 

verifying a trusted terminal is provided, including: a first determining module, used for 

determining whether a login terminal of a user matches a trusted terminal recorded locally; 

and a second determining module, used for determining, when it is determined that the login 

terminal does not match the trusted terminal recorded locally, whether a login account of 
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the user is associated with a frequent-use login account of the login terminal, and determine 

that the login terminal is the trusted terminal of the user if Yes. 

[014] Optionally, the device further includes: a classification module, used for 

identifying, before the first determining module determines whether a login terminal of a 

user matches a trusted terminal of the user recorded locally, a terminal type of the trusted 

terminal according to hardware information of the trusted terminal; when the trusted 

terminal is identified as a handheld terminal, locally classifying the trusted terminal as a 

handheld trusted terminal; when the trusted terminal is identified as a PC terminal, 

determining whether a common time period of the trusted terminal is an office time period 

or a household time period; when the common time period of the trusted terminal is the 

office time period, locally classifying the trusted terminal as an office trusted terminal; and 

when the common time period of the trusted terminal is the household time period, locally 

classifying the trusted terminal as a household trusted terminal. 

[015] Optionally, the second determining module is further used for: determining, 

before determining whether a login account of the user is associated with a frequent-use 

login account of the login terminal, whether the number of logins of the login account of the 

user on the login terminal reaches a threshold; further determining whether the login 

account of the user is associated with the frequent-use login account of the login terminal if 

Yes; and determining that the login terminal is an untrusted terminal of the user if No. 

[016] Optionally, the second determining module is further used for: querying the 

frequent-use login account of the login terminal, wherein the frequent-use login account is, 

among historical login accounts of the login terminal, a login account that the number of 

logins thereof reaches a threshold; determining whether the login account of the user and 

the frequent-use login account were logged-in on a same trusted terminal and whether the 

numbers of logins of both of the two accounts reach the threshold; and if Yes, determining 
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that the login account of the user is associated with the frequent-use login account, and 

locally store an association relationship between the login account of the user and the 

historical login accounts. 

[017] Optionally, the same trusted terminal is the same household trusted terminal. 

[018] According to a third aspect of embodiments of the disclosure, a device for 

verifying a trusted terminal is provided, including: a processor; and a memory for storing 

instructions executable by the processor; wherein the processor is used for: determining 

whether a login terminal of a user matches a trusted terminal of the user recorded locally; 

determining, when it is determined that the login terminal does not match the trusted 

terminal of the user recorded locally, whether a login account of the user is associated with 

a frequent-use login account of the login terminal; and determining that the login terminal is 

the trusted terminal of the user if Yes. 

[019] In view of this, the disclosure, based on the conventional technical solution 

of verifying a login terminal, determines an association relationship between a login 

account and a frequent-use login account of the login terminal in a process of verifying the 

login terminal. When it is determined that the login account of a user is associated with the 

frequent-use login account of the login terminal, the login terminal is determined as a 

trusted terminal of the user. By means of the above solution, in an application scenario of a 

login terminal being exchanged between users, repetitively performing complicated 

verifying on the login terminal may be avoided. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[020] FIG. 1 is a flow chart of a method for verifying a trusted terminal, according 

to embodiments of the disclosure. 

[021] FIG. 2 is a flow chart of another method for verifying a trusted terminal, 

according to embodiments of the disclosure. 
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[022] FIG. 3 is a schematic diagram of verifying a login terminal of a user by a 

server, according to embodiments of the disclosure. 

[023] FIG. 4 is a flow chart of processing of a terminal analysis system, according 

to embodiments of the disclosure. 

[024] FIG. 5 is a flow chart of processing of a user verifying system, according to 

embodiments of the disclosure. 

[025] FIG. 6 is a schematic diagram of a logical structure of a trusted terminal 

verifying device, according to embodiments of the disclosure. 

DETAILED DESCRIPTION 

[026] Exemplary embodiments will be described in detail herein, and examples 

thereof are shown in the accompanying drawings. In the following description involving the 

accompanying drawings, the same numerals in different accompanying drawings indicate 

the same or similar elements, unless specified otherwise. Implementations described in the 

following exemplary embodiments do not represent all implementations consistent with the 

disclosure. In contrast, they are merely examples of devices and methods consistent with 

some aspects of the disclosure as described in detail in the appended claims. 

[027] Terms in the disclosure are merely used for describing specific 

embodiments, rather than limiting the disclosure. Singular forms “a (an)”, “said”, and “the” 

used in the present disclosure and the appended claims also include plural forms, unless 

clearly specified in the context that other meanings are denoted. It should be further 

understood that the term “and/or” used herein refers to and includes any or all possible 

combinations of one or more associated items listed. 

[028] It should be understood that, although terms such as “first”, “second”, and 

“third” may be used to describe various kinds of information in the disclosure, these kinds 

of information should not be limited by the terms. These terms are merely used to 
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distinguish information of the same type from each other. For example, without departing 

from the scope of the disclosure, the first information may also be referred to as second 

information, and similarly, the second information may also be referred to as first 

information. Depending on the context, the word “if” used herein may be explained as 

“when...”, “as...”, or “in response to the determination”. 

[029] For an application scenario where a login terminal is exchanged between 

users to log in to a payment account, generally, login terminals of all users are verified 

respectively by a server in combination with hardware information of the login terminals; 

after the verification is successful, the server locally records the login terminal as a trusted 

terminal of the user; and when the user uses the trusted terminal to perform a sensitive 

operation, repetitive verifying is not performed on the login terminal of the user, or merely 

simple verification is performed. 

[030] However, the above solution may have issues as described below. 

[031] For example, in an application scenario of a common login terminal being 

used among family members to log in to a payment account, when the login terminal is 

verified according to the above method, verifying is generally based on login information of 

the user, such as transaction information, an IP address, a login time period, and the like of 

the user. Thus, the server will verify the login terminal for different family members one by 

one when different family members use the same login terminal to log in to their own 

payment accounts. 

[032] Generally, however, as the degree of trust among family members is high, it 

is completely unnecessary that the server verifies the login terminal for different family 

members one by one when the family members use the same login terminal to log in to their 

own payment accounts. 
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[033] In view of this, the disclosure, based on the technical solution of verifying a 

login terminal, determines an association relationship between a login account and a 

frequent-use login account of the login terminal in a process of verifying the login terminal. 

When it is determined that the login account of a user is associated with the frequent-use 

login account of the login terminal, the login terminal is determined as a trusted terminal of 

the user. 

[034] The solution achieves that, in an application scenario of a login terminal 

being exchanged between users, whether the login terminal is a trusted terminal of the user 

can be determined by an association relationship between the login account of the user and 

the frequent-use login account of the login terminal, thereby avoiding repetitively 

performing complicated verifying on the login terminal. 

[035] The disclosure will be described below through specific embodiments and in 

combination with different examples. 

[036] Referring to FIG. 1, FIG. 1 is a method for verifying a trusted terminal 

according to embodiments of the disclosure. The method may be performed by a server, and 

the method includes the following steps 101-103. 

[037] In step 101, whether a login terminal of a user matches a trusted terminal of 

the user that is recorded locally may be determined. 

[038] In the step, during determining whether the login terminal of the user is a 

trusted terminal of the user, the server may acquire hardware information of the login 

terminal and then sequentially match the hardware information of the terminal with 

hardware information of the trusted terminal of the user recorded in a database. And if they 

are matched, it indicates that the login terminal is currently a trusted terminal for the user. 

On the other hand, if they are not matched, it indicates that the login terminal is an untrusted 
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terminal for the user, and the server can only record, for the untrusted terminal, hardware 

information of the terminal and the number of times that the user uses the terminal to log in. 

[039] When the server verifies the login terminal for the user, verifying can still be 

performed according to login information of the user, such as transaction information, an IP 

address, a login time period, or the like of the user. After the verifying is passed, the login 

terminal can be recorded locally as a trusted terminal of the user. In addition, the server may 

also classify, according to terminal types, trusted terminals that have been recorded locally. 

[040] For example, the server may classify, according to the terminal types and a 

frequent-use time period of the trusted terminal, the locally recorded trusted terminals into a 

handheld trusted terminal, a household trusted terminal, and an office trusted terminal. If the 

trusted terminal is a handheld terminal, the server may locally classify the trusted terminal 

as a handheld trusted terminal. If the trusted terminal is identified as a PC terminal, the 

server may further determine whether the frequent-use time period of the trusted terminal is 

an office time period or a household time period. If it is the household time period, the 

server may directly locally classify the trusted terminal as a household trusted terminal, and 

if it is the office time period, the server may locally classify the trusted terminal as an office 

trusted terminal. 

[041] The hardware information of the login terminal may include different 

information according to a different terminal type of the login terminal. For example, if the 

login terminal is a PC terminal, the hardware information may include a mainboard MAC, a 

network card MAC, an operating system and other information of the PC terminal. If the 

login terminal is a mobile phone terminal, the hardware information may include hardware 

information, a mobile phone system, and other information of mobile phone accessories. 
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[042] In step 102, there is a determination whether a login account of the user is 

associated with a frequent-use login account of the login terminal when it is determined that 

the login terminal does not match the locally recorded trusted terminal of the user; 

[043] In step 103, the login terminal is determined as the trusted terminal of the 

user, if the login account of the user is associated with the frequent-use login account of the 

login terminal. 

[044] In the above steps, when the login terminal of the user is a trusted terminal of 

the user recorded locally by the server, complicated repetitive verifying may not be 

performed on the login terminal or merely simple verification is performed. On the other 

hand, when the login terminal of the user is not the trusted terminal of the user recorded 

locally by the server, the server may further acquire a login account of the user and 

historical login accounts of the login terminal, determine whether the login account of the 

user is associated with the historical login accounts of the login terminal, and then 

determine whether the login terminal is the trusted terminal of the user. 

[045] For example, the server may identify a frequent-use login account from the 

acquired historical login accounts. For instance, in the historical login accounts, a login 

account that the number of logins thereof reaches a threshold can be used as a frequent-use 

login account. When the frequent-use login account is identified, the server may, by 

querying a local database, determine whether the frequent-use login account and the login 

account used in the current login of the user were logged-in on a same trusted terminal and 

whether the number of logins reaches the threshold. If Yes, it indicates that the login 

account used in the current login of the user is highly associated with the frequent-use login 

account of the login terminal, and the server can determine the login terminal as the trusted 

terminal of the user. 
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[046] In some embodiments, during determining whether the frequent-use login 

account and the login account used in the current login of the user were logged-in on a same 

trusted terminal, the same trusted terminal may be a same household trusted terminal. When 

the frequent-use login account and the login account used in the current login of the user 

were logged-in on the same trusted terminal and the number of logins thereof reaches a 

threshold, the user and a user corresponding to the frequent-use login account may be in a 

family relationship. Thus, it may determine the login terminal as the trusted terminal of the 

user. 

[047] In some embodiments, the server may acquire frequent-use login accounts of 

household trusted terminals recorded locally respectively, and then establish family 

relationship data according to the acquired frequent-use login accounts. When a log-in user 

is being verified, whether the current log-in user and a user who frequently uses the login 

terminal are in a family relationship may be identified by querying the established family 

relationship data. 

[048] Generally, when it is determined that the frequent-use login account and the 

login account used in the current login of the user were logged-in on the same trusted 

terminal, the same trusted terminal may also be a same handheld trusted terminal or office 

trusted terminal. 

[049] In addition, before the server determines an association relationship between 

the above login accounts, the server may further screen the users to determine a frequent 

user of the login terminal, and the association relationship between the above login accounts 

is determined only for the frequent user. 

[050] For example, the server may also determine whether the number of logins of 

the login account of the user on the login terminal reaches a threshold. If Yes, it indicates 

that the user is a frequent user and it may further determine whether the login account of the 
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user is associated with the frequent-use login account of the login terminal. If No, it 

indicates that the user is not a frequent user, and it may determine the login terminal as an 

untrusted terminal of the user. In an example of the same trusted terminal being the same 

household trusted terminal, if the number of logins on the household trusted login terminal 

used by a user is less than the threshold (e.g., only once), the user may be merely a visitor. 

For such users, it is meaningless for the server to determine on the association relationship 

between the above login accounts, and thus it may determine the login terminal as an 

untrusted terminal of the user directly. 

[051] In this embodiment, during verifying the login terminal, the server 

determines an association relationship between a login account and a frequent-use login 

account of the login terminal, and when it is determined that the login account of the user is 

associated with the frequent-use login account of the login terminal, the server determines 

that the login terminal is a trusted terminal of the user. 

[052] By means of the above solution, in an application scenario where a login 

terminal is exchanged between users, whether the login terminal is a trusted terminal of the 

user can be determined through an association relationship between the login account of the 

user and the frequent-use login account of the login terminal, thereby avoiding performing 

complicated repetitive verifying on the login terminal. 

[053] Referring to FIG. 2, FIG. 2 is a method for verifying a trusted terminal 

according to embodiments of the disclosure. The method may be performed by a server, and 

the method includes steps 201-204 as below.  

[054] In step 201, a determination may be made whether a login terminal of a user 

matches a locally recorded trusted terminal of the user. 

[055] In step 202, when it is determined that the login terminal does not match the 

locally recorded trusted terminal of the user, a frequent-use login account of the login 
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terminal is queried, wherein the frequent-use login account is, among historical login 

accounts of the login terminal, a login account that the number of logins thereof reaches a 

threshold. 

[056] In step 203, whether the login account of the user and the frequent-use login 

account were logged-in on the same trusted terminal and whether the numbers of logins of 

both of the two accounts reach the threshold may be determined. If Yes, it is determined 

that the login account of the user is associated with the frequent-use login account, and an 

association relationship between the login account of the user and the historical login 

accounts is locally stored. 

[057] In step 204, when it is determined that the login account of the user is 

associated with the frequent-use login account, the login terminal is determined as a trusted 

terminal of the user. 

[058] In this embodiment, during determining whether the login terminal of the 

user is a trusted terminal of the user, the server may acquire hardware information of the 

login terminal and then sequentially match the hardware information of the terminal with 

hardware information of the trusted terminal of the user recorded in a database. If they are 

matched, it indicates that the login terminal is currently a trusted terminal for the user.  On 

the other hand, if they are not matched, it indicates that the login terminal is an untrusted 

terminal for the user. The server may merely record, for the untrusted terminal, hardware 

information of the terminal and the number of times that the user uses the terminal to log in. 

[059] When the server verifies the login terminal for the user, verifying can still be 

performed according to current solutions for verifying login terminals of a user. For 

example, the server may verify login terminals of a user according to login information of 

the user, such as transaction information, an IP address, a login time period, or the like of 
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the user. After the verifying is passed, the login terminal can be recorded locally as a trusted 

terminal of the user.  

[060] During implementation, the server may divide a local authentication system 

into different sub-systems. The different sub-systems cooperate with each other to 

accomplish the above process of verifying a login terminal of a user. 

[061] For example, with reference to FIG. 3, sub-systems after an verifying system 

of a server being divided may include a user operating system, a user verifying system, and 

a terminal analysis system. It should be noted that the above dividing of sub-systems of the 

verifying system of the server is merely exemplary, and is not used to limit the present 

disclosure. 

[062] 1) User operating system 

[063] The user operating system is used for recording user operations, such as a 

user logging into the Alipay system, logging out, transferring, modifying user information, 

the number of logins and other operations, and storing the recorded user operations into a 

database. The user operating system is further used for acquiring an operating environment 

of the user, such as hardware information of the login terminal of the user, and transmitting 

the acquired hardware information of the login terminal of the user to the terminal analysis 

system for analysis. 

[064] For example, the user operating system may analyze the operating 

environment of the user during user operations, acquire hardware information of the login 

terminal of the user, perform modeling according to the acquired hardware information, and 

transmit a hardware information model generated by modeling to the terminal analysis 

system for analysis. The hardware information of the login terminal may include different 

information according to different terminal types of the login terminal. For example, if the 

login terminal is a PC terminal, the hardware information may include a mainboard MAC, a 
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network card MAC, an operating system and other information of the PC terminal. If the 

login terminal is a mobile phone terminal, the hardware information may include hardware 

information, a mobile phone system and other information of mobile phone accessories. 

[065] 2) Terminal analysis system 

[066] The terminal analysis system is used for analyzing the login terminal of the 

user according to the hardware information model transmitted from the user operating 

system, verifying the login terminal of the user according to an analysis result, and storing a 

verified trusted terminal of the user in a database. Meanwhile, the terminal analysis system 

may also classify, according to the terminal types, the trusted terminals recorded in the 

database. 

[067] For example, with reference to FIG. 3 and FIG. 4, the terminal analysis 

system may still analyze the login terminal according to login information of the user, such 

as transaction information, an IP address, a login time period, or the like of the user, and 

verify the login terminal of the user according to an analysis result. After the verifying is 

passed, the login terminal may be recorded locally as a trusted terminal of the user in a local 

database. Trusted terminals recorded in the database may be further classified by the 

terminal analysis system according to terminal types into a handheld trusted terminal, a 

household trusted terminal, and an office trusted terminal. 

[068] For example, if the trusted terminal is identified as a handheld terminal 

according to the hardware information, the terminal analysis system may locally classify the 

trusted terminal as a handheld trusted terminal. If the trusted terminal is identified as a PC 

terminal according to the hardware information, the terminal analysis system may further 

determine whether a frequent-use time period of the trusted terminal is an office time period 

or a household time period. If it is the household time period, the terminal analysis system 

may locally classify the trusted terminal as a household trusted terminal, and if it is the 
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office time period, the terminal analysis system may locally classify the trusted terminal as 

an office trusted terminal. 

[069] For a login terminal that belongs to none of the household trusted terminal, 

the office trusted terminal, and the handheld trusted terminal, the login terminal may be 

locally classified as the other terminal. The other terminal is not a trusted terminal yet, and 

thus may not be stored in the database. 

[070] 3) User verifying system 

[071] The user verifying system is used for invoking the database, and verifying 

the login terminal of the user. 

[072] For example, the user verifying system may invoke the database, and match 

hardware information of the login terminal of the user with hardware information of the 

trusted terminal of the user recorded in the database. If corresponding information is 

matched, it can be determined that the login terminal is a trusted terminal of the user, and 

when the user logs in, repetitive verifying may not be performed on the login terminal or 

merely simple verification may be performed. 

[073] Referring to FIG. 5, if no information is matched, it can be further 

determined whether the login terminal is matched with the another terminal recorded by the 

terminal analysis system. If the login terminal is identified as the another terminal recorded 

in the terminal analysis system, the user verifying system may further invoke the database, 

acquire a login account of the user and historical login accounts of the login terminal, and 

determine whether the login terminal is a trusted terminal of the user by determining 

whether the login account of the user is associated with the historical login accounts of the 

login terminal. 

[074] For example, the user verifying system may use, among historical login 

accounts, a login account that the number of logins thereof reaches a threshold as a 
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frequent-use login account, query a database to determine whether the frequent-use login 

account and a login account used in the current login of the user were logged-in on a same 

trusted terminal and whether the number of logins thereof reaches the threshold. If Yes, it 

indicates that the login account used in the current login of the user is highly associated with 

the frequent-use login account of the login terminal, and then the server may determine that 

the login terminal is the trusted terminal of the user. When the user performs a sensitive 

operation after logging into the terminal, repetitive verifying may not be performed on the 

user or merely simple verification is performed. 

[075] In some embodiments, during determining whether the frequent-use login 

account and the login account used in the current login of the user were logged-in on the 

same trusted terminal, the same trusted terminal may be the same household trusted 

terminal. 

[076] When the frequent-use login account and the login account used in the 

current login of the user were logged-in on the same trusted terminal and the number of 

logins reaches a threshold, the user and a user corresponding to the frequent-use login 

account may be in a family relationship. Thus, it may be determined by the user verifying 

system that the login terminal is the trusted terminal of the user. 

[077] In some embodiments, when whether the user and a user corresponding to 

the frequent-use login account are in a family relationship is being determined, the user 

verifying system may query the database for frequent-use login accounts of household 

trusted terminals respectively, and then establish family relationship data according to the 

acquired frequent-use login accounts. When a log-in user is being verified, whether the 

current log-in user and a user who frequently uses the login terminal are in a family 

relationship may be determined by querying the established family relationship data. 
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[078] In addition, when whether the frequent-use login account and the login 

account of the user were logged-in on the same trusted terminal is being determined, the 

same trusted terminal may also be the same handheld trusted terminal or office trusted 

terminal. When it is determined that the frequent-use login account and the login account of 

the user were logged-in on the same handheld trusted terminal or office trusted terminal, the 

user verifying system may notify the terminal analysis system, record the login terminal as a 

trusted terminal of the user into a database, and classify, in the database, the terminal as a 

handheld trusted terminal or an office trusted terminal, description of which will be omitted 

herein. 

[079] It can be known from the above embodiments that, in a process of verifying 

the login terminal, the server determines an association relationship between a login account 

and a frequent-use login account of the login terminal. When it is determined that the login 

account of the user is associated with the frequent-use login account of the login terminal, 

the login terminal is determined as a trusted terminal of the user. 

[080] By means of the above solution, in an application scenario where a login 

terminal is exchanged between users, whether the login terminal is a trusted terminal of the 

user can be determined through an association relationship between the login account of the 

user and the frequent-use login account of the login terminal, thereby avoiding performing 

complicated repetitive verifying on the login terminal 

[081] In another optional embodiment, on the basis of the above embodiments, 

before the server determines an association relationship between login accounts as 

described above, the server may further screen the users to determine a frequent user of the 

login terminal, and the association between the above login accounts is determined only for 

the frequent user. 
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[082] For example, the user verifying system may also determine whether the 

number of logins of the login account of the user on the login terminal reaches a threshold. 

If the number of logins of the login account of the user on the login terminal reaches the 

threshold, it indicates that the user is a frequent user and it may further determine whether 

the login account of the user is associated with the frequent-use login account of the login 

terminal. If the login account of the user is not associated with the frequent-use login 

account of the login terminal, it indicates that the user is not a frequent user, and it may 

determine the login terminal as an untrusted terminal of the user.  

[083] In an example of the same trusted terminal being the same household trusted 

terminal, if the number of logins on the household trusted login terminal used by a user is 

less than the threshold (e.g., only once), the user may be merely a visitor. For such users, it 

is meaningless for the server to determine on the association relationship between the above 

login accounts, and thus it may determine the login terminal as an untrusted terminal of the 

user directly. 

[084] In an example of the same trusted terminal being the same household trusted 

terminal, if the number of logins on the household trusted login terminal used by a certain 

user is less than the threshold (e.g., only once), the user may be merely a visitor. For such 

users, it is meaningless for the user verifying system to determine on the association 

relationship between the above login accounts, and thus the user verifying system may 

directly determine that the login terminal is an untrusted terminal of the user. 

[085] Corresponding to the above method embodiments, the present disclosure 

further provides an embodiment of a trusted terminal verifying device. In an example of 

implementing the embodiment by software, the device may be operated on a server, and as 

a running entity of the device of the present disclosure, generally, the server at least 

includes a CPU, a memory, and a non-volatile memory, and may further include an I/O 
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interface and the like. Referring to FIG. 6, FIG. 6 is a schematic diagram of a logical 

structure of a trusted terminal verifying device 60 according to an exemplary embodiment 

of the present disclosure, and device 60 may include: a first determining module 601 and a 

second determining module 602. 

[086] First determining module 601 may be used for determining whether a login 

terminal of a user matches a trusted terminal recorded locally.  

[087] Second determining module 602 may be used for determining, when it is 

determined that the login terminal does not match the trusted terminal recorded locally, 

whether a login account of the user is associated with a frequent-use login account of the 

login terminal, and determining that the login terminal is the trusted terminal of the user if 

the login account of the user is associated with the frequent-use login account of the login 

terminal. 

[088] In this embodiment, device 60 further includes: a classification module 603, 

used for identifying, before first determining module 601 determines whether a login 

terminal of a user matches a trusted terminal of the user recorded locally, a terminal type of 

the trusted terminal according to hardware information of the trusted terminal; locally 

classifying the trusted terminal as a handheld trusted terminal when the trusted terminal is 

identified as a handheld terminal; determining whether a frequent-use time period of the 

trusted terminal is an office time period or a household time period when the trusted 

terminal is identified as a PC terminal; locally classifying the trusted terminal as an office 

trusted terminal when the frequent-use time period of the trusted terminal is the office time 

period; and locally classifying the trusted terminal as a household trusted terminal when the 

frequent-use time period of the trusted terminal is the household time period. 

[089] In this embodiment, second determining module 602 may be further used 

for: determining, before determining whether a login account of the user is associated with a 
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frequent-use login account of the login terminal, whether the number of logins of the login 

account of the user on the login terminal reaches a threshold; if the number of logins of the 

login account of the user on the login terminal reaches the threshold, further determining 

whether the login account of the user is associated with the frequent-use login account of 

the login terminal; and if the number of logins of the login account of the user on the login 

terminal does not reach the threshold, determining the login terminal as an untrusted 

terminal of the user. 

[090] In this embodiment, second determining module 602 may be further used 

for: querying the frequent-use login account of the login terminal, wherein the frequent-use 

login account is, among historical login accounts of the login terminal, a login account that 

the number of logins thereof reaches a threshold; determining whether the login account of 

the user and the frequent-use login account were logged-in on the same trusted terminal and 

whether the numbers of logins of both of the two accounts reach the threshold; and if Yes, 

determining that the login account of the user is associated with the frequent-use login 

account, and locally storing an association relationship between the login account of the 

user and the historical login accounts. 

[091] In this embodiment, the same trusted terminal is the same household trusted 

terminal. 

[092] For the device embodiments, as it is basically corresponding to the method 

embodiments, reference can be made to the description in the method embodiments. The 

device embodiments described above are merely illustrative, wherein the modules described 

as separate components may or may not be physically separated, and the components 

displayed as modules may or may not be physical modules (e.g., they may be located in the 

same place, or may also be distributed onto a plurality of network modules). Some or all 

modules therein can be selected according to actual needs to achieve the objective of the 
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solution of the present disclosure. Those of ordinary skill in the art can understand and 

implement it without making inventive efforts. 

[093] The above descriptions are merely embodiments of the present disclosure, 

and are not limiting the present disclosure. Any modification, equivalent replacement, 

improvement and the like made within the spirit and principle of the present disclosure 

should fall within the scope of the present disclosure. 

[094] The present disclosure further provides an embodiment of a server. 

[095] The server includes: a processor; and a memory used for storing instructions 

executable by the processor. 

[096] Further, the server may further include an input/output interface, a network 

interface, various hardware, and the like. 

[097] The server may be used for determining whether a login terminal of a user 

matches a trusted terminal of the user recorded locally; determining, when it is determined 

that the login terminal does not match the trusted terminal of the user recorded locally, 

whether a login account of the user is associated with a frequent-use login account of the 

login terminal; and determining that the login terminal is the trusted terminal of the user if 

Yes. 

[098] Those skilled in the art can easily derive other embodiments of the present 

application after considering and practicing the above disclosure. The present disclosure is 

aimed at covering any variations, use or adaptive changes of the present disclosure, and the 

variations, use or adaptive changes conform to the general principle of the present 

disclosure and include common knowledge or common technical means in the technical 

field not disclosed in the present disclosure. The specification and embodiments are merely 

regarded as exemplary, and the scope and spirit of the present disclosure are defined by the 

accompanied claims. 
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[099] It should be understood that the present disclosure is not limited to the 

accurate structure described above and illustrated in the drawings, and various 

modifications and changes can be made without departing from the scope thereof. The 

scope of the present disclosure is only limited by the appended claims.  
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WHAT IS CLAIMED IS: 

1. A method for verifying a trusted terminal at a server, comprising: 

determining whether a login terminal of a user matches the trusted terminal of the 

user recorded locally; 

determining, when it is determined that the login terminal does not match the trusted 

terminal of the user recorded locally, whether a login account of the user is associated with 

a frequent-use login account of the login terminal; and 

determining that the login terminal is the trusted terminal of the user if Yes. 

 

2. The method according to claim 1, wherein before determining whether a login 

terminal of a user matches a trusted terminal of the user recorded locally, the method further 

comprises: 

identifying a terminal type of the trusted terminal according to hardware information 

of the trusted terminal; 

locally classifying the trusted terminal as a handheld trusted terminal when the 

trusted terminal is identified as a handheld terminal; 

determining whether a frequent-use time period of the trusted terminal is an office 

time period or a household time period, when the trusted terminal is identified as a PC 

terminal; 

locally classifying the trusted terminal as an office trusted terminal, when the 

frequent-use time period of the trusted terminal is the office time period; and 

locally classifying the trusted terminal as a household trusted terminal, when the 

frequent-use time period of the trusted terminal is the household time period. 
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3. The method according to claim 1, wherein before determining whether a login 

account of the user is associated with a frequent-use login account of the login terminal, the 

method further comprises: 

determining whether the number of logins of the login account of the user on the 

login terminal reaches a threshold; 

further determining whether the login account of the user is associated with the 

frequent-use login account of the login terminal, if Yes; and 

determining that the login terminal is an untrusted terminal of the user, if No. 

 

4. The method according to claim 1, wherein determining whether a login account of 

the user is associated with a frequent-use login account of the login terminal comprises: 

querying the frequent-use login account of the login terminal, wherein the frequent-

use login account is, among historical login accounts of the login terminal, a login account 

that the number of logins thereof reaches a threshold; 

determining whether the login account of the user and the frequent-use login account 

were logged-in on a same trusted terminal and whether the numbers of logins of both of the 

two accounts reach the threshold; and 

if Yes, determining that the login account of the user is associated with the frequent-

use login account, and locally storing an association relationship between the login account 

of the user and the historical login accounts. 

 

5. The method according to claim 4, wherein the same trusted terminal is the same 

household trusted terminal. 

 

6. A device for verifying a terminal at a server, comprising: 
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a first determining module, used for determining whether a login terminal of a user 

matches a trusted terminal recorded locally; and 

a second determining module, used for determining, when it is determined that the 

login terminal does not match the trusted terminal recorded locally, whether a login account 

of the user is associated with a frequent-use login account of the login terminal, and 

determine that the login terminal is the trusted terminal of the user if Yes. 

 

7. The device according to claim 6, further comprising: 

a classification module, used for identifying, before the first determining module 

determines whether a login terminal of a user matches a trusted terminal of the user 

recorded locally, a terminal type of the trusted terminal according to hardware information 

of the trusted terminal; 

when the trusted terminal is identified as a handheld terminal, locally classifying the 

trusted terminal as a handheld trusted terminal; 

when the trusted terminal is identified as a PC terminal, determining whether a 

common time period of the trusted terminal is an office time period or a household time 

period; 

when the common time period of the trusted terminal is the office time period, 

locally classifying the trusted terminal as an office trusted terminal; and 

when the common time period of the trusted terminal is the household time period, 

locally classifying the trusted terminal as a household trusted terminal. 

 

8. The device according to claim 6, wherein the second determining module is 

further used for: 
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determining, before determining whether a login account of the user is associated 

with a frequent-use login account of the login terminal, whether the number of logins of the 

login account of the user on the login terminal reaches a threshold; 

further determining whether the login account of the user is associated with the 

frequent-use login account of the login terminal if Yes; and 

determining that the login terminal is an untrusted terminal of the user if No. 

 

9. The device according to claim 6, wherein the second determining module is 

further used for: 

querying the frequent-use login account of the login terminal, wherein the frequent-

use login account is, among historical login accounts of the login terminal, a login account 

that the number of logins thereof reaches a threshold; 

determining whether the login account of the user and the frequent-use login account 

were logged-in on a same trusted terminal and whether the numbers of logins of both of the 

two accounts reach the threshold; and 

if Yes, determining that the login account of the user is associated with the frequent-

use login account, and locally storing an association relationship between the login account 

of the user and the historical login accounts. 

 

10. The device according to claim 9, wherein the same trusted terminal is the same 

household trusted terminal. 

 

11. A device for verifying a trusted terminal, comprising: 

a processor; and a memory for storing instructions executable by the processor; 

wherein the processor is used for: 
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determining whether a login terminal of a user matches a trusted terminal of the user 

recorded locally; 

determining, when it is determined that the login terminal does not match the trusted 

terminal of the user recorded locally, whether a login account of the user is associated with 

a frequent-use login account of the login terminal; and 

determining that the login terminal is the trusted terminal of the user if Yes. 


