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BIOMETRIC SOLUTION ENABLING HIGH THROUGHPUT FARE
PAYMENTSAND SYSTEM ACCESS

Cross-Reference to Related Applications

This patent application claims the benefit of Udiftates Provisional Patent Application
Serial No. 61/939,132 filed on February 12, 2014d aentitled “BIOMETRIC
SOLUTION ENABLING HIGH THROUGHPUT FARE PAYMENTS ANCSYSTEM
ACCESS.” The complete disclosure of the aforemeeiib United States Provisional
Patent Application Serial No. 61/939,132 includely appendices thereof is expressly

incorporated herein by reference in its entiretydib purposes.

Field of the Invention

The present invention relates to a method, systemn;transitory computer readable

medium and apparatus.

The present disclosure relates generally to thetreleic and computer arts and, more

particularly, to payment and/or access controlgisvireless devices and the like.

Background of the Disclosure

In comparison to Check-In Check-Out schemes (addlect Tap-In Tap-Out or Touch-In
Touch-Out) using proximity smart cards, where tBerthas to check in while boarding
and to check out while alighting, Be-In Be-Out (B}Bis the common name for ticketing
technologies that detect and register automati¢dhypresence of smart devices (smart
phones and tablets are non-limiting examples) ipublic transport vehicle. BIBO

schemes do not require any user action and areftiner'hands free."



10

15

20

25

30

It is generally desirable to overcome or amelior@te or more of the above described

difficulties, or to at least provide a useful altative.

Summary of the Disclosure

In accordance with the present invention, thepozided a method comprising:

detecting presence of a portable electronic dewitee the portable electronic
device is at a pre-determined distance from ansaggeint to a controlled access area,;

obtaining, from said portable electronic device,iradication that a user of said
portable electronic device has been authenticatsdit portable electronic device;

with a server separate and distinct from said gidet electronic device and
coupled to said access point, initiating a paynagroval process associated with an
account of said user, said payment approval prosessy completed with the portable
electronic device being in a region between thedetermined distance and the access
point, the region being outside said controlledesscarea,

based at least in part on obtaining said indicatd said authentication and
success of said payment approval process, providimg said server to said access point
an electronic token indicating that said user, ingasaid portable electronic device, is to
be allowed to pass through said access point iatd sontrolled access area, said
electronic token comprising an access credentdrs¢e and distinct from said portable
electronic device, said electronic token specifygsa@ portable electronic device;

allowing said user, bearing said portable eledtraievice, to pass through said
access point into said controlled access areadbatskeast in part on said access point
recognizing said portable electronic device spedifn said electronic token; and

causing said electronic token to expire after seser passes through said access

point into said controlled access area.

In accordance with the present invention, theedse provided a system comprising:
an access point controlling access to a contra@ltegss area;

a server,;
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a medium-long range wireless communications trnsc;
a communications network placing said access pa@aid server, and said
transceiver in data communication;
wherein:
said transceiver is configured to detect preseaica portable electronic
device once the portable electronic device is grexdetermined distance from said
access point;
said server is separate and distinct from théapte electronic device and
is configured to obtain, from the portable elecicaevice, via said transceiver and said
communications network, an indication that a ugesaid portable electronic device has
been authenticated to said portable electronicogevi
said server is configured to initiate a paymegpgraval process associated
with an account of said user, said payment apprpi@tess being completed with the
portable electronic device being in a region betwie pre-determined distance and the
access point, the region being outside said cdetfelccess area,
said server is configured to, based at leastaih pn said indication of
authentication and success of said payment appprgaéss, provide to said access point
an electronic token indicating that the user, lmgptine portable electronic device, is to be
allowed to pass through said access point into gaidrolled access area, said electronic
token comprising an access credential separateliatidct from said portable electronic
device, said electronic token specifying said guealectronic device; and
said access point is configured to allow the ubearing the portable
electronic device, to pass through said accesg pamsaid controlled access area, based
at least in part on said access point recognizang gortable electronic device specified
in said electronic token.

In accordance with the present invention, theiddge provided a non-transitory computer
readable medium comprising computer executableuctsbns which when executed by a

computer cause the computer to perform the method o
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detecting presence of a portable electronic dewitee the portable electronic
device is at a pre-determined distance from ansaqgeint to a controlled access area,;

obtaining, from said portable electronic device,iradication that a user of said
portable electronic device has been authenticatsdit portable electronic device;

initiating a payment approval process associatéid an account of said user, said
payment approval process being completed with dreaple electronic device being in a
region between the pre-determined distance anddtess point, the region being outside
said controlled access area, the computer beingratepand distinct from the portable
electronic device and coupled to said access point,

based at least in part on obtaining said indicatd said authentication and
success of said payment approval process, provimirgpid access point an electronic
token indicating that said user, bearing said jpbetalectronic device, is to be allowed to
pass through said access point into said contra@ismbess area, said electronic token
comprising an access credential separate anddiftiom said portable electronic device,
said electronic token specifying said portable teteic device;

allowing said user, bearing said portable eleatralevice, to pass through said
access point into said controlled access areadbatskeast in part on said access point
recognizing said portable electronic device spedifn said electronic token; and

causing said electronic token to expire after seer passes through said access

point into said controlled access area.

In accordance with the present invention, theedds provided an apparatus comprising:

means for detecting presence of a portable el@ctrdevice once the portable
electronic device is at a pre-determined distamoenfan access point to a controlled
access area,;

means for obtaining, from said portable electral@eice, an indication that a user
of said portable electronic device has been autte#atl to said portable electronic
device;

means for initiating a payment approval proceso@ated with an account of

said user, said payment approval process being lebadpwith the portable electronic
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device being in a region between the pre-determistince and the access point, the
region being outside said controlled access aheanteans for initiating being separate
and distinct from the portable electronic devicd aaupled to said access point,

means for, based at least in part on obtainirgjisdication of said authentication
and success of said payment approval process,dimgvirom the means for initiating to
said access point an electronic token indicatirgt #aid user, bearing said portable
electronic device, is to be allowed to pass throsgll access point into said controlled
access area, said electronic token comprising eesaccredential separate and distinct
from said portable electronic device, said eledtraimken specifying said portable
electronic device;

means for allowing said user, bearing said poetadéctronic device, to pass
through said access point into said controlled ssegea, based at least in part on said
access point recognizing said portable electroewsog specified in said electronic token;
and

means for causing said electronic token to exaiter said user passes through

said access point into said controlled access area.

Principles of the disclosure provide a biometatuson enabling high throughput
fare payments and system access. Some alterratibediments utilize one or more

forms of authentication other than biometrics.

In one embodiment, an exemplary method includegsctiafy presence of a portable
electronic device outside an access point to arclbed access area; obtaining, from the
portable electronic device, an indication that erus the portable electronic device has
been authenticated to the portable electronic @e\aad initiating a payment approval
process associated with an account of the usere pdyment approval process is
completed before the user seeks to pass througacttess point. Further steps include:
based at least in part on obtaining the indicatibthe authentication and success of the
payment approval process, providing to the acces# jan electronic token indicating

that the user, bearing the portable electronicadgys to be allowed to pass through the
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access point into the controlled access area; mitpwhe user, bearing the portable
electronic device, to pass through the access paimtthe controlled access area, based
at least in part on the electronic token; and cethe electronic token to expire after the

user passes through the access point into theotledtiaccess area

In another embodiment, an exemplary system inctualesccess point controlling access
to a controlled access area; a server; a medium-tange wireless communications
transceiver; and a communications network placiregaccess point, the server, and the
transceiver in data communication. The transcawepnfigured to detect presence of a
portable electronic device outside the access pthiet server is configured to obtain,
from the portable electronic device, via the tranger and the communications network,
an indication that a user of the portable electralgvice has been authenticated to the
portable electronic device; and the server is goméd to initiate a payment approval
process associated with an account of the usere pdyment approval process is
completed before the user seeks to pass throughadbess point. The server is
configured to, based at least in part on the intineof authentication and success of the
payment approval process, provide to the access poielectronic token indicating that
the user, bearing the portable electronic devisetoibe allowed to pass through the
access point into the controlled access area; lam@dcess point is configured to allow
the user, bearing the portable electronic devegatss through the access point into the

controlled access area, based at least in paheoeléctronic token.

Embodiments of the disclosure contemplate the niéthgperformed by one or more
entities herein, as well as facilitating of one raore method steps by the same or
different entities. As used herein, “facilitatingh action includes performing the action,
making the action easier, helping to carry theomcwout, or causing the action to be
performed. Thus, by way of example and not linott instructions executing on one
processor might facilitate an action carried outifgtructions executing on a remote
processor, by sending appropriate data or commemasuse or aid the action to be
performed. For the avoidance of doubt, where aor dacilitates an action by other than
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performing the action, the action is neverthelessfopmed by some entity or

combination of entities.

One or more embodiments of the disclosure or elésniereof can be implemented in
the form of a computer program product includingtamgible computer readable
recordable storage medium with computer usable ramogcode for performing the
method steps indicated stored thereon in a norsitoag manner. Furthermore, one or
more embodiments of the disclosure or elementedfieran be implemented in the form
of a system (or apparatus) including a memory drdast one processor that is coupled
to the memory and operative to perform exemplarthogksteps. Yet further, in another
aspect, one or more embodiments of the disclosureelements thereof can be
implemented in the form of means for carrying oot @r more of the method steps
described herein; the means can include (i) speethhardware module(s), (ii) software
module(s) stored in a non-transitory manner inrgjitde computer-readable recordable
storage medium (or multiple such media) and impleee: on a hardware processor, or
(iif) a combination of (i) and (ii); any of (i)-{ implement the specific techniques set
forth herein. Transmission mediumfgr seand disembodied signgier seare defined

to be excluded from the claimed means.

One or more embodiments of the disclosure can geosubstantial beneficial technical

effects, including:

» controlling access to a transit system or the iika manner such that the transit
operator is guaranteed payment without formingnaetconsuming passenger
gueue at the transit access point

» allows transit agencies to leverage consumer owdedces and standard
communications protocols and networks to managesscto secure transit
environments

» permits reliably identifying what person(s) haveesed the transit system and

their point(s) of entry and/or exit, thereby prawigl enhanced security and
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allowing the agency to augment monitoring and ecy management systems
without significant additional investment in curtesystems

allows the transit agency to better manage adogtimhuse of newer consumer
technologies by relying on widely deployed techgglstandards rather than
proprietary systems, which will reduce cost andlitate introduction of new
services and solutions

unlike current systems that manage access to seamst areas, which require
extremely fast processing and/or decisioning (0800 milliseconds), which in
turn often forces the agency to compromise autbatidin and authorization
processes in favor of transaction speed requiredcttommodate these high
throughput environments, one or more embodimersmize such limitations
by moving the initiation of this process away frdime transit gate and out to the
limits of the wide area network in the transit fagi

Initiating the process away from the gate allows #gency to provide a better
patron experience by identifying whether therenopportunity to provide early
warning or guidance to the patron based on conspreéerence or patterns (e.g.,
likelihood of taking a certain train that the aggnknows is delayed) or
knowledge of system conditions (e.g., crowded pfatf broken escalator,
malfunctioning gate, etc.)

Initiating the process away from the gate is alstpful when electronic wallets
are used for payment since more time is availaleéployment and use of the
wallet

Initiating the process away from the gate is furthelpful when risk-assessment
type processing (alerts and controls) is to be eygul (e.g., MasterCard’s
“inControl” product), since more time is availalfte such risk-assessment type

processing.

These and other features and advantages of thenpréisclosure will become apparent
from the following detailed description of illusthizee embodiments thereof, which is to

be read in connection with the accompanying drasving



10

15

20

25

30

Brief Description of the Drawings

Preferred embodiments of the invention are heredftscribed, by way of non-limiting

example only, with reference to the accompanyirsgviirgs, in which:

FIG. 1 shows an example of a system and variougpooents thereof that can implement
at least portions of at least some techniqueseotlibclosure;

FIG. 2 depicts an exemplary inter-relationship lesw and among: (i) a payment
network configured to facilitate transactions betwemultiple issuers and multiple
acquirers, (ii) a plurality of users, (iii) a pllitg of merchants, (iv) a plurality of
acquirers, and (v) a plurality of issuers;

FIG. 3 is a block diagram of an exemplary compwgstem useful in one or more
embodiments of the disclosure;

FIG. 4 is a block diagram of a “smart” phone ordeéalsomputer configured in accordance
with another aspect of the disclosure;

FIG. 5 is a diagram of a railroad station with ateyn in accordance with an aspect of the
disclosure;

FIG. 6 is a flow chart of an exemplary method, st@dance with an aspect of the
disclosure;

FIGS. 7 and 8 provide an exemplary detailed viewopération of a payment card
network, in accordance with an aspect of the dsok;

FIG. 9 shows a group of payment network interface@ssors, such as may be used with
the network of FIGS. 7 and 8;

FIG. 10 shows a port arrangement on a payment metimterface processor, such as
may be used with the network of FIGS. 7 and 8;

FIG. 11 shows a case wherein an issuer has mulppgment network interface
processors; and

FIG. 12 shows control logic that can be implemeniada processor of an access gate, in

accordance with an aspect of the disclosure.
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Detailed Description of Preferred Embodiments

One or more embodiments of the disclosure are géyeapplicable to cellular
telephones, Internet tablets, and other mobiletreleic devices with “Wi-Fi” capability,
and the like. As used herein, “Wi-Fi” is defined include any “wireless local area
network (WLAN) products that are based on the fatgi of Electrical and Electronics
Engineers’ (IEEE) 802.11 standards,” regardlesw/lodther entitled to utilize the “Wi-
Fi” trademark or the "Wi-Fi CERTIFIED" logo.

Payment Devices and Associated Payment Processitvepkks

Attention should now be given to FIG. 1, which dgpian exemplary embodiment of a
system 100 and various components thereof thatiropfement at least portions of at
least some techniques of the disclosu@stem 100 can include one or more different
types of portable payment devices. For example,such device can be a contact device
such as card 102. Card 102 can include an inegyreitcuit (IC) chip 104 having a
processor portion 106 and a memory portion 108plukality of electrical contacts 110
can be provided for communication purposes. Initexidto or instead of card 102,
system 100 can also be designed to work with aactless device such as card 112.
Card 112 can include an IC chip 114 having a psmreportion 116 and a memory
portion 118. An antenna 120 can be provided fotactless communication, such as, for
example, using radio frequency (RF) electromagmetices. An oscillator or oscillators,
and/or additional appropriate circuitry for one more of modulation, demodulation,
downconversion, and the like can be provided. Nuwécards 102, 112 are exemplary of
a variety of devices that can be employed. Thée¢esyper semay function with other
types of devices in lieu of or in addition to “sitiaor “chip” cards 102, 112; for example,
a conventional card 150 having a magnetic strip2 15urthermore, an appropriately
configured cellular telephone handset, personatadigssistant (PDA), tablet, and the

like can be used to carry out contactless payniergsme instances.

10
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The ICs 104, 114 can contain processing units 126, and memory units 108, 118.
Preferably, the ICs 104, 114 can also include aneare of control logic, a timer, and
input/output ports. Such elements are well knowrthim IC art and are not separately
illustrated. One or both of the ICs 104, 114 cao ahclude a co-processor, again, well-
known and not separately illustrated. The contogid can provide, in conjunction with
processing units 106, 116, the control necessarjlatadle communications between
memory unit 108, 118 and the input/output portse Thmer can provide a timing
reference signal from processing units 106, 116thadcontrol logic. The co-processor
could provide the ability to perform complex comgdidns in real time, such as those

required by cryptographic algorithms.

The memory portions or units 108, 118 may includieeent types of memory, such as
volatile and non-volatile memory and read-only apebgrammable memory. The
memory units can store transaction card data sscle.g., a user's primary account
number ("PAN") and/or personal identification numB@IN"). The memory portions or
units 108, 118 can store the operating systemeotéinds 102, 112. The operating system
loads and executes applications and provides fiagement or other basic card
services to the applications. One operating sydteah can be used is the MULT®S
operating system licensed by MAOSCO Limited. (MA@®Qimited, St. Andrews
House, The Links, Kelvin Close, Birchwood, Warrioigt WA3 7PB, United Kingdom)
Alternatively, JAVA CARDM-based operating systems, based on JAVA CRRD
technology (licensed by Sun Microsystems, Inc.,4lN&twork Circle, Santa Clara, CA
95054 USA), or proprietary operating systems abé&lérom a number of vendors, could
be employed. Preferably, the operating systenoied in read-only memory (“ROM”)
within memory portion 108, 118. In an alternat@rmach, flash memory or other non-

volatile and/or volatile types of memory may alsoused in the memory units 108, 118.

In addition to the basic services provided by tperating system, memory portions 108,

118 may also include one or more applications. ildsent, one possible specification to

11
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which such applications may conform is the EMV iopeerable payments specification
set forth by EMVCo, LLC (901 Metro Center BoulevaMailstop M3-3D, Foster City,
California, 94404, USA). It will be appreciatecathapplications can be configured in a

variety of different ways.

The skilled artisan will also be familiar with théasterCard® PayPaS$ specifications,
available under license from MasterCard Internatidncorporated of Purchase, NY,
USA (marks of MasterCard International Incorporaté&urchase, NY, USA).

As noted, cards 102, 112 are examples of a vaoétgayment devices that can be
employed. The primary function of the payment desi may not be payment, for
example, they may be cellular phone handsets tmgiement techniques of the
disclosure. Such devices could include cards lggaisonventional form factor, smaller
or larger cards, cards of different shape, key ,f@#ssonal digital assistants (PDAS),
appropriately configured cell phone handsets, tapler indeed any device with the
capabilities to implement techniques of the disates In some cases, the cards, or other
payment devices, can include body portions (eagninated plastic layers of a payment
card, case or cabinet of a tablet, PDA or cellplaone, chip packaging, and the like),
memories 108, 118 associated with the body portiang processors 106, 116 associated
with the body portions and coupled to the memoriEse memories 108, 118 can contain
appropriate applications. The processors 106 cahtbe operative to facilitate execution
of one or more method steps. The applications lwan for example, application
identifiers (AIDs) linked to software code in therin of firmware plus data in a card

memory such as an electrically erasable progranemalald-only memory (EEPROM).

A number of different types of terminals can be Byed with system 100. Such
terminals can include a contact terminal 122 camig to interface with contact-type
device 102, a wireless terminal 124 configurednterface with wireless device 112, a
magnetic stripe terminal 125 configured to integfagth a magnetic stripe device 150, or

a combined terminal 126. Combined terminal 12@eisigned to interface with any type

12
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of device 102, 112, 150. Some terminals can betacbnterminals with plug-in
contactless readers. Combined terminal 126 calmdaca memory 128, a processor
portion 130, a reader module 132, and optionallytem interface module such as a bar
code scanner 134 and/or a radio frequency ideatifin (RFID) tag reader 136. Items
128, 132, 134, 136 can be coupled to the procek30r Note that the principles of
construction of terminal 126 are applicable to otiypes of terminals and are described
in detail for illustrative purposes. Reader modUB? can, in general, be configured for
contact communication with card or device 102, aotiéss communication with card or
device 112, reading of magnetic stripe 152, or mlgoation of any two or more of the
foregoing (different types of readers can be predido interact with different types of
cards e.g., contacted, magnetic stripe, or comsg)itl Terminals 122, 124, 125, 126 can
be connected to one or more processing centers1¥Q),144 via a computer network
138. Network 138 could include, for example, thésinet, or a proprietary network
(e.g., a virtual private network (VPN) such as ésatibed with respect to FIG. 2 below).
More than one network could be employed to condéfgrent elements of the system.
For example, a local area network (LAN) could carree terminal to a local server or
other computer at a retail establishment. A paymetwork could connect acquirers and
issuers. Further details regarding one specifimfof payment network will be provided
below. Processing centers 140, 142, 144 can ie¢liod example, a host computer of an

issuer of a payment device.

Many different retail or other establishments, esgnted by points-of-sale 146, 148, can
be connected to network 138. Different types atglde payment devices, terminals, or
other elements or components can combine or "mé raatch” one or more features

depicted on the exemplary devices in FIG. 1.

Portable payment devices can facilitate transastlon a user with a terminal, such as
122, 124, 125, 126, of a system such as system 1®@ch a device can include a
processor, for example, the processing units 106,discussed above. The device can

also include a memory, such as memory portions 108, discussed above, that is

13
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coupled to the processor. Further, the deviceimende a communications module that
is coupled to the processor and configured to faterwith a terminal such as one of the
terminals 122, 124, 125, 126. The communicationdute can include, for example, the
contacts 110 or antennas 120 together with apgm@@prcircuitry (such as the
aforementioned oscillator or oscillators and relatgcuitry) that permits interfacing with
the terminals via contact or wireless communicatidime processor of the apparatus can
be operable to perform one or more steps of methndgechniques. The processor can
perform such operations via hardware techniqgue/oamnder the influence of program

instructions, such as an application, stored inafrtke memory units.

The portable device can include a body portionr é&s@ample, this could be a laminated
plastic body (as discussed above) in the casens&rts or “chip” cards 102, 112, or the

handset chassis and body in the case of a celéléphone, tablet, or the like.

It will be appreciated that the terminals 122, 1225, 126 are examples of terminal
apparatuses for interacting with a payment devieewlder. The apparatus can include
a processor such as processor 130, a memory sunkraery 128 that is coupled to the
processor, and a communications module such agha8% coupled to the processor and
configured to interface with the portable apparasus02, 112, 1420. The processor 130
can be operable to communicate with portable payndewices of a user via the
communications module 132. The terminal apparatussn function via hardware
techniques in processor 130, or by program instmststored in memory 128. Such
logic could optionally be provided from a centratétion such as processing center 140
over network 138. In an optional aspect, the ahamtioned bar code scanner 134 and/or
RFID tag reader 136 can be provided, and can bpleduo the processor, to gather
attribute data, such as a product identificatioomf a UPC code or RFID tag on a

product to be purchased.

The above-described devices 102, 112 can be IS®@-@&hpliant contact cards or

devices or NFC (Near Field Communications) or IS3413-compliant proximity cards

14
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or devices. In operation, card 112 can be touchddpped on the terminal 124 or 128
(or an associated reader), which then contactlesahsmits the electronic data to the

proximity IC chip in the card 112 or other wireleksvice.

One or more of the processing centers 140, 142cad4nclude a database such as a data
warehouse 154.

A dual-interface device 1302 is sometimes employPdvice 1302 is shown larger than
devices 102, 112 for illustrative convenience kar bave a similar form factor. Device
1302 includes an IC chip 1304 having a processaigmo1306 and a memory portion
1308. A plurality of electrical contacts 1310, 8anto contacts 110, can be provided, as
well as an antenna 1320 similar to antenna 12@theg with an oscillator or oscillators,
and/or additional appropriate circuitry for one rapre of modulation, demodulation,
downconversion, and the like, as described withamégo device 112. Appropriate
firmware to manage the two available interfaces ba&n provided, with operation

otherwise being similar to devices 102, 112.

An appropriately configured cellular telephone reetd1420 or similar device (e.g.,
tablet) can also be employed in a number of embexiisn Handset 1420 is depicted in
semi-schematic form in FIG. 1, and can include oneore IC chips such as chip 1440
including a processing unit 1460 and a memory 1#0. Wireless communication with
a terminal can be provided via antenna 1500 or witecond antenna 1800 similar to
above-described antenna 120 (i.e., the handseal bawke a second antenna for a payment
application). Note that antenna 1800 is depictdwesatically, but could be, e.g., a coil
antenna as used in a typical "smart" card. Hasds#20 can each be equipped with a
suitable display 1560. Further, an appropriate ggosupply 1620 can also be provided.
Such power supplies can include, for example, selyatind appropriate circuitry. The
display and power supply can be interconnected Wiéhprocessor portion. Different
types of portable payment devices can combine @ and match” one or more features
depicted on the exemplary devices in FIG. 1. Keyp&80 and speaker 1740 can be

15
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provided. Many current devices omit keypad 1688 amploy a touchscreen instead.

See discussion of FIG. 4 below.

The description of devices, elements, or compon&d®s 104, 106, 108, 110, 112, 114,
116, 118, 120 throughout this document are eqaglplicable to the corresponding items
in the dual interface card 1302 and cellular teteghhandset 1420.

For completeness, it should be noted that the sydepicted in FIG. 1 may involve not
only conventional transactions at “brick and mdrtarerchants, but also, card-not-
present transactions, such as card-not-preseninéttéransactions or card-not-present
recurring payments. In some instances, an Intétragbcol (IP) address may be captured
during card-not-present Internet transactions. exemplary card-not-present Internet
transactions, an individual utilizes his or her ogomputer to communicate with a
server of an e-commerce merchant over the Interfibe individual provides his or her
PAN to the merchant’s server. The merchant uslire PAN to initiate an authorization
request, and upon receiving an authorization régwsponse indicating approval, will
complete the e-commerce transaction. In exempleayd-not-present recurring
payments, an individual provides his or her PAN egldted data to a merchant (e.g., via
phone or postal mail). The merchant utilizes tA&lRo initiate an authorization request,
and upon receiving an authorization request respordicating approval, will complete

the recurring transaction.

In some cases, there can be payment card accdattsld not have physical cards or
other physical payment devices associated therpdathexample, a customer can be
provided with a PAN, expiration date, and secucitde, but no physical payment device,
and use same, for example, for card-not-presegpltehe or internet transactions. In this
regard, a “cardholder” should be understood torrefehe account holder of a payment
card account, regardless of whether the holderaligthas a physical payment card or

other physical payment device.
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With reference to FIG. 2, an exemplary relationsmpong multiple entities is depicted.
A number of different users (e.g., consumers) 2Q0Q2U,... Uy, interact with a number
of different merchants 2004,,PP... Py. Merchants 2004 interact with a number of
different acquirers 2006,:AA,... A;. Acquirers 2006 interact with a number of differe
issuers 2010,4] l,... 13, through, for example, a single operator 2008 gfagment
network configured to facilitate transactions betwemultiple issuers and multiple
acquirers; for example, MasterCard Internationatotporated, operator of the
aforementioned BANKNET® network, or Visa Internaiéd Service Association,
operator of the aforementioned VISANET® networka deneral, N, M, I, and J are
integers that can be equal or not equal. Notetaksoelements 2006, 2010 represent the
entities that actually carry out processing for #oguirers and issuers respectively; in
some instances, these entities carry out theireoessing; in other entities, they utilize

acquirer processors and issuer processors, regggcti

During a conventional credit authorization proced® cardholder 2002 pays for the
purchase and the merchant 2004 submits the tramsdotthe acquirer (acquiring bank)

2006. The acquirer verifies the card number, thasaction type and the amount with
the issuer 2010 and reserves that amount of thithahmer's credit limit for the merchant.

At this point, the authorization request and resgohave been exchanged, typically in
real time. Authorized transactions are storedogi¢hes,” which are sent to the acquirer
2006. During subsequent clearing and settlemerg, dloquirer sends the batch
transactions through the credit card associatiohichwv debits the issuers 2010 for

payment and credits the acquirer 2006. Once theicq2006 has been paid, the
acquirer 2006 pays the merchant 2004.

Messages within a network such as network 138 am@twork 2008, may, in at least
some instances, conform to the International Omgdimn for Standardization (1SO)
Standard 8583Financial transaction card originated messages -telichange message
specifications which is the ISO standard for systems that exglamlectronic

transactions made by cardholders using paymens clirshould be noted that the skilled
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artisan will be familiar with the 1ISO 8583 standard\evertheless, out of an abundance
of caution, the following documents are expresalgorporated herein by reference in
their entirety for all purposes (published by IS&eneva, Switzerland, and available on
the ISO web site):

« IS0 8583 Part 1: Messages, data elements and ehakesy2003)

« ISO 8583 Part 2: Application and registration pohges for Institution
Identification Codes (1IC) (1998)

« ISO 8583 Part 3: Maintenance procedures for messalg¢éa elements and code
values (2003)

« 1SO 8583:1993 (1993)

« 1SO 8583:1987 (1987)

It will be appreciated that the network 2008 showiIG. 2 is an example of a payment
network configured to facilitate transactions betwemultiple issuers and multiple
acquirers, which may be thought of as an “opentesys In other instances, a payment
network configured to facilitate transactions bedgwemultiple issuers and a single
acquirer could be used. Some embodiments of thadodiure may be employed with
other kinds of payment networks, for example: pietgry or closed payments networks
with only a single issuer and acquirer; privateslatapplications; white label capabilities;
and the like. Furthermore in this regard, FIG.epidts a four party model, as will be
known to the skilled artisan; the four parties #re consumer 2002, merchant 2004,
acquirer 2006, and issuer 2010. However, at Isaste embodiments are also of use
with three-party models, wherein the acquirer asdiér (and in at least some instances,

the network operator, as well) are the same entity.

As used herein, a “payment card network” is a compations network that uses
payment card account numbers, such as primary atcaumbers (PANS), to authorize,
and to facilitate clearing and settlement of, payhward transactions — such as for credit,
debit, stored value and/or prepaid card accouiiise card accounts have standardized

payment card account numbers associated with tidmch allow for efficient routing
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and clearing of transactions; for example, ISO da&ath account numbers such as
ISO/IEC 7812-compliant account numbers. The caabants and/or account numbers
may or may not have physical cards or other phygiagment devices associated with
them. For example, in some instances, organizati@ve purchasing card accounts to
which a payment card account number is assignesy e making purchases for the
organization, but there is no corresponding physiead. In other instances, “virtual”
account numbers are employed; this is also knowPAd$ mapping. The PAN mapping
process involves taking the original Primary AccoNaomber (PAN) (which may or may
not be associated with a physical card) and issaingseudo-PAN (or virtual card
number) in its place. Commercially available PAlpping solutions include those
available from Orbiscom Ltd., Block 1, Blackrock ®ness Park, Carysfort Avenue,
Blackrock, Co. Dublin, Ireland (now part of Mastar@ International Incorporated of
Purchase, New York, USA); by way of example and limoitation, techniques of U.S.
Patents 6,636,833 and 7,136,835 of Flitcroft ettak complete disclosures of both of
which are expressly incorporated herein by refezandheir entireties for all purposes. It
is worth noting that in one or more embodimentsa dssociated with single use PANS
is valuable whether or not the single use PANS loarre-mapped to the underlying
account, cardholder, or household (even when thapa be mapped they are still useful

since they can be a proxy for a cardholder anldmstlvide additional intelligence).

Some payment card networks connect multiple isswghsmultiple acquirers; others use
a three party model. Some payment card networks|8® 8583 messaging. Non-
limiting examples of payment card networks thatremt multiple issuers with multiple
acquirers are the BANKNET network and the VISANET network. One or more
embodiments are applicable to many other diffekemtis of payment card networks as
well; the AMERICAN EXPRESS network and the DISCOVERnetwork are non-

limiting examples.

As seen in FIG. 2, in some instances, the ownearser of a smart phone 400, 1420 or

similar device configured in accordance with onenare embodiments of the disclosure
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accesses a web site or the like (e.g., of the paymetwork operator 2008 or a transit
system operator) to download a suitable applicadidh, discussed below, to the smart
phone 400, 1420 or similar device. This featureptional. Note that the connection
between phone 1420 and payment network operatd@ @@y very well be indirect; for
example, payment network operator 2008 or a trasystem operator may provide a
“golden copy” of the application 421 to a third {yafe.g., APPLE ITUNES STORE or
Google’s ANDROID MARKET) and phone 400, 1420 dovwads over the web from
such third party. The link shown between phone,4D20 and payment network
operator 2008 may be direct or indirect; for exampla a cellular network and possibly
with one or more intermediate parties.

Still referring to FIG. 2, and with reference alsow to FIGS. 7 and 8, by way of review
and provision of additional detail, a consumer 2@@f2ctively presents his or her card
150 or other payment device (e.g., presents syi@bifigured “smart” phone or uses an
e-wallet) to the terminal 126 of a merchant 20@4mag stripe card 150 and combined
terminal 126 are shown by way of example, but atenided to generally represent any
kind of payment device and any kind of terminaheTeffective presentation can happen
directly (user enters a brick and mortar locatiébraanerchant 2004) or virtually (user
logs on to a web site of a merchant 2004 via a beowf a personal computer or the like,
or calls on the telephone, and provides card infdion, or sends a “snail” mail with
payment card account information to a merchant)e merchant terminal 126 captures
the card account information (by swiping or wirglesommunication if directly
presented; by manual keying or reading data if tejrend forwards same to the acquirer
2006. Interaction between the merchant and cadehat outside the purview of the
payment card networker se The payment card network becomes involved at the
connection between the acquirer 2006 and netwod8;2the dotted line between points
E and F in FIGS. 7 and 8 encompasses the netw@®&. 2Blote generally that points A,
B, C, E, and F in FIG. 7 connect to the correspoggoints in FIG. 8; the entire network

and associated environment are not amenable strdkion on a single sheet.
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More specifically, the acquirer 2006, in the mopedfic example of FIGS. 7 and 8, has
at its premises a payment network interface prace@3NIP 2012). The MasterCard
Interface Processor or MIP is a non-limiting exaepf a PNIP. In a non-limiting
example, the PNIP is implemented on a rack-mousseder. PNIPs are typically
located at the edges of the payment card networkt least some instances, the payment
card network of FIG. 2 is a distributed network wéie each acquirer and issuer has at
least one PNIP on their premises. Each acquir@6 24ll have a relationship with one
or more merchants 2004 and will interface withrterchants’ terminals 126 via terminal
driver 2014 (an acquirer may also act as an aagfmrethemselves as a merchant).
Furthermore in this regard, the merchant locatigiishave terminals where the cards are
swiped (or where contacted or contactless devicespeesented). The acquirer will
employ terminal driver 2014 to interface with thaeeminals. Terminal driver 2014 is a
logical block representing software and/or hardwhed allows the acquirer processing
platform 2015 to communicate with the terminalghe merchants via TCP, dial up, or
the like (TCP/IP interfaces 2016 are shown in tkengple in the figures). Each merchant
will decide what acquirer to use to accept one orarbrands of payment cards, and the
acquirer will set the merchant up with the appraterisoftware and/or firmware for the

merchant’s point of sale devices.

The acquirer 2006 will present transactions froomyndifferent merchants 2004 to the
payment card network operator 2008 via the PNIRriate 2012. The connection
between the merchants 2004 and the acquirer 2009ially a TCP/IP interface 2016.
The format that the transaction is in when the ¢arswiped at the merchant 2004 may
differ from the format that the transaction is iem actually received by the payment
card network operator. The acquirer may convert tthasaction into the 1SO 8583
format or into a format that is a specific implertaion of the 1ISO 8583 format (e.g., the
MASTERCARD CIS (customer interface specificatiomgrrhat. The authorization
request message can be an ISO 8583 message typiéiedéMTIl) 0100 message, for
example, sent over the communications interfaces 2istween the merchant 2004 and
the acquirer 2006.
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Once the 0100 message is received at the PNIP @0fie acquirer 2006, a series of
edits can be performed on the transaction withaesio format, content, and/or context.
Furthermore, screening can be carried out to datermvhether the message relates to
something beyond an ordinary authorization reque$tyred to as aanhanced service
Enhanced services may be screened for on behalieobr more issuers 2010 and/or the
operator of network 2008 itself. A centralized ntemparameter system (MPS) 2018
can be provided to house parameters used to driveegsing of credit authorization
transactions. In one or more embodiments, extrfcis the centralized member
parameter system 2018 are distributed to all aeq@#NIPs 2012 and issuer PNIPs 2024

on the network 2008 on a daily basis to drive psst® of credit card transactions.

It should be noted at this point that an “ICA” aadBIN” are employed in BANKNET
so that a member can perform card issuing and/quidcg activities. An ICA or
Interbank Card Association is a four to six digemtification assigned by MasterCard for
use by a member to uniquely identify activity thember is responsible for. A BIN or
Bank Identification Number is a unique series ofmbers assigned by MasterCard to a
principal member and used as the first six digita eardholder account number. Other
payment card networks have similar types of numkeswill be apparent to the skilled

artisan.

In at least some embodiments, the same member pmaextract is sent to all PNIPs
and transactions are routed using same. In atdease circumstances, account numbers
or ranges of account numbers are used in decidow to route. In some cases,
transactions are routed to an issuer PNIP base¢here the account range is “signed in.”
Issuers send an MTI 0800 sign in request messatjeaither a group ID or account
range. The Member ID is pulled from the PNIP 2888 configuration and transactions
from that account range are then routed to the fpomh which the sign-in request is
received. A member ID can be present on ports witipte PNIPs at an Issuer site — see
discussion of FIG. 10 below.
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In one or more embodiments, based on the accongerdhe parameters in MPS 2018
(or a local extract thereof) will determine how poocess a given transaction; e.g.,
product code, country code, currency code, andlitee including what enhanced
services (if any) the issuer has signed up for paréicular account range. That is to say,
the messages are parsed and certain fields, imgjulde account range, are examined; the
account range is associated with a certain issugibased on that, the message may be
treated differently. Messages may be parsed, andected into an internal data format
so that access can be obtained to all the individata elements. In one or more
embodiments, the account number is used as a kagcess the MPS 2018 (or a local
extract thereof) and retrieve all the parameteed #re appropriate for processing the
given transaction. In a non-limiting example, #ahle message parser 2020 (and other
programs on the PNIP 2012) can be written in am@pjpate high-level language or the
like.

In an exemplary embodiment, the central MPS 20&&tes extracts once a day that are
distributed out to the endpoints on the networlg.(ePNIPs 2012), as seen at 2022.
These extracts include the pertinent informatioedael for the PNIP to process the

message and determine if it requires any speciadlimy. In some instances, messages
are next routed to a central site 2009 for perfercesof enhanced services. On the other
hand, if no special services are required, the aggseay be routed directly to the issuer
PNIP 2024 as seen at 2026.

Messages routed directly to the issuer PNIR this aspect, the transaction is routed
directly to the issuer PNIP 2024 based on the MRfaet 2022, as seen at 2026. Every
account range will have a unique destination endpdalentified in the parameters

(account ranges may be grouped and all membelseadcount range group may have a
common destination endpoint). Thember interfaceefers to the connection between
the acquirer processor 2006 and the Acquirer PNIIE22 This term also applies to the

interface between the Issuer PNIP 2024 and isstmrepsor 2010. The connections
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between and among acquirer PNIP 2012 and issud? PBR24, acquirer PNIP 2012 and
ASPs 2050, and ASPs 2050 and issuer PNIP 2024taead to as aetwork interface
onto the payment card network itself. In one orrenembodiments, this may be a
TCP/IP connection (as seen at 2026) with customizeding capabilities including
group addresses. Normally, TCP/IP addresses tefea single endpoint. Group
addresses may be directed to a group of addremsesyill target any of the computers
(e.g., PNIPs) in the group using a variety of pcots. Some use a round robin approach,;
others may use a first in list approach where tlesgage is always routed to one given
computer first and then to a second computer dntiga first is not available. Group
addressing may be useful, for example, where ani@eopr issuer has multiple PNIPS at
the same location for redundancy/fault tolerande.is also possible to combine the
approach and institute a round robin, wherein tthdresses within the round robin are
first in list group address, or conversely, it @spible to institute a first-in-list, wherein
the addresses within the first-in-list are rountimogroup addresses. These capabilities

are useful in case of outages, maintenance, arickéhe

FIG. 9 shows a non-limiting example with four PNIP828-1 through 2028-4. In a
round robin approach, a first message is routed tir PNIP 2028-1, a second message
to PNIP 2028-2, a third message to PNIP 2028-3uath message to PNIP 2028-4, a
fifth message to PNIP 2028-1, and so on. In 4 firdist approach, all messages are
routed to PNIP 2028-1; if it is not available fogi@en message, the message is routed to
PNIP 2028-2; if PNIP 2028-2 is not available, thessage is routed to PNIP 2028-3; if
PNIP 2028-3 is not available, the message is rotded028-4. Each PNIP 2028-1
through 2028-4 in FIG. 8 could be a single maclina group of machines addressed by
first in list or round robin as discussed just atovin one or more embodiments, the
physical network 2026 between PNIPs 2012, 2024thaghysical network 2030, 2032
between PNIPs 2012, 2024 and the central site 20@0private Multiprotocol Label
Switching (MPLS) TCP/IP network and is not the fntt. Once the issuer's network
group address has been determined by the PNIP @D1RSP 2050), the message is
routed to the issuer PNIP 2024. Once the 0100 eatssage arrives at the issuer PNIP
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2024, additional edits are performed to double klea@ make sure that the message has
been routed to the correct location. Furthermtire,member ID is examined, because
some issuers may share a single PNIP and it isssapeto determine which of the
issuers (members) sharing that PNIP the transautiguestion is to be routed to. Each
of the issuers sharing the PNIP will have its ovant mn the member side of the PNIP;
the transaction is routed to the appropriate pased on the member parameters. See
FIG. 10 where a generalized PNIP 2028 has a netwioik 2034 and a member side
2036. Member side 2036 has N ports 2038-1 thr@@#8-N to members 1 to N. N is
used herein as a generalized arbitrary integer thadvalue of N in FIG. 10 is not
necessarily the same as that of N in connectiom wiements 2002 in FIG. 2, for

example.

As seen in FIG. 11, in some instances, an issuemhadtiple PNIP devices 2028 at a
single site, with a network-side connection 203dd avith multiple PNIPs 2028 all
connected to the same host system (each has ®088-1 associated with the same

member (issuer)).

At this point, the 0100 message has been delivieréde issuer 2010. The issuer 2010
then carries out issuer processing and decisiofargy, with issuer processing platform
2040) based on transaction velocities, open to brayd detection protocols, etc., and
provides an appropriate authorization request respdSO 8583 MTI 0110. There are a
number of different possible response codes defimédn ISO 8583 and its particular
implementations. Each transaction is made up dfiphel data elements; the response
from the issuer is included in data element 3% cé&xthe 0110 message is received on the
issuer PNIP 2024 from platform 2040 it is parsed edited for format, content, and

context, including validation of DE39 to make sthat it is a valid value.
It is worth noting that in one or more instancelsegery point where a transaction

touches a computer of the payment card networkthvenet be an acquirer PNIP 2012,

issuer PNIP 2024, or a special services computecoonputers 2050 at the central
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location 2009 (discussed below), transaction cdritepreserved. That is to say, before
the message is sent on to the next node in theoneta copy is saved in a context
manager queue 2042, 2046, 2058, so that whenahssiction response MTI 0110 comes
back through, the request MTI 0100 can be match#édthe response, in order to know
how to route the response back to the previougrpaint. One of the items saved in the
context manager queue is the message originatddeess, so that it can be used for
route-back information. Once the issuer PNIP \aiah is complete, including format,
content, and context edits, the transaction isaeted from the context manager queue
2046 and the route-back address is retrieved, a@d110 message is then sent back
where it came from; in this case, the acquirer PRDR2 (or ASP 2050). The acquirer
PNIP 2012 then receives and parses the messageulsdts original request out of its
context manager queue 2042. Note that multiplelieecs may share an acquirer PNIP
and it is therefore necessary to know which porttloem acquirer PNIP to route the
response back to (see discussion of FIG. 10). Kimgt¢he message against the original
request in the context manager queue allows theagesto be routed back to the correct

port.

Each PNIP 2012, 2024 typically has many differemttigpams. These can include, for
example, a parser/editor 2020, 2043; a parametmianager; a transaction context
manager; a member communications program; a netaarknunications program; and
the like. Please note that to reduce clutter, FIz&nd 8 show “MPS extract” 2022,
2044; this will typically include the extract itfednd the associated parameter file
manager which manages obtaining the extracts fraasM018. Similarly, to reduce
clutter, FIGS. 7 and 8 show “context manager quea@t2, 2046; this will typically
include the queue itself and the associated manalgmh manages the contents of the
gueue. In one or more embodiments, there is alsonamunication program used to
communicate between the other programs (inter-ggcemmunications) on the PNIP;
this is omitted from FIGS. 7 and 8 to avoid clutter
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Messages in case of Enhanced Servibe®ne or more instances, a special architecture
is used to facilitate delivery of enhanced servigtae ASP 2050 in FIGS. 7 and 8 is a
non-limiting example). Examples of enhanced sewidnclude the MasterCard
“inControl” product providing spending controls @od virtual card numbers. Other
examples are loyalty rewards, recurring paymenteiations, and the like. One or more
instances do not deploy this complex logic outhi® metwork edge. Furthermore in this
regard, the issuer and acquirer PNIPs 2012, 2024 aderred to as being on the edge
because they reside on the customer’'s premises, 2006. There may be over 2000
PNIPs on a typical network. The special architectused in one or more instances is a
central site type architecture associated withtlona2009. At the central site 2009,

certain computers are referred to as authorizaowices processors or ASPs 2050.

On the acquirer PNIP 2012, when checking the merpbeameter file for an account
range, determine whether the transaction requirdsareed services. If yes, the
transactions is routed to the central site ASP20khich have interfaces to all of the
service provider systems — the ASPs do not nedbspanvide the services themselves
(although they can in some embodiments), but magiate between the network (e.g.,
BANKNET) and the actual service providers 2051-totigh 2051-N. An ASP will
typically have connections 2053 to a mainframe 2@G%2DB2 connect or other suitable
connection. If a transaction is to be enrichedhwitiditional data, a database call will be
made to the mainframe 2052 to retrieve the infolonatrom mainframe database 2054
so that it can be inserted into the transactiomrgethe transaction is forwarded to the
issuers. Interfaces can also be provided to amakagement system, a decisioning
management system, IN CONTROL, rewards, and thee lilservice providers 2051-1
through 2051-N generally represent any enhancedcsst non-limiting examples of

which have been given herein.
A communications layer 2056 is used to communigatke the service providers in one

or more embodiments, a non-limiting example of gable implementation is the IBM

MQ series. The 0100 message may be sent to theceseproviders, optionally
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encapsulated inside a special “enhanced servi¢eS) fieader that wraps the message
with any additional information required to fulftthe service. The service provider sends
a response. The ASP takes the response and entithe0D100 transaction with the
service response, and then sends the entire packagethe issuer PNIP 2024. Some
enhanced services are processed on the requesigae$8100) and others are processed
on the response messages (0110). Once the respassage is processed on the ASP,
the original message will be pulled from the coht®manager queue 2058 on the ASP to
determine the appropriate acquirer PNIP 2012 tterthe message back to. From there,
the acquirer PNIP will behave just as in the “Megsarouted directly to the issuer PNIP”
case discussed above. Some embodiments of thalspethitecture use an Enterprise
Service Bus to mediate and facilitate some of #mices 2051. For example, the In
CONTROL service can be accessed via an instanae Bhterprise Service Bus.

Entry of Data into the Data Warehoude one or more instances, every transaction that
flows through the issuer PNIP 2012, acquirer PNDR4A? and/or ASPs 2050 is logged at
every point by writing log records. Multiple timasday (e.g., six), a global file transfer
system 2059 pulls the logs off each node and dslldem into a support files system
2060 on the mainframe 2052. The log files areqzhend collected into a general daily
file. The general daily file is scrubbed and mudifto create a consolidated file on the
mainframe which is then pulled into the data waus®2062, where additional data
manipulation and scrubbing are performed beforetituesactions are stored. The data
warehouse 2062 is located at an intermediate nlmdation 2009) connected to the
PNIPs of the acquirers and issuers 2012, 2024 w&y of clarification, in one or more
embodiments, the node 2009 is directly connectetied®NIPs 2012, 2024 but the data
warehouse is not directly connected to the 2012 20## devices; rather, data flows
through GFT and SF systems 2059, 2060 and ends tipei data warehouse. Data
warehouse 2062 should be distinguished from a dateehouse 154 that might be

maintained by an issuer.

28



10

15

20

25

30

Clearing and Settlemen®Dne or more instances employ a clearing andesettht system
2074. In clearing, via global file transfer 205&;quirers submit clearing files in an
appropriate message format (in a non-limiting exammtegrated Product Messages
(IPM) format). The files contain, from the acqug'eperspective, what they believe they
should be paid for. In one or more instances,atitdorization does not actually move
any money; the authorization only validates tha dardholder is a valid cardholder
recognized by the bank, which will honor paymenttiie merchant for the goods or
services. For example, in a typical restauranit,vise card is swiped for the receipt
amount but then a tip is added. The clearing ngessall have the actual food amount
plus the tip. In one or more instances, the abgadoes not actually move the money; it
merely resolves the actual amounts. The settlesystem actually initiates movement
of the money. Furthermore in this regard, thelamatnt system actually tells the banks
how much money to move but does not actually mdwee honey. Within clearing,
processes include dispute resolution, chargebaxkilee like. During clearing, files are
sent from the acquirers to the payment card netwibik payment card network, using
clearing and settlement system 2074, then take$iléseand splits them and sorts them
by issuer. Response files are then received frach &suer, and these response files are
again split and re-sorted back to the correct aecgii Eventually, data flows into the
settlement system and money is moved. Thus, ahalével, the auth request and auth

request response are in real time, and the clearidgettlement are in a batch mode.

By way of review and provision of additional detail at least some instances, in a batch
mode, clearing is initiated via an ISO 8583 MTI @2#essage having a DE24 function
code value of 200 for a first presentment. Onds thessage is obtained from the
acquirer, the payment card network, using cleaand settlement system 2074, will
undertake syntax edits, format edits, content gditd context edits (typically applied to
every transaction). If those edits are passedinteechange and fees associated with the
transaction will be calculated. Based on the datmns, the message may also be
enriched with additional information before beiregped on to the issuer. The settlement

amount is then determined. Within the clearingeythe amounts of money due to each
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given member (e.g., issuer or acquirer) are accated) and these are summed up into a

settlement file which is forwarded in due course.

Cryptographic aspectsConsider the concepts dhta at restanddata in motion An
example of data at rest is the log files that dijtuaside on the PNIPS themselves —
configuration information containing card numbergersonally identifiable information
(P1). In one or more embodiments, all sensitiaadat rest is encrypted before being
written to disk. Data in motion refers to data atliju moving over a transmission
medium (e.g., wires, coaxial cable, fiber optic leaRF link). All PCl-sensitive data
(PCI Security Standards Council, LLC, Wakefield, MAS) is encrypted, whether
written to disk or being sent over a network. trlemast some instances, internal links
within the premises of the acquirers and issuegshat encrypted since it is assumed that
the customer premises are a physically securdtfasdlying on physical security of the
hardware. On the other hand, in at least somanuoss, external links (e.g., links 2026,

2030 and 2032) are all encrypted for both authtiamdraffic and bulk file transfers.

One or more embodiments will have interface(s) 2@68ther brands of payment card
processing network. For example, a MASTERCARD bdeahpayment card processing
network may have interfaces to networks such as RMRAN EXPRESS, VISA, JCB,
DISCOVER, and the like. Suitable translation |ayean be provided to intermediate
between MASTERCARD (or other) format and formatedidy other networks, as
appropriate. In one or more embodiments, integ&G68 to other payment networks are
provided via a machine, located at 2009, but gdiyemaalogous to an Issuer PNIP 2024
with added mediation layers loaded as requiredtbgrgpayment network formats. Some
merchants may only have a single interface to, ¢hg. MASTERCARD network — all
transactions from that merchant may be routed taSWMBRCARD, regardless of what
card was used — MASTERCARD will process those tatigns and route them out to

the appropriate networks.

Portable Computing Devices
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FIG. 4 is a block diagram of an exemplary tabletpating device, netbook, “Ultrabook”
or other subnotebook, laptop, mobile electroniciaegvor smart phone 400 or the like;
some embodiments can employ a display “smart” edatd biometric capability (non-
limiting examples include products available fromEX ASA, Fornebu, Norway;
products from NagralD SA - Kudelski Group, La Chale<Fonds, Switzerland may also
be useful in some instances). Unit 400 includessustable processor; e.g., a
microprocessor 402. A cellular transceiver modd@® coupled to processor 402
includes an antenna and appropriate circuitry todsand receive cellular telephone
signals, e.g., 3G or 4G. A Wi-Fi transceiver m@ddl06 coupled to processor 402
includes an antenna and appropriate circuitry maalnit 400 to connect to the Internet
via a wireless network access point or hotspote Skilled artisan will appreciate that
"Wi-Fi" is a trademark of the Wi-Fi Alliance andettbrand name for products using the
IEEE 802.11 family of standards. A Bluetooth traiger module 429 coupled to
processor 402 includes an antenna and appropiratety to allow unit 400 to connect
to other devices via the Bluetooth wireless tecbhgplstandard. An NFC transceiver
module 431 coupled to processor 402 includes a@naatand appropriate circuitry to

allow unit 400 to establish radio communication vear-field communications.

One or more embodiments include a transit apptioadi21 in memory 412 which when
executed causes the processor 402 to implememiast & portion of the functionality
described herein. Operating system 427 orchestthgeoperation of unit 400. Apple’s

iIOS and Google’s Android are non-limiting exampdésuitable operating systems.

Touch screen 410 coupled to processor 402 is aserglly indicative of a variety of

input/output (I/O) devices such as a keypad, amalype of display, a mouse or other
pointing device, and so on, all of which may or meot be present in one or more
embodiments. Audio module 418 coupled to proaed46@ includes, for example, an
audio coder/decoder (codec), speaker, headphoke rjacrophone, and so on. Power
management system 416 can include a battery chargenterface to a battery, and so

on. Memory 412 is coupled to processor 402. Memdd2 can include, for example,
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volatile memory such as RAM, and non-volatile meynsuch as ROM, flash, or any
tangible computer-readable recordable storage mreditnich stores information in a

non-transitory manner. Processor 402 will typicalso have on-chip memory.

Fingerprint scanner 437 is coupled to processor #2biometric authentication
purposes. An appropriate corresponding softwapicgtion (not separately depicted)
may reside in memory 412 in some instances. Mallyphones are equipped with a
digital camera 439, shown coupled to processor 46Zome embodiments, camera 439
is used in conjunction with a facial recognitionpbgation 435 in memory 412 for
biometric verification. In some embodiments, a mjgtrone in audio module 418 is used
in conjunction with a speaker recognition applicatd433 in memory 412 for biometric
verification; a suitable acoustic front end carpbavided. Some embodiments include a

wallet application 423 as discussed elsewhere terei

A GPS receiver module 499 coupled to processor #@fudes an antenna and
appropriate circuitry to allow device 400 to caltel its position by precisely timing the
signals sent by GPS satellites high above the Eafibrresponding software optionally

resides in memory 412.

Memory 412 can also include, for example, a std?Péd for comparison with a PIN

entered via touch screen 410; extracted facialfeatfrom the legitimate owner of the
phone for comparison with facial features extradtecth a picture taken by camera 439;
extracted fingerprint features from the legitimatener of the phone for comparison with
fingerprint features obtained from a scan carriatdlyy scanner 437; and/or extracted
voice features from the legitimate owner of therhéor comparison with voice features
extracted from a voice sample obtained from a mpicome in audio module 418. Note
that elements in FIG. 4 are shown connected dyre¢ctprocessor 402; however, one or
more bus structures can be employed in one or rearbodiments. Furthermore,

elements shown as implemented in software may lpemented at least in part in

hardware for speed, if desired.
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Browser program 497 in memory 412 deciphers htmiexeout by a server such as 506

or 510 for display on screen 410 or the like.

Access Control Solution

One or more embodiments provide a solution thatrjparates Wi-Fi, Bluetooth pairing
of devices on entry to a transit (or other conglbccess) environment, a device- or
cloud-based wallet, and/or biometric authenticatimn create a low friction/high
throughput experience for fare payment and/or a&ccesntrol. In one or more
embodiments, the system recognizes a portabler@héctdevice (e.g., cell phone, tablet)
on entry to an area, examines device capabilitieBoa user preferences, authenticates
the user with biometrics solutions (fingerprint ggoition, speaker recognition, facial
recognition, and the like), and delivers an aceeglor approval token to a control point
(e.g., turnstile or other fare gate) before thegraenters the fare gate. The token is
paired with the device upon the device enterindniwitlose range of the control point,
and then the token is allowed to expire on exitrfrthe access point or after a pre-

determined period of time.

As used herein, “proximity” wireless communicatiae$ers to wireless communications
with a maximum range of about ten to twenty centarg& such as near field
communication (NFC); “short range” wireless comnuations refers to wireless
communications with a maximum range of about ftttyone hundred meters, such as
BLUETOOTH; and “medium-long range” wireless comneations refers to wireless

communications technologies such as Wi-Fi and 3&,ahd LTE cellular networks.

Some embodiments use an alternative form of auttaian, rather than biometrics; e.qg.,
entry of a personal identification number (PINh sbme cases, depending on the device
capability and/or the results of authentication/anduthorization, and/or the method of

authentication (e.g. PIN versus biometric), thedbolof the device may be sent to a
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different control point (e.g., to standard gate ®tead of fast gate 522, or vice versa, as

discussed below).

A variety of different use cases are possible vatie or more embodiments of the
disclosure. Some aspects are applicable in the ohs device 400 with biometric
authentication capability (e.g., 437 with any nekseftware, 439 plus 435, 418 plus 433,
and any corresponding hardware-implemented poitiand a wallet application 423, but
without NFC capability 431. Some aspects ardiegdge in the case of a device 400
with biometric authentication capability, a walkgbplication, and with NFC capability
431. Some aspects are applicable in the case dévace 400 without biometric
authentication capability, but with a wallet apption, and with NFC capability 431.
Some aspects are applicable in the case of a déd@@ewith biometric authentication
capability, but with a cloud-based wallet in lielusowallet application, and without NFC

capability 431.

FIG. 5 shows an exemplary system in the contex Kilroad station area 502, it being
understood that one or more embodiments are apjgi¢a control access to a variety of
different locations, such as bus terminals, subveagninals, stadiums, festivals, pubs,
night clubs, corporate or educational campus enuients, theme parks, hotels,
shopping malls, and holiday parks. The station &@2 includes at least one Wi-Fi
transceiver 504, as well as a “fast” access gat® &lng aspects of one or more
embodiments of the disclosure. Optional componentkide a local server 506 with
database 508; a payment network interface 516;aastandard access gate 524. Gates
522, 524 are optionally equipped with barriers 528) to prevent unauthorized access to
trains reached via region 520. In lieu of barrié28, 530 audio (e.g., buzzer) and or
visual (e.g., flashing light) techniques could bged to call attention to someone

attempting to pass through without proper authatiba and/or authorization.
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In a non-limiting example, interface 516 can indudn interface such as 2016, and
related elements, as seen in FIG. 7 (e.g., TCRItfhection between the LAN 526 and

the acquirer with appropriate router and/or otreedivare).

Elements 504, 506, 516, 522, 524 are placed in @atanunication via a suitable local
area network (LAN) 526, which in general can be iaFishetwork for which transceiver
504 provides an access point; another wirelessargpand/or a wired network such as a
wired Ethernet. Optionally, a wide area networkAM) connection 514 (e.g., Internet)
is provided to a remote server 510 with databas® S5interface 516 may provide
connectivity, for example, to an acquirer 518 oé ttransit agency or other entity
operating the system in FIG. 5. See discussiactqiiirers with regard to FIGS. 2 and 7-
11.

In general, on entering a Wi-Fi zone in a faciligyg., region in station 502 in range of
transceiver 504), device 400 of user 532 is disamjeand the capabilities of device 400
and preferences of user 532 are discovered. lroon@re embodiments, an application
on the device 400 manages (on the device) thederpnees or initiates a request to a
host system 506, 510 which manages the databas&5P®f customer preferences. In
at least some instances, this database includasstancer profile maintained by the

agency (as is currently done for registered pajramsh such additional information as is

appropriate for one or more embodiments of thelasee; for example, stored biometric
signatures of patrons to facilitate customer weaifon and/or risk management
preferences specifying a hierarchy of verificatiechniques. Alternatively, a “pay-as-

you-go” transaction can be performed in some embedis, allowing the patron to

remain anonymous to the agency, but the patromasvk by the issuer of the selected
payment credential. User 532 is authenticatedetocé 400 via a biometric technique
and/or by entering a PIN. An attempt is made tth@nuze payment. Note that some
transit systems have a single flat fare (e.g., Newk Subway System) while others have
a distance-based fare (e.g., Washington, D.C. M&ystem). In the latter case, in some

instances, the authorization can be for a defambbumt. Including a communications
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capability similar to that shown in FIG. 5 at systexit points allows the agency to

provide a similar low friction experience upon leaythe system. If authentication and
authorization are successful, an approval tokesens (e.g., from local server 506) to gate
522. The user 532 walks to (open) gate 522 amddsgnized as the device 400 pairs
with the gate 522 on approach (e.g., via Bluetguatining as seen at 534). The token is

confirmed and user continues through gate 522 ajyi non-stop).

In some embodiments, such as theme parks, timedbmliens are employed wherein the
patron is charged based on the time spent in tHe-p#he token expires upon exit and

the cost for the day is calculated based on elagaseg with pre-authorization capability.

Continuing now with regard to reference to an “dpgate, the gate is open if barriers
528 are retracted. In other cases, the barrieBsab only opened when the device 400
specified by a given token approaches closely. demurity reasons, the agency will
typically desire a solution that maintains gated/another barriers of some type. In at
least some instances, such gates or other bareemain open until an unauthorized
prospective patron is identified within a predetiexed range (in a non-limiting example
about 15 feet or 4.6 meters). For example, dgieetence of an individual using a
motion detector 598 or the like, and if that indival cannot be linked to a token, shut the
gate. Referring to flow chart 1200 of FIG. 12, efhbegins at 1202, fast gate 522 may
include a processor to control barriers 528. Thecgssor, in some embodiments,
implements the logic in FIG. 12. The barriersiaigally maintained in an open position
in step 1204. Processing continues at 1205. d¢sd@ block 1206, input from motion
detector 598 or the like allows determining whethgrerson has been detected near gate
522. If not, as per the “N” branch, loop back 9% and continue checking. If so, as per
the “Y” branch, logical control moves to decisiofodk 1208, and it is determined
whether the detected person is linked to a tokeor example, is the person carrying a
device with an identifier that matches an identifrea valid token in gate 5227 If yes, as

per the “Y” branch, loop back and continue checkifigho, as per the “N” branch, close
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the barrier in step 1210 and investigate; contimuthat state, as at step 1212, until the

issue is resolved and it is again deemed apprepioabpen the barrier.

Some embodiments have the gate or other barrier apa default, and close the gate or
other barrier when an unauthorized person is sems#tk vicinity; other embodiments
have the gate or other barrier closed as a defaudt,open the gate or other barrier when

an authorized person approaches, without any uaapéu person(s) in the vicinity.

Some users are re-directed to a standard gatedsweriated with standard gate 524 (e.qg.,
authentication fails, or authenticated but auttadion fails). Such users must present
payment. Use of a device 400 for which autheritoatails may be denied in at least

some instances. Thus, if a user’'s selected outlgdayment account is denied (and the
user is unable to select one that will be authdiztihe user will be redirected to another

gate location where he or she can present an aleepayment device.

Exemplary Use Cases

Non-limiting exemplary use cases will now be disads

Case A - Device with biometric and wallet (no NF@y noted, some aspects are
applicable in the case of a device 400 with biormoetuthentication capability (e.g., 437
with any needed software, 439 plus 435, 418 pls 48d any corresponding hardware-
implemented portions) and a wallet application 483 without NFC capability 431.

Referring now to flow chart 600 of FIG. 6, whichdies at 602, in step 604, enter a
medium-long range wireless zone (e.g., Wi-Fi zonehsas a region of station 502 in
range of transceiver 504). The system (transcé&@drcoupled to server 506 via LAN

526 and/or to server 510 via LAN 526 and WAN 514jedts the presence of a phone
400 that is discoverable. In some instances,diiisction is carried out by leveraging the
same type of capabilities that devices employ amidly that they are in the range of a
wireless network. Furthermore, in one or more etinbents, software on the local
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server 506 identifies not only that the device #@resent but also whether the device
has application 421 loaded thereon and/or is regidtto the system (and if not, asks user
532 whether such registration is desirelt).decision block 606, a determination is made
as to whether user 532 has opted out of partiapatif so, as per the Y branch of block
606, this pass through the logical flow ends at. 6B2xot, proceed to decision block 608
and determine whether the user 532 has opted imesel steps can be carried out via
program logic on server 506 and/or server 510ekample. If not opted in or out, as per
the N branch of block 608, prompt the user 532 @b tgs or her phone 400 to be
discoverable in step 624. These steps can bedaotit, for example, via program logic
on server 506 and/or server 510, sending a megssagkone 400 via transceiver 504,
LAN 526, and, if server 510 is employed, via WANAS1If opted in, as per the Y branch
of block 608, or if the prompt 624 elicits a favbl@aresponse, as per step 610, wake up
application 421; alert Blue Tooth or other prototmldevice approaching gate (if Blue
Tooth, pair devices or re-establish prior pairing). some embodiments, a signal to the
phone 400 wakes up the app 421, if it is presentain alternative approach, discussed
further elsewhere herein, user 532 accesses avuatapage on device 400, instead of or
in addition to using app 421. In some cases, dballweb page takes the place of the
app. In some cases, the local web page allowssbeto download the app. The local
web page may be served out to a browser of tbeghB00 by, for example, server 506
or server 510.

In step 612, if biometric capability is presentthamnticate user 532 with same (some
alternate embodiments use a PIN instead of or hegewith biometric authentication)
and then authorize payment in step 614. More qaatily with regard to authentication,
if authentication fails, as per the N branch ofisiea block 612, this pass through the
logical flow ends at 622. These steps can be im@hed via program logic on server
506 and/or server 510, for example; such logic méarface with an API or the like to
obtain authentication results from 433, 435, or aoplication associated with 437.
Further use of the device 400 may, in some insgroe forbidden within area 502. In

some cases, this can be accomplished by usingesmifidr of device 400 in a “denial
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token” sent to gates 522 and/or 524. If authatibo succeeds, as per the Y branch of
decision block 612, proceed to authorization deanisblock 614. Further details

regarding one non-limiting exemplary authenticafioacess are described further below.
Again, this portion of the logical flow can be ireptented via program logic on server

506 and/or server 510, for example.

If authorization is not successful, as per the Bnbh of block 614, the user employs a
standard entry procedure 626 (e.g., purchase aeatiomal fare card and enter via gate
524). Then, this pass through the logical flowseatl622. The user may be prompted to
use standard gate 524. These steps can be impgkaméor example, via program logic

on server 506 and/or server 510, sending apprepmassages to phone 400. Optionally,
a “disapproval” token is sent to gate 528. Ineaist some cases, a message is sent to the
phone, a denial token is sent to the gate, andidapproval is logged in an application

available to local service agents to alert thenpofential issues. If authorization is

successful, as per the Y branch of block 614, s&®©6 (or server 510) sends an approval
token to fast gate 522, as per step 616. As theexsts gate 522 into area 520, departure
is confirmed and the token is retired, as per daeiblock 618 (Y branch) and steps 620

(user allowed through gate 522) and 628. |If ther ulbes not pass through gate 522
within a pre-determined time of the token beingegated, the token is retired in step 628
(and a message is logged to allow local servicatage be aware). Then, this pass
through the logical flow ends at 622. Of courbe, $teps of FIG. 6 can be repeated many
different times for many different users and desic®nce again, these portions of the
logical flow can be implemented via program logic server 506 and/or server 510, for

example.

In some cases, users such as user 532 are charfeajedvia barriers 536) to ensure
sequential flow and this is validated using muétiglensors before and after gate 522.
See, for example, the discussion below of an emmbewii with two Bluetooth

transceivers. In some cases, an authenticatedaathbrized user such as user 532
approaches gate 522, where device 400 is pairdd geite 522, as shown at 534, and
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device 400 is recognized at short range from gag 5Again, some embodiments have
the gate or other barrier open as a default, aoskecthe gate or other barrier when an
unauthorized person is sensed in the vicinity; odmbodiments have the gate or other
barrier closed as a default, and open the gateher darrier when an authorized person
approaches, without any unauthorized person(shenvicinity. When access to region

520 through gate 522 is appropriate for user 532pme instances, a green light can be

maintained or some other open flow indicator caerto@loyed.

In some instances, if a user enters the vicinigg @iscussion of motion detector 598 and
FIG. 12) of the fast gate 522 but there is no uivedpapproval token for that particular

user (e.g., user failed authentication or authtion® barrier 528 is enabled and/or an
attendant is alerted, or some other indication f@ygiven, e.g., light turns red and/or

alarm sounds. This can be carried out via indastsent to fast gate 522 by server 506
and/or server 510, or by local processing capglolit gate 522, or by some combination
thereof.

Further details will now be provided regarding axeraplary authorization process.
However, it is first worth noting that heretofoegtempts to use payment devices such as
payment cards, appropriately configured cell phpaesl the like for transit or similar
applications have generally not been implementet wireal-time authorization request
and authorization request response to and fronpdlyenent device issuer triggered by
presentation of the device at the turnstile or oflaee gate. This is because the time
consumed in such authorization request and autitmiz request response to and from
the payment device issuer has generally been camesidntolerably long for transit or
similar applications. See, for example, US Pathot 7,828,204 and US Patent
Publication No. 2008-0033880 (now US Patent 8,588),9 US Patent No. 7,828,204 and
US Patent Publication No. 2008-0033880 (now US rRat&584,936) are hereby
expressly incorporated by reference herein in thdireties for all purposes.
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Advantageously, in one or more embodiments, becthsghone 400 of user 532 is

detected upon entry to area 502, if needed, theréme to carry out a real-time

authorization request and authorization requegstorese to and from the payment device

issuer, via elements 516, 518, before the user&oaches the gate 522.

In some

cases, the authorization request is an 1SO 858%&amation request/0100 message and

the authorization request response is an ISO 868®azation response/0110 message.

In one or more embodiments, authorization decisilmtk 614 includes the following

sub-steps:

Determine whether user 532 is a registered patfoth® railroad or other
authority. For example, a permanent identifiepbbne 400 and/or application
421 and/or 423 may be stored in database 508 addiabase 512 in connection
with other data regarding user 532. Logic on se&@6 and/or server 510
obtains the identifier via transceiver 504, LAN 526d WAN 514 in the case of
server 510) and makes an appropriate query to ¢meesponding database.
Furthermore in this regard, if the devices 400cai@ular telephony devices (i.e.,
phones and/or tablets that can connect to a cellotwork) then the
International Mobile Station Equipment Identity @) is a non-limiting
example of a suitable permanent identifier to uelgudentify a given device.
Note that Wi-Fi only devices will typically not haxan IMEI. As an alternative
to the IMEI, or for devices that do not have an IM& unique (or practically
unique, i.e., highly unlikely to be duplicated) tsadre ID such as a UUID
(Universally Unique Identifier) can be used to itignapplication 421 and/or
423.

If the user 532 is registered, there may optiondley a stored preference
regarding what mode of payment to use. For examyder 532 may have an
account with the railroad or other authority maiméa on server 506 and/or
server 510. In some cases, this mode is usediefaalt; in other cases, the user

is prompted to confirm that the default mode shdwddused. The user might
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confirm or might suggest another mode of paymerieaised with device 400,
or may indicate that it is desired to use converatigate 524, in which case this
is acknowledged and logical flow proceeds to 622.

If the stored preference is used by default or wssfirmation, or if another
mode compatible with process 600 was chosen byskee, a determination is
made regarding the user’s rights and/or produasypprefunded, and the like)
and authorization is carried out. For exampleablase 508 and/or database 512
are checked to determine if the user has an uslingass or a prefunded
account. If the former, if same is unexpired, user is authorized. If the latter, a
certain number of rides or a certain monetary vahag be stored on server 506
and/or server 510. A check is made whether there fide still remaining or
enough stored monetary value to permit the curretg; if so, the user is
authorized. These types of processes generallynatorequire a real-time
authorization request and authorization requegionrese to and from the payment
device issuer. However, it is conceivable thatuber could have as a default, or
could select as an alternative, a “pay as you ggpr@ach wherein a payment
card account associated with wallet 423 or a cloaskd wallet was to be
employed. If so, a real-time authorization requastl authorization request
response to and from the corresponding issuer amged out at this point; if
successful, the user is authorized.

In the case of authorization, server 506 and/ores€510 generates an approval
token and sends same to gate 522.

If authorization with one payment mode fails, optatly, seek a secondary
registered source and re-authorize.

If all payment sources decline (or if the first smideclines and the above step is
not implemented), alert user 532 and send a detbken to gate 522; for
example, using the device ID or ID resident in dexice app 421 (if present).
Prompt user 532 to proceed to gate 524 with annalte payment device. In
some instances, send a decline token to the dd@i@dao warn patron 532 of a

problem, or use the decline token aspect for pewpkepose a security risk.
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» If the user 532 is not registered, prompt the tseselect a payment mode from
wallet 423 or a cloud-based wallet 595. Initiateeal-time authorization request
and authorization request response to and fromctireesponding issuer; if
successful, the user is authorized. As used hesetloud-based wallet (e.g.,
Google Wallet mobile payment system of Google IMdquntain View, CA,
USA or MasterPas¥ digital platform of MasterCard International Inporated,
Purchase, New York, USA) is one wherein paymerd data is stored on secure
cloud-based servers, instead of in a secure staegpe on the phone or other
mobile device. Cloud-based wallet 595 can besssxtin a variety of ways; for
example, wide area network (WAN) connection 514.(dnternet); a 3G or 4G

or other cellular connection from device 400, @& like.

In some instances, in another aspect, as part & 8aonly accept registered users with
a prepaid account on server 506 and/or server &0, periodically replenish such

prepaid account.

Case B - Device with biometric, NFC and wallaés noted, some aspects are applicable
in the case of a device 400 with biometric autleatiton capability, a wallet application,
and with NFC capability 431. In such instancegpst602-614, 624, and 626 can
proceed as above. If the account user 532 hasteegl is declined and user 532’s app or
wallet does not give user 532 access to an alteenatser 532 can, in some instances,
initiate an MPOS-like transaction (MPOS = mobileinpef-sale) with a different
payment device (e.g., a contactless card) whilercerte to the gate area (in some
instances, via NFC capability) — this process adldlae generation of an approval token
and access to the fast gate 522. Otherwise, tecggan decide whether they want to
take the risk of allowing the patron through thst fgate without certainty of payment. If
the patron has successfully authenticated withoanetric, but does not have approved
payment capability via the wallet or the patrorégistered profile, the patron, in some
instances, is directed to add prepaid value, tbusrhging the fast gate system or the

other gates via NFC. NFC provides “tapped paigatality. Thus, in some instances, a
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tapped pair phone provides an alternative embodinmvbere a physical reader is spaced
away from the gate and a tapped pair is initia®dg@INFC. Stated in another way, when
step 614 results in a decline, the user may, fampte, (i) change his or her default
payment device in his or her wallet, or may (iip tais or her wireless card (associated
with a valid payment card account) on an NFC-erthipleone and thus initiate a new
authorization process with the corresponding accolmapproach (i), when entering the
station, recognize a registered person, checkthetefault account is still valid, and

advise the person when it is not. The system advise person to update his or her
default payment device in his or her wallet, andnform the system when complete
(could tell the person to text “yes” when done updp(or use e-mail, push notification,

or other technique)). The system then re-atteraptiorization with the new account

information. Option (i) does not necessarily reguNFC capability; for example, the

user may log onto the wallet web site and updatesitpiration date or change the default
card or add a new card and make that card the ltef@ption (ii) involves NFC or

similar capability on the phone or other devicetsd the new card can be tapped.

Case C - Device with NFC and wallet (no biometrids noted, some aspects are
applicable in the case of a device 400 without l@vim authentication capability, but
with a wallet application, and with NFC capabit$1. In such instances, processing can
be carried out in the same manner as shown in &l&d described above, except that
authentication step 612 can be carried out by mwgtex PIN or the like (or in another
aspect, external, cloud-based biometric autheitic&93 can be employed - cloud-based
biometric authentication 593 can be accessed ariaty of ways; for example, wide area
network (WAN) connection 514 (e.g., Internet); a 84G or other cellular connection
from device 400, or the like. In some cases, cdlusgatron to tap at the regular lane
524, but use a token at standard gate 524 andthaveenefit of full authorizationin
this aspect, the agency may not want to send soenepthe fast gate 522 without the
assurance of the biometric. If someone is potéytiing something fraudulent, some

level of control is desirable — in some instancequiring a tap at the gate 524 signals to
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the user that there is a higher degree of scritirereby acting as a deterrent to someone

with illicit intent).

Case D - Device with biometric and cloud-based etalho NFC) In some cases, it is
desirable to accommodate someone who has the dawet¢he wallet for payment, but
has no desire to be registered to the agency smyst thus, allow a pay-as-you-go
transaction. As noted, some aspects are apm@idabthe case of a device 400 with
biometric authentication capability, but with a wibbased wallet in lieu of a wallet
application, and without NFC capability 431. Inckuinstances, processing can be
carried out in the same manner as shown in FIGhdodeescribed above, except that in
determining available payment options, communicaisowith a cloud-based wallet 595
(e.g., over WAN 514) instead of wallet app 423is vorth noting that for some patrons,
the agency may want the flexibility to take sonmsk iilepending on the scenario (decline

type, patron profile, etc.).

Access Control Solution — Additional Comments

Thus, one or more embodiments provide one or mimmddirics approaches paired with
delivery of approval tokens delivered via Wi-Fi other suitable communications
network(s) and recognized and acted on using Bigletor other protocol suitable for
high speed mid-to-short range communications. ne or more embodiments, Wi-Fi is
used to deliver tokens to devices 400 while LAN ¥26sed to deliver tokens to fast gate
522 and/or standard gate 524. Furthermore, onmave embodiments enable highly
secure low-friction throughput, leveraging a conalbion of communications protocols

and authorization and/or authentication technokgie

Still further, one or more embodiments enable qufoloughput in a transit or similar
environment with a low-friction user experienceneCor more embodiments employ a
discoverable handheld device (e.g. smart phone)wif0biometric capability. A user
532 with such a device enters a transit environrb@ator the like (embodiments of the
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disclosure, as noted, are not limited to transgliaptions; other non-limiting exemplary
applications are discussed elsewhere herein). &B2enters environment 502 and his or
her phone 400 (or similar device) is discovered.sdme embodiments, this causes an
app 421 on the phone to wake up. User 532 autizesi himself or herself to the device
using a biometric (or PIN). In a non-limiting exgl®, this discovery and authentication
process may occur while the user is approximately bundred yards (approximately
ninety-one meters) from the gate 522. Thus, thacde400 of user 532 has been
recognized and user 532 has been authenticatée wetvice 400. In some instances, an
inquiry is then made to determine whether useri§38gistered with some kind of transit
product. For example, does user 532 have a mop#sg or a pre-funded account with
sufficient stored value to allow user 532 accedbhedrains? If so, is the monthly pass or
the pre-funded account valid? Note that this ingwan be made, for example, to

database 508 of local server 506 or to database®Ernote server 510.

If the monthly pass or the pre-funded account Igland it is known where user 532 is

traveling to (e.g., based on the end points ofttleathly pass in a commuter rail scenario
where the passenger purchases a monthly pass lnetwedixed locations), a token is

sent (for example, from server 506) to the fase g#2. The token indicates to the fast
gate 522 that the user 532 is approaching, that lshe has been authenticated, that his
or her product is valid, and that, when he or sh@@aches, gate 522 should let him or
her pass through. If, during authentication, dlésermined that the user 532 has multiple
transit pass products and it is not known which beeor she will use, there can be an

interim step where an inquiry is made to the ug2 t6 determine which product to use.

As user 532 approaches the actual gate 522, Bliretmmmunication or the like takes
place between device 400 and gate 522. Typicall8luetooth pairing between the
device 400 and gate 522 occurs as the user 532agh@s the gate 522, which, in effect,
advises that gate 522 that device 400 is approgchim some cases, as user 532
approaches the gate 522, gate 522 detects deviceid@Bluetooth from, say, about ten
feet (about 3 meters) away. An entry token for 32 has already been sent to gate 522
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since user 532 has already been authenticated wghdrized. In some cases, a green
light located at gate 522 allows user 532 to wadktrthrough unimpeded and board
whatever train is desired, in region 520. If us82 does not pass through gate 522 in a
predetermined period of time, the token expiresireR by way of example and not
limitation, in some embodiments, expiration is atteraof hours. However, it is to be
emphasized that expiration is typically variablesdxh on the facility. For example, in
New York's Grand Central Terminal, the process rmegur before the patron leaves the
area where there are dining and shopping venudiernAtively, in some embodiments,
the patron approaches the gate area and seesetltat 4he has missed the latest train
before passing through the fast gate 522. Theopatnay then choose to leave the
facility — if he or she leaves the Wi-Fi field amlrecognized as having left, the token

expires in such instances.

Some embodiments pair device 400 with two Bluetaedeivers 597, 599 — one on each
side of gate 522 — to make sure that user 532 tw@sed through. This serves to close
out the transaction — verify that user 532 hasradke service he or she has just paid for.
In this aspect, the receiver 599 is located suahttie patron only comes into range after
he or she passes through barrier 528 and entarsatea 520.Some embodiments have
multiple payment options: monthly pass, one-tinasaction, or wallet 423 integrated
with phone 400 (e.g., MASTERPASS digital walletvsez available from MasterCard
International Incorporated, Purchase, NY, USA; 18i8bile wallet available from JVL
Ventures, LLC, New York, NY, USA; or the Google Wlavailable from Google Inc.,
Mountain View, CA, USA). Regarding a one-time saation, a user 532 may be

walking into station 502 for the first time, not@sa pass, and desire to ride the trains.

As noted, some embodiments use barriers 536 olikbdo physically channel riders.
For example, barriers 536 may be used in conjunctidh appropriate signage or the
like to ensure that people who are not authenticatel authorized to use fast gate 522 do

not approach fast gate 522 but rather use convaltigate 524. Authenticated and
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authorized riders are directed appropriately so there is adequate space to establish

Bluetooth linkage.

Device 400 can be discovered upon entry to areausiidg a variety of techniques.
Cellular telephones typically have a setting tHetves the user to decide whether his or
her phone is discoverable to networks; when sealetie device transmits its location so
that a Wi-Fi network knows it is present. GPS nememodule 499 could be used in

some alternative embodiments.

In one or more embodiments, the aforementionedoajpptoken is a digital pre-approval
certificate indicating that user 532, by virtue afithentication and approval, in
association with device 400, is cleared to passutyint gate 522. In some embodiments,
the token is encrypted. The token can identifyghene using, for example, the IMEI, as
discussed above, or a unique (or practically unigae highly unlikely to be duplicated)
software ID such as a UUID to identify applicatid@1 and/or 423, as also discussed
above. Other phone and/or software identifierddcbe used in other instances, such as
the International Mobile Subscriber Identity (IMSty the Temporary Mobile Subscriber
Identity (TMSI), for example, subject to any applite usage guidelines for same. Thus,
in one or more embodiments the approval token stadev a person was authenticated
(e.g., for risk management and/or control purpqsgbat he or she is authenticated for,

and ties the person 532 to the device 400.

In the transit use case, there is also the poggibil a person traveling with his or her
family; i.e., a use case with more than one trave®ome embodiments link one or more
people to one or more phones all paid on the sac®uat. That is to say, a single transit
account in the back end may be linked to multigeicks (e.g., phones, tablets, etc.) tied
to that account. The account could be funded bitiphel payment devices. In some
instances, if a user is travelling with others @agting for them, two exemplary options
are available. In one option, if all travelers @éavsmart device, the smart devices of the

other travelers are paired with the primary devpa Blue Tooth) and the additional
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smart devices are allowed to be additional “links"a chain that includes the primary
user. Note that this option potentially impactsus#y in one or more embodiments; e.g.,
if the agency were to choose to only allow bioneelty authenticated patrons in the fast
gate system. In another option, allow the addilidrevelers to prepay on the primary
user’'s account with the system described hereihe grimary user identifies, via the
device app 421 that he or she is traveling witterth Then, the appropriate number of
tokens are sent to the alternative (fast) gate®) &nd the appropriate number of

sequential gate openings are allowed.

In some instances, the transit authority or othditye operating the railroad or other
limited access area is wallet-enabled (e.g., sstra@uthority specific wallet where one or
more payment cards are registered with the tranghority, as opposed to a third party
wallet such as Google Walleth one or more embodiments, user 532 walks inthosta
502 and connects to indicate his or her presegesome embodiments, the user pre-
enrolls with the transit authority; in other emboeénts, no pre-enroliment is required; in
still other embodiments, both cases are possibiieghe case of a user who has not pre-
enrolled, one or more embodiments are open to anyoth a discoverable smart phone
that can communicate with the transit authoritytays via Wi-Fi transceiver 504 and
with fast gate 522 via Bluetooth or the like. Thasleast some embodiments are suitable
for “pay as you go” transit with no need to be stgied with the transit authority or

similar agency.

One or more embodiments employ a specific traqppt421 or a local web page visible
on a browser of device 400 and served out, for @@nfrom server 506. App 421 or the
local web page queries user 532 whether he or ebieed access to trains at 520 and if
so, how he or she would like to pay (e.g., doesrhghe want to pay for a one-time fare
or use his or her monthly pass). If the user hasoathly pass, payment may be
effectuated by checking the pass on local servér @Oremote server 510; if same is

unlimited, it is merely verified as being valid;afcertain amount of value is stored or a

49



10

15

20

25

30

certain number of trips have been prepaid, the ssmnée decremented on server 506 or
510.

On the other hand, if the user does not have agraascount already set up, or does so
but nevertheless desires a one-time approach, ¢hedk tied to a wallet app 423 or a
cloud-based wallet. For example, the wallet app d2cloud-based wallet supplies the
user’'s card number and expiration date for a aempaiyment card in the wallet; local
server 506 formats an authorization request tdrtvesit authority’s acquirer via interface
516, as seen at 518. Because this occurs shételyuser 532 enters station 502, there is
time to carry out a full authorization request/auikation response to and from the issuer
of the particular payment card account being usmidike the case where the user’s
tapping of his or her card or other payment dewvice conventional gate 524 is the first

notice the system has of the user.

As noted, in one or more embodiments, the systemnumicates with device 400 via

app 423 or by loading a local web page into a beove$ device 400 (typically not via

broadband wireless but via a Wi-Fi connection wigmsceiver 504). In some instances,
user 532 can be prompted to download app 421 ipregent. In some embodiments, the
Wi-Fi connection with transceiver 504 results ie tbcal page being the default page to
load when the browser of phone 400 is invoked withe environment 502. Thus, in one
or more embodiments, some affirmative act by ug2 5 required — he or she must
download app 421 as shown and described in commeatith FIG. 2 and/or access the

web via local Wi-Fi transceiver 504 and view thedbpage that “pops up” as a result.

In one or more embodiments, a user who has “optédnd/or who has set his or her

phone or other device to be discoverable to thd=Wietwork can be prompted to engage
in a session — he or she receives a message teitmgr her to open his or her browser
or activate his or her app 421. Any suitable mgisgatechnique can be used; e.g., a

push notification service, a text message, orikee |
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Furthermore with regard to registration, opting, ayiting in, and decision blocks 606,
608, in some instances it may not be desirablate o query everybody who walks into
a transportation facility such as 503 with a disrable handset such as 400. Thus, in
some instances, the system is only made availalleose who have indicated that they
want to use the system (e.g., by downloading the4#1). On the other hand, as per
606, 608, in some instances, users who have ndicgiypopted out but who have also
not affirmatively registered may be sent a messagen first entering a region such as
502, after which they may decide to expressly optexpressly opt out, or remain
unregistered but not opted out in which case treyehhe option for a “single use” ride
via a real-time authorization request and authtiomarequest response to and from the
payment device issuer; such users will receivaralai message when they again enter
an environment such as 502. In some cases, thewad®ms the opportunity to earn
revenues by offering access to fast gate 522 asmiypm service to those willing to pay

a fee or higher tariff.

Thus, one or more embodiments enable low-fricttmoughput in a transit environment
or other limited-access area, using the conceptatefacting with a consumer, pairing
devices via Bluetooth or the like, and providingpken to a fast gate 522 so that as the
user approaches, he or she can walk right throegardless of whether his or her phone

is equipped with NFC.

Furthermore, one or more embodiments provide a&itrgay-as-you-go solution; a transit
pass solution; a transit fare-by-distance solutaomd/or various non-transit access control

solutions.

Initiating the process away from the gate is furthelpful when risk-assessment type
processing (alerts and controls) is to be emploiged., MasterCard inControl), since
more time is available for such risk-assessmerg pypcessing. MasterCard inControl is
a service that provides real-time email and mobjg alerts that keep a cardholder

informed of where and how his or her cards are ¢eirused.
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Where inControl functionality or the like is in gk an authorization request response
may be routed via ASPs 2050 as described aboverrdltian directly back to the
acquirer; the added time associated with initiatimg process away from the gate may

thus be particularly beneficial in such cases.

It is worth noting that in some embodiments, théhatep 614 in and of itself can be with
an actual PAN or with a token generated by a walpgdlication on the person’s device
that is used to access his or her payment carduatco The MasterCard Digital
Enablement Service (MDES) system is an example ©fsteem that uses a token in the
form of an alternative PAN associated with the mynPAN. The MDES token should
not be confused with the token in one or more enmbedts, which is an access

credential to be sent to the gate.

It is also worth noting that in some embodimerdst fjate 522 is configurable to function
as a standard gate whenever a second conventiatelggpreferred. Depending on the
particular case, this could be during low volumeiqaks, during high volume periods, or
during times when regularly fewer regular usersexgected (e.g., in a transit scenario,
regular users are more likely than causal usersetset up to use the fast gate; on
weekends, when more casual riders are expectedashegate could be configured to

function as a regular gate).

Finally, it should again be reiterated that whilea-limiting example has been provided
in the context of transit, other embodiments canubed in other scenarios; e.g., to

control access to concerts or other venues asstisdielsewhere herein.

Recapitulation
Given the discussion thus far, it will be appresihthat, in general terms, an exemplary

method (e.g., 600), according to an aspect ofrtliention, includes the step of detecting

presence of a portable electronic device 400 ocaisidaccess point to a controlled access
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area 520 (refer to step 604). A further step 6%@udes obtaining, from the portable
electronic device, an indication that a user of ploetable electronic device has been
authenticated to the portable electronic deviceméscembodiments alternatively or
additionally include the affirmative step of authieating a user of the portable electronic
device to the portable electronic device). A farthtep 614 includes initiating a payment
approval process associated with an account ofiske (step 614 may, but need not, be
responsive to obtaining the indication of the antlwation — steps 612 and 614 could be
reversed in some instances). The payment apppowaéss is completed before the user
seeks to pass through the access point. A stithdu step 616 includes, based at least in
part on obtaining the indication of the authentaaand success of the payment approval
process (Y branch of decision blocks 612 and 6f#)yiding to the access point an
electronic token indicating that the user, beatimg portable electronic device, is to be
allowed to pass through the access point into tiérglled access area. An even further
step 620 includes allowing the user, bearing theapte electronic device, to pass
through the access point into the controlled aceess, based at least in part on the
electronic token. Still another step 628 includassing the electronic token to expire

after the user passes through the access poinhiatcontrolled access area.

The step of detecting presence of the portablereld@c device can be carried out, for
example, by medium-long range wireless communinatid=or example, as noted above,
the system (transceiver 504 coupled to server & AN 526 and/or to server 510 via
LAN 526 and WAN 514) detects the presence of a phamsimilar device 400 that is
discoverable. In some instances, this detecti@aised out by leveraging the same type
of capabilities that devices employ to identify tthiaey are in the range of a wireless
network. In another approach, the step of detgqgbresence of the portable electronic
device can be carried out, for example, by usegibhal positioning system unit 499 on

the portable electronic device.

The authenticating step can be carried out, fomgt@, by biometrically authenticating
the user of the portable electronic device to tbetgble electronic device (e.g., via
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fingerprint scan, speaker recognition, facial resbgn, or the like). Alternatively, or in

addition, the authenticating step can be carrigdvuentry of a personal identification
number via 1/0 410 for comparison with a numberedian memory 412. Server 506 or
510, e.g., obtains the indication of the successutiientication from app 421 on device

400 via transceiver 504 and network 526 (also nét\st4 in the case of server 510).

In some cases, the step of initiating the paympptaval process can be carried out via
server 506 using interface 516 to send an auth@mizaequest into a payment card

network via acquirer 518. In some cases, the rersetver could be configured to carry
out this step. In other cases, server 506 or s&i@ checks an account maintained by
the user with the entity associated with the cdigirioaccess area (e.g., in database 508 or
512) for at least one of adequate funds, adequatger of remaining entrances, and

non-expiration of a time-limited access pass.

The step of sending the approval token can beethout, for example, by sending same

from local server 506 to gate 522 over network 526.

As noted, in one or more embodiments, the aforeloreed approval token is a digital
pre-approval certificate indicating that user 932 virtue of authentication and approval,
in association with device 400, is cleared to p#s®ugh gate 522. In some
embodiments, the token is encrypted. The token idantify the phone using, for
example, the IMEI, as discussed above, or a un{queractically unique, i.e., highly
unlikely to be duplicated) software ID such as alDltb identify application 421 and/or
423, as also discussed above. Other phone aruffarase identifiers could be used in
other instances, such as the International MobiésE&riber Identity (IMSI), or the
Temporary Mobile Subscriber Identity (TMSI), foraxrple, subject to any applicable
usage guidelines for same. Processing capahilitgst gate 522 compares the identifier
of the device 400 with the identifier in the tokéinthey match, a signal is generated to
cause the gate to open (in the case of a normialbed default); the case of a normally

open default was described in connection with AIZ.
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The step of causing the electronic token to exaiter the user passes through the access
point into the controlled access area can inclualesiog the electronic token to expire
after a predetermined time. For example, the tal@nbe time-stamped and logic in the
fast gate 522 may cause expiration once actuakdioee has passed the token time
stamp by a predetermined amount. An expired talanbe flagged with an “expired”
flag or erased from memory in fast gate 522. Tketmnic token is typically caused to

expire via logic at the access point.

It is worth noting that any of the logic describesiresiding on the fast gate could be on

the server 506, 510 if the network connectiondastenough.

The step of causing the electronic token to exgiiter the user passes through the access
point into the controlled access area can, in othstances, include sensing that the
portable electronic device has passed throughdbesa point into the controlled access

area (e.g. with unit 599).

In some instances, the initiating of the paymemiragal process includes sending a real-
time authorization request to an issuer of a payrdemice account associated with the
portable electronic device. The payment approvatgss is completed before the user
seeks to pass through the access point by receivorg the issuer of the payment device
account associated with the portable electronigogein real time, a response to the real-
time authorization request, before the user seekms$s through the access point (again,
via interface 518). As used herein, a paymentage@ccount is “associated with” a

portable electronic device when the account infdionais stored on the device or in a

cloud-based wallet accessible to a user of thecdevi
In some instances, the initiating of the paymengrayal process includes sending the

real-time authorization request based on paymevitel@ccount information contained

in an electronic wallet application 423 on the pblke electronic device; on the other
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hand, in some such instances, the initiating of gagment approval process includes
sending the real-time authorization request basgoagment device account information
contained in a cloud-based wallet application 588eased by the portable electronic

device.

In some cases, the user is registered with anyeaggociated with the controlled access
area (e.g., railroad or transit system); and thteating of the payment approval process
includes checking an account maintained by the w#érthe entity associated with the
controlled access area for at least one of adeduatls, adequate number of remaining
entrances, and non-expiration of a time-limitedeascpass (e.g., on local server 506 or
remote server 510). Such checking should be byaamtistrued to include checking for

actual dollar amounts, a remaining number of ritesther counter, and so on.

In one non-limiting example, the controlled accass includes a rail transit system, the
access point includes a fare gate 522, and theialjpincludes allowing the user to pass

into a region 520 wherein trains can be boarded.

In some instances, the access point compromisastaatcess point 522 and the user
includes a first user. Additional steps includee@ing the detecting step and the step of
obtaining the indication of authentication for @®ed user; responsive, at least in part, to
success of the repeated obtaining of the indicaifaauthentication, initiating a payment
approval process associated with an account af¢hend user; and, responsive, at least
in part, to failure of the payment approval procassociated with the account of the
second user, routing the second user away fronfagteaccess point to a conventional

access point 524. Refer to step 626.
In some such instances, a further step includedisgra disapproval token to the fast

access point, responsive, at least in part, tdfaiere of the payment approval process

associated with the account of the second userghch of block 614).
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In some cases, the access point compromises adesss point 522, the user includes a
first user, and the controlled access area hasiaeotional access point 524 in addition
to the fast access point. A further step inclugsponsive, at least in part, to failure of a
second user to authenticate to a correspondingidquartable electronic device, sending

a disapproval token to the fast access point 582tz conventional access point 524..

In some cases, the access point is configuredlow ahe user, bearing the portable
electronic device, to pass through the access jpaimtthe controlled access area, based
at least in part on the electronic token, by usshgrt range (e.g. Bluetoothireless
communications pairing between the access pointlangortable electronic device.

In another aspect, an exemplary system includexegss point 522 controlling access to
a controlled access area 520; a server 506; a mdding range wireless
communications transceiver 504; and a communicati@iwork 526 placing the access
point, the server, and the transceiver in data comcation. The transceiver is
configured to detect presence of a portable eleittrdevice 400 outside the access point.
The portable electronic device can be viewed asr&piece on which the system acts, or
in other embodiments, can be part of the sygtemse The server 506 is configured to
obtain, from the portable electronic device, via thansceiver and the communications
network, and indication that a user of the portaklectronic device has been
authenticated to the portable electronic devicg. (éransit app 421 interfaces with app
providing biometric or PIN authentication) and coomtates with server 506. The
server is also configured to initiate a paymentrapal process associated with an
account of the user (initiating payment approvalymaut need not, be responsive to
obtaining the indication of authentication, as desed above). The payment approval
process is completed before the user seeks talpasgh the access point. The server is
configured to, based at least in part on the inineof authentication and success of the
payment approval process, provide to the access poielectronic token indicating that
the user, bearing the portable electronic devisetoi be allowed to pass through the
access point into the controlled access area. atbess point is configured to allow the
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user, bearing the portable electronic device, tespghrough the access point into the

controlled access area, based at least in paheoeléctronic token.

The server can be configured to initiate the paymagproval process by sending a real-
time authorization request to an issuer of a payrdemice account associated with the
portable electronic device, via a payment netwat&rface processor, or, where the user
is registered with an entity associated with thatdled access area, by checking an
account maintained by the user as described elsevegein.

System and Article of Manufacture Details

Embodiments of the disclosure can employ hardward/oa hardware and software
aspects. Software includes but is not limitedimmvare, resident software, microcode,
etc. Software might be employed, for examplegannection with one or more of a
smart phone, tablet, or other portable device 4@Q0, a terminal 122, 124, 125, 126, a
reader 132, a gate 522, 524, payment devices suchrds 102, 112, 400, 1302, 1420, a
host, server, and/or processing center 140, 142, (dgtionally with data warehouse
154), 506, 510 of a merchant, issuer, acquirercgesor, transit system operator or
operator of a similar limited access area (e.gs, teuninals, subway terminals, stadiums,
festivals, pubs, night clubs, corporate or educati@ampus environments, theme parks,
hotels, shopping malls, and holiday parks), operatb a network 2008 operating
according to a payment system standard (and/oifgagion), and the like. Firmware
might be employed, for example, in connection vadlyment devices such as cards 102,
112, 1302, 1420 and reader 132. Firmware provadasmber of basic functions (e.qg.,
display, print, accept keystrokes) that in themsgldo not provide the final end-use
application, but rather are building blocks; softeviinks the building blocks together to

deliver a usable solution.

FIG. 3is a block diagram of a system 300 that can impferpart or all of one or more

aspects or processes of the disclosure. As showh@. 3, memory 330 configures the
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processor 320 (which could correspond, e.g., tacgssor portions 106, 116, 130; a
processor of a reader 132; processors of remots hosenters 140, 142, 144; processors
of hosts and/or servers 506, 510 implementing uarfanctionality, a processor of a gate
522, a processor of a desktop computer, proce§syrahd the like) to implement one or
more aspects of the methods, steps, and functisa®sed herein (collectively, shown as
process 380 in FIG. 3). Different method stepstmaperformed by different processors.
The memory 330 could be distributed or local aredghocessor 320 could be distributed
or singular. The memory 330 could be implementedraelectrical, magnetic or optical
memory, or any combination of these or other typésstorage devices (including
memory portions as described above with respecartds 102, 112). It should be noted
that if distributed processors are employed, edstrilnuted processor that makes up
processor 320 generally contains its own addressaleimory space. It should also be
noted that some or all of computer system 300 eamborporated into an application-
specific or general-use integrated circuit. Faaregle, one or more method steps could
be implemented in hardware in an application speoitegrated circuit (ASIC) or field
programmable gate array (FPGA) rather than usimghwware. Display 340 is

representative of a variety of possible input/ottfevices.

As is known in the art, part or all of one or maspects of the methods and apparatus
discussed herein may be distributed as an articleamufacture that itself comprises a
tangible computer readable recordable storage metiaving computer readable code
means embodied thereon. The computer readablegmogode means is operable, in
conjunction with a computer system, to carry olbalsome of the steps to perform the
methods or create the apparatuses discussed h&reomputer-usable medium may, in
general, be a recordable medium (e.g., floppy disleard drives, compact disks,
EEPROMs, or memory cards) or may be a transmissi@dium (e.g., a network
comprising fiber-optics, the world-wide web, cables a wireless channel using time-
division multiple access, code-division multiple cass, or other radio-frequency
channel). Any medium known or developed that canesinformation suitable for use

with a computer system may be used. The compuselaide code means is any
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mechanism for allowing a computer to read instongi and data, such as magnetic
variations on a magnetic medium or height variation the surface of a compact disk.
The medium can be distributed on multiple physt=alices (or over multiple networks).

As used herein, a tangible computer-readable raebtedstorage medium is defined to
encompass a recordable medium, examples of whecketrforth above, but is defined to

exclude a transmission mediyrar seor disembodied signagler se

The computer systems and servers described heaeim @ntain a memory that will
configure associated processors to implement thithads, steps, and functions disclosed
herein. Such methods, steps, and functions caatied out, by way of example and not
limitation, by processing capability in processé@2, 320, or by any combination of the
foregoing or other processors described hereine Mlmories could be distributed or
local and the processors could be distributed ogudar. The memories could be
implemented as an electrical, magnetic or opticainmry, or any combination of these or
other types of storage devices. Moreover, the témemory” should be construed
broadly enough to encompass any information abléeiaead from or written to an
address in the addressable space accessed by aciatess processor. With this
definition, information on a network is still withia memory because the associated

processor can retrieve the information from thevoei.

Thus, elements of one or more embodiments of theatiure, such as, for example, 300,
400, 506, 510, 522 can make use of computer teagpatith appropriate instructions to

implement method steps described herein. Somec@span be implemented, for

example, using one or more servers which includeemory and at least one processor
coupled to the memory. The memory could load gmpmte software. The processor
can be operative to perform one or more methodsstigscribed herein or otherwise
facilitate their performance. Unit 300 is reprdséine of a server and also of a laptop,

tablet, or desktop computer of a user.
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Accordingly, it will be appreciated that one or m@mbodiments of the disclosure can
include a computer program comprising computer @og code means adapted to
perform one or all of the steps of any methods laimts set forth herein when such
program is run on a computer, and that such progreay be embodied on a computer
readable medium. Further, one or more embodimehtthe present disclosure can
include a computer comprising code adapted to ctheseomputer to carry out one or
more steps of methods or claims set forth hereigether with one or more apparatus
elements or features as depicted and describethhere

As used herein, including the claims, a “servertludes a physical data processing
system (for example, system 300 as shown in FIGu)ing a server program. It will

be understood that such a physical server may grnoginclude a display, keyboard, or
other input/output components. A “host” includephysical data processing system (for

example, system 300 as shown in FIG. 3) runningpamopriate program.

Furthermore, it should be noted that any of thehod described herein can include an
additional step of providing a system comprisingfidct software modules embodied on
one or more tangible computer readable storageanefil the modules (or any subset
thereof) can be on the same medium, or each can bedifferent medium, for example.
The modules can include any or all of the elemshtsvn in the figures (e.g., various
apps in memory 412, modules to implement describedtionality on elements 506,
510, 522, 524, 593, 595, in FIGS. 7-11, and the)likThe method steps can then be
carried out using the distinct software modulestled system, as described above,
executing on one or more hardware processors gbhltbae 400, server 506, server 510,
gate 522, and so on. Further, a computer progresdupt can include a tangible
computer-readable recordable storage medium witle emlapted to be executed to carry
out one or more method steps described hereinydimg the provision of the system
with the distinct software modules.
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Computers, tablets, smart phones, gates, and/er elbments with processing capability
as discussed herein can be interconnected, formgainy one or more of network 138,
2008, another virtual private network (VPN), théehmet, a local area and/or wide area
network (LAN such as 526 and/or WAN such as 5149,an EDI layer, via a Wi-Fi
network of which transceiver 504 is a part, via &both, via NFC, and so on. The
computers can be programmed, for example, in c@apinhterpreted, object-oriented,
assembly, and/or machine languages, for exampkpomore of C, C++, Java, Visual
Basic, COBOL, and the like (an exemplary and narmiting list), and can also make use
of, for example, Extensible Markup Language (XMkpown application programs such
as relational database applications, spreadshaedsthe like. The computers can be

programmed to implement the logic depicted in tbe ftharts and other figures.

Although illustrative embodiments of the preserdctbsure have been described herein
with reference to the accompanying drawings, fbibe understood that the disclosure is
not limited to those precise embodiments, and thatious other changes and
modifications may be made by one skilled in thewathhout departing from the scope or

spirit of the disclosure.

Throughout this specification, unless the conterquires otherwise, the word
"comprise”, and variations such as "comprises" ‘aadnprising”, will be understood to
imply the inclusion of a stated integer or stepgoyup of integers or steps but not the

exclusion of any other integer or step or groupt#gers or steps.
The reference to any prior art in this specificati® not, and should not be taken as, an

acknowledgment or any form of suggestion that ther @rt forms part of the common

general knowledge.
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Claims Defining the Invention

1. A method comprising:

detecting presence of a portable electronic dewitee the portable electronic
device is at a pre-determined distance from ansaqgeint to a controlled access area,;

obtaining, from said portable electronic device,iradication that a user of said
portable electronic device has been authenticatsdit portable electronic device;

with a server separate and distinct from said gidet electronic device and
coupled to said access point, initiating a paynegyroval process associated with an
account of said user, said payment approval prosessy completed with the portable
electronic device being in a region between thedetermined distance and the access
point, the region being outside said controlledesscarea,

based at least in part on obtaining said indicatd said authentication and
success of said payment approval process, providimg said server to said access point
an electronic token indicating that said user, ingesaid portable electronic device, is to
be allowed to pass through said access point iatd sontrolled access area, said
electronic token comprising an access credentdrs¢e and distinct from said portable
electronic device, said electronic token specifysagl portable electronic device;

allowing said user, bearing said portable eleatraievice, to pass through said
access point into said controlled access areadbatskeast in part on said access point
recognizing said portable electronic device spedifn said electronic token; and

causing said electronic token to expire after seser passes through said access

point into said controlled access area.

2. The method of Claim 1, wherein said detectingnmases detecting via medium-

long range wireless communications.

3. The method of Claim 1, wherein said detectingnmeses detecting via use of a

global positioning system unit on said portable&tnic device.
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4. The method of Claim 1, wherein said authentigatcomprises biometrically
authenticating said user of said portable electratgvice to said portable electronic

device.

5. The method of Claim 1, wherein said authenticatiomprises authenticating said
user of said portable electronic device to saidgibe electronic device via entry of a

personal identification number.

6. The method of Claim 1, wherein said initiatirfgsaid payment approval process
comprises sending a real-time authorization reqteesin issuer of a payment device
account associated with said portable electronicicde and wherein said payment
approval process is completed while the portatdetednic devie is in the region between
the pre-determined distance and said access ppirgdeiving, from said issuer of said
payment device account associated with said pertaelglctronic device, in real time, a
response to said real-time authorization requeshre said user seeks to pass through

said access point.

7. The method of Claim 6, wherein said initiatirfgsaid payment approval process
comprises sending said real-time authorization @stjbased on payment device account
information contained in an electronic wallet apation on said portable electronic

device.

8. The method of Claim 6, wherein said initiatirfgsaid payment approval process
comprises sending said real-time authorization @sgjbased on payment device account
information contained in a cloud-based wallet aggilon accessed by said portable

electronic device.
9. The method of Claim 1, wherein:

said user is registered with an entity associati said controlled access area,;
and
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said initiating of said payment approval procesmgrises checking an account
maintained by said user with said entity associatiial said controlled access area for at
least one of adequate funds, adequate number @iimagrg entrances, and non-expiration

of a time-limited access pass.

10. The method of Claim 1, wherein said causingaifl electronic token to expire
after said user passes through said access ptorgaid controlled access area comprises

causing said electronic token to expire after a@termined time.

11. The method of Claim 1, wherein said causingaifl electronic token to expire
after said user passes through said access ptwrgaid controlled access area comprises
causing said electronic token to expire after sgn#iiat said portable electronic device

has passed through said access point into saitbdedtaccess area.

12. The method of Claim 1, wherein said controliemtess area comprises a rail
transit system, said access point comprises adate, and said allowing comprises

allowing said user to pass into a region whereimg can be boarded.

13.  The method of Claim 1, wherein said accesstpmmprises a fast access point
and said user comprises a first user, further ctsmgy.

repeating said detecting step and said step ohirobg said indication of
authentication for a second user;

responsive, at least in part, to success of sgdated obtaining of said indication
of authentication, initiating a payment approvabqass associated with an account of
said second user; and

responsive, at least in part, to failure of saagment approval process associated
with said account of said second user, routing sagbnd user away from said fast access

point to a conventional access point.
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14.  The method of Claim 13, further comprising segd disapproval token to said
fast access point, responsive, at least in parsatd failure of said payment approval

process associated with said account of said secserd

15. The method of Claim 1, wherein said accesstmmmprises a fast access point,
said user comprises a first user, and said coatt@tcess area has a conventional access
point in addition to said fast access point, furtt@mprising:

responsive, at least in part, to failure of a secaiser to authenticate to a
corresponding second portable electronic deviag]iag a disapproval token to said fast

access point and said conventional access point.

16.  The method of Claim 1, wherein:

said portable electronic device is detected witmedium-long range wireless
communications transceiver;

said indication of authentication is obtained freaid portable electronic device
at a server, via said transceiver and a commuoitsiietwork;

said electronic token is provided to said accesatgdrom said server via said
communications network; and

said electronic token is caused to expire viad@gisaid access point.

17.  The method of Claim 16, wherein said accesatpsiconfigured to allow said
user, bearing said portable electronic device,assghrough said access point into said
controlled access area, based at least in padidrekectronic token, based on short range
wireless communications pairing between said acpes® and said portable electronic

device.

18. A system comprising:
an access point controlling access to a contraltegss area,;
a server;

a medium-long range wireless communications trnsc;
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a communications network placing said access paaid server, and said
transceiver in data communication;
wherein:

said transceiver is configured to detect presearica portable electronic
device once the portable electronic device is grexdetermined distance from said
access point;

said server is separate and distinct from théapte electronic device and
is configured to obtain, from the portable elecitatevice, via said transceiver and said
communications network, an indication that a ugesagd portable electronic device has
been authenticated to said portable electronicogevi

said server is configured to initiate a paymegraval process associated
with an account of said user, said payment apprpi@tess being completed with the
portable electronic device being in a region betwie pre-determined distance and the
access point, the region being outside said cdetfalccess area,

said server is configured to, based at leastaih pn said indication of
authentication and success of said payment appprgaéss, provide to said access point
an electronic token indicating that the user, lmgptine portable electronic device, is to be
allowed to pass through said access point into gantrolled access area, said electronic
token comprising an access credential separataliatidct from said portable electronic
device, said electronic token specifying said duealectronic device; and

said access point is configured to allow the ubearing the portable
electronic device, to pass through said accesg pamsaid controlled access area, based
at least in part on said access point recognizang gortable electronic device specified
in said electronic token.

19. The system of Claim 18, wherein said serveoigigured to initiate said payment
approval process by sending a real-time authodmatequest to an issuer of a payment
device account associated with said portable @eictrdevice, via a payment network
interface processor, and wherein said payment appmrocess is while the portable

electronic device is in the region between the geeermined distance and said access
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point by said server receiving, from said issuesaifl payment device account associated
with said portable electronic device, in real timve said payment network interface
processor, a response to said real-time autharizagquest, before said user seeks to
pass through said access point.

20. The system of Claim 18, wherein:

said user is registered with an entity associati said controlled access area,;
and

said server is configured to initiate said paynagyroval process by checking an
account maintained by said user with said entigoeisated with said controlled access
area for at least one of adequate funds, adequatber of remaining entrances, and non-
expiration of a time-limited access pass.

21. A non-transitory computer readable medium casig computer executable
instructions which when executed by a computer €adte computer to perform the
method of:

detecting presence of a portable electronic dewitee the portable electronic
device is at a pre-determined distance from ansaqgeint to a controlled access area,;

obtaining, from said portable electronic device,idication that a user of said
portable electronic device has been authenticatsdit portable electronic device;

initiating a payment approval process associai#ian account of said user, said
payment approval process being completed with draple electronic device being in a
region between the pre-determined distance anddtess point, the region being outside
said controlled access area, the computer beingratepand distinct from the portable
electronic device and coupled to said access point,

based at least in part on obtaining said indicatd said authentication and
success of said payment approval process, provimirgpid access point an electronic
token indicating that said user, bearing said jpbetalectronic device, is to be allowed to

pass through said access point into said contralezkess area, said electronic token

68



10

15

20

25

comprising an access credential separate anddiftiom said portable electronic device,
said electronic token specifying said portable tetetc device;

allowing said user, bearing said portable eledtraievice, to pass through said
access point into said controlled access areadbatskeast in part on said access point
recognizing said portable electronic device spedifn said electronic token; and

causing said electronic token to expire after seser passes through said access

point into said controlled access area.

22. An apparatus comprising:

means for detecting presence of a portable eldctrdevice once the portable
electronic device is at a pre-determined distamoenfan access point to a controlled
access area,;

means for obtaining, from said portable electral@eice, an indication that a user
of said portable electronic device has been autteatl to said portable electronic
device;

means for initiating a payment approval proceso@ated with an account of
said user, said payment approval process being lebadpwith the portable electronic
device being in a region between the pre-determdisthnce and the access point, the
region being outside said controlled access ahsapteans for initiating being separate
and distinct from the portable electronic devicd aaupled to said access point,

means for, based at least in part on obtainirgyigdication of said authentication
and success of said payment approval process,dimgvirom the means for initiating to
said access point an electronic token indicatirgt #aid user, bearing said portable
electronic device, is to be allowed to pass throsgll access point into said controlled
access area, said electronic token comprising aesaccredential separate and distinct
from said portable electronic device, said eledtraimken specifying said portable
electronic device;

means for allowing said user, bearing said poetadectronic device, to pass

through said access point into said controlled see@gea, based at least in part on said
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access point recognizing said portable electroewog specified in said electronic token;
and
means for causing said electronic token to exaifter said user passes through

said access point into said controlled access area.
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