MESSAGE TRANSMISSION METHODS AND APPARATUSES
TECHNICAL FIELD

[0001] One or more embodiments of this specification relate to the field of blockchain

technologies, and in particular, to message transmission methods and apparatuses.
BACKGROUND

[0002] The blockchain technology (also referred to as the distributed ledger technology) is a
decentralized distributed database technology, featured by being decentralized, open,
transparent, immutable, trustworthy, or the like, and is suitable for many application scenarios

with high requirements on data reliability.
SUMMARY

[0003] In view of this, one or more embodiments of this specification provide message
transmission methods and apparatuses.

[0004] To achieve the previously described objective, one or more embodiments of this
specification provide the following technical solutions.

[0005] According to a first aspect of one or more embodiments of this specification, a message
transmission method applied to a relay node in a blockchain relay communication network is
provided. The method includes:

[0006] receiving a message packet, each message packet being configured to record a partial
message content of a message to be transmitted;

[0007] parsing the received message packet to obtain encapsulation information of the
message to be transmitted, the encapsulation information being configured to indicate a type of
a blockchain message located behind the encapsulation information in the message to be
transmitted; and

[0008] if the encapsulation information indicates that the blockchain message is a block
synchronization message, forwarding the received message packet without receiving all
message packets corresponding to the message to be transmitted.

[0009] According to a second aspect of the one or more embodiments of this specification, a
message transmission method is provided, including:

[0010] obtaining a blockchain message generated by a blockchain node;

[0011] adding encapsulation information before the blockchain message, to encapsulate the

blockchain message into a message to be transmitted, where the encapsulation information is



configured to indicate a type of the blockchain message; and

[0012] partitioning a partial message content of the message to be transmitted into a message
packet, and sending the message packet to a relay node corresponding to the blockchain node
in a blockchain relay communication network for the relay node to forward the received
message packet without receiving all message packets corresponding to the message to be
transmitted, when the blockchain message is determined to be a block synchronization message
according to the encapsulation information.

[0013] According to a third aspect of the one or more embodiments of this specification, a
message transmission apparatus is provided, including:

[0014] a receiving unit, configured to receive a message packet, each message packet being
configured to record a partial message content of a message to be transmitted;

[0015] a parsing unit, configured to parse the received message packet to obtain encapsulation
information of the message to be transmitted, the encapsulation information being configured
to indicate a type of a blockchain message located behind the encapsulation information in the
message to be transmitted; and

[0016] a forwarding unit, configured to, if the encapsulation information indicates that the
blockchain message is a block synchronization message, forward the received message packet
without receiving all message packets corresponding to the message to be transmitted.

[0017] According to a fourth aspect of the one or more embodiments of this specification, a
message transmission apparatus is provided, including:

[0018] an acquisition unit, configured to obtain a blockchain message generated by a
blockchain node;

[0019] an adding unit, configured to add encapsulation information before the blockchain
message, to encapsulate the blockchain message into a message to be transmitted, where the
encapsulation information is configured to indicate a type of the blockchain message; and
[0020] a sending unit, configured to partition a partial message content of the message to be
transmitted into a message packet, and send the message packet to a relay node corresponding
to the blockchain node in a blockchain relay communication network for the relay node to
forward the received message packet without receiving all message packets corresponding to
the message to be transmitted, when the blockchain message is determined to be a block
synchronization message according to the encapsulation information.

[0021] According to a fifth aspect of the one or more embodiments of this specification, an
electronic device is provided, including:

[0022] a processor; and

[0023] a memory configured to store instructions executable by the processor; where
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[0024] the processor executes the executable instructions to implement the method according
to the first aspect or the second aspect.

[0025] According to a sixth aspect of the one or more embodiments of this specification, a
computer-readable storage medium is provided, where the medium stores computer instructions,
the instructions, when executed by a processor, implement steps of the method according to the

first aspect or the second aspect.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] FIG. 1 is a schematic diagram showing an interaction between a blockchain node and
a blockchain relay communication network, according to an explanatory embodiment.

[0027] FIG. 2 is a schematic diagram of a message transmission scenario, according to an
explanatory embodiment.

[0028] FIG. 3 is a flowchart of a message transmission method, according to an explanatory
embodiment.

[0029] FIG. 4 is a schematic diagram of encapsulation information, according to an
explanatory embodiment.

[0030] FIG. 5 is a flowchart of a message transmission method, according to an explanatory
embodiment.

[0031] FIG. 6 is a schematic structural diagram of an electronic device, according to an
explanatory embodiment.

[0032] FIG. 7 is a block diagram of a message transmission apparatus, according to an
explanatory embodiment.

[0033] FIG. 8 is a block diagram of a message transmission apparatus, according to an

explanatory embodiment.

DESCRIPTION OF THE EMBODIMENTS

[0034] Explanatory embodiments are described in detail herein, and examples of the
explanatory embodiments are shown in the accompanying drawings. When the following
description involves the accompanying drawings, unless otherwise indicated, the same
numerals in different accompanying drawings represent the same or similar elements. The
embodiments described in the following explanatory embodiments are not all the embodiments
consistent with one or more embodiments of this specification, but are instead only examples
of methods and apparatuses that are described in detail in the appended claims and that are

consistent with some aspects of one or more embodiments of this specification.
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[0035] It should be noted that in other embodiments, the steps of corresponding methods are
not necessarily performed based on a sequence shown and described in this specification. In
some other embodiments, the methods may include more or fewer steps than those described
in this specification. In addition, a single step described in this specification may be divided
into a plurality of steps for description in other embodiments, and a plurality of steps described
in this specification may be combined into a single step for description in other embodiments.
[0036] FIG. 1 is a schematic diagram showing interaction between a blockchain node and a
blockchain relay communication network, according to an explanatory embodiment. As shown
in FIG. 1, assuming a blockchain relay communication network includes a plurality of relay
nodes such as arelay 11, arelay 12, arelay 13, and a relay 14. Taking the relay 11 for example,
the relay 11 can be connected to a node 21 in a blockchain network through a gateway 101.
Similarly, another relay node can also be connected to another blockchain node in the
blockchain network. The gateway 101 is configured to assist the node 21 to access the
blockchain relay communication network. The gateway 101 is logically equivalent to a
blockchain node in the blockchain network, but the gateway 101 does not participate in
blockchain consensus. In this way, the node 21 can communicate with the gateway 101 through
a communication protocol adopted by the blockchain network, and the gateway 101 does not
have a negative impact on processes such as the consensus process in the blockchain network.
The gateway 101 is substantially an adaptation program for the node 21 to access the blockchain
relay communication network. The adaptation program can be deployed on the node 21, the
relay 11, or another device independent of the relay 11 and the node 21, which is not limited in
this specification.

[0037] The blockchain network includes a plurality of blockchain nodes, and communication
operations such as consensus, transaction transmission, and block synchronization need to be
implemented between the blockchain nodes. In the related art, a peer-to-peer (P2P) technology
is directly used for communication between the blockchain nodes to transmit transactions,
blocks, or the like, but due to various network factors, a communication delay is high and
stability is poor, which cannot meet application needs. Therefore, similar to the node 21, each
blockchain node can access the relay node in the blockchain relay communication network
respectively. In this way, the blockchain nodes can communicate with each other through the
blockchain relay communication network. As the blockchain relay communication network is
a backbone relay communication network facing real-time transmission of blockchains, the
relay nodes can communicate and interact with each other through a high-quality bandwidth
guaranteed by high QoS. Therefore, the blockchain relay communication network takes over

an intermediate link of communication between the blockchain nodes can reduce the
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communication delay and improve the stability, and improve a communication quality between
the blockchain nodes significantly.

[0038] The blockchain relay communication network can be applied to various types of
blockchain networks, including a public chain, a private chain, a consortium chain, or the like.
For example, the blockchain relay communication networks applied to the public chains mainly
include Falcon, Fast Bitcoin Relay Network (FBRN), Fast Internet Bitcoin Relay Engine
(FIBRE), or the like; and the blockchain relay communication networks applied to the
consortium chains mainly include BloXRoute, Blockchain Transmission Network (BTN), or
the like. However, the blockchain relay communication networks in the related art can only
play a relay role in the communication process between the blockchain nodes, and have no
essential difference from a P2P transmission mechanism adopted when no blockchain relay
communication network is used.

[0039] Take a message transmission scenario shown in FIG. 2 for example. Assuming the
node 21 in the blockchain network is connected to the relay 11 in the blockchain relay
communication network, a node 22 is connected to the relay 12, a node 23 is connected to the
relay 13, and nodes 24 to 25 are connected to the relay 14. To facilitate understanding, the
previously described gateway (such as the gateway 101) is omitted herein.

[0040] When the node 21 sends a message to the node 22 and the node 24, the node 21 first
sends the message to the relay 11, and the relay 11 forwards the message to the relay 12 and the
relay 13 separately after receiving the completed message. The relay 12 forwards the message
to the node 22 on one hand after receiving the completed message, and forwards the message
to the relay 14 on the other hand. The relay 13 forwards the message to the node 23 on one hand
after receiving the completed message, and forwards the message to the relay 14 on the other
hand. The relay 14 forwards the message to the node 24 and the node 25 after receiving the
completed message. Consequently, the message from the node 21 is received by the node 22
and the node 24, and also received by the node 23 and the node 25. However, the operation of
forwarding the message to node 25 by the relay 14, the operation of forwarding the message to
the relay 13 by the relay 11, and the operation of separately forwarding the message to the relay
14 and the node 23 by the relay 13 are not necessary. These operations cause waste of
communication resources, and reduce a message sending efficiency.

[0041] To save the communication resources, improve the message sending efficiency, and
realize a more efficient communication process through the blockchain relay communication
network, this specification provides a new message transmission solution.

[0042] FIG. 3 is a flowchart of a message transmission method, according to an explanatory

embodiment. As shown in FIG. 3, the method is applied to a relay node in a blockchain relay
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communication network. The method can include the following steps.

[0043] Step 302. Receiving a message packet, each message packet being configured to record
a partial message content of a message to be transmitted.

[0044] The blockchain relay communication network can be layered on a control plane and a
data plane. The concepts of the control plane and the data plane come from software defined
network (SDN). The SDN separates a forwarding control strategy of network data from the data
transmission process, so that the forwarding control strategy can be freely defined and the data
transmission can be more general and efficient. For the blockchain relay communication
network, the control plane can be understood as a message routing policy, and the data plane
refers to transmission of a blockchain message in the blockchain relay communication network.
[0045] The relay node pertaining to the blockchain relay communication network can receive
a message packet from a blockchain node connected to the relay node. The message content of
the message to be transmitted can be partitioned into different message packets. Each message
packet records a partial message content of the message to be transmitted. Alternatively, the
relay node can receive the message packet from another relay node in the blockchain relay
communication network, which is not limited in this specification.

[0046] Step 304. Parsing the received message packet to obtain encapsulation information of
the message to be transmitted, the encapsulation information being configured to indicate a type
of a blockchain message located behind the encapsulation information in the message to be
transmitted.

[0047] The relay node can obtain the encapsulation information of the message to be
transmitted by parsing the received message packet, while the encapsulation information can
be configured to indicate a type of a blockchain message behind the encapsulation information
in the message to be transmitted. The blockchain message can be generated by communication
operations such as consensus, transaction transmission, and block synchronization implemented
between the blockchain nodes.

[0048] The encapsulation information of the message to be transmitted can also include an
object identifier of a target transmission object of the message to be transmitted. The object
identifier can be a node identifier of a blockchain node, then the target transmission object is a
target blockchain node corresponding to the node identifier; or the object identifier can be a set
identifier of a blockchain node set, then the target transmission object refers to all blockchain
nodes in a target blockchain node set corresponding to the set identifier. The target transmission
object of the message to be transmitted can be determined through the encapsulation
information, so that purposeful message transmission can be realized without unnecessary data

interaction between the relay nodes or between the relay nodes and the blockchain nodes, and
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waste of communication resources can be avoided. The relay node can register the blockchain
node initiating a registration request to a corresponding blockchain node set, and the blockchain
node can freely configure a blockchain node set to which the blockchain node pertains based
on application (or service) needs by submitting the registration request. The blockchain node
can change the blockchain node set to which the blockchain node pertains flexibly.

[0049] The encapsulation information of the message to be transmitted can also be configured
to indicate the message type of the message to be transmitted, and there is a correlation
relationship between the message type of the message to be transmitted and the target
transmission object. When the message type of the message to be transmitted is a first type, the
object identifier of the target transmission object previously described is a node identifier of a
blockchain node; when the message type of the message to be transmitted is a second type, the
object identifier of the target transmission object previously described is a set identifier of a
blockchain node set. The relay node can quickly know a message type of a corresponding
message to be transmitted by reading a field indicating the message type of the message to be
transmitted in the encapsulation information, which is convenient for subsequent statistics of
message types of all messages to be transmitted received by each relay node.

[0050] Take the nodes 21 to 25 mentioned above for example: assuming the node 24 and the
node 25 joint the same blockchain node set by sending a registration request in advance, and a
set identifier of the blockchain node set may be GroupOl1.

[0051] Assuming the encapsulation information of the message to be transmitted includes two
parts: encapsulation information 1 and encapsulation information 2. The encapsulation
information 1 and the encapsulation information 2 can be configured to interpret and describe
a blockchain message in the message to be transmitted. A format of the encapsulation
information 1 can be as shown in FIG. 4, and a message type field, which is a cmd id field, can
be configured to indicate the message type of the message to be transmitted. For example, when
the cmd id field is O, the field represents that the message type of the message to be transmitted
is the first type sent to a designated blockchain node, and when the cmd id field is 1, the field
means represents that the message type of the message to be transmitted is the second type sent
to a designated blockchain node set. In addition, a magic number field can be configured to
represent a protocol application. A version field, which is a ver field, can be configured to
represent a version number of a protocol header. A compress field can be configured to represent
data compression information. For example, when the compress field is 0, the field represents
uncompressed. When the compress field is 1, the field represents a corresponding compression
algorithm, or the like. A header length field, which is a hdr_len field, can be configured to

represent a length of the encapsulation information 1. A quality of service field, which is a Qos
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field, can be configured to represent a quality of service of the message transmission. A priority
field can be configured to represent a priority relationship between the blockchain messages.
For a blockchain message with higher priority, the relay node can preferentially schedule
forwarding. A control information field, which is a flag field, can be configured to add control
information, such as a routing policy, in a process of transmitting the blockchain message. A
data length field, which is a payload length field, can be configured to represent a length of the
encapsulation information 1. A message transmission number field, which is a trackid field, can
be configured to represent a transmission number of the blockchain message. Certainly, the
message to be transmitted can also include an extension field, and the extension field can set
corresponding information based on actual needs, which is not limited in this specification.
[0052] The encapsulation information 2 can include a from field, a to field, a raw_data_type
field and a raw_data_len field. The from field can be configured to represent an identifier
information of the blockchain node sending the blockchain message in the message to be
transmitted. The to field is configured to represent the object identifier of the target transmission
object of the message to be transmitted. The object identifier can be the node identifier of the
blockchain node or the set identifier of the blockchain node set. When the cmd id field in the
encapsulation information 1 is 0, the object identifier is the node identifier of the blockchain
node; and when the cmd id field in the encapsulation information 1 is 1, the object identifier is
the set identifier of the blockchain node set. The raw_data_type field can be configured to
represent the message type of the blockchain message in the message to be transmitted. For
example, when the raw_data_type field is 0O, the field represents that the blockchain message is
generated by consensus between the blockchain nodes. When the raw_data_type field is 1, the
field represents that the blockchain message is generated by transactions between the
blockchain nodes. When the raw_data_type field is 3, the field represents that the blockchain
message is a block synchronization message. A type of a blockchain message corresponding to
a value of the raw_data_type field can be set based on actual needs, which is not limited in this
specification. The raw_data_len field can be configured to represent a length of the blockchain
message.

[0053] Assuming the relay node 11 receives the message packet sent by the node 21, the relay
node 11 can obtain encapsulation information of a message A to be transmitted by parsing the
received message packet, and the cmd id field in the encapsulation information 1 included in
the encapsulation information is 1, then the field indicates that the message type of the message
to be transmitted is the second type sending to the designated blockchain node set. When the
raw_data_type in the encapsulation information 2 included in the encapsulation information is

3, then the field indicates that the type of the blockchain message in the message A to be
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transmitted is a block synchronization message; the to field in the encapsulation information 2
is Group01, then the field indicates that the message A to be transmitted is transmitted to the
blockchain node set GroupO1 by the node 21.

[0054] Step 306. If the encapsulation information indicates that the blockchain message is a
block synchronization message, forwarding the received message packet without receiving all
message packets corresponding to the message to be transmitted.

[0055] When the relay node determines that the blockchain message in the message to be
transmitted is a block synchronization message based on the obtained encapsulation
information of the message to be transmitted previously described, and the encapsulation
information includes an object identifier for indicating a target transmission object of the
message to be transmitted, the relay node can determine a target blockchain node corresponding
to the object identifier and a target relay node in the blockchain relay communication network
and connected to the target blockchain node, by querying a routing table. The routing table can
record a connection relationship between each blockchain node and the relay node. The relay
node can directly determine whether the blockchain message in the corresponding message to
be transmitted is the block synchronization message and the object identifier of the target
transmission object of the message to be transmitted through the encapsulation information. In
this case, the relay node does not need to parse or identify the blockchain message in the
message to be transmitted, which can avoid invading a blockchain service logic corresponding
to the blockchain message, make each relay node in the blockchain relay communication
network transparent to the blockchain service logic, and improve a processing efficiency of the
relay node on the blockchain message. In that way, the blockchain message in the message to
be transmitted can also be encrypted, and the relay node can directly transmit the encrypted
blockchain message, which can ensure a transmission security of the blockchain message.
[0056] When the relay node determines that the blockchain message in the message to be
transmitted is the block synchronization message based on the encapsulation information, the
relay node can forward the received message packet without receiving all the message packets
corresponding to the message to be transmitted. The relay node can forward the received
message packet to the target blockchain node or the target relay node, and then the relay node
can immediately start forwarding the received message packet to the target blockchain node or
the target relay node after receiving each message packet, without waiting until a plurality of
message packets containing all the message content of the message to be transmitted are
downloaded, which can accelerate a transmission speed of the message to be transmitted.
Similarly, each relay node in the blockchain relay communication network can forward the

received message packet to the target blockchain node or the target relay node, when it is
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determined that the blockchain message in the message to be transmitted is the block
synchronization message based on the encapsulation information, and then immediately start
forwarding each message packet to the target blockchain node or another relay node after
receiving the message packet. In this case, none of the messages to be transmitted recorded in
the message packets forwarded by the relay node is a complete message, but only includes a
part of the message to be transmitted, which probably includes only a part of the encapsulation
information or only includes a part of the blockchain message, or the like, thus reducing a
volume of the transmitted message packet, accelerating a propagation speed of the message
packet, which is, accelerating a propagation speed of the message to be transmitted, and
reducing resource consumption in the blockchain relay communication network.

[0057] Certainly, each relay node can also forward the received message packet based on a
predetermined duration or a predetermined byte length. The predetermined duration or the
predetermined byte length can be set based on actual needs, which are not limited in this
specification. For example, the relay node can forward the received message packet every 5
seconds or the relay node can forward the message packet after receiving a message packet of
every 5 bytes, which is not limited in this specification.

[0058] The object identifier included in the encapsulation information can be the node
identifier of the blockchain node and/or the set identifier of the blockchain node set. When the
object identifier is a set identifier, the relay node can determine all blockchain nodes in the
target blockchain set corresponding to the set identifier and the target relay node in the
blockchain relay communication network and connected to the blockchain node in the target
blockchain set, by querying the routing table.

[0059] After the relay node determines the target relay node, if the relay node itself pertains
to the target relay node, the relay node transmits the received message packet to the target
blockchain node based on the target blockchain node connected to the relay node, which is, to
transmit each part of the message to be transmitted to the target blockchain node; if the relay
node is not the target blockchain node, or there is another target relay node besides the relay
node, the relay node can transmit the received message packet to the target relay node for the
target relay node to forward the received message packet to the connected target blockchain
node. When the relay node transmits the received message packet to the target relay node, if the
relay node can be directly connected to the target relay node, the received message packet can
be directly transmitted to the target relay node. If the relay node is not directly connected to the
target relay node, the relay node can plan a transmission path between the relay node and the
target relay node, and send the received message packet to a relay node at next hop in the

transmission path, for the message packet to reach the target relay node along the transmission
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path.

[0060] As previously described, the routing table can be generated by the relay node in the
blockchain relay communication network, and the routing table can be configured to record a
blockchain node set to which each blockchain node pertains and the connection relationship
between each blockchain node and the relay node, where the routing table can be a tree-
structured routing table, or the like, which is not limited in this specification. Accordingly, the
relay node can determine, by querying the routing table, the target blockchain node registered
to the target blockchain node set and the target relay node in the blockchain relay
communication network and connected to the target blockchain node for the target relay node,
to transmit the message to be transmitted to each target blockchain node.

[0061] There can be a large number of routing policies in the routing table. If the relay node
matches the encapsulation information of the message to be transmitted in the full quantity of
routing policies every time, too much time can be consumed. Therefore, the relay nodes in the
blockchain relay communication network can be classified into a plurality of relay sets, and the
relay nodes in each relay set maintain two routing tables: a set routing table and a full routing
table. The full routing table is configured to record routing policies formed by the registration
requests received by all the relay nodes in the blockchain relay communication network.
Moreover, each relay set has different set routing tables, and each set routing table is used for
recording a routing policy formed by the registration requests directly received by the relay
nodes in the corresponding relay set from the connected blockchain nodes. Therefore, two
hierarchies of routing tables are maintained in each relay node: after receiving the encapsulation
information of the message to be transmitted, the relay node first finds matches in the set routing
table maintained by the relay node. If the target relay node can be determined, it is not necessary
to use the full routing table. If the target relay node cannot be determined or cannot be
determined completely, the relay node further finds matches in the full routing table to
determine the target relay node.

[0062] In addition to the secondary routing composed of the set routing table and the full
routing table, other forms can be adopted. For example, a relay node can maintain a set routing
table corresponding to a relay set in which the relay node is located and a supplementary routing
table corresponding to the set routing table, where a union of the set routing table and the
supplementary routing table is the full routing table. After receiving the encapsulation
information of the message to be transmitted, the relay node first finds matches in the set routing
table maintained by the relay node. If the target relay node can be determined, it is not necessary
to use the supplementary routing table. If the target relay node cannot be determined or cannot

be fully determined, the relay node finds matches in the supplementary routing table, which can
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avoid repeated matching of the routing policies in the set routing table as compared with
matching in the full routing table.

[0063] When the encapsulation information of the message to be transmitted received by the
relay node indicates that the blockchain message in the message to be transmitted is the block
synchronization message and the encapsulation information does not include the object
identifier for indicating the target transmission object of the message to be transmitted, the relay
node can broadcast each part of the message to be transmitted to the blockchain node connected
to the relay node and another relay node in the blockchain relay communication network, that
is, the relay node can broadcast the received message packet to the blockchain node connected
to the relay node and another relay node in the blockchain relay communication network, so
that the blockchain node and the another relay node can both receive the message to be
transmitted, thus ensuring normal sending of the message to be transmitted.

[0064] When the blockchain messages generated by the blockchain node is encapsulated by
using an access protocol to form the message content of the previously mentioned message to
be transmitted, and relay nodes in the blockchain relay communication network communicate
by using a transmission protocol, the relay node can also reconstruct a partial message content
of the message to be transmitted recorded in the received message packet based on the
transmission protocol, so that the reconstructed message packet can be transmitted normally
between the relay nodes, and the message to be transmitted can be guaranteed to be transmitted
to the target transmission object.

[0065] Certainly, if the access protocol adopted for encapsulating the blockchain message into
the message content of the message to be transmitted is consistent with the transmission
protocol adopted by each relay node in the blockchain relay communication network, the relay
node does not need to reconstruct the message content of the message to be transmitted recorded
in the received message packet.

[0066] Take the nodes 21 to 25 and the node 21 sending the message A to be transmitted to
the blockchain node set GroupOl as example: the relay 11 can obtain the encapsulation
information of the message A to be transmitted sent by the node 21 by parsing the message
packet received from the node 21. The relay 11 can determine that the blockchain message in
the message A to be transmitted is the block synchronization message based on the
raw_data_type field in the encapsulation information, and can determine that the target
transmission object of the message A to be transmitted is the blockchain node set Group(O1
based on the to field in the encapsulation information.

[0067] The relay 11 can determine, by querying the routing table, that the blockchain nodes

is the blockchain node set Group(O1 are the node 24 and the node 25, the target relay node in
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the blockchain relay communication network and connected to the node 24 and the node 25 is
the relay 14, and a route forwarding path between the relay 11 and the relay 14 is "relay 11-
relay 12-relay 14". Therefore, the relay 11 can forward the received message packet to the relay
12 first. The relay 12 can obtain the above encapsulation information by parsing the received
message packet, and the relay node 12 can also find that the target relay node is the relay 14.
Therefore, the relay 12 can forward the received message packet to the relay 14. After receiving
the message packet, the relay 14 finds that the target relay node is the relay 14 and the target
blockchain nodes are the node 24 and the node 25, so the relay 14 forwards the received
message packet to the node 24 and the node 25.

[0068] Similarly, the relay 11 can immediately forward the received message packet to the
relay 12 after receiving each message packet of the message A to be transmitted. After receiving
the message packet, the relay 12 finds that the target relay node is the relay 14, so the relay 12
forwards the message packet to the relay 14. After receiving the message packet, the relay 14
finds that the target relay node is the relay 14 and the target blockchain nodes are the node 24
and the node 25, so the relay 14 forwards the message packet to the node 24 and the node 25.
The relay 11 can continuously receive the message packet of the message A to be transmitted
and forward the received message packet to the relay 12 until all message packets of the
message A to be transmitted are received and forwarded, that is, all the message contents of the
message A to be transmitted are received. In this case, the relay node of the blockchain relay
communication network can start forwarding partial data of the message A to be transmitted
without completely receiving the message A. The relay node can forward the received part data
of the message A to be transmitted at the same time when receiving data of the message A to be
transmitted, so that each relay node does not need to wait for a time of completely receiving the
message A to be transmitted, which is beneficial to the rapid forwarding of the block
synchronization message and can reduce sending and receiving delay in the blockchain relay
communication network.

[0069] Certainly, when the blockchain node transmits a large amount of data messages like
the block synchronization message through the blockchain relay communication network, all
the relay nodes in the blockchain relay communication network can receive the large amount
of data messages and forward the large amount of data messages received at a same-time, which
is beneficial to the rapid forwarding of the large amount of data messages and can reduce the
sending and receiving delay in the blockchain relay communication network.

[0070] In the technical solution of this specification, when the relay node in the blockchain
relay communication network determines that the blockchain message is the block

synchronization message based on the encapsulation information, the relay node can forward
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each part of the received message to be transmitted without completely receiving the message
to be transmitted. On one hand, the relay node does not need to determine the type of the
blockchain message by parsing or identifying the blockchain message in the message to be
transmitted, which can avoid invading the blockchain service logic corresponding to the
blockchain message, make each relay node in the blockchain relay communication network
transparent to the blockchain service logic, and improve the processing efficiency of the relay
node on the blockchain message. On the other hand, the relay node can forward the received
message to be transmitted while receiving the message to be transmitted, so that each relay node
does not need to wait for the time of receiving the message to be transmitted, which is beneficial
to the rapid forwarding of the block synchronization message and can reduce the sending and
receiving delay in the blockchain relay communication network. Meanwhile, the relay node can
determine the target transmission object of the message to be transmitted based on the
encapsulation information in the message to be transmitted, thus realizing purposeful message
transmission without unnecessary data interaction between the relay nodes or between the relay
nodes and the blockchain nodes, eliminating blindness in message transmission based on a P2P
technology in the related art, accelerating the transmission speed of the blockchain message,
and reducing the resource consumption of the blockchain relay communication network.
[0071] FIG. 5 is a flowchart of a message transmission method, according to an explanatory
embodiment. As shown in FIG. 5, this method can be applied to an encapsulation node in a
blockchain network. The encapsulation node can be deployed on each blockchain node,
gateway or relay node shown in FIG. 1. Certainly, the encapsulation node can also be deployed
on another device independent of the blockchain node, the gateway and the relay node, which
is not limited in this specification. The method can include the following steps.

[0072] Step 502. Obtaining a blockchain message generated by a blockchain node.

[0073] The encapsulation node can receive a blockchain message generated by a connected
blockchain node. The blockchain message can be generated by communication operations such
as consensus, transaction transmission and block synchronization between the blockchain nodes,
which is not limited in this specification.

[0074] Step 504. Adding encapsulation information before the blockchain message to
encapsulate the blockchain message into a message to be transmitted, where the encapsulation
information is configured to indicate a type of the blockchain message.

[0075] The encapsulation node can add the encapsulation information before the obtained
blockchain message, so that a message to be transmitted including the encapsulation
information and the blockchain message can be generated. For a specific implementation

process of step 504, refer to step 302. Details are not described herein again.
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[0076] Step 506. Partitioning a partial message content of the message to be transmitted into
a message packet, and sending the message packet to a relay node corresponding to the
blockchain node in a blockchain relay communication network for the relay node to forward
the received message packet without receiving all message packets corresponding to the
message to be transmitted, when the blockchain message is determined to be a block
synchronization message according to the encapsulation information.

[0077] The encapsulation node can send the message to be transmitted to a relay node in the
blockchain relay communication network corresponding to the blockchain node, so that the
message to be transmitted can be processed by the relay node. For a specific implementation
process of step 506, refer to step 304. Details are not described herein again.

[0078] FIG. 6 is a schematic structural diagram of an electronic device, according to an
explanatory embodiment. Referring to FIG. 6, at a hardware level, the device includes a
processor 602, an internal bus 604, a network interface 606, a memory 608, and a non-volatile
memory 610, and certainly can further include hardware required for other services. The
processor 602 reads a corresponding computer program from the non-volatile memory 610 into
the memory 608 and then executes the computer program, to form a message transmission
apparatus at a logic level. Certainly, in addition to a software implementation, one or more
embodiments of this specification do not exclude other implementations, for example, logic
devices or a software-hardware combination. That is, execution bodies of the following
processing procedures are not limited to logic units and can alternatively be hardware or logic
devices.

[0079] Referring to FIG. 7, in a software implementation, the message transmission apparatus
can include:

[0080] areceiving unit 71, configured to receive a message packet, each message packet being
configured to record a partial message content of a message to be transmitted;

[0081] a parsing unit 72, configured to parse the received message packet to obtain
encapsulation information of the message to be transmitted, the encapsulation information
being configured to indicate a type of a blockchain message located behind the encapsulation
information in the message to be transmitted; and

[0082] a forwarding unit 73, configured to, if the encapsulation information indicates that the
blockchain message is a block synchronization message, forward the received message packet
without receiving all message packets corresponding to the message to be transmitted.

[0083] Optionally, the receiving unit 71 is specifically configured to:

[0084] receive the message packet from a connected blockchain node; or,

[0085] receive the message packet from another relay node in the blockchain relay
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communication network.

[0086] Optionally, the encapsulation information includes an object identifier for indicating a
target transmission object of the message to be transmitted; and the forwarding unit 73 is
specifically configured to:

[0087] determine a target blockchain node corresponding to the object identifier; and

[0088] transmit the received message packet to the target blockchain node.

[0089] Optionally, the forwarding unit 73 is specifically configured to:

[0090] determine, by querying a routing table, the target blockchain node corresponding to
the object identifier and a target relay node in the blockchain relay communication network and
connected to the target blockchain node, the routing table being configured to record a
connection relationship between each blockchain node and the relay node.

[0091] Optionally, the forwarding unit 73 is specifically configured to:

[0092] transmit the message packet to a connected target blockchain node; or,

[0093] in a case that the target relay node is another relay node in the blockchain relay
communication network, transmit the message packet to the target relay node for the target
relay node to transmit the message packet to the connected target blockchain node.

[0094] Optionally, the object identifier is a node identifier of a blockchain node, and the target
transmission object includes a target blockchain node corresponding to the node identifier; or,
[0095] the object identifier is a set identifier of a blockchain node set, and the target
transmission object includes all blockchain nodes in a target blockchain node set corresponding
to the set identifier.

[0096] Optionally, the encapsulation information is further configured to indicate a message
type of the message to be transmitted;

[0097] when the message type of the message to be transmitted is a first type, the object
identifier is the node identifier of the blockchain node; and when the message type of the
message to be transmitted is a second type, the object identifier is the set identifier of the
blockchain node set.

[0098] Optionally, the forwarding unit 73 is specifically configured to:

[0099] broadcast the message packet to the connected blockchain node and another relay node
in the blockchain relay communication network, so that the blockchain node and the another
relay node all receive the partial message content of the message to be transmitted recorded in
the message packet.

[0100] Optionally, the forwarding unit 73 is specifically configured to:

[0101] in a case that the blockchain message is encapsulated by using an access protocol to

form the message content of the message to be transmitted, and relay nodes in the blockchain
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relay communication network communicate by using a transmission protocol, reconstruct the
partial message content of the message to be transmitted recorded in the message packet based
on the transmission protocol, so that the reconstructed message packet is transmitted between
the relay nodes.

[0102] Referring to FIG. 8, in a software implementation, the message transmission apparatus
can include:

[0103] an acquisition unit 81, configured to obtain a blockchain message generated by a
blockchain node;

[0104] an adding unit 82, configured to add encapsulation information before the blockchain
message to encapsulate the blockchain message into a message to be transmitted, where the
encapsulation information is configured to indicate a type of the blockchain message; and
[0105] a sending unit 83, configured to partition a partial message content of the message to
be transmitted into a message packet, and send the message packet to a relay node
corresponding to the blockchain node in a blockchain relay communication network for the
relay node to forward the received message packet without receiving all message packets
corresponding to the message to be transmitted, when the blockchain message is determined to
be a block synchronization message according to the encapsulation information.

[0106] The system, the apparatus, the module or the unit described in the previously described
embodiments can be implemented by a computer chip or an entity, or implemented by a product
with a certain function. A typical implementation device is a computer. A form of the computer
can be a personal computer, a laptop computer, a cellular phone, a camera phone, a smartphone,
a personal digital assistant, a media player, a navigation device, an email transceiver device, a
game console, a tablet computer, a wearable device, or a combination of any devices of these
devices.

[0107] In a typical configuration, the computer includes one or more processors (such as
CPUs), one or more input/output interfaces, one or more network interfaces, and one or more
memories.

[0108] The memory can be a form such as a volatile memory, a random-access memory
(RAM), and/or a non-volatile memory such as a read-only memory (ROM) or a flash RAM in
a computer-readable medium. The memory is an example of the computer-readable medium.
[0109] The computer-readable medium includes a persistent medium and a non-persistent
medium, a removable medium and a non-removable medium, which can implement storage of
information by using any method or technology. Information can be computer-readable
instructions, a data structure, a module of a program, or other data. Examples of a storage

medium of a computer include, but are not limited to, a phase-change memory (PRAM), a static
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random-access memory (SRAM), a dynamic random-access memory (DRAM), a RAM of
another type, a random access memory (ROM), an electrically erasable programmable read-
only memory (EEPROM), a flash memory or another memory technology, a compact disc read-
only memory (CD-ROM), a digital versatile disc (DVD) or another optical storage device, a
cassette tape, a magnetic disk storage, a quantum memory, a graphene-based storage medium
or another magnetic storage device, or any other non-transmission medium, which can be
configured to store information accessible by a computing device. According to limitations of
this specification, the computer-readable medium does not include transitory computer-
readable media (transitory media), such as a modulated data signal and a modulated carrier.
[0110] It should be further noted that the terms "include", "comprise", or any variants thereof
are intended to cover a non-exclusive inclusion. Therefore, a process, method, product, or
device that includes a series of elements not only includes such elements, but also includes
other elements not specified expressly, or can include inherent elements of the process, method,
product, or device. Without further limitation, the element defined by a phrase "include a/an..."
does not exclude other same elements in the process, method, product or device which include
the element.

[0111] Embodiments of this specification are described above. Other embodiments fall within
the scope of the appended claims. In some cases, the actions or steps recorded in the claims can
be performed in sequences different from those in the embodiments and an expected result may
still be achieved. In addition, the processes depicted in the accompanying drawings is not
expected to be performed in the specific order or successively to achieve an expected result. In
some implementations, multitasking and parallel processing may be feasible or beneficial.
[0112] The terms used in one or more embodiments of this specification are merely used to
describe the embodiments but are not intended to limit one or more embodiments of this
specification. The "a" and "the" in a singular form used in one or more embodiments of this
specification and the appended claims are also intended to include a plural form, unless other
meanings are clearly indicated in the context. It should be further understood that the term
"and/or" used herein indicates and includes any or all possible combinations of one or more
associated listed items.

[0113] It should be understood that although the terms "first," "second," "third," and the like
can be used to describe various information in one or more embodiments of this specification,
such information should not be limited to these terms. These terms are merely used to
distinguish between information of the same type. For example, without departing from the
scope of one or more embodiments of this specification, first information can also be referred

to as second information. Similarly, second information can also be referred to as first
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information. Depending on the context, for example, the word "if" used herein can be
interpreted as "while" or "when," or "in response to determination."

[0114] The previously described descriptions are merely preferred embodiments of one or
more embodiments of this specification, but are not intended to limit the one or more
embodiments of this specification. Any modification, equivalent replacement, or improvement
made within the spirit and principle of one or more embodiments of this specification shall fall

within the protection scope of the one or more embodiments of this specification.
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CLAIMS

1. A message transmission method applied to a relay node in a blockchain relay

communication network, comprising:

receiving a message packet, each message packet being configured to record a partial

message content of a message to be transmitted;

parsing the received message packet to obtain encapsulation information of the
message to be transmitted, the encapsulation information being configured to indicate a
type of a blockchain message located behind the encapsulation information in the message

to be transmitted; and

if the encapsulation information indicates that the blockchain message is a block
synchronization message, forwarding the received message packet without receiving all

message packets corresponding to the message to be transmitted.
2. The method according to claim 1, wherein the receiving a message packet comprises:
receiving the message packet from a connected blockchain node; or,

receiving the message packet from another relay node in the blockchain relay

communication network.

3. The method according to claim 1, wherein the encapsulation information comprises an
object identifier for indicating a target transmission object of the message to be

transmitted; and the forwarding the received message packet comprises:
determining a target blockchain node corresponding to the object identifier; and
transmitting the received message packet to the target blockchain node.

4. The method according to claim 3, wherein the determining a target blockchain node

corresponding to the object identifier comprises:

determining, by querying a routing table, a target blockchain node corresponding to
the object identifier and a target relay node in the blockchain relay communication
network and connected to the target blockchain node, the routing table being configured

to record a connection relationship between each blockchain node and the relay node.

5. The method according to claim 4, wherein the transmitting the received message packet

to the target blockchain node comprises:
transmitting the message packet to a connected target blockchain node; or,

in a case that the target relay node is another relay node in the blockchain relay
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communication network, transmitting the message packet to the target relay node for the

target relay node to transmit the message packet to the connected target blockchain node.
6. The method according to claim 3, wherein

the object identifier is a node identifier of a blockchain node, and the target
transmission object comprises a target blockchain node corresponding to the node

identifier; or,

the object identifier is a set identifier of a blockchain node set, and the target
transmission object comprises all blockchain nodes in a target blockchain node set

corresponding to the set identifier.

7. The method according to claim 6, wherein the encapsulation information is further

configured to indicate a message type of the message to be transmitted;

when the message type of the message to be transmitted is a first type, the object

identifier is the node identifier of the blockchain node; and

when the message type of the message to be transmitted is a second type, the object

identifier is the set identifier of the blockchain node set.

8. The method according to claim 1, wherein the forwarding the received message packet

comprises:

broadcasting the message packet to the connected blockchain node and another relay
node in the blockchain relay communication network, so that the blockchain node and the
another relay node both receive the partial message content of the message to be

transmitted recorded in the message packet.

9. The method according to claim 1, wherein the forwarding the received message packet

comprises:

in a case that the blockchain message is encapsulated by using an access protocol to
form the message content of the message to be transmitted, and relay nodes in the
blockchain relay communication network communicate by using a transmission protocol,
reconstructing the partial message content of the message to be transmitted recorded in
the message packet according to the transmission protocol, so that the reconstructed

message packet is transmitted between the relay nodes.
10. A message transmission method, comprising:

obtaining a blockchain message generated by a blockchain node;
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adding encapsulation information before the blockchain message to encapsulate the
blockchain message into a message to be transmitted, wherein the encapsulation

information is configured to indicate a type of the blockchain message; and

partitioning a partial message content of the message to be transmitted into a message
packet, and sending the message packet to a relay node corresponding to the blockchain
node in a blockchain relay communication network for the relay node to forward the
received message packet without receiving all message packets corresponding to the
message to be transmitted when the blockchain message is determined to be a block

synchronization message according to the encapsulation information.
11. A message transmission apparatus, comprising:

a receiving unit, configured to receive a message packet, each message packet being

configured to record a partial message content of a message to be transmitted;

a parsing unit, configured to parse the received message packet to obtain
encapsulation information of the message to be transmitted, the encapsulation information
being configured to indicate a type of a blockchain message located behind the

encapsulation information in the message to be transmitted; and

a forwarding unit, configured to, if the encapsulation information indicates that the
blockchain message is a block synchronization message, forward the received message
packet without receiving all message packets corresponding to the message to be

transmitted.
12. A message transmission apparatus, comprising:

an acquisition unit, configured to obtain a blockchain message generated by a

blockchain node;

an adding unit, configured to add encapsulation information before the blockchain
message to encapsulate the blockchain message into a message to be transmitted, wherein
the encapsulation information is configured to indicate a type of the blockchain message;

and

a sending unit, configured to partition a partial message content of the message to be
transmitted into a message packet, and send the message packet to a relay node
corresponding to the blockchain node in a blockchain relay communication network for
the relay node to forward the received message packet without receiving all message

packets corresponding to the message to be transmitted when the blockchain message is
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determined to be a block synchronization message according to the encapsulation

information
13. An electronic device, comprising:
a processor; and
a memory configured to store executable instructions of the processor, wherein

the processor executes the executable instructions to implement the method according

to any one of claims 1 to 10.

14. A computer-readable storage medium, storing computer instructions, the instructions,
when executed by a processor, implementing the steps of the method according to any one

of claims 1 to 10.
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