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IDENTITY AUTHENTICATION METHOD AND
APPARATUS

TECHNICAL FIELD

[0001] The present application relates to network techyietg and in particular,

to an identity authentication method and apparatus.

BACKGROUND

[0002] With the development of the Internet technologrestwork-based services
are more widely used by people. For example, pecgatesend and receive emails by
using a mailbox, shop online, or even work onliB@me applications have high
security requirements, and a user's identity néade authenticated. For example, a
user's identity needs to be authenticated befogeneat is authorized for online
shopping; or the user can log in to an applicatidth a relatively high security
requirement after the user's identity has beeneatittated. In related technologies,
there are several identity authentication metha#slby the Internet, such as facial
recognition and voiceprint recognition. Howeveegb commonly used authentication
methods are relatively complicated. For examplaser needs to enter the user's ID
and then verify a voiceprint for voiceprint recagm. In addition, existing
authentication methods are of relatively low rdligb For example, an attacker can
achieve facial recognition by using an analog videoecording. Even if verification
is performed based on two combined authenticati@thads, for example, with
reference to a face and a voiceprint, as theseeatithtion methods are relatively
independent from each other, an attacker can bteekugh the authentication
processes. The previously described disadvantafjdkeoidentity authentication
methods can create some risks to application ggcuri

SUMMARY

[0003] In view of the above, the present application piesi an identity
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authentication method and apparatus, so as to iraghe efficiency and reliability of
identity authentication.

[0004] Specifically, the present application is implemenby using the following
technical solutions.

[0005] According to a first aspect, an identity autherttara method is provided,
and the method includes obtaining a collected aaahid video stream, where the
audio and video stream is generated by a targeécbljo be authenticated,;
determining whether the lip reading and voice ie #udio and video stream are
consistent, and if the lip reading and the voice ewnsistent, using voice content
obtained by performing voice recognition on an austream of the audio and video
stream as an object identifier of the target objebtaining a model physiological
feature corresponding to the object identifier frobject registration information, if
the pre-stored object registration information udds the object identifier;
performing physiological recognition on the audiodavideo stream to obtain a
physiological feature of the target object; and panng the physiological feature of
the target object with the model physiological teatto obtain a comparison result,
and if the comparison result satisfies an authatitio condition, determining that the
target object has been authenticated.

[0006] According to a second aspect, an identity authattic apparatus is
provided, and the apparatus includes an informatemuisition module, configured to
obtain a collected audio and video stream, wheee ahdio and video stream is
generated by a target object to be authenticateddentifier determining module,
configured to determine whether the lip reading &otte in the audio and video
stream are consistent, and if the lip reading d&dvibice are consistent, use voice
content obtained by performing voice recognitionraonaudio stream in the audio and
video stream as an object identifier of the tamgect; an information management
module, configured to obtain a model physiologitedture corresponding to the
object identifier from object registration informat, if the pre-stored object
registration information includes the object idéati a feature recognition module,
configured to perform physiological recognition tre audio and video stream to
obtain a physiological feature of the target objectd an authentication processing
module, configured to compare the physiologicatuieaof the target object with the
model physiological feature to obtain a comparisesult, and if the comparison

result satisfies an authentication condition, detee that the target object has been
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authenticated.

[0007] According to the identity authentication method apgaratus provided in
the present application, a user identifier is ot#dithrough recognition of an audio
and video stream during authentication of a uset,afacial feature and a voiceprint
feature can also be verified by using the sameoaadil video stream. It simplifies the
user's operation, improves the authentication iefiiy, maintains a one-to-one
authentication model, and ensures recognition acgurin addition, in the method,
consistency between lip reading and voice is datexthto ensure that a target object
is a living object instead of a fake video recofdan attacker, thereby improving the

authentication security and reliability.

BRIEF DESCRIPTION OF DRAWINGS

[0008] FIG. 1 illustrates an identity registration procegjuaccording to an
example implementation of the present application;

[0009] FIG. 2 illustrates a procedure of determining csiesicy between lip
reading and voice, according to an example impleatiem of the present application;
[0010] FIG. 3 illustrates a facial feature recognition ggdure, according to an
example implementation of the present application;

[0011] FIG. 4 illustrates a voiceprint feature recognitjprocedure, according to
an example implementation of the present applinatio

[0012] FIG. 5 illustrates an identity authentication prbaee, according to an
example implementation of the present application;

[0013] FIG. 6 is a structural diagram of an identity autieation apparatus,
according to an example implementation of the prieapplication; and

[0014] FIG. 7 is a structural diagram of an identity autietion apparatus,

according to an example implementation of the prieapplication.

DESCRIPTION OF EMBODIMENTS

[0015] Example implementations are described in detag hend examples of the
example implementations are presented in the acaoynpg drawings. When the
following description relates to the accompanyingawings, unless specified

otherwise, same numbers in different accompanyirayithigs represent same or
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similar elements. Implementations described in tHellowing example
implementations do not represent all implementatioconsistent with the present
application. Instead, they are only examples ofaagpises and methods consistent
with some aspects of the present application that described in detail in the
appended claims.

[0016] An identity authentication method provided in arplementation of the
present application can be applied to Internettileauthentication. For example, a
user can log in to a network application after hgueen authenticated by using the
method, so as to ensure the security of application

[0017] The following uses an application with a relativehigh security
requirement as an example. Assume that the applicean run on a user's intelligent
device, for example, a smartphone or an intelligabtet. When the user needs to log
in to the application on the intelligent device, amdio and video stream can be
collected by using a camera and a microphone omthiigent device. For example,
the user can read an application ID of the usea tamera and a microphone of a
mobile phone. The application ID can be an accawmnber "123456" that is
registered by the user in the application. Aftex tiser reads the application ID, the
mobile phone can collect an audio and video streéie user, including a video
image and reading voice.

[0018] According to the identity authentication methodhrs implementation of
the present application, the collected audio adéwistream can be processed. Before
authentication, the user needs to perform an igjerggistration procedure to perform
the identity authentication later. The registrapocedure is also performed based on
the collected audio and video stream. The follonsegarately describes an identity
registration procedure and an identity authenticatprocedure. In addition, this
implementation does not impose a limitation on sickethat performs the identity
registration or authentication processing in acymdlications. For example, after the
audio and video stream of the user is collectesl sthartphone can transmit the audio
and video stream to a backend server of the apiplicaor a part of the processing
can be performed on a client software side of thargphone, and the other parts of

the processing can be performed on a server sidgher methods can be used.
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I dentity registration

[0019] In the method in this implementation, when the yserforms identity
registration, two types of information can be irgd. One type of information is an
object identifier. For example, when a user logsoimn application, the user can be
referred to as a target object. When the userteggisvith the application, information
used to distinguish the user from another usen iskgect identifier in the application,
for example, can be an account number 123456 ofigke in an application, and the
account number 123456 is an object identifier ef tdrget object. The other type of
information is physiological information that camiquely identify a user, for
example, a voiceprint feature of the user or aalafeature of the user. Usually,
voiceprints and faces of different people are d#ifie, and physiological information
that identifies each user can be referred to asagehphysiological feature.

[0020] A mapping relationship is established between the ttypes of
information: the object identifier and the modelygiological feature, and the
mapping relationship is stored. The correspondistdyed object identifier and model
physiological feature of the target object can bfemred to as "object registration
information”. For example, user Xiao Zhang canestbject registration information
of the user as "123456—model physiological feat&fe For a more accurate
identification of the user, the physiological imfwation included in the model
physiological feature used in this example cantbeast two types of physiological
information, for example, a face and a voiceprint.

[0021] FIG. 1 illustrates an example identity registratocedure. The procedure
includes the following processing:

[0022] Step 101: Obtain an audio and video stream to bistezred of a target
object.

[0023] For example, a user registers with an applicatma, the user can read an
account number "123456" of the application to aelligent device of the user, such
as a mobile phone. In this example, the user thaerforming registration can be
referred to as a target object; and a camera anidraphone of the intelligent device
can collect an audio and video stream generated wie user reads the account
number. The audio and video stream collected dugggstration can be referred to as
an audio and video stream to be registered, inotudn audio stream and a video

stream. The audio stream is reading voice of the, .lend the video stream is a
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reading video image of the user.

[0024] After the audio and video stream in the present Eebtained, the three
following aspects of processing can be performedaimplete a user's registration.
For details, references can be still made to FIG. 1

[0025] In one aspect, processing is as follows: Step D&2ermine whether the
lip reading and voice in the audio and video stréaume registered are consistent.
[0026] The consistency here indicates a mapping relatipnbletween a lip
movement and a movement indicated by voice. Famela assume that voice is "the
weather today is sunny”, where the voice is gerdrat a low speed, but a lip
movement corresponds to "the weather today is suggryerated at a high speed. It is
obvious that the voice and the lip movement doaastespond to each other: when
the lip movement has stopped (content is completedd), the voice continues
(...today is sunny). This may occur in many possHiteations, such as when an
attacker attempts to pass a users' ID and faciattien, the attacker can attack facial
detection by using a previous video record of teerythe attacked user), and the
attacker reads the user's ID to attack recogndfdhe voice content ID. As such, the
attacker may be authenticated. However, in suchti@ek, lip reading and voice are
usually inconsistent, and it can be determinedtti@teader is not the user.

[0027] As shown in step 102, if it is determined that lipereading and the voice
in the audio and video stream to be registeredre@nsistent, a registration failure
can be notified to the user. Alternatively, as showFIG. 1, go to step 101 to collect
an audio and video stream again to prevent a psoaesrror.

[0028] Otherwise, if it is determined that the lip readargl the voice in the audio
and video stream to be registered are consisterfprm step 103: Use voice content
obtained by performing voice recognition on theiawgtream in the collected audio
and video stream, as an object identifier of thrgataobject. Voice recognition uses
computer technologies to automatically recogniziees@ontent of a person, that is,
the recognition process of converting voice to eanht For example, after voice
recognition is performed on audio of reading "1234By the user that is to perform
registration, obtained voice content of the audm@asn is "123456", and content
obtained through recognition can be used as thésudentifier, namely, the user's ID.
[0029] The previous voice recognition of the audio strezam be performed after
it is determined that the lip reading and the vace consistent, to obtain the object

identifier, or can be performed in a process oédeining whether the lip reading and
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the voice are consistent, to obtain the objecttitien

[0030] In another aspect, physiological recognition iqgrened on the audio and
video stream to be registered, to obtain a modgsiplogical feature of the audio and
video stream to be registered. In this exampldyeiplogical feature includes a facial
feature and a voiceprint feature, but is not lichite the two features, provided that an
example feature can uniquely identify a user, aand lme used to distinguish between
physiological features of different users. In tlaspect, as shown in step 104,
voiceprint recognition can be performed on the awgdream in the audio and video
stream to be registered, to obtain a voiceprirtufesof the target object.

[0031] In yet another aspect, facial detection is perfatroe the video stream in
the audio and video stream to be registered, taimla facial feature of the target
object.

[0032] In the registration procedure, the detected fdeaiure can be referred to
as a model facial feature and used as a criteni@nsubsequent authentication process.
Likewise, the detected voiceprint feature can alsaeferred to as a model voiceprint
feature, and the model voiceprint feature and thmdeh facial feature can be
collectively referred to as a model physiologicstire.

[0033] In this implementation, the model physiological ttga and the object
identifier of the target object are also referredas object registration information.
After it is determined that data in the object sdgition information is complete, in
step 106, the object identifier of the target objend the corresponding model
physiological feature are stored in a databaskeasltject registration information.
[0034] In addition, an execution order of the three aspsbbwn in FIG. 1 is not
limited. For example, after the audio and videeatn to be registered is obtained in
step 101, the three aspects can be executed ithepdfahe lip reading and the voice
are inconsistent, a recognized voiceprint featune @ recognized facial feature may
not be stored. Alternatively, after it is deterndribat the lip reading and the voice are
consistent, detection and recognition are therop@ed on the voiceprint feature and
the facial feature.

[0035] FIG. 2 illustrates a procedure of determining csiesicy between lip
reading and voice in FIG. 1. The procedure caruthelhe following steps:

[0036] Step 201: Perform endpoint detection based on dio @&tream in an audio
and video stream to be registered. In the predept a start time and an end time of

an audio stream can be detected in the continuadis atream.
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[0037] Step 202: Extract continuous voice features basedhe audio stream,
where the features include but are not limited noMFCC feature and an LPCC
feature. The features extracted in the presentcstee used for voice recognition.
[0038] Step 203: Identify a voice syllable and a corresiyagn time point in the
audio stream. In the present step, each syllabteeraudio stream can be identified
based on the voice features extracted in step&@Pa corresponding appearing time
point and a corresponding disappearing time pdith® syllable can be determined.
The voice recognition method includes but is nmited to methods such as a hidden
Markov model (HMM), a deep neural network (DNN)daa Long Short Time Model
(LSTM).

[0039] Step 204: Detect locations of lips based on a vetesam in the audio and
video stream to be registered. In the present skepjocations of the lips can be
detected from a video image.

[0040] Step 205: Determine quality of a detected lip imager example,
parameters such as definition and exposure of dlcatibns of the lips can be
determined. If the definition is low or the degret exposure is too high, it is
determined that the image is not qualified; anthia case, collect an audio and video
stream to be registered again. If the image isifigd proceed to step 206 to perform
lip reading recognition.

[0041] Step 206: Extract continuous features of the llpsthe present step, a
feature can be extracted from continuous lip images the feature includes but is
not limited to a local image descriptor such asaeelpixel, an LBP, Gabor, SIFT, or
Surf.

[0042] Step 207: Identify a lip reading syllable and aresponding time point in
the video stream. In the present step, the lipingadyllable can be identified by
using methods such as a hidden Markov model (HViM))aLong Short Time Model.
A time point corresponding to a lip reading syllloh a video time sequence is also
determined by using the model during lip readingpgmition.

[0043] Step 208: Determine whether both the lip readiritasle and the voice
syllable are consistent with the corresponding tpumt. For example, in the present
step, the time point information of the voice sgleacan be compared with the time
point information of the lip reading syllable. If eomparison result indicates
consistency, it is considered that the audio strsagenerated by a real person; in this

case, proceed to step 209. If a comparison resudlicates inconsistency, it is
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suspected that the audio stream is an attack bahawid in this case, go back to the
registration procedure. In this implementation, athmod of detecting consistency
between both the lip reading syllable and the vaigkable and the corresponding
time point is more detailed, and therefore ther@igher accuracy in determining a
real person's voice.

[0044] Step 209: Perform voice recognition on the voiaduees extracted in step
202, to obtain a user's ID, namely, the objecttifien The voice recognition method
includes but is not limited to methods such asdaém Markov model (HMM), a deep
neural network (DNN), and a Long Short Time Mod&bTM).

[0045] In addition, in the example shown in FIG. 2, voieeognition of the audio
stream can be performed in step 209 after it isrdehed that the lip reading and the
voice are consistent. Alternatively, when the dlBatime point in the audio stream is
identified in step 203, the user's ID is obtainggbrforming voice recognition based
on the voice feature. In this case, after it issdeined that the lip reading and the
voice are consistent in step 208, the user's IRioét through recognition can be
directly used as the object identifier.

[0046] FIG. 3 illustrates a facial feature recognition gadure in FIG. 1. The
procedure can include the following steps:

[0047] Step 301: Detect face images based on a videonstieaan audio and
video stream to be registered. In the present siepideo frame image can be
extracted from the video stream in the audio ad@éwistream, and it can be detected
whether a face appears in the video frame imagee#, proceed to step 302.
Otherwise, go back to the determining procedure.

[0048] Step 302: Detect quality of the face images. In phesent step, facial
feature point detection can be performed on the thtected in step 301, and angles
of the face in both a horizontal direction and &ival direction can be determined
based on a result of the feature point detectibhoth the angles do not exceed
certain tilt angles, a quality requirement is etttk Otherwise, a quality requirement
is not satisfied. In addition, definition, exposuetc. of a face area are determined,
which also need to be within certain thresholdshéf face images are of good quality,
a facial feature can be better recognized.

[0049] Step 303: For face images that satisfy the quabtyirement, extract
eigenvectors from the face images, where the eggtars include but are not limited

to a local binary pattern (LBP), Gabor, a convanél neural network (CNN), etc.
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[0050] Step 304: Combine a plurality of facial eigenvestextracted in step 303,
to form a unique facial feature of a user, naneekyjodel facial feature.

[0051] FIG. 4 illustrates a voiceprint feature recognitfmocedure in FIG. 1. The
procedure can include the following steps.

[0052] Step 401: Obtain an audio stream in an audio addovistream to be
registered.

[0053] In this example, voiceprint feature recognition cenperformed based on
the audio stream in the audio and video streane t@gistered.

[0054] Step 402: Determine that audio quality of the ausli@am satisfies a
quality criterion.

[0055] In the present step, audio quality can be detemniBetter quality of the
collected audio stream leads to a better effegeoforming voiceprint recognition on
the audio. Therefore, before subsequent voicepgobgnition is performed, the
quality of the audio stream can be determined. first example, information such as
signal strength and a signal-to-noise ratio of @oin the audio stream can be
calculated to determine whether the voice satidiepiality criterion. For example,
the quality criterion can be that a signal-to-naisio falls within a certain range, or
can be that signal strength of voice is greaten thatrength threshold. If the audio
stream is qualified, proceed to step 403. Othervaskect an audio and video stream
to be registered again.

[0056] Step 403: Extract voiceprint eigenvectors fromahéio stream.

[0057] In this example, there can be a plurality of auaml video streams to be
registered. For example, the user can read théllstvice, and correspondingly two
audio and video streams are collected. In the ptesep, a voiceprint eigenvector of
an audio stream in each audio and video streanbeaxtracted. The eigenvector can
be extracted in a plurality of methods, and detaits omitted here for simplicity. For
example, a voice feature parameter mel-frequenpsgta coefficient (MFCC) can be
extracted from a voice signal of an audio streamd,then an eigenvector is calculated
by using a method such as an i-vector (a speakmwgniion algorithm) or a
probabilistic linear discriminant analysis (PLDAjat is, a channel compensation
algorithm for voiceprint recognition).

[0058] Step 404: Determine whether the voiceprint eigetors®f the plurality of
audio streams are consistent.

[0059] For example, when the user reads the user's IDeamt ltwice during
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registration, there are correspondingly at least ¢allected audio streams. To ensure
that a difference between voiceprint features ef glurality of audio streams is not
too big, voiceprint consistency determining carpbdormed between the plurality of
audio streams. For example, a score of similargywben the plurality of audio
streams can be calculated based on a voicepriemeggtor extracted from each audio
stream in step 403.

[0060] If the similarity score falls within a certain seathreshold, it indicates that
the audio streams satisfy a similarity requiremanigl in this case, proceed to step
405. Otherwise, it indicates that there is a biffedence between the plurality of
audio entered by the user, and the user that ferp@ng registration can be instructed
to read the user's ID again, that is, to collechadio stream again.

[0061] Step 405: Generate a model voiceprint feature basethe voiceprint
eigenvectors of the plurality of audio streams.

[0062] In the present step, weighted summation can bemeed on voiceprint
eigenvectors extracted from audio streams in tle®ipus step, to obtain the model
voiceprint feature.

[0063] After the previous registration procedure is cortgale the object
registration information of the target object hasem stored in the database. The
object registration information can include an cbjelentifier and a corresponding
model physiological feature. The model physiolobieature can include a model
voiceprint feature and a model facial feature, iglethtity authentication processing of

an object can be performed below based on the totggistration information.

| dentity authentication

[0064] FIG. 5 illustrates an example identity authentmatprocedure. In this
procedure, a physiological feature used for autbatidn is described by using a
combination of a facial feature and a voiceprirdatfiee as an example. In addition,
physiological features can be compared after dei®rmined that a target object that
is being authenticated is a living object inste&d wvideo. As shown in FIG. 5, the
authentication procedure includes the followingogssing:

[0065] Step 501: Obtain a collected audio and video streemere the audio and
video stream is generated by a target object tmubigenticated.

[0066] For example, a user can log in to an applicatioth vai relatively high
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security requirement only after the user's idenhtigs been authenticated by the
application. In the present step, the user cart atarapplication on an intelligent
device, for example, a smartphone of the user,th@diser can collect an audio and
video stream to be authenticated by using a camedh a microphone of the
smartphone. The audio and video stream can be a@jedewhen the user reads the
user's application ID.

[0067] Step 502: Determine whether the lip reading and¢evan the audio and
video stream are consistent.

[0068] In this example, it can be first determined whetther lip reading and the
voice in the audio and video stream are consistEnt. a specific consistency
determining procedure, references can be madeGoZ:-land details are omitted here
for simplicity.

[0069] If the lip reading and the voice are consistentndicates that the target
object that is being authenticated is a living objastead of a video, etc. In this case,
proceed to step 503. Otherwise, go back to stegdpérform collection again.

[0070] Step 503: Perform voice recognition on an audieastr in the audio and
video stream to obtain voice content of the audieasn. For example, the voice
content obtained through recognition can be asufier123456".

[0071] Step 504: Use the voice content as an object iftlemtif the target object,
and determine whether pre-stored object registratilormation includes the object
identifier.

[0072] For example, if the pre-stored object registratiiormation includes the
object identifier, a model physiological featureresponding to the object identifier
can be obtained in the object registration inforamgtfor example, a model facial
feature and a model voiceprint feature. Physiokllgiecognition is further performed
on the audio and video stream to be authentic&tenhtain a physiological feature of
the target object, so as to compare the physicdbgieature with the model
physiological feature. If the pre-stored objectis&ggtion information does not
include the object identifier, the user can befremtithat the user has not performed
registration.

[0073] Step 505: Perform voiceprint recognition on theiawhd video stream to
obtain a voiceprint feature of the target object: &traction of the voiceprint feature
in the present step, references can be made talFIG.

[0074] Step 506: Perform facial recognition on the audid &ideo stream to
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obtain a facial feature of the target object.

[0075] Then the physiological feature of the target objnt be compared with
the model physiological feature to obtain a congmariresult, and if the comparison
result satisfies the authentication conditionsitletermined that the target object has
been authenticated. For example, step 507 to $ie¢@i® included.

[0076] Step 507: Compare the voiceprint feature of thgetanbject with a model
voiceprint feature to obtain a voiceprint companiscore.

[0077] Step 508: Compare the facial feature of the taoigect with a model
facial feature to obtain a facial comparison score.

[0078] Step 509: Determine whether the voiceprint compargcore and the face
alignment score satisfy the authentication conditio

[0079] For example, it is determined that the target dip@s been authenticated
if the voiceprint comparison score and the facahparison score satisfy at least one
of the following: the voiceprint comparison scosegreater than a voiceprint score
threshold, and the facial comparison score is gréghtin a facial score threshold; or a
product of the voiceprint comparison score andféfteal comparison score is greater
than a corresponding product threshold; or a wemjhsum of the voiceprint
comparison score and the facial comparison scoigraater than a corresponding
weighted threshold.

[0080] If it is determined that the voiceprint comparisstore and the facial
comparison score satisfy the authentication caomditin the present step, it is
determined that the target object has been autated. Otherwise, it is determined
that the target object fails to be authenticated.

[0081] In addition, in this identity authentication exampsimilar to the previous
identity registration procedure, voice recognitioan be performed on an audio
stream to obtain a user's ID after it is determitieat lip reading and voice are
consistent, or a user's ID can be obtained wheyllabke time point in an audio
stream is identified. In the previous example, tiser's ID is identified after it is
determined that lip reading and voice are consisten

[0082] According to the identity authentication methodhis implementation of
the present application, an audio and video streeets to be generated only once
during authentication of a user. For example, ther meeds to read the user's ID only
once. In the method, the user's ID can be obtdiyguerforming voice recognition on

the audio and video stream, and a facial featudeaawoiceprint feature can also be
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verified by using the same audio and video strdasimplifies the user's operation,
improves the authentication efficiency, maintainen&-to-one authentication model,
and ensures recognition accuracy. In other wohgsrdcognized physiological feature
is compared only with a feature corresponding tambject identifier in a database,
thereby ensuring recognition accuracy. In additiom,the method, consistency
between lip reading and voice is determined to enthat a target object is a living
object instead of a fake video record of an attackkereby improving the
authentication security and reliability. In the tmed, the user's ID and the
physiological feature obtained through recogniteole obtained based on the same
audio and video stream. To some extent, a fakeaamtl video stream of an attacker
can be recognized.

[0083] To implement the previous identity authenticationethod, an
implementation of the present application furthesviles an identity authentication
apparatus. As shown in FIG. 6, the apparatus celnde an information acquisition
module 61, an identifier determining module 62 jrdormation management module
63, a feature recognition module 64, and an auitegign processing module 65.
[0084] The information acquisition module 61 is configutedobtain a collected
audio and video stream, where the audio and vitieara is generated by a target
object to be authenticated.

[0085] The identifier determining module 62 is configuteddetermine whether
the lip reading and voice in the audio and videeasth are consistent, and if the lip
reading and the voice are consistent, use voiceenbobtained by performing voice
recognition on an audio stream in the audio andwistream as an object identifier of
the target object.

[0086] The information management module 63 is configucedbtain a model
physiological feature corresponding to the objelentifier from object registration
information, if the pre-stored object registratiofformation includes the object
identifier.

[0087] The feature recognition module 64 is configureghéoform physiological
recognition on the audio and video stream to ob#&physiological feature of the
target object.

[0088] The authentication processing module 65 is configuto compare the
physiological feature of the target object with tim@del physiological feature to

obtain a comparison result, and if the comparisgsult satisfies an authentication
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condition, determine that the target object has lzeghenticated.

[0089] Referring to FIG. 7, in an example, the featureogaition module 64 can
include a voiceprint recognition submodule 641 anfhcial recognition submodule
642.

[0090] The voiceprint recognition submodule 641 is confegl to perform
voiceprint recognition on the audio and video stréa obtain a voiceprint feature of
the target object.

[0091] The facial recognition submodule 642 is configutedperform facial
recognition on the audio and video stream to obtaifacial feature of the target
object.

[0092] The authentication processing module 65 is confiduto compare the
voiceprint feature of the target object with thed®bvoiceprint feature to obtain a
voiceprint comparison score, and compare the fdeatlure of the target object with
the model facial feature to obtain a facial comgaari score; and if the voiceprint
comparison score and the facial comparison scais\sthe authentication condition,
determine that the target object has been autlzetic

[0093] In an example, it is determined that the targe¢cidpas been authenticated
if the voiceprint comparison score and the facahparison score satisfy at least one
of the following: the voiceprint comparison scosegreater than a voiceprint score
threshold, and the facial comparison score is gréhtin a facial score threshold; or a
product of the voiceprint comparison score andféiteal comparison score is greater
than a corresponding product threshold; or a wemjhsum of the voiceprint
comparison score and the facial comparison scograater than a corresponding
weighted threshold.

[0094] In an example, as shown in FIG. 7, the identifietedmining module 62
can include the following: a syllable recognitionbsmodule 621, configured to
identify a voice syllable and a corresponding tipent in the audio stream in the
audio and video stream, and identify a lip readigigable and a corresponding time
point in a video stream in the audio and videoastreand a consistency determining
submodule 622, configured to determine that therépding and the voice are
consistent if both the voice syllable and the &pding syllable are consistent with the
corresponding time point.

[0095] In an example, the information acquisition modulei$further configured

to obtain an audio and video stream to be regdtef¢he target object.
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[0096] The identifier determining module 62 is further figured to use voice
content obtained by performing voice recognitionraonaudio stream in the audio and
video stream as the object identifier of the tamgect, when the lip reading and the
voice in the audio and video stream to be regidtare consistent.

[0097] The feature recognition module 64 is further comfegl to perform
physiological recognition on the audio and videean to be registered, to obtain the
model physiological feature of the audio and vid#eam to be registered.

[0098] The information management module 63 is further figored to
correspondingly store the object identifier of theget object and the corresponding
model physiological feature in the object registrainformation.

[0099] The previous descriptions are merely example imptgations of the
present application, and are not intended to lithe present application. Any
modifications, equivalent replacements, improvemegtic. made within the spirit and
principle of the present application shall fall it the protection scope of the present

application.
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CLAIMS

What is claimed is:

1. An identity authentication method, wherein thetmod comprises:

obtaining a collected audio and video stream, whetlee audio and video
stream is generated by a target object to be atithésd;

determining whether lip reading and voice in theliauand video stream are
consistent, and if the lip reading and the voice eonsistent, using voice content
obtained by performing voice recognition on an augtream in the audio and video
stream as an object identifier of the target object

obtaining a model physiological feature correspogdio the object identifier
from object registration information, if the prestd object registration information
comprises the object identifier;

performing physiological recognition on the audi@avideo stream to obtain a
physiological feature of the target object; and

comparing the physiological feature of the targéject with the model
physiological feature to obtain a comparison resaftd if the comparison result
satisfies an authentication condition, determinthgt the target object has been
authenticated.

2. The method according to claim 1, wherein thespiiggical feature comprises
a voiceprint feature and a facial feature, and thedel physiological feature
comprises a model facial feature and a model voicefeature;

the performing physiological recognition on the iauahd video stream to obtain
a physiological feature of the target object cosgsi

performing voiceprint recognition on the audio arideo stream to obtain a
voiceprint feature of the target object; and

performing facial recognition on the audio and widgream to obtain a facial
feature of the target object; and

the comparing the physiological feature of the eargbject with the model
physiological feature to obtain a comparison resaiftd if the comparison result
satisfies an authentication condition, determinthgt the target object has been
authenticated comprises:

comparing the voiceprint feature of the target objeith the model voiceprint
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feature to obtain a voiceprint comparison score, @mmparing the facial feature of

the target object with the model facial featurelbtain a facial comparison score; and
if the voiceprint comparison score and the fac@iparison score satisfy the

authentication condition, determining that the ¢ai@pject has been authenticated.

3. The method according to claim 2, wherein it ededmined that the target
object has been authenticated if the voiceprint gamson score and the facial
comparison score satisfy at least one of the faligw

the voiceprint comparison score is greater thanieeprint score threshold, and
the facial comparison score is greater than alfac@re threshold; or a product of the
voiceprint comparison score and the facial compariscore is greater than a
corresponding product threshold; or a weighted sidnthe voiceprint comparison
score and the facial comparison score is great@n #h corresponding weighted
threshold.

4. The method according to claim 1, wherein themeining whether lip reading
and voice in the audio and video stream are cargisand if the lip reading and the
voice are consistent, using voice content obtaimegderforming voice recognition on
an audio stream in the audio and video stream asbgatt identifier of the target
object comprises:

identifying a voice syllable and a correspondimgetipoint in the audio stream in
the audio and video stream;

identifying a lip reading syllable and a correspiagdtime point in a video
stream in the audio and video stream; and

determining that the lip reading and the voice @asistent if both the voice
syllable and the lip reading syllable are consistath the corresponding time point.

5. The method according to claim 1, wherein betbie obtaining a collected
audio and video stream, the method further comgrise

obtaining an audio and video stream to be regidtef¢he target object;

using voice content obtained by performing voicgrition on an audio stream
in the audio and video stream as the object identiff the target object, when the lip
reading and the voice in the audio and video strigabe registered are consistent;

performing physiological recognition on the audindavideo stream to be
registered, to obtain the model physiological featf the audio and video stream to
be registered; and

correspondingly storing the object identifier ofetharget object and the
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corresponding model physiological feature in thgatregistration information.

6. An identity authentication apparatus, wheremmdpparatus comprises:

an information acquisition module, configured taaib a collected audio and
video stream, wherein the audio and video streagen&rated by a target object to be
authenticated,;

an identifier determining module, configured toetatine whether lip reading
and voice in the audio and video stream are cargisand if the lip reading and the
voice are consistent, use voice content obtainegdsforming voice recognition on
an audio stream in the audio and video stream asbgatt identifier of the target
object;

an information management module, configured t@iobd model physiological
feature corresponding to the object identifier frobject registration information, if
the pre-stored object registration information cosgs the object identifier;

a feature recognition module, configured to perf@imgsiological recognition on
the audio and video stream to obtain a physiolodezdure of the target object; and

an authentication processing module, configuredampare the physiological
feature of the target object with the model physjadal feature to obtain a
comparison result, and if the comparison resuisfas an authentication condition,
determine that the target object has been autlzetic

7. The apparatus according to claim 6, whereinfélag¢ure recognition module
comprises a voiceprint recognition submodule arfdczal recognition submodule,
wherein

the voiceprint recognition submodule is configured perform voiceprint
recognition on the audio and video stream to obdauoiceprint feature of the target
object;

the facial recognition submodule is configured &ferm facial recognition on
the audio and video stream to obtain a facial feabfithe target object; and

the authentication processing module is configueadompare the voiceprint
feature of the target object with the model voiggipfeature to obtain a voiceprint
comparison score, and compare the facial featutbeotarget object with the model
facial feature to obtain a facial comparison scam if the voiceprint comparison
score and the facial comparison score satisfy thleeatication condition, determine
that the target object has been authenticated.

8. The apparatus according to claim 7, whereis idletermined that the target
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object has been authenticated if the voiceprint gamson score and the facial
comparison score satisfy at least one of the fafigw

the voiceprint comparison score is greater thanieeprint score threshold, and
the facial comparison score is greater than alfac@re threshold; or a product of the
voiceprint comparison score and the facial compariscore is greater than a
corresponding product threshold; or a weighted sinthe voiceprint comparison
score and the facial comparison score is great@n #h corresponding weighted
threshold.

9. The apparatus according to claim 6, whereiridaastifier determining module
comprises:

a syllable recognition submodule, configured tonidg a voice syllable and a
corresponding time point in the audio stream in duelio and video stream, and
identify a lip reading syllable and a correspondiinge point in a video stream in the
audio and video stream; and

a consistency determining submodule, configureddétermine that the lip
reading and the voice are consistent if both thieevsyllable and the lip reading
syllable are consistent with the corresponding fooimt.

10. The apparatus according to claim 6, wherein

the information acquisition module is further cgufied to obtain an audio and
video stream to be registered of the target object;

the identifier determining module is further configd to use voice content
obtained by performing voice recognition on an augtream in the audio and video
stream as the object identifier of the target dbjetien the lip reading and the voice
in the audio and video stream to be registered¢@msistent;

the feature recognition module is further configute perform physiological
recognition on the audio and video stream to bestegd, to obtain the model
physiological feature of the audio and video streéare registered; and

the information management module is further camkg to correspondingly
store the object identifier of the target objectd athe corresponding model

physiological feature in the object registratioformation.
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