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WD 2004/ 061385 PCT/ US2003/ 039422 METHOD AND APPARATUS
FOR ASPERI TY DETECTI ON Technical Field This invention
wo edoaessyeneral |y to asperity detection. 5 Beckysmasia3o422
Asperities (that is, small projections froma surface)

of various kinds are often wunique to a given
i ndividual, with fingerprints and pal mprints being
anongst the best known and nost frequently utilized.
Var i ousMBEViIQI2 ANV PAGAT B8 §00%s AGPEBIRY DEAS GTION
capture such characterizing asperities to facilitate
recogni tion and/ or authorization nethodol ogies.
TaéanicalBieldnabl i ng t echnol ogi es, including
t her nal - based, capaC|tance- based, ul.trasonic-based,
pr es5tiF éveadtrelasneesrellx o apsdivdletspliorns have al |
been proposed to facilitate the realization of such
devi ces. To one extent or another, such devices al
Backghund capture features of the asperities.
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tlyplg SRR dftiuameD exdrahas fier e etk fveipimkinfasgestten
10,2 gVéh in@vidal, %ﬁl’cﬁr%erprirltts Ar’l pana\WaintsbeRSEnongst the best

aut omat ed asperity anal g;ls processes upon such

kv anidgnost ﬁr@ﬁu@&ldn%llhéed Griens davicea ievnbrsadrénosekiopctively
ﬂ?@gdcfhl ?ﬁfa'c%ﬁgﬁ%%g LeQPokﬁcﬁ%é)%gélﬁtmr? AHI)(?II E{uﬁl%?&?f[lon
e detecCt

e ween m nutira o ven I nger
methdddlbgiee Xarwat eghbling tmhnc&logfes Omcﬂudlhg thef’rﬂaldtdsaf capacitance-

usly .stored rec The accura of n 20
B R AR PRl I T

pr@?&eéﬁd FcARste R CRBLAGH 6F §ut8 dBvicl. 18dnd REhI Jﬂéngﬁ‘i‘élt &héh
[ up to a point, the larger the nunmber of

demqeas ik é@drﬁ) aaptize, featusep pﬁﬁ!elaypqrﬁ@s fingerpri deatunss, ;al sorralled
tt a characteri z
m@l’tlg l{?é%fﬂzlfyb %ﬁgldg ?&aﬁgnsn\glﬁeé% ghl E{;‘cg %nplg(?getsy egin, een?t llgllfurcate.

r esalk ist knoRvivib Ibaseodutsiiated gepefityCaatylsis prodtsdee apen §uvh minutia.
necessar%1%ﬁ ut ati onal over head reqU|red to process

Fariexarplg; agtomated fingsrnray 1deptiticatjogsystems rrwéw gulemgtic
cORFRHEREILRPERATRS daBit&] ﬁuﬁlfna%%tgntea ng@@%%&the A& BUE

using these conventional approaches to asperit
mipatie of pamoramoresitear praviaislyastored recoBisi Ehe Doy pf puph apf

he above n are.a eas
g e TR rPeato Sr Dy G RurBE e e el e b sBatieze o
giv@r aspefigpattyrndeiae il 1P HESHAT, tHéergbﬂthE hembert dwilired minutia,
Il ed description, particularly when studied in

det
tw&ﬂfmeﬂlﬂ%ﬁ avwﬁeltywad Ypigiply ghe SixpR péfesn can be characterized).

Conversely, however, increasing asperity detection resolution will often significantly
increase the necessary computational overhead required to process the additional
information. As a result, increased accuracy becomes more difficult to reasonably

achieve using these conventional approaches to asperity detection and characterization.

Brief Description of the Drawings
The above needs are at least partially met through provision of the method and
apparatus for asperity detection described in the following detailed description,

particularly when studied in conjunction with the drawings, wherein:
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WD 2004/ 061385 PCT/ US2003/ 039422 2 FIG 1 conprises a
bl ock di agram as configured in accordance with an
weniwadseht of the invention;, FIG 2 conpri SesP@I/US2003/039422

si de-el evational detailed schematic view of an

asperity detector as configured in accordance with an

enmbodi ment of the invention;25 FIG 3 conprises a flow

di agram as configured in accordance with an

e b oBiGhdndongiristhe bionk dizprannas delnGgured G0 agord@se &ith an
evational .detail ed schematic view of an

esjgdcﬁ- gl n s ( \
TP HIVPAI9Y cont acting an asperity detector as

conf P niflisae s SHCARGRMat fet@iled SABAITBEY ofhn %Q%rity
invention; 10 FIG 5 conprises a side-elevationa

defeqter 4seanB giredrin 4csondanse with amembediment of the prvestian; ng an

aspegy later ti confi.qured.in
cbor s SRR 8v sl Boet o PR il 8
erbbatimpnt felke mvpeiohpecti ve view of an illustrative
asperjty; FIG 7 conprises a tqi) pl an vi ew of )
il A omPrisgibeiferslen atiqnabdeiaited schymggicdew of an pspetibh
; i E i: ' dance
iy DR QRRE gty dSior s SO AUl Hifigh
emndimested the invemtiod; agr am as configured in accordance

i mhodi he j ion. Skilled arti
i 11725 5 BERERT Rl Sl YRR it og e wsperly

contdctifg bR b§Rrifyodetectét 48 bRl tihé ¥s @diflightedih b¥codhcd NG an
not necessarily been drawn to scale. For exanple, the

ergqiiment ol dhegvenion; of the el ements in the figures may
b ' t : .0. help t
De e g%rog{ep?lgeé' aﬁ%p?%#é%ﬁet \ge&.olf'%ﬁ 111%%%?%%?1%‘& epto

I mprove understa various e of the
pr esldit. 7 dompeis¢s otop pAnsdew o6 ithustratbwet topedrhphic cei&it@ibhg

. elenents that are ul or necessary in a )
inf B Fox 4 Asp B EG o rGIE s ACacymi it afsmbodimment
ofdRPintt@thnl Bn®rder to facilitate a | ess 25 obstructed

view of these various enbodi ments of the present
i nvefiG: §rsomppsesa flew divgeam ppeandiguredrie pedordanse sitkiang,

enbaSHaR o R ihp&ﬁﬁnvar i ous enbodi nents, asperity

detection occurs over tine. This permts

char$idet arfisang vell gpprecia e relcnyentd infthe BgpesiretiBustdated for
simplicity and clarity and have not necessarily been drawn to scale. For example, the
dimensions of some of the elements in the figures may be exaggerated relative to other
elements to help to improve understanding of various embodiments of the present
invention. Also, common but well-understood elements that are useful or necessary in a
commercially feasible embodiment are typically not depicted in order to facilitate a less

obstructed view of these various embodiments of the present invention.

Detailed Description

Generally speaking, pursuant to these various embodiments, asperity detection
occurs over time. This permits characterizing a given asperity with respect to its
topographic characteristics (and also, if desired, the topographic characteristics of the
surface that supports the asperity). Such information can be use to characterize the

asperity with respect to its apparent three-dimensional form factor. Such information
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30 topographic characteristics (and also, if desired,

t he topographic characteristics of the surface that
wWGQaEpost3ss t he asperity). Such information can PET/USH03/039422

characterize the asperity with respect to its

apparent three-dinensional formfactor. Such

i nformati on WO 2004/ 061385 FCT/ US2003/ 039422 3 can

al so be used to characterize the elasticity of the
caaspher bet ysed aschahetarizplid dlysticly bfmaghperitjé /(ﬁsahe:ahspéﬁ@tis brought
.Wth an erity. detection surface) and/ Qr the .
i SqY4SE HAD B AR ggtﬁ%t}qnt Sy@%&) angﬁéth&srﬁ%h?r{cy of ghe asperity (as
the QERY R isTrERBV&ORE A Chntdb i Wit Aneafy deYectl&h @&Ifacgg

surface). Pursuant to one enbodi nént, points o

cont Bwsuasétomnsrenthedimentpniats af pantadt betsvee onmdr mnre asperities

er.l etection.surface are ted at first tipe.

i bty 9EeEilon Qdy iy S e Atadeeeb iR s firavty o
sis€itfridiohalf @ s}cont @atpg ithid Soifth of B6Ht a8 hredRinfgéd) Wit &ditional

W th additional readings being taken and captured as
regdiags bangishemandgaprusest asdesirechand/ ey apprppaists tp @givesrapplication.
T oIR8 18h 10040 hOGRBBLRER Ao e
teapprlliytbpsecrap@ty eharactenizidatiata. 10 Thi s approach does

not .hecessarily require iﬂcreased asgfrlt deéectjon )

| g G AR Ao B ket e B dn g ted aSReri delsshopgBpeing
re€dufi SLarIAREBT IS a¥ didd ateIPROSIAFAR] éoRBerdk thaPhMBPer adoption of

techni ques that are intended to inprove accuracy.

othenteshmiiea et arg intandedde Ampiove acqmw@bﬁ@@@tanfhxg@s benefit,
! i onal . .
SEREHE R nERRLLR LR ARl ARG operoiging,

aracteri zin
cankemt that canssighificeahtly dtnipadvee lthd accodic paperelibyilibast@pdrity-based
L ti.fication and verjficatiqgn. In _effect, then, .
ldFﬁg?cab%laaﬁ% ejohas s’léfeqspfgﬁm ABaraved asguracychssest won additional
fehtdfeinfBRnaAth {sttBinb@WiBEuid M EnRrAOTRRASL Mt S lution
increase in resolution conplexity. Referring nowto
coppexdtyawi ngs, FIG 1 presents a bl ock di agram vi ew of
a Lt sired. tgpographi cal.
anal syl Hob o ERAL g cE T S0 R AR Vit or o
pletdsrietoysupfort the rksifedi togo gapédally indet eei i allylPase@Bsperity
ossi b serv or..t hese puagoses, but for_a preferred

f
deforEiBn Arbrricty O ideRtiiRg Fyey Rispir 1QcasoseibBrsens for these
pUEARERS, iIb8efor @ pr&eired EBodlindf ﬁfeQEergl15§i:f1% tdsl%g?g?‘%t&%f%r 10

reader. Such a reader iIs describe
cogiriseth Ssigtiesdibetarget divgspasperityiremles. 4Bich afreddedisalescribed in

J 01,and ent.itle - od d us, for
S ERT I SRB 08 P S IR AR R 28 R
"Médthod @hl Agiaedys for eGhadyBeasin®¥nd BioSagee {tBE 8MRENts of which are
hereby incorporated by this reference).

Such an asperity detector is generally comprised of a plurality of memory cells
that each include at least one charge storage device. This memory can comprise a solid-
state memory such as, for example, a random access memory (though the memory can
be comprised of a static random access memory if desired). In such a memory, the
charged state of the charge storage device represents the logical 1 or 0 that is stored
within that corresponding memory cell. An asperity contact surface overlies the

memory cells. The asperity contact surface has a plurality of conductive paths formed
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Such an asperity detector is generally conprised of a
plurality of nmenory cells that each include at | east
wor@4obsye storage device. This nenory can cOPEI/USEO3039422
solid- state nenory such as, for exanple, a random
access nenory (though the nmenory can be conprised of
a static random access mermrif if desired). In such a
menory, the 30 charged state of the charge storage
thdenghdesuch phiat aeletss sohe of thgicoaductive patis tleadondsctivtlgreddpled to at
corres menory cell. An asperity

t hi at
lea%r?f’llggto gﬁrcﬁlﬁrc,gg SE\F cg&é’g"i nmenory cells. The

aspeThds¥ c6RMBES sFRCEACHIIRS cfochRbi dstbid Be HRARGUGEdYE
paths formed WO 2004/ 061385 PCI/ US2003/ 039422 4

anpreRIiAihcanduelivetmaterigl. }apfqrddg,tth@@ wgn@tctwh suréasasl angtgoidaplated

RS St e Lo PR aliB B sb EPR I P i,
regamtp ltheseccﬁidaeﬁxfdliﬂlefa@e%dﬁt sctfle ahBurdt OF ARAstefe vAll¥still likely
ﬁ_r opriate conductive material. Preferably, these

a6 dhs apeeidty coaaelsuiage; gmlﬁgqimﬂf@tg aids jnyyaveatipg dehiljtating
ccﬁRﬁfcfi&QIf tRUEInRE&iWshi acférsfl Yh 9&aiTHE RaRk %ﬂhe%ﬁd&é?ﬁ/@sﬁ!?&ces are

protection as regards these conductive surtfaces
capied tarsommonfraiol st aonéuativk Isusadek hltérnite iwith pereet toddetng

ntact surfa such gol | ati ids in
oy PR B tpes ittt gt a2 somarodi DR Tebiited ppivatch, in
fast) tHeame ik storibediddick icBilple® SuFFaces mbf Suﬁﬁﬁl‘%ﬁﬂlb ¥&mmon rail
surfaces are coupled to a common rail. The conductive

cwkﬂ&e@ceaw@pm@ww 0P ¢ bk SthergrigageveentDansaaiivsate t o
Jsgﬁg%eczﬂlﬁr A ggcﬁ" ¥ﬂp9 éltaﬂ}gfi hgg%c%gfgggﬁbseb%?élécgtlon Context.

preferred approac _
devi Be apeepdriy gtk aleeme iragnded tforursb éi sdrhﬁngd'mgﬂmmnfsatﬁe

. d f3 b ly. 100 to 1)
a5 g anditio: 36RGor Yo FBabarABativoh 25 Sidn igrhiny % sdpem in

leRStRVTIEEm bRy s Wit thQF SRS Bordin Btk ¥Efo@pPh Ak | 'aﬁﬁ‘
context. For an asperity capture device intended f

copductjvg SQ@&@F sen Plieﬁg?gblp be disposet e an. Brraytrasiry isigable sensor
CO%I%?E b)g‘éﬁe %ﬁ@%%to%onl& t 9ﬁn$«ﬁplar$pcrogt)§lc{r%rﬁcé/ 1.25 cmin

cmin nenory cells with
t heiAs simmﬁﬁwﬁdi rhe Eﬁp&ﬂg&o&ta@f agiceleyiof 8% ididifying asperity

ond ive surface an preferably be di sposed | n an
defge %aya%es%ﬂna’ﬂéﬁ(? Pgﬁ} ePoxy hagssrial and prefgyably an apigotropic

m@t@hhlr ?h@éﬁrfdh@cﬁ/e(}fatﬂstb@ oIS RRUER Ehe%?érﬁ?tc?ﬁt%tfsﬁﬁﬁce &8 be

shown in FIG 2, the asperity contact sUrface
coptpsispdiefrantlyetivg sabeyes 22. Puclr contlctive spherts 2fmyn beapproximately

seg%{@gllgﬁﬂs glt a 1%” 1('e P %{mn%t Sad c%aﬁldjﬁcctofl&r I%f(g?ﬁgl lg g aﬂ&rml may
préﬂefab%gimcmﬁe alasmdé bbatlrtgcﬂbbﬂt&he sphefaa e 301@5111’9 @lthough the spheres
22 will conduct electricity the spheres 22 also present considerable resistance to the
flow of electricity.

One or more of the conductive spheres 22 are typically positioned proximal to
one of the conductive surfaces. In fact, a plurality of conductive spheres are likely to be
positioned proximal to any given conductive surface. For example, presuming the
conductive surface and conductive sphere dimensions as set forth above, and presuming
a sphere doping ratio of 15 to 25 percent, there will be approximately 8 to 12

conductive spheres in contact with each conductive surface. This level of redundancy
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conprised of conductive spheres 22. Such conductive
spheres 22 can be approximately seven mllionths of a
wWorea0e61i385 di anet er and can be conpri sed of ni cRet/UST®039422
ni ckel may preferably include an oxide coating about
the sphere. As a result, although the spheres 25 22
wi Il conduct electricity the spheres 22 al so present
consi derabl e resistance to the flow of electricit

assGRe tiauk alroomduofivé Mfacem(dud; theire:osrpkmmémgmem@ref cellpi }a/llbley
posi tion

h duct
actiyg lafl% é‘é%‘ﬁ‘g‘ erﬁroog’@taSpe&‘% F??F‘é‘lgl af’§; %’f ggc?gﬂgg‘ffg%: i l/\e/ ° spheres

are ¥ dofhpPRingRRSAshbAYREnREO B 21 I bRty c@hpressed and
con uctlve surface. For exanple, presumng the 30

curedrftheb chmprassioh apdcuring, b@ﬁ@@étmw@weethat HeRPPERdPogidon
of %Ftsalfge?%sgibzygﬁgsély Eeesprj. ’I{i{g#e%&@ A X (iSPARERe BPRE @P%é'r%; %:(gntact

e approxi mate
surfaze 2¢ @Bl YE temed &p&ﬁﬁﬁ%xpﬁseaﬁlatmcﬁomﬂthe eaclcticraphetes 22.

surface. This |evel of redundancy. WO 20
Fopwmm@b@ﬁ@amwsms Cleauyin® e tetilized %%fiw&%‘?’% Eesult.
Sur f\)\ﬁ’fep t E(ﬁﬁé&? &g%@&@ﬁﬁ&&ﬁ%cmcﬁ $i8lrhd@ng Mﬂel:ts of

be nd aval for the asperity sensing
thmfﬁa&gef ﬁle objestswilloatagpomye afchpednsiupigyet erggg,rgd; qsl.try:nt will

act surface bot h ,.conpr essed
Jﬂcﬁﬂn I'S}l]logﬂﬁ cﬁza‘g?cﬁ%har% g%) dev1ce and (I:onnglﬁéte ﬁ}]l%d&has
coidésp 6%([’5&5&@’(& erbh@the EOMuCﬁVEBSIﬁ)Bft&haSS ﬂﬂcdndhd:ta*elc}bntact with
resu ts. Therefore, the exterior surface o

thesepdugtivy Slﬁfmea&tm@hthae@e@]}“é@#ﬁ“&é@%%@?&@@ﬁws
sp}égﬁp gg‘ﬁ?du%{lv%s&ﬂcg hgip tooxfe élhﬁe %Qxﬁlﬂib%trhf‘f erigphe E@l?fse2 Zvﬂl &Rkt in

asna eansi ng can be utilized
dlsbbargmlgl tRatepattivinr chage BtoragWiecha The bﬁlﬁb@rg@b stetgcof $he ¢harge

stoga e Be R B B BRI T2 e LR LR S R I hspl a
p%ﬂfb@ﬂﬁ'tléc\éﬁoﬁ Qhﬁ%%g&%ﬁnﬁéﬂnﬁe@ﬂﬁmﬂcb' 10 flow f r om t he

previously charged arge storage device and t
condeferiivg agam ﬁtaEKi ds thebpyedysenbrd idewing, aSEfPi’F}S dejretor 10

t he, con d t
SeNYFs 1F SHPH ¢S nsgﬁ IV eS% %Jtp]faegg‘g?e %‘ﬂ]?%%(ﬂg ﬁe o%tf(g{:hieg%mg
aspdriik bn tlengirfabe Oﬂgfbw tHae cortantsithe taspesity contact surface. A
sphere-caonducti v urface Lr tore chth
detegtor cothﬁlEe g lgg éhe @ep‘cﬁ%’}nggﬁpeinty etecéﬁog cg%‘géves to
cohéﬂat fo‘?%k!uhﬁlé' @hexpmr}gﬁv f AeROR: 168 bheates [oe etirsslbbyged
state of t e 15 storage device then serves as a

contialtiag tchargmgrog? tln jatgezstarhge drviceg ok theletector 10hdn these

| t
et o sRiSRalaniHied 1ol 86010 el pRbid AMREEPE Bty
deflRE6H ith@tts) Tiefikilitate tds, alkndatédior cdatrelidrdn cif either include an

integral timer or an outboard timer 12 can optionally be used instead. Such a timer

(either internal or outboard) permits determination of predetermined time intervals,
such as intervals as small as one one-hundredth or one-thousandth of a second in
duration, to be accurately and reliably determined for use by the detector controller 11
as described below.

These embodiments preferably provide a memory to retain the results of the
series of temporally spaced asperity detection events. This memory can fully or

partially comprise an outboard memory 13 and/or can be fully or partially integrated
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serves to sinultaneously sense and store tactile

i npressions informati on regarding asperities on the
waeacssdf an object that contacts the asperiP@T/US2003/039422

contact surface. A 20 detector controller 11 couples

to the identifying asperity detector 10 and serves to

control, for exanple, when @nd how the detector 10

operates (for exanple, by controlling charging of the
wﬂhhber genrmymgaagper@vlememr w (astpeesduteé by dhe pl@)ltom ling bassdenoted

odi nent s, i den It C
i)tteﬁ‘i’eégn%Fr?la%s d“?eﬂr? ge ?mg%‘ﬁg’%f‘{; h\é{et ect llgn ym%‘ag%emy

de’cd_@cmf AFbdrhpiea tistive UREhAES RAEAT the adnial lcaii aflidast Zirgely

el ther include an 25 integral timer or an outboard
cort(lpmrthqgha@gmst@q@ge derdegsyol he 1gadey itselt ead. Such a tiner

ei tern # r

O e e Py

the¥pdrity agfoan@ionNBorhuxathpi] tdpographic@spdrisy se;mezkentaut)n toformation

second in duration, to be accurately and r
as AR IRRIMEBIOY bboabe ESSEA RETHP ATbREH 1§10 §hlect dgsired
1deﬁﬁﬁ&{t 813%51&13? hﬁWorlg’aQioI'dgﬁﬁu@sﬂt’Od' ments preferably
e a nenory to retain the results of the series
of Se rpofigired; ssgue pltfanp genarsllyerees to pipvidgetlegst opgi s

RSPl or K B0 e R L U BB dgeroty
coﬁ%szt@QHé ﬁ@ﬂtﬁgﬁlgpa@ﬂérwﬁa%%ﬂﬁgﬁ&ﬁﬁ (ﬁntmltthelhhe and a memory
dentify g%asperl ty detector 10 (as presented e
owﬁblmceﬁplpd the édengibipg awerifydetestrte B lhlfﬂre?xérnphfhe jigrage
of oL E "o SERIEH B the oHAANeS i“%e@ﬁ?‘i‘%‘*ﬁ%%‘% SRR lip
The {n@dgmmrcyrepmsermtlfolneﬂstshdﬂan belby in @mrp dctgé, eyigre @h]@ﬁijén part
s or evic of .t d
A R =
@sétatidhh A s AP 6¥ill b¥ sheW@beBiv, Qth aﬁﬂﬁtfﬁxﬁdml farther
topogr aphi c asperity representation infor nrat{l
captutesiuak ieniperalhes gsperity deipstip cyeatsd PEEIY g %%tﬁ“%%twn asa
fol B B o o P SherkiEBhd o R RnERRRE of
thd)dxs@hﬁ@ersm gener al | y serves to pr ovide at | east one 10

identifyin etetor ctor t
v IR G b ot AR PER BesEt GF PRl
pldtﬁﬁ&tdsfrﬂldyr& ﬁﬂ%'r&%a&@lﬁ@d‘t&ﬁs dsPefedsy 1t019£fﬁ}dteﬁhal surface
thereof, "and a nménory operably coupled to the
(suchien i fingeriip) averersheyt pese ef Bine Hichapprities £ bo fermp@ple,
e.storage, 0O
th%EtbcélPP lndggs tg?t def QR 9%g£@u %Jh%% 1 ?seg%tﬁ{ae% gl s gfm&ﬁ? and the
like. More particularly, in a preferred embodiment, such asperities are detected at

different times, by detecting a proximity relationship between such identifying
asperities and a detection surface such as the ones described earlier. To illustrate, and
referring now to FIG. 4, at a first moment in time when an external surface (such as a
fingertip) approaches the asperity detector 10, an outermost portion of a given asperity
41 on the external surface makes first contact with a responsive portion of the asperity
contact surface 21 (in particular, in this embodiment, a specific conductive sphere 42).
Such points of contact serve to detect and provide an indication of a corresponding

asperity feature. As the external surface continues to move towards the asperity
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The topographic representations, as shown below in
nore detail, derive at least in part 15 from
WO 20006383 y- spaced asperity detection events tP@er/US2003/039422
t oget her provide a conposite topographic
representation. As also will be shown bel ow, such a
pl atform can further capt ure such t enporal | y- spaced
asperity detection events to permt characterization
detestoa 10f tha@speoity 6f cehprstses '(ats;suggaétednn FEG. 9)i Bwwhycoafpréssion

asperities and the under]l surface 0 he i
EGRBa 1ES Eotrrmetlro s eSSBS o npgshy pasbrapheres
(5988652 bedis(eXam ?m bt PEIR@ELy 280 diMdn titl PSR 1B ASmMERYcaPfired in

desired) repeatedly detects asperities 31 on an

Flgix # By e3pteniftef thisdater inflermagion dh¢ pragesstcpplyres wdditignalinoparity
|€ of time. Such asperities can be, for exanple,
EE ri‘'ction ridges that define fingerprints, palm

pri Mvih réféﬁh&eﬁo RKGsyeée aﬂdwt ietdishe stoal tiahiffekdnk ortivBs 6f a given
particularly, in a preferred enbodinent, such

asa%rﬁx il erecdetesicd o ifGuend dimesas sy miprig comprisingdhe aspprity
be@&h@scédfng}?eée@ﬁgﬁﬁﬂﬂe)/asg& tgght@fz‘% i 6 RPLMRERr SHE R ost ouhtwardly

dent | eritie tection surface suc
extemdingepootives of decaspdray tawdrtd ifiest coffiacti the detestat H) withdther
referr now t.0 Fl 4  at .a first noment jn.ti
PR RO AR AR T o flaf et Ho? xR A b Eexample
ﬂlmtsaa@ RSt dltRarisiRtidd §1 oetheas féht}l@l waDcsid @ iflfetector 10
tion of a given asperity 1 on the externa

ﬁréfu f‘fué’c‘}‘@d hik Egeritimesby & toas awaw portian F2 eh B SpRasity 41+ Whiph is
foﬂéw&ﬂf é@%anﬁ%} g 168 Qﬁ%}d &Jht)ﬁ%g £ne ?:1} (d\?gergcgﬁg.lr 1§e§7‘ hgt;ng

eC| condu
wigcic porponmfsthaﬂetecﬂnt mfacs exre\mntaoted btyahd aspaudtyms @udtdgivantime,

tng UG PR g b el et SRR d doteiisobfeppnaiion 7L te
asﬁﬁ‘ﬂ? b s RO 61§&'§1 el ﬁ&%ﬂ%nf&n@ﬁéﬁﬁ&wnly

0, the asperity 41 conpresses (as ‘suggested in
Wl@) respugt o agansrabEue émemm@qlwnﬁgyrab@mg ¢ pipeTifis e na therWlse
oL nR S RS i AR SO i
diﬂnamsmnapmnﬁguramohltlli&ecffr omthe nonment captured in FIG

turln thls | ater .i nformati on proqess
cap%’?ggg) 8‘?1@1‘1“1 Siaugl t%%%?HhEVerﬁis‘i"}?t%ff‘}?étPF‘bVﬁ‘?e MpaHnetu
chgﬁ]@ﬁﬁ@iﬁg EnfbAndiloBe ga@dlﬁg Uhe/identd fyﬁ@@sﬁ&ﬁﬁ@ %P b @lample, an

ferent portions” of %Even asperity 41 are
indjsiduel Suchainfatinfation ean thedefnye beaysadie imuease rda’l relianiiityiasilng

ri ressed agai nst the asperity

st by AR RIS ERE 02T Ot varal

ext eSudh ifofmetion@as an) bé hecd® R@s#atirikenghetitesf (afidbr the

cont.act the detector 10 with other
underlying external surface that supports the asperities) in other ways. For example,
with reference to FIG. 8, following provision 81 of such temporally-based asperity
information, elasticity and/or resiliency characterizing information for the asperity can
also be determined 82. By detecting at various times a predetermined level of proximity
(such as actual physical contact) between the asperity detection sensors and the asperity
itself while the asperity is brought into proximity with the detector, elasticity
characteristics of the asperity and/or the underlying surface of the asperity can be

ascertained. In a similar manner, resiliency characteristics of the asperity and/or the
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10 portions contacting the detector 10 at |ater tines.

For exanple, in the sinple exanple illustrated, a
woreak/oessmar d portion 61 of the asperity 41 w PET/US2003/039422

contact the detector 10 first, followed at a |ater

time by a |l ess outward portion 62 of the asperity 41,

which is followed yet | at erd by an even | ess outward

portion 63 of the asperity 41. By noting which
underlyingwerfafe dftie aipéréytcan bs asceraisedibeneting the sage kipds pe

asperity .as.each given. tinme, 15 the.resultant data. can .
PR e R G RS e 38 theaRr i P e BpitoSriowith
th@Hetb&i6r. IRpRECUILY, sBéh dHatddtrisaésS@vial tHehfselvés asPUedt tBne, portions

representation provides information not only

W th
ofthesprperitytaake cgatset @r brepk comtaethwithihg detentor yifees asonfugetion of
ol SRR b, T GBI B ah Bl Bl WP Btce.

t hr e$o cahifigared] Dnaiety ofdspetityateteation/bler sadrizi@dmEelelnisms can be

t hree_di nensj onal topographic yepresentatjons provijde
replgi R RRmPEnA P RETBIIAFHET FHit bF Iraf T GRFor g Pa RE o sperity
dekedH1i0f %1 TehoBSRRE tali&Sufthee. TEN,8X %Y@ﬂ'u%erlﬁﬁlt of an indiyidual is

i ndi vidual. "Such infornmation can theretore be used to
moveseitls eespéet ta sich aingetpyinhredderautiaeeathe dstector 10 can capture a

PSSR R AROA0 B BRE R el P pteermine acre

ofde@aifyl @&h@afdl shysicAEcotact) Ve hy ifidgerpiherchddr stifideat @ time
that supports the asperitjies) in other ways.. For

whsteth PerespoRding Feprespriatien oapesd. Bhe resylfashpsiys of

refiefetlifion0 oBH B b WG th SERPK Aol raBfiR AflardSRALIHON of the

nformation, elasticity and/or-resiliency

fingegprint.t $ch zisages offrepraseniations can hehapasebas thy fiogerprial moves

be er.mned 82.. B etecti at, various. tines
oy SRR P et T fachasy e thl e ey face, or
dupihgYolinéveadnt act ) between the asperity detection

sensors and the asperity 30 itself while the asperity

i s bFeargsrlution of the rexnliant femporsllyt-brsed nfeigpasion comprises d

Loty ; LD . . _

PR, pEibhet in 12 LR Slaioh o o ch B R b ef B A8
infrsmativaiReedtivd dischasgenditeat asparityareadersest pbentally capable of

characteristics of the_asperjty and/ar the
reSeling G aEe Tmene b Gosr Bagrsbod iR ath sSatRe TR panygroses.
hdv&k%ﬁ}%@ﬁﬁl' dnd iﬁ@ﬂqx’é& résu i Eérﬁlbé“@&aih&’d Wﬁhicﬂﬁsi&é?ﬁo@ dd¥der

kinds of proximty relationships at various tinmes as

intereal ngiween apfuse pemtved from proximity with the
dot . b L
. ﬁ efﬁeiox;anohg‘ eRBSdik Hﬁts %%1% f@é g‘?lielﬁg%’é %&%?ﬁ}'{ ﬁéetécgiéggaﬁ(%g@us and

ensel ves as, over

méethkés abtehdad provide Mticeedsed qunsicity ofdhalactenieingdhfociation without
surface.as a function of 5 elasticjty and/or .

TeWENg B ARpeass wtﬂéesggﬁéi» vy dpensionaliftpeis resplution. As a result,

actRAey hyd REaBUBPGh e $rE A& without occasioning a commensurate increase
with respect to, for example, the imaging resolution of a given approach. The three
dimensional and/or time-based characterization of an asperity also serves to more
completely characterize a given asperity and hence renders fraudulent activity less
likely to succeed.

Those skilled in the art will recognize that a wide variety of modifications,

alterations, and combinations can be made with respect to the above described



So configured, a variety of asperity
detecti on/ characteri zing nechani sns can be realized.
wo-n4e538pl €, a fingerprint reader can be readPCTUS2003/039422
provi ded by using the asperity detector 10 as a
fingerprint reader surface. Then, as the fingerprint
of an individual is aned\ﬂtr1respect to such a
fingerprint reader surface, the detector 10 can
endaqdﬁmemis withOuisiepartiag <ﬁrforrr hp Ispisiia abasdope of th iteatibn,i antlithat
t hat h ve . at ast r edet er nedeaf ee af .
bibrcatjons, Ao s, s ooy afioRh s g A eGet Ropgathin the
mﬁulﬂ@ﬁmeqﬂv@htwee@ﬁ,@é tsurface at a time when the
correspondi ng representatlon is captured. The
resultant series of representations can then be used
to forma topographic characterization of the
fingerprint. Such a series of representations can be
captured as the fingerprint noves 15 towards the
fingerprint reader surface, away fromthe fingerprint
reader surface, or during both events. The resol ution
of the resultant tenporally-based informtion
conprises a function, at least in part, of the
duration of the tine intervals between capturing such
i nformati on. Resistive discharge direct asperity
readers are potentially capable of 20 reacting to
capture intervals as brief as one thousandth of a
second. For many purposes, however, useful and
i nproved results can be obtained with considerably
| onger intervals between capture events. The various
enbodi nents set forth herein for asperity detection
apparatus and nethods all tend to provide increased
guantities of characterizing information w thout 25
requiring an increase with respect to two di nensi ona
i magi ng resolution. As a result, accuracy and
reliability can be increased w thout occasioning a
comensurate increase wth respect to, for exanple,
the i magi ng resolution of a given approach. The three
di mensi onal and/or time-based characterization of an
asperity also serves to nore conpletely characterize
a given asperity and hence renders fraudul ent activity
less 30 likely to succeed. Those skilled in the art
will recognize that a wide variety of nodifications,
alterations, and conbinations can be made with respect
to the above descri bed WD 2004/ 061385
PCT/ US2003/ 039422 9 enbodi nents wi t hout departing
fromthe spirit and scope of the invention, and that
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such nodi fications, alterations, and conbinations are
to be viewed as being within the anbit of the
WO nooef06i38® concept. WO 2004/ 061385 PCT/ US2003/ PGRURN03/039422
10 We claim 1. A nethod, conprising: - detecting,
over time, at |east one identifying asperity on an
external surface to provi déoasperity information; 5 -
using the asperity infornmation to determ ne
Weepd@t aphi cal characterizing information for the
external s %iace..z._The met hod of claim1, wherein
det e&t‘gﬁ@etﬁ CABPTPIAE| udes detecting, over time, a
Pl ur adekdeyinf ovieri Gk ityéaegor@%_e&{ﬂfyﬂng%s QRitABn B bAEMA! surface to
surface that conprise friction " 10 ridges. 3. The
preveitlp espeoity miferimation; cl ai m 2 wherein detecting further

i ncl udes detect.in at. different tines,. .a . proxim:t.
o1 st o pbtbb gy et o 4Gt b RuaRy bk Ghe
infepation feshadderaaldaifeed i on surface. 15 4. The et hod
of claim3 wherein detecting, at different tines, a
proximty relationship includes detecting, at

predetgl %Jliﬁ & dBm NGl ﬁetefchi? it éﬁiig&lﬁé'es detecting, over

rel ations etween’the plurality o entifying
timg peplintaliysofd dehtifhing dgteeitics anars extémelesurfate that dimeprise tihictibn
(ggfg claim1l and further conprising: - providing a
t'ection surface conprised of a plurality of asperity
detection sensors; and wherein detecting, over tine,
at | east one identifying asperity on an external

sur fhddiepeethechaf dimeaisiing whereisrdetacting further inshudes detecting,
| e AL R SHE SRS

aspéritiesrané aniatecton frathee. 6. The nethod of claim5 wherein
detecting further includes: - detecting, at a first
time, the asperity detection sensors that a given
aspef, iTh nidBod & dMIRCEHRERINNRERHS 4t Qi ffeferMitintbs! Pproximity
ggow de first asperity data; 30 - detecting, at a

relagionship inchusles dgtestimgnatipiedetpsmined tingrataryals, decproxinzity t he

refaitigﬁsthi}; ibépt?v’een the plurality of identifying asperities and the detection surface.

5. The method of claim 1 and further comprising:

- providing a detection surface comprised of a plurality of asperity detection
Sensors;

and wherein detecting, over time, at least one identifying asperity on an external
surface to provide asperity information further includes using the detection surface to

detect, over time, the at least one identifying asperity on the external surface.

6. The method of claim 5 wherein detecting further includes:

- detecting, at a first time, the asperity detection sensors that a given asperity has
a predetermined proximity with to provide first asperity data;

- detecting, at a second time, wherein the second time is later than the first time,
the asperity detection sensors that the given asperity has the predetermined proximity

with to provide second asperity data.
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the asperity detection sensors that the given asperity

has the predeterm ned proximty wth to provide
wg@e@andi3gsperity data. WO 2004/ 061385 PCT/ US20PGr/0SBM2E39422

11 7. The nethod of clain16 wherei n using the asperity

information to determ ne ?ographical characteri zi ng

information for the externaﬂ surface includes using

the first asperity data and the second asperity data

to determ ne a topographic shape of the 5 externa

surface. 8. The nmethod of claim7 wherein the externa
sur f addesagthed efedainy 6 Wagrsin lémaoféﬁ AFRSH tymigrMLAR to qeergine

toppEiafEt ] S dbuefyiBl Michmiieh Bunb SFuefst MEREL HRIRREUGRE the first
aspewtiyrdat andehesagond aspgrityttiateaepietaryne atbpographio shape of the
determ ne topographical characterizing information
a?ﬂpgﬁﬂgp%&ternal surface includes using the first 15

asperity data and the second asperity data to

determ ne a topo%raphlc shape of the given asperity.

11. §Héemegthetioidlainl Aivhesi epéﬁemabmgqca CorgPEses at least a

urface conprised :of a plurality of
mgﬁéégféﬁﬁggtectlon sensors further includes provi di ng

menory integral to at 20 |east sone of the plurality

of asperity dete tion sensors. 12. A nethod, )

conpt-i dieppethod oA} S‘erew&r: o eAY 2 PeFtiqneafdhagd gomprises 2
ﬁﬁégﬁgjfylng asperity on an external surface to

provi de tenporally-based asperity information; 25 -

using the tenporally based asperity infornation to

dete & at el astjcit res n

char KLrE e G ety Phsinrls R hE binbpE sfrdlip} felermine
to@@graﬂlﬁl&al rRadaeerigibg ¢lfainiatiba fanthe extctdag Emfa&ﬁmidlﬁdeﬁ @sm g the first

a plurality of asperit, detectlon sensors; 30 and

asppialy lagn @éﬁh%cha asperiycisde todetrymingen topograplie ghape of the given
mgém?(lty detection sensors to detect, over tine, the
east one identifying asperity on the ext er na
surface. WD 2004/ 061385 PCT/ US2003/ 039422 12

11. The method of claim 5 wherein providing a detection surface comprised of a
plurality of asperity detection sensors further includes providing memory integral to at

least some of the plurality of asperity detection sensors.

12. A method, comprising:

- detecting, over time, at least one identifying asperity on an external surface to
provide temporally-based asperity information;

- using the temporally-based asperity information to determine at least one of

elasticity and resiliency characterizing information for the external surface.

13. The method of claim 12 and further comprising:
- a plurality of asperity detection sensors;
and wherein detecting includes using the plurality of asperity detection sensors

to detect, over time, the at least one identifying asperity on the external surface.
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14. The method of claim 13 wherein using the plurality
of asperity detection sensors to detect, over tine,

W0 b@4@b13Bast one identifying asperity on the BXI/E82088/039422
surface further includes: - detecting at a first tine
the asperity detection sensors that have at least a 5
predetermned proximty to the at | east one
identifying asperity to provide first tine data; -
det ept. Thg n&dthod cfetHmd3 wiakrein uhingﬁhd Iblﬁraaﬁp@ﬂ‘ dsparity detection
detection sensors that have at

SeRFES dstst ver Bméaxth?natt lgas[t 0% ],gl@n‘réfeylr}geaég@rltg (o8 the external surface

fuhﬁ%’lmﬁlﬁﬁ(ésng asperity to provide second time data; 10

erein using the tenporally-based asperity
i nf or dectiog at oficketime rﬂnmpamty detemtion efmeonsfthaé harest atd¢asya

{ .
p et BERRL OO b B RS By gime
d#8d the second tinme data to determne at |east one of

elast|C|ty and resiliency characterizing information

for tdrtecting et megeondsdaterciéne i apperity|deteptiamisnses that byve at least
b pPRER o BRLSAI 1 80Pl SRR p AT Bladin
timeiditace conpri ses deternining at | east one of

el asticity .and. reS|I|enc cteriz i nformati on

for drvhigeipgsipg thegemphgs 1%3?[% Safﬂtmf Bnation i detsrmine at
1e&8 bRE bf Q8sticRY Ghd ?ésﬂ?%nc;a&halrfc?ecﬂm orﬁﬁ‘ubﬁj Fdi‘tﬂ'léC Hit8dal surface

asperity on an externdl surface rovid

lncleldmsmg the [fiast dicheadatreanidithe s¢aand tlmt atmtmdnt@rrum@t least one of
61%82101 3 I&] %rs]ﬂl%\r/lceééceﬁra:r mt?érgg'{sgef: ol?‘gxﬁééﬁa ﬁ}glléee&q‘% nglc g{fa egg;/ed
one |dent|fy|ng asperity; and wherein h3|ng t he
tenporal |l y-based asperity information to deter f
| east>- é‘ﬁéneé@de?fé’éﬁlmclﬁ‘t‘vgeéﬁ& detespning, eaéh%?%%srvz%@nd
rehﬂf:@%’@fafa@férlfzﬁf ihfEm e P e XWHAGETACE B Eésscf‘e'iermmmg at
usin gra l'y-based asperity 1 nformation
leakt boe nf elestixity land sisilieaéaehtaradtenzingsinfamatiep fmdlsﬁrtg@rttme
external surface. 17. The method of claim 12 wherein
detecting, over tine, at |east one identifying

asperq. Mhe dietiaddl ¢Pelmnnal whdiéibaletectifg, R oMirde, at least one
oral |l y-based asperity 30 information_incl udes

id a@:?émg 3§perity ga an extggnal aﬁ(alc%o Bov idedempaally-Resdiagpey ed
mf‘d%ﬂétlg 9{& de a&e R Blol 5\yer @iﬁfee% fh\gl\%x{% Al fgg%%o@éd fof2sts an

one rdentit yl ng asperit
asp&iilydsROGGH S8R 2he dﬂeast one 1dent1fy1ng asperity; and

wherein using the temporally-based asperity information to determine at least

one of elasticity and resiliency characterizing information for the external surface
comprises using the temporally-based asperity information to determine at least

elasticity as corresponds to the external surface.

17. The method of claim 12 wherein detecting, over time, at least one
identifying asperity on an external surface to provide temporally-based asperity
information includes detecting, over time, as the external surface is moved away from

an asperity detection surface, the at least one identifying asperity; and
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wherein using the tenporally-based asperity

information to determne at |east one of elasticity
w@p@410es83 i ency characterizing information forP€Tes2003/039422

external surface conprises using the tenporally-based

asperity information to determne at |least resiliency

as corresponds to the exterhdl surface. 5 18. An

apparatus conprising: - an identifying asperity

det ewherein using theteagloadilycmndd aspbgty ihfovinatpratoaietdrmde at least

o B R LS MR AETEA
coh‘%ﬁféEé fthd e ASRES AT Y b5RE 8T Pty AIRGIRAYA RYd&ermine at least

t opographi c representation stored therein of a surface
resiliencytrasomespoddntol thy externaksyeiace.y  di sposed t herein,

t he topographic representation conprising a plurality

of tenporally- spaced asperity detection events for

t he igdentdppiiaf@ ceERekingy. 15 19. The apparatus of
claim 18 wherein the identifying asperity detector
conpransidentfyingapparity detestehar ge di rect fi ngerpri nt

r adef derdllor &Bﬁ@gﬁ@i@%g%gﬁ{rolcdﬁﬁrygﬁéﬁe oBpRatdthe

det ector contro udes ti or causi ng
idedtfyindewsperity detgctagperi ty detector to capture the

asperity detection 20 event t. predetermned ti .

7 F e PO eratg cou i e by (e ior pd Favine o
t i€ Fdprdd8hkatibiBotel iR ¥ia of a80FadtGhat Hak Bn tdeAAE it
og%%%nd%dt h aéf aosecorﬁdl [ nadur gt [ oarlL 25 22. 'FE%EEISPCH Y

dignesed terpin,dhe wpagiaphis represeniaion pemprsrg p plicaliy aksamorally-
te : . Jy fornmed with
seASEh iy 2k e RSt s HARERERHY | S0y "
fingerprint conprised of a plurality of characterizing

fricti ridges, nprising:.30 - providing.a

fi nget ?&J_.?IP ApPeteRer et %étvg%em e lmsgfl%@%?%trw detectes
coﬁﬁ%ﬁ@s Prdstiiit € aREred @rdchBnfdrP@fBAdent reader surface,

capturing a series of representations of the friction

ridges that have at |east a WD 2004/ 061385

PCT/ 03/039422. .14 p edet er mi . .
or o8 SRRt Rt BE RRFRL B ASlte PP R AR ngludss cmine
médnd¥oMda@sing the identifying asperity detector to capture the asperity detection

events at predetermined time intervals.

21. The apparatus of claim 20 wherein the predetermined time intervals are no

more than one one-hundredth of a second in duration.

22. The apparatus of claim 18 wherein the identifying asperity detector and the

memory are integrally formed with respect to one another.

23. A method of reading a fingerprint comprised of a plurality of characterizing
friction ridges, comprising:

- providing a fingerprint reader surface;

- as the fingerprint is moved with respect to the fingerprint reader surface,

capturing a series of representations of the friction ridges that have at least a
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the correspondi ng representation is captured; - using
the series of representations to forma topographic
w@ebanact3es i zati on of the fingerprint. 5 24. TPeT/msiohdeB9422
of claim23 wherein as the fingerprint is noved with
respect to the fingerprint reader surface, capturing
a series of representations 14f the friction ri dges
that have at | east a predeterm ned degree of proximty
predl¢térniihel ddégneperfiproximityeritethe fingerpeintreaderautfhcemt whiare when.
hthe correspondi ng representation is captured includes
thg SOTrgsRORGN, F‘?P@%SFEPPH lsicgp'ill’ﬁ%ed towards the fingerprint
r eadeysigtht 86fs FPrtehRflos 18961 8 t@PogrdpBRY @aRbleAL AR F
of the friction ridges that have at | east a
the fisgerpepii ned degree of proxinity with the
fingerprint reader surface at a tinme when the
corresponding representation is captured. 15 25. The
met hod Thk nedtleod 0 23aint Y wheteiass thecfiddeRgt iy inbied WithEsspett to
W t h respeé& to the fingerprint reader surface, . . .
the £ineerpriplreades sprface, gaptyrilg asceips af jeprrseniations o thej fEipiopnridges
. ¢ | > .
e e o R R e o fler
surfapeatyrtéme wen ther coesprmdinggeprepntsiontintaptured schuaps ax thel

T R S5t GO Rr G e Lo S Bl et s,

repREEEARME 3F HRTE AN fillees tat Bhvean 16&@@9&;1&@@&;19@&@%@4 of
| east a predeterm ned degree of proximty with the
prox iy by with the finggprint sqaderuefagy ata timewhem s corresponding
.{1&\]]‘ epresentation is captured. 26. The
re%%i@%&%}[igg al r%a‘zs wherei n the predeterm ned degree of
proximty 25 conprises physical contact. 27. The

met f clai.m ) rejin.capturing a.series of,.

Fepr o dfie SO GTENG G G TGRLT AR with respect o
thé BRBErbERSreSPR stithddd capt Ryl Lferied of&?fe@éﬁﬁcﬁﬁs lo@ AR Aktid8dges

friction ridges at predeterm ned 30

_ ed time intervals.
that have at least a predetermined degree of proximity with the fingerprint reader

surface at a time when the corresponding representation is captured includes as the
fingerprint is moved away from the fingerprint reader surface, capturing a series of
representations of the friction ridges that have at least a predetermined degree of
proximity with the fingerprint reader surface at a time when the corresponding

representation is captured.

26. The method of claim 23 wherein the predetermined degree of proximity

comprises physical contact.

27. The method of claim 23 wherein capturing a series of representations of the
friction ridges further comprises capturing a series of representations of the friction

ridges at predetermined time intervals.



